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A bstract. —W e investigate the trapping problem in ErdosRenyi ER) and ScaleFree (SF) net—
works. W e calculate the evolution of the particle density (t) of random walers in the presence
of one ormultiple traps w ith concentration c. W e show using theory and sin ulations that in ER
networks, whilke for short tines (t) / exp( Act), for longer tines () exhibits a m ore com plex
behavior, w ith explicit dependence on both the num ber of traps and the size of the network. In SF
netw orks we reveal the signi cant im pact of the trap’s location: (t) is drastically di erent when
a trap is placed on a random node com pared to the case of the trap being on the node w ith the

2
m axinum connectivity. For the latter caseswe nd (t) / exp[ AN 71H<i] forall > 2,where
is the exponent of the degree distribution P () / k

Introduction. { The properties of random walk greatly vary depending on the di-
m ension and the structure ofthem ediuim in which it iscon ned [L{4], where a particularly
Interesting m edium for the study of the random walk is com plex networks B{9]. N etw orks
describe system s from various elds, such as communication (eg. the Intemet), the so—
cial sciences, trangportation, biology, and others. M any of these networks are scale-free
(SF') [L0{13]. This class of networks is de ned by a broad degree distribution, such as a
powerlaw P () / k k m),where isa parameterwhich controlsthe broadnessofthe
distribution.

Trapping is a random walk problem in which traps are placed In random Ilocations,
absorbing all walkers that visit them . This problem was shown to yield di erent resuls
over di erent geom etries, din ensions and tine regines ,3,14{17]. The m ain property of
Interest during such a process is the survivalprobability (t), which denotes the probability
that a particle survives after t steps. The problem was studied In regular lJattices and in
fractal spaces 2,14{19] and recently, In an alkworld networks [6].

In this Letter we study the problem of trapping in networks. This is a m odel for the
propagation of nform ation In certain com m unication networks. This follow s since In som e
cases data packets traverse the network in a random fashion (for exam ple, in w ireless sensor
netw orks R0], ad-hoc netw orks R1] and peerto-peer networks R2]). A m alfinctioning node
In which inform ation is lost (eg., a router which cannot transn i data due to som e failure)
acts just lke a trap in the model. Thism odel can also be applied to loss of nform ation
In messages over comm unication system s, eg. In the case of em ail m essages, where a
m alfunctioning em ail server acts as a node absorbing, but not tranam itting, all em ail
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m essages it receives. Furthem ore, ourm odelm ay be relevant in social system s, where som e
Inform ation m ay initially spread random ly, but in later stages i m ight be held by certain
Individuals.

W e study the survival probability () of random walkers on random regular networks
(networks In which all nodes have equal degree), ErdosRenyi ER) networks (a sinple
m odel or random netw orks in which all links exist w ith the sam e probability R3{25]), and
SEF networks. W e derive analytical expressions for (t) for a wide range of trap degrees
and oconcentrations and highlight the rol of the network structure, obtaining new scaling
relations for the survivalprobability and average trapping tin e which are absent in lattices.
O ur analytical predictions are con m ed w ith M onte-€ arlo sin ulations.

M ethods. { To perform M onte€ arlo sin ulations, we generate ER netw orks by con—
sidering all pairs of nodes and linking a pair w ith probability p. T he construction of an SF
network follow s the M olloy —Reed schem e R6]. Each node i is assigned a num ber of links
taken from the distrbution P ) / k  and then open links are connected random Iy. The
value ofk istaken to bebetween m (typically 13) to ky ax = N 1 (no upper cuto valie
isnposed). W e nd the largest cluster by using depth— rst search R7]and then discard all
nodes that are not in the largest cluster. Starting from a xed density of particles initially
placed In random nodes, particles hop w ith equal probability to one of their nearest neigh—
bors. Certain nodes are random Iy chosen to serve as traps. These are perfect traps; if a
particle fallson it then it is trapped and rem oved from the network. In the case ofmultiple
traps, n = AN traps are placed in the netw ork, where c is the trap concentration.

Results. { A ssume the network has N nodes, average degree hki and n traps. How
does change as t Increasesto t+ 1 (ie. affer each particle has m oved once)? D enote
the traps by ({1715 ::d,) and de nek k, + ki, + :::+ kj as the total num ber of links
em anating from all traps. If at tin e t a given particle is not on a trap, but will hop on
any of these k, links on its next step, i willbe trapped at tine t+ 1. W e approxin ate
the probability for the particle to hop on any of these k, links to be proportional to their
relative num ber in the network, that is, A Nk—}‘:ki, where N hki is the total num ber of links
iIn the network, and A = O (1) is the proportion constant which we will study later. In
continuous tim g, this results in the equation:

d kn
R A . 1)
dt N hki
w hose solution is:
)= oexp[ Ath=N hki)] @)

Surprisingly, although Eq. [2) isbased on a rather sin ple approxin ation, we show below
that it predicts very accurately the survival probability for various network m odels, tin e
scales, and trap concentrations. In fact, Eq. [J) can be seen as a special case of the theory
developed earlier in [15,17,28,29], where i was shown, that for a d-dim ensional lattice,
the survival probability decays as a stretched exponential e ' with = d%z . Since
networkshave in nite dim ension, d=(d+ 2) ! 1 to recoverthe exponentialdecay we predict.
N ote that the average tin e before trapping is O N ), as expected from  rst passage tine
considerations [30] (see also below ).

A necessary condition for the above approxin ation to hold is that the num ber of links
between the traps is negligble. For ER networks where links exist lndependently of one
another the probability that all links em anating from the traps connect to non-traps nodes
B n)=0  1T. Sheebki= npki,and I n=M ™ 1 AkiN  (Br
n N ), we expect that as long asn N =hki, this condition is satis ed.

Tnh the ©llow ing, we willapply Eq. [2) to speci ¢ network topologies. Th random regular
netw orks, w here each node has exactly k neighbors, we use Eq. [2) by substituting hki= k
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and k, = nk:
=exp[ AntN ]= exp[ Act] Regular, n traps); 3)

(w ithout loss ofgenerality,we set (0) = 1). For other netw orks one has to take into acoount
the distrdbution ofdegrees. T hus, In order to average (t) over allnetw orks In the ensam ble,
we need to condition on kj:

X
(Onet = P fk, = kgexp[ Atk=N hki)]: 4)
k

Consider ER networks with one trap ( = 1): P fk, = kg = e ™ Hki®=k! is the degree
distrdbbution (@ Poisson) R3{25]. Thus:

© R ki Atk
= e exp
1 k! N hki
h h ii,
. At
hkixl hkiexp 543
= e
k!
k=1
hki 1 At ®)
1 ex
&P PN ki

(ER, one trap, random k)

where we start the summ ation from k = 1, since we do not place a trap on an isolated
node k = 0). However, when evaluating the sum , we assum e the probability for k = 0
is negligble, which is justi ed whenever hki is large enough, which we assum e henceforth.
A Iso, In the sim ulations, we consider only the largest connected clister, which by de nition
contains no isolated nodes.

T he sam e approach can be applied to the case of m ultiple traps, by realizing that e-
glkcting links between the traps) the sum of links em anating from the traps is a sum of
P oisson variables w ith m ean hki, which is itself a P oisson w ith m ean n hki:

. (hHed)k Atk
) = nhkluexp .
k! N hki
k=n
hki 1 At 6)
ex| nhki
P &P N hki

(ER,n traps, random k)

T he agreem ent of Eq. [d) with sin ulation resuls is evident from Figure[dl. Note that the
survivalprobability in Eq. [6) doesnot solely depend on the trap concentratjipnc  n=N ,but

on both n and N , except forthe shorttine linit (¢ N hki),when 1 exp NAh;i NAthd
and exp [ AntN ]= exp [ Act]. For Iong tines (t N hki), due to the exponential

dependence on t, them ain contrbution to the survivalprobability com es from con gurations
In which k, is an all, the probability of which depends on n alone. O n the other hand, the

probability that the particle falls into the trap still depends on the total num ber of links

N hki. Thus, the survival probability depends on both n and N independently. It can

also be seen that particles survive longer as the netw ork becom es am aller F igure[dl)) and

sparser Figure[()).

Even though scale-free networks are highly heterogeneous and thus the approxim ate
approach is expected to yield less accurate resuls, nevertheless i is still quite usefiil. The
degree distrbbution isP k)= Ck ;k m , where C is a nomn alization factor. Thus, fora
sihgle trap: X

= Ck exp[ Atk=(N hki)]: (7)
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Fig.1l: Trapping In ER networks. (a) Particle density (t) vs. t (m easured In M onteC arlo steps).
T he network param eters are: N = 10000 and hki= 10. Traps are placed w ith a concentration c on
random nodes of the network. A 1l results are averaged on at least 5000 runs, each with a di erent
con guration of the network. Solid lines represent tting with Eq. [@) W ith the number of traps
n= ). b) () Pr xed trap concentration c = 0001, average degree hki = 10, and di erent
system sizes. () () for xed trap concentration c= 0:001, system size N = 10000, and di erent
average degrees.

Since this does not lead to a closed form form ula, we focus on the case w here the degree of
the trap k is xed. W e expect:

= exp[ Akt=@N hki)] (©F,onetrap, =xedk): 8)

Tnterestingly, sin ulations show a distinct behavior orm < 3, and m 3 Figurdd). W hile
In the case ofm 3 the sinulations agree with the theory ®q. [B)), as is evident by
the collapse of all curves with the same kt; orm < 3 the decay of (t) is slower than
exponential. Note that in contrast to ER networks, () is lJarger for the denser netw orks
(@n aller ). Thus, whereasER networksbecom e Jess robust as Iinks are added, SF netw orks
gain robustness. T his is a fundam entaldi erence between ER and SF netw orks revealed by
our resuls.

W hen the degree of the trap is allowed to vary, we consider the long tine regine. As In
ER networks, the m ain contribution com es from con gurations in which the degree of trap
isminimalie. k= m . Thuswe expect:

(@] exp [ Amt=@N hki)]
(SF', one trap, random k;m 3;t N hki) 9)

which agrees with simulations (see Figure[3(a)). For SF networks w ith m any traps, a
sin ple generalization of Eq. [9) (replacingm by nm ) is not applicable, and we report only
the num erical results F igure[3()). Here, sin ilarly to ER networks, the sm aller netw orks
are m ore robust.

SF networks exhibit nodes of particular im portance which have m any connections and
ply special roke In transport B1l]. Thus, it is interesting to study a failure In the node of
highest degree (the hub) [32], which results in trapping of incom ing particles. T hem axin um

degree K in SF networks scales ke K mN T (or > 2) B3]. Substituting k= K in
Eq. [8),we nd:
h ) i
= exp[ AtK=N hki] exp AmtN T hki

(SF', trap on the hub;m 3;t N hki) (10)
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Fig.2: Trapping in scale—free networksw ith a single trap on a nodew th xed degree k. (a) Particle

density (t) vs. kt, for SF networkswith N = 10000, = 2:5,m = 1;2, and di erent trap degrees.
) Sameas (@), but orm = 3 ( = 2:5;5). In this case, all curves collapse, In agreem ent w ith Eq.
@ .

and the average tin e before trapping is thus ., N where = —i < 1 (seeFigure[d).

R ealistic SF networkshave2 < < 3 [10,34,35],s0that0< < 1=2. Thisin pliesthat real-
world netw orks are ultra-prone to failure in their highly connected nodes. This is an even
strongere ect com pared to the targeted rem ovalofhigh degree nodes [32], whereas a ailure
ofonly one hub induces a signi cant decrease In the trapping tine, a nite concentration of
hubs has to be rem oved to fragm ent the network.

T he dram atic decrease in the tim e before failure is not lim ited to placing the trap pre—
cisely on the node w ith the m axin al degree. It can be proven that whenever we either (i)
choose the node w ith m axin al degree out of n random nodes, when n=N is nite, or, (ii)
choose one of the nth nodes of highest degree when n = O (1), the probability of the trap
degree to exceed K = m N - is nite. Thus, Inh these cases, the trap w illbe attached to a
su cient number of links for the scaling &, N — to appear.

Thevalue of forwhich SF networks are equivalent to ER networks is a topic of recent
Interest [36]. Our results suggest that SF networks are equivalent to ER only when
is In nie, since only when ! 1 does ! 1, as for hom ogenous ER networks. For
ER networks, the degree distribution is a Poisson w ith variance %gui]s to the mean hki.
Consequently, the typical m axin al degree is roughly K hki+ hki. This yields

exp At 1+p% , such that the typicaltine ist., N asbefre.
1

N
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Fig.3: Trapping In scalefree networkswith m = 3. (a) Particle density (t) vs. t, for SF netw orks
wih = 25, a sihglke trap on a random node, and di erent system sizes. Solid lines represent

tting to exponentialdecay in the long tine regin e, Eq. [@). () Particle density  (t) vs. t, or SF
networkswith = 235, traps with concentration ¢ = 0:01 placed on random nodes, and di erent
system sizes.

In the follow ing, we study the behavior of the prefactor A . For fllly connected netw ork
and largeN ,A ! 1 (see, eg., B7]). For sparse netw orks w here the particle m ight be far
from the trap, A is less than one, re ecting the fact that the probability to follow a link
to the trap is som ewhat less than k,=®N hki). To nd the value ofA, we st point out
that the traEppjng problem is a special case ofa st passage tin e problem [3,4,8] (sihce

t =1 EOF °) where F () is the probability to reach the trap for the rst tine at
tine t). To calculate the 1rst passage tin e in netw orks, B aronchelli and Loreto [38] used
an approxin ate m ethod that exploits the am allworld nature of m ost netw orks [34,39]. In
theory, using the adpcency m atrix one can calculate the transition probability m atrix of
the random walker, from which the rstpassage tin e can be easily obtained via consecutive
powers of the m atrix (see below). However, this is not feasble for large networks, and
thus the original random walk process was reduced to a random walk between the network
Jayers [38]. G iven the trap, the num berofnodesn . that are in distance " from i iscalculated.
Then, a matrix B of size Y ax max 1s constructed, n which B ;v is the probability of a
random walker in layer *to Jump Into a node in layer Y. Form ost realand m odelnetw orks,
0 ax logN such that the size ofthe problem is reduced exponentially. De ne the number
of links that connect layers ‘and ‘+ 1 by s., the number of Iinks w ithin layer ‘ by o., and
the sum ofdegrees ofnodes in layer *bym = (s++ s+ 1 + 20\). Since the random walker
Jam ps Into each link w ith equalprobability, the only non-zero elem entsare: B v, 1 = s»=m +,
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Fig.4: Trapping in SF networks after failire of the m ost connected node. (a) Particle density (t)

vs. t, In SF networkswih = 25 andm = 3, for di erent system sizes. O ne trap is placed on

the node w ith the m axim um degree. Solid lines represent tting to an exponential decay e Bt

In the ongtine regimne. () The exponent B vs. N, for = 235 pltted In (@), as well as for
2

= 3;4;5. Tt can be seen thatB N w ith — (inset), ;n agreem ent with Eq. [I0).

B+ 1= s 1=m,,and B,y = 20~=m . To represent the trap, By; = 0 forall * (since the

trap form s layer ‘= 0). Since the probability for a random particle to start in a node of
layer Yisn.=@N 1), the rst passage tin e probability F (t) is given by [38]:

F () = B)o: 11)

In B8], the matrix B was constructed for ER networks, and i was found that F ) /
exp [ AktN hki], wih the value of A detem ined num erically. In the follow ing, we extend
this approach to study random regular and SF netw orksw hich were not previously studied,
and the behavior of A for a concentration of traps and di erent average degrees in ER
netw orks.

To construct the transition probability m atrix for n traps In ER networks, one has
to calculate the number of nodes w ithin distance ‘ from each of the n nodes. This is
easﬂygooomp]jshed by setting ng = n and usihg the same formube as In B8] nvw; =

N };= ok [ 1l PP lLwihp= hki=@N 1) being the independent probability of
a link to exist. The number of links connecting the di erent layers is the sam e as In [38]:
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Fig.5: An analysis of the prefactor A. (@) Pot of 1 A vs. hki In ER networks, where A is the

tting param eter in Eq. [B). Here N = 10000 and one trap was placed random Iy (black squares).
The solid line corresponds to the theoreticalresult A = 1  1=hki derived In the text. ) A vs.
for SF networkswith N = 10® andm = 3, when the trap is located at the hub (theory only).

ss=n. N F ];:0 ny p,and o.= n.@n- 1)p=2, from which them atrix B is determ ined.
W e then calculate F (t) from Eqg. [I1), and A by tting F (t) to an exponential. W e nd
that the change in A ©rn > 1 ism fnor (of the order of O N !)) and proportionalto n:

An) Amnm=1)/ n.

W e next study the dependence of A on the average degree (for a single trap). Applying
the abovem ethod ©orER networksw ith di erent averagedegrees,we ndthatA 1 1=hki.
Thisisalsocon m edby sinulations Figurddl(a)). Forrandom regularnetw orks, w e derived
the transition m atrix B , from which we found that A 1 1=k 1).Curously,both resuls
can be written as A 1 1=( 1), where 1 k% =hkki 1 is the branching factor
of the network (since in ER networks = hki+ 1, and In regular networks = k). A
qualitative explanation ofthis relation (which can also be recast asA 1 p,wherep. is
the percolation threshold [33]) is still lacking.

For SF networks, we calculate A for the case when the trap is located at the node of
m axin al degree, by using [40] for the num ber of nodes in Jayer ' (n.), and the num ber of
Iinks em anating from layer ' Into itself (0.) and into layer ‘+ 1 (s.). A sbefore, construction
ofthe transition m atrix B , application ofEq. [I1l), and tting to an exponentialare used to
calculate A ordi erent values of (Figurdd()). Using thism ethod we can predict A for
very largeN s in which sin ulations are not possible. H ere the relation A 1 1=( 1) B3]
isvaldup to . 4.

Conclusions. { W e study the trapping problem on regular, ER, and SF networks
usihg theory and sim ulations. W e develop a sin ple theory to account for the behavior of
the survivalprobability in a variety of conditions. In ER networkswe nd that the trapping
process exhbits a non-exponential behavior which depends on both the num ber of traps
and the size of the network. For SF networkswe nd anom alousbehavior for netw orks w ith
an allm inin aldegree, expressed as deviations from the theory. W ealso nd that as opposed
to ER netw orks, particles survive for longer tin es in denser SF netw orks. F nally, when the
trap is placed in one the network hubs, we nd a new scaling wih the system size. The
average tin e before trapping decreases dram atically in com parison to random failire or to
ER networks. This is true for allvalues of , suggesting that the equivalence of SF and ER
networks for > 4 does not exist for the trapping problem .

A ppendix 1: Finite probability for a choice of high degree traps. { W e prove

the ollow ng. G iven a scalefree network with N ! 1 nodes and degree distribution
PR)=m ¢ Dk ; k m:
T heorem .

1. The probability that the node w ith m axin aldegree out ofn AN random nodesw ill
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1
have degree that exoeedsm N ~ T is nite, provided that c= n=N is nite.

2. The probability that the degree of the node of nth largest degreewillexceed m N = !

is nite, provided thatn = O (1).
P roof.

1. The probability of the no%e wih max

j:an al degree out of n random nodes to have
CcN

R
degreeK isP K) P K) ;P(ko)dko . SubstitutingP k)= &N ( 1)m ‘k
we have: N
PK)=a&N( 1m K 1 ®=m) = : 12)
T he probability or K to be at least m N T s
Zl
PfK >mN g = , PK)XK
ZmNil
. cN
- SN ( Dm K1 ®=m) dK
mN T ,
Z 4 h 1oy
A ( 1m ! K 1 @N T=m)! dK
ZrnN_1
1
= & ( Im * K e °K
mN T
_ 1 1 _
= v ( I)m “e ° K =1 )K=mN%
= e % 13)

Thus, P fK > mN%g ce ©. Since c
a nite probability that at least one of

2. The probability of the node wih nth ]argeﬁt

is nite, in every choice of N nodes there is

them willhave degree largerthan m N T .

degree in Ehe network to have degree
n

. N Ry 0y q00 1 RK Oy 0 :
K sP®)= | nP K) KP(k)dk mP(k)dk . Inserting the degree
distribution we have:
N 1 1 n 1
PK)= n ( I)m °K K=m) 1 K=m) (14)
n
The probability orK tobeat leastm N = T is:
Z 1
PfK >mN 1g = , PK)XK
m N 1
N %1 1
= n L Im 'K ®=m) "1 ®=m}
n mN T
N Z h iy
nm*¢ Y1) SR DT 1 mNT T=m)!
n N T
Z
= NomrC v KM ) e ok
n aN T
N h i
= m™C P el K'Y H)=pa )] o
n =mN 1
N
= e !N "! e =)
n

where in the last step we used Stirling’s approxin ation. Thus, ifn = O (1), the probability
that the node w ith nth largest degree is greater than m N 5 is nie.
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A ppendix 2: D istances distribution in random regular networks. { W ederive
the follow ing resuls for the distribbution of distances from a random node in random regular
networks. W e In agihe a process In which all nodes have initially k open links, and as the
algorithm proceeds, we connect open links to form the network edges. At each step, we
connect the open links em anating from layer ‘ into random ly open links from nodes which
are outside layers1; ::: to form layer ‘KPl (see [40jJ) . D enote the num ber ofnodes in distance
‘from therootasn..De nerx 1 :o= o =N asthe fraction ofnodes outside layers
1;:5 . De ne also s as the num ber of edges connecting nodes In layer ' to nodes in layer
Y+ 1, o+ as the num ber of edges connecting nodes w thin layer ', and e. as the num ber of
edges em anating from layer ‘ except for the edges incom ing from layer * 1. T he follow ing
recursion relations hold:

2 3
ey 1 k
ny; = Nr#41 1 — 5 16)
) e j+ N kr
j=0
rvi1 = v Ny =N @7)
ev1 = knwyi s 18)
2
el
ow1 = +1 19)
2N ryq+ eyq)
Sw1 T €vw1 20417 (20)

withn;=1,n=1 1N ,e = k, 51 = k.
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