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Abstract

We initiate the study of multi-source extractors in the quamworld. In this setting, our goal is
to extract random bits from two independent weak randomcgsion which two quantum adversaries
store a bounded amount of information. Our main result is|agaurce extractor secure against quantum
adversaries, with parameters closely matching the classase and tight in several instances. More-
over, the extractor is secure even if the adversaries sima@aaglement. The construction is the Chor-
Goldreich [CG88] two-source inner product extractor asdhitlti-bit variant by Dodis et al. [DEOROD4].
Previously, research in this area focused on the construofiseeded extractors secure against quantum
adversaries; the multi-source setting poses new chakeagsong which is the presence of entanglement
that could potentially break the independence of the saurce
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1 Introduction and Results

Randomness extractors are fundamental in many areas ofutengeience, with numerous applications to
derandomization, error-correcting codes, expanderspo@torics and cryptography, to name just a few.
Randomness extractors generate almost uniform randorfmoessmperfect sources, as they appear either
in nature, or in various applications. Typically, the imiget source is modelled as a distribution owelit
strings whosenin-entropyis at least, i.e., a distribution in which no string occurs with protdabigreater
than2~* [SV84,[CG88[ Zuc90]. Such sources are knowmasik sources One way to arrive at a weak
source is to imagine that an adversary (or some processung)atvhen in contact with a uniform source,
storesn — k bits of information about the string (which are later useteak the security of the extractor,
i.e. to distinguish its output from uniform). Then, from thdversary’s point of view, the source essentially
has min-entropx.

Ideally, we would like to extract randomness from a weak seurHowever, it is easy to see that no
deterministic function can extract even one bit of randossrfeom all such sources, even for min-entropies
as high as: — 1 (see e.g.[[SV84]). One main approach to circumvent thislprmbs to use a short truly
randomseedfor extraction from the weak sourcegeded extractoygsee, e.g.,[Sha02]). The other main
approach, which is the focus of the current work, is to usersgvndependent weak sourceseédless
extractorg (e.g. [CG88, Vaz87, DEOR0O4, Bou05, Raz05] and many more).

With the advent of quantum computation, we must now deal thighpossibility of quantum adversaries
(or quantum physical processes) interfering with the sssirgsed for randomness extraction. For instance,
one could imagine that a quantum adversary now storeg qubitsof information about the string sampled
from the source. This scenario obaunded storage quantum adversanyses in several applications, in
particular in cryptography.

Some constructions afeededextractors were shown to be secure in the presence of quaaduer-
saries: Konig, Maurer, and Renner [RK05, KMRD5, Ren05¥/ptbthat the pairwise independent extractor
of [ILL89] is also good against quantum adversaries, andh whe same parameters. Konig and Terhal
[KTO8] showed that any one-bit output extractor is also gagdinst quantum adversaries, with roughly
the same parameters. In light of this, it was tempting toectye thatny extractor is also secure against
quantum storage. Somewhat surprisingly, Gavinsky et #K&08] gave an example of a seeded extrac-
tor that is secure against classical storage but becomesuiresseven against very small quantum storage.
This example has initiated a series of recent ground-bngakiork that examined which seeded extractors
stay secure against bounded storage quantum adversaaie€thnial[Ta-09] gave an extractor with a short
(polylogarithmic) seed extracting a polynomial fractidrttee min-entropy. His result was improved by De
and Vidick [DV10Q] extracting almost all of the min-entropfoth constructions are based on Trevisan’s
extractor [TreO1].

However, the question of whethseedlessnulti-source extractors can remain secure against quantum
adversaries has remained wide open. The multi-source soawresponds to several independent adver-
saries, each tampering with one of the sources, and thettyjtiying to distinguish the extractor's output
from uniform. In the classical setting this leads to severdépendent weak sources. In the quantum world,
measuring the adversaries’ stored information might bteakndependence of the sources, thus jeopardiz-
ing the performance of the extrac@)Moreover, the multi-source setting offers a completely rewect of
the problem: the adversaries could potentially stearanglemenprior to tampering with the sources. En-
tanglement between several parties has been known to yednlad astonishing effects with no counterpart
in the classical world, e.g., non-local correlations [B@l&nd superdense codirig [BW92].

We note that the example of Gavinsky et al. can also be viewesh @&xample in the two-source model,
we can imagine that the seed comes from a second sourcel(ehftdpy in this case, just like any seeded

1Such an effect appears alsosittong seededxtractors and has been discussed in more detailin [KT08].



extractor can be artificially viewed as a two-source extngctAnd obviously, in the same way, recent work

on quantum secure seeded extractors artificially givesséa-source extractors, albeit for a limited range
of parameters and without allowing for entanglement. Hawvemo one has as of yet explored how more
realistic multi-source extractors fare against quantuweeghries, and in particular how entanglement might
change the picture. We ask: Are there any good multi-souxtractors secure against quantum bounded
storage? And does this remain true when considering eretiarsgit?

Our results: In this paper we answer all these questions in the positive.fadus on the inner-product
based two-source extractor of Dodis et al. [DEORO04] (DEQGRaetor). Given two independent weak
sourcesX andY with the same length and min-entropie; andk, satisfyingk; + k, < n, this extractor
givesm close to uniform random bits, whenme ~ max(k1, k») + k1 + ko — n. In recent years several two-
source extractors with better parameters have been pegsdrwever, the DEOR-construction stands out
through its elegance and simplicity and its parameterisfat# very well in comparison with recent work
(e.g., [Bou0b, Raz05]).

A first conceptual step in this paper is to define the model aintwm adversaries and of security in
the two-source scenario (see Défs. 5 Bhd 6): Each adverstsyagcess to an independent weak source
X (resp.Y), and is allowed to store short arbitrary quantum state. In the entangled setting, the two
adversaries may share arbitrary prior entanglement, andehiieir final joint stored state is the possibly
entangled statexy. In the non-entangled case their joint state is of the fogn = px ® py. In both cases,
the security of the extractor is defined with respect to ti gtate they store.

Definition 1. [Two-source extractor against (entangled) quantum sterdigformal):;] A functionE :
{0,1}" x {0,1}" — {0,1}™ is a (ky, ko, €) extractor againsi(b;, b;) (entangled) quantum storage if for
any sourcesf, Y with min-entropies, k», and any joint stored quantum staigy prepared as above, with
X-register ofb; qubits andy-register ofb, qubits, the distributiorE (X, Y) is e-close to uniform even when
given access tpxy.

Depending on the type of adversaries, we will gaig secure againgntangledor non-entangledstor-
age. Note again that entanglement between the adversaspsadific to the multi-source scenario and does
not arise in the case of seeded extractors.

Having set the framework, we show that the construction afiBet al. [DEORO4] is secure, first in the
case of non-entangled adversaries.

Theorem 2. The DEOR-construction is g1, k», €) extractor againstby, b,) non-entangled storage with
m = (1—o0(1)) max(k; — %, ko — 2) + L(ky — by + ko — by — n) —9loge~ — O(1) output bits, pro-
videdk; + ko — max(by, by) > n+ Q(log®(n/e)).

As we show next the extractor remains secure even in the ¢asgamgled adversaries. Notice the loss
of essentially a factor dt in the allowed storage; this is related to the fact that sigrese coding allows to
storen bits using onlyn /2 entangled qubit pairs.

Theorem 3. The DEOR-construction is g1, ko, €) extractor agains{by, b,) entangled storage witlt =
(1—o0(1)) max(ky — by, ko — by) + 3 (k1 — 2by + ko — 2by — ) —9loge~! — O(1) output bits, provided
ki + ko — 2max(by, by) > n + Q(log®(n/¢)).

Note that in both cases, when the storage is linear in thees@mtropy we can outp@d(n) bits with
exponentially small error. To compare to the performancéhef DEOR-extractor in the classical case,
note that a source with min-entrofyand classical storage of sizéb roughly corresponds to a source of
min-entropyk — b (see, e.g.[[Ta-09] Lem. 3.1). Using this correspondenue ektractor of [DEOR(4]

2In the setting of seeded extractors with one source, this ofmdversary was calleglantum encodinin [Ta-09].



givesm = max(ki, kp) + ki — by + kp — by —n — 6loge~! — O(1) output bits against classical storage,
wheneverk; + k, — max(by, by) > n + Q(logn - (log” n +loge™')). Hence the conditions under which
we can extract randomness are essentially the same for DE@RBaour Thm[2. The amount of random
bits we can extract is somewhat less than in the classical eaen when disregarding storage.

In the non-entangled case, we are able to generalize odt t@$ioe stronger notion of guessing entropy
adversaries or so callefiantum knowledggsee discussion below and Sek. 5 for details). We show that th
DEOR-extractor remains secure even in this case, albditshghtly weaker parameters.

Theorem 4. The DEOR-construction is g, k, €) extractor against quantum knowledge with= (1 —
0(1)) max(ki, ko) + L (ki + ko — ) — 9loge~! — O(1) output bits, provided; +k, > 1+ Q(log>(n/¢)).

Strong extractors:The extractor in Thms.] 2] 3 and 4 is a so calNeebkextractor, meaning that when
trying to break the extractor, no full access to any of thersesiis given (which is natural in the multi-
source setting). We also obtain several results in the dedcstrong case (see Cdr._15, Lein.]19, 29
and Lem[3D). Astrongextractor has the additional property that the output remaecure even if the
adversaries later gain full access to any one (but obvicustiyooth) of the sourcés See Sedl?2 for details
and a discussion of the subtleties in defining a strong extrac the entangled case, and Séd¢$.]3, 4[and 5
for our results in the strong case.

Tightness: In the one-bit output case, we show that our resultstigid, both in the entangled and
non-entangled setting (see Lém] 17).

Proof ideas and tools: To show both of our results, we first focus on the simplest chsme-bit outputs.

In this case the DEOR extractor [DEORO04] simply computesiher productE(x,y) = x -y (mod 2)

of the n-bit stringsx andy coming from the two sources. Assume that the two adversaresllowed
quantum storage df qubits each. Given their stored information they jointlysito distinguishE(x, y)
from uniform, or, in other words, to prediat- y. We start by observing that this setting corresponds to the
well known simultaneous message passing (SMP) model in aonuation complexit@ where two parties,
Alice and Bob, have access to an input each (which is unknovthe other). They each send a message
of length b to a referee, who, upon reception of both messages, is towengpfunctionE(x,y) of the
two inputs. WherE is hard to compute, it is a good extractor. Moreover, theregital adversaries case
corresponds to the case of SMP with entanglement betweeer Atid Bob, a model that has been studied
in recent work (see e.d. [GKRdW(@9, GKdWO06]).

Before we proceed, let us remark, that there are cases, whtneglement is known to add tremendous
power to the SMP model. Namely, Gavinsky etlal. [GKRdWO09\sbo an exponential saving in communi-
cation in the entangled SMP model, compared to the non-gmzmasg This points to the possibility that
some extractors can be secure against a large amount ajestorghe non-entangled case, but be insecure
against drastically smaller amounts of entangled stor@pe. results show that this is not the case for the
DEOR extractor, i.e., that this construction is secureragdhe potentially harmful effects of entanglement.

In the one-bit output DEOR case we can tap into known resuit$he quantum communication com-
plexity of the inner product problem (IP). Cleve et al. [CvID38] and Nayak and Salzman [NS06] have
given tight lower bounds in the one-way and two-way commatiini model, with and without entangle-
ment (which also gives bounds in the SMP model). For instaimcéhe non-entangled case, to compute
IP exactly in the one-way modet, qubits of communication are needed, and in the SMP madelbits
of communication are needed from Alice and from Bob, just lik the classical case. Note that whereas

3In [DEOR0Z], this is called atrong blender

4The connection between extractors and communication aitphas been long known, see, e.g., [Vaz87].

5This result has been shown for a relation, not a functions tempting to conjecture that this result can be turned into a
exponential separation for an extractor with entangledchesi-entangled adversaries. It is, however, not immediatetb turn a
worst case relation lower bound into an average case funbtiand, as needed in the extractor setting, so we leave ribtdemn
open.



in the communication setting typically worst case probleres studied, extractors correspondaterage
case(w.r.t. to weak randomness) problems. With some extra waglcan adapt the communication lower
bounds to weak sources and to the average bias which is nkmdbeé extractor result. In fact, the results
we obtain hold in the strong case (where later one of the ssusacompletely exposed), which corresponds
to one-way communication complexity.

Tightness of our results comes from matching upper bounde@nne-way and SMP model commu-
nication complexity of the inner product. Adapting the wofCG88] we can obtain tight bounds for any
biase. Somewhat surprisingly, it seems no one has looked at tighemubounds for IP in thentangled
SMP modelwhere [CvDNT98] give am /2 lower bound for the message length for Alice and Bob. It turns
out this bound is tigtﬁ,which essentially leads to the factbseparation in our results for the entangled vs.
non-entangled case (see Séc. 3).

To show our results for the case of multi-bit extractors, we the nice properties of the DEOR con-
struction (and its precursors [Vaz&7, DOO03]). The extracutputs bits of the formAx - y. Vazirani’s
XOR-Lemma allows to reduce the multi-bit to the one-bit dageelating the distance from uniform of the
multi-bit extractor to the sum of biases of XOR'’s of subsdt#bits. Each such XOR, in turn, is just a
(linearly transformed) inner product, for which we alredaahow how to bound the bias. Our main techni-
cal challenge is to adapt the XOR lemma to the casguaihtumside-information (see Sedl. 2). This way
we obtain first results for multi-bit extractors, which everid in the case of strong extractors. Following
[DEORO04], we further improve the parameters in theakextractor setting by combining our strong two-
source extractor with a good seeded extractor (in our cagetine construction of [DPVR09]) to extract
even more bits. See Sé¢. 4 for details.

Guessing entropy: One can weaken the requirement of bounded storage, anddnstdy place a lower
bound on theguessing entropyf the source given the adversary’s storage, leading to thies general
definition of extractors secure against guessing entragprrhally, a guessing entropy of at legsmeans
that the adversary’s probability of correctly guessingsbarce is at mos2—* (or equivalently, that given
the adversary’s state, the source has essentially miognat leask). Working with guessing entropy has
the advantage that we no longer have to worry about two paeas@nin-entropy and storage) instead only
working with one parameter (guessing entropy), and thatdlsalting extractors are stronger (assuming
all other parameters are the same), see[Sec. 5. In the alassidd, a guessing entropy @fis more or
less equivalent to a source withmin-entropy; in the quantum world, however, things becoass krivial.

In the case of seeded extractors, this more general moddbders successfully introduced and studied
in [Ren05%/ KTO8| FSO08, DPVR09, TSSR10], where several coasbns secure against bounded guessing
entropy were showd.

In the case ohon-entangledwo-source extractors, we can show (based on [KT08]) thaictassical
one-bit output two-source extractor remains secure against baugdessing entropy adversaries, albeit
with slightly worse parameters. Moreover, our XOR-Lemniavelus prove security of the DEOR-extractor
against guessing entropy adversaries even in the multabki (Thm 4, see Ségé. 5 for the detﬁls).

In theentangledadversaries case, one natural way to define the model isuoredfe guessing entropy
of each source given the corresponding adversary’s stdge high. This definition, however, is too
strong: it is easy to see that no extractor can be securesagainh adversaries. This follows from the
observation that by sharing a random strifgp (which is a special case of shared entanglement) and having
the first adversary storg & x,r, and the other store, r, @ y, we keep the guessing entropy Xf(resp.

Y) relative to the adversary’s storage unchanged yet we caweex andy completely from the combined
storage.

6We thank Ronald de Wolf[dW70] for generously allowing us ¢@gt his upper bound to our setting.
"Renner[[Rend5] deals with the notionrefative min-entropywhich was shown to be equivalent to guessing entropy [KIRS09
8\We are grateful to Thomas Vidick for pointing out that our X@Bmma allows us to obtain results also in this setting.



Hence we are naturally lead to consider the weaker requitethat the guessing entropy of each source
given the combined storage bbth adversaries is high. We now observe that already the DEOFbibne
extractor (where the output is simply the inner product)as secure under this definition, indicating that
this definition is still too strong. To see this, considerfarmn #-bit sourcesX,Y, and say Alice stores
x @ r, and Bob storeg & r, wherer is a shared random string. Obviously, their joint state dugelp in
guessingX (or Y), hence the guessing entropy of the sources iststhiut their joint state does give® y.

If, in addition, Alice also stores the Hamming weight mod 4 and Bob|y| mod 4, the guessing entropy
is barely affected, and indeed one can easily showritisO(1). However, their information now suffices
to computer - y exactly, sincer -y = 3((|x| + |y| — |x © y|) mod 4). Hence inner product is insecure in
this model even for very high guessing entropies, even thdig secure against a fair amount of bounded
storage.

In light of this, it is not clear if and how entangled guessamgropy sources can be incorporated into the
model, and hence we only consider bounded storage adwesrsatihe entangled case.

Related work: We are the first to consider two-source extractors in the tguanvorld, especially against
entanglement. As mentioned, previous work on seeded éotsaagainst quantum adversaries [RKO05,
KMRO05,[Ren05|, KT08, Ta-09, DV10, DPVRI9, BT 10] gives risdrtaial two-source extractors where one
of the sources is not touched by the adversaries. Howewemrly previous work that allows to derive
results in the genuine two-source scenario is the work byigkand Terhal [KT0B]. Using what is implicit

in their work, and with some extra effort, it is possible tdab results in the one-bit output non-entangled
two-source scenario (which hold against guessing entrdpgraaries, but with worse performance than our
results for the inner product extractor), and we give thsultein detail in Sed.]5. Moreover, [KT08] show
that any classical multi-bit extractor is secure againsiioled storage adversaries, albeit with an exponential
decay in the error parameter. This easily extends to theemtemgled two-source scenario, to give results in
the spirit of Thm[2. We have worked out the details and commparto Thm[2 in App_A. Note, however,
that to our knowledge no previous work gives results in thamgled scenario.

Discussion and Open ProblemsWe have, for the first time, studied two-source extractothénquantum
world. Previously, only seeded extractors have been siuidiehe quantum setting. In the two-source
scenario a new phenomenon appears: entanglement betvee@thbrwise independent) sources. We have
formalized what we believe the strongest possible notioguaintum adversaries in this setting and shown
that one of the best performing extractors, the DEOR-caostn, remains secure. We also show that our
results are tight in the one-bit output case.

Our results for the multi-bit output DEOR-constructionoall to extract slightly less bits compared
to what is possible classically. An interesting open quesie whether it is possible to obtain matching
parameters in the (non-entangled) quantum case. One naghtth refine the analysis and not rely solely
on communication complexity lower bounds. Alternativadyr quantum XOR-Lemma currently incurs a
penalty exponential in either the length of the output orlémgth of the storage. Any improvement here
also immediately improves all three main theorems. In paldr, by removing the penalty entirely, Thim. 2
can be made essentially optimal (with respect to the claksase).

We have shown that inner product based constructions aessegly insecure in two reasonable models
of entangled guessing entropy adversaries (and hencedbatéd storage adversaries are the more appro-
priate model in the entangled case). It should be noted tigpossible that other extractor constructions
(not based on inner product) could remain secure in thimgetind this subject warrants further exploration.

As pointed out, it is conceivable that entanglement couddbithe security of two-source extractors. Ev-
idence for this is provided by the communication compleg#yparation in the entangled vs. non-entangled
SMP-model, given in[GKRdW09]. A fascinating open problesa turn this relational separation into an
extractor that is secure against non-entangled quantuersahes but completely broken when entangle-
ment is present.



Our work leaves several other open questions. It would keesting to see if other multi-source ex-
tractors remain secure against entangled adversarieastioydar the recent breakthrough construction by
Bourgain [Bou05] which works for two sources with min-emyd1/2 — a)n each for some small constant
«, or the construction of Raz [RaZ05], where one source isvalioto have logarithmic min-entropy while
the other has min-entropy slightly larger thaf2. Both extractors are based on the inner product and output
Q(n) almost uniform bits.

And lastly, it would be interesting to see other applicatidisecure multi-source extractors in the quan-
tum world. One possible scenario is multi-party computati€lassically, Kalai et al_ [KLR(09] show that
sufficiently strong two-source extractors allow to perfamlti-party communication with weak sources
when at least two parties are honest. Perhaps similar sl in the quantum setting.

Structure of the paper: In Sec[2 we introduce our basic notation and definitions,destribe the DEOR
construction. Here we also present one of our tools, therfqum’ XOR-Lemma. Sed.]3 is dedicated to
the one-bit output case and the connection to communicationplexity and gives our tightness results. In
Sec[4 we deal with the multi-bit output case and prove ounmesult, Thmd.J2 arid 3. In Ség. 5 we present
our results against non-entangled guessing entropy adiesgpartly based oh [KT08]) and prove ThHrh. 4.
App.[A works out the results that can be derived from_[KTO8}he case of multi-bit extractors against
non-entangled bounded storage.

2 Preliminaries and Tools

In this section we provide the necessary notation, forradliefl1, describe the DEOR-extractor and present
and prove our quantum XOR-Lemma. For background on quamtomation see e.g. [NC0O0].

Notation: Given a classical random varialdfeand a set of density matricgg. },., we denote byZp7 the
cg-stated .., Pr[Z = z]|z) (z| ® p.. When the distribution is clear from the context we wyite ) instead of
Pr[Z = z]. For any random variablg’ on the domain o, we defineoy := Y, Pr[Z’ = z]p,. For any
random variablé’, letYpz := Y cy Pr[Y = yl|y) (y| ® pz|y—,. We denote byl,, the uniform distribution

onm bits. For matrix norms, we defirfet|,, = 3 | A, = 1Tr(VA*A) and|Al|, = /Tr(ATA).
Extractors against quantum storage:We first formalize the different types of quantum storage.

Definition 5. For two random variablesK, Y we saypxy is a (b1, b2) entangled storage if it is generated
by two non communicating parties, Alice and Bob, in the faihg way. Alice and Bob share an arbitrary
entangled state. Alice receivasc X, Bob receiveg/ € Y. They each apply any quantum operation on
their qubits. Alice then stordg of her qubits (and discards the rest), and Bob stdresf his qubits, giving
the stateoy,.

We denote by%, the state obtained when Alice stores her entire state, vaiseBob stores only,
qubits of his, and similarly fop%, .

We sayxy is (b1, b2) non-entangled storage if,, = p, ® p, forall x € X,y € Y.

The security of the extractor is defined relative to the gfera

Definition 6. A (k1,kp,€) 2-source extractor againdth;, b) (entangled) quantum storage is a function
E: {0,1}" x {0,1}" — {0,1}" such that for any independentbit weak sources{, Y with respective
min-entropiesky, ko, and any(by, b2) (entangled) storagexy, |[E(X,Y)pxy — Umpxy|,, < €.

The extractor is calleK-strongif |[E(X,Y)pxyX — UnpxyX|,, < € andX-superstrongvhenpxy is
replaced b)p§y. It is called (super)strondf it is both X- and Y{super)strong

A note on the definition: A strong extractor is secure evehntiia distinguishing stage one of the sources
is completely exposed. A superstrong extractor is secume iévin addition, the matching party’s entire state

6



is also given. Without entanglement, the two are equal, asthite can be completely reconstructed from
the source. In the communication complexity setting the ehoflstrong extractors corresponds to the SMP
model where the referee also gets access to one of the ingheseas the model of superstrong extractors
corresponds to the one-way model, where one party also kasst its share of the entangled state.

To proveE is an extractor, it suffices to show that it is either X-stramgy-strong. All our proofs follow
this route.

Flat sources: It is well known that any source with min-entrojyis a convex combination of flat sources
(i.e., sources that are uniformly distributed over thepart) with min-entropy. In what follows we will
therefore only consider such sources in our analysis oéetdrs, as one can easily verify that

|E(X/ Y).OXY - uﬂ’leY’tr S H}?X E(}(l/ Y])pX,Y] - umeIY] tr’

whereX =} «;X; andY = }_ B;Y; are convex combinations of flat sources.

The DEOR construction: The following (strong) extractor construction is due to Xoet al. [DEORO04].
Every output bit is a linearly transformed inner productedy A;x - y for some full rank matrixA;, where

x andy are then-bit input vectors. Herer - y := Y " ; x;y; (mod 2). The matrices4; have the additional
property that every subset sum is also of full rank. This essthat any XOR of some bits of the output is
itself a linearly transformed inner product.

Lemma 7 ([IDEORO4]) Forall n > 0, there exist an efficiently computable setof n matricesA;, Ay, ..., Ay
over GF(2) such that for any non-empty Set [n], As := Y ;.5 A; has full rank.

Definition 8 (strong blender of [DEORO04])Letn > m > 0, and let{A;}/", be a set as above. The
DEOR-extractoEp : {0,1}" x {0,1}" — {0,1}" is given byEp(x,y) = A1x -y, Apx -y, ..., Amx - y.

The XOR-Lemma: Vazirani's XOR-Lemmal[Vaz87] relates the non-uniformitf a distribution to the
non-uniformity of the characters of the distribution, ,i#he XOR of certain bit positions. For the DEOR-
extractor it allows to reduce the multi-bit output case ® bimary output case.

Lemma 9 (Classical XOR-Lemma [Vaz87, Gol95])yor everym-bit random variableZ

Z-Uufi< Y (5-Z)- Wi
0#£Se{0,1}"

This lemma is not immediately applicable in our scenarioyasieed to take into accouqtiantumside
information. For this, we need a slightly more general XO&¥ima.

Lemma 10 (Classical-Quantum XOR-Lemmaﬁ Let Zp, be an arbitrary cqg-state, wherg is an m-bit
classical random variable angl; is of dimensior2?. Then

Zpz — Uppz |5 < 2mn@m) Y™ (S Z)pz — Urpzl7.
0#£5€{0,1}"

Proof. Following the proof of the classical XOR-Lemma In_[Gol95]eirst relate||Zpz — U,,0z||, to
|Zpz — Umpz||,, and then viewZp, — U,,pz in the Hadamard (or Fourier) basis, giving us the desired
result. We need the following simple claim.

f(Z)pz = Urpzlly = | E(~1) D p(2)p:

9We thank Thomas Vidick for pointing out that we can also habewnd in terms ofz and not onlyd.

Claim 11. For any Boolean functiotf,

n




Proof. Denoteo, = )_..¢(z)—p P(2)pz for b = 0,1. Thenpz = po + p1 and

1@z~ Uspzlh = 001 @ po-+ 1111 @ pr = 3(10) 0] + 1) {11) (o + )

1
= 2 110)(0] @ (oo — 1) + 11| ® (1 — po)ll

= [leo — 11l = | (=1 p(2)p-

(1)
z 1
O
Letxs(z) = (—1)5%for S € {0,1}". DenoteD = 24, M = 2™, ando, = p(z)p: — 770z- Then
2 2
0z —UmpPz||1 = Z2) (2| ¥ 0z D 4 0z D
1Zoz — Unpz|l} = | Ll2) (2] @ H (Ho" © Ip) (2; 2 ® ) (Ho" @ Ip)
z 1 1
1 2 D 2
=3z | L Sloxs@xyEe:| <55l L (Sl@xs@)xy@)e| ®)
z,Y,S 1 z,Y,S )

whereH is the Hadamard transform.

Factor D: Using the fact that thﬂ-H% of a matrix is the sum oﬂ-H% of its (D x D) sub-blocks, together
with xs(2)xy(2) = xy-+s(2) and||-[l, < ||-[l,. @) gives

2 2

2
D
2
1Zpz — Umpz |7 < M 3)
2 2 1
Using Claim{11 withf(Z) = S - Z, we get
2 2 2
Y (S Z)pz —Upzlli = ) | X xs@)p@e=| = X || Las@e:|| =1 [ X as@)ez| . @)
S#0 SA0|| z 1 S#0|| z 1 S|z 1

where the second equality holds singgis balanced, and the third singe o, = 0. Combining Egs.[(3)
and [4) gives the desired result.

Factor M: Restarting from the next-to-last step of (2), using agaifz) x, (z) = x,+s(z) and the triangle
inequality, we obtain

)

1 S

1Zpz — Unpz |3 < (

WiS+yle (ZXs )

; S+y!®<ZXs ) ;XS(Z)‘T

where the last step follows from the observation that theinest inside the norms are of the forfhg B
where P is a permutation matrix. In this cage’ ® B||; = dim(P) - ||B|;, = M- ||B||;
combining this with Eq.[{4) gives the desired bound.

2

)

S
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. As before,
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3 Communication Complexity and One-Bit Extractors

3.1 Average case lower bound for inner product

Cleve et al.[CvDNT98] give a lower bound for the worst case-aray quantum communication complexity
of inner product with arbitrary prior entanglement. It i©eaved by first reducing the problem of computing
the inner product to that of transmitting one input over amuan channel, and then using an extended
Holevo bound. Nayak and Salzman [N$06] obtained an optioveét bound by replacing Holevo with a
more “mission-specific” bound:

Theorem 12 ([NSO€], Thm 1.3 and discussion thereaftetet X be ann-bit random variable with min-
entropyk, and suppose Alice wishes to convéyo Bob over a one-way quantum communication channel
usingb qubits. LetY be the random variable denoting Bob'’s guessXorThen

1L Pr[y=X] < 2-(=b) 'if the parties don’t share prior entanglement, and
2. Prly = X] < 2-(k=2),

Revisiting Cleve et al.'s reduction, we now show how to adigatflat sources, to the average case error
and to the linearly transformed inner product. The mainlehgk is to carefully treat the error terms so as
to not cancel out the (small) amplitude of the correct state.

Lemma 13. Let X, Y be flat sources over bits with min-entropie%;, k», and A, B full rank n by n matrices
overGF(2). LetP be ab qubit one-way protocol fofAX) - (BY) with success probability + e. Then

(@) ¢ <2~ (nthka=2b-n+2)/2 if the parties share prior entanglement and
(b) e < 2~ (hitha=b=n+2)/2 gtherwise.

Proof. Let us first consider the casé = B = [. Assume w.l.o.g. Bob delays his operations until re-
ceiving the message from Alice and that in his first step heéesopis input, leaving the original untouched
throughout. Further assume Bob outputs the result in onéafubits.

For a fixedx, denote the success probability Bby % + &, (e, might be negative). Denote Bob's state
after receiving the message @g|0)|oy), whereo, is taken to contain Alice’s message and Bob’s prior
entangled qubits as required by the protocol (if presenrtp st of the protocol is now performed locally
by Bob. We denote this computatidt. After applyingPg, Bob’s state is of the form

’Xx,y’y> x-y) Ux,y> + IBx,y|y> ) ’Kx,y>/

and by assumptioriEy,Biry = % — &y. Following the analysis in [CvDNT98], usingean computation,
where the output is produced in a new qubit (the leftmostegthe state

1z 4+ x-y)[y)]0)]|ox) + \/E,Bx,y|Mx,y,Z>/

where|M,, .) = (% lz+Xy) — %]z +x -y>) Pily)[x~7)|Ks,). Observe the following properties of

M: 1. |[Myy0) = —|Myya) 2. Asy € Y varies, the state§VI,, .) are orthonormal. 3. SincB} does
not affect the first: (so called input) qubits,M., .) is orthogonal to states of the forfm)|y") ® |-) for all
ae{0,1},yeY,y &Y.

We now use the following steps to transferfrom Alice to Bob:

1. Bob prepares the staté2—k—1. Yyevaciory(—1)a)|y).
2. Alice and Bob execute the clean versionPof



3. Bob performs the Hadamard transform on each of hisHisstl qubits and measures in the computa-
tional basis.

After the second step, Bob’s statel§® = |v) + ¢ where

o) =Vt YT (“)Ta))|0)]oy) @=vV2ThTl }T (=1)"V2Bry|Muy,).
y€Y,ae{0,1} yeY,ac{0,1}
By the properties of M. ), [|€]| = 2,/Eyp%, = 2 1 — e, Since|v) + #and|v) are normalized states,

we can easily derivév|(|v) + €) = 2¢,. Define

[$o) = H*"H1x) @ [0)|ow) = V2R-rfo) + V2rrt ) (=1)"*]a)[y)[0) o),

y¢Y,ae{0,1}

and note that the second term is orthogonal to Hothande. It follows that (p|gpo) = V2k—n+2¢,.
Applying the Hadamard transform in Step 3. does not affextrther product, and so Bob will measute)
with probability 252="+2 . ¢2 - Applying Thm [TZL1 an@ 1212 along with Jensen’s inequality completes
the proof.

For the general case where # [ or B # I, we modify Step 3. of the transmission protocol. Instead
of the Hadamard transform, Bob applies the inverse of theanntransformationz)|x) — v2-7-1.
Yy,a(—1)# A (BY)[a) |y) . Itis easy to check that this gives the desired result. O

3.2 One bit extractor

When the extractor’s output is binary, distinguishing dtrfr uniform is equivalent to computing the output
on average. This was shown by Yao [Yab82] when the storagssical and is trivially extended to the
guantum setting. With this observation, reformulating L&&in the language of trace distance yields a one
bit extractor.

Corollary 14. The functionE;p(x,y) = x -y is a(ky, ko, €) extractor agains{ by, b,) (entangled) quantum
storage provided

(@) (entangled); + ky —2min(by,by) > n—2+2loge ™!,
(b) (non-entangledk; + k, — min(by,bp) > n —2 +2loge L.
Proof. With Yao's equivalence, Lerh. 181(a) immediately gives
’(AX . Y)PXYX . uPXYX’tr S 27(k1+k272b271’l+2)/2 (5)
|(AX . Y)pXYY o UPXYY|tr < 2—(k1+k2—2b1—n+2)/2 (6)

for any full rank matrixA, and specifically forA = I. By the assumption og, E;p is either Y-strong or
X-strong. Repeating this argument with Lém] IB.(b) givesrthn-entangled case. O

Recall (see Def.]6 and discussion thereafter) that one-wmymwnication corresponds to the model of
superstrongextractors. It is not surprising then that Lém] 13 actuaiiplies a superstrong extractor. By
choosinge in the above proof of Cdr._14 such that both inequalifiés ) @) are satisfied, where we replace
Pxy by p;‘Y to include Alice’s complete state as well as Bob’s entangjeblits and similarly forpiy, we
obtain:

Corollary 15. The functionEjp(x,y) = x -y is a (k1, k2, €) superstrongextractor against( by, by) (entan-
gled) quantum storage provided

10



(@) (entangled); + ky — 2max(by, by) > n—2+2loge™ !,
(b) (non-entangledk; + ky — max(by, by) > n —2+2loge L.

We now show that the parameters of all our extractorgightup to an additive constant. For simplicity,
assume first that the erreiis close tol /2, the sources are uniform amg = b, := b. Cor.[14 then states
that E;p is an extractor as long ds < n in the non-entangled case ahd< n/2 in the entangled case.
Indeed, in the non-entangled case it is trivial to compuégintner product in the SMP model (i.e., break the
extractor) wherb > n. With entanglementh > n/2 suffices as demonstrated by the following protocol,
adapted from a protocol by de Wolf [dW10].

Claim 16. The inner product function far bit strings is exactly computable in the SMP model with entan
glement withi /2 + 2 qubits of communication from each party.

Proof. Letx,y € {0,1}" be Alice and Bob’s inputs. Since-y = 3((|x| + |y| — |x @ y|) mod 4), it
suffices to show that the referee can compute y with n/2 qubits of communication from each party, or
simply x1x; @ y1y2 with one qubit of communication each.

Denote the Pauli matriceasy = I, 0p1 = Z, 019 = X, 011 = ZX. Given a shared EPR pair, Alice
appliesoy, x, to her qubit and sends it to the referee, and Bob does the sime,yy,. Note that applying
0p,p, 10 the first qubit has the same effect as applying it to therscubit. FurtherX is applied iff by
is 1 andZ is applied iffb, is 1. Since two applications of (Z) cancel each other out, we have thais
applied to the first qubit iffi; +y; = 1 andZ is applied to the first qubit iff, + 1y, = 1. The net effect on
the EPR state i8y, x,ay,y, ® I. For each value af;x; & y1y» this gives one of the orthogonal (completely
distinguishable) Bell states. O

Showing that our results are tight for arbitraris trickier. We show
Lemma 17. If E;p = x -y is a(ky, kp, €) extractor agains{by, by) (entangled) storage then

(@) (entangled); + ko — 2min(by, by) > n—9+2loge™!,
(b) (non-entangledk; + k, — min(by,bp) > n —5+2loge L.

If E;p is superstrongthen

(@) (entangled); + ky — 2max(by, by) > n—9 +2loge™ !,
(b) (non-entangledk; + ky — max(by, by) > n —5+2loge™ L.

Proof. We give a slightly modified version of Proposition 10(in [C(88king into account quantum side
information. We need the following theorem.

Theorem 18 ([CG8E, Theorem 3]) There exist independent random variablEsY on [ bits with min-
entropy! — 3 eacfid such thatPr[X - Y = 0] > 1yo-0-172

We start in the weak extractor setting with entanglement.c@festruct sourceX, Y with min-entropy
k1, ko and(by, by) entangled quantum storaggy for which the error will be "large”. Leb = 2(min(by, by) —
2), and letA = ky + ky — n. If A < b, we pick X to be uniform on the firsk; bits and0 elsewherey
uniform on the lask, bits and0 elsewhere. The inner product &f Y is then the inner product of at mdst
bits, and can be computed exactly using the SMP protocolamCLé withmin(b, b2) qubits from each.

In the caseA > b, we defineX = X;X,X3X, as follows: X is uniform onb bits, X5 is uniform on
ki — A — 3 bits, X3 is the first(A +6 — b, A + 3 — b) source promised by Th. 18 (for= A + 6 — b),
and X, is constant0”%1=3, Analogously,Y = Y;Y,>Y3Y; is defined as:Y; is uniform onb bits, Y is

10[CG88] prove the claim with slightly different parameteos &rbitrary Boolean functions. Our modification is trivial

11



constan0"~*2=3, v; is the secondA + 6 — b, A + 3 — b) source promised by Thi. 118, aig is uniform
onk, — A — 3 bits. It is easily verified that{,(X) > k; and Ho(Y) > ko. Finally, we sefoxy to be
the entangledmin(by, by), min(by, by)) storage of the SMP protocol in Claim]16 allowing us to compute
x1 - y1 exactly, andM the measurement strategy of the referee. Applying Thin. 18,

1
Pr[M(pxy) = X-Y] = Pr[X; - V1 = X Y] = Pr[X3 - Y3 = 0] > 5 + 2~ (8+5-b)/2

and|(X : Y)pxy — lley|tr > 27(k1+k27b7n+5)/2'

In the non-entangled case, we simply Bet min(by, b,) and replace the SMP protocol with a trivial
protocol for IP onb bits[L]

In the superstrong case with entanglement, assume witath; > b, and choosé = b, /2. We then
let o, be the entangled state that appears in the superdense gudtogol forX;. Thus, exposing Bob’s
state allows us to compuf€; - Y; exactly. Without entanglement, we d$et= b; and have Alice seni; to
Bob. O

4 Many Bit Extractors

Here we prove our main Theorefs 2 amd 3. First, using our goaXiOR-Lemma 10, we obtain results in
thestrongcase.

Lemma 19. Ep is a(ky, ko, €) X-strongextractor agains{ by, by) (entangled) quantum storage provided

(@) (entangled); +ky —2by > 2m +n —2+2loge™ !,
(b) (non-entangledk; +ky — by > 2m +n—2+2loge L.

Proof. Recall thatEp(x,y) = Aix -y, Axx-y,..., Aux -y (see Def[B). Fob # S € {0,1}", let
As = Y,;s-1 A;and note thas - E(x,y) = Asx - y. By the XOR-Lemma 10,

2
|E(X,Y)oxyX — Unpxy X, < [27 ) [(AsX - Y)pxyX — Urpxy X,
S0

The result then follows by Ined.](5) in the proof of dorl 14 d@schon-entangled analogue. O

In a similar way, we also obtain&strongextractor with analogous parameters. Following [DEORO04],
we now apply a seeded extractor against quantum storagdDefel@Q) to the output of an X-strong (Y-
strong) extractor to obtain a two-source extractor withemutput bits (see Lern. P1).

Definition 20 ([Ta-09]). A functionE : {0,1}" x {0,1}? — {0,1}" is a (k, ¢) seededxtractor againsb
quantum storage if for any-bit sourceX with min-entropyk and anyb qubit quantum storagex,

|E(X, Ug)px — Unmpx|y < &

Lemma 21. Let Eg : {0,1}" x {0,1}" — {O,l}d be a(ky, ko, ¢) X-strong extractor against(by, b,)
(entangled) quantum storage, and Bt : {0,1}" x {0,1}? — {0,1}" andE(x,y) = Es(x, Ez(x,v)).

(@) (entangled) IEs is a(kq, €) seeded extract@gainstb; + by quantum storage theBis a (kq, k2, 2¢)
extractor agains{by, by ) entangled quantum storage.

1n fact, this shows that our non-entangled extractor is tiylen forclassicalstorage.

12



(b) (non-entangled) IEs is a(ky, €) seeded extract@ygainsth; quantum storage theBis a (ky, k», 2¢)
extractor againsi{ by, b,) non-entangled quantum storage.

Proof. Part (a):|Es(X,Y)pxyX — UapxyX|,, < € and so|Es(X, Ep(X,Y))pxy — Es(X, Us)pxyl, <
e. But |Es(X,U)pxy — Umpxyl,, < € by definition of Es. The result follows from the triangle in-
equality. For part (b) note that when the storage is nonrged, |Es(X, Us)oxoy — Unpxpyl, =
|Es(X, Uy)px — Umpx|,,» and it suffices to require thdls be a seeded extractor against objyquantum
storage. ]

A seeded extractor with almost optimal min-entropy lossusmgin [DPVR09]. Their extractor is secure
against guessing entropy sources, and so trivially aggimsttum storage [KT08] (see Séct. 5 for details).
We reformulate the seeded extractor in terms of Déf. 20.

Corollary 22 ([DPVROS, Corrolary 5.3]) There exists an explic{t;, ¢) seeded extractor againstquantum
storage with seed length= O(log®(n/¢)) andm = d +k — b — 8log(k — b) — 8loge~! — O(1) output
bits.

The proofs of Thmg.13 arid 2 now follow by composing the expégiractors of Len{._19 and Car.122 as
in Lem.[2].
Proof of Theorem[3: Ep is an X-strong extractor against entangled storage %/(ﬂh + ky — 2by —
n —2loge~") almost uniform output bits. This is larger th@i(log>(1/¢)) whenk; + k — 2by > n +
O(log*(n/¢)), allowing us to compose it with the seeded extractor seqamath; + b, storage of Cof. 22
on the sourcé, obtainingm = %(kl +ky—2by —n—2loge 1) + (ki — by — by) — 8log(ky — by — by) —
8loge~! — O(1). Similarly, Ep is a Y-strong extractor, and can be composed with the seedet®r on
the sourcey. Choosing the better of the two, we prove the desired rBdult. O

Proof of Theorem[2: Ep is an X-strong extractor against non-entangled storage %th +ky — by —
n —2loge~!) almost uniform output bits. This is larger thah(log>(n/¢)) whenky +k, — by > n +
O(log*(n/¢)). Composing with the seeded extractor secure againstorage of Cof_22 on the source
X givesm = 3(ki +ky — by —n —2loge 1) + (ky — by) — 8log(k; — by) — 8loge™! — O(1), and
similarly forY. O

5 Guessing Entropy Adversaries

In previous sections, we considered extractors in the poesef quantum adversaries with limited storage.
A stronger notion of quantum adversary was also studiedaniterature [RenQ5, KT08, FS08, DPVRO09,
TSSR10].

Definition 23 ([KT08]). Let Xpx be an arbitrary cq-state. The guessing entropyXajivenpx is

Hy(X + px) := — logmﬁxlExFX[Tr(Mxpx)],

where the maximum ranges over all POVMs= {M,} ..

Considering the probability distribution on the support6finduced by measuring witVl on px
(which we denote byM(px)), the above can be perhaps more easily understodd X < px) =
—log maxy; Pr[M(px) = X]. Renner[[Ren05] considered sources with higlative min-entropyrather
thanguessing entropyThe two were shown to be equivalent [KRS09].

12\e slightly sacrifice the parameters in the formulation efttheorem to simplify the result.

13



We can now define two-source extractors secure against mangted guessing entropy adversaries.
Recall that in the non-entangled case the bounded storapeeis bypx ® py (see Deflb). Here, we place
a limit not on the amount of storage, but on the amount of metion, in terms of guessing entropy, the
adversaries have on their respective sources. That is,queedhat the guessing entropy ¥f(Y) givenpx
(oy) be high. We refer to the statgr ® py asquantum knowledgeor if p,, o, are classical for every, y,
asclassical knowledge

Definition 24. A (k, k», €) two-source extractor against quantum knowledge is a fondfi : {0,1}" x
{0,1}" — {0,1}" such that for any independent sourc¥sY and quantum knowledgex ® py with
guessing entropiehly (X < px) > ki, He(Y < py) > kz, we have E(X, Y)pxpy — UnpxpPy|, < €.

The extractor is calledX-strongif |[E(X,Y)pyX — U,,pyX|,, < e. It is called strongif it is both
X-strong and Y-strong.

It was shown that, (X < px) > He(X) — logdim(px) [KTO8]. Thus, we can view adversaries
with bounded quantum storage as a special case of genemlsades. In particular, & — by, ky —
by, €) extractor against quantum knowledge is triviallyia, k», ¢) extractor againston-entangledby, b;)
storage.

One-bit output case: Konig and Terhal[[KTOB] show that every classical one-hitput strong seeded
extractor is also a strong extractor against quantum kragyelevith roughly the same parameters. They
reduce the "quantum security” of the extractor to the "dlzmssecurity”,irrespectiveof the entropy of the
seed. Informally|E(X,Y)pxY — UpxY],, is small if the statement is also true wheg is classical. We
give a version of their Lem. 2 with slightly improved paraerst The lemma shows that it suffices to prove
security of an extractor with respect only to classical kiealge obtained by performing a Pretty Good
Measurement (PGM) [HW94] on arbitrary quantum knowledger & cqg-stateZpz, a PGM is a POVM

£ ={&.}.., such that, = p(z)p; " %0:0,">.

Lemma 25. LetZpz be a cg-state, andl be a Boolean function. TH&

@~ Upsly <\ [3 F@E(00) - U0,

where€ = {&.},_, is a Pretty Good Measuremerd, = p(z)p,'/?0.0,"/2.

Proof. We need the following lemma.

Lemma 26 (JRen05, Lemma 5.1.3])Let S be a Hermitian operator and let be a nonnegative operator.
Then|S|,, < 3+/Tr(0)Tr(c—1/2S0-1/29).

Denotep = pz, pp = L.:f(z)—p P(2)pz for b = 0,1. Further define (informally) a POVMM for
guessingf from p by first applying€ to getz and then computing(z). Then

PriM(pz) = f(2)] =} _p(z) ).  Tr(Ezp2)
D SE)

=Tr( Y, p 2 )pa)e 2 (p(2)p:))
£)=£)

= Tr(p™""pop™" %00 + 0™ ?p1p

_1/2P1)/

13¢ (pz) is a classical probability distribution and the trace dist f (Z)E (oz) — UE (pz)|,, reduces to the classical variational
distance.
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and similarlyPr[M (oz) # f(Z)] = Tr(o~"?p00~ %01 + p~'/2p107"/?p0). Hence

IPr[M(pz) = f(Z)] = Pr[M(pz) # f(Z)]| = Tr(o~""*(po — p1)p~*(p0 — p1))- (7)

By Eq. @),|f(Z)pZ — Upz|tr = ’po — pl’tw and by Lem( 26, settin§ = 00— pP1,0 =P,

1
oo =Pl < 5\/Tr(p*1/z(po —p1)p~2(00 = p1))- (8)

Combining Eq.[() with Eq[{8) gives

F(@)pr ~ ozl <\ IPHM(p2) = £(2)] ~ PelM(or) # F(2)).

Finally,
[Pr[M(pz) = f(Z)] = Pr[M(pz) # f(Z)]| < 2[f(Z)M(pz) — UM(pz)l|, < 2|f(Z)E(pz) — UE(0z)ly
as the left hand side describes a trivial strategy to gfiéssm M(p), giving the desired result. O

Corollary 27. If E is a classical one-bit outpuk;, k2, €) two-source extractor, then itis@; +loge !, kp +
loge™1, /3¢/2) two-source extractor against quantum knowledge.

Proof. By Lem.[23, E(X, Y)pxpy — Upxpyly < /31E(X,Y)E(oxpy) — UE(pxpy)|,. A direct cal-
culation shows that for every,y, £(ox ® py) = &1(px) ® E2(py), wWhere&y, & are Pretty Good Mea-

surements on statéSpx, Ypy respectively. In other words](px ® py) induces a classical distribution
Cx ® Cy. Thus

1
|E(X,Y)pxpy — Upxpyly < \/5 |E(X,Y)CxCy — UCxCy|y, ©)

whereHy (X <+ Cx) > Hq¢(X < px), and the same for.

By the definition of (classical) guessing entropy, one casileahow that a classicdlky, k», €) two-
source extractor is &; + loge™!, ky +loge!,3¢) extractor againstlassical knowledgéfor details see
Proposition 1 in[[KT08]). Ineq.[{9) then gives the desiredapaeters against quantum knowledge. [

By a similar argument and following the proof of Theorem JKT08], we get

Corollary 28. If E is a classical one-bit outpuks, k», €) X-strong extractor, then itis &, ky +loge ™!, \/¢)
X-strong extractor against quantum knowledge.

The multi-bit output case: We now show how to apply the results in the one-bit case, legetith our
XOR-Lemmd 10, to show security in the multi-bit case, prgvithm [4.

By Ineq. [B) in the proof of Cof_14, inner product isckassical X-strong extractor with erroe <
2~ (kitke=n+2)/2 plygging this into Cof_28 we obtain

Corollary 29. The functionEjp,(x,y) = Ax -y, for any full rank matrixA, is a (ki,kz, &) X-strong
(Y-strong) extractor against quantum knowledge providedit; +k, > n — 2+ 6loge™!.

We now repeat the steps performed in $éc. 4 in the settingméntangled guessing entropy adversaries
to obtain a multi-bit extractor against quantum knowledtfeexactly the same fashion as in the proof of
Lem.[I9 we use the XOR-Lemrhal10 to reduce the securifofo the strong one-bit case of Cbr]29.
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Lemma 30. Ep is a (ki, ky, &) X-strong (Y-strong) extractor against quantum knowledgevided that
ki+ky,>6m+n —2—|—6log£_1.

Proof. By the XOR-Lemma1l0 and Cdr. P9,

2 — —
|E(X,Y)pyX — UppyX|,, < [27 ; [(AsX - Y)pyX — Uypy X[, < 2" -2 (ki+ka—n+2)/6
S#0

O

To obtain our final result, we now compose our strong extragith a seeded extractor against quantum
knowledge.

Lemma 31. Let Eg : {0,1}" x {0,1}" — {0,1}* be a(ky, ko, ¢) X-strongextractor against quantum
knowledge and leg : {0,1}" x {0,1}? — {0,1}" be a(ki,¢) seeded extractagainst quantum knowl-
edg@. ThenE(x,y) = Es(x, Eg(x,y)) is a(ky, kz, 2¢) extractor against quantum knowledge.

Proof. Immediate from the extractor definitions and the triangégunlity. O

Corollary 32 ([DPVRO0S, Corrolary 5.3]) There exists an explicit, ¢) seeded extractor against quantum
knowledge with seed length= O(log®(1n/¢)) andm = d + k — 8logk — 8loge~' — O(1).

Proof of Theorem[4: Ep is an X-strong extractor against quantum knowledge vé'(thl +ky—n—
6loge~) — O(1) output bits. This is larger tha®(log>(n/¢)) whenk; +k, > n + Q(log®(n/e)).
Composing with the seeded extractor of Cat. 32 on the sakirgivesm = %(kl +ky —n—6loget) +
ki — 8logk; —8loge~! — O(1), and similarly forY. O
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A Many Bit Extractors Against Quantum Storage from Classicd Storage

Konig and Terhal[[KT0B] prove that any (classical) seedddagtor is secure againsbn-entangledjuan-
tum storage, albeit with exponentially larger (in the stigraize) error. Their proof is also valid for X-strong
(Y-strong) two-source extractors.

Their Lemma 5 essentially shows that evéky, k», ¢) X-strong extractor has errdr- 2502 . ¢ against
(b1, b2) quantum storage (for ary), assumingHe (X) > ki andH (Y < py) > k, +loge™!. Recall
that Hy (Y < py) > Heo(Y) — bo. Adapted to our definitions, their result is

18
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Lemma 33 ([KT08, Lemma 5]) Let E be a(kq,kp,€) X-strong extractor. Theik is a (ki,k + by +
loge™!,4 - 2%02¢) X-strong extractor againsth, b,) non-entangled storage.

In particular, this shows thdtp is an X-strong extractor with: = ky + ko — 10b, —n —4 — 3loge™ 1.
For comparison, our Len, 119 gives = %(kl +ky—by—n+2—2log e~1), which is better when the
storage is large, sa¥, > k>/19.

For completeness, we derive an alternate version of Thms@dban Len1.33, by composing the extrac-
tor above with the seeded extractor[of [DPVR09].

Theorem 34. The DEOR-construction is @, k, €) extractor agains{(by, b, ) non-entangled storage with
m = (1—o0(1)) max(k; — by, ko — 9b1) + ki — by + ko — b —n — 11loge~! — O(1) output bits pro-
videdk; + ko — 10max(by, by) > n + Q(log®(n/¢)).

Here too we are able to extract more bits than guaranteed fy[@hvhen the storage is symmetric and
constitutes a small fractiofix 1/19) of the min-entropy. In particular, the storage must be attlesn times
smaller than the min-entropy, whereas no such restrictiest & Thm.[2.

We note that it is not immediately possible to obtain an amadoof Lem[3B for weak two-source
extractors. The proof relates the security of an extractith vespect to quantum side information, to its
security with respect to classical side information. Inweak extractor setting, it thus suffices to consider
classical side information of the forth (px @ py) for some specific POVMF given in the proof. The
problem with this approach is that general(px @ py) might induce a random variabl€xy correlated
with both X andY, breaking the independence assumption (i.e., when configj on values oCxy, X
andY might not be independent) and rendering the classical@giransecure. It is not inconceivable that
JF does have the properff (ox ® py) = Cx ® Cy, but we leave this open.
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