arXiv:1110.3741v3 [cs.LG] 7 Jan 2013

Multi-criteria Anomaly Detection using
Pareto Depth Analysis

Ko-Jen Hsiao, Kevin S. Xu, Jeff Calder, and Alfred O. Hero 111
University of Michigan, Ann Arbor, MI, USA 48109
{coolmark, xukevin, jcalder, hero}@umich .edu

Abstract

We consider the problem of identifying patterns in a datatsatexhibit anoma-
lous behavior, often referred to as anomaly detection. Istranomaly detection
algorithms, the dissimilarity between data samples isutaled by a single crite-
rion, such as Euclidean distance. However, in many cases thay not exist a
single dissimilarity measure that captures all possibmaalous patterns. In such
a case, multiple criteria can be defined, and one can teshfwnalies by scalar-
izing the multiple criteria using a linear combination oéth. If the importance
of the different criteria are not known in advance, the dathor may need to be
executed multiple times with different choices of weightghe linear combina-
tion. In this paper, we introduce a novel non-paramaetridti-criteria anomaly
detection method usinBareto depth analysi€PDA). PDA uses the concept of
Pareto optimality to detect anomalies under multiple detevithout having to
run an algorithm multiple times with different choices ofiglets. The proposed
PDA approach scaldmearly in the number of criteria and is provably better than
linear combinations of the criteria.

1 Introduction

Anomaly detection is an important problem that has beenetid a variety of areas and used in di-
verse applications including intrusion detection, fraetedtion, and image processingl[1, 2]. Many
methods for anomaly detection have been developed usimgaasametric and non-parametric ap-
proaches. Non-parametric approaches typically involeeddlculation of dissimilarities between
data samples. For complex high-dimensional data, muldjgsimilarity measures corresponding
to different criteria may be required to detect certain gypBanomalies. For example, consider the
problem of detecting anomalous object trajectories in @idequences. Multiple criteria, such as
dissimilarity in object speeds or trajectory shapes, camdeel to detect a greater range of anomalies
than any single criterion. In order to perform anomaly dédecusing these multiple criteria, one
could first combine the dissimilarities using a linear conaltion. However, in many applications,
the importance of the criteria are not known in advance.dtffcult to determine how much weight
to assign to each dissimilarity measure, so one may haveomsetmultiple weights using, for ex-
ample, a grid search. Furthermore, when the weights aregeldathe anomaly detection algorithm
needs to be re-executed using the new weights.

In this paper we propose a novel non-paramatridti-criteria anomaly detection approach using
Pareto depth analysi@®DA). PDA uses the concept of Pareto optimality to deteotrzalies without
having to choose weights for different criteria. Paretdroptity is the typical method for defining
optimality when there may be multiple conflicting criter@ tomparing items. An item is said to
be Pareto-optimal if there does not exist another item thiagtter or equal in all of the criteria. An
item that is Pareto-optimal is optimal in the usual senseesusdme combination, not necessarily
linear, of the criteria. Hence, PDA is able to detect anoesalinder multiple combinations of the
criteria without explicitly forming these combinations.
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Figure 1:Left: lllustrative example withl0 training samples (blue x’s) arittest samples (red circle
and triangle) inR2. Center: Dyads for the training samples (black dots) along with f(sPareto
fronts (green lines) under two criterigAz| and|Ay|. The Pareto fronts induce a partial ordering on
the set of dyads. Dyads associated with the test sample chaykiie red circle concentrate around
shallow fronts (near the lower left of the figureRight: Dyads associated with the test sample
marked by the red triangle concentrate around deep fronts.

The PDA approach involves creatiglyadscorresponding to dissimilarities between pairs of data
samples under all of the dissimilarity measures. Sets adtBarptimal dyads, calleBareto fronts
are then computed. The first Pareto front (depth one) is thef s®n-dominated dyads. The second
Pareto front (depth two) is obtained by removing these nomidated dyads, i.e. peeling off the
first front, and recomputing the first Pareto front of thosaa@ing. This process continues until no
dyads remain. In this way, each dyad is assigned to a Pamtodt some depth (see Figlide 1 for
illustration). Nominal and anomalous samples are locatet different Pareto front depths; thus
computing the front depths of the dyads corresponding tetastemple can discriminate between
nominal and anomalous samples. The proposed PDA approalesigeearly in the number of cri-
teria, which is a significant improvement compared to salganultiple weights via a grid search,
which scales exponentially in the number of criteria. Ureisumptions that the multi-criteria dyads
can be modeled as a realizations from a smdotimensional density we provide a mathematical
analysis of the behavior of the first Pareto front. This asialghows in a precise sense that PDA
can outperform a test that uses a linear combination of itexier. Furthermore, this theoretical pre-
diction is experimentally validated by comparing PDA toesa state-of-the-art anomaly detection
algorithms in two experiments involving both synthetic aedl data sets.

The rest of this paper is organized as follows. We discusseghvork in Sectiohl2. In Sectiéh 3 we
provide an introduction to Pareto fronts and present a gteat analysis of the properties of the first
Pareto front. Sectidd 4 relates Pareto fronts to the mtittéa anomaly detection problem, which
leads to the PDA anomaly detection algorithm. Finally wespre two experiments in Sectibh 5 to
evaluate the performance of PDA.

2 Redated work

Several machine learning methods utilizing Pareto opttgnakve previously been proposed; an
overview can be found in[3]. These methods typically foratelmachine learning problems as
multi-objective optimization problems where finding evéue fiirst Pareto front is quite difficult.
These methods differ from our use of Pareto optimality bseave considemultiple Pareto fronts
created from a finite set of items, so we do not need to emplplyisticated methods in order to find
these fronts.

Hero and Fleuryl[4] introduced a method for gene rankinggi§iareto fronts that is related to our
approach. The method ranks genes, in order of interest tolagdist, by creating Pareto fronts of
the data samples, i.e. the genes. In this paper, we considetoRronts oflyads which correspond

to dissimilarities betweepairs of data samples rather than the samples themselves, antiaise t
distribution of dyads in Pareto fronts to perform multiteria anomaly detection rather than ranking.

Another related area is multi-view learning [5, 6], whickdhves learning from data represented by
multiple sets of features, commonly referred to as “vievis’such case, training in one view helps to



improve learning in another view. The problem of view dissgnent, where samples take different
classes in different views, has recently been investigidedThe views are similar to criteria in
our problem setting. However, in our setting, differentemia may be orthogonal and could even
give contradictory information; hence there may be seviw disagreement. Thus training in one
view could actually worsen performance in another view,heproblem we consider differs from
multi-view learning. A similar area is that of multiple kedidearning|[8], which is typically applied
to supervised learning problems, unlike the unsupervisedialy detection setting we consider.

Finally, many other anomaly detection methods have preldoeen proposed. Hodge and Austin
[1] and Chandola et al.[2] both provide extensive surveydifiérent anomaly detection methods
and applications. Nearest neighbor-based methods arelyclodated to the proposed PDA ap-
proach. Byers and Raftery [9] proposed to use the distanwecka a sample and ifgh-nearest
neighbor as the anomaly score for the sample; similarly,idignd Pizzuti [10] and Eskin et al.
[11] proposed to the use the sum of the distances between glesamd itsk nearest neighbors.
Breunig et al.|[12] used an anomaly score based on the localityeof the & nearest neighbors
of a sample. Hera [13] and Sricharan and Hero [14] introdusadparametric adaptive anomaly
detection methods using geometric entropy minimizati@selol on randorh-point minimal span-
ning trees and bipartite-nearest neighbok(NN) graphs, respectively. Zhao and Saligrama [15]
proposed an anomaly detection algorithm k-LPE using loealpe estimation (LPE) based on a
k-NN graph. Thes&-NN anomaly detection schemes only depend on the data thrtbiegpairs of
data points (dyads) that define the edges inktiNN graphs.

All of the aforementioned methods are designedsfogle-criteriaanomaly detection. In theulti-
criteria setting, the single-criteria algorithms must be executeliiple times with different weights,
unlike the PDA anomaly detection algorithm that we proposgectior 4.

3 Pareto depth analysis

The PDA method proposed in this paper utilizes the notionasE® optimality, which has been
studied in many application areas in economics, computense, and the social sciences among
others|[16]. We introduce Pareto optimality and define thieonmf a Pareto front.

Consider the following problem: givemitems, denoted by the s&t and K criteria for evaluating
each item, denoted by functiorfs, ..., fx, selectz € S that minimizes|fi(z),..., fx(x)]. In
most settings, it is not possible to identify a single itenthat simultaneously minimizeg;(x)
forall i € {1,...,K}. A minimizer can be found by combining th& criteria using a linear
combination of thef;’s and finding the minimum of the combination. Different ates of (non-
negative) weights in the linear combination could resullifferent minimizers; a set of items that
are minimizers under some linear combination can then katenleby using a grid search over the
weights, for example.

A more powerful approach involves finding the set of Pargitinoal items. An itemx is said to
strictly dominateanother itemz* if 2 is no greater tham* in each criterion and: is less than

2* in at least one criterion. This relation can be writtenvas «* if f;(x) < f;(z*) for eachi

and f;(x) < f;(z*) for somei. The set of Pareto-optimal items, called tPareto front is the set

of items inS that are not strictly dominated by another itemSinit contains all of the minimizers
that are found using linear combinations, but also includkeer items that cannot be found by linear
combinations. Denote the Pareto frontBy, which we call the first Pareto front. The second Pareto
front can be constructed by finding items that are not syridtminated by any of the remaining
items, which are members of the s&t F;. More generally, define thith Pareto front by

1—1
F; = Pareto front of the sef \ U F;

j=1
For convenience, we say that a Pareto ftBnis deepetthanF; if ¢ > j.
3.1 Mathematical propertiesof Pareto fronts

The distribution of the number of points on the first Paretmfrwas first studied by Barndorff-
Nielsen and Sobel in their seminal work [17]. The problemde®ered much attention since; for a



survey of recent results see [18]. We will be concerned héteproperties of the first Pareto front
that are relevant to the PDA anomaly detection algorithmtand have not yet been considered in
the literature. Letq,...,Y,, be independent and identically distributed (i.i.d.)Rhwith density
function f : R? — R. For a measurable sét ¢ R?, we denote byF, the points on the first Pareto
front of Y1,...,Y,, that belong toA. For simplicity, we will denoteF; by F and useF| for the
cardinality of 7. In the general Pareto framework, the poikts. .., Y, are the images iR? of n
feasible solutions to some optimization problem under doreaf objective functions of length.

In the context of this paper, each politcorresponds to a dyat; ;, which we define in Sectidn 4,
andd = K is the number of criteria. A common approach in multi-okijexbptimization is linear
scalarization/ [16], which constructs a new single criteids a convex combination of thiecriteria.

It is well-known, and easy to see, that linear scalarizatidhonly identify Pareto points on the
boundary of the convex hull df), . (= + R%), whereR% = {z € R%|z; > 0,4 = 1...,d}.
Although this is a common motivation for Pareto methodsrelaee, to the best of our knowledge,
no results in the literature regarding how many points orPtieeto front are missed by scalarization.
We present such a result here. We define

U argmin {Z ozzarl} , Sn={Y1,...,Y,}.

ERd TESR

The subset. c F contains all Pareto-optimal points that can be obtaineddmyesselection of
weights for linear scalarization. We aim to study how lafgean get, compared t6, in expectation.

In the context of this paper, if some Pareto-optimal points ot identified, then the anomaly
score (defined in sectidn 4.2) will be artificially inflatedaking it more likely that a non-anomalous
sample will be rejected. Hence the size/®f\ £ is a measure of how much the anomaly score is
inflated and the degree to which Pareto methods will outperfimear scalarization.

Pareto points inF \ £ are a result of non-convexities in the Pareto front. We stwaykinds of
non-convexities: those induced by the geometry of the domfl1, . . ., Y,,, and those induced by
randomness. We first consider the geometry of the domairQLetR? be bounded and open with
a smooth boundarg$) and suppose the densifyvanishes outside dR. For a pointz € 902 we
denote by (z) = (v1(2), ..., v4(z)) the unitinward normal té2. ForT C 91, defineT), C Q by

T, ={z+tv|ze€T,0<t<h}. Givenh > 0itis not hard to see that all Pareto-optimal points
will almost surely lie ind$2;, for large enough, provided the density is strictly positive oro€2;,.
Hence it is enough to study the asymptotics ##, | for T' C 9Q andh > 0.

Theorem 1. Let f € C'(Q) withinfq f > 0. LetT C 92 be open and connected such that
12§m1n(ul(z), coova(2))>6>0, and {yeQ:y=<a}={z}, forzeT.
Then forh > 0 sufficiently small, we have

E|]:Th

—Wnd i 10( d) as n — oo,

1

wherey = d~!(d!) eI’ / fz (2)- -~Vd(z))5dz.

The proof of Theorern]1 is postponed to Apperidix A. Thedrémdshasymptotically how many
Pareto points are contributed on average by the segimend). The number of points contributed
depends only on the geometry @f2 through the direction of its normal vectorand is otherwise
independent of the convexity 6f2. Hence, by using Pareto methods, we will identify signifiban
more Pareto-optimal points than linear scalarization whergeometry 0d2 includes non-convex
regions. For example, f C 99 is non-convex (see left panel of Figlide 2) and satisfies tpetne-
ses of Theoreml 1, then for large enouglall Pareto pointsin a neighborhoodfﬁfwill be unattain-

able by scalarization. Quant|tat|vely ff>C onT thenE|F \ L| > yn K 10( G,

asn — oo, Wherey > d~1(d!)aDl(d~ )|T|5C 7 and|T| is thed — 1 dimensional Hausdorff
measure of. It has recently come to our attention that Theokém 1 appeasnore general form
in an unpublished manuscript of Baryshnikov and Yukich [19]

We now study non-convexities in the Pareto front which oaue to inherent randomness in the
samples. We show that, even in the case wifeis convex, there are still numerous small-scale
non-convexities in the Pareto front that can only be detHoyePareto methods. We illustrate this in

the case of the Pareto box problem e 2.



Figure 2:Left: Non-convexities in the Pareto front induced by the geomeftthe domairf2 (The-
orem[1).Right: Non-convexities due to randomness in the samples (Thedye 2ach case, the
larger points are Pareto-optimal, and the large black poentinotbe obtained by scalarization.

Theorem 2. LetYs,...,Y, be independent and uniformly distributed [on1]2. Then

%lnn—i—O(l) <E|IL] < glnn—i—O(l), as n — oo.

The proof of Theorerhl2 is also postponed to Appemdix A. A pithet £|F| = Inn + O(1) as
n — oo can be found in [17]. Hence Theoréin 2 shows that, asymptigtimad in expectation, only
between% and% of the Pareto-optimal points can be obtained by linear sizaléon in the Pareto
box problem. Experimentally, we have observed that theftaation of points is close t0.7. This
means that at Iea%t(and likely more) of the Pareto points can only be obtainecRareto methods
even wher is convex. Figur€l2 gives an example of the sEtand L from the two theorems.

4 Multi-criteria anomaly detection

Assume that a training séfy = { X1, ..., Xn} of nominal data samples is available. Given a test
sampleX, the objective of anomaly detection is to declafdo be an anomaly iX is significantly
different from samples ifky. Suppose thak > 1 different evaluation criteria are given. Each cri-
terion is associated with a measure for computing dissiitida. Denote the dissimilarity between
X, andX; computed using the measure corresponding tdttheriterion byd, (7, ).

We define adyadby D;; = [di(4,5),...,dx(i,5)]T € RE,ie {1,....,N},j € {1,...,N}\ i
Each dyadD;; corresponds to a connection between sampleand X ;. Therefore, there are in
total (];) different dyads. For convenience, denote the set of all slygdD and the space of all
dyadsRX by D. By the definition of strict dominance in Sectibh 3, a dyag strictly dominates
another dyad);- ;- if d;(¢,j) < di(i*,5%) foralll € {1,..., K} andd; (i, j) < d;(i*, j*) for some

l. The first Pareto fronf; corresponds to the set of dyads fr@nthat are not strictly dominated by
any other dyads fror®®. The second Pareto froff, corresponds to the set of dyads frdm\ F;
that are not strictly dominated by any other dyads frBriy 7, and so on, as defined in Sect[dn 3.
Recall that we refer toF; as adeepeifront than’; if ¢ > j.

4.1 Paretofrontsof dyads

For each samplé&(,,, there areV — 1 dyads corresponding to its connections with the ofkier 1
samples. Define the set 8f — 1 dyads associated with,, by D". If most dyads irD™ are located
at shallow Pareto fronts, then the dissimilarities betw&grand the othelV — 1 samples are small
undersomecombination of the criteria. Thug,, is likely to be a nominal sample. This is the basic
idea of the proposed multi-criteria anomaly detection méthsing PDA.

We construct Pareto fronfgy, .. ., Fj, of the dyads from the training set, where the total number
of fronts M is the required number of fronts such that each dyad is a meafiladgront. When a test
sampleX is obtained, we create new dyads corresponding to conmadbietweenX and training
samples, as illustrated in Figure 1. Similar to many othemaaly detection methods, we connect
each test sample to ifsnearest neighbors: could be different for each criterion, so we denbte

as the choice ok for criterioni. We creates = Zfil k; new dyads, which we denote by the set



Algorithm 1 PDA anomaly detection algorithm.
Training phase:

1. forl=1— Kdo
2 Calculate pairwise dissimilaritie (7, j) between all training samples; and X ;
3: Create dyad®;; = [di(4,]), ..., dx (i, 7)] for all training samples
4: Construct Pareto fronts on set of all dyads until each dyadasfront
Testing phase:
nb + [] {empty list
cfori=1— Kdo
Calculate dissimilarities between test sampgland all training samples in criteridn
nb; < k; nearest neighbors of
nb + [nb, nb;] {append neighbors to list
: Creates new dyadsD*" betweenX and training samples inb
s fori=1— sdo
Calculate deptla; of D
: DeclareX an anomaly ifo(X) = (1/s) > .;_,e; > o

NN E

DY = { DV DieW .., D"}, corresponding to the connections betwéeand the union of the
k; nearest neighbors in each criteriorin other words, we create a dyad betweemnd.X; if X
is among thek; nearest neighbdi®f X in any criterioni. We say thaiDP" is belowa front F; if
D" — D, for someD,; € F;, i.e. DI*" strictly dominates at least a single dyad#n Define the
depth of DIV by

e; = min{l | D}*"is belowF; }.

Therefore ife; is large, thenD!*" will be near deep fronts, and the distance betw&eand the
corresponding training sample is large unditrcombinations of thes criteria. If ¢; is small, then
D" will be near shallow fronts, so the distance betwéeand the corresponding training sample
is small undesomecombination of thex criteria.

4.2 Anomaly detection using depths of dyads

In k-NN based anomaly detection algorithms such as thoseiomenl in Sectiof 2, thanomaly
scoreis a function of thek nearest neighbors to a test sample. With multiple criter, could de-
fine an anomaly score by scalarization. From the probaibifisbperties of Pareto fronts discussed
in Sectior 3.11, we know that Pareto methods identify moreteasptimal points than linear scalar-
ization methods and significantly more Pareto-optimal fsaiman a single weight for scalarizaffon

This motivates us to developraulti-criteria anomaly scor@ising Pareto fronts. We start with the
observation from Figurgl 1 that dyads corresponding to a nahtést sample are typically located
near shallower fronts than dyads corresponding to an arusaést sample. Each test sample is
associated withy new dyads, where thah dyad D!*" has depthe;. For each test sampl¥, we
define the anomaly scorg€ X) to be the mean of the;'s, which corresponds to the average depth
of the s dyads associated withi. Thus the anomaly score can be easily computed and compared t
the decision threshold using the test

1< H
v(X)= - e;, = 0.
D=1y

Pseudocode for the PDA anomaly detector is shown in Algaiith In AppendiX T we provide de-
tails of the implementation as well as an analysis of the oraplexity and a heuristic for choosing
the k;'s that performs well in practice. Both the training time ahd time required to test a new

1If a training sample is one of thie nearest neighbors in multiple criteria, then multiple espif the dyad
corresponding to the connection between the test sampltharichining sample are created.

>Theorem§1l ard 2 require i.i.d. samples, but dyads are nepémdient. However, there aBé N?) dyads,
and each dyad is only dependent@V) other dyads. This suggests that the theorems should aldddrol
the non-i.i.d. dyads as well, and it is supported by expemntalgesults presented in Appenélix B.



Table 1: AUC comparison of different methods for both exments. Best AUC is shown ibold.
PDA does not require selecting weights so it has a single AU€.median and best AUCs (over all
choices of weights selected by grid search) are shown fauttier four methodsPDA outperforms
all of the other methods, even for the best weights, whiclmat&nown in advance.

(a) Four-criteria simulationd standard error) (b) Pedestrian trajectories
AUC by weight AUC by weight
Method Median Y Best Method Mediar?/ Bgest
PDA 0.948 £+ 0.002 PDA 0.915
k-NN 0.848+ 0.004 0.919+ 0.003 k-NN 0.883 0.906
k-NN sum 0.854t+ 0.003 0.916+ 0.003 k-NNsum 0.894 0.911
k-LPE 0.847+ 0.004 0.919+ 0.003 k-LPE 0.893 0.908
LOF 0.845+ 0.003 0.932+ 0.003 LOF 0.839 0.863

sample using PDA arknear in the number of criterid(. To handle multiple criteria, other ano-
maly detection methods, such as the ones mentioned in 8&;tiveed to be re-executed multiple
times using different (non-negative) linear combinatioh¢he K criteria. If a grid search is used
for selection of the weights in the linear combination, thlea required computation time would
be exponential if'. Such an approach presents a computational problem uRléssery small.
Since PDA scalebnearly with K, it does not encounter this problem.

5 Experiments

We compare the PDA method with four other nearest neighbsed single-criterion anomaly de-
tection algorithms mentioned in Sectibh 2. For these methog use linear combinations of the
criteria with different weights selected by grid searchampare performance with PDA.

5.1 Simulated data with four criteria

First we present an experiment on a simulated data set. Timénabdistribution is given by the
uniform distribution on the hyperculje, 1]*. The anomalous samples are located just outside of
this hypercube. There are four classes of anomalous distiis. Each class differs from the
nominal distribution in one of the four dimensions; the wligttion in the anomalous dimension is
uniform on([1,1.1]. We draw300 training samples from the nominal distribution followed 130

test samples from a mixture of the nominal and anomalousluisibns with a0.05 probability of
selecting any particular anomalous distribution. The foiteria for this experiment correspond to
the squared differences in each dimension. If the critegacambined using linear combinations,
the combined dissimilarity measure reduces to weightedregiE uclidean distance.

The different methods are evaluated using the receiveratipgrcharacteristic (ROC) curve and
the area under the curve (AUC). The mean AUCs (with standaiodls) over100 simulation runs
are shown in Tablg I{a). A grid of six points betweeand1 in each criterion, corresponding to
6* = 1296 different sets of weights, is used to select linear comimnatfor the single-criterion
methods. Note that PDA is the best performer, outperforrairggn the best linear combination.

5.2 Pedestrian trajectories
We now present an experiment on a real data set that cont@insands of pedestrians’ trajectories

in an open area monitored by a video camera [20]. Each toajeist approximated by a cubic spline
curve with seven control points [21]. We represent a trajgotvith [ time samples by

T — r1 X2 $l7
Yy Y2 ... Yl

where[z,, ;] denote a pedestrian’s position at time step
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Figure 3:Left: ROC curves for PDA and attainable region for k-LPE o&® choices of weights.
PDA outperforms k-LPE even under the best choice of weidRight A subset of the dyads for the
training samples along with the firs00 Pareto fronts. The fronts are highly non-convex, partially
explaining the superior performance of PDA.

We use two criteria for computing the dissimilarity betwdeajectories. The first criterion is to
compute the dissimilarity imvalking speed We compute the instantaneous speed at all time steps
along each trajectory by finite differencing, i.e. the speédrajectoryT at time stept is given

by /(z+ — z¢—1)% + (y: — y—1)2. A histogram of speeds for each trajectory is obtained is thi
manner. We take the dissimilarity between two trajectotiebe the squared Euclidean distance
between their speed histograms. The second criterion isrtpuate the dissimilarity ishape For
each trajectory, we selet00 points, uniformly positioned along the trajectory. Thesttisilarity
between two trajectori€g andT” is then given by the sum of squared Euclidean distances katwe
the positions off” and7T” over all 100 points.

The training sample for this experiment consist$@d trajectories, and the test sample consists of
200 trajectories. Tablg I(p) shows the performance of PDA aspeoed to the other algorithms
using100 uniformly spaced weights for linear combinations. NoticattPDA has higher AUC than
the other methods undel choices of weights for the two criteria. For a more detailechparison,
the ROC curve for PDA and the attainable region for k-LPE ¢#gion between the ROC curves
corresponding to weights resulting in the best and worst 8JU€ shown in Figurél3 along with
the first100 Pareto fronts for PDA. k-LPE performs slightly better at l&alse positive rate when
the best weights are used, but PDA performs better in allraligations, resulting in higher AUC.
Additional discussion on this experiment can be found in éqmgix(D.

6 Conclusion

In this paper we proposed a new multi-criteria anomaly d&teanethod. The proposed method
uses Pareto depth analysis to compute the anomaly scoresff saimple by examining the Pareto
front depths of dyads corresponding to the test sample. ®yadesponding to an anomalous
sample tended to be located at deeper fronts compared ts dgagsponding to a nominal sample.
Instead of choosing a specific weighting or performing a gadrch on the weights for different
dissimilarity measures, the proposed method can effigieletliect anomalies in a manner that scales
linearly in the number of criteria. We also provided a theorstablishing that the Pareto approach
is asymptotically better than using linear combinationsriteria. Numerical studies validated our
theoretical predictions of PDA's performance advantagesimulated and real data.
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Appendix A Proofs of Theorems[Iand

Before presenting the proofs of Theordms 1[@nd 2 we need ianpraty result.
Lemmal. Foranyn > 1andA C R? measurable, we have

ElFal=n [ f@) (1— mf(y)dy)"lda:. o)

Proof. SinceYy,...,Y, arei.i.d, we havel|F4| = nP(Y; € F). Conditioning onY; we obtain
E|Fa| =n [pa f(x)P(Y1 € F|Y1 = x)dzx. The proofis completed by noting that

n—1
P(Y; ef|m:x):{(1—fy<zf(y)dy) , €A,
0, x ¢ A 0

Proof of Theorerh]1 By selectingh > 0 smaller, if necessary, we can wriié (1) as

E|fTh|_/T/0hnf(x) (1—/y<zfdy)n_l(1+0(t))dtdz, @

wherex = z + tv(z) for z € T. Sinced() is smooth, we can approximéfenearz by a hyperplane

with normaly(z). By the assumption thdty € Q : y < 2} = {x} we can maké > 0 smaller, if
neceessary, soth@y € Q : y <z} is approximately a simplex with side lengthys/;(z). Hence

fwdy = (f(=) +0(t/5)) / dy

y=xx y=z

_ f(z)tdd(z) +0<td+1).

dlvi(z) v ga+1

Substituting this into[{2), we have

_ " _ f2)t it ey
EIFT,«LI—/T/0 n(f(z) + O(t)) (1 d!l/l(z)~-~l/d(z)+0(t+/6+)) dtdz.  (3)

We can now do an asymptotic analysis of the inner integrativig a special case of the general
equation

h
Ap ;:/ M1 — at® + OBt dt, A€ [0,1],a,b > 0.
0

Making the change of variabless = (n — 1) In(1 — at? + O(bt?*1)) and simplifying, we obtain

P(n—1)
An — ;ﬂ (lsltl)\_l + %O(Sﬂdk_l)) e_st,
(a(n—1))~ Jo d (n—1)a
where
P = —1In(1 — ah® + bO(R*T1)).

We can, of course, choogesmall enough so thaP is finite and positive. Recalling the definition
of the Gamma functiori;(z) = [, t*~'e~*dt, we see that

F(1+)\) b
Anzi‘il—i—()( S )
d(an)%A n*e

Note that we are keeping track O b) terms because= O(1/6?*!) may become large at different
points of T, whereasD(1/a) is uniformly bounded independent dfalong7. Applying this to [3)
with

dlvi(2) - va(z)
completes the proof. O



Proof of Theorerhl2SinceYs, ..., Y, are i.i.d., we have?|L| = nP(Y; € L). For(x,y) € [0,1]?
let D, , be the event thalt; = (z y) and(z,y) € F. Conditioning onD,, ,, we have

E|L] = n/ / )" rP((z,y) € L] D,,,) drdy
= n/ / (1 —2y)" 'P((z,y) € L| D, ) dzdy + O(1). (4)
o Jo
Define uy
_ 2 _ <
A—{(u,v)G[O,l] [0<u<z, y<ov<y x}’
and

B:{(u,v)6[0,1]2|x<u<1, O<v<2y—%}.
Let E be the eventthall and B each contain at least one sample from. . ., Y,,. If E occurs, then
(z,y) is in the interior of the convex hull oF and hencédzx,y) ¢ L. Let F' denote the event that
none of the samples frob, . .., Y, fallin AU B. If F' occurs, then we clearly have,y) € L. It
follows that

P(F|Dqy) < P((z,y) € L] Day) < P(E®| Dyy).

Conditioned orD,, ,, the sampled?, ..., Y, remain independent. The conditional density function
of each remaining sample &, | p, , (u,v) = 1= m Let F4 (resp.Eg) denote the event that no
samples fronts, ... Y,, are drawn fromA (resp.B). ThenE< = E4 U Eg andF' = E4 N Ep.
Noting that|A| = |B| = 1zy, we see that

P(E°|D,) = P(Ea|D.,)+P(Eg|D.,) — P(EanEg|D,,)
n—1 n—1
Ty Ty
2(1- —L —(1-
( 2(1—wy)) ( 1—:vy> ’

n—1
Ly
P(F|Dyy) =PEANER|Dyy)=(1—- .
(F| 7y) (Ea B | ) ( l—xy)

and

Substituting this into[{(4), we obtain

n—1
E|L] < n/ / (1 - —xy) — (1 = 22y)" ! dady,

1
E|L] > n/2 /2 (1 — 2zy)" ! dady.
o Jo

A short calculation (change variablesite= anxzy andv = z) shows that

and

3 3 1
/ / n(1 — azy)" ‘dedy = —Inn + O(1).
o Jo a

Applying this result to the bounds above completes the proof O

Appendix B Experimental support for Theorems[d and 2

Independence o1, ..., Y, is built into the assumptions of Theorefds 1 and 2, but it iarctkat
dyads (as constructed in Sectidn 4) are not independenh g D; ; represents a connection
between two independent sampl€s and X ;. For a given dyadD; ;, there are2(N — 2) corre-
sponding dyads involving’; or X; and these are clearly not mdependent frop;. However, all
other dyads are independent frde So while there ar€(N?) dyads, each dyad is independent
from all other dyads except for a set of si2¢ ). Since Theorenid 1 and 2 deal with asymptotic
results, this suggests they should hold for the dyads evergththey are not i.i.d. In this section we
present some experimental results that support this rgmreniis statement.

We first drew samples uniformly i), 1]> and computed the dyads corresponding to the two criteria
|Az| and|Ay|, which denote the absolute differences between:thedy coordinates, respectively.
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(a) Criteria] Az|,|Ay| (b) Criteria|Az| + |Ay|,|Az| — |Ay|

Figure 4:990 dyads constructed with two different sets of criteria fréfnsamples uniformly dis-
tributed in[0, 1)2.

x 10"

(a) Criteria] Az|,|Ay| (b) Criteria|Az| + |Ay|,|Az| — |Ay|

Figure 5: Sample means f&H.F \ £| versus:. We can see the expected logarithmic and half-power
growth in (a) and (b) respectively. The dotted lines indictite best fit curves described in this
section. In (b), the best fit curve is too closely aligned \tlith experimental data to be visible.

The domain of the resulting dyads is again the [fiox]?, as shown in Figuife 4{a), so this experiment
tests Theorer]2. In this case, Theofdm 2 suggestsithaf should grow logarithmically. Figure
shows the sample means versus number of dyads and et begafithmic curve of the form

y = alnn, wheren = (];7) denotes the number of dyads. A linear regression/Om n versudn n
gavea = 0.3142 which falls in the range specified by Theorgmn 2.

We next looked to find criteria that induce domains other thaxes in order to test Theordr 1.
A somewhat contrived example involves the critdrtar| + |Ay| and|Az| — |Ay|, which, when
applied to uniformly sampled data ¢ 1]2, yields dyads sampled on a diamond domain, as shown
in Figurd4(D). In this case, Theoréin 1 suggeststhaf should grow as/n. Figurg5(b) shows the
sample means versus number of dyads and a best fit curve afrthg = an”. A linear regression
onlny versuslnn gavea = 1.1642 andS = 0.5007. Although this example may not be practical,

it is simply meant to illustrate the applicability of Thearfl for non-independent samples. In each
experiment, we varied the number of dyads betwe#rto 10° in increments ofl 0 and computed
the size ofF \ L after each increment. We ran each experinieff0 times to compute the sample
means shown in Figufé 5.
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Algorithm 2 Fast non-dominated sorting.

Require: Arrays X andY of lengthn (the values of the two criteria)
1: SortX andY according taX in ascending order
2: while X andY are nonemptylo
Add (X (1),Y (1)) to current Pareto front
y <« Y(1)
for i = 2 — length(X) do
if Y(i) <y then
Add (X (), Y (4)) to current Pareto front
Y« Y (i)
Remove current Pareto front from,Y

Appendix C Implementation of PDA anomaly detector

Pseudocode for the PDA anomaly detector was presented asithlg[d in Sectiol 4]2. The train-
ing phase involves creatin@) dyads corresponding to all pairs of training samples. Cdimngu
all pairwise dissimilarities in each criterion requir@$m K N?2) floating-point operations (flops),
wherem denotes the number of dimensions involved in computingsirditarity. The Pareto fronts
are constructed by non-dominated sorting. In Sedtion C.Jpwesent a fast algorithm for non-
dominated sorting in two criteria; for more than two crigenive use the non-dominated sort of Deb
et al. [22] that constructs all of the Pareto fronts usings N*) comparisons in the worst case.

The testing phase involves creating dyads between theategtie and thé; nearest training samples
in criterion?, which requireD(mK N) flops. For each dya®d?", we need to calculate the depth
e;. This involves comparing the test dyad with training dyadsnaultiple fronts until we find a
training dyad that is dominated by the test dyagis the front that this training dyad is a part of.
Using a binary search to select the front and another biresasch to select the training dyads within
the front to compare to, we need to makék log” N) comparisons (in the worst case) to compute
e;. The anomaly score is computed by taking the mean of this corresponding to the test sample;
the score is then compared against a threstidtddetermine whether the sample is anomalous. As
mentioned in the Sectidn 4.2, both the training and testhmapps scale linearly with the number of
criteria K.

C.1 Fast non-dominated sorting for two criteria

We present here a fast algorithm for non-dominated sortirtg/o criteria. The standard algorithm
of Deb et al.[[22] take®©(n?) time and require®(n?) memory, wherex = (%) is the number of
dyads. In our experience, the memory requirement is thesapstacle to applying Pareto methods
to large data sets. Our algorithm rung(xin3/2) time on average and requir€§n) memory. It is
based on the following observation: if the data set is sdrtexbcending order in the first criterion,
then the first point is Pareto-optimal, and each subsequametd?optimal point can be found by
searching for the next point in the sorted list that is not dated by the most recent addition
to the Pareto front. For two criteria, there are on aver@@en) Pareto fronts, and finding each
front with this algorithm requires visiting at mostpoints, hence th®(n3/2?) average complexity.
The worst case complexity i9(n?) occurring when each Pareto front consists of a single point.
Pseudocode for the algorithm is shown in Algorithim 2. It heently come to our attention that an
O(nlnn) algorithm exists for the canonical anti-chain partitioolglem [23], which is equivalent
to non-dominated sorting in two criteria, and can also be tseuickly construct the Pareto fronts.

C.2 Selection of parameters

The parameters to be selected in PDA/are . ., kx, which denote the number of nearest neighbors
in each criterion. We connect each test sampléo a training sampleX; if X, is one of thek;
nearest neighbors of in terms of the dissimilarity measure defined by criteriodVe now discuss
how these parametets, ..., kx can be selected. For simplicity, first assume that there lig on
one criterion, so that a single parameteis to be selected. PDA is able to detect an anomaly if
the distribution of its dyads with respect to the Pareto tgaliffers from that of a nominal sample.
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Figure 6: Left: Some abnormal trajectories detected by PDA methBiyht: Trajectories with
relatively low anomaly scores.

Specifically the mean of the depths of the dyads @f® corresponding to an anomalous sample
must be higher than that of a nominal samplek i chosen too small, this may not be the case,
especially if there are training samples present near amaloos sample, in which case, the dyads
corresponding to the anomalous sample may reside neaostfadints much like a nominal sample.
On the other hand, it is chosen too large, many dyads may correspond to conned¢tidraining
samples that are far away, even if the test sample is nonvitéth also makes the mean depths of
nominal and anomalous samples more similar.

We propose to use the propertiesieearest neighbor graphs-NINGs) constructed on the training
samples to select the number of training samples to conneeadh test sample. We construct
symmetrick-NNGs, i.e. we connect samplésnd; if i is one of thek nearest neighbors gfor

j is one of thek nearest neighbors af We begin withk = 1 and increasé: until the k-NNG

of the training samples is connected, i.e. there is only glsinonnected component. By forcing
the k-NNG to be connected, we ensure that there are no isolatémheedf training samples. Such
isolated regions could possibly lead to dyads correspgnttirmnomalous samples residing near
shallow fronts like nominal samples, which is undesiralitg. keepingk small while retaining a
connectedt-NNG, we are trying to avoid the problem of having too manydiyao that even a
nominal sample may have many dyads located near deep fiidrissmethod of choosing to retain
connectivity has been used as a heuristic in other unsiggehléarning problems, such as spectral
clustering ]. Note that by requiring tileNNG to be connected, we are implicitly assuming that
the training samples consist of a single class or multiphssgs that are in close proximity. If the
training samples contain multiple well-separated clasagsh an approach may not work well.

Now let’s return to the situation PDA was designed for, wifhdifferent criteria. For each criterion
1, we construct &;-NNG using the corresponding dissimilarity measure andeiasek; until the
k;-NNG is connected. We then connect each test sam[:)ée:tozz.K:1 k; training samples. Note
that we are choosing eadh independent of the other criteria, which is probably not ptinsal
approach. In principle, an approach that chooseskilsejointly could perform better; however,
such an approach would add to the complexity. We cheegaratek;’s for each criterion, which
we find is necessary to obtain good performance when diffelisaimilarities have varying scales
and properties. There are, however, pathological examytese the independent approach could
choosé;’s poorly, such as the well-known example of two moons. Tleasenples typically involve
multiple well-separated classes, which may be problenaatfreviously mentioned. How to choose
the k;'s when the training samples contain multiple well-sepadatlasses is beyond the scope of
this paper and is an area for future work. We find the proposeudistic to work well in practice,
including for both examples presented in Secfibn 5.

Appendix D Additional discussion on pedestrian trajectories experiment

Figure[® shows some abnormal trajectories and nominattajes detected using PDA. Recall that
the two criteria used are walking speed and trajectory sh&m®malous trajectories could have
anomalous speeds or shapes (or both), so some anomalagsarias in Figur€lé may not look
anomalous by shape alone. We find that the heuristic propnsgectiof C.P for choosing thg’s
performs quite well in this experiment, as shown in Fidur&gecifically, the AUC obtained when
using the parameters chosen by the proposed heuristigjighese to the AUC obtained when using
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Figure 7: AUCs for different choices dk1, k2]. The automatically selected parametgrs =
3, ko = 6] are very close to the optimal parametfrs= 4, ko = 7].

the optimal parameters, which are not known in advance. Asudsed in Sectidn 5.2, it is also
higher than the AUCs of all of the single-criterion anomadyettion methods, even under the best
choice of weights.
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