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Abstract—We design and assess some practical low-densityand even more widespread families of codes, like LDPC codes,
parity-check (LDPC) coded transmission schemes for the Gad have never been considered in such a context.
sian broadcast channel with confidential messages (BCC). T In this paper, we focus on the Gaussian BCC and study some

channel model is different from the classical wiretap chanel ical LDPC ded . h f hievi
model as the unauthorized receiver (Eve) must be able to dede practica coded transmission schemes for achieving

some part of the information. Hence, the reliability and searity ~ reliability and security over this channel. For this purpose
targets are different from those of the wiretap channel. In ader  follow some recent literature and use the error rate as agnetr
to design and assess practical coding schemes, we use theoerr [12], [15]-[18]. We define suitable reliability and secwyrit
rate as a metric of the performance achieved by the authoriaé o oats for the Gaussian BCC in terms of the error rate, and
receiver (Bob) and the unauthorized receiver (Eve). We stuglthe defi h securi defined for th -
system feasibility, and show that two different levels of potection rg efine the concept curlt.y gap efined for the ,Gau55|an ,
against noise are required on the public and the secret mesgas. Wiretap channel as the quality ratio between Bob’s and Eve'’s
This can be achieved in two ways: i) by using LDPC codes with channels needed to achieve the reliability and securigetar
unequal error protection (UEP) of the transmitted information We consider LDPC codes, since they are state-of-the-art
bits or ii) by using two classical non-UEP LDPC codes with 405 aple to approach the channel capacity under iterative
different rates. We compare these two approaches and showdh . . . o
for the considered examples, the solution exploiting UEP LBC ~ decoding. We show that, in order to achieve transmission
codes is more efficient than that using non-UEP LDPC codes. reliability and security over the BCC, a coding scheme with

Index Terms—Broadcast channel with confidential messages, tW.O different levels Of. protection against noISe 15 needim‘.. .
low-density parity-check codes, physical layer securityunequal this reason, we consider an LDPC code W'th_ UEP capabll!ty,
error protection. and compare its performance with that achievable by using
two different non-UEP LDPC codes.

The organization of the paper is as follows: in Section Il we
define the system model and the metrics adopted. In Section
I we study the use of single codes with different rates. In
. Section IV we introduce UEP LDPC codes into the system.

: T Section V we assess the performance achievable through
trod_uct|on, a lot of work has begn done to sj[udy the BCC frF’FHe considered codes and Section VI concludes the paper.
the information theory standpoint, mostly aimed at commquti

the secrecy capacity regions for this channel and its skvera
variants (see [3]-[5] and the references therein). Morernty, Il. SYSTEM MODEL

the secrecy capacity regions have been studied also for thg, e Gaussian BCC, we have one transmitter (Alice) send-
BCC with multiple-input multiple-output (MIMO) [6]-[8] ath i broadcast and confidential information over the channel
cooperative communications [9]. Bob is able to decode the whole information, while Eve is able
For the classical wiretap channel, the use of several paiCliy, get only the public message, ideally without gathering an
families of codes has already been investigated: this is@se sefyl information on the secret message. Both the Alich-Bo
of lattice codes [10], polar codes [11] and LDPC codes [12}n§ the Alice-Eve channels are supposed to be Gaussian.
Instead, for the BCC, despite the large amount of theofetica\ye assume that each transmitted message is formed by
work, there is still a lack of practical systems able to aghie iis and includes a public and a confidential part. We also

some specific security and reliability targets. The use dfrogp suppose to use coding, and that each transmitted message

is recognized as an important tool also in such a context, R¥niainsk information bits andr — n — k redundancy bits.
most studies consider the abstraction of random coding [18] toliows that the overall code rate B — £

< and R also
which indeed is difficult to translate into a practical caglin cqincides with the overall information rate, expressedits b

scheme. At the authors’ best knowledge, the only proposaly channel use, under the hypothesis of binary phase shift
of using a family of practical codes over this special channgaing (BPSK) modulation. In our model, each transmitted
appeared very recently in [14], and exploits polar codeBeOt message contains a block bf < k information bits which

This work was supported in part by the MIUR project “ESCAPATGrant are secret, while the_ re_malnlrig_, = k — k, information bits
RBFR105NLC) under the “FIRB — Futuro in Ricerca 2010” furglprogram. form a block of public information. It follows that the setre

I. INTRODUCTION

The BCC [1] is a well-known transmission model fo
communications achieving security at the physical lay&ictv
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and public information rates ar&, = %= and R, = -Z, P(¥) 1
respectively, and? = R, + R,.

Concerning the redundancy part, we can suppose that it can
be split into two groupsrs < r redundancy bits are used to

S~s
PP (y )\\
\,

N,
1-p|sec. threshs,

check thek, secret information bits, while the remaining = \

r — rs bits check the public information bits. This hypothesis

will be removed when we will consider codes with UEP, in 5 |rel. thresh. ‘\

which some protection classes are defined without splittieg ‘\‘
\

redundancy among them. If we assume to use two different
channel codes for the secret and the public parts, their code

rates areR(” = # and R = kkaP”) respectively. If we

definep = £Etr= we haveR, = R¥p, R, = RP(1 - p)
andR = RVp+ R (1 - p).
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Fig. 1. Expected block error rate curves for the public armetenessages
as functions of the SNR.

A. Reliability and security metrics

We consider that both Bob’'s and Eve’s channels are ad-
ditive white Gaussian noise (AWGN) channels or, equid—7 > d, we havea, < 3, and condition (3) cannot be met.
alently, quasi-static fading channels (QSFCs) with chanrfe'om the theoretical standpoint, the system is feasible eve
gainsy(®) and~(¥), respectively, expressed in signal-to-nois&henas = 3,,. This obviously is a limit condition, while from
ratio (SNR) per bit. Other channel models, like the fastrigdi the practical standpoint it is useful that > 3,, and that the
channel, are outside the scope of this paper, and will beestudratio g—; is quite greater than one, such that the system remains
in future works. P(y) denotes the overall frame error ratdeasible even when(”) has some fluctuations. In this work
(FER) as a function of the SNR, that is, the probability we neglect this fact, since we only consider static (or gquasi
that, within a received frame of bits, one or more of thé static) channels, and the only constraint we impose, i £3,,.
information bits are in error after decoding. Similarl, () The ratio2= will be studied in future works, where non-static
(P,(7)) denotes the block error rate (BLER) for the secrethannels will be considered as well.
(public) information block, i.e., the probability that, thin a When the system is feasible, i.e., the public message is more
received frame of: bits, one or more of thé; (k,) secret protected against noise than the secret one,cand 3,, we
(public) information bits are in error after decoding. Letfix can compare different coding techniques by using the sgcuri
two small threshold values, and 7, and define the security gap.S,, defined as the ratio between Bob’s minimum SNR and
and reliability targets in terms of the decoding error ptulily  Eve’s maximum SNR:

as follows: 8
S, ===, 4)
B(v?) <35, (1a) Qs
pp(v(m) <, (1b) Obviously, the smaller the security gap, the better theesyst
P, (7(3)) <5 (1¢) performa_nce, since security can be achieved even with d smal
(B) - degradation of Eve’s channel with respect to Bob’s channel.
Ps(v'"™) > 1—n. (1d) Based on the above considerations, the design target is to

find codes which make the system feasible. In fact, diffédyent

Let us suppose that the public information blocks are mof@™ the wiretap channel model, in this case there is no
protected against noise than the secret information blocRyarantee that the system is feasible even when Eve has a
This scenario is exemplified in Fig. 1, where we Suppogggrac_ied.chan.nel with respect to B_Ob- Then, a mgamngful
that the public information blocks experience a lower BLEIleeCt_'Ve is to find codes ablg to achieve smgll security gaps
than the secret information blocks. Conditions (1) can then V& Will face these problems in the next sections.
translated in terms of Bob’s and Eve’s SNRs, i€%) and

75, respectively. More precisely, by looking at the figureg. Message concatenation and all-or-nothing transforms

we have that conditions (1a) and (1c) become In order to increase the difference between the two levels

7B > max {B,, Bs} = Bs, (2) of protection against noise for the public and secret messag
N we can resort to message concatenation [18] and all-or-
whereas conditions (1b) and (1d) become nothing transforms (AONTs) [19]. Let us suppose tHat
B, < 7(E) < a,. 3) secret messages, each with length are concatenated and

then transformed through an AONT. The transformed string

It follows from (3) that, for the system to be feasiblejs then transmitted ir. fragments, which replace the original
we must actually ensure that the public message is mongssages. Only if all of them are correctly received, the
protected against noise than the secret one (this typicalldNT can be inverted and the secret messages successfully
implies R < R,(f)). In fact, if the opposite occurs, sinceobtained; otherwise, none of them can be even partially



recovered. Through concatenation, the error probability o 104
each secret message becomes

PP(y) = 1—[1 = P(1)]" = P(y). 5) o

Hence, for a giveny(®) = 5(P) if P,(3(F)) does not meet 10% s
the security condition, we can resort to message concatena- 2 \0\
tion and AONTSs, and find a suitable value @f such that 1% _ap *
PS(L)@(E)) overcomes the security threshold. _,_P"((:; \ \ kN \0

Obviously, when we introduce message concatenation and \ _A_pztww(v) 5 W
AONTS, we must replacé(v) with PS(L)(w) also for Bob. el p—C '\ \ \A\
Hence, the use of these tools is paid in terms of the SNR —e—P"y) T =
working point for Bob, which increases with respect to the 1050 : 5 L . . s .

case without concatenation. In addition, increadingcreases
the latency for receiving the secret message. Concerning th
implementation of an AONT, several examples can be foumgd. 2. Error rate curves for two different LDPC codes withdéhn = 1024
in the literature. For the purposes of this study, we obstirae and ratesR?”) = 0.2, R = 0.8, with and without concatenation of the
scrambling the information bits through a linear (and dgnsgecret messages (indicated in the superscript.gfy)).
map can achieve features similar to those of an AONT, thanks
to the randomness of the errors induced by the channel u%]'stributions are, respectively

We note that AONTs can also be used, at higher layers, ' ’
to achieve some desired level of computational security. In\(z) = 0.17652"? + 0.2392z'% 4 0.06382'" + 0.0988x'°
fact, the condition (1d) only guarantees that Eve's decoder | (011725 + 0.197622 + 0.2124z,
has a high error probability on the secret blocks. However, 6 5
this does not exclude that some secret blocks may be ccyrrectlp(x) = 0.16072" + 0.8393z", 6)
decoded by Eve. Furthermore, even when Eve’s decoder isfan the first code, and
error, some bits within the block may be correct. Therefage,
often occurs in physical layer secu?lity, this setting repres Aw) = 088152 + 0.1185z,
a substrate which must be exploited by higher layer protocol p(x) = 0.1708z'* + 0.8292z'?, (7)
to achieve some desired level of computational security.

y[dB]

for the second code. These degree distributions have been

used to design the parity-check matrices of the two codes

C, andC through thezigzag-randontonstruction [21], [22].

The performance of these codes, assessed through numerical
Let us suppose to use two different LDPC codes to encosignulations, and using the log-likelihood ratio sum praduc

the public and the secret information blocks. For the sake algorithm (LLR-SPA) with100 maximum iterations for decod-

simplicity, our choice is to split the transmitted frameainting, is reported in Fig. 2, also considering some examples of

two codewords of lengtm /2. One of these two codewordsconcatenation of the secret message=(100, 1250, 10000).

is obtained from an LDPC cod€),, having rateRY", and

carries thek, public information bits. The other codeword IV. UsING UEP LDPCCODES

belongs to an LDPC codé,, with rate R{” and corresponds  Let us suppose to use a single UEP LDPC code with length

to thek, secret information bits. Since the two codes have the Most of the existing works on UEP LDPC codes aim at

same length, provided that they are well designed, it must tesigning codes with three protection classes (PCs):

RP < RY to achieve a higher level of protection against . PC1 containsi; < k information bits which are those

IIl. USING TWO DIFFERENTLDPC CODES

noise for the public information block. most protected against noise.
e PC2 containg, = k— k1 information bits which are less
Example .1 Let us considem = 2048 and two LDPC protected against noise than those in PC1.

« PC3 contains the whole redundancy parn — k bits).
Codes of this kind are suitable for the considered scenhrio.

» Gy length 1024, rateR%:) =02, fact, given an UEP LDPC code with the three PCs outlined

« Cy: length1024, rate Rc” = 0.8. above, we can map the public message bits into PC1 (i.e.,
Their variable and check node degree distributions have bdg, = k;) and the secret message bits into PC2 (kg k2).
optimized through the tools available in [20]. Concernihgt To design LDPC codes with good UEP properties, several
choice of the node degrees, for the variable nodes we hapmproaches have been proposed in the literature [22]-A24].
used the same degrees we will consider in Example IVthese methods aim at optimizing the node degree distrifsitio
while for the check nodes we have considered a concentratleduch a way that the variable node degrees are spanned in
distribution (i.e., with only two degrees, concentratedwsrd a wide range, and good convergence thresholds are achieved
the mean). The resulting variable and check node degmaeder iterative decoding. Then the variable nodes with the

codes with the following parameters:



highest degrees are mapped into the bits of PC1, whereas the
others form PC2 and PC3 (depending on their association with
information or redundancy bits).

Once the variable node degree distributidfx) has been
designed, the number of bits in PC1 can be easily computed
by converting\(x) from the edge perspective to the node per-
spective, the latter being expressed through another potiai
v(z) = Y, v;z', and then computing the fraction of variable
nodes with the highest degrees, that are those in PC1. We have

L . LA, ®)
Zjll AilJ Zjuzl vj-J
where d, denotes the maximum variable node degree. The v[dB]

same formulas can also be used for the check node degree

distributions, by putting in place of A, ¢ in place ofy and Fig. 3. Error rate curves for an UEP LDPC code with length= 1024 and

d_c in place Ofd_v, whered_c is the maximum check node degree'.DC1 and PC2 with prppqrtiorﬁo_% — 80%, with_and without concatenation

Hence,p(z) andc¢(z) are the check node degree distributiond Secrét messages (indicated in the superscript.afy)).

from the edge and the node perspectives, respectively. 161
For the sake of simplicity, for the check node degrees we

adopt a concentrated distribution, as already done in @ecti

11l for the case of different LDPC codes. Hence, we have 10°
c(x) = axltom) 4 palon], 9) 10°]
wherec,,, = % ;J'_Zj and E is the total number of edges . ,

in the Tanner graph. The coefficientsandb are obtained as:

a=lem]—Cm, b=cm—|Cm] (10) 10°

Example IV.1 Let us consider the following UEP LDPC ‘ ‘ ‘ ‘ ‘ |
variable node degree distribution taken from [24, Tablevi&th 0 1 2 3 4 5 6
) e . y [dB]
some minor modifications to adapt the proportion between
PC1 and PC2 in such a way that it coincides with the O'l?g. 4. Error rate curves for an UEP LDPC code with length- 2048 and

used in Example II1.1: PC1 and PC2 with proportiorZd% — 80%, with and without concatenation
of secret messages (indicated in the superscrig®fy)).

Az) = 0.00252° + 0.00092'® 4 0.003127 4 0.063021°

+0.38932'° 4 0.298522 + 0.2427x. (11) 104
The corresponding node perspective distribution is 10"

v(x) = 0.00052%° + 0.00022'° + 0.00072'® + 0.01512'7
+ 0.08352'% + 0.40542% + 0.49462°. (12) 107

P(y)

10%

The nodes in PC1 are those with degeeé6, while those
with degree< 3 are in PC2 or PC3 depending on their
association to information bits or redundancy bits. Thig,wa
we find that PC1 and PC2 contain, respectiv@§% and
80% of the information bits. By using this distribution for the 10° ‘ | | | | |
variable nodes and a concentrated degree distributiorhtor t 0 ! 2 V[S’B] 4 > °
check nodes, we have designed three UEP LDPC codes with
n = 1024,2048 and 4096. Their parity-check matrices haveFig. 5. Error rate curves for an UEP LDPC code with length= 4096 and
been obtained through the same zigzag random procedure U¥etiand PC2 with proportior% — 80%.
in Section lll. The performance obtained by these codesmunde
LLR-SPA decoding with100 maximum iterations is reported V. PERFORMANCE ASSESSMENT

in Figs. 3-5. Some examples of t_he use of concatenation OfWe fix two values for the reliability and security threshglds
secret messages are also shown in Figs. 3 and 4.

namely,§ = 10~% andn = 0.1. Actually, one could think

107
—-— Pp(y)

——PW




TABLE |
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sages,"IEEE Trans. Inform. Theoryol. 24, no. 3, pp. 339-348, May
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[2] A. D. Wyner, “The wire-tap channelBell Syst. Tech. Jvol. 54, no. 8,
UEP 1024 10 2.34 | 246 | 5.74 | 3.28
pp. 1355-1387, Oct. 1975.
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