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Abstract - The introduction of SDN in IP backbones requires
the coexistence of regular IP forwarding and SDN bsed
forwarding. The former is typically applied to best effort
Internet traffic, the latter can be used for different types of
advanced services (VPNs, Virtual Leased Lines, Traffic
Engineering...). In this paper we first introduce the
architecture and the services of an “hybrid” IP/SDN
networking scenario. Then we describe the design and
implementation of an Open Source Hybrid IP/SDN (OSH)
node. It combines Quagga for OSPF routing and Open
vSwitch for OpenFlow based switching on Linux. The CE
availability of tools for experimental validation and

used to improve the forwarding of regular IP tr@ffiith:

i) traffic engineering, ii) fault protection and)iavoiding

the distribution of the full BGP routing table tatria-

domain transit routers. On the other hand, MPLS$éis
are used to offer VPNs and layer 2 connectivityises
to customers. In any case, all MPLS implementatanes
based on a traditional (locked) control plane dectire
that does not leave much space for introducingvation

in an open manner.
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performance evaluation of SDN solutions is fundameal for
the evolution of SDN. We provide a set of open socg tools
that allow to facilitate the design of hybrid [IP/SIN
experimental networks, their deployment on Mininetor on
distributed SDN research testbeds and their test. iRally,
using the provided tools, we evaluate key performare
aspects of the proposed solutions. The OSHI developnt
and test environment is available in a VirtualBox \M image
that can be downloaded.

Keywords - Software Defined Networking, Open Source,
Emulation.
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Figure 1. Reference Network scenario

I.  INTRODUCTION ) . )
, . _ Let us consider the migration of a provider netwiark
Software Defined Networking (SDN) [1] is proposed gy |p core and access routers could be replaged b

aﬁ the ner\]/v paradigm for netkworking that rgay drasiic  gpy capable switches, giving the possibility ofliag
change the way IP networks are run today. Importany anceq and innovative services and/or optimizhwey
applications have been _found in Data Centers and i rovisioning of the existing ones. The migrationthsa
corporate/campus scenarios and there have beemkev hould foresee the coexistence of IP and SDN based

proposals considering SDN applicability in wideai® g0 ices in an hybrid IP/SDN scenario (resembting
networks. SDN is based on the separation of theratet ., ront coexistence of IP and MPLS). In this migrat

control and forwarding planes. An  external SDNgcenario a set of hybrid IP/SDN nodes are capable o
controller can _(dynam|cally) inject rules in SDNpedle acting as plain IP routers (running the legacy dBting
nodes. According to these rules the SDN nodes @Brfo ,150015) " as well as SDN capable nodes, under the
packet |nspect|on_, manipulation and forwa_lrdlng.yl'ban control of SDN controllers. We observe that IP/MPLS
inspect and modify packet headers qt dllﬁerentliemé control and forwarding plane have been optimizethi
the protocol stack, from layer 2 to applicationday _years and are capable to operate on large scalercar
Figure 1 shows an example of a single providemetworks, while SDN technology has not reached the
domain network interconnected with other provid@®g  same maturity level. Therefore, the advantages of
BGF_’. Within thg prowder. network, an mtr_a—domam introducing SDN technology in a carrier grade IP
routing protocol like OSPF is used. The providefled  packbone is not related to performance improvements
Internet access to its customers, as well as ®tABsport  Rather we believe that the openness of the SDNoaphr

services (e.g. layer 2 connectivity services or @ndr  can ease the development of new services and ser fo
general VPNs). Using the terminology borrowed by novation.

IP/MPLS networks, the provider network includesaaf Pure SDN solutions based on L2 switches inter-

Core Routers (CR) a_nd Prowd_er I_Edge (PE) routers,,nnected with a centralized controller have beews
interconnected by point to point links (PQS’ GBE. {5 work in data-centers and in geographically disted
10GBE...) or by legacy switched LAN (including ogearch networks, such as OFELIA [7] in EU, GENd a
VLANSs). The Customer Edge (CE) routers represeat _thlnternetz in US. We argue that an ISP network megua

IP based customer devices co_nnected to the providgf, e sophisticated approach that leverages also on
Most often, a provider network integrates P andU®P gy teq protocols and is interconnected with/LI?

technologies. MPLS createtunnels (LSP - Label “sstandard” networks. As stated in [17]. an hvbriBN\G
Switched Path) among routers. On one hand, thisbean ' (L7, y



model that combines SDN and traditional architextur VLANSs, Ethernet, MPLS, ...). There is not a standard
may “sum their benefits while mitigating their restive  established terminology for such concept, we vefer to
challenges”. The recent literature presents soméhese network paths &P: SDN Based Paths. A SBP is
preliminary architectures toward hybrid SDN netwsrk a “virtual circuit” which is setup using SDN techogy to
(Google B4 WAN [5] can be considered an example).  forward apacket flow between two SBP end-points across
In [2] the authors presented an open-source Labed set of SDN capable nodes. The notion of packet f&
Switching Router that generates OSPF and LDP packevery broad and it can range fromnacro-flow i.e. a
using Quagga [13] and thus computes the MPLS labelgpecific TCP connection between two hosts, toaaro-
that are installed in the switches using the OpenROF)  flow e.g. a collection of traffic among different sutmeA
protocol. This architecture provides a distributedflow can be identified looking at headers at differ
“standard” control plane, while it uses OF onlydbg in  protocol levels.
a node to synchronize the FIBs and to program tta d We address the definition of the Hybrid IP/SDN
plane. RouteFlow [3] leverages on Quagga to comihwte network by considering: i) mechanisms for coexisteaf
routing that is eventually installed into the haades regular IP traffic and SBPs; ii) the set of sersgitkeat can
switches via the OF protocol. RouteFlow creates de offered using the SBPs; iii) ingress classifmatand
simulated network, copy of the physical one, in @€  tunneling mechanisms.

controller machine, and exploits distributed prolsc Let us consider the coexistence of regular IP itraff
such as OSPF, BGP, IS-IS between the virtual reutér and SDN based paths on the links between Hybrid
the simulated network. IP/SDN nodes. A SDN approach offers a great fléikybi

Compared with these works, our solution considerand can classify packets with a “cross-layer” apph by
hybrid IP/SDN nodes also capable of dealing with IPconsidering packet headers at different protoceklse
routing, thus achieving easier interoperabilityhwiton-  (MPLS, VLANs, Q-in-Q, Mac-in-Mac and so on).
OF devices in the core of the network and fauksmhce Therefore it is possible to specify a set of cdpdi
based on the regular IP routing. The idea of supmpr regarding flows that have to be handled at IP lewel the
retro-compatibility and incremental deployment &\8is  ones to be handled using SDN. These conditiondean
not new. According to the OpenFlow specificatiod$ [ the form of white lists / black lists and can chang
two types of switches are supported: OF-only and OFdynamically, interface by interface. This flexibjlimay
hybrid which is supporting both OF processing andturn into high complexity, therefore the risk of
standard L2/L3 functionalities. Currently, only pretary =~ misconfigurations and routing errors should be priyp
hardware switches implement the hybrid approaclh wi taken into account (see [6]). In the end, different
L3 *“standard” routing capabilities; in this papere w coexistence and tunneling mechanisms will openata i
analyzed and implemented a fully open-source ORitlyb Hybrid IP/SDN network and MPLS encapsulation could
solution designed to be flexible and scalable which be among the preferred options. Coming to our Open
aimed at facilitating experimentation on hybrid SN Source demonstration we took into account the défyab
scale. of available tools in terms of tunnels handling avfd

The contributions of this paper are multifold: 1ighi  compliance to OpenFlow protocol releases. Therefare
level design of an hybrid IP/SDN network. 2) Desad ~ decided to use VLAN tags as IP/SDN coexistence
implementation of an hybrid IP/SDN node made ofrope mechanisms and designed two solutions: i) the dRidr
source components, called Open Source Hybrid IP/SDRravels in the network with a specific VLAN tag Wi
(OSHI). 3) Design and implementation of an openSBPs use other VLAN tags (Tagged coexistencefhé)
reference environment to deploy and test the OSidea IP traffic travels “untagged” and SBPs use VLAN dag
and related network services. 4) Performance etiatua (Untagged coexistence). The proposed VLAN based
of some key aspects of the OSHI node and of thelayve mechanism can interwork with existing legacy VLAMS,
topology deployment approach. long as a set of tags is reserved for our use om ¥aAN

The source code of all the components of the OSH(and this is needed only if the link between twateos
node and of the different tools that have been Idpeel  already runs on a VLAN). The VLAN mechanism used in
has been published at [9]. In order to ease thialisetup ~ Our implementation can be replaced by other more
of the solution for other researchers, everything hiso ~ scalable tunneling mechanisms like MPLS without
been packaged in a ready-to-go virtual machineilghla changes in_ the proposed architecture and we are now
at [9]), with pre-designed example topologies ia @nder ~ Wworking on it.

of 30 nodes. To the best of our knowledge, theraois Let us now consider the services and featuresctmat
such hybrid IP/SDN node readily available in Openbe offered by the Hybrid IP/SDN network. As of wrd,
Source. we designed and implemented an “Ethernet Virtual
Leased Line” (VLL). This service guarantees to the
IIl. HYBRID IP/SDNNETWORKS service end-points to be directly interconnectedf #sey

In current IP/MPLS scenario, there is a clear noté ~ were in the same Ethernet LAN. Our implementation
the MPLS tunnels, called LSPs (Label Switched Baths offers services at an edge router, the end-pointbzaa
a SDN network several types of tunnels or morephysical port of the edge router or a logical pee. a
generically network paths can be created, exploiting specific VLAN). Two arbitrary end-points in edgeuters
various fields of different protocols (TCP/UDP, IP, can be bridged by the offered VLL service. The



interconnection is realized in our Hybrid IP/SDNwerk  performance degradation is introduced becausekeptxr
with a SBP using VLAN tags. As further work we are be forwarded at IP level will cross the SCS switgite.
now considering the offering of an Ethernet Virtual It is possible to extend our implementation to ddeis
Switch, in which several end-points can be trarmpyy  mirroring of the IP routing table into the SCS &bbut
bridged into a virtual switch offered by the Hybrid this is left for further work.
IP/SDN network. An initial configuration of the SCS tables is neg¢de
Let us finally consider the ingress classificatamd  connect the physical interfaces and the virtuadrfates,
tunneling functionality. The ingress edge routell méed  to support the SCS-to-SDN-controller communication,
to classify incoming traffic as belonging to IP beffort  for specific SDN procedures (for example to perform
or as traffic to be encapsulated traffic in the SBP Layer 2 topology discovery in the SDN controlleA.
considering the selected tunneling approach. Thessg local management entity in the OSHI node takes oére
edge router will extract the traffic from the SBBed these tasks. In our setup, it is possible to us&naband”
forward it to the appropriate destination. The @sy approach for SCS-to-SDN-controller, i.e. usingribgular
classification mechanisms in our testbed takes intdP routing/forwarding, avoiding the need of settimg a

account the requirement of VLL service. We cangifgs
untagged traffic entering in a port of an edge eows
regular IP traffic or as belonging to the end-paifita
VLL depending on the input port; for VLAN tagged
traffic, each VLAN tag can be linked to a VLL endimt
and one of the VLAN tags can be assigned to red®ar
traffic.

Ill. OSHINODEARCHITECTURE

We designed our Open Source Hybrid IP/SDN (OSHI)

separate out-of-band network. Further details amel t
block diagram of the control plane architectureG8HI
nodes are reported in [10].

As for the implementation of coexistence mechanisms
between IP and SDN traffic, services and ingress
classification we leveraged on the multiple tables
functionality introduced with OpenFlow v1.1 and eaty
implemented in Open vSwitch. The details are also
reported in [10].

The VLL service is implemented with a SBP that

node combining a SDN Capable Switch (SCS), an IRwitches VLAN tags between two end-points (in both
forwarding engine and an IP routing daemon. The SDMirections). The creation of the SBP is performsihg a
Capable Switch is connected to the set of physicabython script called VLLPusher. It uses the Topglog

network interfaces belonging to the integrated DS
network, while the IP forwarding engine is connddie a
set of virtual ports of the SCS, as shown in Fig2irén
our OSHI node, the SCS component is implementathusi
Open vSwitch (OVS) [12], the IP forwarding engisehe
Linux kernel IP networking and Quagga [13] actsttees
routing daemon.

IP Routing Daemon
(Quagga)

IP Forwarding Engine — IP FE
(Linux networking)

Virtual

SDN Capable Switch - SCS
(Open vSwitch)

interfaces
Figure 2. OSHI Hybrid IP/SDN node architecture édalane)

The internal virtual ports that interconnect theSSC
with the IP forwarding engine are realized using th
“Virtual Port” feature offered by Open vSwitch. HEac
virtual port is connected to a physical port of tRESDN
network, so that the IP routing engine can reaso@fim
of the virtual ports, ignoring the physical onefeTSCS
differentiates among regular IP packets and padkebe
processed by SCS. By default, it forwards the ragli
packets from the physical ports to the virtual osb that

REST API of the Floodlight controller in order tetrieve
the route that interconnects the VLL end-points. It
allocates the VLAN tags and then uses the StatievFl
Pusher REST API to set the rules for packet forimard
and VLAN tag switching.

The implementation of the ingress classification is
realized within the SCS of Access OSHlIs. By confiigg
rules in the SCS it is possible to map the traffic an
ingress physical port as follows: i) untagged tcafb a
virtual port (for regular IP); ii) untagged traffio a SBP
(for a VLL end-point); iii) VLAN tagged traffic toa
virtual port (for regular IP); iv) VLAN tagged triad to a
SBP.

IV. OSHIEMULATION TOOLS

We realized our OSHI node for three target
environments: Virtual Box, Mininet emulator and the
OFELIA testbed [7] (using XEN virtualization). Wesed
the Virtual Box deployment to emulate small setwuth
two or three OSHI nodes (details in [9]). Hereafter
focus on the experiments on Mininet and OFELIA,dahs
on the emulation workflow shown in Figure 3.

A. Topology and Service generation

We developed a JavaScript web GUI (TopoDesigner),
which allows to design a network topology and to
configure the services (see Figure 9). It expohs t
created topology in JSON format. It is also possitd
synthetically generate a topology using Networkk 8

they can be processed by the IP forwarding engingaython package for the creation/manipulation of gkem
controlled by the IP routing daemon. This approactetworks. A set of python scripts (Topology Depldye

avoids the need of translating the IP routing tabte

arses the topology file and deploys the experinoeet

SDN rules to be pushed in the SCS table. A smaljjininet or OFELIA.



B. Mininet deployment considered a second design approach that uses VXLAN

As for the Mininet deployment, we extended the[16] tunnels provided by Open vSwitch (OVS). As
functionality of the emulator. By default, Mininet €xplained in [15], OVS implements VXLAN tunnels in
provides only hosts and switches (the latter onéh w kernel space, _and this allows to dramatlcally_lmpro
either user space or kernel space implementatiofe. performance vv_|th respect to OpenVPN. The desiginef
have introduced an extended host capable to rua asVXLAN tunneling solution for OSHI over an OFELIA
router and managed to run Quagga and OSPFD daemoig@$toed is reported in Figure 4. We only use VXLANa
on it. Then we have added to it the OVS functidgafi ~ POint-to-point tunneling mechanism (the VXLAN VNI
order to realize the OSHI node. The details on thddentifies a single link between two nodes) anddeenot

architecture for the deployment on Mininet can bend  Need underlying 1P multicast support as in the full
in [10]. The Mininet Deployer is able to automatetae ~ VXLAN model. The SDN capable OVS is also able to

aspects of an experiment. This includes the auiomatPerform encapsulation and decapsulation of VXLAN

configuration of IP addresses and of dynamic rgutin tunnels, each tunnel corresponds to a port in Wiels.
(OSPF daemons) in all nodes, therefore it relietres The VXLAN tunnel ports in Figure 4 are conceptually

experimenter from a huge configuration effort. equivalent to physical ports shown in Figure 2.
C. OFELIA dep|0yment [ Topolc:r:g::aslervice ][ (auto;?:i\::o:::ology ]
Designer enerator)
As for the OFELIA deployment, we run our - : oreA
experiments on the CREATE-NET testbed based on th Topology Topelogy. Setup scripts
OCF (OFELIA Control Framework) developed in the e Uson) mapping :

context of the OFELIA project [7]. The testbed is 7
composed by a set of 8 OpenFlow capable switché8an R

Virtualization Servers that can host experimentatudl Ry
Machines controlled by the testbed experimentessndJ —

SDN mechanisms (and in particular the Flowvisor [ Mininet ] [ OFELIA

Management
1 i 1 Deblovel Depoyey
network virtualization tool [14]) the testbed resmes can
be “sliced” among different experiments and eachFigure 3. OSHI emulation deployment workflow

experiment can be controlled by a different Openflo In order to automate as much as possible the moces
controller. Our deployer can actually operate oy @CF ¢ running the experiments and collecting the pentnce
compliant testbed (several testbed “islands” base@CF 4515 we have developed an object oriented multitted
are currently available as a result of the OFELi8jgct). python library called OSHI-MT (Measurement Tools).
Different mechanisms have been used to automate a ing the library we can remotely run the traffic
facilitate both the setup and the configurationcesses. A generators (iperf) and gather load information (CPU
management  server  coordinates all  operationgytilization) on all nodes (VMs). As for the load
communicating with the rest of the experiment mae&i monitoring, taking CPU measurements from within the
through the testbed management network and usingms (e.g. using theop tool) does not provide reliable
Distributed Shell (DSH) for distributing and exeogt  measurements. The correct information about theures
remote scripts. Through the setup procedure, tieele® sage of each single VM can be gathered withxéneop
scripts are copied on the experiment VMs and reallp. oo, which must be run as root in the hosting X&tver.
A more detailed overview of the scripts and a tgpiese-  Therefore we have developed a python module that
case can be found at [9]. collects CPU load information for each VM of outerest
As shown in Figure 3, the OFELIA Deployer python in the XEN host usingentop and formats it in a JSON
script automatically produces the configuratioripgerfor  text file. OSHI-MT retrieves the JSON file from the

emulating a given topology, composed of accesscanel  python module with a simple message exchange ddra T
OSHI nodes (PE and CR) and of Customer Edge routegspcket.

(CE). This includes the automatic configuration 16f
addresses and of dynamic routing (OSPF daemors) in IP forwarding & routing component
nodes, therefore it relieves the experimenter feohluge
configuration effort.

Each OSHI node and each CE is mapped into a
different VM running in one of the Virtualizatione8ser Ethernet
of the testbed. The Topology to testbed mapping fil over UDP k’»
contains the association of OSHI nodes and CEsstbéd — eth1.199 port i»
VMs. An overlay of Ethernet over UDP tunnels isatesl - I
among the VMs to emulate the network links aMONGeig e 4. Impl
OSHI nodes and between OSHI nodes and CEs.

In our first design we created the tunnels using th V. PERFORMANCEEVALUATION
user space OpenVPN tool (with no encryption). Th&p this section we analyze some performance aspetits
performance was poor, as performing encapsulation iy experiments.
user space is very CPU intensive. Therefore we

OFELIA
config scripts

SDN Capable Switch - SCS
N\ (Open vSwitch)

VXLAN tunnel “ports”

Physical interface with “testbed”
IP address (e.g. 192.168.1.x)

ementing VXLAN tunnels using Open s (OVS)




i) IP forwarding performance using OSHI, with refece
to the data plane architecture shown in Figure 2

tunneling is in the order of 3500 p/s, which isidhds
lower than in the plain VLAN case. The theoreti€CitU

i) Comparison of OpenVPN and VXLAN tunneling for saturation rate for VXLAN tunneling is onlyB% lower

experiments over distributed SDN testbeds

iii) IP forwarding performance (plain and OSHI) a8&8P
forwarding in an overlay topology using tunneling
mechanisms over distributed SDN testbeds

iv) IP forwarding and SBP performance over Mininet

In the experiments i, ii and iii we use the ipesblt as
traffic source/sink in the CE routers and genetaizP
packet flows from 500 to 2500 packet/s (datagrara &

set at 1000 Byte). We evaluate the CPU load inREe
routers with our xentop based measurement tool. We
executes periodic polling and gather the CPU Idath®
monitored VMs. In each run we collect 20 CPU load
samples with polling interval in the order of twecends,

the first 10 samples are discarded and the lastarg0
averaged to get a single CPU load value. Then we
evaluate the mean (AVG) and standard deviation (PEV
over 20 runs.

A. First performance assessment of OSHI

We consider the design in Figure 2 and compare the
OSHI IP forwarding (each packet crosses the Open
vSwitch two times) with ROUTER IP forwarding (the
Open vSwitch is removed and the OSHI node intesface
are directly connected to IP forwarding engine). i&fer
to this scenario as “plain VLAN” as no tunneling

Figure 5. Physical network

AOS4
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than the plain VLAN case, showing that VXLAN is an
efficient mechanism to deploy overlay topologies.

CE

AOSS
Figure 6. Overlay netwo
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Figure 7. CPU Load for different tunneling mechamss

mechanism is used. This experiment is not automljtic C. Performance analysison distributed SDN testbed

deployed using the topology designer and deploged,
we setup a limited topology with two End User Haestsl
two OSHI nodes. In this case it is not possibleeploy
the VLL service and only plain IP router and OSI?I |
have been compared. In the experiment results [($§e
for details) we can appreciate a CPU load penaity f
OSHI IP forwarding with respect to plain IP forwangl in
the order of 10%-20%. Apparently, the CPU load figna
is decreasing in relative terms at higher CPU Idad this
is subject to further evaluation in future expenmse The
theoretical CPU saturation rate for plain IP roigen the
order of 14000 p/s. Adding OSHI-IP forwarding redsic
the theoretical CPU saturation rate to somethinghi
order of 12500 p/s.

B. Performance comparison of OpenVPN and VXLAN
tunneling

In this set of experiment we evaluate the proceskiad
of different forwarding solution over the distriledt SDN
testbeds considering the topology shown in Fig@rd-or
the OSHI solution, we consider IP forwarding (OSH)
and SBT forwarding (OSHI VLL). Then we consider
plain IP forwarding as a reference (ROUTER IP).

We executed the performance tests of OSHI IP, OSHI

In this experiment we have deployed the topologyof 12000 ps.

VLL and ROUTER IP using the VXLAN tunneling
solution. Figure 8 provides reports the experintentilts.
As shown in Figure 4, in this case the plain IRvEnding
(ROUTER IP) has to go through Open vSwitch which
handles the VXLAN tunneling in any case, therefase
expected it has no advantage with respect to OBHThe
OSHI VLL solution is the less CPU intensive and its
theoretical CPU saturation rate is in the orderl8900
p/s. The OSHI IP solution increases CPU load of than
10%, and its theoretical CPU saturation rate théorder

represented in Figure 6 over the physical testbpdlogy

in Figure 5 (3 OpenFlow switches and 3 virtualiaati
servers). We want to evaluate the processing oadrhe
introduced by the tunneling mechanisms (OpenVPN ang
VXLAN) used to deploy the overlay experimental
topologies over distributed SDN testbeds.

In Figure 7 we compare the CPU load for OSHI IP
solution in the OpenVPN, VXLAN and plain VLAN
scenarios. It can be appreciated that VXLAN tumggli
adds a reasonably low processing overhead, while
OpenVPN tunneling would dramatically reduce the
forwarding capability of an OSHI node in the testhe
The theoretical CPU saturation rate for OpenVPN

24 CPU Load

% CPU Load vs. Packet Rate
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Figure 8. CPU load with VXLAN tunneling.



D. Experimentation with Mininet applications in the emerging hybrid IP/SDN carrier

The fourth experiment has been run over the Mininef'€tworks scenario. Results out of performance tests
TopoDesigner. On this topology, we evaluate the TcHEOSHI is suitable for large scale experimentatictirsgs.
throughput between two End User Hosts comparing the ACKNOWLEDGMENTS
OSHI IP solution with the OSHI VLL service. We aggu
that the throughput will be limited by the sum oP@
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