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Strong Converse for a Degraded Wiretap Channel
via Active Hypothesis Testing

Masahito Hayashi Himanshu Tyadi Shun Watanabe

Abstract—We establish an upper bound on the rate of
codes for a wiretap channel with public feedback for a fixed
probability of error and secrecy parameter. As a corollary, we
obtain a strong converse for the capacity of a degraded wireip
channel with public feedback. Our converse proof is based oa
reduction of active hypothesis testing for discriminatingbetween
two channels to coding for wiretap channel with feedback.

thereby characterizing. s forall 0 < ¢, < 1 for a degraded
wiretap channel. A partial strong converse for a degraded
wiretap channel was established(inl[11] for a restrictedjean
of €, 6. Another strong converse for a degraded wiretap chan-
nel for the case wheti — 0 was established, concurrently to
this work, in [15]. In this work, we show a strong converse
for all values ofe and?é.
Our proof relies on a slight modification of a recent reduc-
We consider secure message transmission over a wirefig@ of hypothesis testing to secret key agreement shown in
channel : X — ¥ x Z with noiseless, public feedback.[17], [18]. Specifically, we show that a wiretap channel code
For each transmission € X' over I, the receiver observesyields an active hypothesis test for distinguishing betwee
a random output” € Y and an eavesdropper observefyo channels[[6]. Consequently, the rate of a wiretap code
a correlated side-informatioy € Z, with probability s bounded above by the rate of the optimum exponent
W(Y, Z|z). Furthermore, the receiver can send a feedbagk the probability of error of type Il for discriminating a
to the transmitter over a noiseless channel. However, tBRannelW from another channeV such thatV (y, z|z) =
feedback channel is public and any communication sent ovigy(z|.:)V; (y|z), given that the probability of error of type |
it is available to the eavesdropper. The transmitter seeksid |ess thare + §. This gives an upper bound on the length
send a messag¥/ to the receiver without revealing it to theof a wiretap code, which leads to the strong converse upon
eavesdropper. For a given probability of ercoand a given ysing the characterization of the optimal exponent for cle&n
secrecy paramet@r what is the maximum possible rate s discrimination derived if[6]. This approach is along tiveek
of a transmitted message? of meta-conversef [13], where a reduction of hypothesis
For a degraded wiretap channBl' with no feedback, testing to channel coding was used to establish a finite-
the wiretap capacity” = inf. 5 Cc 5 was established in the plocklength converse for the channel coding problem (see,
seminal work of Wyner[[19] where it was shown that also, [12] and[[b, Section 4.6)).
C=maxI(XAY |Z). Our mgin result_ is given in the next segtiop. Seclioh Il an_d
Px [Vlcontains a review of relevant results in binary hypotkesi

The capacity of a general wiretap channel was establisH&gting and secret key agreement, respectively. The final
in [3]. Extensions to wiretap channels with general staist S€ction contains a proof of our main result.
were considered in_[4]. The model with feedback considered Il. MAIN RESULT

here was introduced in_[[8] where it was noted that the . o N
L8] We describe a generalization of the classic wiretap channel

availability of a noiseless feedback can enable posititesra ding problem([19]/T3] that was considered i [8] 10, [1

of transmission over a wiretap channel with zero capaci h i addition o t it the wiret h |
(see, also[[10]). However, the wiretap capacity with fesadko ere, in acdition fo transmiting over the wiretap channes
the terminals can communicate using a noiseless, public

remains unknown in gener I(XANY | Z) consti- ) .
g abaxp, I ( 12) feedback channel from the receiver to the transmitter.

tutes an upper bound on it. Awi iscrl :

In this paper, we establish sirong versionof this bound wiretap code for a (_Jllscr ememoryless_ wiretap chan_nel
and show that foe -+ 6 < 1 W X. — Y x Z with fe_edback consists of (possibly

randomized) encoder mappings: {1,...,N} x F! — X,

1 < t < n, feedback mappingg; : V! — F, 0 <t <
n — 1, and a decoded : Y" — {1,..., N}. For a random
messageM ~ unif{l,..., N}, the protocol begins with
a feedbackF, from the receiver at = 0. Subsequently,
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Ces <maxI (X AY | 2),
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at each time instancé < t < n — 1 the transmitter
sendsX; = e;(M, F*~!) and the channel outputy;, Z;)

1The restriction to discrete alphabet is cosmetic. Our tesapply to
channels with continuous alphabet. In particular, ourrgfroonverse holds
for the Gaussian wiretap channgl [9].
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with probability W (Y;, Z;|X;). The receiver observe¥; Q are distributions on the same alphaB&tUpon observing
and sends feedback; = f,(Y?), and the eavesdroppera valuex € X, the observer needs to decide if the value
observesZ,. The protocol stops with a final transmissiorwas generated by the distributidh or the distributionQ.
X, = e,(M,F"~1) over the channel and the subsequefo this end, the observer applies a stochastic Testvhich
decodingM = d(Y™) by the receiver. We denote Hy the is a conditional distribution 00,1} given an observation

overall feedback communicatiafy, ..., Fj,_1. r € X. Whenz € X is observed, the tesf' chooses the
The mappings ({e:}71, {f:}7=),d) constitute an null hypothesis with probabilityT(0|=) and the alternative
(N,n,e,0) wiretap code if hypothesis with probabilityl’(1|z) = 1 — T(0|z). For 0 <
R e < 1, denote bys.(P, Q) the infimum of the probability of
p (M 7 M) <6 error of type Il given that the probability of error of type |
and is less thar, i.e.,
IPrrzne — Par X Pznr|; <0, B(P,Q):= inf  Q[T],
T:P[T]>1—¢

where |P — QJ|; denotes the variation distance betwden
and Q given by

[P = Qll, = 5 3 IP(2) - Q).

where

P[T] = Y P(2)T(0f),

_ | _ _ QI = Y Q@)T(0]a).
A rate R > 0 is (¢ d)-achievable if there exists an -

nR i o
([2"%], n,¢,9) wiretap code for all sufficiently large. The pg fol10wing result credited to Stein characterizes thé-op
(e,é_)—eretap capacityC. s is the supremum of alle,d)- 1 ,um exponent o, (P", Q") whereP™ = P x ... x P and
achievable rates. Q" =Qx..xQ.

Our main result in an upper bound 6h 5

Theorem 1. For 0 < ¢,6 with e + 0 < 1, the (¢, §)-wiretap
capacity is bounded above as

Ces <maxI (X AY | Z).
Px

Lemma 3. (cf. [7l, Theorem 3.3])For every0 < ¢ < 1, we
have

Tim. —% log B.(P", Q™) = D(P||Q),

For the special case of a degraded wiretap charinalith where D(P||Q) is the Kullback-Leibler divergence given by

W (y, z|z) = Wi(y|x)Wa(z|y), TheoremIL yields atrong

conversefor wiretap capacity. P(x
P capacity D(PIQ) = 3 Pa) oz 1.
Corollary 2. For a degraded wiretap channél’, reX
maxI (X AY | Z) D<ce<l—36 with the conventioi® log(0/0) = 0.
Ces =13 "
0 max (X AY), 1-5<e<l.
X

Next, we review a problem of active hypothesis testing
Proof. For 0 < ¢ < 1 — 4§, the result is an immediate where the distribution at each instance is determined by a
corollary of Theorenf]l and:[jﬁ] Forl—§ < e < 1, the prior action. Specifically, given two DMC$/ : X — Y
converse follows from the strong converse for the capaciandV : X — Y, we seek to design a transmission-feedback
of a DMC with feedback ¢f. [14]). Moving to the proof scheme such that by observing the channel inputs, channel
of achievability, it suffices to restrict te+ § = 1. For this outputs, and feedback we can determine if the underlying
case, achievability follows by randomizing between@n 1) channel isi¥ or V. Formally, ann-length active hypothe-
wiretap code¢,, — 0 asn — oo, and a(1, 0) wiretap code — sis test consist of (possibly randomized) encoder mappings
the randomizing bit is communicated as the public feedbaek: F* — X, 1 < t < n, feedback mappingg; : ' — F,
F, by the receivé O 0<t<n-1,and a conditional distributiof” on {0,1}
As a preparation for the proof of Theordmh 1 given igiven X, Y" F. On observingX”,Y" F, we detect the
Sectior[Y, we review some results in hypothesis testing andll hypothesisTV with probability 7(0|X™, Y™, F) and

secret key agreement in the next two sections. alternative hypothesi$” with probability 7(1|X™, Y™, F).
Analogous tog.(P, Q), the quantityS.(W,V,n), for 0 <
HI. HYPOTHESIS TESTING e < 1, is the infimum of the probability of error of type II

Consider a simple binary hypothesis testing problem withver all n length active hypothesis tests for null hypothesis
null hypothesig® and alternative hypothes(3, whereP and W and alternative hypothesig such that the probability of
error of type | is no more than

2While the secrecy criterion i [19] is different from vai@ial secrecy

required here, the achievability result for the latterdals from the results . ., .
in [2], . The following analogue of Stein’s lemma for active hy-

3Alternatively, the sender can transmit the randomizing diier the pothesis testing was established|in [6] (see, alsd, [14]).
wiretap channel with neglible rate loss.



Theorem 4 ([6]). For 0 < e < 1, forall 0 <n<1—e—¢andall channeld/ : X — Y x Z
. 1 such thatV (y, z|z) = Va(z]z) Vi (y|2).
lim —— log B.(W, V,n) = max D(W ||V | Px)
noon Px Proof of Theoremi]1Theoren ]l follows form Theorenis 6
= m;?XD(WrHVm)’ and[4 upon noting that fol (y, z|z) = Wa(z|x) W1 (y|z, x)

where W, and V,,, respectively, denote theth row of W min max D(WHV ‘ Px)
V. Px

and V.
, _ , = minmax D(W|[Vi |PxW>)
Remarkably, the exponent above is achieved without any Vi Py
feedback,.e., while feedback is available, it does not help = maxmin D(W|[Vi | PxWs)
P 1

to improve the asymptotic exponent Bf(W, V, n).
= max D(Pyzx|[Pyz | Pzx)

IV. SECRET KEY AGREEMENT —max [(XAY | Z),

In this section, we review two party secret key (SK) Px

agreement where parties observing random varialleend whereP xyz is given byP xW. O

Y communicate interactively over a public channel to agree\ye need the following result to prove Theor&n 6.

on a SK that is concealed from an eavesdropper with access

to the communication and a side-informatign Lemma 7. For a wiretap channel’ : X — ) x Z such that
Formally, the parties communicate using an interactiié(y, z|x) = Va(z|x)Vi(y|z), a random messag@/, and a

communicationF = Fi,..., F,. where F; = Fy(X),F, = wiretap code, letM = d(Y™) and F be the corresponding

Fy (Y, Fy), F5 = F5(X,F?), Fy = Fy(Y,F?) and so on. A feedback. Then, the induced distributi@)), ; ;. Satisfies

random variableK" = K(X,F) constitutes ar(e, §)-SK if  factorization condition

there existsk' = K (Y, F) such that

TF) Qurrarzer = Qmizrr X Qi znp-

p (K ”] K) <e _
Proof of Lemma&]7Denote byU, andU,, respectively, the

and local randomness at the transmitter and the receiver, and by

F* the feedbacK Fy, ..., F'). Thus, the encoder mappinrg

is a (deterministic) function ofM, U,,, F*=') and the feed-

The following upper bound on the number of valuetaken back mappingf; is a (deterministic) function ofY",U,).

|PrzF — Punie X Pzpll; < 6.

by an (e, §)-SK K was shown in[[17],[T18]: The proof entails a repeated application of the fact that
1 conditionally independent random variables remain so when
logk < —log Bets+y(Pxvz, Qxyvz) + 2log —, conditioned additionally on an interactive communication

n

(cf. [16]) and is completed by induction. Specifically, note
forall0 <n<1-e—94, and allQxyz = Qx|zQy|zQz. first thatQuv, v, |k, = Qw7 Qu, |7, SiNce (M, U,) and
Underlying the proof of this bound is an intermediate redu¢s, are independent ank, is an interactive communication.

tion argument in[[17, Lemma 1] that relates SK agreemeghder the induction hypothesis
to hypothesis testing. We recall this result below.

Theorem 5 ([17], [18] ). For 0 <¢,d,e+4d < 1, let random
variables K, K, and Z be such thaf (K £ K) <eand

QI\IUIXfflUyYffl\folFffl

- Q]\,IUIXt—llzt—lFt—lQUyyt—llzt—lFt—l,

we get
Prz — Puis X Pz||; <4,

H .f Hl . . I (1\47 Uw,Xt A Uy7yt | Zt,Ftil)
where Py,i¢ denotes a uniform distribution o values. (MU, X AU, Y'Y | 28 P
Then, for everny0 < n < 1 —e—§ and everyQ,, = e el
Qk1zQg 2 Qz, <I(M,Up, X' AU, Y| Z071 PP

) =1 (M, Uy, X" " AU, Y | 2071 P
10gk§—10g55+5+n(PKKZ,QKKZ)+210g;. =0,
V. PROOF OF MAIN RESULT where the first equality and inequality follow sindg@ and

. , , respectively, are outputs of;, for input Z;, and V5
We present a converse result that applies for every fn(edet b y b ! P ¢ ’

di totically tiaht. giving the st e or input X;, and the second equality holds sinég =
and is asymptotically tight, giving the strong converseultes e:(M, U,, Fi=1), which completes the proof. O
of Theoren{dL.

. Proof of Theorenil6Given an(N,n,¢,d) wiretap code,
Theorem 6. For 0 < ¢,6,¢ + 6 < 1, given an(N,n,¢,6)-  a messageM ~ unif{l,..,N} and its decoded value
wiretap code, we have M = d(Y™) satisfy the conditions for Theorefd 5 with
1 K = MK = M, and Z = (Z",F). Letting Q,,y;7np
log N < —log fets4n(W, V. ) + 210g5, be the distribution on(Af, M, Z™ F) when the underlying



channel isV, by LemmdY¥ and Theorefd 5 we get

log N < —10g Be 510 (P pp iy znps Quungznw) + 2108 n

Note that a test for the simple binary hypothesis testing]

problem forP,, ; ,.p @NdQ,, v, ;. along with the wiretap
code constitutes an active hypothesis test Worand V.
Therefore,

—10g Bets4n(Parxrzoms Quinrzow)
S - 1Og B€+5+77 (Wa Va TL),
which completes the proof. O
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