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Abstract—Sampling from the lattice Gaussian distribution is
emerging as an important problem in coding and cryptography.
In this paper, a Markov chain Monte Carlo (MCMC) algorithm
referred to as the independent Metropolis-Hastings-Klein (MHK)
algorithm is proposed for lattice Gaussian sampling, which
overcomes the restriction on the standard deviation confronted
by the Klein algorithm. It is proven that the Markov chain
arising from the proposed MHK algorithm is uniformly ergodic,
namely, it converges to the stationary distribution exponentially
fast. Moreover, the rate of convergence is explicitly calculated in
terms of the theta series, making it possible to predict the mixing
time of the underlying Markov chain.

Index Terms—Lattice Gaussian sampling, Metropolis-Hastings
sampling, MCMC methods, lattice coding and decoding.

I. INTRODUCTION

Gram-Schmidt vectors of the lattice baBsthereby rendering
Klein's algorithm inapplicable to smaller. To address this
issue, the Gibbs algorithm rooted in Markov chain Monte
Carlo (MCMC) methods was introduced into lattice Gaussian
sampling; it is the first lattice algorithm able to sample in
the range that Klein's algorithm cannot reachl[11]. Howgver
the related analysis of the convergence rate for the agedcia
Markov chain was lacking.

Basically, MCMC methods attempt to sample from the
target distribution by building a Markov chain, which ran-
domly generates the next sample conditioned on the previous
samples. In this paper, we propose a new algorithm for &ttic
Gaussian based on the independent Metropolis-Hastingg (MH
algorithm [12]. The MH algorithm makes use of a proposal
distribution which suggests a possible move and then emsploy

Recently, the lattice Gaussian distribution is emerging asy acceptance-rejection rule to decide the next move. Ttweref
common theme in various research fields. In mathematics, Bre art of designing an efficient MH algorithm chiefly lies in
naszczyk firstly applied it to prove the transference thewsre choosing an appropriate proposal distribution. To this, evel
for lattices [1]. In coding, lattice Gaussian distributioras yse Klein's algorithm to generate the proposal distributio
employed to obtain the full shaping gain for lattice codi@} [ |eading to the new independent Metropolis-Hastings-Klein
and to achieve the capacity of the Gaussian channel and tg4K) algorithm for lattice Gaussian sampling. Moreovéiet
secrecy capacity of the Gaussian wiretap channel, respBcti rate of convergence is analyzed and the Markov chain associ-
(3], [4]. In cryptography, the lattice Gaussian distrilmtinas  ated with the proposed MHK algorithm is demonstrated to be
already become a central tool in the construction of mamgyiformly ergodic, which means it converges to its statigna
primitives. Specifically, Micciancio and Regev applied dt t gjstribution exponentially fast. Therefore, the mixingié of
propose the lattice-based cryptosystems based on the-woiigé underlying Markov chain becomes trackable.
case hardness assumptions [5]. Meanwhile, it also has undefrpe rest of this paper is organized as follows. Section I

pinned the fully-homomorphic encryption for cloud compagti
[6]. Algorithmically, lattice Gaussian sampling with a &ble
variance allows to solve the shortest vector problem (SVi) a.

introduces the lattice Gaussian distribution and brieflyews
the basics of MCMC methods. In Section Ill, we propose the
independent MHK algorithm for lattice Gaussians, folloviosd

the closest vector problem (CVP); for example, it has led {§s gemonstration of uniform ergodicity and the convergenc

efficient lattice decoding for multi-input multi-output (MO)
systems|[[i7],8].

rate analysis in Section IV.

Due to the central role of the lattice Gaussian distribution

playing in these fields, its sampling algorithms become an

Il. LATTICE GAUSSIAN DISTRIBUTION

important computational problem. Unfortunately, compare

to sampling from continuous Gaussian distributions, itys b Let B = [by,...

,bp] C R™ consist ofn linearly indepen-

no means trivial to perform the sampling even from a lowdent vectors. The:-dimensional lattice\ generated byB is
dimensional discrete Gaussian distribution. As the defagiefined by

sampling algorithm for lattices, Klein's algorithm|[9] sam
ples within a negligible statistical distance from the ittt
Gaussian distribution if and only if the standard deviation ¢, tion centered at cR®

is sufficiently large, namelyy > w(+/log n) - maxlgiSnHBiH

[10], wheren denotes the lattice dimension abgs are the

A={Bx:xeZ"}, Q)

whereB is known as the lattice basis. We define the Gaussian

for standard deviatiom > 0 as

_liz—c|?

Poc(z) =€ 27, 2
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for all z € R™. Whenc or o are not specified, we assume thaflgorithm 1 Klein's Algorithm
they are0 and 1 respectively. Then, théiscrete Gaussian Input: B,o,c

distribution over A is defined as Output: Bx € A
P o(BX) o 5tz [Bx—cl? 1: letB=QR andc’ = Q"¢
D ge(x) = 225 = - = (3 2fori=n,..., ldo o
Pocb) T g ez Pl 3 leto; =% andz; = S Rimia i)
for all Bx € A, wherep, o(A) 2 Yp cp poc(Bx). 4 samplez; from Dz, 3,
Obviously, an intuition ofDy . (x) suggests that a lattice > end for
1 6: returnBx

point Bx closer toc will be sampled with a higher probability.
Therefore, sampling from lattice Gaussian can be naturally

used in solving the CVP (where is the query point) and L ) .
SVP (wherec = 0) in lattices, and because of this, Klein'sionarity, it does not say anything about the rate of this

algorithm that samples from a Gaussian-like distributicasw CONVergence. One qualitative convergence rate of our eonce

originally designed for lattice decoding![9]. As shown ir" this context is referred to asiform ergodicity.

Algorithm 1, the operation of Klein's algroithm has polynoDefinition 2 ([13]). A Markov chain having stationary distri-
mial complexity O(n?) excluding QR decomposition. More pution () is uniformly ergodic if there exists 0 < 6 < 1 and
precisely, by sequentially sampling from the 1-dimensionas < oo such that for all x

conditional Gaussian distributiaB ., z, in a backward order

from z, to x1, the Gaussian-like distribution arising from 1P (x,) = 7()||[rv < M(1—6)". (7)
Klein’s algorithm can be expressed as

Obviously, the value of the exponential decay coefficient
T _ Poe(Bx) § is the key to determine the convergence rate. Msis a
Paein(x) = [ [ Dz.o . (2i) = T ro 2. (@) (4) constant, a salient feature of uniform ergodicity is that th
i=1 i=1 P convergence rate does not depend on the initial state
where Pxein(x) has been demonstrated in[10] to be close to As a parameter which measures the time required by a
D +.c(x) within a negligible statistical distance if Markov chain to get close to the stationary distributiorg th

~ mixing time is defined by|[[14].
o> w(\/ |Og TL) . max1§i§n||bi||. (5)

tmix(€) = min{t : max||P*(x,-) — (- < e} 8
As for sampling in the ranges < w(ylogn) - mix(€) { AP, ) Ollzv < - (®)
max <i<»||b;||, MCMC methods have become an alternative m

; : . . . . INDEPENDENTMHK A LGORITHM
solution, where the discrete Gaussian distributioR , . is hi . h ional i
viewed as a complex target distribution lacking direct sam- N this section, we present the conventional MH sampling

pling methods. By establishing a Markov chain that random|9 MCMC and give the proposed independent MHK algorithm

generates the next state based on the previous states, MCfI9I"C'amCe Gaussian _sampllng. Note that the Mgrkov chaat th
is capable of sampling from the target distribution of it we are concerned with here has a countably infinite stateespac

thereby removing the restriction om in lattice Gaussian -€- the latticeA. _ ,
distributions [L1]. In [12], the original Metropolis algorithm was extended to a

As a special case of the MH algorithm, Gibbs samplingeneral sch_eme known as thg Metrop_olisTHastings alggrithm
employs 1-dimensional conditional distributions to buikde et us (_:0n3|der a target invariant d|str|but!®rt0gether with
Markov chain, where all the other variables in the distitout 2 candidate proposal .d|str|but|0ﬂx, y). (_3|ven the current
are unchanged in each Markov move.[Ini[11], a flexible blocRiatex for Markov g:hath, a state candidatg for the next
based Gibbs algorithm was proposed for lattice Gaussi rkov moveX,, is generated f_rom the proposal distribution
distributions. Compared to the standard Gibbs algorithat g, -). Then the acceptance raiiois computed by
constr_ucts the Ma_rkov _chain by only consio_lering univari_ate a(x,y) = min{l ﬂ'(y)q(y,x)}
sampling at each time, it performs the sampling over muatipl Y Tm(x)q(x,y) |

9)
elements within a block to enhance the convergence perf%—d will be accepted as the new state B with
mance of the Markov chains. Y P s

probability «. Otherwise,x will be retained byX;.; with
Definition 1 ([13]). A Markov chain with stationary distribu-  probability1 —a. In this way, a Markov chaifXy, X1, ...} is

tion 7(+) is ergodic if established with the transition probabilif(x, y) as follows:
lim || P*(x,-) — (- =0, 6 if
Jim [P, ) = )l ©  py) - {a0eyIaGy) YEX g
¢ . . 1=3 a(x z)a(x,2) if y=x.
where P*'(x;-) denotes the row of the transition matrix P for
t Markov moves and || - ||7v represents the total variation In MH algorithms, the proposal distributior(x,y) can be
distance. any fixed distribution from which we can easily draw samples.

Although ergodicity implies asymptotic convergence to staTo this end, many variations of MH algorithms with different



configurations ofq(x,y) were proposed and a very speciaflgorithm 2 Independent Metropolis-Hastings-Klein Algo-
one among them is the independent MH algorithm wHere [18fhm for Lattice Gaussian Sampling
Input: B, o, c, X
9(x,y) = q(y)- (11) Output: samples from the target distribution= Dy , .
Clearly, the candidate state generated forX,,; does not 1: fort=12,..., do
depend on the previous stateand this method originally ap- 21  let x denote the state oX;_,
peared as an alternative to rejection sampling and impeetan 3:  generatey by the proposal distribution(x, y) in (12)

sampling [12]. However, how to sample the candidate state 4 calculate the acceptance rati¢x,y) in (13)
tends to be difficult. 5: generate a sample from the uniform density/[0, 1]

Now, we present the proposed independent MHK algo®  Hu= a(x,y) then

rithm, where Klein’s algorithm is used to generate the multi 7 L let X; =y
dimensional proposal distribution. As shown in Algorithm 2 8: ¢ seX B
it consists of three basic steps: 12‘ d fl -x
. . . . ' en l

. 1) hSCIl{’;iRl{ f’?m fze l”deienqe”; pr Op;il"l distribution 11 ¢ Markov chain has reached stationariben
tXroug ems a gorlt m to obtain the candidate state yfor 12: OUtpUt the state OKi

t+1s po(By) 13: end if

y) = Ll A— 12) 14: end fi
a(x,y) = q(y) T por0. @ (12) end for

wherey € Z".

2) Calculate the acceptance ratio a(x,y) A. Uniform Ergodicity

a(x,y) = min LW(}’)Q(Y,X) — min I’W(Y)Q(X) . (13) Lemma 2. In .the indepenc.lent MHK algorithm for lattice
m(x)g(x,y) m(x)q(y) Gaussian sampling, there exists 0 > 0 such that
wherer = Dy 5.c. q(x) > 5, (16)
3) Make a decision for X, 1 based on a(x,y) to accept m(x)
Xi41 =Yy or not. for x € Z".
In principle, the Markov chain produced by the proposed i
algorithm is inherently reversible with respectso since Proof: Using [3) and[(#), we have
q(x) Po c(Bx) Po c(A)
T(x)P(x,y) = 7(xX)q(x,¥y)a(x,y = = — LD
( ) ( ) ( ) ( ) ( ) 7T(X) Hi:l Po;,@; (Z) Po,c(BX)
= min{r(x)q(y), 7(y)q(x)} poo(A)
— = g 17)
F(y)P(y,X), (14) Hi:l Pos s (Z)
where the assumptiop # x is sufficient because the above (@) Po.c(A) 18
equation holds trivially in the case gf = x. Meanwhile, for 1, o, (Z) (18)

m = D ¢, itis also easy to verify that the underlying Markov
chain is irreducible and aperiodic. Because ergodicityagiy Where (a)1f92!|0W5 from the boundps, :(Z) < po.(Z)
holds for any Markov chain that are irreducible, aperiodid a ZjeZ e 2077 5.

[I>

reversible [[14], we arrive at the following Lemma:

Lemma 1. Given the invariant lattice Gaussian distribution
D oc, the Markov chain induced by the independent MHK
algorithm is ergodic:

lim || P*(x;-) — Dpoe(-)|l7v =0

t—o0

for all states x € 7.

(15)

IV. CONVERGENCEANALYSIS

As can be seen clearly, the right-hand side (RHS) of (18)
is completely independent of, meaning it can be expressed
by a constant determined by basiB, centerc and standard
deviationo. Therefore, the proof is completed. [ ]

We then arrive at the main Theorem to show the uniform
ergodicity of the proposed algorithm.

Theorem 1. Given the invariant lattice Gaussian distribution
D o c, the Markov chain established by the independent MHK
algorithm is uniformly ergodic:

1P(x,) = Daoc()llrv < (1= 06)° (19)

for all x € Z".

In this section, we firstly demonstrate that the proposed
independent MHK algorithm is uniformly ergodic. Then, th
exponential decay coefficieni is analyzed, leading to a
guantitative estimate of the mixing time of the Markov chain

Proof: To start with, let us recall theoupling technique

?16] shown below,

1£(X) = L(Y)|lrv < P(X #Y), (20)



where X andY denote two random multivariables defined

over the state spac&™ with probability distributionsZ(X) : : : '

and L(Y) respectively. 1

According to [20), the variation distang€|r between two
random variables is upper bounded by the probability theg th
are unequal. Therefore, assume two Markov chain co¥as o8}
and {X}} and each of them marginally follows the updating ©
rules by P(x,-) and~(-) for all ¢, then we have o7t

[P (x,-) = w()[lrv < P(X: # X}). (21) o8t

On the other hand, based dn(12) ahd (13), the transition 05y
probability P(x,y) of the independent MHK algorithm are

i -15 —1‘0 7g (3 5; 1}) 15
given by L=2n(dB)
min {Q(Y)a %} if y#x, ” Fig. 1. Exponential decay coefficiedt of the Es lattice in the case of

P Y)— w(z)qg(x) ]| ; =0.

(x.y) q(x)—i—; maX{O,q(z) - 7(7&;1(() )}If y=X. (22) e

Using [16) in Lemma 2, it is straightforward to check that N
the following relationship holds Specifically, we have,

P(x,y) = or(y) (23) ) __ peolA)

(%) [1i21 po.3.(2)

for all cases ofx,y € Z", which indicates all the Markov @ ¥ o3tz I1Bx|?
> xXEL™

transitions have a component of sizein common. More

specifically, from the perspective of coupling, it meansrgve B [[i21 poi (Z)
Markov move gives probability at least of making X and ) On(z=z)
X’ equal, that is, T, Oz(52>)
P(X=X')>4. (24) Or(d) B
(©) Az _
Therefore, fort times Markov move, we have T (L) 0. (28)
P(X; # X)) < (1-6)', (25) :

Here, for notational simplicitys = v2mo ands; = v2mo; =
and according to(21), we obtain s/||b;|| are applied in the equations. lfa), the inequality
p0:.5(Z) < ps,(Z) is used again. Theta seri€s and Jacobi

t t
175G, ) =7 ()llry < (1= 8), (26)  theta functionys are applied inb) and(c) respectively, where
completing the proof. ] Oa(r) = Z A2 (29)
Obviously, given the value of, the mixing time of the eA
Markov chain can be calculated Hyl (8) and](26), that is oo
. ne 1 Is(r) = D e (30)
tm|x(€) = m < (—Inﬁ) . (g) , €< 1 (27) e — oo

where we use the bound(lh—d) < —§ for 0 < § < 1. with ©z = 93 [17].
Therefore, the mixing time is proportioinal tb/é, and be- Now, we consider some lattices whose theta series are more

comesO(1) if § — 1. understood.

Op(L
Lemma 3. The coefficient § = On(zz) ) for an isodual

H?:1 ﬁg(b%

lattice A has a multiplicative symmetry point at s = 1, and
asymptotically converges to 1 on both sides when s goes to 0
and oo.

B. Convergence Rate

Lemma 2 shows that the ratidx)/m(x) in the independent
MHK sampling algorithm is lower bounded by a constant Proof: According to theJacobi’s formula [18]
0, thereby permitting the proof of uniform ergodicity. We 1\ % 1
further derive an explicit expression of the exponentialaye OA(7) = |det(B)| ! (—) O~ <—> , (31)
coefficientd due to its significant impact on the convergence T T
rate, for the special case= 0. where det) denotes the determinant of a matrix and is



1.2 T T T T T
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Fig. 2. Exponential decay coefficiedtof the Leech lattice in the case of Fig.
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3. Exponential decay coefficient of the D4 lattice in the case of

c=0. c=0.

the dual lattice ofA, we have

1 , [1]
Oa <s_2> = §"Oa(s%), (32) 2

193 (%) = 81193(812) (33) [3]
Here, we note that the theta seri@g of an isodual lattice\

and that of its dualA* are the same, i.eQx(7) = O« (7), 4
and the volume of an isodual lattitéet B)| naturally equals

1. Then from [32) and[(33), the symmetry with respect tdd]
s =1 can be obtained as follows,

Oalzz)  _  s"Oa(s?) 1

[T, 9s(%) Ly siva(s)) 71
- 9/\( %) o
[T g e e?)
_ Oa(s?) ]
WlB)\ TTiey 9s(s7) 1101
O4(s%)

= o5y (34)

Hi:l 193 (Sg) [11]
By definition, it is straightforward to verify that
Or(L

L)l 1, when s — 0. (35) [12]
ITi- 1 93(57) 13

Then because of the symmetW will also asymp- [14]

totically approachl whens — oo, comp1et|ng the proof. m [15]
Examples of the coefficierdt for the isodualEs and Leech
lattice are shown in Fig.]1 and Figl 2, respectively. It is tor 1
pointing out thatd has a minimum at the symmetry poinfi7]
s =1, namelyo? = z=. On the other hand, as for non-isodual
lattices, D, lattice is apphed to give the illustration, where the?
symmetry still holds but centers at= 0.376. Therefore, with
the exact value of, the explicit estimation of mixing time for

the underlying Markov chain can be obtained.
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