arXiv:1505.00053v2 [quant-ph] 27 Jan 2016

Necessary detection efficiencies for secure quantum key tlikution and bound randomness

Antonio Acin}? Daniel Cavalcantt, Elsa Passard Stefano Pironid, and Paul Skrzypczyk*

LICFO-Institut de Ciencies Fotoniques, Mediterranean Teatbgy Park, 08860 Castelldefels (Barcelona), Spain
2|CREA-Institucid Catalana de Recerca i Estudis Avanchlsis Companys 23, 08010 Barcelona, Spain
3Laboratoire d’Information Quantique, Université Libree ®ruxelles (ULB), Bruxelles, Belgium
“H. H. Wills Physics Laboratory, University of Bristol, TyaltAvenue, Bristol, BS8 1TL, United Kingdom.
(Dated: March 4, 2022)

Inrecent years, several hacking attacks have broken thetseaf quantum cryptography implementations by
exploiting the presence of losses and the ability of the sdnepper to tune detection efficiencies. We present a
simple attack of this form that applies to any protocol inebtthe key is constructed from the results of untrusted
measurements performed on particles coming from an ineemurce or channel. Because of its generality, the
attack applies to a large class of protocols, from standeepgre-and-measure to device-independent schemes.
Our attack gives bounds on the critical detection efficiesciecessary for secure quantum distribution, which
show that the implementation of most partly device indepandolutions is, from the point of view of detection
efficiency, almost as demanding as fully device-independars. We also show how our attack implies the
existence of a form of bound randomness, namely non-loceledions in which a non-signalling eavesdropper
can find out a posteriori the result of any implemented messant.

Over the past few decades the problem of bridging the gam a prepare-and-measure configuration. Another class-of in
between realistic implementation of Quantum Key Distribu-termediate scenario, known as one-sided device-indepénde
tion (QKD) protocols and their theoretical security probé&s  (1SDI) [8-£10], is based upon quantum steerind [11] which
attracted a lot of attention. The security of standard QK® pr consists of a bipartite scenario in which one of the parties
tocols [1] 2] relies on a very detailed modeling of the prémar  trusts his measuring devices but the other does not.
and measuring devices. However, unavoidable imperfegtion AJl these different QKD solutions are based on differ-
of the devices or unnoticed failures lead in practice to@evi ent assumptions and, thus, offer different levels of secu-
tions from the model used to prove security — deviations thagity. Although different QKD protocols use different seat
can be taken advantage of by a potential eavesdropper. Igies, most of them share the property that the key is con-
deed, standard QKD protocols, being dependent on the accdtructed from the results of measurements performed by one
racy with which the devices are described, can typicallfesuf of the end-users on quantum particles that have propagated
attacks, for instance on the detectors [3]. through an insecure channel. This is the case, for instance,

To overcome these problems a new paradigm was proposedf the famous Bennett-Brassard-84 [1] and Ekert [2] proto-
adopting the device-independent (DI) framewark [4]: Irsthi cols, and standard DIQKD protocols, such as those intro-
scenario no assumptions are made either on the source of theced in[[4|_12]. Notice however that not every QKD protocol
shared system or on the internal working of the devices, lwhicis of this form, a paradigmatic example being measurement-
are treated like “black boxes”. In this context the only ob-device-independent QKD [13,14].

ject one relies on is the statistics of inputs and outputd, an |n this work, we consider the above scenario and there-
the security of a device-independent quantum key distribufore focus on an end-user in a cryptographic protocol who
tion (DIQKD) protocol is guaranteed by the nonlocal char-performs measurements on some quantum systems received
acter of these statistics|[5]. The DI scenario allows for thethrough an insecure channel. We introduce an attack by an
most general and powerful quantum certification protocsls aeavesdropper who is able to control the detection efficiency
it depends on very few assumptions. Nevertheless, their imof the measurements — a natural assumption in the adversary
plementations are demanding because they require very highodel of cryptographic protocols based on untrusted mea-
detection efficiencies to close the detection loophole (gith ~ surements, such as 1SDI, SDI, and DI protocols. The attack
photonic implementationsl[5), 6]). also applies to standard prepare-and-measure protoanig if

In order to make the experimental implementations lesgannot guarantee that the eavesdropper is unable to tune the
demanding other scenarios between standard and fully Ddetection efficiencies. In fact recent hacking attacks an-st
QKD have been introduced. In these intermediate scenadard QKD protocols have exploited the ability to manipulate
ios the parties involved add some extra assumptions to theetection efficiencies [3]. Our attack defines detection effi
fully-DI scheme. The focus is still on the input/output ®at ciencies necessary for secure quantum key distributiargusi
tics but with an intermediate level of trust between theyfull the previous protocols. We then discuss how our attack can
DI framework and the device-dependent one. For instanceglso be applied to schemes for randomness generation. From
semi-device-independent (SDI) protocols have been pexpos a practical point of view, our results imply that the impleme
where one makes an assumption on the dimension of the itation of partly DI protocols are, in terms of detection effi-
volved quantum systems but, apart from this assumption, theiency, almost as demanding as fully DI ones. Moreover, our
devices are still uncharacterized [7]. From an implementaattack has also implications from a fundamental point ofwie
tion point of view, the advantage of SDI protocols is thatas also observed independentlylin [18, 16], it implies thgs-ex
they do not require entanglement and can be implementeignce of a very weak form of intrinsic randomness in which an
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eavesdropper limited only by the no-signalling princifi@]  selects with probability;, one of the measuremepte G

cannot a priori fix the outputs of the measurements in a Belivhose outcomes she wants to guess and with probability

test, but she can later find out the result of any implemented — ZUGG 1y She does not select any particular measurement.

measurement. In analogy with results in thermodynamics anBepending on her choice, she then applies one of the two fol-

entanglement theory [118] we name this effeotind random-  lowing strategies.

ness (2) If she picked measurements G, she performs this mea-
surement on the incoming state. She obtains outdomi¢h
probability Q(b|7), she reads the outcome, and forwards the

I. THE ATTACK corresponding reduced state to Bob. On Bob’s side, shedorce

Bob’s detector to click if he performs measuremgnt ¢, in

The considered scenario consists of a party, say BOBNhiCh case he obtains the same outcomeéotherwisey 7 7,

who measures quantum systems received through an inseCLﬁJ,ée Instructs B9b s device not tO.CI'Ck’ i.e., to output (. .
channel. The received systems may have been prepared Eé}) If she didn't select any particular measurement, she di-
another honest party, say Alice, or by an untrusted SOUrce: ctly forwards the state to BOb Wlthout_mterve_ntlon. How-
In particular, they may be entangled with other quantum Sys_ever, she instructs Bob's device not to CI."bk:é 0yity < G‘.
tems. Bob performs on them one df;; possible measure- If on the other hand ¢ G, she allows his detector to click

ments withD possible outcomes. We label the measuremen‘fvith pr<_3_babi|ity7y. Bob then obt_ains a proper resblt/vit_h_
choice and resultby — 1,..., Mg andb = 1,...,D re- probability 7,Q(b|y) and a no-click result with probability

spectively. In the absence of loss, let Bob’s device give the _Ogy | | | Bob’
outcomeb with probability Q(bly, p), wherep is the state of viously, Eve can always correctly guess Bob’s output

the system received by Bob and which may be correlated wit/N€n¥ € G since when Bob's measuring device clicks, it al-
classical or quantum variables of other parties in the pato ways coincides with Eves_ previous measurement re_sult, and
For simplicity in the notation, we omit in what follows, as she always knows when hIS. d_etector does not click (gives out-
our results are independent of it. comeb = (). Moreover_, dgfmm_g the, such thaty, = (1 —

In a realistic implementation with losses and inefficient de ZyeG ny)y fory ¢ G, itis stralgh-tfc?rward that the stra‘Fegy
tectors, each measurement of Bob will have a detection ef/i€lds the overall outcome probabilitié¥b|y) = 1,Q(bly) if
ficiencyn,, and one more outcome is observed, correspond? 7 0 andP(0|y) = 1-n,, which correspond to lossy devices
ing to the no-click events which we denote by= . That characterized by detection efﬂmer_mms The only requw/e-
different measurements may have different efficiencies-nat ment for ther,s to be well-defined is that, ., 7, <1 -7,
rally arises in certain situations, e.g. in[[19]. In suchtaai  Wheren’ = max,¢¢ n,.
tion, Bob’s device then produces outcomes with probabdgiti
P(bly) = n,Q(bly) forb=1,..., D, andP(0]y) = 1 —7,. -

We exhibit here below a simple attack which allows Eve A.  Application to QKD protocols
to learn the output of any subséte {1,..., Mg} of Bob’s
measurements. This attack does not modify any of Bob's out- The above attack applies to any cryptographic protocol in
come probabilities, i.e., it reproduces the full lossy hétia  which the key is constructed from the results of measuresnent
of Bob’s device. In particular, we stress that it does not rel performed by one of the end-users on quantum particles re-
on Bob performing any kind of post-selection. The attack received through an insecure channel. It thus applies to afly Be
quires that Eve is able to tune arbitrarily the detection effi based DI protocol, but also to SDI approaches where the di-
ciency of Bob’s detectors depending on the implemented meanension is fixed, protocols based on steering, or prepate-an
surement and works as long as Bob’s observed detector effineasure protocols, unless the eavesdropper cannot ture Bob
ciencies satisfyp . n, < 1 -1/, wheren = max,¢¢; 7, detection efficiencies. In fact, in many of these protocibls,
is the maximum detection efficiency over the set of measurekey is constructed from a single measurement, which means
ments complementary @, i.e., those that Eve is not inter- that in the best case scenario (that of equal detectionesffici
ested in guessing. (If this complementary set of measurmencies) they become insecuresat= 1/2. It is important to
is empty, i.e. when Eve wants to guess the output of all ohotice that the obtained critical detection efficiencieglajo

Bob’s measurement, we define= 0). any scenario, independently of the number of measurements
In the simple case where all detectors have the same effi¥/ g, outputsD, or the role of other parties in the protocol.
ciencyn, = n, the attack works whenever< 1/(|G| + 1) if By using many measurements for the key generation, one

|G| < Mg orwhenn < 1/Mpg if |G| = Mp. In particular, increases the number of measurements that Eve needs to guess

when Eve is interested in guessing a single one of Bob's meaand the critical detection efficiency for our attack decesas

surements, say, then|G| = 1 and the attack works as long as However, this solution is demanding from Alice’s and Bob’s

n < 1/2. Furthermore, if the detectors are not all equally effi- point of view as many more symbols are sacrificed after basis

cient, Eve can use the inefficiency of the measuremgepts) reconciliation, and also more statistics needs to be deliec

that she is not interested in to raise the critical efficieaty to have a proper estimation of the protocol parameters.cin fa

the measurementthat she wants to guess aboyge= 1/2, the advantage of using more measurements is limited when

aslong as)y; < 1 — maxy-y1,. considering two distant parties connected by a lossy chan-
Let us now explain how the attack works. Eve randomlynel. Take for instance a rather idealised situation in whith
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losses come from the channel, denotedibyand are equal to In the improved attack, Eve’s goal is again to gu@ssea-

ne = 10— wherelL is the distance in km. Then, the im- surements on Bob's side. With probabilitfEve uses the pre-
provement in distance with the number of bases is only logavious attack and does nothing on Alice’s side. With prob-
rithmic. For instance, assuming a typical value for thedsss ability 1 — ¢ the attack works in the reverse direction: Eve
of « of the order of).2 dB/km, one has that in order to com- fixes the output of one of Alice’s measurements (even though
pensate for the channel losses at 100 km Alice and Bob neeihe is still guessing Bob's result). That is, she picks one of
to employ 100 bases. Alice’s measurements, say with probabilityl /M 4, and de-

A possible solution to overcome channel losses is to usé€ides an output for this measurement following the quantum
heralded schemes [0,/ 21] or quantum repeaters based on dtobabilityQ(a|z). If Alice happens to implement measure-
tanglement swapping [22]. Using such schemes, which arg1entz she will obtain this outcome, otherwise she observes
technologically more demanding, the only relevant losses f & no-click. On Bob’s side, Eve computes the reduced state
security are those on the honest parties’ labs. Alice and BoBorresponding to Alice’s result and, for each measurement b
can then decide which cryptographic solution to adopt, fromB0b, selects one possible outcome following the probabilit
standard to fully device-independent, depending on the ob?(b|y, ax) predicted by this state. This defines Bob's resullt,
served detection inefficiencies and the plausibility of dse ~ Whose detector always clicks. The intuition behind the at-
sumptions needed for security. tack is that for those cases in which Eve fixes Alice’s result,

Our attack also applies to randomness generation schem&@e can allow any measurement on Bob to give a result, as
based on correlations between measurements on two differefilice effectively implements one single measurement and a
devices. In these schemes, randomness is certified by the oidden-variable modelis enough to describe the observed co
served quantumness of the correlations, certified for msta relations.
by means of steering [28, 124] or Bell inequalitiés![25, 26]. SO far the model never gives two no-click events, which
As the particles come from a untrusted source, one cannétoes not correspond to the expected behavior of actual lossy
exclude that the attack has been implemented on each of tttevices. To correct this, with probability Eve runs the above
particles sent to the untrusted parties in the protocol {one Protocol and with probability —r, she instructs both detectors

the case of steering and two for Bell-based schemes). not to click. We finally get
In the case of Bell-based protocols, for instance, it is pos- q 1—gq
sible to guess the result of one measurement on each device P(ablzy) =r (|G|’ + M—) Q(ablzy)
when their detection efficiency is 1/2. Note that in the con- A
text of randomness expansion, it is usually the case that one P(ablzy) =rq <1 L > Q(alz)
of the possible combinations of measurements is implerdente |G| 1)

most of the time, as this requires much less initial rand@ssane 1
to run the Bell test[26]. For all these protocols, randonsnes P0blry) =r(1—q) (1- M, Q(bly)
expansion is lost when the critical detection efficiency/8. 5

P@D|lzy) =1—r=(1-n),

where|G|" = |G| 4+ 1 when|G| < Mg and|G|" = |G| when
B. Improved attacks |G| = Mg, as in the previous attack. Tuning the parameters
so that the above probabilities correspond to those of lossy
The previous attack applies to many cryptographic scenadevices with equal efficiencies one finds
ios because it is independent of the number of measurements, Gl + My —2
outputs and actions by other parties. Improvements however = (2)
may be expected for concrete protocols. For instance, we |GI'M 4~ 1
show in what follows how for two untrusted measuring de-Itis easy to see that this attack improves over the previnas o
vices, Eve can improve the attack by exploiting the detectio as the corresponding critical detection efficiency is alvay
efficiency of the second party too. Note though that the atlarger thanl/|G|’. For example, in the simplest case where
tack needs more operations from Eve’s side on the untrustedllice performs 3 measurements, Bob performs two, and Eve
devices than just varying the detection efficiency of the im-guesses a single outcom@d{ s, Mg, |G|) = (3,2,1),n =
plemented measurements. This improved attack is inspired bB3/5, increasing the critical efficiency by a furthed%. In the
the local models exploiting detection inefficiencies idimoed  opposite limit, when\/4 — oo, n — 1/|G/’, showing that the
in [27]. advantage of attacking Alice’s measurements decreashs wit
We thus consider a second party in the protocol, Alicethe number of measurements she performs.
who performsM 4 measurements ob outputs. Her mea-
surement choice and result are labeledsbgnda. Again,

in the presence of loss, the output probability distributias Il. BOUND RANDOMNESS
one more result because of the no-click events and is of the
form P(ablzy) = n*Q(ab|zy), P(0blzy) = n(1 —n)Q(bly), Our results are not only limited to practical aspects of eryp

P(al|zy) = n(1 — n)Q(alx), P(00|xy) = (1 — n)?, where  tographic protocol implementations, but also have implica
the detection efficiencies have for simplicity all been take  tions from a more fundamental point of view. Indeed, they im-
be equal to;. ply the existence (see aldo [15/ 16]) of non-local corretati
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with a very weak form of randomness in which an eavesdropnothing example of [30] and the Peres-Mermin magic square
per (i) cannot obviously fix the results of all measurements i [31] exhibit bound randomness [32].

advance but (ii) can later predict with certainty the outeom lll. CONCLUSIONS

of any measurement. As mentioned, we dub this effect bound

randomness. Our last result is to show the existence of bound \ye have provided a simple and general detection attack that
randomness in the case of eavesdroppers limited only by thjows an eavesdropper to guess some of (or all) the mea-
no-signalling principle([17]. surement results in a cryptographic protocol. It applies ba
The construction of bound randomness relies on a couple dfically to any protocol with untrusted detectors in whicle sh
simple observations. First, in a randomness scenariostensi is able to tune the detection efficiency of untrusted devices
ing of two untrusted devices with uniform detection effiggn  Obviously our attack cannot be applied to protocols in which
n = 1/2, our (primary) attack can be applied to both parties,the key is not constructed from measurement results, such as
so that the eavesdropper learns the result of one measuremémmeasurement-device-independent schemés [13, 14]eThes
each for Alice and Bobz andy. Lete = (eq,e5) be Eve’'s  protocols, almost by definition, are only sensitive to dtsac
prediction for Alice and Bob’s outcomes for measurements on the devices that prepare the quantum states. The geyerali
andjy. This variable can takéD + 1)? possible values cor- of our attack also implies that the implementation of patly
responding to the idedD-valued measurement outcomes plussolutions is, from the point of view of detection efficienaly,
the no-detection event. Eve obtains outcanveith a certain  most as demanding as DI ones, which, in turn, offer stronger
probability Pz;(e) and givere, her attack defines a joint prob- security.
ability P;;(ab|zy, e) for Alice and Bob. Since the attack does  Interestingly, the critical detection efficiency correaging
not change the expected probabilitiB$ab|zy) from Alice  to our attack only depends on the number of measurements

and Bob’s perspective, we have that that Eve wants to learn, but is independent of the total numbe
of measurementd/z, number of output®, or dimension of
the quantum systems used.
Pzy(ab = P(ab 3 . .
Xe: zy(abeley) (ablzy). ®) We have also presented an improved attack that applies to

protocols with two untrusted detectors. In this attack, the

I_eavesdropper exploits the detection inefficiencies of dtieeo
parties to improve her attack on the other party. More gener-

fally, it would be interesting to derive a formalism to stutie t
robustness of concrete protocols to detection attack$iese t
are the most advanced at the moment. This will allow us to
understand for which protocols the detection bounds fansec
rity derived here are tight. An analysis of the tightnessuof o
attack in steering scenarios will be presented.in [24].

Finally, our results imply also the existence of a bound ran-
by adding an input on Eve’s, where: defines the combina- domness, an intriguing and weak form of certified random-
tion of settings Eve wants to predict. It is easily verifiedtth ness. In a scenario in which an eavesdropper is limited only b
this tripartite distribution is no-signalling, see als&[2and  the no-signalling principle, there exist non-local coatins
thus represents a valid attack by a no-signalling eavesdrogior which she can find out a posteriori the results of any imple
per. By choosing her input, Eve can steer the ensemble of mented measurements. A final open question is to understand
non-signalling correlations prepared between Alice anl.Bo if this form of randomness exists in the quantum case, that is
Thus, she can choose a posteriori the attack that allowsher ivhen the eavesdropper is limited by the quantum formalism.
predict the result of any given pairof implemented measure-
ments. The effect is similar to what happens in the quantum
case when predicting the result of non-commuting variables ACKNOWLEDGMENTS
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where we have defined the tripartite conditional probabi
ity distribution Pzj(abe|zy) = Pzg(e)Psg(ablzy,e). Now,
the M4 M g different attacks defined by each combination o
measurement settings= (z, y) can be combined into a sin-
gle tripartite conditional probability distribution

P(abelzyz) = P, (abe|zy) 4
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