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Abstract—To enhance the national security, there is a growing
need for authorized parties to legitimately monitor suspiéous
communication links for preventing intended crimes and teror
attacks. In this paper, we propose a new wireless informatio
surveillance paradigm by investigating a scenario where aet
gitimate monitor aims to intercept a suspicious wireless tk
over fading channels. The legitimate monitor can successfy
eavesdrop (decode) the information of the suspicious linktaeach
fading state only when its achievable data rate is no smaller
than that at the suspicious receiver. We propose a new appraa,
namely proactive eavesdropping via cognitive jamming, in \lich
the legitimate monitor purposely jams the receiver in a fult

security techniques under different system setups (see, e.
[2]-[5] and the references therein). These existing wooksi$

on preserving the confidentiality of wireless communiaagio
by assuming communication users to be rightful and viewing
the information eavesdropping as malicious attacks. Hewev
from a broader national security perspective, they ovértbe
possibility that communication links can also be used bgeri
inals or terrorists and the resultant problems for infoiorat
surveillance.

With recent advancements in wireless technologies, many

duplex mode so as to change the suspicious communicationinfrastructure-free wireless communication links areakst

(e.g., to a smaller data rate) for overhearing more efficierly.
By assuming perfect self-interference (Sl) cancelation (§) and
global channel state information (CSI) at the legitimate maitor,
we characterize the fundamental information-theoretic Iimits of
proactive eavesdropping. We consider both delay-sensigvand
delay-tolerant applications for the suspicious communicgéon,
under which the legitimate monitor maximizes the eavesdroping
non-outage probability (for event-based monitoring) and he
relative eavesdropping rate (for content analysis), respsively,
by optimizing the jamming power allocation over different
fading states subject to an average power constraint. Numeéral
results show that the proposed proactive eavesdropping vieog-
nitive jamming approach greatly outperforms other benchmak
schemes. Furthermore, by extending to a more practical scemio
with residual Sl and local CSI, we design an efficientonline
cognitive jamming scheme inspired by the optimal cognitive
jamming with perfect SIC and global CSI.

Index Terms—Wireless information surveillance, proactive
eavesdropping, cognitive jamming, power allocation, fullduplex
radio.

I. INTRODUCTION

lished for various applications. For example, smartphanes
proximity can enable peer-to-peer data connections vid-MWi-
and bluetooth without Internet infrastructubbsr via device-
to-device (D2D) communications in the fifth-generation J5G
cellular networks without going through cellular infrastr
tures. Unmanned aerial vehicles (UAVs) can be employed
as mobile relays to assist information exchange between
ground users |6]£[8]. These emerging infrastructure-frire-

less communications, however, can be used by criminals or
terrorists to commit crimes or terror attacks. For instance
terrorists can use them to share information on a publicstran
portation (e.g., in a plane) to facilitate hijacking or bantp
activities, and undercover spies inside an isolated intva
enterprise can use them to send out the secret busines®data t
outside peers. Since these communications do not go through
any core infrastructures, they are difficult to be monitobgd
conventional surveillance approaches that intercept tme-c
munication data at the Internet backbones or cellular eéntr
officed] As a result, there is a growing need for authorized
parties (such as government agencies) to develop new gsrele

Recently, wireless security has attracted a lot of attestiojformation surveillance approaches to legitimately rbmmni
from both academia and industry, and various approachfgse infrastructure-free suspicious communicatiorslitgee,
have been adopted to enhance the security of wireless €Y., [10]-[14]). These new wireless information suregitte
works among different layers of communication protocdls [1approaches are also expected to be implemented to monitor
Among others, physical layer security techniques have begfastructure-based wireless communications in reaé tas
proposed as promising solutions to achieve perfect wiseleg supplement of conventional Internet backbone surveian

secrecy against malicious eavesdropping attacks, anel &éner
extensive studies in the literature investigating phydiyger
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To cope with the increasing information monitoring needs
in wireless security, in this paper we propose a paradigfit shi
from the conventional physical layer security agaiiisgit-
imate eavesdroppintp the new information surveillance by

lFor example, FireChat is a mobile chatting software
that allows nearby wusers to interconnect in a mobile ad
hoc network by wusing Wi-Fi and/or Bluetooth locally (see

https://www.technologyreview.com/s/525921/the- latesat-app-for-iphone-needs-no-inte

°Note that the conventional approaches are used in the Erarveillance
Program for legitimate information surveillance launchiegl the National
Security Agency (NSA) of the United Stated [9].
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Fig. 1. Aninformation surveillance scenario where a legiie monitor proactively eavesdrops the suspicious cormation from a transmitter to a receiver
via cognitive jamming.

exploitinglegitimate eavesdroppindgn particular, we consider eavesdropping and jamming performances by distributieg th
a wireless scenario as shown in Hij. 1, where a legitimate maorresponding antennas in proximity of the suspiciousstran
itor aims to intercept a suspicious communication link frormitter and receiver, respectively. Also, it is more resii¢o
a transmitter to a receiver over fading chanflelsnder this the anti- -eavesdropping of the suspicious transmittecesthe
setup, the legitimate monitor can successfully eavesdilep (separately located eavesdropping antenna is less suseepti
code) the suspicious communication only when the receivaziget exposed. For both co-located and separate structares
signal-to-noise ratio (SNR) (and accordingly the achiégwabmaximize the effectiveness of jamming for eavesdropping, i
data rate) at the legitimate monitor is no smaller than thatimportant for the legitimate monitor to cognitively cowit
at the suspicious receiver, since in this case the legimahe jamming power according to different fading states unde
monitor is able to decode the whole information that can his limited jamming power constraint. The main results aéth
decoded at the suspicious rece@ﬁn.practice, such legitimate paper are summarized as follows.
eavesdropping is particularly challenging, since thetilegite First, by assuming perfect Sl cancelation (SIC) and global
monitor may be far away from the suspicious transmitter amthannel state information (CSI) at the legitimate monitor,
cannot eavesdrop efficiently. This motivates us to desigm neve characterize the fundamental information-theoretiéqgre
methods to improve the legitimate eavesdropping perfoomarmmance limits of proactive eavesdropping. In particular, we
in this work. consider two different applications (i.e., delay-semsitand
We propose a proactive eavesdropping via cognitive jardelay-tolerant applications) for the suspicious commainia,
ming approach (see Fi@l 1), in which the legitimate monitamder which the legitimate monitor is interested in maxingz
operates in a full-duplex mode, and purposely sends jathe eavesdropping non-outage probability and the relative
ming signals to interfere with the suspicious link, so as tgavesdropping rate (to the suspicious link’s rate), reydy.
decrease the achievable data rate at the suspicious refmiveAccordingly, we formulate two optimization problems for
overhearing more efficiently. For such a full-duplex legiite the legitimate monitor, by optimizing its jamming power
monitor, its eavesdropping and jamming antennas can eitlibcation over different fading states subject to an ayera
be co-located or separately located, as shown in [Eigs. 1-f@wer constraint.
and[1-(b), respectively. The co-located structure carlitaie For the delay-sensitive applications, the eavesdroppimg n
the joint design of eavesdropping and jamming, but mayutage probability maximization problem is shown to be-irre
lead to severe self-interference (SI) from the jamming ® tispective of the transmit power allocation strategies asttspi-
eavesdropping antennas. Due to the finite dynamic rangeciidus transmitter, and we obtain the optimal cognitive jamm
practical analog-to-digital converter (ADC), such Sl iffidult ~ solution via the Lagrangian duality method. It is shown that
to be cancelled perfectly, although it is recently repotteat |egitimate monitor jams only over the desired fading states
advanced analog and digital SIC schemes are able to achisuecessful eavesdropping. For the delay-tolerant apjulits
up to 110 dB SI reduction_[15]. In contrast, although thehe relative eavesdropping rate maximization problem depe
separate structure requires an extra low-latency bacKimkul critically on the power allocation strategies at the stispis
to connect the eavesdropping and jamming antennas to enatd@smitter. In particular, we consider two commonly used
their joint operation, it effectively alleviates the SI ptem transmit power allocation strategies (i.e., fixed powengra
by extending the distance between the transmitting/receivnission and water-filing power allocation) at the suspisio
antennas. Furthermore, the separate structure may haee betansmitter, and obtain the optimal cognitive jamming solu
3We assume that the suspicious transmitter and receiverdesre detected tIOﬂSI for the Iegltlmgte monitor. Itis ShOV\(ﬂ that the lexgitite
a priori by authorized parties, and a legitimate monitor is assigoedonitor MONitor may also jam over the undesired fading states of
them accordingly. How to detect suspicious users and aseditie suspicious unsuccessful eavesdropping, since such jamming helpseedu
users with the legitimate monitor can be referred tdir [10]. _ the communication rate of the suspicious link in these fadin
For the purpose of initial investigation, here we assumetti@suspicious .
communication does not employ advanced anti-eavesdrgpahemes such states and therefore increase the percentage of successful
as the physical-layer security techniques. eavesdropping rate in the desired fading states. Numegeal



sults show that the proposed proactive eavesdropping ga con a full-duplex mode to jam and eavesdrop at the same
nitive jamming approach greatly outperforms three benchkmaime. We consider a block fading model, where the wireless
schemes including the conventional passive eavesdroppaignnels remain constant over each block and may change
without jamming, the proactive eavesdropping with constarfrom one block to another. Léfy(v), h1(v), andha(v) denote
power jamming, and the proactive eavesdropping with on-dffe channel coefficients from the suspicious transmitter to
jamming. the suspicious receiver, from the suspicious transmittehé
Next, inspired by the above optimal cognitive jammingavesdropping antenna of the legitimate monitor, and from
with perfect SIC and global CSlI, we further design@iline the jamming antenna of the legitimate monitor to the suspi-
cognitive jamming scheme under practical assumptions @bus receiver, respectively, wheredenotes the joint fading
residual Sl and local CSl. It is shown that the online cogaiti state. The corresponding channel power gains are denoted as
jamming scheme achieves similar eavesdropping perforenamg(v) = |ho(v)|?, g1(v) = |h1(v)|?, and g2(v) = |ha(v)|?,
as the optimal cognitive jamming with perfect SIC and globaéspectively. Heregy(v), g1(v), and g2(v) are assumed to
CSlI, especially when the legitimate monitor has separatddg three random variables with a continuous joint probigbili
equipped eavesdropping and jamming antennas. density function (PDF) denoted by, (g0, g1,92). Both the
It is worth noting that our proposed proactive eavesdroppisuspicious transmitter and receiver perfectly know the @S|
via cognitive jamming approach is different from the conthe suspicious channel (i.gx(v)).

ventionally investigated jamming and eavesdropping B#ac |n order to characterize the fundamental information-
in the literature. In particular, the conventional jammin@s theoretic performance limits of proactive eavesdropping,
been investigated to disrupt wireless communications,(6fg make two following two assumptions. First, the legitimate
enemies in ballfields) without considering eavesdropp&®®( monitor can perfectly cancel the SI from the jamming antenna
e.g., [16], [17]). In contrast, our paper utilizes jammingfa- to the eavesdropping antenna by using advanced analog and
cilitate the simultaneous eavesdropping at legitimateitoo®  digital SIC schemes [22]. Note that the implementation of
On the other hand, there have also been a handful of recent requires the |egitimate monitor to know the |oop-back
works investigating the secrecy capacity in the presence @{annel from the jamming to the eavesdropping antennas (via
active eavesdroppers that can both jam and eavesdrop [18fficient channel estimatior) [L5]. Next, the legitimatenitor
[21]. However, these existing works focused on preservigrfectly knows the global CSI of suspicious, eavesdragppin
the confidentiality of wireless communications by viewihgt and jamming channels (i.e90(v), 91(v), andgo(v)) at each
(passive or active) eavesdropping as illegitimate attaskle fading statev, as well as the joint PDR, (g0, g1, g2). Note
in this paper we look at a new research angle by considerifight the global CSI assumption has been commonly made in
eavesdropping as legitimate monitoring from the surved& the information-theoretic literature (see, e.g., the elated
perspective. jamming in [I7] and the cognitive radio in_[23],_[24]). We
The remainder of this paper is organized as follows. Sectigill consider the practical scenario with residual S| andalo
[Mpresents the system model and formulates the eavesth@ppt S| in Sectior VII.
non-outage probability and the relative eavesdropping rat | o4 yhe message sent by the suspicious transmitter and the

maximization problems of our interest under perfect SIC arfgmming signal generated by the legitimate monitor be dethot
global CSI at the legitimate monitor. Sectionl Il develops t by s and z, respectively, both of which are assumed to be

optima] sollution to the eavgsdropping non-outage prom&_b“c'rcularly symmetric complex Gaussian (CSCG) random vari-
maximization problem. SectiofslIV ahd V propose the OPtiM&jes with zero mean and unit variance. Note that transmitti

solutions to the _reIamve eavesdroppujg rate maX'm'Zat'QfSCG signals at the suspicious transmitter is known to &ehie
problems by considering that the suspicious transmitteptd the channel capacity subject to the CSCG noise, while using

fixed p(_)WTr trans_mlssmr;] and Evater-ﬂlllr_lg Ipowelr alg;z'orbSCG jamming signals is the best strategy for the legitimate
respectively. Sectidn V1 shows the numerical results t monitor to degrade the suspicious communication when the

the performance of our proposed proactive eavesdroppag Y|,qpicious transmitter uses CSCG signaling [17]. We censid
cognitive jamming approach. Sectipn VIl presents the (ml"?hat at each fading statg the suspicious transmitter employs

cqgnitiv_e jamming scheme und_er a more practical scenagiy transmit powen(v) > 0, and the legitimate monitor
with residual Sl and local CSl. Finally, Sectibn V11l condkes cognitively adjusts its jamming power tg(v) > 0. Let

this paper. P >0 and(@ > 0 denote the maximum average transmit and
jamming power at the suspicious transmitter and the legtém
[I. SYSTEM MODEL AND PROBLEM FORMULATION monitor, respectively. Thus we have

As shown in Fig[Jl, we consider a point-to-point suspi-
cious wireless communication link from a transmitter to a E,(p(v)) < P, (1)
receiver over a frequency pon—selecuve channgl, .and there E,(q(v)) < O, )
is a legitimate monitor aiming to eavesdrop this link. The
suspicious transmitter and receiver are each deployed avith
single antenna, and the legitimate monitor is equipped witthere E, (-) denotes the expectation over the joint fading
two antennas, one for eavesdropping (receiving) and ther otstater. Then, the received signals at the suspicious receiver
for jamming (transmitting). The legitimate monitor can cgge and the eavesdropping antenna of the legitimate monitor are



respectively denoted as track or monitor critical suspicious events. In this case t
delivered suspicious messages (e.g., the real-time vilies) c

Yo =VpW)ho(v)s + v/ q(v)ha(v)z + no, ©) in different fading states have the same significance tortepo
y1 =v/pW)hi(v)s + nq, (4) and infer such series of ongoing events, although they may

be with different data rates (e.g., different resolutiodsg to

whereny andn; with zero mean and variance§ and o ) L
denote the additive white Gaussian noises (AWGNS) at t r(]ee channel fading. Under such an event-based scenar, it i

. . o . . béneficial for the legitimate monitor to successfully eave
suspicious receiver and the legitimate monitor, respelstiv g y P

Accordingly, the signal-to-interference-plus-noisea5INR) iO\;?(; diier?haen)(/aat?:slg?o St?r:esngr?—o%?zsfler.ogz:biﬁt resl;;, we
at the suspicious receiver and the SNR at the legitim bping gep y.19

. ) ) (X (v)), as the event-based legitimate eavesdropping perfor-
monitor receiver are respectively denoted as . : . .
mance metric. Then, we aim to maximize the eavesdropping

— go(v)p(v) 5y non-outage probabilitf, (X (v)) by optimizing the jamming
Yo(v) = g2(V)q(v) + o2’ ©) power allocation{q(v)} at the legitimate monitor subject to
g ()p(v) its average power constraint inl (2), for which the optiniat
nv) = 07% (6) problem is formulated as
As a result, the achievable rates (in bps/Hz) of the suspscio (P1): max E,(X(v))
link and the eavesdropping link in the fading stateare {a()}
respectively denoted as s.t. q(v) >0,Yv (11)
ro(v) =log, (1 + M) ) (7) @
92(v)q(v) + 0§ . . .
71 (V)p(v) Slnce_ the eavesdropp!ng non-outage probapXt@p) is irre-
r1(v) =log, (1 + T) (8) spective of the transmit powglr) at the suspicious transmit-
1

ter, it is evident that the optimal cognitive jamming sabuti
Based on the SINRy,(v) at the suspicious receiver ando (P1) is independent of the power allocation strategies
the SNR~;(v) at the legitimate monitor for one particularemployed at the suspicious transmitter. Also note thatlprob
fading stater, we consider that the legitimate monitor carfP1) is non-convex in general, since its objective funci®n
successfully eavesdrop the suspicious communication omigt concave over the jamming power allocatipf(»)}. De-
when 1 (v) is no smaller thany,(v) (i.e., v1(v) > v(v) spite the non-convexity, we will solve problem (P1) optilpal
or equivalentlyry (v) > ro(v)), since in this case the legit-in SectionTI].
imate monitor can successfully decode the information sentNext, consider delay-tolerant applications, where the sus
in the suspicious link. Here, in order to focus our study opicious transmitter sendsontent-based informatio(such as
the physical layer perspective, we have ignored the p@ssiblata files) to the receiver and the monitor targets at data-acc
encryption and decryption methods that can be employedmatilation and content analysis. In this case, every tramschit
higher layers in the suspicious user communication. Theeef bit may have the same significance to help content analysis,
we introduce the following indicator function to denote thand it is thus desirable for the legitimate monitor to eavesd
event of successful eavesdropping at the legitimate monitoas many bits (relative to the sent bits) as possible. As dtresu

1, if m(v) > 7o) we use the relative eavesdropping rate, defined as the averag
X(v) = { 0. otherwise. (9) eavesdropping rate over the average communication rateof t
’ ’ Erl) _ Evlro)X () a5 the content-

o ~ suspicious link, i.e.Ey(m(V)) = K 000)
where X(v) = 1 and X(v) = 0 indicate eavesdroppingpased legitimate eavesdropping performance criteriothin

non-outage and outage events, respectively. Note that e, the relative eavesdropping rate maximization pnokde
indicator functionX (v) is irrespective of the transmit powerthe legitimate monitor is formulated as

p(v) at the suspicious transmitter. Accordingly, we define the
eavesdropping rate of the legitimate monitor at fadingestat N E,(ro(v)X(v))

as B T Eure®) (2
r(v) = ro(V)X(v). (10) st @ and (D).

The legitimate eavesdropping performance depends on d?oblem [IP) is in general more challenging to be solved
ferent application scenarios for the suspicious communidghan (P1), which is due to the fact that the objective functio
tion. Specifically, we consider both delay-sensitive anidyle in (I2) is non-concave and depends on the transmit power
tolerant suspicious applications, and define the corretipgn {p(r)} employed at the suspicious transmitter. It is difficult
legitimate eavesdropping performance metrics as follows. to solve problem[(12) under general power allocations at the

First, consider delay-sensitive applications, in whicle thsuspicious transmitter. As a result, in Sectidng IV and V
suspicious transmitter adopts non-zero transmit pow(e we will solve problem [(IP) under two commonly adopted
at each fading state to delivewent-based informatiowith transmission schemes for the suspicious transmitter fixed
strict delay constraints (e.g., real-time videos taken tsy ipower transmission and water-filling power allocation pezs
own camera), and the legitimate monitor aims to contingoudively.



I1l. OPTIMAL COGNITIVE JAMMING IN DELAY-SENSITIVE Note that the optimal jamming power allocatidn; (v)}

SUSPICIOUSAPPLICATIONS depends o (2152 _ 52) _L_1 For afading state with
g1(v) 71 0) g2(v) ~
First, we consider problem (P1) to maximize the eavesdro HO_EV;U% — o2 % ; < 0, the monitor can already overhear
1% g2(v -

ping non-outage probability for event-driven monitoring i from ‘the transmitter successfully without jamming. Thus, |
delay-sensitive suspicious applications. Although (R1)an- always holds thaty; () > vo(r) and X (v) = 1, and thus no

convex in general, one can verify that it satisfies the imesmming is required, i.e.q7(v) = 0. For each of the other

sharing condition defined in_[25], as shown in the following_ .. o) 2 2\ 1 .
lemma. gadlng states(qfl’(y) o1 — 00) = >0 denotes the required

Lemma3.1: Let {¢"(v)} and {¢"(v)} denote the optimal jamming power for the legitimate monitor to successfully

solutions to (P1) under the average jamming power conkﬁraiﬁaveSdmp the suspicious Imk_' under which '.t . holds that
Q* andQ®, respectively. Then for any < ¢ < 1, there always 71(v) = 70(v). Among these fading states, the legitimate mon-

exists a feasible solutiofiy®(v)} such that itor selects to jam those Wlﬂégfl’gig o — ag) gziy) smaller
) than the thresholql—*, S0 as to maximize the eavesdropping
E, (X(v)) 2 0B, (X*(v)) + (1 = O)E, (X" (v)), non-outage probability while satisfying the average jamgni
E,(¢°(v)) < 0Q% + (1 -60)Q°, power constraint.
where {X"(v)} denotes the correspondifd( ()} in @) un- |y, OpTIMAL COGNITIVE JAMMING IN DELAY-TOLERANT
der the given jamming power allocatid’ (v)}, i € {a,b, c}. SUSPICIOUSAPPLICATIONS WITHFIXED POWER
Proof: This lemma can be proved by using a similar TRANSMISSION

approach as shown 'EUZS]' Con3|de_r each fading statbich In this section, we consider problem [12) to maximize the
happens over a certain amount of time. Then we can allocat

the jamming powerg(v) to be q®(v) for a # percentage *eTative eavesdropping rate for content-driven monitprin
jamming p : a1 W) P 9 delay-tolerant suspicious applications, where the simysc

of the time, andg’(v) for the remainingl — ¢ percentage transmitter employs fixed power transmission, igy) =

of the time. Then it follows thatX¢(v) = 6X*(v) + (1 — ) O PN

0)Xb(v) and¢*(v) = 0g°(1)) + (1 — 0)g*(v). By coming all P,vv. Note that fixed power transmission is a commonly used

theseyfadin qst;tes_ vge i\a%,(X_c( )q) Z IOEy(X“( )% i strategy that is easy to implement at the transmitter, while

(1 - O)E ()%b( ) énd E, (¢°(v)) _V 91[-;( a(” ) +V(1 _we will consider the case with adaptive power transmission

AR v d WD) = TE Y " at the suspicious transmitter in Sectioh V. With fixed power
OE,(¢°(v)) < 0Q* + (1 — 0)Q". This implies that the time-

sharing condition stipulated in_[25] is satisfied for prahle g:gsglosjlsolri]r’]kvyﬁmgvg:e the achievable ratgv) of the
(P1), and therefore, this lemma is verified. P

The time-sharing condition in Lemm@a B.1 ensures that Fo(v) = log, (1+ go(v) 2) (15)
strong duality or zero duality gap holds between (P1) and g92(v)q(v) + o
its Lagrange dual problem_[25, TheoremffiTherefore, we As a result, the relative eavesdropping rate maximization
can use the Lagrange duality method to solve problem (Rdbplem [I2) is reformulated as
optimally [27]. The optimal solution to (P1) is obtained et

following proposition. (P2): max Eu(fo(i/)X(V))
Proposition3.1: The optimal cognitive jamming solution to a0} Ey(ro(v))
(P1) is given as s.t. (@) and (.

g (v) = In the following, we solve problem (P2) by first equivalently
1 ) ) transforming it into solving a sequence of feasibility pesbs,
{ (Z(l)(v) of - 08) gz}l/)’ if0< ('Z‘i@) ot - 0’3) —92},,) < Al—»{, and then using the Lagrange duality method to solve each
0,

otherwise, feasibility problem.
(13) First, we introduce an auxiliary variabte and equivalently

. , ) _re-express problem (P2) as
where A\] denotes the optimal dual variable associated with

the average jamming power constraint[ (2). In particifar, ~ (P2.1): max ¢

{a()}t

i i ; go(v) 2 2 1
Q is sufficiently large withE, ((gl(u) oh 00) gz(u)) <@, st By (Fo()X (1)) > By (Fo(v))  (16)
it follows that A} — 0 and

@) and ().
q(v) = (go(y) o? — 05) L,Vu (14) Then, we show that the optimal solution to problem (P2.1) can
91 (v) g2(v) be obtained by equivalently solving a sequence of feasibili
Otherwise,\} is set such thak, (¢} (v)) = Q. problems each for a fixetland given by
Proof: See AppendixCA. [ | (P2.2): find {q(v)}
5The strong duality between (P1) and and its Lagrange duddlgmro can s.t. @), () and (IG). (7)

also be verified by using the technique in][26], which uses Liy@punov . .
theorem in functional analysis to prove the strong duality & class of Suppose that the optlmal value of prOblem (P2.1) is denoted

problems with “continuous formulations”. ast*, where it must hold thad < t* < 1. If problem (P2.2) is



. . . . TABLE |
feasible under a givet then it follows that* > ¢; otherwise, ALGORITHM FOR SOLVING THE FEASIBILITY PROBLEM (P2.2)

t* < t. Thus, by solving problem (P2.2) with differeti$ and
applying a simple bisection search over* can be obtained [ Algorithm 1
for problem (P2.1). As a result, to obtain the optimal sointi 1) Initialization: Set the iteration index. = 0, and given an ellipsoig¢®) C
to (P2.1) and thus (P2), we only need to solve problem (P2. 4)15) RC:’;‘;Z{ed afu(®, X
under any giverd) <t < 1. ) ] ) a) Solve problen{{d9) under giver™ andA("*) by using Propositiof 212

Next, we focus on solving problem (P2.2) with any given to obtal?j)z(p(”)) A

i ; ; ~ ; b) If fa(p'™,A'"™)) < 0, then problem (P2.2) is infeasible, exit the

0<t<1. Pesplte that probler_n (P2.2) is st|lllnon convey, it algoinﬁm Stherwise, go 1o the next step.
can be verified that strong duality or zero duality gap hotds f ¢) Update the eIIipsoidg“”rI) based %ngw and the subgradien
(P2.2), since it satisfies the time-sharing conditior [28jich 0 Zzg(:);/\l(_"))- Set[u(" ), A"+ as the center fog " 1.
can be Sim”arly shown as in Lemml For this reas_on-, in 3) Until the stopping criteria for the ellipsoid method is met.
the following we check the feasibility of (P2.2) and obtai®1 i | 4) set u3 = u™ and A; = A(™). Problem (P2.2) is feasible, ang
optimal solution (when it is feasible) by making use of the {qgﬂva)(V)} in Propositior{ZP becomes its optimal solution.
Lagrange dual function of problem (P2.2).

Let the dual variables associated with the constrain{s@ (1

and [2) be denoted by > 0 and A > 0, respectively. Then

the partial Lagrangian of problem (P2.2) is denoted as with
2 2 .
Lo({qw)}, 1, ) g(v) £min (Inax (07 V() P? + 4tﬂ2990(5/))92(’/)P/(1n2 A
_ 2
= (B, (X () = )0(1)) = A (Eu(g(»)) — Q). (18) P o ) <90(V) . 02) 1 >
) 1
As a result, the dual function of (P2.2) is expressed as 292(v)  g2(v) 91(v) °) g2 (v)
JA) = L sy A). 19 ) ) i . "
fali ) {q?r}gO} 2({a)} 1) (19) denoting the optimal jamming power when the legitimate

receiver cannot eavesdrop the suspicious link. Hare;) and
v2(v) denote the optimal values achieved by problém (20)
when X (v) = 1 (eavesdropping is successful) aAdr) =0
(eavesdropping is not successful), respectively, and &eng
by

Then, the following proposition helps determine whethetpr
lem (P2.2) is feasible or not.

Proposition4.1: Problem (P2.2) is infeasible if and only if
there existy > 0 and A > 0 such thatfa(p, \) < 0.

Proof: See AppendiXB. [

Note that for anya > 0, fo(ap,a)) = afo(u, ). As
a result, if problem (P2.2) is infeasible, thefa(u,\) is 01 (v) =p (1 = t)log, (1 +
unbounded from below, i.efz (i, A) — —oo; while if problem <

gl(V)P>

) (23)
9o
)

92(
WP\ o
()+UO) ). (24

(P2.2) is feasible, then it follows thatin,>o >0 f2(1, A) =
fa(us, A5) = 0 with u5 > 0 and A5 > 0 being the optimal
dual solutions to pr(_)blem (P2.2). This observation will lsed Uy(v) = — ptlog, <
to develop a numerical algorithm to solve problem (P2.2rlat

Now, it remains to solve probleni_(119) to obtaja(u, \) ] .
under any giveny > 0 and A > 0. By dropping the .Phroof. SeelAppend{C. hand, .d
constantAQ, problem [I9) can be decomposed into various With Propositions 411 anf[ 4.2 at hand, we are ready to
subproblems as follows each for one fading state present the complete algorithm to solve the feasibilityopem

(P2.2) via the subgradient based ellipsoid method [28], by

ga(v

I(I,}?fo WX (V) — )i (v) — Ag(v) (20) using the fact that the subgradient ff(u, A) is 32(%, A) =
7= [EU ((X(u,k)(y) —t) T(# A)( )) Q- E, (¢ (ks )\)( ))}
We then have the following proposition. under giveny and \. Here, {TOH A)(V)} and { X (1)}

Proposition4.2: Under any givernp, > 0 and A > 0, the denote the corres
bl ity ponding’(~)} and {X(v)} under given
optimal solution to problem{20) and thus probleim](19) |% (#A 1)}, respectively. The detailed algorithm for solving

given as problem (P2.2) is summarized as Algorithm 1 in Table I,
qé,u )\)( )= for which the optir/r\1al solution (when (P2.2) is feasible)
wi) 5 2\ 1 is denoted a q(“z’ )( )} with p3 and A3 denoting the
0 if {90791 = 90) Gy <0 optimal dual solution.
(Z(;El’j% o2 — gg) s, it 3351’3 0t —03) 77 >0 Finally, by applying Algorithm 1 to solve problem (P2.2) to-
and 7, (v) > (v geth_er with th_e blsectlo_n search for finding the optitfalwe
_ go(v) 2 o\ 1 obtain the optimal solution to problem (P2.1) and (P2). Unde
q(v), if (gl(v) 91~ UO) 20) ~ 0 t*, denote the corresponding optimal dual solutignand A3
and v1(v) < v2(v), to (P2.2) asu; and A\;. Then the optimal solution to (P2.1)

(21) and (P2) is given agq; (v)} with ¢5(v) = ¢8> (1), Y.



V. OPTIMAL COGNITIVE JAMMING IN DELAY-TOLERANT Note that problem (P3) is a more difficult problem than (P2).
SUSPICIOUSAPPLICATIONS WITHWATER-FILLING POWER  This is due to the fact that both the objective function of)(P3
ALLOCATION and the constraint i {26) are non-convex, and furthermore,

In this section, we consider problef{12) to maximize thge auxiliary variables is related to all the fading states. To
relative eavesdropping rate for content-driven monirin  OPtimally solve problem (P3), we adopt an approach by first
delay-tolerant suspicious applications, where the siyic finding the optimaKq(v)} under any given auxiliary variable
transmitter employs adaptive power transmission to meaemi/3 that is feasible (i.e., fof{2)[{11), and {26) to be satisked
its own average communication rate via water-filing powdh€ same time), and then using a one-dimensional exhaustive
allocation over different fading states. In this case, tbegr S€arch to obtain the optimlfor (P3) over its feasible regime,
allocation{p(v)} at the suspicious transmitter varies depend€:, the regime ofj for problem (P3) to be feasible. In the
ing on the jamming power profildg(v)} at the legitimate foIIc_)w_mg,we first determine the feasible reglmgﬁ)fand_th_en
monitor. As a result, we first present the water-filling powe?Ptimize {q(v)} for problem (P3) under any givefi within
allocation at the suspicious transmitter under any givgm)}, Such a feasible regime.
and then present the relative eavesdropping rate maxiinizat
problem over{q(~)} under such a power adaptation strategy. Finding the Feasible Regime 6f

First, suppose that the jamming power profflg(v)} at It is evident that in order for[{2),[{11), and(26) to be

the Ieg_itimate _mc_)nitor_ is given._ In this case, the SUSpiSiOléatisﬁed at the same time, the feasiplés upper and lower
transmitter optimizes its transmit power allocatién()} to  p o nded byg™sx and gmin, respectively. First, we obtain

maximize its average achievable dat_a rate(ro(v)) in the upper bound of3, i.e., 3. It is observed from[(25)
hfnd [26) that as the jamming power increases, the variable

optimal water-filling power allocation solution is given 3 decreases accordingly. As a result, the upper bound of

A 1 go(v)q(v) —|—0'(2) + (£ is achieved when the legitimate monitor does not send
pv) = m2- 3 90(v) , v, (29) any jamming signals by setting(v) = 0,Vv. By using this
together with and[(26), the er boug®®* can be
where [z]* = max(x,0), and 3 > 0 is the Lagrange dual ob%ained with [25) [26) HpPP uA

variable associated with the average transmit power cainstr

. " ) Next, we obtain the lower bound of, i.e., /™. Based
in (@) at the suspicious transmitter, such that o P

on the similar observation above, the lower bougt™

E, (p(v)) = P. (26) is achieved when full jamming power is employed with
E, (¢(v)) = Q. However, it remains unknown how the

amming power is allocated over different fading states. To
overcome this issue, we propose to solve a series of feiasibil

problems each with a givefi.

N 9o(v) "
and the corresponding relative eavesdropping rate is gigen st @, (1), and @8).
%. For any giveng, if problem [28) is feasible, thea™™ < j;
Next, under the water-filling power allocation ih_{25) forotherwise, we havg™" > 3. Based on this observatiofi"i»
the suspicious transmitter, the relative eavesdroppirig r@an be found by solving probleni(28) under any givén

maximization problem[{12) over the jamming power(r)} together with a bisection search overSince it is known that

Here, ﬁ can be interpreted as the water level. Cons
quently, tﬁe resulting achievable rate of the suspicionk li
for the fading state’ is given by

for the legitimate monitor is re-expressed as S should lie within the interval0, 5™*], the bisection search
E, (7o ()X () is employed over such an interval. Now, we only need to focus
(P3): on solving problem[{28) under any givehe [0, 3™2x].

m. _—
law)hp20 By (fo(v)) First, we show that strong duality holds for probleml(28),
st @), @), and @46), although it is non-convex in general due to the nonlinear

where 3 is an auxiliary variable to be optimized in additiorequality constraint in[{26).
to {q(v)}[1 In the rest of this section, we focus on solving Lemma5.1: Strong duality holds between probleln)28) and

problem (P3). its dual problem.
Proof: Note that the equality constraint ih_(26) is indeed

6The implementation of the water-filling power allocationquies the ; ; ; ; ; N
. <
suspicious transmitter to know the interference powsg)q(v), which can equivalent to two inequality constraints, i.&, (p(v)) < P

be measured by the suspicious receiver and sent back to tmcisus andE, (p(v)) > P. As a result, the time sharing prop_erty still

transmitter. holds for problem[{28)[125]. Therefore, strong duality hold
It is worth noting that the cognitive jamming optimizationoplem (P3) - hetween problen{28) and its dual problem. As a result, this

here can be equivalently formulated as a bi-level optinozaproblem, where | . d

the lower-level optimization task is for the suspicioussmitter to maximize emma IS proved. ) u

its average achievable ral&, (ro(v)), and the upper-level optimization task ~ Next, we use the Lagrange duality method to check the

is for the legitimate monitor to maximize the relative ealrepping rate. In feasibility of problem KZB) Since the derivation prOCGdliB

particular, (P3) is equivalent to the upper-level optirtiza task, while the . . . .
water-filling power allocation if{25) corresponds to théim@l solution (with similar to that for checklng the feaSIbIIIty of prOblem (22

respect to an auxiliary variablg) to the lower-level optimization. we omit the detail here, and leave it in Appenfik D.



B. Optimizing {¢(v)} for Problem (P3) Under Any Given Proposition5.2: The optimal solution to probleni(B1) is

Feasibles given as
Next, we obtain the optimal cognitive jamming powerqéltakv<>(y) —
solution {¢(v)} for problem (P3) under any give with . oon .
prmin < g < pmax - for which the optimization problem is Q@), if () > E)?’ v)
rewritten as: .

(£3.1): max Eeo)X @) and 62(v) > B(v) and G2(v) < @1(v) 7
{a)}  Ey(fo(v)) G3(v), if 03(v) > 01 (v) A A
s.t. @, (), and @0). and (03(v) > D2(v) or G2(v) = G1(v))
(33)
By introducing an auxiliary variable, problem (P3.1) is Here
equivalently expressed as ’
~ (V) N |: gO(V) _ 0-8 :|+ (34)
(P3.2): mas 1 o m2-Bga(v)  ga(v)
st. B, (fo(v)X (v)) > tE, (fo(v)) (29) denotes the jamming power such that the suspicious transmit
ter does not allocate any power over the fading stafelue
d :
@, @D, and @) to the water-filling power allocation),
To solve problem (P3.2), we use a similar approach as for go(v) 11t
solving (P2.1) in Sectiof Ill, in which we first solve the G2(v) & K D 52 —0(2)> )] (35)
following feasibility problem under any given and then g91(v) g2(v
searcht via bisection over the regim@, 1]. means the minimum jamming power for the legitimate monitor
to successfully eavesdrop the suspicious communicatiwh, a
(P3.3) : find {q(v)} . o . .
G3(v) = min(G1 (¥), G2 (1), Ga(¥))]" (36)

st. @), @), @46), and @3).
represents the used jamming power when the legitimate mon-
In the rest of this subsection, we focus on solving the feasior cannot successfully eavesdrop with

bility problem (P3.3).

2
First, it can be verified similarly as for Lemm@s13.1 &nd 5.1 da(v) 2 go(V)tp ~ % @37
that strong duality holds between problem (P3.3) and itd dua n2-(go(V)A = Cg2(v))  g2(v)

problem. As a result, we use the Lagrange duality method Agcordingly, their resultant objective values of probldB&ilY
solve this problem. Let the dual variables associated \hiéh tare respectively given by
constraints in[(29)[{2), anf{P6) be denotediby 0, A > 0,

¢, respectively. Then the partial Lagrangian of problem 3p3. () = =Aq (@), ) (38)
is denoted as - goV
=pu(l—1)1 —
A R e P )
Ls({a@)}. 1.0, €)= 1 (B (X (1) — )fo(1)) Ny O AR AN
~AE, () ~ Q) ~ ¢ (E, (p(») ~ P).  (30) ~AB(v) =¢ (1n2 R~ ) - 39
As a result, the dual function of (P3.3) is expressed as 3 = —tul ( go(’f) )
Po) = =108 \ B (1@ () + 03)
() = L A ). 31 i 2
f3(i, A, Q) {q%go} s({aW)}, 1, A Q) (31) “Ads(v) = ¢ ( 1 _ 92(¥)g3(v) +00> . (40)
. _ _ In2-p3 go(v)
The dual problem is accordingly written as Proof: See AppendigE. -
min  f3(i A\, Q). (32) With the optlma! solution to problerﬂBl) given in Propamiti
1>0,2>0,¢ together with Propositioh 3.1, we can then apply the

Here, the optimal value of the dual problemn](32) is zer?"ipsﬁid T]ethog to Zplve the dual p_robIeEI(32) by using the
when problem (P3.3) is feasible, while it approaches-te act that the subgradient of; (1, A, ¢) is

otherwise. _ (1152,€) N(ZPN9)
s3(p, N\ Q) = |Ey ( (X v)—t|n v)),
Similar to Propositioi_ 4]1, we have the following proposi- a1 A ) [ (( ) ) 0 ( )) .
tion, whose proof is omitted for brevity. This propositioanc Q —E, (¢ ")), P ~E, (ﬁ(uA,C)(V))}

be used for checking the feasibility of problem (P3.3) later
Proposition5.1: Problem [(2B) is infeasible if and only if Here,{f&u")"o(y)}, {X A1)}, and {p+(v)} denote
there existy > 0, A > 0 and(¢ such thatfs;(u, A, ) < 0. the correspondingo(v)} in @7), {X (v)} in @), and{p(v)}
Furthermore, we have the following proposition to find thgy @5) under given{qéﬂﬂv@(,/)}, respectively.
optimal solution to problem((31) to obtaifs(u, A, ¢) under  Note that the detailed complete algorithm for solving prob-
given anyu > 0, A > 0, and. lem (P3.3) is similar to Algorithm 1, and thus is omitted



e is worse than the suspicious communication link and thus
the eavesdropping will not be successful without proactive
507 1 jamming. In this case, the optimal solutiofy;(v)} for
delay-sensitive applications are different frofn;(v)} and
{¢5(v)} for delay-tolerant applications. Specifically, in delay-

40+

sl ] sensitive applications, the legitimate monitor only janvero
the desired fading states when it can successfully eavesdro
20 ] (after jamming); while in the delay-tolerant case, thetietate

Relative eavesdropping rate (%)

monitor may also jam over the undesired fading states when
it cannot successfully eavesdrop (even after jammingkesin

it helps reduce the communication rate of the suspicious lin
in these fading states and therefore increase the pereeatag
successful eavesdropping rate in the desired channes state
Fig. 2. The relative eavesdropping rate versus the varigblehen the Finally, note that the optimal solutior{qg(y)} and{q§ (y)}

suspicious transmitter adopts the water-filling powercatmn in the delay- are also different from each other at each fading Stagth
tolerant case.
go(v) 2

_ o Mo ag) #(,j) > 0. For example, when the suspicious
for brevity. Therefore, problem (P3.3) is finally solved. h transmitter can adjust its transmit power via water-fillitige
problem (P3.3) is feasible, we denote its optimal solutisn gegitimate monitor may choose between the jamming power
{a5()}. ¢1(v) such that the suspicious transmitter does not allocate

FinaIIy, we use the bisection search .tO find the optitrfal’ power over the fadmg state, VersusdQ(V) such that the
problem (P3.2) under any giveh € [3™™, 3], and apply |egitimate monitor can eavesdrop the suspicious link over
the exhaustive search to obtain the optimdbr problem (P3). that fading state. In contrast, when the suspicious tratemi
Let the optimal for problem (P3) and the correspondingadopts fixed power transmission, the legitimate monitorsdoe
optimal ¢ for problem (P3.2) be denoted by** and ¢**, not need to consider the first option. It is also worth noting
respectively. As a result, the accordingly obtaingd(v)} that it is difficult for us to analytically compare the resod
becomes the optimal cognitive jamming power solution tglative eavesdropping rate under fixed power transmission
(P3), denoted byg;(v)}. Therefore, problem (P3) is solved.with that under water-filling power allocation. As will be

Remark5.1: To provide more insight, Fidl2 shows the obshown in the numerical results later (see Eig. 8 in Secfidn VI
tained relative eavesdropping rate (the optimal value 8f}} the relative eavesdropping rate under fixed power trangmniss
under givenj versus the variablgg (in the range between s higher than that under water-filling power allocation.isTh
g™t and gmex), where the system parameters are set as jifiplies that due to the potential water-filling power alltoa
Section[V] and the average jamming power at the legitimage the suspicious transmitter, in general higher average ja
monitor is set to be) = 20 dB. It is observed that the ming power is required for the legitimate monitor to achieve

relative eavesdropping rate first increases and then d®ses the same relative eavesdropping rate as in the case with fixed
a function of 3. Note that we have also conducted simulationgower transmission.

under other setups which are not plotted here, and such a

property is also shown to be valid under these tests, althoug

it is very difficult to rigorously prove it. This property infips VI. NUMERICAL RESULTS

that a simple bisection (instead of the complex exhaustive ) ) ) ) )
search) may be sufficient to find the optimalfor problem In this section, we provide numenca] results to vaI_|date.
(P3). As a result, the complexity of solving problem (P3) cal® Performance of our proposed proactive eavesdropping Vi

101

0 i i i i i i i i
0.0095 0.01 0.0105 0.011 0.0115 0.012 0.0125 0.013 0.0135 0.014
B

be significantly reduced. cognitive jamming approach, in terms of the eavesdropping
non-outage probabilitE, (X (v)) and the relative eavesdrop-
i E, (fo(W) X (1)) i i
C. Comparison Among Different Optimal Cognitive Jammingind rate = ry==. For comparison, we consider three
Solutions benchmark schemes as follows: Rjoactive eavesdropping

... with constant-power jammingdn this scheme, the legitimate
ming solutions under different application scenarios ir(;l]ﬁonitor uses constant jamming power over all fading states,
N ; . " "q.e., q(v) = Q,Vv. 2) Proactive eavesdropping with “on-off”
{ai(m}, {az(v)}, and{g3(v)} for problems (P1), (P2), and ;3 ming in this scheme, the legitimate monitor does not send

(Pﬁ?;srtespegg\rfse:éller each fading state v  with any jamming signal over the fading stateith gz—(ﬁy) = gld—(%y)
90(v) ’2 2\ 1 . (i.e., the eavesdropping is successful even without any jam
\ 91(v) PO 0’_ yvhere the e_ave.sdro.pplngming), and allocates the jamming power equally over all the
link is better than the suspicious communication link. '%therfading states. Passive eavesdropping without jammiing
this case, since eavesdropping is always successful andifghis scheme, the legitimate monitor does not send any
jamming is required, the three optimal solutions are icexhti jamming signal, i.e.q(v) = 0, Vv.
Le., q3(v) = g3 (v) = ¢i(v) = 0. , , In the simulation, we consider Rayleigh fading and set the
N(s;(t'Q conslderl each of the other fading state_swnh_ channel coefficients, (v), hi(v), andhq () to be independent
(%01 - Uo) 707 > 0. where the eavesdropping linkcsSCG random variables with mean zero and variarices,
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Fig. 3. The eavesdropping non-outage probabilitfFig. 4. The relative eavesdropping ratemig. 5. The average suspicious communication
E, (X (v)) versus the average jamming powgrat M versus the average jamming powerate E(7o(r)) and the average eavesdropping rate
the legitimate monitor in delay-sensitive suspicioug, af the regitimate monitor in delay-tolerant suspilf(7o(¥)X (v))) versus the average jamming power

applications. cious applications, where the suspicious transmitté¢ at the legitimate monitor in delay-tolerant suspi-
employs the fixed power transmission. cious applications, where the suspicious transmitter
employs the fixed power transmission.

and0.1, respectivelyyv, by assuming that the legitimate mon- Finally, Fig.[8 shows the relative eavesdropping ratesugers
itor is far away from the suspicious transmitter and recedge the average transmit powdr at the suspicious transmitter
compared to their distance. Furthermore, we set the transimi delay-tolerant suspicious applications, where bothdfixe
power at the suspicious transmitter to Be= 20 dB unless power transmission and water-filling power allocation & th
otherwise stated, and the noise powers toofle= o7 = 1. suspicious transmitter are considered. Here, the aveeage j
Here, the system parameters are normalized without lossnoihg power at the legitimate monitor is set to e = 20
generality, and can be easily extended to the case wittstiealidB. It is observed that under the same average jamming
parameters. power, the relative eavesdropping rate under the fixed power
First, consider delay-sensitive suspicious applicatidiig. transmission at the suspicious transmitter is higher than t
shows the eavesdropping non-outage probabilityX (1)) under the water-filling power allocation, especially whée t
versus the average jamming pov@at the legitimate monitor. average transmit powef at the suspicious transmitter is
It is observed that the proactive eavesdropping (with bo&mall. This shows that the dynamics of water-filling power
cognitive jamming and constant-power jamming) achievé@docation at the suspicious transmitter degrades thecfivea
higher eavesdropping non-outage probability than theiypmsseavesdropping performance at the legitimate monitor, hed t
eavesdropping, while the cognitive jamming with optimaggitimate monitor needs to use higher average jamming powe
power control outperforms the constant-power jamming. when the suspicious transmitter adopts water-filling power
Next, consider that the suspicious transmitter employsifix@llocation to achieve the same performance as that under fixe
power transmission in delay-tolerant suspicious appticat POWer transmission.
Fig. [4 shows the relative eavesdropping r io((;;)(f)()”))
versus the average jamming povégiat the legitimate monitor. VIlI. PRACTICAL IMPLEMENTATION OF PROACTIVE
The proactive eavesdropping via cognitive jamming aclgeve EAVESDROPPING

the best eavesdropping performance in terms of the relatives o e ding sections focused on characterizing the fundamen
eavesdropping rate. Furthermore, Fig. 5 shows the averggeinsormation-theoretical limits of proactive eavespping

suspicious .communjcation ratE(Fo(u)).and the average nder the assumption with perfect SIC and global CSI at
eavesdropping raté(ro(v) X (v)), respectively. It is observed legitimate monitor. In this section, we consider a more

Fhat as compared.to the constant-power jamming, the Cc’gn'tbractical case with residual Sl and local CSI only, and acor
jamming with optimal power control achieves higher averagg . gesign an efficienonline cognitive jamming scheme,

eave_sdroppmg_rate. This _s_hows that _by utilizing the Op't'mf?'nspired by the optimal cognitive jamming above. In the
cognitive jamming, the legitimate monitor can not only &RVe{illowing, we particularly focus on the eavesdropping non-

drop a higher pgrcentage of data bits but also a Iarger. Vo'”%\?tage probability maximization problem for delay-sewsit
of data. This validates the advantages of the prOpOSGdtIDmacapplications. Similar ideas and analysis can be used teeaddr

eavesdropping via cognitive jamming with the optimal powgRe rejative eavesdropping rate maximization problems for

control. _ . . delay-tolerant applications, but the details are omittedeh
In addition, consider the suspicious transmitter employge to space limitation.

water-filling power allocation in delay-tolerant suspigso

ap(plications. Fig[16 shows the relative eavesdropping rate ] - S
% versus the average jamming power at the A. Eavesdrppplng_Non—Outage Probability Maximization in
legitimate monitor, and Figl7 shows the average suspiciol® Case with Residual SI

communication raté&(ry(v)) and the average eavesdropping First, we investigate the effect of the residual SI at thétleg
rate E(7o(v)X (v)), respectively. The two figures can beamate monitor by assuming the loop-back channel power gain

similarly explained as for Fig§l 4 aild 5, respectively. from the jamming to the eavesdropping antennag(a$ in the
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Fig. 6. The relative eavesdropping ratemig. 7. The average suspicious communicatiofrig. 8. The relative eavesdropping rates versus the
M versus the average jamming powerate E(7q(v)) and the average eavesdropping rataverage transmit poweP at the suspicious trans-
Q at %he(legmmate monitor in delay-tolerant suspi(7o(v) X ())) versus the average jamming powemitter in delay-tolerant suspicious applications.
cious applications, where the suspicious transmitté? at the legitimate monitor in delay-tolerant suspi-
employs the water-filling power allocation. cious applications, where the suspicious transmitter

employs the water-filling power allocation.

fading statev. Suppose that the SIC at the legitimate monitayy(v)o? — g1(v)od > 0), then the minimum jamming power

achieves an Sl reduction ¢f (in dB). Then, the residual Sl in for the eavesdropping to be successful is givenjay) £

this fading state is given as(v)q(v)/¢ = ¢(v)q(v), where 90119 __ \which is valid only when the residual SI
_ (1)g2(¥)—g0 (V)P (v)

d(v) = ¢(v)/ denotes the effective loop-back channel powgt not so strong (i.e.g1(v)g2(v) — go(v)d(v) > 0 holds). By

ga|n aftel’ SIC As demonstrated In praCtlcal fu” dup|edlm Companng Proposrnom 1 versus Propos|- 7. 1 we mser
[15], jointly using analog and digital SIC methods can aehie that threshold-based jamming power allocations are optima

up to 110 dB SI reduction. With the residual SI, the SNR @ maximize the eavesdropping non-outage probability ith bo
the legitimate monitor in[{6) can be revised as the followinggses without and with residual SI, where the jamming power
SINR: cannot exceed the thresholgs and -, respectively.

- 91 (v)p(v)

V)= — 41
= G ew) + @
In this case, the successful eavesdropping indicator ifumct

B. Online Cognitive Jamming Under Practical Assumptions

in @) is rewritten as Inspiied by the optimal thresnold—baeed powe.r_allo_catmn i
Proposition 7.1, we then consider online cognitive jamming
() :{ L if %1 (v) 2 (@) (42) Strategies under the following practical assumptionsstFir
0, otherwise. instead of considering the case With infinite fading stat&s
mization problem (P1) is thus re- expressed as channels being constant over each block Accordingly, we
~ usev € {1,...,N} to denote the index of the time block
(P4) : ma;(o E, (X(V)) in this subsection. Next, at each time block, the legitimate
{a()20} monitor does not know the suspicious chanmglr) or
5L : the jamming channed,(v), but it knows the eavesdropping
st @ h h but it k h d
We have the following proposition. channelg; (v) and the effective loop-back channg{v) via
Proposition7.1: The optimal solution to problem (P4) ischannel estimation based on the received signals. Therefor
given as it knows the resultant SINRy;(v) at the itself under any
. given jamming power. In addition, under any given jamming
a;(v) = power, the legitimate monitor can infer the resultant stispis
v)oZ— v)o?2 . I 1 I I
. (gg)(gz)(;)_%lo((y))(;(u)’ if g1(v)g2(v) — go(V)p(v) >0 communication r_a.te*O(V) in (]ZI) (and accordingly the SINR
9o()02—g1 (1) . 7o(v) at the legitimate monitor) by analyzing the received
and 0 < RGeS Af signals from the suspicious transmitter.
0, otherwise,

Under this setup, we propose an online cognitive jamming
(43)  scheme by separating each time block into two phases: one for
where \; denotes the optimal dual variable associated witRarning the required jamming powgt(v) at that time block,
the constraint{2). and the other for eavesdropping information. In the follogyi
Sketch of Proof: Note that strong duality still holds We first discuss how to learr (v) at the first phase, and then

between (P4) and its Lagrange dual problem. Therefore, tipggsent the design of the thresholds and the corresponding
proposition can be verified by applying the Lagrange dualitgmming powers over tim_e for the second phase. _
method to solve (P4), similarly as in Propositibn]3.1. The 1) Learning the Required Jamming PoweAt the first
details are omitted here for brevity. m phase of each time block, the Iegitimate monitor estimdtes t

Proposition[ 71l shows that at each fading statef the required jamming powef* (v) = ‘70 ”)"1 ‘“(”)”0 . At the

(v)
eavesdropping link is weaker than the suspicious link,(i.dirst glance, this is a very difficult tasl%as |tg(does not know th
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TABLE Il . . . .
ALGORITHM FOR THE ONLINE THRESHOLD BASED JAMMING blocks. In the simulations, we consider the suspiciousstran

mitter and the suspicious receiver are located at (0, 0) 500 (

« Initialization: set the initial threshold as(1). meters, 0), respectively. We_consider Rayleigh fading [_xbhn
e« Forv=1,...,N model, where the pathloss is assumed ta (¥ d,) ", with
- Jam_min(% : D—OVYEEV)O-IE;E;VJL eéi*t(fzél)lowsétha;(v_), EI:IS _h%\{e + = —60 dB at a reference distance df = 10 meters, and
ol u’pdqate;if’% S qontine () < Q. we haver (v 4 the pathloss exponent is = 3. Here,d denotes the distance
1) = 7(v) + x; otherwise,7 (v + 1) = 7(v) — x. between a transmitter and a receiver. Furthermore, we @ensi
+ Endfor the SIC capability at the legitimate monitor to pe= 110 dB

[15]. For the practical online cognitive jamming, we set the
initial threshold asr(1) = 2@Q, and the step size a3,/1000.

channelso(r) andgs(v) at that time block. Fortunately, under!n addition, we set the noise powersas= of = —80 dBm,
any given jamming power employed, the legitimate moniténd the transmit power at the suspicious transmittef as40
is able to know the resultant SINRg (v) at the legitimate dBm. _ _ _ )
monitor andv,(») at the suspicious receiver. As a result, the First, consider that the jamming and eavesdropping angenna
legitimate monitor knows whether the currently used jamgnirPf the legitimate monitor are co-located at (500 meters, 500
power is larger or smaller thaji (v). In this case, by adjusting meters), where the Ioop—back_ channel_power gain is assumed
the jamming power based on a bisection manner, the legitim# P& ¢(v) = —15 dB, v (with the distance between the
monitor is able to findj* () at that time block. eavesdropping and jamming antennas being a half wavelength
Note that in general, longer learning time results in mof80)- Fig.[d shows the thresholdg A} by the optimal jamming
accurate estimation of*() in the first phase, but reduces2nd7(v) by the practical online jamming, whe€@= 30 dBm.
the length of the second phase for eavesdropping informatidt IS 0bserved that the threshold under practical onlineemg
Therefore, there exists a tradeoff in designing the length §ONverges to a similar value as the one under the optimal
the two phases to optimize the eavesdropping performantnming, thqugh it fluctuates_ over time due to the relatwel_y
especially when the wireless channels fluctuate fast (@ug, [a'9€ Step size employed. Fig.110 shows the eavesdropping
to the mobility of suspicious transmitter and receiver) aadh "ON-outage probability versus the average jamming paer
time block is with a finite length. In this section, we considg!t 1S observed that our proposed online jamming (with SI)
that each time block is sufficiently long and thus the tim@chieves close performances to the optimal jamming (with
consumed for estimation in the first phase is negligible. ~ S!, Which shows the effectiveness of our online threshold
2) Online Threshold-Based Jamming Desighfter §* (v _adaptatlon and jamming power design. The online jamming
is obtained, we propose a practicahline threshold-based 'S also observeq to significantly outperform other be_nclkmar
cognitive jamming design, inspired by the optimal cogritivSchemes including constant-power jamming, on-off jamming
jamming solution in Propositidi 7. 1. In particular, at esighe  2Nd passive jamming. Furthermore, the performance aahieve
block v, the legitimate monitor updates a thresheld) and by the_ optimal jamming with SI is |r_1fer|or to that without Sl,
accordingly obtains the online jamming power@sine () = especially when the average jamming power is Ia_rger than 30
§*(v) when the required jamming powe () is no larger dBm Sych a performance loss is plue to the.re5|dual S| that
than the threshold(r/), andgonine(v/) = 0 otherwise. Further- is S|gn|f|cant_at the co-located Iegmmate mqmtor. .
more, at each time block, if the average jamming power so Next, c_o.nS|derthat.the eavesdropping and jamming antennas
far (i.e., 1 37, Gontine(v)) is less than the maximum averagé)f the legitimate monitor are separately located at (25_03met _
power(), we increase (v + 1) ast(v +1) = 7(v) + x SO as 500 meters) and (500 meters, 500 meters), respectively. Fig

to jam over more blocks subsequently: otherwise, we deereddl Shows the eavesdropping non-outage probability versus
F(v+1) ast(v+1) = 7(v)—x. Here,x > 0 denotes a constanttN€ average jamming powep. Due to the effectiveness of

step size that is a design parameter. To summarize, we éist #{C in this case, the optimal jamming with Sl is observed
detailed algorithm in TabIE]Il. to perform the same as that without SI. Furthermore, the

It is worth noting that in the proposed online thresholdRroPosed online jamming W_ith SI_ is ob_served to haye a similar
based cognitive jamming, the threshal@)’s will converge p_erformance as thqt of optimal jamming, a_\nd achieves much
to the optimal threshold/\; if the step size is sufficiently higher eavesdropping non-outage probability than therothe

small and the number of time blocks is sufficiently large. Penchmark schemes.
This is due to the fact that at each time block the value
of L. Z;’:—ll Ponline(V) — @ can be viewed as a good ap- ) . _ ]
proximation of the subgradient of the dual problem of (P4), ThiS paper proposes a new proactive eavesdropping via

and therefore, the sequence Iofr(x)'s will converge to the cognitive jamming approach for a legitimate monitor to ef-
optimal dual variable\?. ficiently intercept a point-to-point suspicious commuiima

link in fading channels. Under ideal assumptions of perfect
. SIC and global CSI and by considering both delay-sensitive
C. Numerical Examples and delay-tolerant suspicious applications, we formubgtie-
We conduct simulations to illustrate the effect of residuahization problems to maximize the eavesdropping non-@utag
Sl and show the performance of our proposed online cognitigeobability and the relative eavesdropping rate at thetilegi
jamming design under a practical setup with= 10° time mate monitor, respectively, by optimizing its jamming powe

VIIl. CONCLUDING REMARKS
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Fig. 9. The threshold comparison between théy. 10. Performance comparison between thRey. 11.  Performance comparison between the
optimal and online cognitive jamming, where theptimal and online cognitive jamming in the casaptimal and online cognitive jamming in the case
maximum average jamming power is seti@s= 30 when the eavesdropping and jamming antennas &fren the eavesdropping and jamming antennas are
dBm. co-located at the legitimate monitor. separately located at the legitimate monitor.

allocation subject to an average jamming power constraint. APPENDIX
Despite the non-convexity of these problems, we obtairr thej .

optimal solutions by utilizing the Lagrange duality method ~ Proof of Proposm-o.rB]l _ _
Numerical results show that our proposed proactive eaves\We prove Propositiofl 3.1 by using the Lagrange duality
dropping via cognitive jamming can significantly improve’nethOd. Let)_\ > O_denote the dual yarlable associated Wlth
the eavesdropping performance as compared to conventidhgl average jamming power constraintfih (2). Then the partia
heuristics. Our proposed proactive eavesdropping designLagrangian of problem (P1) is expressed as

also extended to the practical case with residual Sl and loca

CSI only. We hope that this paper can provide a new paradigm Li({a@)}A) =By (X () A (E(e(v) — Q). (44)

for designing legitimate surveillance in emerging wirslespefine the dual function as

communication networks. Due to the space limitation, there

are various important issues that are unaddressed in thés.pa i) = max  Li({q(v)}, V). (45)
We briefly discuss them in the following to motivate future {a(»)20}
studies. Accordingly, the dual problem of (P1) is given by
First, in the future the suspicious users may be intel- (D1) : min f1 (). (46)
A>0

ligent and be able to detect the legitimate monitor (see,

e.g., [31]), deploy more antennas, and even utilize adwince since strong duality holds between (P1) and its dual prob-
physmal—layersecur.lty techniques (aldeq by the artifnm;e lem (D1), we solve (P1) by equivalently solving (D1). In
[32)) to defend against the eavesdropping attack. These aprticular, we first solve probleni(45) to obtafa(\) under

eavesdropping techniques can be viewed as the counternﬂeﬁfy given) and then solve problem (D1) to find the optimal
sure of the wireless information surveillance. Modelinglany denoted byA.

gnalyzir_wg their interplay, e.g., via game theofy|[33], are First, consider problem[{#5) under any given > 0.

interesting open problems. By discarding the constant termiQ, problem [@5) can be
Next, in practical wireless networks there may exist massifiécomposed into a sequence of subproblems as follows each

suspicious users each with more than one antennas, and fi9&Pne fading state'.

may adapt _the transmit beamformers to defend against th_e max X (v) — Aq(v) (47)

eavesdropping. To ensure the successful eavesdropping in a(v)>0

th|s_ case, we may need_ a large number of mulU-antenw(\e solve problem[{47) by considering the two cases when

legitimate monitors with either separate or co-locatedesav /" ,~ =~ ,\ w0 2 2\ 1

dropping/jamming antennas. How to select the mode (i.e(.gl(u)al B UO) moy =0 and (gl(v)al _UO) wo >0

eavesdropping or jamming) for each antenna at differerispectively. Whe 90(”)0% —02) =L <0, it always holds

legitimate monitors, and coordinate the eavesdropping af?'%\tX(u) -1 provié]é((lj/)thatq(y) ZQSfVa)md thus probleni(a7)

jamming design at different antennas is an interestinglpmb becomesnax,,)>o 1—Ag(v), for which the optimal solution

worth pursuing in the future work. is q(A) —0
7 =0.
Furthermore, to approach the proactive eavesdropping perOn the other hand, whe ‘Z?EZ% 02 — o} q;y) > 0, prob-

formance upper bound (beyond the online jamming), it i&m [47) is solved by comparing the optimal values under the
critical for the legitimate monitor to obtain the global CSkgjlowing two subcases.

(especially the CSI of the suspicious link). Some channelgypcase 1: X(v) = 1 or equivalently ¢(v) >
learning ideas in cognitive radio and energy-based feddbaCs(v) 2 2\ 1 In this case, problem (47 beco_mes
(see, e.g.,[[34]5[37]) may be borrowed for the legitimate®: () ! UO) 2(v)” P )

g
monitor to learn the CSI of the suspicious link. maxq(u)z(%(") 02-03) 75ty 1= Aq(v), for which the solution

91 () 92(v)
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is q(v) = (90(”)0% - ag) L, and the resulting optimal C. Proof of Propositiof 412

91(v) g2(v)’

value is1 — A (gl“—gl’jga% - ag) OL First, we consider the case whé@‘l’g—zga% — 03) 0y < 0.

Subcase 2:X(v) = ‘0 or equivalently ¢(v) < In this case, it always holds that(v) = 1 provided that
(-‘;Z’EZ; o} — ag) 67+ In this case, problem{#7) becomeg(v) > 0. As a result, problen{(20) becomes
.InaXOSQ(V)<(g[1)EZ; P —)\q-(z/), for. which the.solutlon max w1 = ro(w) — Ag(v),
is ¢(v) = 0, and the corresponding optimal value(is -

By comparing the two subcases, we havgy which the optimal solution gl (1) = 0.
that if 1 — X\ (;"fgzg o? — 03) 92#(,,) > 0, then  Next, we consider the other case when

. o) 2 2\ _1 :

qy) _ (ZTEQ o2 — 03) giy); otherwise, q;A) — 0. By (;"i(y) o7 00) »e7 > 0. In this case, problem[{20)

ig, solved by comparing the optimal values under the two

summarizing the above two cases, the optimal solution ;
subcases whe (v) = 1 and X (v) = 0, respectively.

problem [47) is given as

o) Subcase 1:X(v) = 1 or equivalently ¢(v) >
o (v) = (gfgzg 0% — 0—3) —r5- I this subcase, problerfi{20) becomes

{ (gfggga‘f‘_ag) s ifo< (—gjgggaf_ag) <1, M, - () gz gy o (1= 1) 70(v) = Ag(v), for which

(v) g2(v)
0, otherwise. S go(v) 2 2 1
the solution isy(v) = (g[f(y) o1 =05 ) 5307 and the resultant
(122!).

48 -
) ) (48) optimal value is given as; (v) in
Therefore, the dual functioffi (\) has been obtained. Subcase 2:X(v) = 0 or equivalently g(v) <
Next, we solve the dual problem (D1) to find the optimal e(go(u) 2 2\ 1
via the bisection method by using the fact that the subgradi

w01 — 00 ) gy N this subcase, problefi (20) becomes

of fi(\) is indeeds;(\) = Q — Ey(q§’\)(y)) under any max — ptro(v) — Aq(v)

given A > 0. By substituting the optimal; into (48), then a(v)

the optimal solution to (P1) is given a&si(v)} in (@3). 5t 0 < qv) < <90(V)o—2—cr§> : 1,/)' (50)
2

Note that ifE, ((%0% - 03) 92%,,)) < @, then we have () ?

s1(A) > 0,¥A > 0. In this case, we hava” — 0 and the Note thatr(v) is a convex function in(v) > 0. As a result,
optimal solution degrades tb {14). Otherwisg, is set such proplem [BD) is a convex optimization problem. By using the
thats; (A]) = Q — E,(¢7 (v)) = 0. Therefore, the proposition standard convex optimization technique, the optimal &miut
is finally proved. to problem [BD) is given ag(v) = g(v) in @22) and the
resulting optimal value is expressedwagy) in (24). Note that

in the case withg(v) = (;’fgzg o? — 03) 70 the solution
q(v) = @(v) here cannot be exactly achieved due to the strict
power inequality constraint in problef {50). Neverthel¢isis
would not affect the solution td (20), since in this case the
optimal valuevs(v) here is always smaller than that in the
subcase 1, i.ey; (v).

By comparing the optimal valuess(v) and wva(v),
the optimal solution ¢ (v) in the case when

(nax AMQ —Eu(9(v))) (49) (gggggaf—ag)q%(u) > 0 can be obtained. By using

s.t. (IG) and () this together with the solution/"" (v) = 0 in the case with
ﬁa? — 03) —L_ < 0, the optimal solution to problem

B. Proof of Propositioh 411

First, we prove the ‘if' part. Let{q(v)} be a feasible
solution set, then for any, > 0 and A > 0, it follows that
falp, N) > Lo({q(@)}, 1w, A) > 0. Then if there existu > 0
and A > 0 such thatfz(u, A) < 0, then problem (P2.2) is
infeasible andu and A are one certificate of infeasibility.

Next, we prove the ‘only if’ part. Consider a given> 0,
and define the following problem.

Note that problem[{49) is always feasible for ahyg t < 1, g1 (v)7 1 92(V) - X o
via the legitimate monitor setting its jamming power to b&0) is finally given in [2Il). Therefore, this proposition is
sufficiently large, e.g.q(v) — oo, V. Let the optimal solu- Proved.
tion to problem [[4P) be denoted bfy(v)}. Since problem
(P2.2) is infeasible, it follows thak,(¢(v)) > @ and thus D. Checking the Feasibility of Problerfi{28)
A (@ —E,(g(v))) < 0. Furthermore, note that strong duality
holds for problem [(49) since it satisfies the time-sharin
condition. By lettingu denote the dual variable associate
with the constraint [(16) in probleni_(49), then it is eas
to show that there exists a dual variahle> 0 such that Z({q(v)}, ), ¢) = =X (E,(q(v)) — Q) — ¢ (E, (p(v)) — P).
maxsq(v)>0} EQ(&](”)}?Ha /\) = ‘CQ({Q(V)}’Ev A) < 0. As (51)
a consequence, we have(u,\) = Lo({q(v)}, p,A) < 0.
Equivalently, there existu > 0 and A\ > 0 such that
fa(u, A) < 0. Therefore, this proposition follows immediately. fA Q) = { I(ngdf } L{qg()}, ), 0). (52)
q(v)>0

Let the dual variables associated with the constraintglin (2
d [26) be denoted by > 0 and(, respectively. Then the
artial Lagrangian of probleni (28) is denoted as

As a result, the dual function of (P2.2) is expressed as
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The dual problem is accordingly written asiny>o ¢ f(),¢). in @8)). In this case, problerl (55) becomes
Based on Lemm&5.1, we check the feasibility of problem

(28) by solving its dual problem. Similar to Propositionl4ne max (1 —t)log, < 90(v) 5 > - \q(v)
have the following proposition, for which the proof is oraidt ) In2- ﬁ(QQ(V)Q(VQ) +0)
for brevity. ¢ ( L W)+ Uo)
PropositionA.1: Problem [ZB) is infeasible if and only if In2-53 9o(v)
there exist\ > 0 and¢ such thatf(\,¢) < 0. s.t. g2(v) < q(v) < @1(v). (56)

In addition, we have the optimal solution to probleml(52)pte that problem{36) is feasible only when(v) < ¢ (v).

given in the following proppsition. . ~ Furthermore, the objective function of problem](56) is c@av
PropositionA.2: The optimal solution to probleni(52) is 55 a function of;(v). As a result, its optimal solution is either

given as q(v) = G2(v) or q(v) = ¢1(v). Whengq(v) = ¢ (v), the
A . ¢ Co? A objective value ist;(v) in (38), while wheng(v) = ¢2(v),
g™ () = Qi(v), if — s T gony = —AG1(v) the objective value i (v) in ([39).
- 0, otherwise, In addition, consider the third case witfir) < ¢, (v) and
(53) X(v) = 0 (or equivalentlyg(v) < g2(v). In this case, problem
N (58) becomes
whereg (v) £ | 22— 2203(;)(,/) — —g;’(ol/) , V. go(v
Proof: Problem [5R) can be decomposed into various % —tplog, m2 - B(go()q(v) + o2) — (V)
subproblems as follows each for one fading state - ( 1 g + 0(2))
max  — Aq(v) — Ch(v) (54) ln2-5 90()
a(v)=0 s.t. 0 < ¢q(v) < min(¢1(v), G2(v)), (57)
Wheng(v) > ¢i(v), problem [B4) becomesax,)>q,(,) — which is a convex optimization problem. It can be shown

Agq(v), for which the optimal solution ig(v) = ¢1(v) and the that the first-order derivative of the objective function of

resulting optimal value is-Ag; (v). On the other hand, when problem [57) achieves zero value whép(v) in (B7). As

q(v) < qi(v), problem @)zbecomemaxogq(vkql(v) — a result, the optimal solution to problefi [57) is given as

Aq(v)—¢ (mé-ﬁ - 92(”;‘521’3”"). The objective values underds(v) = [min(G1(v), g2(v),da(v))]" as given in [(3B)), and
. . 1 ¢z the resulting optimal value is given as(v) in (@0).

av) = 0 and q(v) = di(v) are gven as—Cryp + 5 By comparing the obtained valués(v), o2(v), andds(v)

and —\g1 (v), respectively. As a result, by comparing therrg

: ; . n the above three cases, together with the fact théat) is
we have the optimal solution to problem154) as giveriid (53).., - . . . N
Therefore, PropositioR A2 is verified. chievable (i.e., probleni(b6) is feasible) only whigiv) <

71 (v), we can obtain the optimal solution to probleml(55).

Based on Propositions A.1 ahd A.2, we can efficiently Che%eyr)efore this proposition is proved P mS)
the feasibility of problem[{28) by using the ellipsoid metho ’ '

by using the fact that the subgradient t\, () is given

T
S = — ()‘aC) _ A()‘ﬂg)
by 5(A.¢) {Q E. (g ), P—Ey (]—? (V))} " [1] Y. Zou, J. Zhu, X. Wang, and L. Hanzo, “A survey on wirelescurity:

where {ﬁ(A’g)(y)} denotes the correspondidg(v)} in (25) technical challenges, recent advances and future treRdst’ IEEE vol.
i (A,0) 104, no. 9, pp. 1727-1765, Sep. 2016.
under given{q'**) (v)}. p - :
1 [2] A.D. Wyner, “The wire-tap channelBell System Technical Journalol.
54, no. 8, pp. 1355-1387, 1975.
[3] P.K. Gopala, L. Lai, and H. E. Gamal, “On the secrecy cépaif fading
E. Proof of Propositiof 5]2 channels,"IEEE Trans. Inf. Theoryvol. 54, no. 10, pp. 4687-4698, Oct.
2008.
Note that by discarding the constax® -+ ¢ P, problem[(31L) [4] M. Bloch, J. Barros, M. R. D. Rodrigues, and S. McLaughliwireless

- : . f information-theoretic securityJEEE Trans. Inf. Theoryvol. 54, no. 6,
can be equivalent decomposed into various subproblemgin th pp. 2515-2534, Jun. 2008,

following, each of which is for one fading state [5] Y. Liang, H. Poor, and S. Shamai, “Secure communicatiwar dading
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