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ABSTRACT

Einstein-Podolsky-Rosen (EPR) steering allows two parties to verify their entanglement, even if one party’'s measurements
are untrusted. This concept has not only provided new insights into the nature of non-local spatial correlations in quantum
mechanics, but also serves as a resource for one-sided device-independent quantum information tasks. Here, we investigate
how EPR steering behaves when one-half of a maximally-entangled pair of qudits (multidimensional quantum systems) is
cloned by a universal cloning machine. We find that EPR steering, as verified by a criterion based on the mutual information
between qudits, can only be found in one of the copy subsystems but not both. We prove that this is also true for the single-
system analogue of EPR steering. We find that this restriction, which we term “no-cloning of quantum steering”, elucidates the
physical reason why steering can be used to secure sources and channels against cloning-based attacks when implementing
guantum communication and quantum computation protocols.

Introduction

Einstein-Podolsky-Rosen (EPR) steering reveals that artg,Alice, can affect, or steer, another remote party (Baodiate,

by her measurements on one particle of an entangled paiedib@tween therh. This concept was originally introduced
by Schrodinger in response to the EPR paratidXecently, it has been reformulated by Wiseman, Jones anérfdlas

a information-theoretic task to demonstrate that Alice Both can validate shared entanglement even if the measutemen
devices of Alice are untrusted. This has led to a range of gotoally important extensions of the concept of EPR stgerin
and several potential applications for practical quantufiorimation processing. See an in-depth discussion giviheineview

by Reidet al.*

As articulated by Wootters and Zureind Diek$ in 1982, it is impossible to perfectly copy an unknown quamsiate.
This famous no-go theorem of quantum mechanics has sigmifiogplications in understanding nonclassical features of
guantum systems and profound applications in quantumrimdtion science. Although one cannot make perfect copies of
an unknown quantum state, it is possible to create impectguies. BuZek and Hillefyhave shown that a universal cloning
machine can produce a clone of an unknown state with highitfid&luch a universal cloning machine has been shown to be
optimal and has been extensively studied in the contextsdipte alternatives, extensions and use as an eavesdgaifank
on the protocols of quantum cryptograghy.

Here, inspired by the no-cloning theorem and the conceptiahtym steering, we ask a simple question: "Does quantum
mechanics allow quantum steering to be copied by a univetsaing machine?”. To investigate this question, we use the
concept of a universal cloning machine to consider how quarsteering is cloned and shared between two copies of a qudit
(a multidimensional quantum system) which itself is haldghaximally-entangled pair [see Fitfa)]. In addition, we apply
the same method of analysis to the single-system (SS) amalfgEPR steering (SS steering) scenafitg. 1(b)]. We find
that EPR steering (and SS steering), as described by ai@niteased on the mutual information between two parties, can
only be observed in one of the two copy subsystems, but nbt be denote this as the “no-cloning of steering”. Several
applications to quantum information directly follow, suah (i) the observation of steering validates channels agelioning-
based coherent attacks when implementing quantum keyhbdisem (QKD) and (ii) steerability guarantees the rellepi
of quantum logic gates of arbitrary size for both the quantimuit model and one-way quantum computing. They give
physical insight into the observation in earlier works thatious steering criteria vanish when the noise in a chapastes
the threshold for secure QKD and quantum computation.

Results

Quantum steering and steering criteria
EPR steering typically consists of two steps: First, Aliemgrates a bipartite entangled system from an entanglesoerde


http://arxiv.org/abs/1601.04407v2

—
—

° Bob © Bob

Alice ]B \%1 Alice ]B \%1
Quantum _ Quantum L
A[ EPR ] Cloning © 01,0t ] A [ Cloning ]C 01,..d-1
\ source Machine C' Machine C'
| >
0,1,...,-1 - Charlie 0.1,...d-1 ° Charlie

\%‘ Ci
[ ] 0,1,...,0-1 (I 0,1,...,d-1

Figure 1. Cloning quantum steering. (a) Einstein-Podolsky-Ros@&REsteering. Alice creates maximally entangled pairs
|®) (1) from an EPR source. She keeps one quilitnd sends the other qudit of the pair into a universal ckpniachine.
The cloning machine, assisted by ancilla qudits (not shpaneptes a four-partite composite sta8e @fter cloning, the
guditB is sent to Bob and the qudi, together with the ancill&’, are sent to Charlie. Each of the three parties has an
apparatus to implement two complementary measuremgrits m= A,B,C andi = 1,2. Their measurement results

n €{0,1,...,d— 1} for n=a,b,c are then used to certify EPR steering of the subsystén®) and(A,C) using a steering
criteria ). (b) Single-system (SS) steering: A qudit with the stalg is sent from Alice to a cloning machine. Hgg,; is

a post-measurement state of some initial qudit (not showdguthe measuremeftfor i = 1,2. A tripartite composite
system is then created by the cloning machine, and the Btislisent to Bob and the qudit together with the ancill&’, are
sent to Charlie. The measurement apparatus used by eaglapathe same as the devices used in the case of EPR steering.
They can also use a steering criteri@gh to identify the SS steering of the subsystegAsB) and(A,C).
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[often called an EPR source, see Fifa)]. To have a concrete illustration, let us assume thatehtangled state is of the
form

1 d-1
|®P) = 7d &Zﬁ 1S)a1 @ [S)g1 1)

where|s) o, = [S)g; = |9)1, Where{|s); |s=0,1,...,d — 1} is an orthonormal basis that corresponds to bases of Aline&-
surementd; and Bob’s measuremeBy. Second, Alice keeps one qudit of the entangled pair andssevedother qudit to
Bob. Then, depending on Alice’s measurement resuit s, the state of the qudit finally held by Bob can be steered into
a corresponding quantum stats)g,, for the resulto; = s. Such remote preparation of Bob’s states can be also be seen i
other bases. For example, suppose that Alice and Bob’s mexaentsA, andB, correspond to another orthonormal basis
{|9)ls=10,1,...,d — 1}, where|s), = 1/\/azﬂ;éexp(i%"sk) |k),, the state vector of®) represented in this basis is of the
form |®) = 1/vVd Y3294, ® |d — )y, Where|s)a, = [S)g, = |S),. It is clear that Bob's outcomi, will respond to Al-
ice’s outcomeny,, which satisfiesa, + b, = 0, where= denotes equal modulk Such dependence can be made manifest
by the conditional entropi (B1|A1) = H(B2|A2) = 0, whereH (B |A) = — 22;10 P(a) Zgi;lo P(bi|ai)log, P(bi|a;). In practi-

cal experiments, the marginal probabilitié&;) and the conditional probabiliti€d(bj|a ) can, in principle, be measured to
explicitly consider this dependence.

This description of EPR steering can be directly mappedriglsisystem or temporal steering and vice-versa’(&ae
detailed discussions). As depicted in Figb), first, Alice prepares a qudit with the stase,; by performing complementary
measurementd; or A, on an initial state. Second, Alice sends the prepared qudibb. Then she can steer the state Bob
holds|s)g; (IS)gi = |S) 5 fOr the ideal case) into other quantum state by, for exangslking Bob, via a classical channel, to
perform a unitary transformation ds);.

In practical situations, demonstrations of both EPR stgednd SS steering are imperfect. Environmental noise, or
randomness introduced by an eavesdropper, can affecthmtiantum source for creatif@) and|s) 5, and the properties
of the state during its transmission from Alice to Bob. Inidd, in its information task formulation, Bob also doed iroist
Alice nor her measurement apparatus, and wishes to veriéthven she is truly steering his state. Hence, it is impottiant
have an objective tool that can certify the ability of Aliaedteer the states of the particles eventually held by BobeHe
we describe and verify quantum steering in terms of the nhinf@mation between measurement results of Alice and Bob
IaB = H(Bi) —H(Bi|A). Earlier works showed that if the mutual dependence betwdiea and Bob's measurement results
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violates the bourd
2
Iag > 10g,d, )
2,

their dependence is stronger than the correlation betwedrsButcomes and the results derived from unsteerablesstat
alone, verifying Alice’s ability to steer Bob’s state. Asostm in? it is worth noting that the entropic steering criter2) ére
applicable to both EPR steering and SS steering. One difterbetween them is thBtb;|a;) for SS steering are derived from
measurements on single systems wtegiendb; are taken at two different times.

No-cloning of quantum steering
Suppose that Alice has an entanglement source to creategfagudits|®). One qudit of the entangled pair is sent to a

universal cloning machine and the other qudit is kept by Alice. See Fidl(a). After passing through the cloning machine,
two new qudits are created, and the state of the total systeonhes

d-1
|9) apce = _ZO\/ Ajk | @1k) pg | B1.d k) oo - 3)
J" —

The quditB is sent to Bob whereas the qud@sandC’ are sent to a third party Charlie. The two-qudit state vedipik) ,5
and| @ 4—k) are described by

O = (18U} [®)

d-1
= %S;exp(i%nsk)@mlBJanla @

for (m,n) = (A,B),(C,C’), wherel denotes the identity operatt; x = 33" texp(i2rsk/d) [S+ ) qn (S, @nd|S) g = |91 =
|s);- The state of Alice’s and Bob’s qudits is

d-1
PAB = ; Ajk | 9k) ppag ( @ik %)
o

whereA i denotes the probability of observirigjk) 5. The mutual information of Alice’s and Bob's measuremessuitts
derived from their measuremem{sandB; on pag is

Ing, = log,d - dzj ¢ log, . ©)
t= qi
whered, = S8-3 Ak anddl, = $9°2A; 4_+. The variablesj firstly introduced in° are the probabilities of finding — & =t
orbj—a =t—dfort=0,1,..,d— 1. The sum of mutual information under two measurementggttis then
2 2 .
i;IAiBi :2|092d—i;H(qi)- @)

To determine the mutual information of Alice’s and Chadigheasurement resullgc,, we first consider the mutual
dependence betweenand the results derived from measurements on the subsystaposed of Charlie’s qud and the
ancillaC’ by their mutual informatiomy, ;). It is clear that

Inc < lnce)- (8)
In addition, the mutual informatiok, ) is constrained by the Holevo bound by
d-1

Ip e < Slpee) — ZOP(aJ)S(Pcc/\a)- 9)
aj—
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S(pce) is the von-Neumann entropy of the statgy = Ef,iio/\jk |@j.d-k)coree (@.d—k|- It can be explicitly represented by

d-1
S(pec) = Z —Ajlogy Ajk=H(A). (10)
jk=0

The statepcejy is the reduced state conditioned when Alice obtains theltrasuNow, we use the method presentedin
to find the upper bound irgf. The von-Neumann entropy of this state can be showd(@sc/|5) = zf’;olq} Iogzalr =H(q}).
|

In order to derive the upper bound bf ¢/ by minimizing the difference betwee®(pccr) and ng oP(a)S(pces ), We

substituted; ¢k = f(j,k)q} into g, = 393 Aj.a—t, wherey 3 £(j,k) = 1, and then obtainf, = y¢_3 f(t,k)d¥. For eacht,
all f(t,k) = d, implies the minimum of the difference. Then we have

H(A)=H(qt1)+ZqHH(f(t))=H(qt1)+H(qtz)- (12)
With Egs. @), (9) and (1), the upper bound of the mutual informatibyy, is shown as

Iac, <H(dy) +H(db) —H(d), (12)

which implies that

_imq < _iH(qD. (13)

Hence, combining Eq.7} with Eq. (13), we eventually derive the following relationship betwdba mutual information of
Bob’s and Charlie’s systems with Alice’s

2 2

_Z\IAiCi +-Zl|AiBi <2log,d. (14)

This criterion (4) provides a basis to investigate how EPR steering is shagtdelen two copies of a qudit of a maximally
entangled pair. When the correlation between the quditedhay Alice and one of the two parties, say Charlie, is cedifi
by the steering criteria?], it is clear that the mutual dependence between quditedhmr Alice and Bob will not be stronger
than an unsteerable state. Hence, EPR steering can bdfigtbimionly one of the copy subsystems. This analysis of the
behavior of EPR steering subject to cloning can be diregtpliad to SS steering as well; see Methods section.

Securing quantum information processing

The steerability of Alice over Bob or Charlie’s qudits, astifeed by the steering criteria2f, implies that the mutual depen-
dence between them is stronger than the mimicry that an enadtie state can provide. In addition, such steering cammot
shared with a third party by using a universal cloning magehitwo direct applications to quantum information are iflated
as follows.

(i) If a sender (Alice) and a receiver (Bob) confirm that thegasurement results are classified as steerable, acctoding
the criteria @), they can be convinced that an eavesdropper (Charlie) wb® a cloning machine for coherent attacks cannot
produce states that can be steered by the sender. This isdeettee mutual information between Alice and Bob is larger
than the mutual information shared between Alice and theshopper, Charlie. Thus they can use privacy-amplifinatio
techniques on their shared measurement outcomes to geaesature key. Thus the no-cloning of quantum steering eerifi
by (2) shows that ruling out false steering secures channelastgdoning-based attacks when implementing QKD.

(i) As shown ir? , steering quantum systems is equivalent to performing igwmaicomputation. No-cloning of steering
provides a strict proof to show that the observation of quemsteering guarantees faithful implementation of a quantu
computing implementation in the presence of uncharatien®asurements and cloning-based attacks.

Discussion

We investigated how quantum steering is cloned by a uniVelsaing machine and shared between two copy subsystems.
We showed that it is impossible to observe quantum steeasglescribed by the mutual information criterid@), (in the
two copies at the same time. This no-cloning of quantum stgensures secure QKD and faithful quantum gate operations
of arbitrary computing size against cloning-based attaCks results motivate several open questions. Is the nuirgjoof
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guantum steering applicable to the situation of genuindipastite multidimensional EPR steering? If it is the catben
such high-order steering would serve as a source for reliahiltipartite quantum information processing such as guman
secret sharing. In addition to high-order steering, doe&sway steering possess this feature of no-cloning? Firillye use
a steering measure instead of an entropic critéfjadould the partial power of quantum steering in terms ofuthigs of a
steering quantifier be copied by the cloning machine? Cdwdddtal quantity of steering be conserved after cloning?

Finally, it is interesting to connect our results with otapproaches, such as the principle of monogamy of certaintqoa
correlationst>'? In particular, the principle of the monogamy of temporaksieg, shown in the wor¥ [see Eq. (5) therein],
is consistent with our results, and suggests our critenmsatso be interpreted as a monogamy relation in the entropio.f
However, whether such a result can provide a relation inaha bf Coffman-Kundu-Wootters monogamy inequality [see, f
example, Eq. (1) il still needs further investigation. In addition, teal.'® have shown that two-way steering is required
to overcome the no-cloning threshold for secure teleportafThis relationship, between no-cloning and EPR stgeiditso
suggests a principle of no-cloning for the correlationfiagd for teleportation. Their quantum-information-tastented
method, to investigate the relationship between the noiatptheorem and steering, indicates that it may be inteigesin
future work, to consider the security threshold for secwramum teleportation derived from our input-output scenor
cloning quantum steering, and to compare this conditionaedify with their criterion'®

Methods

No-cloning of SS steering
As illustrated in Fig1(b), after operating the cloning machine on a single sysemhfsom Alice, the statés) ,, becomes

d-1
|®)acc = ; VAik| B0 | 9.d-K) e (15)
=
where
|Gi)s =ik (16)

(note that gnho)g = |S) 5)- The state of Bob’s qudit is thgos = zqiioAjk ‘(pjk>BB <qojk]. With this reduced state, we obtain the
mutual informatioriog, (6). When considering the mutual imJOrmatim;g, it is easy to find that the connection between
andCC' here can be mapped to the case of EPR steering. There ardereniies between the sta®®cc ) together with
S(pccr) in these two steering cases. Then we arrive again at the @salconstraint on mutual information for subsystems
(14). Hence the SS steering can be observed in only one of thestdysystems.
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