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Abstract

We investigate covert communication over general memoryless classical-quantum channels with

fixed finite-size input alphabets. We show that the square root law (SRL) governs covert communication

in this setting when product of n input states is used: LSRL
√
n+ o(

√
n) covert bits (but no more) can

be reliably transmitted in n uses of classical-quantum channel, where LSRL > 0 is a channel-dependent

constant that we call covert capacity. We also show that ensuring covertness requires JSRL
√
n+o(

√
n)

bits secret shared by the communicating parties prior to transmission, where JSRL ≥ 0 is a channel-

dependent constant. We assume a quantum-powerful adversary that can perform an arbitrary joint

(entangling) measurement on all n channel uses. We determine the single-letter expressions for LSRL

and JSRL, and establish conditions when JSRL = 0 (i.e., no pre-shared secret is needed). Finally, we

evaluate the scenarios where covert communication is not governed by the SRL.

I. INTRODUCTION

Security is critical to communication. Cryptography [2] and information-theoretic secrecy [3],

[4] methods protect against extraction of the information from a message by an unauthorized

This research was funded by the National Science Foundation (NSF) under grants ECCS-1309573, CNS-1564067, and CCF-

2006679, and DARPA under contract number HR0011-16-C-0111. This paper was presented in part at the IEEE International

Symposium on Information Theory, July 2016 [1].
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Fig. 1. Covert communication setting. Alice has a noisy channel to legitimate receiver Bob and adversary Willie. Alice encodes

message W with blocklength n code and chooses whether to transmit. Willie observes his channel from Alice to determine

whether she is quiet (null hypothesis H0) or not (alternate hypothesis H1). Alice and Bob’s coding scheme must ensure that

any detector Willie uses is close to ineffective (i.e., a random guess between the hypotheses), while allowing Bob to reliably

decode the message (if one is transmitted). Alice and Bob may share a resource (e.g., a secret exchanged prior to transmission.)

party, however, they do not prevent the detection of the message transmission. This motivates

the exploration of the information-theoretic limits of covert communications, i.e., communicating

with low probability of detection/interception (LPD/LPI).

Consider a broadcast channel setting in Figure 1 typical in the study of the fundamental

limits of secure communications, where the intended receiver Bob and adversary Willie receive

a sequence of n input symbols from Alice that are corrupted by noise. Let’s label one of

the input symbols (say, zero) as the “innocent symbol” indicating “no transmission by Alice,”

whereas the other symbols correspond to transmissions, and are, therefore, “non-innocent.” Alice

must maintain covertness by ensuring that Willie’s probability of detection error approaches that

resulting from a random guess. At the same time, Alice’s transmission must be reliable in the

usual sense of Bob’s probability of decoding error vanishing as n→∞. Then, the properties of

the channels from Alice to Willie and Bob result in the following numbers of covert and reliably

transmissible bits in n channel uses:

(A) square root law (SRL): LSRL

√
n+ o(

√
n) covert bits (but no more), where LSRL > 0,

(B) non-SRL covert communication:

1. zero covert bits,

2. constant-rate covert communication: Llinn+ o(n) covert bits, where Llin > 0,

3. square root-log law: Llog

√
n log n+o(

√
n log n) covert bits (but no more), with Llog > 0.

The research on the fundamental limits of covert communications has focused on the SRL in

(A), whereas scenarios in (B) are special cases. Note that, except in case (B.2), the “standard”

channel capacity is a poor measure of the channel’s capability to transmit covert information.

This is because, as n→∞, the number of covert bits transmitted per channel use decays to zero
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under both the SRL and the square root-log law. Therefore, we call LSRL and Llog the covert

capacities for the respective channels formally discussed in Sections III-A and IV-B.

The authors of [5], [6] examined covert communications when Alice has additive white

Gaussian noise (AWGN) channels to both Willie and Bob. They found that the SRL governs

covert communications, and that, to achieve it, Alice and Bob may have to share a resource which

is inaccessible by Willie. When necessary, this shared secret is assumed to be exchanged by Alice

and Bob prior to communicating. The follow-on work on the SRL for binary symmetric channels

(BSCs) [7] showed its achievability without the use of a shared resource, provided that Bob has

a better channel from Alice than Willie. The SRL was further generalized to the entire class of

discrete memoryless channels (DMCs) [8], [9] with [8] finding that JSRL

√
n + o(

√
n) shared

secret bits were sufficient. However, the key contribution of [8], [9] was the characterization of

the covert capacities LSRL and JSRL as functions of the channel parameters (including DMC

transition probabilities and AWGN power). The non-SRL special cases in (B) were introduced

and characterized in [8, App. G]. We note that, while zero is the natural innocent symbol for

channels that take continuous-valued input (such as the AWGN channel), in the analysis of the

discrete channel setting an arbitrary input is designated as innocent. A tutorial overview of this

research can be found in [10].

The SRL also governs the fundamental limits of covert communications over a lossy thermal-

noise bosonic channel [11]–[13], which is a quantum description of optical communications in

many practical scenarios (with vacuum being the innocent input). Notably, the SRL is achievable

in this setting even when Willie captures all the photons that do not reach Bob, performs an

arbitrary measurement that is only limited by the laws of quantum mechanics, and has access

to unlimited quantum storage and computing capabilities. Furthermore, the SRL cannot be

surpassed when Alice and Bob are limited to sharing a classical resource, even if they employ

an encoding/measurement/decoding scheme limited only by the laws of quantum mechanics,

including the transmission of codewords entangled over many channel uses and making collective

measurements [12], [13]. However, a quantum resource such as shared entanglement allows the

use of entanglement-assisted (EA) communication methods to improve from SRL scaling to

square root-log law and transmission of LEA

√
n log n + o(

√
n log n) covert bits in n channel

uses, where LEA > 0 [13].

The covert capacities with and without entanglement assistance for bosonic channel LEA

and LSRL have been characterized in [13]. Although the optimal shared secret size for covert
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bosonic channel without entanglement assistance was derived in [14], it remains an open problem

in the entanglement-assisted scenario. These facts and the successful demonstration of the SRL

for a bosonic channel in [11] motivate a generalization to arbitrary quantum channels, which

is the focus of this article. We study covert communication using product-state inputs over a

memoryless classical-quantum channel, which is generalization of the DMC that maps a finite

set of discrete classical inputs to quantum states at the output. We generalize [8] by assuming

that both Willie and Bob are limited only by the laws of quantum mechanics, and, thus, can

perform arbitrary joint measurement over all n channel uses. We show that the SRL holds when

Alice and Bob are restricted to a classical resource and provide expressions for covert capacity

LSRL and shared resource requirement JSRL. We also determine these quantities when Bob is

restricted to a symbol-by-symbol measurement. Moreover, we develop explicit conditions that

differentiate the special cases of non-SRL covert communication for classical-quantum channels

given in (B) above and derive the bounds for the corresponding Llog. In contrast to the non-covert

private capacity of the classical-quantum channel [15], [16], we obtain single-letter expressions

for LSRL and Llog. Although we adapt some of the classical approaches from the proofs in [8],

[9] to classical-quantum channels, the challenges posed by the quantum setting require entirely

different of set of techniques to obtain our results.

Our characterization of covert communication over a classical-quantum channel with product-

state input and classical shared resource motivates important follow-on work on the impact of

quantum resources. In fact, results in this paper have already been used to analyze the impact of

EA on covert classical communication over qubit depolarizing channel. In [17], it was shown that

EA yields a scaling gain from SRL to square root-log law and transmission of LEA

√
n log n+

o(
√
n log n) covert bits in n channel uses. Hence, since the scaling gain from EA for this

discrete-values channel is the same as for continuous-valued bosonic channel in [13], it is the

shared entanglement rather than the dimensionality of the input that yields the logarithmic gain.

However, although it is well-known that Holevo capacity is super-additive in general, and that

certain classical-quantum channels benefit from inputs that are entangled over all n uses [18],

whether covert transmission can derive similar benefit is still an open problem.

The paper is organized as follows: in Section II, we present the prerequisite background, our

channel model, and covertness metrics as well as provide necessary definitions and lemmas for

our results. In Sections III-A and III-B, we state and prove the achievability and converse for

the covert capacity of classical-quantum channels. In Section IV, we examine special cases of
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covert communication that are not governed by the square root law. We conclude in Section V

with a discussion of our results and avenues for future work.

II. PREREQUISITES

A. Notation

1) Linear operators: We employ the standard notation used in quantum information process-

ing, found in, e.g., [19, Ch. 2.2.1], [20]. For a finite-dimensional Hilbert space H, we denote its

dimension by dimH. The space of linear operators (resp. density operators) on H is denoted

by L(H) (resp. D(H)). We use hats for operators, e.g., Â ∈ L(H). Trace of Â is Tr
[
Â
]
. The

kernel ker(Â) of Â is the subspace of H spanned by vectors |v〉 ∈ H satisfying Â |v〉 = 0.

The support supp(Â) of Â is the orthogonal complement of ker(Â) in H. For Â, B̂ ∈ L(H),

we use Â � B̂ (resp. Â � B̂) to specify that the operator Â − B̂ is positive definite (resp.

positive semi-definite). The ith eigenvalue and singular value of Â are denoted by λi(Â) and

σi(Â), respectively. The eigenvector corresponding to λi(Â) is denoted by
∣∣∣λi(Â)

〉
. When the

context is clear, we drop explicit specification of Â. We call an operator Â Hermitian if Â = Â†

where Â† denotes the adjoint of Â. For a Hermitian operator Â with spectral decomposition

Â =
∑

i λi(Â)
∣∣∣λi(Â)

〉〈
λi(Â)

∣∣∣, λmin(Â) and λmax(Â) denote the minimum and maximum non-

zero eigenvalues of Â. Furthermore, we define the projection to the eigenspace corresponding

to non-negative eigenvalues of Â as

{Â � 0} =
∑

i:λi(Â)≥0

∣∣∣λi(Â)
〉〈

λi(Â)
∣∣∣ , (1)

with projections {Â � 0}, {Â � 0}, and {Â ≺ 0} defined similarly as in [21]. The trace norm

(or Schatten 1-norm) of Â is ‖Â‖1 = Tr
[√

Â†Â
]

=
∑

i

√
λi(Â†Â) [22, Def. 9.1.1], whereas

the supremum norm ‖Â‖∞ =

√
λmax(Â†Â) is the largest singular value of Â.

2) Random variables: We use capital letters for scalar random variables and corresponding

small letters for their realizations (e.g., X and x), and we use bold capital letters for random

vectors and corresponding bold small letters for their realizations (e.g., X and x).

3) Asymptotics: We employ the standard asymptotic notation [23, Ch. 3.1], where

O(g(n)) , {f(n) : ∃m,n0 > 0 s.t. 0 ≤ f(n) ≤ mg(n) ∀n ≥ n0} (2)

=

{
f(n) : lim sup

n→∞

∣∣∣∣f(n)

g(n)

∣∣∣∣ <∞} (3)
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Fig. 2. Covert classical-quantum channel setting. Alice encodes message m drawn from random variable W by using the

pre-shared secret k drawn from random variable S into x(m, k) ∈ Xn. She then transmits x(m, k) in n uses of the classical-

quantum channel. Bob uses pre-shared secret k to select POVM
{

Λ̂nm,k

}
m∈{1,...,M}

, and obtain an estimate of the message

W̌ from his received quantum state σ̂nB(x(m, k)). Willie performs a measurement to determine whether his quantum state

ρ̂nW (x(m, k)) corresponds to innocent input 0 (null hypothesis H0) or not (alternate hypothesis H1).

o(g(n)) , {f(n) : ∀m > 0, ∃n0 > 0 s.t. 0 ≤ f(n) < mg(n) ∀n ≥ n0} (4)

=

{
f(n) : lim

n→∞

f(n)

g(n)
= 0

}
(5)

Ω(g(n)) , {f(n) : ∃m,n0 > 0 s.t. 0 ≤ mg(n) ≤ f(n) ∀n ≥ n0} (6)

=

{
f(n) : lim inf

n→∞

f(n)

g(n)
> 0

}
(7)

ω(g(n)) , {f(n) : ∀m > 0,∃n0 > 0 s.t. 0 ≤ mg(n) < f(n) ∀n ≥ n0} (8)

=

{
f(n) : lim

n→∞

∣∣∣∣f(n)

g(n)

∣∣∣∣ =∞
}
. (9)

Thus,O(g(n)) and Ω(g(n)) denote asymptotically tight upper and lower bounds on g(n), whereas

o(g(n)) and ω(g(n)) denote upper and lower bounds on g(n) that are not asymptotically tight.

Finally, Θ(g(n)) , O(g(n)) ∩ Ω(g(n)).

B. Channel Model

We focus on the covert memoryless classical-quantum channel described in Figure 2. Consider

a discrete input alphabet X = {0, 1, 2, . . . , N}. For a single use of the channel, Alice maps her

classical input x ∈ X to a quantum state φ̂A(x) ∈ D(HA) and transmits via a quantum channel

represented by a completely positive trace-preserving (CPTP) map NA→BW , resulting in the

output state τ̂BW (x) = NA→BW (φ̂A(x)) ∈ D(HB ⊗ HW ). Thus, a single use of the channel

takes a classical input x ∈ X to quantum outputs TrW [τ̂BW (x)] = σ̂B(x) = σ̂x ∈ D(HB) and

TrB [τ̂BW (x)] = ρ̂W (x) = ρ̂x ∈ D(HW ) at Bob and Willie, respectively. We drop system labels

and relegate the classical input label to the subscript for brevity when the context is clear.
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C. Decoding Reliability

Consider a set K = {Kk}k∈{1,...,K} of K codes, where Kk =
{
x(m, k), Λ̂n

m,k

}
m∈{1,...,M}

is an

(M,n) classical-quantum code containing n-symbol encoding vectors x(m, k) and corresponding

elements of positive operator-valued measure (POVM) Λ̂n
m,k. Alice and Bob use their pre-shared

secret k ∈ {1, . . . , K} to select a code from K. Suppose Alice desires to transmit message

m ∈ {1, . . . ,M} to Bob. Given k, her encoder maps m to vector x(m, k), and transmits it on

the classical-quantum channel described above. Bob receives quantum state

σ̂nB(x(m, k)) = σ̂n(m, k) =
n⊗
i=1

σ̂xi(m,k), (10)

where xi(m, k) denotes the ith element of x(m, k), and we drop system labels and relegate the

classical input label to the subscript for brevity. Bob uses k to select a POVM
{

Λ̂n
m,k

}
m∈{1,...,M}

and estimate m from his received state. If the message and secret are selected uniformly at

random, Bob’s average probability of decoding error is

P (b)
e =

1

KM

M∑
m=1

K∑
k=1

(
1− Tr

[
σ̂n(m, k)Λ̂n

m,k

])
. (11)

We call a communication system reliable if, for a sequence of code sets (K)n with increasing

blocklength n, limn→∞ P
(b)
e = 0.

D. Hypothesis Testing and Covertness Criteria

Suppose x = 0 corresponds to the innocent input, indicating that Alice not transmitting. Willie

has access to the sequence of code sets (K)n, but no knowledge of k and m. Therefore, he must

distinguish between the state that he receives when no communication occurs (null hypothesis

H0):

ρ̂⊗n0 = ρ̂0 ⊗ · · · ⊗ ρ̂0, (12)

and the average state that he receives when Alice transmits (alternate hypothesis H1):

ˆ̄ρn =
1

KM

K∑
k=1

M∑
m=1

ρ̂n(m, k). (13)

The quantum state that Willie receives when Alice uses shared secret k to transmit message m

over n channel uses is

ρ̂n(m, k) = ρ̂nW (x(m, k)) =
n⊗
i=1

ρ̂xi(m,k). (14)
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Willie fails by either accusing Alice of transmitting when she is not (false alarm), or missing

Alice’s transmission (missed detection). Denoting the probabilities of these respective errors by

PFA = P (choose H1|H0 is true) and PMD = P (choose H0|H1 is true), and assuming equally

likely hypotheses P (H0) = P (H1) = 1
2
, Willie’s probability of error is:

P (w)
e =

PFA + PMD

2
. (15)

Randomly choosing whether to accuse Alice yields an ineffective detector with P
(w)
e = 1

2
. The

goal of covert communication is to design a sequence of codes such that Willie’s detector is

forced to be arbitrarily close to ineffective. That is,

lim
n→∞

P (w)
e =

1

2
. (16)

The minimum P
(w)
e is related to the trace distance by ‖ ˆ̄ρn − ρ̂⊗n0 ‖1 between the states ˆ̄ρn and

ρ̂⊗n0 as follows [22, Sec. 9.1.4]:

minP (w)
e =

1

2

(
1− 1

2
‖ ˆ̄ρn − ρ̂⊗n0 ‖1

)
, (17)

where ‖Â‖1 = Tr
[√

Â†Â
]

is the trace norm of Â [22, Def. 9.1.1] discussed in Section II-A1.

The quantum relative entropy (QRE) D(ρ̂‖σ̂) = Tr [ρ̂ ln ρ̂− ρ̂ ln σ̂] is a convenient covertness

measure because it upper-bounds the trace distance in (17) and is additive over product states.

By the quantum Pinsker’s inequality [22, Th. 11.9.2],

1

2 ln 2

(
‖ ˆ̄ρn − ρ̂⊗n0 ‖1

)2 ≤ D
(

ˆ̄ρn‖ρ̂⊗n0

)
. (18)

Therefore, we call a sequence of codes covert if

lim
n→∞

D
(

ˆ̄ρn‖ρ̂⊗n0

)
= 0. (19)

We choose (19) as our covertness criterion for its mathematical tractability, as was done in [8],

[9], [12], [13]. Combining (17) and (18), we note that satisfying (19) also necessarily satisfies

(16).

E. Quantum-secure Covert State

Suppose that the support of the Willie’s output state ρ̂x corresponding to non-innocent input

x ∈ X \ {0} is contained in the support of the innocent state ρ̂0, i.e., supp(ρ̂x) ⊆ supp(ρ̂0).

We show in Section IV-C that, if for all x ∈ X \ {0}, supp (ρ̂x) * supp (ρ̂0), then covert

communication is impossible. We also assume that innocent output state ρ̂0 is not a mixture of
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non-innocent ones {ρ̂x}x∈X\{0}, since constant-rate covert communication is achieved trivially

otherwise, per Section IV-A.

Suppose that Alice transmits x ∈ X randomly with the following distribution:

pX(x) =

1− αn, x = 0

αnπx, x = 1, 2, . . . , N,
(20)

where {πx} is an arbitrary non-innocent state distribution such that πx ∈ [0, 1] and
∑

x∈X\{0} πx =

1. Then Willie observes a mixed state:

ρ̂αn =
∑
x∈X

pX(x)ρ̂x = (1− αn)ρ̂0 + αn
∑

x∈X\{0}

πxρ̂x. (21)

The following lemma upper-bounds QRE D (ρ̂αn‖ρ̂0):

Lemma 1. For any quantum state ρ̂ and invertible quantum state σ̂, the χ2-divergence between

ρ̂ and σ̂ is Dχ2 (ρ̂‖σ̂) = Tr
[
(ρ̂− σ̂)2 σ̂−1

]
[24, (7)]. Then, for ρ̂αn defined in (21),

D (ρ̂αn‖ρ̂0) ≤ α2
nDχ2

 ∑
x∈X\{0}

πxρ̂x

∥∥∥∥∥∥ρ̂0

 (22)

The proof of Lemma 1 is in Appendix A.

Now, define a product state ρ̂⊗nαn = ρ̂αn ⊗ . . .⊗ ρ̂αn . By the additivity of relative entropy [22,

Ex. 11.8.7],

D(ρ̂⊗nαn ‖ρ̂
⊗n
0 ) = nD (ρ̂αn‖ρ̂0) . (23)

Combining Lemma 1 with (23), and choosing αn = γn√
n

, where

γn ∈ o(1) ∩ ω

(
(log n)

2
3

n
1
6

)
. (24)

yields

D
(
ρ̂⊗nαn ‖ρ̂

⊗n
0

)
≤ ς3γ

2
n, (25)

where ς3 > 0 is a constant. We note that our constraint γn ∈ ω

(
(logn)

2
3

n
1
6

)
in (24) is more

restrictive than that in classical setting, which is γn ∈ ω
(

logn√
n

)
[8], [25]. This constraint is

a technical artifact of using quantum channel resolvability results in the proof of Lemma 15.

Nevertheless, the QRE between ρ̂⊗nαn and ρ̂⊗n0 tends to 0 as n → ∞, and ρ̂⊗nαn becomes indis-

tinguishable from ρ̂⊗n0 . We, therefore, call ρ̂⊗nαn a “quantum-secure covert state,” analogous to a

covert random process introduced in [8, Sec. III.A]. Our quantum-secure covert communication

protocols ensure that Willie’s output state is arbitrarily close to ρ̂⊗nαn .
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F. Lemmas and definitions

Here we include lemmas and definitions needed for our proofs that follow.

Definition 1 (Pinching Maps [26, Ch. IV.2]). Let Â be a Hermitian operator with spectral

decomposition Â =
∑

i λiP̂i, where {λi} are distinct eigenvalues of Â, and P̂i is orthogonal

projection onto the eigenspace corresponding to λi. For an arbitrary operator B̂, the following

map is called a pinching of B̂ with respect to Â:

EÂ : B̂ → EÂ(B̂) =
∑
i

P̂iB̂P̂i

Lemmas 2-5 describe properties of pinching maps.

Lemma 2. For a Hermitian operator Â and an arbitrary operator B̂, EÂ(B̂) commutes with Â.

Lemma 3. For an arbitrary operator Ĉ commuting with a Hermitian operator Â, Tr
[
B̂Ĉ
]

=

Tr
[
EÂ(B̂)Ĉ

]
.

Lemmas 2 and 3 follow immediately from the definition of EÂ.

Lemma 4. Let Â be a Hermitian operator with spectral decomposition Â =
∑

i λiP̂i, where {λi}

are distinct eigenvalues of Â, and P̂i is orthogonal projection onto the eigenspace corresponding

to λi. Let B̂ be any positive semi-definite operator. For positive semi-definite operator Ĉ =∑
i γiP̂i and natural number n,

Tr
[(
EÂ(B̂)

)n
Ĉ
]
≤ Tr

[
EÂ(B̂n)Ĉ

]
, (26)

where EÂ(B̂) is a pinching of B̂ with respect to Â.

The proof of Lemma 4 is in Appendix B.

Lemma 5. (Hayashi’s pinching inequality): For any Hermitian operator Â with NÂ distinct

eigenvalues, B̂ � NÂEÂ(B̂), where EÂ(B̂) is a pinching of arbitrary operator B̂ with respect

to Â.

The proof of Lemma 5 is in [27, Lem. 9].

Lemma 6. For arbitrary operators 0 � Â � Î and B̂ � 0,

Î − (Â+ B̂)−1/2Â(Â+ B̂)−1/2 � (1 + c)(Î − Â) + (2 + c+ c−1)B̂, (27)
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where c > 0 is a real number and Î is the identity operator.

The proof of Lemma 6 is in [21, Lem. 2].

Lemma 7. For a Hermitian operator Â and any positive definite operator B̂,

Tr
[
B̂Â{Â ≺ 0}

]
≤ 0, (28)

Tr
[
B̂Â{Â � 0}

]
≥ 0, (29)

where the projections {Â � 0} and {Â ≺ 0} into the positive and negative eigenspaces of Â

are defined in Section II-A1.

The proof of Lemma 7 is in Appendix C.

Lemma 8. For arbitrary product states φ̂n and τ̂n and arbitrary constants t > 0 and 0 ≤ r ≤ 1,

Tr
[
φ̂n{Eτ̂n(φ̂n)− tτ̂n � 0}

]
≤ (n+ 1)dtr Tr

[
φ̂n(τ̂n)r/2(φ̂n)−r(φ̂n)r/2

]
, (30)

where d is the dimension of the Hilbert space that τ̂ acts on.

The proof of Lemma 8 is in [28, Th. 2].

Lemma 9. Consider φ(s, αn) defined as in [20, (9.53)] such that

φ(s, αn) = log

(∑
x∈X

pX(x)
(
Tr
[
ρ̂1−s
x ρ̂sαn

]))
, (31)

where s ∈ [s0, 0], s0 < 0 is an arbitrary constant, pX(x) is defined in (20) and ρ̂αn is defined

in Section II-E. Then there exist constants ϑ1, ϑ2 > 0 independent of s and αn such that

φ(s, αn) ≤ −αns
∑

x∈X\{0}

πxD(ρ̂x||ρ̂0) + ϑ1αns
2 − ϑ2s

3, (32)

where D(ρ̂‖σ̂) = Tr [ρ̂ ln ρ̂− ρ̂ ln σ̂] is quantum relative entropy.

The proof of Lemma 9 is in Appendix E.

Lemma 10. Let {ρ̂x} be a set of density operators with supports such that supp(ρ̂x) ⊆ supp(ρ̂0)

for all x ∈ X \ {0}. Then,

λmin(ρ̂αn) ≥ (1− αn)λmin(ρ̂0). (33)
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In particular, for large enough n,

λmin(ρ̂αn) ≥ 1

2
λmin(ρ̂0). (34)

The proof of Lemma 10 is in Appendix F.

Lemma 11. [29, Lem. 5] Let ρ̂0 and ρ̂1 be density operators such that ρ̂0 is invertible. For

spectral decomposition of ρ̂0 =
∑

i λiP̂i, define

η(ρ̂1‖ρ̂0) =
∑
i 6=j

log λi − log λj
λi − λj

Tr
[
(ρ̂1 − ρ̂0)P̂i(ρ̂1 − ρ̂0)P̂j

]
+
∑
i

1

λi
Tr
[
(ρ̂1 − ρ̂0)P̂i(ρ̂1 − ρ̂0)P̂i

]
. (35)

For small α > 0,

D((1− α)ρ̂0 + αρ̂1‖ρ̂0) =
1

2
α2η(ρ̂1‖ρ̂0) +R(α), (36)

where R(α) ∈ O(α3).

The proof of Lemma 11 is in [29, App. A].

We now define von Neumann entropy and Holevo information, which we use to state Lemma

12:

Definition 2 (von Neumann entropy). For a quantum state ρ̂, the von Neumann entropy is

H (ρ̂) = −Tr [ρ̂ log ρ̂].

Definition 3 (Holevo information). For an ensemble of quantum states {px, ρ̂x}, x ∈ X =

{0, 1, . . . , N},
∑

x px = 1, the Holevo information is χ ({px, ρ̂x}) = H (
∑

x pxρ̂x)−
∑

x pxH (ρx).

Lemma 12. For an ensemble of quantum states {px, σ̂x}, x ∈ X = {0, 1, . . . , N},
∑

x px = 1,

χ ({px, σ̂x}) =
∑

x∈X\{0}

pxD (σ̂x‖σ̂0)−D

(∑
x∈X

pxσ̂x

∥∥∥∥∥σ̂0

)
. (37)

The proof of Lemma 12 in is Appendix G.

Finally we need [30, Lemma 18] re-stated as follows.

Lemma 13. Let ρ̂ and σ̂ be two quantum states over Hilbert space H. Let supp(ρ̂) ⊆ supp(σ̂)

and ‖ρ̂− σ̂‖1 ≤ e−1. Then,

D(ρ̂‖σ̂) ≤ ‖ρ̂− σ̂‖1 log

(
dimH

λmin(σ̂)‖ρ̂− σ̂‖1

)
. (38)
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III. SQUARE ROOT LAW

A. Achievability

After stating the achievability in Theorem 1, we define the covert capacity and the pre-shared

secret requirement. This allows us to show their lower and upper bounds, before proceeding

with the proof. In Section III-B we prove Theorem 2, providing the matching upper and lower

bounds on these quantities.

Theorem 1 (Achievability). Consider a covert memoryless classical-quantum channel such that,

for inputs x ∈ X = {0, 1, 2, . . . , N}, the output state ρ̂0 corresponding to innocent input x = 0

is not a mixture of non-innocent ones {ρ̂x}x∈X\{0}, and, ∀x ∈ X \{0}, supp(σ̂x) ⊆ supp(σ̂0) and

supp(ρ̂x) ⊆ supp(ρ̂0). Let non-innocent input distribution {πx}x∈X\{0} be such that πx ∈ [0, 1]

and
∑

x∈X\{0} πx = 1. Let αn = γn√
n

with γn defined in (24). Then, for any ς ∈ (0, 1), there exist

ς1, ς2 > 0 depending on ς , and a covert communication codes such that, for n sufficiently large,

logM = (1− ς)γn
√
n
∑

x∈X\{0}

πxD(σ̂x‖σ̂0), (39)

logK = γn
√
n

 ∑
x∈X\{0}

πx ((1 + ς)D(ρ̂x‖ρ̂0)− (1− ς)D(σ̂x‖σ̂0))

+

, (40)

and,

P (b)
e ≤ e−ς1γn

√
n, (41)∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂

⊗n
0 )
∣∣ ≤ e−ς2γ

3
2
n n

1
4 . (42)

where [a]+ = max(0, a) and Willie’s average state ˆ̄ρn is defined in (13).

Theorem 1 states that, with logK ∈ O(
√
n) pre-shared secret bits, reliable transmission of

logM ∈ O(
√
n) covert bits is achievable in n uses of the classical-quantum channel. Recall

that channel capacity is measured in bits per channel use and may be expressed as C =

lim infn→∞
logM
n

where n is the number of channel uses [31]. Note that since logM ∈ O(
√
n)

due to the square root law, the capacity of our covert channel is zero. Thus, as in [8], [9], we

regularize the number of reliably transmissible covert bits by
√
n instead of n. In keeping with

[8], we also regularize by the covertness metric D(ˆ̄ρn‖ρ̂⊗n0 ) in the following definitions of covert

capacity and pre-shared secret requirement.
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Definition 4 (Square root law (SRL) covert capacity). The capacity of covert communication

over the memoryless classical-quantum channel is

LSRL , lim
n→∞

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 )

, (43)

where M is the size of the message set and n is blocklength.

Definition 5 (Pre-shared secret requirement). The pre-shared secret required for covert commu-

nication over the memoryless classical-quantum channel is characterized by

JSRL , lim
n→∞

logK√
nD(ˆ̄ρn‖ρ̂⊗n0 )

, (44)

where K is the size of the pre-shared secret set and n is blocklength.

We now derive the lower bound for LSRL and the upper bound for JSRL.

Corollary 1. Consider a covert memoryless classical-quantum channel and non-innocent input

distribution {πx}x∈X\{0} defined in the statement of Theorem 1. Then, for any ς ∈ (0, 1), there

exists a covert communication scheme such that

lim
n→∞

D(ˆ̄ρn‖ρ̂⊗n0 ) = 0, lim
n→∞

P (b)
e = 0, (45)

with covert capacity and pre-shared secret requirement:

LSRL ≥
(1− ς)

∑
x∈X\{0} πxD(σ̂x‖σ̂0)√
1
2
η(ρ̂¬0‖ρ̂0)

(46)

JSRL ≤

[∑
x∈X\{0} πx ((1 + ς)D(ρ̂x‖ρ̂0)− (1− ς)D(σ̂x‖σ̂0))

]+

√
1
2
η(ρ̂¬0‖ρ̂0)

, (47)

where ρ̂¬0 ,
∑

x∈X\{0} πxρ̂x, η (ρ̂¬0‖ρ̂0) is defined in (35), and Willie’s average state ˆ̄ρn is

defined in (13).

Proof (Corollary 1): Theorem 1 proves existence of a covert communication scheme such

that (42) holds. Hence,

D(ˆ̄ρn‖ρ̂⊗n0 ) ≤ nD(ρ̂αn‖ρ̂0) + e−ς2γ
3
2
n n

1
4 , (48)

D(ˆ̄ρn‖ρ̂⊗n0 ) ≥ nD(ρ̂αn‖ρ̂0)− e−ς2γ
3
2
n n

1
4 . (49)

By Lemma 11,

nD (ρ̂αn‖ρ̂0) = n
α2
n

2
η(ρ̂¬0‖ρ̂0) + nR(αn) (50)
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=
γ2
n

2
η(ρ̂¬0‖ρ̂0) + nR(αn), (51)

where R(αn) ∈ O(α3
n). Using the definition of covert capacity in (43) with (39), (48), and (51),

we have, for arbitrary ς > 0,

LSRL ≥ lim
n→∞

(1− ς)γn
√
n
∑

x∈X\{0} πxD(σ̂x‖σ̂0)√
nγ

2
n

2
η(ρ̂¬0‖ρ̂0) + n2R(αn) + ne−ς2γ

3
2
n n

1
4

(52)

=
(1− ς)

∑
x∈X\{0} πxD(σ̂x‖σ̂0)√
1
2
η(ρ̂¬0‖ρ̂0)

. (53)

Using the definition of covert pre-shared secret requirement in (44) with (40), (49), and (51),

we also have,

JSRL ≤ lim
n→∞

[
γn
√
n
∑

x∈X\{0} πx ((1 + ς)D(ρ̂x‖ρ̂0)− (1− ς)D(σ̂x‖σ̂0))
]+

√
nγ

2
n

2
η(ρ̂¬0‖ρ̂0) + n2R(αn)− ne−ς2γ

3
2
n n

1
4

(54)

=

[∑
x∈X\{0} πx ((1 + ς)D(ρ̂x‖ρ̂0)− (1− ς)D(σ̂x‖σ̂0))

]+

√
1
2
η(ρ̂¬0‖ρ̂0)

. (55)

Now we proceed with the proof of Theorem 1.

Proof (Theorem 1): Construction: For each (m, k), where m ∈ {1, . . . ,M} is a message

and k ∈ {1, . . . , K} is a pre-shared secret, Alice generates an i.i.d. random sequence x(m, k) ∈

X n from the distribution in (20), where αn satisfies the requirements for a covert quantum-secure

state given in Section II-E. Alice chooses a codeword x(m, k) based on the message m she wants

to send and secret k that is pre-shared with Bob. The codebook is used only once to transmit

a single message, and Willie does not know the secret. Willie’s output state corresponding to a

single use of the classical-quantum channel by Alice is given in (21). Similarly, Bob’s output

state is:

σ̂αn =
∑
x∈X

pX(x)σ̂x = (1− αn)σ̂0 + αn
∑

x∈X\{0}

πxσ̂x. (56)

Elements of the codebook used to generate the transmission are instances of the quantum-secure

covert random state defined in Section II-E. Therefore, the codebook is an instance of a set of

random vectors

C =
M⋃
m

K⋃
k

{X(m, k)} , (57)
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where X(m, k) describes the codeword corresponding to the message m and secret k. X(m, k) is

distributed according to pX(m,k)(x(m, k)) =
∏n

l=1 pX(xl(m, k)), where pX(x) is defined in (20).

We now show that this construction admits a decoding scheme that satisfies reliability condition

(41) for M given in (39).

Reliability analysis: Define a projector Π̂n
m,k corresponding to X(m, k) as in (1):

Π̂n
m,k =

{
Eσ̂⊗n0

(
σ̂n(X(m, k))

)
− eaσ̂⊗n0 � 0

}
, (58)

where Eσ̂⊗n0

(
σ̂n(X(m, k))

)
is a pinching of σ̂n(X(m, k)) with respect to σ̂⊗n0 and a > 0 is a real

number to be determined later. The square-root measurement decoding POVM for n channel

uses is:

Λ̂n
m,k =

(
M∑

m′=1

Π̂n
m′,k

)−1/2

Π̂n
m,k

(
M∑

m′=1

Π̂n
m′,k

)−1/2

. (59)

Bob’s decoding error probability is:

P (b)
e =

1

KM

K∑
k=1

M∑
m=1

(
1− Tr

[
σ̂n(X(m, k))Λ̂n

m,k

])
(60)

=
1

KM

K∑
k=1

M∑
m=1

Tr
[
σ̂n(X(m, k))

(
Î − Λ̂n

m,k

)]
, (61)

where (61) is because the trace of the density operator is unity and the trace is linear. Now,

Î − Λ̂n
m,k = Î −

(
M∑

m′=1

Π̂n
m′,k

)−1/2

Π̂n
m,k

(
M∑

m′=1

Π̂n
m′,k

)−1/2

(62)

� 2(Î − Π̂n
m,k) + 4

M∑
m′ 6=m

Π̂n
m′,k, (63)

where (63) follows from application of Lemma 6 with Â = Π̂n
m,k, B̂ =

∑M
m′ 6=m Π̂n

m′,k, and

c = 1. Since density operators have a Hermitian square root, and Tr
[
ÂB̂Â

]
≤ Tr

[
ÂĈÂ

]
for

Hermitian Â and B̂ � Ĉ, (61) can be upper bounded with (63) as,

P (b)
e ≤ 1

KM

K∑
k=1

M∑
m=1

(
Tr

[
σ̂n(X(m, k))

[
2(Î − Π̂n

m,k) + 4
M∑

m′ 6=m

Π̂n
m′,k

]])
(64)

=
2

KM

K∑
k=1

M∑
m=1

Tr
[
σ̂n(X(m, k))(Î − Π̂n

m,k)
]

+
4

KM

K∑
k=1

M∑
m=1

M∑
m′ 6=m

Tr
[
σ̂n(X(m, k))Π̂n

m′,k

]
, (65)
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where (65) follows from the linearity of the trace. We now upper bound the expectation of (65)

taken with respect to the codebook in (57). We have,

EC
[
P (b)

e

]
≤ EC

[
2

KM

K∑
k=1

M∑
m=1

Tr
[
σ̂n(X(m, k))(Î − Π̂n

m,k)
]

+
4

KM

K∑
k=1

M∑
m=1

M∑
m′ 6=m

Tr
[
σ̂n(X(m, k))Π̂n

m′,k

] ]
(66)

=
2

KM

K∑
k=1

M∑
m=1

EX

[
Tr
[
σ̂n(X(m, k))(Î − Π̂n

m,k)
]]

+
4

KM

K∑
k=1

M∑
m=1

M∑
m′ 6=m

EXX′

[
Tr
[
σ̂n(X(m, k))Π̂n

m′,k

]]
(67)

= 2EX

[
Tr
[
σ̂n(X)(Î − Π̂n

X)
]]

+ 4(M − 1)EXX′

[
Tr
[
σ̂n(X)Π̂n

X′

]]
, (68)

where (67) and (68) are because C consists of i.i.d. random vectors that are independent of the

message-secret pair (m, k). This reduces EC to the expectation over the independent random

vectors X and X′, with the projector in (58) expressed in terms of X as follows:

Π̂n
X =

{
Eσ̂⊗n0

(
σ̂n(X)

)
− eaσ̂⊗n0 � 0

}
. (69)

Rearranging the expectations in (68) and writing them using summations yields:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1) Tr

[∑
x′

∑
x′′

pX′(x
′)σ̂n(x′)pX′′(x

′′)Π̂n
x′′

]
(70)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1) Tr

[∑
x′

pX′(x
′)σ̂⊗nαn Π̂n

x′

]
, (71)

where (71) follows from bilinearity and associativity of the tensor product as well as the definition

of σ̂αn in (56). As σ̂⊗n0 and Π̂n
x commute, we have,

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1) Tr

[∑
x′

pX′(x
′)Eσ̂⊗n0

(σ̂⊗nαn )Π̂n
x′

]
(72)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)
∑
x′

pX′(x
′) Tr

[
Eσ̂⊗n0

(σ̂⊗nαn )Π̂n
x′

]
(73)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)
∑
x′

pX′(x
′) Tr

[(
σ̂⊗n0

)−1
σ̂⊗n0 Eσ̂⊗n0

(σ̂⊗nαn )Π̂n
x′

]
(74)
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= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+4(M − 1)
∑
x′

pX′(x
′) Tr

[(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn )σ̂⊗n0 Π̂n

x′

]
, (75)

where (72) follows from application of Lemma 3 for Â = σ̂⊗n0 , B̂ = σ̂⊗nαn , and Ĉ = Π̂n
x′ , (73)

follows from the linearity of the trace, and (75) follows from the fact that σ̂⊗n0 and Eσ̂⊗n0
(σ̂⊗nαn )

commute. Now, Lemma 7 with Â = Eσ̂⊗n0
(σ̂nx′) − eaσ̂⊗n0 and B̂ =

(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn ) implies

that Tr
[(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn )

(
Eσ̂⊗n0

(σ̂nx′)− eaσ̂⊗n0

)
Π̂n

x′

]
≥ 0. Linearity of the trace implies

Tr
[(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn )σ̂⊗n0 Π̂n

x′

]
≤ e−a Tr

[(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn )Eσ̂⊗n0

(σ̂nx′)Π̂
n
x′

]
. (76)

We can further bound the right-hand side of (76) as

e−a Tr
[(
σ̂⊗n0

)−1 Eσ̂⊗n0
(σ̂⊗nαn )Eσ̂⊗n0

(σ̂nx′)Π̂
n
x′

]
≤ e−a

√
Tr

[
Eσ̂⊗n0

(σ̂nx′)
(
Eσ̂⊗n0

(σ̂⊗nαn )
)2 (

σ̂⊗n0

)−2
]

Tr

[
Eσ̂⊗n0

(σ̂nx′)
(

Π̂n
x′

)2
]

(77)

≤ e−a

√
Tr

[
Eσ̂⊗n0

(σ̂nx′)
(
Eσ̂⊗n0

(σ̂⊗nαn )
)2 (

σ̂⊗n0

)−2
]
, (78)

where (77) is the Cauchy-Schwarz inequality for trace inner products and follows from the fact

that Eσ̂⊗n0
(σ̂nx′) is Hermitian, and (78) is because Tr

[
Eσ̂⊗n0

(σ̂nx′)
(

Π̂n
x′

)2
]

= Tr
[
Eσ̂⊗n0

(σ̂nx′)Π̂
n
x′

]
≤

Tr
[
Eσ̂⊗n0

(σ̂nx′)
]
≤ 1. Combining (75), (76) and (78) yields:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
∑
x′

pX′(x
′)

√
Tr

[
Eσ̂⊗n0

(σ̂nx′)
(
Eσ̂⊗n0

(σ̂⊗nαn )
)2 (

σ̂⊗n0

)−2
]

(79)

≤ 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
√∑

x′

pX′(x′) Tr

[
Eσ̂⊗n0

(σ̂nx′)
(
Eσ̂⊗n0

(σ̂⊗nαn )
)2 (

σ̂⊗n0

)−2
]

(80)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a

√√√√Tr

[
Eσ̂⊗n0

(∑
x′

pX′(x′)σ̂nx′

)(
Eσ̂⊗n0

(σ̂⊗nαn )
)2 (

σ̂⊗n0

)−2

]
(81)
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= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a

√
Tr

[(
Eσ̂⊗n0

(σ̂⊗nαn )
)3 (

σ̂⊗n0

)−2
]
,

(82)

where (80) follows from Jensen’s inequality, (81) is due to the linearity of the trace and pinching,

and (82) follows from the definition of σ̂⊗nαn . Application of Lemma 4 to the term inside the square

root of (82) yields:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
√

Tr
[
Eσ̂⊗n0

((
σ̂⊗nαn

)3
) (
σ̂⊗n0

)−2
]

(83)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
√

Tr
[(
σ̂⊗nαn

)3 (
σ̂⊗n0

)−2
]
, (84)

where (84) follows from Lemma 3. The properties of the tensor product and its trace yield:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
√

Tr
[(
σ̂3
αn

)⊗n (
σ̂−2

0

)⊗n] (85)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
(
Tr
[
σ̂3
αnσ̂

−2
0

])n/2 (86)

= 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
(
1− 3α2

n + (1− αn)α2
n

(
Tr
[
σ̂¬0σ̂0σ̂¬0σ̂

−2
0

]
+ 2 Tr

[
σ̂2
¬0σ̂

−1
0

])
+α3

n

(
Tr
[
σ̂3
¬0σ̂

−2
0

]
+ 2
))n/2

, (87)

where we define σ̂¬0 ,
∑

x∈X\{0} πxσ̂x and (87) follows by expanding σ̂αn . For brevity, let’s

define constants

β1 , Tr
[
σ̂¬0σ̂0σ̂¬0σ̂

−2
0

]
+ 2 Tr

[
σ̂2
¬0σ̂

−1
0

]
, (88)

β2 , Tr
[
σ̂3
¬0σ̂

−2
0

]
+ 2. (89)

Note that β1, β2 are positive because they are traces of the product of two positive operators.

Now, dropping the negative terms and using the fact that log(1 + x) ≤ x for x ≥ −1, we have:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a
(
1 + α2

nβ1 + α3
nβ2

)n/2 (90)

≤ 2
∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e−a+n
2 (α2

nβ1+α3
nβ2). (91)

Substituting the definition of αn from Section II-E in (91) yields:

EC
[
P (b)

e

]
≤ 2

∑
x

pX(x) Tr
[
σ̂n(x)(Î − Π̂n

x)
]

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 . (92)
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Now consider a random variable L indicating the number of non-innocent symbols in X. We

define a set Cnµ as in [8, Eq. (52)]:

Cnµ ,
{
l ∈ N : l > (1− µ)γn

√
n
}
, (93)

where 0 < µ < 1 is a constant. Applying the law of iterated expectations using L to (92) yields:

EC
[
P (b)

e

]
≤ 2

∑
x,l∈Cnµ

pX|L(x|l) Tr
[
σ̂n(x)(Î − Π̂n

x)
]
pL(l)

+ 2
∑

x,l /∈Cnµ

pX|L(x|l) Tr
[
σ̂n(x)(Î − Π̂n

x)
]
pL(l)

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 . (94)

Since Tr
[
σ̂n(x)(Î − Π̂n

x)
]
≤ 1, (94) is upper bounded as:

EC
[
P (b)

e

]
≤ 2

∑
x,l∈Cnµ

pX|L(x|l) Tr
[
σ̂n(x)(Î − Π̂n

x)
]
pL(l) + 2

∑
l /∈Cnµ

pL(l)

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 (95)

≤ 2
∑

x,l∈Cnµ

pX|L(x|l) Tr
[
σ̂n(x)(Î − Π̂n

x)
]
pL(l) + 2e−µ

2γn
√
n/2

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 , (96)

where (96) follows from applying a Chernoff bound on
∑

l /∈Cnµ
pL(l) as in [8, Eq. (54)]. Now,

by Lemma 8 for φ̂n = σ̂n(x), τ̂n = σ̂⊗n0 , t = ea, and the definition of Π̂n
x in (69), we have,

Tr
[
σ̂n(x)(Î − Π̂n

x)
]

= Tr
[
σ̂n(x)

{
Eσ̂⊗n0

(σ̂n(x))− eaσ̂⊗n0 � 0
}]

(97)

≤ (n+ 1)dbear Tr
[
σ̂n(x)(σ̂⊗n0 )r/2(σ̂n(x))−r(σ̂⊗n0 )r/2

]
, (98)

where db = dim (HB) and 0 ≤ r ≤ 1 is an arbitrary constant. Substitution of (98) in (96) yields:

EC
[
P (b)

e

]
≤ 2

∑
x,l∈Cnµ

pX|L(x|l)(n+ 1)dbear Tr
[
σ̂n(x)(σ̂⊗n0 )r/2(σ̂n(x))−r(σ̂⊗n0 )r/2

]
pL(l)

+ 2e−µ
2γn
√
n/2 + 4(M − 1)e

−a+
γ2n
2
β1+

γ2n
2
√
n
β2 (99)

= 2
∑

x,l∈Cnµ

pX|L(x|l)(n+ 1)db exp

(
ar +

n∑
k=1

log
[
Tr
[
σ̂(xk)σ

r/2
0 (σ̂(xk))

−rσ
r/2
0

]])
pL(l)

+ 2e−µ
2γn
√
n/2 + 4(M − 1)e

−a+
γ2n
2
β1+

γ3n
2
√
n
β2 , (100)
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where (100) follows from the channel being memoryless. Let us define the following function:

ϕ(σ̂(xk), r) = − log
[
Tr
[
σ̂(xk)σ

r/2
0 (σ̂(xk))

−rσ
r/2
0

]]
. (101)

Substitution of ϕ(σ̂(xk), r) in (100) yields:

EC
[
P (b)

e

]
≤ 2

∑
x,l∈Cnµ

pX|L(x|l)(n+ 1)db exp

(
ar −

n∑
k=1

ϕ(σ̂(xk), r)

)
pL(l) + 2e−µ

2γn
√
n/2

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 (102)

= 2
∑

x,l∈Cnµ

pX|L(x|l)(n+ 1)db exp

(
ar −

n∑
k=1,xk 6=0

ϕ (σ̂(xk), r)

)
pL(l) + 2e−µ

2γn
√
n/2

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 (103)

≤ 2(n+ 1)db exp

ar − (1− µ)γn
√
n

 ∑
x∈X\{0}

πxϕ (σ̂x, r)− δn

+ 2e−µ
2γn
√
n/2

+ 4(M − 1)e
−a+

γ2n
2
β1+

γ3n
2
√
n
β2 , (104)

where (103) follows by noting that, since ϕ(σ̂0, r) = 0, only terms with xk 6= 0 contribute to

the inner summation in (102). Now, (104) follows from the number of non-innocent symbols in

the inner sum l > (1−µ)γn
√
n per definition of the set Cn

µ in (93), the fact that pL(l) < 1, and

noting that

P

(∣∣∣∣∣ 1

(1− µ)γn
√
n

n∑
k=1,xk 6=0

ϕ (σ̂(xk), r)− EX|X∈X\{0} [ϕ (σ̂X , r)|X ∈ X \ {0}]

∣∣∣∣∣ ≥ δn

)

≤ 2 exp
(
−cδδ2

n(1− µ)γn
√
n
)

(105)

by Hoeffding’s inequality for constant cδ = 2
maxx∈X\{0} ϕ(σ̂x,r)

and δ2
n ∈ o(1) ∩ ω

(
1

(logn)2/3n1/3

)
.

We have (104) since the expected value conditioned on x being non-innocent symbol

EX|X∈X\{0} [ϕ (σ̂X , r)|X ∈ X \ {0}] =
∑

x∈X\{0}

πxϕ (σ̂x, r) . (106)

Note that δn vanishes in (104) and the bound in (105) approaches zero as n → ∞. Since
∂
∂r
ϕ(σ̂x, r) is continuous with respect to r ∈ [0, 1] and ∂

∂r
ϕ (σ̂x, r)

∣∣
r=0

= D(σ̂x‖σ̂0), as shown in

Appendix D, there exist arbitrary constants ε > 0 and 0 < κ < 1 such that, for all x ∈ X \ {0},∣∣∣∣ϕ(σ̂x, r)− ϕ(σ̂x, 0)

r − 0
−D(σ̂x‖σ̂0)

∣∣∣∣ < ε, (107)
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for 0 < r ≤ κ. As ϕ(σ̂x, 0) = 0, it follows that there exists a constant 0 < ν1 < 1, such that, for

all x ∈ X \ {0},

ϕ(σ̂x, r) > (1− ν1)rD(σ̂x‖σ̂0). (108)

Substituting (108) in (104) yields:

EC
[
P (b)

e

]
≤2(n+ 1)db exp

ar − (1− µ)γn
√
n

(1− ν1)r
∑

x∈X\{0}

πxD (σ̂x‖σ̂0)− δn


+ 2e−µ

2γn
√
n/2 + 4(M − 1)e

−a+
γ2n
2
β1+

γ3n
2
√
n
β2 .

(109)

Selecting a = (1 − ν2)(1 − ν1)(1 − µ)γn
√
n
∑

x∈X\{0} πxD (σ̂x‖σ̂0) for arbitrary constant 0 <

ν2 < 1, we obtain:

EC
[
P (b)

e

]
≤2(n+ 1)dbe−ν2(1−ν1)(1−µ)rγn

√
n
∑
x∈X\{0} πxD(σ̂x‖σ̂0)+(1−µ)γn

√
nδn + 2e−µ

2γn
√
n/2

+ 4Me−(1−ν2)(1−ν1)(1−µ)γn
√
n
∑
x∈X\{0} πxD(σ̂x‖σ̂0)e

γ2n
2
β1+

γ3n
2
√
n
β2 . (110)

Substitution of (39) in (110) with (1− ς) = (1− µ)(1− ν1)(1− ν2)(1− ν3) for constant ν3 > 0

yields:

EC
[
P (b)

e

]
≤2(n+ 1)dbe−ν2(1−ν1)(1−µ)rγn

√
n
∑
x∈X\{0} πxD(σ̂x‖σ̂0)+(1−µ)γn

√
nδn + 2e−µ

2γn
√
n/2

+ 4e−ν3(1−ν2)(1−ν1)(1−µ)γn
√
n
∑
x∈X\{0} πxD(σ̂x‖σ̂0)e

γ2n
2
β1+

γ3n
2
√
n
β2 . (111)

Thus, using the definition of γn in (24), for n sufficiently large, there exists a constant ζ1 > 0

such that

EC
[
P (b)

e

]
≤ e−ζ1γn

√
n. (112)

Covertness analysis: We need the following two lemmas for our covertness analysis: Lemma 14

relates the difference between D(ˆ̄ρn‖ρ̂⊗n0 ) and D(ρ̂⊗nαn ‖ρ̂
⊗n
0 ) for any code to the trace distance

between ˆ̄ρn and ρ̂⊗nαn . Lemma 15 proves an upper bound on the expected value of the trace

distance between ˆ̄ρn and ρ̂⊗nαn for random codes when logM + logK is sufficiently large.

Lemma 14. For any code and large enough n, we have∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂
⊗n
0 )
∣∣ ≤ ∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

(
n log

(
4 dimHW

λmin(ρ̂0)3

)
+ log

1∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

)
.

(113)
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Lemma 15. Consider a random coding scheme with

logM + logK = (1 + ς)αnn
∑

x∈X\{0}

πxD(ρ̂x||ρ̂0). (114)

We have, for some ζ > 0 and n large enough,

EC

[∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

]
≤ e−ζα

3
2
n n. (115)

Before proving these lemmas, we show how they are used in covertness analysis. Note that

EC
[∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂

⊗n
0 )
∣∣]

≤ EC

[∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

(
n log

(
4 dimHW

λmin(ρ̂0)3

)
+ log

1∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

)]
(116)

≤ EC
[∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

](
n log

(
4 dimHW

λmin(ρ̂0)3

)
+ log

1

EC
[∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

]) (117)

≤ e−ζα
3
2
n n

(
n log

(
4 dimHW

λmin(ρ̂0)3

)
+ ζα

3
2
nn

)
, (118)

where (116) follows from Lemma 14, (117) follows from Jensen’s inequality, and (118) follows

from Lemma 15. Therefore, for any ζ2 < ζ , αn ∈ ω
((

logn
n

) 2
3

)
, and large enough n,

EC
[∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂

⊗n
0 )
∣∣] ≤ e−ζ2α

3
2
n n (119)

Proof of Lemma 14: We first note that by the definition of the QRE,∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂
⊗n
0 )
∣∣ =

∣∣D(ˆ̄ρn‖ρ̂⊗nαn ) + Tr
[
(ˆ̄ρn − ρ̂⊗nαn )(log

(
ρ̂⊗nαn
)
− log

(
ρ̂⊗n0

)
)
]∣∣ (120)

≤ D(ˆ̄ρn‖ρ̂⊗nαn ) +
∣∣Tr
[
(ˆ̄ρn − ρ̂⊗nαn )(log

(
ρ̂⊗nαn
)
− log

(
ρ̂⊗n0

)
)
]∣∣ (121)

We upper-bound the first term in the right hand side (RHS) of (121) as

D(ˆ̄ρn‖ρ̂⊗nαn ) ≤
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

log

(
dimH⊗nW

λmin(ρ̂⊗nαn )
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

)
(122)

=
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

log

(
(dimHW )n

λmin(ρ̂αn)n
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

)
(123)

≤
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

log

(
(2 dimHW )n

λmin(ρ̂0)n
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

)
, (124)

where (122) follows from Lemma 13 and (124) follows from Lemma 10. Furthermore, we have

the following chain of inequalities for the second term in the RHS of (121):∣∣Tr
[
(ˆ̄ρn − ρ̂⊗nαn )(log

(
ρ̂⊗nαn
)
− log

(
ρ̂⊗n0

)
)
]∣∣
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≤
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

∥∥log
(
ρ̂⊗nαn
)
− log

(
ρ̂⊗n0

)∥∥
∞ (125)

≤
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1
(
∥∥log

(
ρ̂⊗nαn
)∥∥
∞ +

∥∥log
(
ρ̂⊗n0

)∥∥
∞) (126)

=
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1

(
n log

(
1

λmin(ρ̂αn)

)
+ n log

(
1

λmin(ρ̂0)

))
(127)

≤
∥∥ ˆ̄ρn − ρ̂⊗nαn

∥∥
1
n log

(
2

λmin(ρ̂0)2

)
, (128)

where (128) follows from Lemma 10. Combining the above inequalities concludes the proof.

Proof of Lemma 15: By quantum channel resolvability [20, Lemma 9.2], we have for any

s ≤ 0 and γ ∈ R

EC

[∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

]
≤ 2
√
eγs+nφ(s,αn) +

√
eγνn
MK

, (129)

where νn is the number of distinct eigenvalues of ρ̂⊗nαn and φ(s, αn) is defined in (31). Choosing

γ =
(

1 +
ς

2

)
αnn

∑
x∈X\{0}

πxD(ρ̂x||ρ̂0), (130)

we upper-bound the exponent in the first term in the RHS of (129) as

γs+ nφ(s, αn) ≤ γs+ n

−αns ∑
x∈X\{0}

πxD(ρ̂x‖ρ̂0) + ϑ1αns
2 − ϑ2s

3

 (131)

= sαnn

 ς

2

∑
x∈X\{0}

πxD(ρ̂x||ρ̂0) + ϑ1s− ϑ2s
2α−1

n

 , (132)

where (131) follows from Lemma 9 for s ∈ [s0, 0] with arbitrary constant s0 < 0 and constants

ϑ1, ϑ2 > 0 defined in Lemma 9, and (132) follows by substituting the value of γ and rearranging

terms. We next set

s = −

√
αnς

∑
x∈X\{0} πxD(ρ̂x||ρ̂0)

4ϑ2

. (133)

Since αn ∈ o
(

1√
n

)
per its definition in Section II-E, (133) guarantees that, for large enough

n, s ∈ [s0, 0] for any constant s0 < 0, and ensuring that Lemma 9 holds. Furthermore, (133)

implies that:

sαnn

 ς

2

∑
x∈X\{0}

πxD(ρ̂x||ρ̂0) + ϑ1s− ϑ2s
2α−1

n

 = sαnn

 ς

4

∑
x∈X\{0}

πxD(ρ̂x||ρ̂0) + ϑ1s


(134)

∈ Θ
(
−α

3
2
nn
)
, (135)
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where (135) follows since ϑ1s ∈ o(1). Moreover, the expression under the square root in the

second term in the RHS of (129) is

eγνn
MK

=
e(1+ ς

2)αnn
∑
x∈X\{0} πxD(ρ̂x||ρ̂0)νn
MK

(136)

≤ e(1+ ς
2)αnn

∑
x∈X\{0} πxD(ρ̂x||ρ̂0)(n+ 1)dimHW

MK
(137)

=
e(1+ ς

2)αnn
∑
x∈X\{0} πxD(ρ̂x||ρ̂0)(n+ 1)dimHW

e(1+ς)αnn
∑
x∈X\{0} πxD(ρ̂x||ρ̂0)

(138)

= e−
ς
2
αnn

∑
x∈X\{0} πxD(ρ̂x||ρ̂0)+log(n+1) dimHW (139)

∈ Θ
(
e−αnn

)
(140)

where (137) follows from [20, Lemma 3.7], and (138) follows from our choice of MK. Sub-

stituting (135) and (140) in (129), we conclude that, for n large enough, there exists a constant

ζ > 0 such that

EC

[∥∥ ˆ̄ρn − ρ̂⊗nαn
∥∥

1

]
≤ e−ζα

3
2
n n. (141)

Identification of a specific code: Let’s choose ς , M , and K satisfying (39) and (40). This

implies that (112) and (119) hold for constants ζ1 > 0 and ζ2 > 0 and sufficiently large n. Now,

P

(
P (b)

e ≤ e−ς1γn
√
n ∩
∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂

⊗n
0 )
∣∣ ≤ e−ς2γ

3
2
n n

1
4

)
≥ 1− P

(
P (b)

e ≥ e−ς1γn
√
n
)
− P

(∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂
⊗n
0 )
∣∣ ≥ e−ς2γ

3
2
n n

1
4

)
(142)

≥ 1− e−(ζ1−ς1)γn
√
n − e−(ζ2−ς2)γ

3
2
n n

1
4 , (143)

where (143) is due to Markov’s inequality used with (112) and (119). For ς1 < ζ1 and ς2 < ζ2,

the RHS of (143) converges to unity as n→∞. Thus, there exists at least one coding scheme

that, for sufficiently large n satisfies (41) and (42) with high probability.

B. Converse

In this section we determine the upper bound on the covert capacity of the memoryless

classical-quantum channel, as well as characterize the lower bound on pre-shared secret require-

ment. These converse bounds match the achievable ones from Corollary 1 up to an arbitrarily

small constant. The proof adapts [8, Sec. VI] and [32].
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Theorem 2 (Converse). Consider a covert memoryless classical-quantum channel such that, for

inputs x ∈ X = {0, 1, 2, . . . , N}, the output state ρ̂0 corresponding to innocent input x = 0 is

not a mixture of non-innocent ones {ρ̂x}x∈X\{0}, and ∀x ∈ X \ {0}, supp(σ̂x) ⊆ supp(σ̂0) and

supp(ρ̂x) ⊆ supp(ρ̂0). For a sequence of covert communication codes with increasing blocklength

n and an arbitrary choice of non-innocent input distribution {πx}x∈X\{0},
∑

x∈X\{0} πx = 1, such

that

lim
n→∞

P (b)
e = 0 and lim

n→∞
D(ˆ̄ρn‖ρ̂⊗n0 ) = 0, (144)

we have,

LSRL ≤
(1 + β)

∑
x∈X\{0} πxD(σ̂x‖σ̂0)√
1
2
η(ρ̂¬0‖ρ̂0)

, (145)

and,

JSRL ≥

[∑
x∈X\{0} πx ((1− β)D(ρ̂x‖ρ̂0)− (1 + β)D(σ̂x‖σ̂0))

]+

√
1
2
η(ρ̂¬0‖ρ̂0)

. (146)

where ρ̂¬0 ,
∑

x∈X\{0} πxρ̂x is Willie’s average non-innocent state, ˆ̄ρn is Willie’s average state

defined in (13), and β ∈ (0, 1) is an arbitrary constant.

Proof (Theorem 2): Consider an n-symbol input with P (b)
e ≤ εn and D(ˆ̄ρn‖ρ̂⊗n0 ) ≤ δn such

that limn→∞ εn = 0 and limn→∞ δn = 0, and suppose that logM takes the maximum value (such

that limn→∞ logM =∞ per Theorem 1). Let W be the random variable describing the message,

S be the random variable describing the pre-shared secret, X be the classical random vector

describing Alice’s input n-symbol codeword, and Y be the classical random vector describing

Bob’s output of the channel. Define the random variable X̃ with distribution:

pX̃(x) =
1

n

n∑
k=1

pXk(x), (147)

where pXk(x) is the kth symbol’s marginal density of pX(x). Letting ˆ̄σxk =
∑

x∈X pXk(x)σ̂x

and ˆ̄ρxk =
∑

x∈X pXk(x)ρ̂x, the outputs of Bob’s and Willie’s channels induced by pX̃(x) are,

respectively, ˆ̃σ = 1
n

∑n
k=1

ˆ̄σxk and ˆ̃ρ = 1
n

∑n
k=1

ˆ̄ρxk . Bob’s expected state induced by (147) is,

ˆ̃σ = (1− µn)σ̂0 + µn
∑

x∈X\{0}

π̃xσ̂x, (148)
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where µn ≡ 1 − pX̃(0) is the average probability of transmitting a non-innocent symbol and

π̃x =
pX̃(x)

µn
. Similarly, Willie’s expected state induced by (147) is,

ˆ̃ρ = (1− µn)ρ̂0 + µn
∑

x∈X\{0}

π̃xρ̂x. (149)

First, we analyze logM to upper-bound LSRL. We have:

logM = H(W ) (150)

= I(W ;YS) +H(W |YS) (151)

≤ I(W ;YS) + 1 + εn logM, (152)

where (152) follows by Fano’s inequality. As the message and pre-shared secret are independent,

I(W ;S) = 0. Thus, I(W ;Y|S) = I(W ;YS)− I(W ;S) = I(W ;YS), yielding:

logM ≤ I(W ;Y|S) + 1 + εn logM (153)

≤ I(WS;Y) + 1 + εn logM (154)

≤ I(X;Y) + 1 + εn logM, (155)

where (154) follows from the chain rule for mutual information and (155) follows from the

data processing inequality. Let χ ({pX(x), σ̂n(x)}) be the Holevo information of the ensemble

{pX(x), σ̂n(x)}. Application of the Holevo bound [33, Th. 12.1] to (155) yields:

logM ≤ χ ({pX(x), σ̂n(x)}) + 1 + εn logM (156)

= H

(∑
x

pX(x)σ̂n(x)

)
−
∑
x′

pX(x′)H(σ̂n(x′)) + 1 + εn logM. (157)

By subadditivity of von Neumann entropy,

H

(∑
x

pX(x)σ̂n(x)

)
≤

n∑
k=1

H (Tr¬k [σ̂n(x)]) (158)

=
n∑
k=1

H

(∑
x

pX(x) Tr¬k

[
n⊗
i=1

σ̂xi

])
(159)

=
n∑
k=1

H

(∑
x

pXk(x)σ̂x

)
, (160)

where Tr¬k [·] denotes the partial trace over (n− 1) subsystems that are not the kth channel use.

Combining (157) and (160) yields

logM ≤
n∑
k=1

H

(∑
x

pXk(x)σ̂x

)
−
∑
x

pX(x)H(σ̂n(x)) + 1 + εn logM (161)
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=
n∑
k=1

H

(∑
x

pXk(x)σ̂x

)
−
∑
x

pX(x)H(σ̂n(x)) + 1 + εn logM (162)

=
n∑
k=1

(
H

(∑
x

pXk(x)σ̂x

)
−
∑
x′

pXk(x
′)H(σ̂x′)

)
+ 1 + εn logM (163)

=
n∑
k=1

χ ({pXk(x), σ̂x}) + 1 + εn logM, (164)

where (163) follows from σ̂n(x) being a product state. As the Holevo information is concave in

the input distribution, (164) is upper bounded using Jensen’s inequality as:

logM ≤ nχ ({pX̃(x), σ̂x}) + 1 + εn logM (165)

=
1

1− εn
(nχ ({pX̃(x), σ̂x}) + 1) . (166)

Lemma 12 yields:

χ ({pX̃ , σ̂x}) = µn
∑

x∈X\{0}

π̃xD(σ̂x‖σ̂0)−D(ˆ̃σ‖σ̂0) (167)

≤ µn
∑

x∈X\{0}

π̃xD(σ̂x‖σ̂0), (168)

where (168) follows from the QRE being non-negative. Since we assume that, for all x ∈ X ,

supp(σ̂x) ⊆ supp(σ̂0), D(σ̂x‖σ̂0) < ∞. We also know that limn→∞ logM = ∞ is achievable

by Theorem 1. Combining (166) and (168) yields:

1

1− εn
(nχ ({pX̃(x), σ̂x}) + 1) ≤ 1

1− εn

nµn ∑
x∈X\{0}

π̃xD(σ̂x‖σ̂0) + 1

 . (169)

Thus by (169), we have

lim
n→∞

nµn =∞. (170)

From the covertness condition, we have,

δn ≥ D(ˆ̄ρn‖ρ̂⊗n0 ) (171)

= −H

(∑
x

pX(x)ρ̂n(x)

)
− Tr

[∑
x′

pX(x′)ρ̂n(x′) log ρ̂⊗n0

]
(172)

≥ −
n∑
k=1

H

(∑
x

pXk(x)ρ̂x

)
− Tr

[∑
x

pX(x)ρ̂n(x) log ρ̂⊗n0

]
(173)

= −
n∑
k=1

H

(∑
x

pXk(x)ρ̂x

)
− Tr

[∑
x

pX(x)
n⊗
k=1

ρ̂xk log ρ̂0

]
(174)
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=
n∑
k=1

(
−H

(∑
x

pXk(x)ρ̂x

)
− Tr

[∑
x′

pXk(x
′)ρ̂x′ log ρ̂0

])
(175)

=
n∑
k=1

D(ˆ̄ρxk‖ρ̂0) (176)

≥ nD(ˆ̃ρ‖ρ̂0), (177)

where (173) follows from (160) and (177) follows from the convexity of the QRE. Note that,

using the quantum Pinsker’s inequality,

D(ˆ̃ρ‖ρ̂0) ≥ ‖
ˆ̃ρ− ρ̂0‖2

1

2 log 2
= µ2

n

‖ ˆ̃ρ¬0 − ρ̂0‖2
1

2 log 2
, (178)

where ˆ̃ρ¬0 ,
∑

x∈X\{0} π̃xρ̂x. Combined with (177), (178) implies that the covertness condition

is maintained only when:

lim
n→∞

µn
√
n = 0, (179)

which, in turn, implies that µn ∈ o
(

1√
n

)
. Also by (177) we have,

1

µn
D(ˆ̃ρ‖ρ̂0) ≤ δn

nµn
, (180)

implying that limn→∞
1
µn
D(ˆ̃ρ‖ρ̂0) = 0 by (170).

Now, dividing both sides of (166) by
√
nD(ˆ̄ρn‖ρ̂⊗n0 ) and applying (168) yields:

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≤
nµn

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

(1− εn)
√
nD(ˆ̄ρn‖ρ̂⊗n0 )

(181)

≤
nµn

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

(1− εn)
√
n2D(ˆ̃ρ‖ρ̂0)

, (182)

where (182) follows from (177). Application of Lemma 11 to (182) with α = µn yields:

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≤
nµn

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

(1− εn)
√

n2µ2n
2
η(ˆ̃ρ¬0‖ρ̂0) + n2R(µn)

(183)

=

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

nµn

(1− εn)
√

1
2
η(ˆ̃ρ¬0‖ρ̂0) +R(µn)

. (184)

The limit of both sides of (184) is evaluated to yield (145) by noting that µn ∈ o
(

1√
n

)
by (179),

R(µn) ∈ O(µ3) by Lemma 11, and π̃x → πx by Borel’s law of large numbers.

Now we analyze logM+logK to lower-bound JSRL. Generalizing [34, Sec. 5.2.3] to classical-

quantum channels, we have,

logM + logK = H(X) (185)
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≥ H(ˆ̄ρn) (186)

≥ H(ˆ̄ρn)−
∑
x∈Xn

pX(x)H (ρ̂n(x)) , (187)

where (186) follows from [22, Ex. 11.9.3] and (187) follows from non-negativity of von Neumann

entropy. Using the covertness condition with (187), we write:

logM + logK ≥ H(ˆ̄ρn)−
∑
x∈Xn

pX(x)H (ρ̂n(x)) +D(ˆ̄ρn‖ρ̂⊗n0 )− δn, (188)

Expanding the QRE in (188), we have,

logM + logK ≥ H(ˆ̄ρn)−
∑
x∈Xn

pX(x)H (ρ̂n(x))−H(ˆ̄ρn)− Tr
{

ˆ̄ρn log ρ̂⊗n0

}
− δn (189)

= −
∑
x∈Xn

pX(x)H (ρ̂n(x))−
∑

x′∈Xn
pX(x′) Tr

{
ρ̂n(x′) log ρ̂⊗n0

}
− δn (190)

=
∑
x∈Xn

pX(x)

(
−H (ρ̂n(x))− Tr{ρ̂n(x) log ρ̂⊗n0 }

)
− δn (191)

=
∑
x∈X

n∑
k=1

pXk(x)

(
−H (ρ̂x)− Tr{ρ̂x log ρ̂0}

)
− δn, (192)

where (192) follows from ρ̂n(x) and ρ̂⊗n0 being product states. Substituting (147), we have,

logM + logK ≥ n
∑
x∈X

pX̃(x)

(
−H (ρ̂x)− Tr{ρ̂x log ρ̂0}

)
− δn (193)

= −n
∑
x∈X

pX̃(x)H(ρ̂x)− nTr{ ˆ̃ρ log ρ̂0} − δn (194)

≥ −n
∑
x∈X

pX̃(x)H(ρ̂x)− nTr{ ˆ̃ρ log ρ̂0} − nD(ˆ̃ρ‖ρ̂0)− δn (195)

= −n
∑
x∈X

pX̃(x)H(ρ̂x)+nH(ˆ̃ρ)− δn (196)

= nχ ({pX̃(x), ρ̂x})− δn, (197)

where (195) follows from the non-negativity of QRE. Now, similarly to (168),

χ ({pX̃ , ρ̂x}) = µn
∑

x∈X\{0}

πxD(ρ̂x‖ρ̂0)−D(ˆ̃ρ‖ρ̂0). (198)

Dividing both sides of (197) by
√
nD(ˆ̄ρn‖ρ̂⊗n0 ) and combining with (198) yields:

logM + logK√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≥
nµn

∑
x∈X\{0} π̃xD(ρ̂x‖ρ̂0)− nD(ˆ̃ρ‖ρ̂0)− δn√

nD(ˆ̄ρn‖ρ̂⊗n0 )
(199)
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≥ nµn√
nD(ˆ̄ρn‖ρ̂⊗n0 )

 ∑
x∈X\{0}

π̃xD(ρ̂x‖ρ̂0)− 2δn
nµn

 ., (200)

where (200) is because D(ˆ̃ρ‖ρ̂0)
µn

≤ δn
nµn

by (180). By Theorem 1, there exists a sequence of codes

such that, for large enough n and arbitrary β ∈ (0, 1),

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≥
(1− β)

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0)√
1
2
η(ˆ̃ρ¬0‖ρ̂0)

. (201)

Combining (201) with (181) and rearranging yields:

nµn√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≥
(1− β)(1− εn)

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0)√

1
2
η(ˆ̃ρ¬0‖ρ̂0)

(∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

nµn

) . (202)

Combining (200) and (202), we obtain:

logM + logK√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≥
(1− β)(1− εn)

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0)√

1
2
η(ˆ̃ρ¬0‖ρ̂0)

(∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

nµn

)
×

 ∑
x∈X\{0}

π̃xD(ρ̂x‖ρ̂0)− 2δn
nµn

 . (203)

Subtracting (184) from (203) yields:

logK√
nD(ˆ̄ρn‖ρ̂⊗n0 )

≥
(1− β)(1− εn)

∑
x∈X\{0} π̃xD(σ̂x‖σ̂0)√

1
2
η(ˆ̃ρ¬0‖ρ̂0)

(∑
x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1

nµn

)
×

 ∑
x∈X\{0}

π̃xD(ρ̂x‖ρ̂0)− 2δn
nµn


−
∑

x∈X\{0} π̃xD(σ̂x‖σ̂0) + 1
nµn

(1− εn)
√

1
2
η(ˆ̃ρ¬0‖ρ̂0) +R(µn)

(204)

We obtain the lower bound on JSRL stated in (146) by taking the limit of both sides of (204) as

n → ∞, with (170), and again noting that µn ∈ o
(

1√
n

)
by (179), R(µn) ∈ O(µ3) by Lemma

11, and π̃x → πx by Borel’s law of large numbers.
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IV. SPECIAL CASES

A. Constant rate covert communication

Suppose Willie’s state induced by the innocent input, ρ̂0, is a mixture of {ρ̂x}x∈X\{0}, i.e.,

there exists a distribution π(x) on non-innocent symbols where
∑

x∈X\{0} π(x) = 1 such that

ρ̂0 =
∑

x∈X\{0} π(x)ρ̂x, but σ̂0 6=
∑

x∈X\{0} π(x)σ̂x. Define the probability distribution function:

pX(x) =

1− α, x = 0

α, x 6= 0,
(205)

where 0 < α ≤ 1 is the probability of using a non-innocent symbol. Using {pX(x)} on input

symbols results in an ensemble {pX(x), σ̂x}, at Bob’s output that has positive Holevo information

by the Holevo-Schumacher-Westmoreland (HSW) theorem [22, Ch. 19]. Thus, Alice can simply

draw her codewords from the set of states using the probability distribution {pX(x)} and transmit

at the positive rate undetected by Willie. Therefore, in the previous sections, we assume that ρ̂0

is not a mixture of the non-innocent symbols.

B. O(
√
n log n) covert communication

Now we consider the case where part of the output-state support for at least one non-

innocent input lies outside Bob’s innocent-state support while lying inside Willie’s innocent-

state support. While the resulting
√
n log n scaling is identical to that for entanglement-assisted

covert communications over the bosonic [13, Sec. III.C] and qubit depolarizing [17] channels,

the scaling constants have different form. We leave investigation of connection between these

results to future work.

In the following theorems, we assume binary inputs. Our approach can be generalized to more

than two inputs, but care must be taken in delineating the supports of the resulting quantum

states. This does not affect the fundamental scaling law, but increases the complexity of the

proof. Therefore, to simplify the exposition, we analyze only the binary-input scenario.

Theorem 3. Consider a covert memoryless classical-quantum channel such that binary inputs

X = {0, 1} induce outputs {σ̂0, σ̂1} and {ρ̂0, ρ̂1} at Bob and Willie, respectively. Suppose

the output state ρ̂0 corresponds to innocent output x = 0, and supp(ρ̂x1) ⊆ supp(ρ̂0) while
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supp(σ̂x1) 6⊆ supp(σ̂0). For αn , γn√
n

with γn defined in (24), and any constant ς such that

0 < ς < 1, there exist constants ς1, ς2 > 0 for large enough n such that,

logM ≥ (1− ς)κγn
√
n log n

(
1

2
+

log γ−1
n

log n

)
, (206)

logK = 0, (207)

where κ = 1− Tr
[
Π̂0σ̂1

]
, with Π̂0 being the projection onto the support of σ̂0, and

P (b)
e ≤ e−ς1γn

√
n, (208)∣∣D(ˆ̄ρn‖ρ̂⊗n0 )−D(ρ̂⊗nαn ‖ρ̂

⊗n
0 )
∣∣ ≤ e−ς2γn

√
n, (209)

where Willie’s average state ˆ̄ρn is defined in (13).

Proof (Theorem 3): Construction: For each m, where m ∈ {1, . . . ,M} is a message,

Alice generates an i.i.d. random sequence x(m) ∈ X n from the binary distribution

pX(x) =

 1− αn, x = 0

αn, x = 1
, (210)

where αn satisfies the requirements for a covert quantum-secure state given in Section II-E.

Alice chooses a codeword x(m) based on the message m she wants to send. The codebook is

used only once for a single shot transmission. Willie’s and Bob’s output states corresponding to

a single use of the classical-quantum channel by Alice are given in (21) and (56).

Reliability analysis: Let Bob use a POVM {(Î−Π̂0), Π̂0} on each of his n received states, where

Π̂0 is a projection onto the support of σ̂0. This induces a classical DMC with unity probability

of correctly identifying σ̂0 and probability κ = 1− Tr
[
Π̂0σ̂1

]
of correctly identifying σ̂1. This

construction admits the reliability analysis in the proof of [8, Th. 7], and results in (206).

Covertness analysis: The same analysis as performed in Theorem 1 can still be applied here,

with choice of logM in (206) being adequate to ensure that,

EC[D(ˆ̄ρn‖ρ̂⊗nαn )] ≤ e−ς2γn
√
n, (211)

for appropriate choice of constant ς2 > 0.

The scaling constant of logM is the square root-log law covert capacity:

Definition 6 (Square root-log law covert capacity). The capacity of covert communication over

the memoryless classical-quantum channel defined in the statement of Theorem 3 is

Llog , lim
n→∞

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 ) log n

, (212)
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where M is the size of the message set and n is blocklength.

It is characterized as follows:

Corollary 2. Consider a covert memoryless classical-quantum channel defined in the statement

of Theorem 3. Then, there exists a covert communication code such that

lim
n→∞

D(ˆ̄ρn‖ρ̂⊗n0 ) = 0, lim
n→∞

P (b)
e = 0, (213)

for constant 0 < ς < 1,

Llog≥(1− ς)κ

√
2

η(ρ̂1‖ρ̂0)

(
1

2
+ ξ1

)
, (214)

where ξ1 = limn→∞
log γ−1

n

logn
, κ is defined in the statement of Theorem 3, and Willie’s average

state ˆ̄ρn is defined in (13).

Proof (Corollary 2): Combining (48), (51), and (206), we have, for a constant 0 < ς < 1:

lim
n→∞

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 ) log n

≥ lim
n→∞

(1− ς)κγn
√
n log n

(
1
2

+ log γ−1
n

logn

)
√
nγ

2
n

2
η(ρ̂¬0‖ρ̂0) + n2R(αn) + ne−ς2γ

3
2
n n

1
4 log n

. (215)

Using the definition of γn in (24) and that R(αn) ∈ O(α3
n) yields (214) and the corollary.

Now we prove the following converse result:

Theorem 4. Consider a covert memoryless classical-quantum channel such that binary inputs

X = {0, 1} induce outputs {σ̂0, σ̂1} and {ρ̂0, ρ̂1} at Bob and Willie, respectively. Suppose

the output state ρ̂0 corresponds to innocent output x = 0, and supp(ρ̂x1) ⊆ supp(ρ̂0) while

supp(σ̂x1) 6⊆ supp(σ̂0). For a sequence of covert communication codes with increasing block-

length n such that limn→∞ P
(b)
e = 0 and limn→∞D(ˆ̄ρn‖ρ̂⊗n0 ) = 0, we have:

Llog ≤ (1 + β)κ

√
2

η(ρ̂1‖ρ̂0)

(
1

2
+ ξ2

)
, (216)

where β ∈ (0, 1) is an arbitrary constant, κ = 1 − Tr
[
Π̂0σ̂1

]
, Willie’s average state ˆ̄ρn is

defined in (13), and ξ2 = limn→∞
log$−1

n

logn
with Π̂0 being the projection onto the support of σ̂0

and $n = o(1) ∩ ω
(

1√
n logn

)
.

Proof (Theorem 4): As in the proof of Theorem 2, consider a sequence of n input symbols

with P (b)
e ≤ εn and D(ˆ̄ρn‖ρ̂⊗n0 ) ≤ δn such that limn→∞ εn = 0 and limn→∞ δn = 0, and suppose
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that logM takes the maximum value (such that limn→∞ logM = ∞ per Theorem 3). We can

apply the results and notation in (147)-(164) and (185)-(197) here, as they do not rely on the

supports of Bob’s received states. However, since supp(σ̂x) * supp(σ̂0), the bound on the Holevo

information of Bob’s average state in (168) cannot be used. Instead, we employ the projection

Π̂0 onto the support of σ̂0. We expand the Holevo information by rearranging terms as follows:

χ ({pX̃ , σ̂x}) = (1− µn)D(σ̂0‖ˆ̃σ) + µnD(σ̂1‖ˆ̃σ). (217)

Starting with the second term of (217),

µnD(σ̂1‖ˆ̃σ) = µn Tr [σ̂1 log σ̂1]− µn Tr
[
σ̂1 log ˆ̃σ

]
(218)

= µn Tr [σ̂1 log σ̂1]− µn Tr
[√

σ̂1 log ˆ̃σ
√
σ̂1

]
(219)

= µn Tr [σ̂1 log σ̂1]− µn Tr
[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1

]
− µn Tr

[
(Î − Π̂0)

√
σ̂1 log ˆ̃σ

√
σ̂1

]
(220)

= µn Tr [σ̂1 log σ̂1]− µn Tr
[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
− µn Tr

[
(Î − Π̂0)

√
σ̂1 log ˆ̃σ

√
σ̂1(Î − Π̂0)

]
. (221)

Since ˆ̃σ = (1− µn)σ̂0 + µnσ̂1 � µnσ̂1 and logarithm is operator monotone, we have

µnD(σ̂1‖ˆ̃σ) ≤ µn Tr [σ̂1 log σ̂1] + µn Tr
[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
+ µn Tr

[
(Î − Π̂0)

√
σ̂1 log(µnσ̂1)

√
σ̂1(Î − Π̂0)

]
(222)

= µn Tr [σ̂1 log σ̂1]− µn Tr
[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
− µn Tr

[
(Î − Π̂0)σ̂1 log(µnσ̂1)

]
(223)

= µn Tr
[
Π̂0σ̂1 log σ̂1

]
− µn Tr

[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
+ µn Tr

[
(Î − Π̂0)σ̂1 (log σ̂1 − log(µnσ̂1))

]
(224)

= µn Tr
[
Π̂0σ̂1 log σ̂1

]
− µn Tr

[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
− µn Tr

[
(Î − Π̂0)σ̂1

]
log µn (225)

= µn Tr
[
Π̂0σ̂1 log σ̂1

]
− µn Tr

[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
+ µnκ log

1

µn
, (226)

where (223) is because σ̂1 commutes with log σ̂1. Similar expansion of the first term of (217)

yields:

(1− µn)D(σ̂0‖ˆ̃σ) = (1− µn) Tr
[
σ̂0

(
log σ̂0 − log ˆ̃σ

)]
(227)
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= (1− µn) Tr
[
Π̂0σ̂0

(
log σ̂0 − log ˆ̃σ

)]
(228)

= (1− µn) Tr
[
Π̂0σ̂0 log σ̂0

]
− (1− µn) Tr

[
Π̂0

√
σ̂0 log ˆ̃σ

√
σ̂0Π̂0

]
, (229)

where (228) is because Π̂0σ0 = σ0. Substituting (226) and (229) into (217) yields:

χ ({pX̃ , σ̂x}) ≤ (1− µn) Tr
[
Π̂0σ̂0 log σ̂0

]
− (1− µn) Tr

[
Π̂0

√
σ̂0 log ˆ̃σ

√
σ̂0Π̂0

]
+ µn Tr

[
Π̂0σ̂1 log σ̂1

]
− µn Tr

[
Π̂0

√
σ̂1 log ˆ̃σ

√
σ̂1Π̂0

]
+ µnκ log

1

µn
(230)

≤ (1− µn) Tr
[
Π̂0σ̂0 log σ̂0

]
− (1− µn) Tr

[
Π̂0

√
σ̂0 log((1− µn)σ̂0)

√
σ̂0Π̂0

]
+ µn Tr

[
Π̂0σ̂1 log σ̂1

]
− µn Tr

[
Π̂0

√
σ̂1 log((1− µn)σ̂0)

√
σ̂1Π̂0

]
+ µnκ log

1

µn
(231)

= (1− µn) Tr
[
Π̂0σ̂0 (log σ̂0 − log((1− µn)σ̂0))

]
− µnκ log(1− µn)

+ µn Tr
[
Π̂0

(
σ̂1 log σ̂1 −

√
σ̂1 log σ̂0

√
σ̂1

)]
+ µnκ log

1

µn
(232)

= −(1− µn) log(1− µn)− µnκ log(1− µn)

+ µn Tr
[
Π̂0

(
σ̂1 log σ̂1 −

√
σ̂1 log σ̂0

√
σ̂1

)]
+ µnκ log

1

µn
(233)

≤ log
1

1− µn
+ µn Tr

[
Π̂0

(
σ̂1 log σ̂1 −

√
σ̂1 log σ̂0

√
σ̂1

)]
+ µnκ log

1

µn
, (234)

where (231) is because ˆ̃σ = (1−µn)σ̂0 +µnσ̂1 � (1−µn)σ̂0 and logarithm is operator monotone,

and (234) is because 0 ≤ κ ≤ 1. Dividing both sides of (166) by
√
nD(ˆ̄ρn‖ρ̂⊗n0 ) log n and

applying Lemma 11 with α = µn yields:
logM√

nD(ˆ̄ρn‖ρ̂⊗n0 ) log n
≤ nχ(pX̃(x), σ̂x) + 1

(1− εn)
√

n2µ2n
2
η(ρ̂1‖ρ̂0) + n2R(µ) log n

(235)

≤
log 1

1−µn + µn Tr
[
Π̂0

(
σ̂1 log σ̂1 −

√
σ̂1 log σ̂0

√
σ̂1

)]
+ µnκ log 1

µn
+ 1

n

(1− εn)
√

µ2n
2
η(ρ̂1‖ρ̂0) +R(µ) log n

(236)

=

− log(1−µn)
µn logn

+
Tr[Π̂0(σ̂1 log σ̂1−

√
σ̂1 log σ̂0

√
σ̂1)]

logn
+

κ log( 1
µn

)
logn

+ 1
nµn logn

(1− εn)
√

1
2
η(ρ̂1‖ρ̂0) +R(µ)

, (237)

where (236) is because of (234). By (179), µn = $n√
n

, where $n = o(1). Combining (166) and

(234) yields:

n

(
log

1

1− µn
+ µn Tr

[
Π̂0

(
σ̂1 log σ̂1 −

√
σ̂1 log σ̂0

√
σ̂1

)]
+ µnκ log

(
1

µn

))
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≥ nχ ({pX̃ , σ̂x}) (238)

≥ (1− εn) logM − 1. (239)

The term µnκ log
(

1
µn

)
is the asymptotically dominant term on the left-hand side of (238). Thus,

in order to have limn→∞ logM =∞,

lim
n→∞

nµn log µn = lim
n→∞

√
n$n

(
1

2
log n+ log$−1

n

)
=∞, (240)

which requires that $n = ω
(

1√
n logn

)
. Hence, we have $n = o(1) ∩ ω

(
1√

n logn

)
. This, along

with reliability condition εn → 0, and R(µ) ∈ O(µ3) allows evaluation of the limit of both sides

of (237) as n→∞ to yield (216) and the theorem.

Note that just as the corresponding results in [8, Cor. 4 and Th. 8], the scaling constants ξ1 and

ξ2 in Corollary 2 and Theorem 4 depend on the choice of γn and $n. This is unlike Corollary

1 and Theorem 2 where the scaling constant remains the same for all choices of γn and scaling

of µn meeting the condition in (179). However, unlike in [8, Cor. 4 and Th. 8], our ξ1 and ξ2

do not match. For γn defined in (24), γ−1
n ∈ o

(
n

1
6

(logn)
2
3

)
. Thus, for n large enough,

log γ−1
n

log n
≤

log

(
n

1
6

(logn)
2
3

)
log n

≤ 1

6
, (241)

which implies that 0 < ξ1 ≤ 1
6
. On the other hand, for $nω

(
1√

n logn

)
and n large enough,

log$−1
n

log n
≤ log(

√
n log n)

log n
=

1

2
+

log log n

log n
, (242)

so that 0 < ξ2 ≤ 1
2
. We note that the gap between ξ1 and ξ2 enters solely through the constraint

on γn in the proof of Lemma 15. This gap also affects the results on entanglement-assisted covert

communication over qubit depolarizing channel in [17]. This can be addressed by evolving the

channel resolvability analysis to reduce the restrictions on γn. Although we defer this to future

work, closing the gap between ξ1 and ξ2 would imply that a product measurement is optimal

in the setting of Theorems 3 and 4. This is unlike the setting of Theorems 1 and 2, where

achieving the covert capacity likely requires Bob to employ joint-detection receiver on his n

received states.
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C. No covert communication

We specialize the channel model from Section II-B to show that covert communication is

impossible when all of Alice’s non-innocent inputs result in Willie’s output states having support

outside of innocent state’s support. Consider a general quantum channel from Alice to Willie

NAn→Wn that may not be memoryless across n channel uses. Denote by φ̂n ∈ D
(
H⊗nA

)
Alice’s

n-channel-use input state, and by ρ̂n = NAn→Wn

(
φ̂n
)
∈ D

(
H⊗nW

)
the corresponding Willie’s

output. HA and HW can be infinite-dimensional. We designate a pure state φ̂0 = |0〉 〈0| as Alice’s

innocent input (noting that any mixed state can be purified by adding dimensions to HA). The

n-channel-use innocent input state is φ̂⊗n0 = |0〉 〈0|, where |0〉 = |0〉 ⊗ |0〉 ⊗ · · · ⊗ |0〉, with the

corresponding output state ρ̂n0 = NAn→Wn

(
φ̂⊗n0

)
. We now generalize [11, Th. 1] as follows.

Theorem 5. Suppose that, for any Alice’s non-innocent input state φ̂n 6= φ̂n0 , the corresponding

Willie’s output state ρ̂n = NAn→Wn

(
φ̂n
)

has support supp (ρ̂n) 6⊆ supp (ρ̂n0 ). Then, there exists

a constant δ0 > 0, such that maintaining Willie’s detection error probability P (w)
e ≥ 1

2
− δ for

δ ∈ (0, δ0) results in Bob’s decoding error probability P (b)
e ≥ 1

4

(
1−

√
δ
δ0

)
for any number of

channel uses n.

Proof: Alice sends one of M (equally likely) logM -bit messages by choosing an element

from an arbitrary codebook {φ̂nm,m = 1, . . . ,M}, where a general pure state φ̂nm = |ψnm〉 〈ψnm|

encodes a logM -bit message m in n channel uses and |ψnm〉 ∈ H⊗nA . We limit our analysis to pure

input states since, by convexity, using mixed states as inputs can only degrade the performance

(since that is equivalent to transmitting a randomly chosen pure state from an ensemble and

discarding the knowledge of that choice). Denoting the set of non-negative integers by N0, we

can construct a complete orthonormal basis (CON) B(HA) = {|b〉 , b ∈ N0} of HA such that, for

the innocent state φ̂0 = |0〉 〈0|, |0〉 ∈ B(HA). We can then express |ψnm〉 =
∑

b∈Nn0
ab(m) |b〉,

where |b〉 ≡ |b1〉 ⊗ |b2〉 ⊗ · · · ⊗ |bn〉 with |bk〉 ∈ B(HA).

When m is transmitted, Willie’s hypothesis test reduces to discriminating between the states

ρ̂n0 and ρ̂nm, where ρ̂nm = NAn→Wn

(
φ̂nm

)
. Let Willie use a detector that is given by the POVM{

Π̂n
0 , Î − Π̂n

0

}
, where Π̂n

0 is the projection onto the support of the innocent state ρ̂n0 . Thus,

Willie’s average error probability is:

P (w)
e =

1

2M

M∑
m=1

Tr
[
Π̂n

0 ρ̂
n
m

]
, (243)
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since messages are sent equiprobably. Note that the error is entirely because of missed codeword

detections, as Willie’s receiver never raises a false alarm because the support of the innocent

state at Willie is a strict subset of the supports of each of the non-innocent states. Now,

Tr
[
Π̂n

0 ρ̂
n
m

]
= Tr

[
Π̂n

0NAn→Wn(φ̂nm)
]

(244)

= Tr

[
Π̂n

0NAn→Wn

(
|a0(m)|2 |0〉〈0|+

∑
b6=0∨b′ 6=0

ab(m)a†b′(m) |b〉〈b′|

)]
(245)

= Tr

[
Π̂n

0

(
|a0(m)|2 ρ̂n0 +NAn→Wn

( ∑
b 6=0∨b′ 6=0

ab(m)a†b′(m) |b〉〈b′|

))]
, (246)

where (246) is by the linearity of CPTP map NAn→Wn and the definition of ρ̂n0 . Consider a

quantum state ρ̂nm,¬0 that satisfies |a0(m)|2 ρ̂n0 +
(
1− |a0(m)|2

)
ρ̂nm,¬0 = ρ̂nm and corresponds to

the component of ρ̂nm that is not an innocent state. Substitution of ρ̂nm,¬0 in (246) yields:

Tr
[
Π̂n

0 ρ̂
n
m

]
= Tr

[
Π̂n

0

(
|a0(m)|2 ρ̂n0 +

(
1− |a0(m)|2

)
ρ̂nm,¬0

)]
(247)

= |a0(m)|2 +
(
1− |a0(m)|2

)
(1− cm), (248)

where cm = Tr
[
(Î − Π̂n

0 )ρ̂nm,¬0

]
. Since part of the support of ρ̂nm is outside the support of the

innocent state ρ̂n0 , part of the support of ρ̂nm,¬0 has to lie outside the innocent state support. Thus,

cm > 0. Let cmin = minm,m>0 cm, and note that cmin > 0. This yields an upper-bound for (243):

P (w)
e ≤ 1

2
− cmin

2

(
1− 1

M

M∑
m=1

|a0(m)|2
)
.

Thus, to ensure P (w)
e ≥ 1

2
− δ, Alice must use a codebook such that:

1

M

M∑
m=1

|a0(m)|2 ≥ 1− 2δ

cmin

. (249)

We can restate (249) as follows:

1

M

M∑
m=1

(
1− |a0(m)|2

)
≤ 2δ

cmin

. (250)

Now we analyze Bob’s decoding error, following the proof of [11, Th. 1] with minor substi-

tutions. Denote by Em→l the event that the transmitted message m is decoded by Bob as l 6= m.

Given that m is transmitted, the decoding error probability is the probability of the union of

events ∪Ml=0,l 6=mEm→l. Let Bob choose a POVM {Λ̂∗j} that minimizes the average probability of

error over n channel uses:

P (b)
e = inf

{Λ̂j}

1

M

M∑
m=1

P
(
∪Ml=0,l 6=mEm→l

)
. (251)
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Now consider a codebook that meets the necessary condition for covert communication in (250).

Define the subset of this codebook
{
φ̂nm,m ∈ A

}
where A =

{
m : 1− |a0(m)|2 ≤ 4δ

cmin

}
. We

lower-bound (251) as follows:

P (b)
e =

1

M

∑
m∈Ā

P
(
∪Ml=0,l 6=mEm→l

)
+

1

M

∑
m∈A

P
(
∪Ml=0,l 6=mEm→l

)
(252)

≥ 1

M

∑
m∈A

P
(
∪Ml=0,l 6=mEm→l

)
, (253)

where the probabilities in (252) are with respect to the POVM {Λ̂∗j} that minimizes (251)

over the entire codebook. Without loss of generality, let’s assume that |A| is even, and split A

into two equal-sized non-overlapping subsets A(left) and A(right) (formally, A(left) ∪ A(right) = A,

A(left)∩A(right) = ∅, and |A(left)| = |A(right)|). Let g : A(left) → A(right) be a bijection. We can thus

re-write the lower-bound in (253) as:

P (b)
e ≥ 1

M

∑
m∈A(left)

2

P (∪Ml=0,l 6=mEm→l
)

2
+
P
(
∪Ml=0,l 6=g(m)Eg(m)→l

)
2

 (254)

≥ 1

M

∑
m∈A(left)

2

(
P
(
Em→g(m)

)
2

+
P
(
Eg(m)→m

)
2

)
, (255)

where (255) follows because the events Em→g(m) and Eg(m)→m are contained in the unions

∪Ml=0,l 6=mEm→l and ∪Ml=0,l 6=g(m)Eg(m)→l, respectively. The term in the summation in (255),

Pe(m) ≡
P
(
Em→g(m)

)
2

+
P
(
Eg(m)→m

)
2

, (256)

is Bob’s average probability of error when Alice only sends messages m and g(m) equiprobably.

We thus reduce the analytically intractable problem of discriminating between many states in

(251) to a quantum binary hypothesis test.

Any non-trivial quantum channel can only increase the probability of error in discriminating

two quantum states. Therefore, we consider a trivial identity channel between Alice and Bob in

our analysis. Although it results in a communication system between Alice, Bob, and Willie that

is physically impossible (due to no-cloning theorem), this approach yields a suitable lower bound

on P
(b)
e . Recalling that φ̂nm = |ψm〉〈ψm| and φ̂ng(m) =

∣∣ψg(m)

〉〈
ψg(m)

∣∣ are pure states, the lower

bound on the probability of error in discriminating between |ψm〉 and
∣∣ψg(m)

〉
is [35, Ch. IV.2

(c), Eq. (2.34)]:

Pe(m) ≥
[
1−

√
1− F

(
|ψm〉 ,

∣∣ψg(m)

〉)]/
2 , (257)
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where F (|ψ〉 , |φ〉) = | 〈ψ|φ〉 |2 is the fidelity between the pure states |ψ〉 and |φ〉. Lower-bounding

F
(
|ψm〉 ,

∣∣ψg(m)

〉)
lower-bounds the RHS of (257). For pure states |ψ〉 and |φ〉, F (|ψ〉 , |φ〉) =

1−
(

1
2
‖ |ψ〉 〈ψ| − |φ〉 〈φ| ‖1

)2, where ‖ρ− σ‖1 is the trace distance [22, Eq. (9.172)]. Thus,

F
(
|ψm〉 ,

∣∣ψg(m)

〉)
= 1−

(
1

2
‖φ̂nm − φ̂ng(m)‖1

)2

≥ 1−

(
‖φ̂nm − |0〉〈0| ‖1

2
+
‖φ̂ng(m) − |0〉〈0| ‖1

2

)2

= 1−
(√

1− |〈0|ψm〉|2 +

√
1−

∣∣〈0∣∣ψg(m)

〉∣∣2)2

, (258)

where the inequality is from the triangle inequality for trace distance. Substituting (258) into

(257) yields:

Pe(m) ≥
1−

√
1− |〈0|ψm〉|2 −

√
1−

∣∣〈0∣∣ψg(m)

〉∣∣2
2

. (259)

Since |〈0|ψm〉|2 = |a0(m)|2 and, by the construction of A, 1 − |a0(m)|2 ≤ 4δ
cmin

and 1 −

|a0(g(m))|2 ≤ 4δ
cmin

, we have:

Pe(m) ≥ 1

2
− 2

√
δ

cmin

. (260)

Recalling the definition of Pe(m) in (256), we substitute (260) into (255) to obtain:

P (b)
e ≥ |A|

M

(
1

2
− 2

√
δ

cmin

)
, (261)

Now, re-stating the condition for covert communication (250) yields:

2δ

cmin

≥ 1

M

∑
m∈A

(
1− |a0(m)|2

)
≥ (M − |A|)

M

4δ

cmin

(262)

with first inequality in (262) since A is a subset of the codebook, and the second inequality

because 1−|a0(m)|2 > 4δ
cmin

for all codewords in A by the construction of A. Solving inequality

in (262) for |A|
M

yields the lower bound on the fraction of the codewords in A,

|A|
M
≥ 1

2
. (263)

Combining (261) and (263) yields the theorem with δ0 = cmin.
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V. DISCUSSION

A. Non-vanishing D
(

ˆ̄ρn
∥∥ρ̂⊗n0

)
Let’s relax our covertness constraint and only require that

lim
n→∞

D
(

ˆ̄ρn
∥∥ρ̂⊗n0

)
= δ, (264)

for some constant δ > 0. Adapting the results of Theorems 1 and 2 amounts to selecting a

sequence of γn such that limn→∞ γn = γ0 for some γ0 > 0 satisfying (264). We arrive at the

same square root law scaling as previously, specifically, logM ∈ Θ(
√
n) and logK ∈ Θ(

√
n).

The special cases follow from a similar alteration to the sequence γn. When Willie’s innocent

output state is a mixture of non-innocent output states, as in Section IV-A, logM ∈ Θ(n). When

at least one non-innocent input lies outside Bob’s innocent-state support while remaining inside

Willie’s innocent-state support, as in Section IV-B, logM ∈ Θ(
√
n log n). Finally, when all of

Alice’s non-innocent inputs result in Willie’s output states having support outside the innocent

state’s support, as in Section IV-C, logM = 0.

B. Bob restricted to product measurement

Now consider the practical scenario where Bob is restricted to a specific symbol-by-symbol

measurement described by a POVM
{

Π̂y

}
while Willie is left unrestricted. This induces a

classical channel from Alice to Bob with transition probability

pY |X(y|x) = Tr
[
σ̂xΠ̂y

]
, (265)

where Y is the random variable corresponding to Bob’s measurement outcome defined over

output space Y , and X is the random variable corresponding to Alice’s input to the channel.

Such restriction on Bob can only reduce the information throughput between Alice and Bob. It

is equivalent to giving Bob classical output states of the form

σ̂(c)
x ,

∑
y∈Y

pY |X(y|x) |y〉 〈y| , (266)

that commute for each x ∈ X . Let Px be the probability distribution of Bob’s measurement

outcome conditioned on Alice’s input x ∈ X . The following corollary demonstrates that the

SRL holds for this scenario.
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Corollary 3. Consider a covert communication scenario in which the Alice-to-Bob channel is

a classical DMC with Px absolutely continuous with respect to P0 ∀x ∈ X , and the Alice-to-

Willie channel is memoryless and classical-quantum, where the output state ρ̂0 corresponding

to innocent input x = 0 is not a mixture of non-innocent ones {ρ̂x}x∈X\{0} and ∀x ∈ X ,

supp(ρ̂x) ⊆ supp(ρ̂0). Then, there exists a sequence of covert communication codes such that

lim
n→∞

D(ˆ̄ρn‖ρ̂⊗n0 ) = 0, lim
n→∞

P (b)
e = 0, (267)

with covert capacity and pre-shared secret requirement:

lim
n→∞

logM√
nD(ˆ̄ρn‖ρ̂⊗n0 )

=

∑
x∈X\{0} πxD(Px‖P0)√

1
2
η(ρ̂¬0‖ρ̂0)

(268)

lim
n→∞

logK√
nD(ˆ̄ρn‖ρ̂⊗n0 )

=

[∑
x∈X\{0} πx (D(ρ̂x‖ρ̂0)−D(Px‖P0))

]+

√
1
2
η(ρ̂¬0‖ρ̂0)

, (269)

where Willie’s average state ˆ̄ρn is defined in (13).

Proof (Corollary 3): This is a special case of Theorems 1 and 2, where Bob’s output states

are defined in (266). Thus, the corollary immediately follows after noting that

D
(
σ̂(c)
x ‖σ̂

(c)
0

)
= D(Px‖P0), (270)

for each x ∈ X .

C. Future Work

In this paper, we proved the SRL for classical-quantum channels and found the exact ex-

pressions for the covert capacity and pre-shared secret requirement. However, the second-order

asymptotic results for covert communication over classical-quantum channels are yet to be

derived. These have been characterized for bosonic channels [13] by using position-based coding

[36]. Adapting our code construction in Section III-A to use position-based coding allows for

message rate bounds to be derived via perturbation theory [37], [38], though this does not admit

a tractable method for bounding secret size while maintaining relative entropy as the covertness

metric. To solve this problem, one can use trace distance as covertness metric instead. This

allows a more straight-forward use of convex splitting [39], as was done recently in [14] for

the bosonic channel. Furthermore, this has an important benefit of bounding Willie’s probability
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of error exactly, per (17). However, adapting the converse argument in Section III-B to a trace-

distance metric presents a slew of technical challenges that are the subject of our future work.

The authors of [14] report similar challenges for adapting the converse in the covert bosonic

channel setting.

APPENDIX A

Proof (Lemma 1): By [40, (9)], for any quantum states ρ̂ and σ̂ and any number 0 < c ≤ 1,

D(ρ̂‖σ̂) ≤ 1

c
Tr
[
ρ̂1+cσ̂−c − ρ̂

]
. (271)

By (271) for c = 1, we have

D(ρ̂‖σ̂) ≤ Tr
[
ρ̂2σ̂−1 − ρ̂

]
(272)

= Tr
[
ρ̂2σ̂−1 − ρ̂− ρ̂+ σ̂

]
(273)

= Tr
[
ρ̂2σ̂−1 − ρ̂− σ̂ρ̂σ̂−1 + σ̂

]
(274)

= Tr
[
(ρ̂− σ̂)2σ̂−1

]
, (275)

where (273) follows from linearity of the trace and that Tr [ρ̂] = Tr [σ̂], and (274) follows from

cyclicity and linearity of the trace. Substituting ρ̂ = ρ̂0 + αn

(∑
x∈X\{0} πxρ̂x − ρ̂0

)
and σ̂ = ρ̂0

in (275) yields

D(ρ̂αn‖ρ̂0) ≤ Tr

ρ̂0 + αn

 ∑
x∈X\{0}

πxρ̂x − ρ̂0

− ρ̂0

2

ρ̂−1
0

 (276)

= α2
n Tr

 ∑
x∈X\{0}

πxρ̂x − ρ̂0

2

ρ̂−1
0

 (277)

= α2
nDχ2

 ∑
x∈X\{0}

πxρ̂x

∥∥∥∥∥∥ρ̂0

 , (278)

where Dχ2(ρ̂‖σ̂) = Tr
[
(ρ̂− σ̂)2 σ̂−1

]
is the χ2-divergence between ρ̂ and σ̂ [24, (7)].

APPENDIX B

Proof (Lemma 4): Beginning with the left-hand side of (26), we have

Tr
[(
EÂ(B̂)

)n
Ĉ
]

= Tr

[(
n∏
i=1

∑
ki

P̂kiB̂P̂ki

)∑
l

γlP̂l

]
(279)
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= Tr

[( ∑
k1,...,kn

n∏
i=1

P̂kiB̂P̂ki

)∑
l

γlP̂l

]
(280)

= Tr

[∑
k

(
P̂kB̂

)n
P̂k
∑
l

γlP̂l

]
(281)

= Tr

[∑
k

(
P̂kB̂

)n
γkP̂k

]
(282)

= Tr

[∑
k

(
P̂kγ

1/n
k B̂

)n
P̂k

]
, (283)

where (279) is from the definitions of the pinching map EÂ(B̂) =
∑

i P̂iB̂P̂i and the operator

Ĉ =
∑

i γiP̂i, (281) and (282) follow from the projectors {P̂i} being mutually orthogonal, and

(283) follows from the fact that γk are non-negative. Continuing from (283),

Tr
[(
EÂ(B̂)

)n
Ĉ
]

= Tr

[∑
k

(
P̂kγ

1/n
k B̂

)n
P̂k

]
(284)

= Tr

[ ∑
k1,...,kn

n∏
i=1

P̂kiγ
1/n
ki
B̂P̂ki

]
(285)

= Tr

[
n∏
i=1

∑
ki

P̂kiγ
1/n
ki
B̂P̂ki

]
(286)

= Tr

[(∑
k

P̂kγ
1/n
k B̂P̂k

)n]
(287)

≤ Tr

[∑
k

P̂k

(
γ

1/n
k B̂

)n
P̂k

]
(288)

= Tr

[∑
k

P̂kB̂
nP̂k

∑
l

γlP̂l

]
(289)

= Tr
[
EÂ(B̂n)Ĉ

]
(290)

where (288) is Jensen’s trace inequality [41, Th. 2.4] since scalar function (·)n for natural

numbers n is convex on interval [0,∞) containing the spectra of γ1/n
k B̂ for all k.

APPENDIX C

Proof (Lemma 7): Let the spectral decompositions of Hermitian operator Â and positive

definite operator B̂ be, respectively,

Â =
∑
i

λi |ai〉 〈ai| , (291)
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B̂ =
∑
j

µj |bj〉 〈bj| , (292)

where µj > 0 as B̂ is positive definite. Hence,

Tr
[
B̂Â{Â � 0}

]
= Tr

[∑
j

µj |bj〉 〈bj|
∑
i:λi<0

λi |ai〉 〈ai|

]
(293)

=
∑
j

∑
i:λi<0

µjλi|〈ai|bj〉|2 ≤ 0. (294)

The inequality in (29) follows by replacing λi < 0 with λi > 0 and applying the same reasoning.

APPENDIX D

Here, we show that ∂
∂r
ϕ(σ̂x, r)

∣∣
r=0

= D(σ̂x‖σ̂0), where ϕ(σ̂x, r) is defined in (101). First,

note for operator Â and scalars r and c,

∂

∂r
Âcr =

∂

∂r
ecr log Â = c(log Â)Âcr. (295)

Now, consider the derivative of ϕ(σ̂x, r):

∂

∂r
ϕ(σ̂x, r) = − ∂

∂r
log Tr

[
σ̂xσ̂

r/2
0 σ̂−rx σ̂

r/2
0

]
= −

∂
∂r

Tr
[
σ̂xσ̂

r/2
0 σ̂−rx σ̂

r/2
0

]
Tr
[
σ̂xσ̂

r/2
0 σ̂−rx σ̂

r/2
0

] . (296)

Trace and derivative in (296) can be interchanged since σ̂xσ̂
r/2
0 σ̂−rx σ̂

r/2
0 is finite-dimensional. We

have,

∂

∂r
B̂

r
2 Â−rB̂

r
2 =

(
∂

∂r
B̂

r
2

)
Â−rB̂

r
2 + B̂

r
2

(
∂

∂r
Â−r

)
B̂

r
2 + B̂

r
2 Â−r

(
∂

∂r
B̂

r
2

)
=

1

2
(log B̂)B̂

r
2 Â−rB̂

r
2 − B̂

r
2 (log Â)Â−rB

r
2 +

1

2
B̂

r
2 Â−r(log B̂)B̂

r
2 . (297)

Applying (297) to (296) with A = σ̂x and B = σ̂0 yields:

∂

∂r
ϕ(σ̂x, r) =

Tr
[
σ̂−rx σ̂

r
2
0 σ̂xσ̂

r
2
0 log σ̂x − 1

2

(
σ̂
r
2
0 σ̂
−r
x σ̂

r
2
0 σ̂x + σ̂

r
2
0 σ̂xσ̂

r
2
0 σ̂
−r
x

)
log σ̂0

]
Tr
[
σ̂xσ̂

r/2
0 σ̂−rx σ̂

r/2
0

] , (298)

which is continuous with respect to r ∈ [0, 1]. Setting r = 0 in (298) yields the desired result.
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APPENDIX E

Proof (Lemma 9): Let φ(s, p) , log
(∑

x∈X pX(x)
(
Tr
[
ρ̂1−s
x ρ̂sp

]) )
, where s ≤ 0,

pX(x) =

1− p, x = 0

pqx, x = 1, . . . , N
(299)

for p, qx ∈ [0, 1],
∑

x∈X\{0} qx = 1, and ρ̂p =
∑

x∈X pX(x)ρ̂x = (1 − p)ρ̂0 + p
∑

x∈X\{0} qxρ̂x.

Recall that s0 ≤ s ≤ 0 for an arbitrary constant s0 < 0. We first state the following claim, which

we use to prove the lemma.

Claim 1. Function φ :]−∞, 0]× [0, 1]→ R is smooth, i.e., its partial derivatives of any order

exist.

We defer the proof of Claim 1 to the end of this appendix. We use the notation

D(i,j)φ ,
∂i+jφ

∂is∂jp
(300)

for non-negative integers i and j.

Applying Taylor’s theorem to φ(s, p) as a function of s at s = 0 for a fixed p, we obtain

φ(s, p) = φ(0, p) +D(1,0)φ(0, p)s+
1

2
D(2,0)φ(0, p)s2 +D(3,0)φ(η, p)s3, (301)

for η ∈ [s, 0]. Applying Taylor’s theorem again to D(2,0)φ(0, p) as a function of p at p = 0 yields

D(2,0)φ(0, p) = D(2,0)φ(0, 0) +D(2,1)φ(0, τ)p, (302)

for τ ∈ [0, p]. Note that

φ(0, p) = D(2,0)φ(0, 0) = 0 (303)

D(1,0)φ(0, p) = −χ ({pX(x), ρ̂x}) (304)

where χ ({pX(x), ρ̂x}) is the Holevo information of the ensemble {pX(x), ρ̂x} defined in Section

II-F. The Taylor expansion of φ(s, p) at s = 0 can then be expressed as

φ(s, p) = −χ ({pX(x), ρ̂x}) s+
1

2
D(2,1)φ(0, τ)ps2 +

1

6
D(3,0)φ(η, p)s3. (305)

We set

ϑ1 ,
1

2
max
τ ′∈[0,1]

∣∣D(2,1)φ(0, τ ′)
∣∣ (306)

ϑ2 ,
1

6
max

η′∈[s0,0],p′∈[0,1]

∣∣D(3,0)φ(η′, p′)
∣∣ (307)
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(308)

which are finite by the continuity of all derivatives of φ(s, p). This implies that

φ(s, p) ≤ −χ ({pX(x), ρ̂x}) s+ ϑ1ps
2 − ϑ2s

3. (309)

By Lemma 12, we also have

χ ({pX(x), ρ̂x}) = p
∑

x∈X\{0}

qxD(ρ̂x‖ρ̂0)−D(ρ̂p‖ρ̂0) (310)

≤ p
∑

x∈X\{0}

qxD(ρ̂x‖ρ̂0), (311)

where (311) is because D(ρ̂p‖ρ̂0) ≥ 0. Since s < 0, using (311) yields an upper bound for (309).

Substituting αn for p and πx for qx yields (32) and the lemma.

Proof of Claim 1: Define the functions

A(s, p) ,

(1− p)(ρ̂0)1−s + p
∑

x∈X\{0}

qx(ρ̂x)
1−s

(1− p)ρ̂0 + p
∑

x∈X\{0}

qxρ̂x

s

, (312)

g(M̂) , Tr
[
M̂
]
, (313)

ψ(x) , log(x). (314)

φ(s, p) is a composition of these functions s.t. φ(s, p) = ψ ◦ g ◦ A(s, p). We will use Taylor’s

theorem in order to find an upper bound on φ(s, p). To apply Taylor’s theorem, we must first show

φ(s, p) is smooth. We will show the above functions are infinitely many times differentiable.

The operators that compose A(s, p) have the following i-th partial derivatives with respect to s:

∂i

∂si
[
(1− p)(ρ̂0)1−s] = (1− p)(ρ̂0)1−s(− log(ρ̂0))i, (315)

∂i

∂si

p ∑
x∈X\{0}

qx(ρ̂x)
1−s

 = p
∑

x∈X\{0}

qx(ρ̂x)
1−s(− log(ρ̂x))

i, (316)

∂i

∂si

(1− p)ρ̂0 + p
∑

x∈X\{0}

qxρ̂x

s =
∂i

∂si
[(ρ̂p)

s] = (ρ̂p)
s(log(ρ̂p))

i. (317)

As the composition of i-th differentiable functions is also i-th differentiable, A is i times

differentiable with respect to s. Taking the j-th partial derivative with respect to p of (315)

yields

∂j

∂pj
[
(1− p)(ρ̂0)1−s(− log(ρ̂0))i

]
=

−(ρ̂0)1−s(− log(ρ̂0))i, j = 1

0, j > 1.
(318)
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Similarly, taking the j-th partial derivative with respect to p of (316) yields

∂j

∂pj

p ∑
x∈X\{0}

qx(ρ̂x)
1−s(− log(ρ̂x))

i

 =


∑

x∈X\{0} qx(ρ̂x)
1−s(− log(ρ̂x))

i, j = 1

0, j > 1.
(319)

Thus there exists a j-th partial derivative of (315) and (316) with respect to p. To show (317) is j-

th differentiable with respect to p, consider its components individually. First, the j-th derivative

with respect to p of its first component (ρ̂p)
s can be calculated directly as

∂j

∂pj
[(ρ̂p)

s] = sj(ρ̂p)
s−j(ρ̂¬0 − ρ̂0)j. (320)

The derivative of the second component ∂j

∂pj

[
(log(ρ̂p))

i
]

is itself a composition of functions that

are j-th differentiable with respect to p, and so must also be j-th differentiable with respect to p.

The above implies that A(s, p) is also j times differentiable with respect to p. g(M̂) is a trace,

which is k times differentiable due to linearity. ψ(x) is a smooth function. Therefore, φ(s, p) is

differentiable by the chain rule.

APPENDIX F

Proof (Lemma 10): We have

λmin(ρ̂αn) = min
|φ〉∈supp(ρ̂αn ):‖|φ〉‖=1

〈φ| ρ̂αn |φ〉 (321)

≥ min
|φ〉∈supp(ρ̂0):‖|φ〉‖=1

〈φ| ρ̂αn |φ〉 (322)

≥ min
|φ〉∈supp(ρ̂0):‖|φ〉‖=1

〈φ| (1− αn)ρ̂0 |φ〉 (323)

= (1− αn)λmin(ρ̂0) (324)

where (322) follows since supp(ρ̂x) ⊆ supp(ρ̂0) for all x ∈ X \ {0}.

APPENDIX G

Proof (Lemma 12): Denote by ˆ̄σ =
∑

x∈X pxσ̂x. Expanding the Holevo information yields:

χ ({px, σ̂x}) = H(ˆ̄σ)−
∑
x∈X

pxH(σ̂x) (325)

= −Tr
[
ˆ̄σ log ˆ̄σ

]
+ p0 Tr [σ̂0 log σ̂0] +

∑
x∈X\{0}

px Tr [σ̂x log σ̂x] (326)

= −Tr
[
ˆ̄σ log ˆ̄σ

]
+ p0 Tr [σ̂0 log σ̂0] +

∑
x∈X\{0}

px Tr [σ̂x log σ̂x]
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+
∑

x∈X\{0}

px Tr [σ̂x log σ̂0]−
∑

x∈X\{0}

px Tr [σ̂x log σ̂0] (327)

=
∑

x∈X\{0}

px Tr [σ̂x(log σ̂x − log σ̂0)]− Tr
[
ˆ̄σ log ˆ̄σ

]

+ Tr

 ∑
x∈X\{0}

pxσ̂x + p0σ̂0

 log σ̂0

 (328)

=
∑

x∈X\{0}

px Tr [σ̂x(log σ̂x − log σ̂0)]− Tr
[
ˆ̄σ log ˆ̄σ

]
+ Tr

[
ˆ̄σ log σ̂0

]
(329)

=
∑

x∈X\{0}

pxD(σ̂x‖σ̂0)−D(ˆ̄σ‖σ̂0) (330)
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