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Abstract—We investigate the problem of the predictability random variablegU, V'), the MMSE of estimatind/ given
of random variable Y under a privacy constraint dictated by V/ s
random variable X, correlated with Y, where both predictabil-

ity and privacy are assessed in terms of the minimum mean- mmse(U|V) = inf ]E[(U _g(V))Q]
squared error (MMSE). Given that X and Y are connected via geB(R)
a binary-input symmetric-output (BISO) channel, we derivethe = E[(U- ]E[U|V])2] =E[var(U[V)]

opt_imal_ ran_dom ma_pping Py such that the MMSE of Y given
Z is minimized while the MMSE of X given Z is greater than \here3(R) denotes the collection of all Borel measurable
(1=¢)var(X) for a given < > 0. We also consider the case where ,wiong on the real line andr(--) denotes the conditional

X,Y") are continuous and Py is restricted to be an additive . . . ! . .
Suoise )channel. 2y variance. The privacy filter®;y is said to satisfy thes-

Index Terms—Data privacy, equivocation, rate-privacy func- Strong estimation privacycondition if mmse(f(X)[Y) >
tion, information theory, MMSE and additive channels, mutual (1 — ¢)var(f(X)) for any Borel functiod f of X and

information, maximal correlation. somee > 0 and similarly, it is said to satisfy the-weak
estimation privacyondition if mmse( X [Y") > (1-¢)var(X).
|. INTRODUCTION AND PRELIMINARIES The parameter determines the level of desired privacy; in

Consider two communicating agents Alice and Bob. Alicgarticular,e = 0 corresponds to perfect privacy. We propose
observes a random varialifeand wants to reveal it to Bob in to use the estimation noise to signal ratio (ENSR), defined
order to receive a payoff. On the other hand, nature choo%%, as the loss function associated with and
X, dependent oY’ via a fixed channePy . Alice wishes Z. The goal is to choosé’zy which satisfies the strong
to discloseY as accurately as possible, but in such a wayesp., weak) estimation privacy condition améhimizesthe
that X is kept almost private from Bob. For instancé, ENSR (or equivalently maximizeg% as the utility
may represent the information that a social network (Alicdunction), which ensures the best predictability ¥ofgiven
obtains from its users and may represent political prefer- a privacy-preserving. The functionsENSR.(X;Y") (resp.,
ences of the users. Alice wants to discld$eas accurately wENSR.(X;Y")) is introduced as this minimum to quantify
as possible to an advertising company and, simultaneoushg above goal.
wishes to protect the privacy of its users. Given a fixed joint To evaluataENSR. (X;Y"), we first show that the-strong
distribution Pxy, Alice, hence, needs to choose a randomstimation privacy condition is equivalent i, (X;Y) <
mapping Py, the so-callecprivacy filter, to release a new ¢ where p,, is the maximal correlation. We then show
random variableZ, called thedisplayed datasuch thatX thatsENSR.(X;Y) andwENSR.(X;Y") admit closed-form
and Z satisfy a privacy constraint angl maximizes a utility expressions wherPxy- is a binary-input and symmetric-
function (corresponding to the predictability ). output (BISO) channel. Moreover, wheX is discrete, we

This problem has been addressed from an informatiotevelop a bound characterizing the privacy-constrainesf er
theoretic viewpoint in 2]-[4], [6], [16], [17], [2]], [22], probability, Pr(Y (Z) # Y'), for all estimatorsY' (Z) given
[29 where both utility and privacy are measured in term@ privacy-preservingZ, thus generalizing the results of
of information-theoretic quantities. In particular, ig] [non- [7]. In particular, we show that the fundamental bound on
trivial perfect privacyfor discrete X and Y where Z is privacy-constrained error probability decrea$iesarly ase
required to be statistically independent &fand dependent increases, analogously t@, [Corollaries 3,5].
onY, is studied. It is shown that non-trivial perfect privacy is We also studysENSR.(X™;Y™) when n ii.d. copies
possible if and only ifX is weakly independemif Y, thatis, (X", Y"™) of (X,Y") are available. It is intuitively clear from
if the set of vectorg Pxy (+) : y € V} is linearly dependent. the Slepian-Wolf theorem that non-trivial perfect privasy
Calmon et al. §] showed thatX is weakly independent df
if and only if the smallest singular value of the conditional *As pointed out in £€], we need to restrict the minimization to the
expectation operatof - E[f(X)[Y] is zero and hence COfecten o Borel mezsyatle cstmatas s poseble to ot =
obtained an equivalent necessary and sufficient conditionegual toU pointwise butmmse(U[V) = var(U) > 0.
non-trivial perfect privacy. 2This is reminiscent ofsemantic security[13] in the cryptography

In this paper, we take an estimation-theoretic approach aﬁd‘munity- An encryption mechanism is said to be semalyticacure if
the adversary’s advantage for correctly guessing functionof the privata

df‘f‘ﬁ!']e both the privacy and utility functions in tgrms Of_th@ata given an observation of the mechanism’s output (he.ctphertext) is
minimum mean-squared error (MMSE). For a given pair oéquired to be negligible.
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always possible fof X", Y™) with sufficiently largen irre- In the sequel, we drop in the notation the dependence of
spective of the perfect privacy associated wifki, Y'). This TI'.(Pxy) on Pxy and simply writel'..

observation is formalized by Calmon et afij by showing  syppose the utility Alice receives from Bobﬂ'nsn%.
that, unlessX is a deterministic function ot’, the smallest The utility is maximized (and is equal tev) whené = §/
singular value of the operatof (X™) ~ E[f(X"[Y™)] with probability one and is minimized (and is equal to one)
converges to zero as —~ oo, and hence non-trivial perfectyhen 7 is independent o¥. In order to quantify the tradeoff
privacy is possible for sufficiently large. However, we petween privacy guarantee (introduced above) and théytili
demonstrate that if the class of privacy filters is cons&din e propose the following function, which we call the strong

to be memoryless, then the situation drastically changggyacy-awareestimation noise to signal ratiENSR):
and sENSR.(X™;Y™) remains the same for any. This (v12)
mmse

is reminiscent of the tensorization property for the maxima SENSR.(X;Y) := inf (2)
correlation proved ing7]. zer.  var(Y)

In addition, sENSR.(X;Y") is considered for the caseSimilarly, we can use weak estimation privacy to define the
where (X,Y’) has a joint probability density function byweak privacy-aware ENSR as follows:
studying the problem where the displayed d4t& obtained mmse(Y|Z)
by passingt” through an additive-noise channel. In this case, wENSR.(X;Y) = inf —————=
we show that for a Gaussian noise process, jointly Gaussian zeore  var(Y')
(X, Ys) is the worst case (i.e., has the largest ENSR). We . mmse(Y|Z) . .
also show that it’s is Gaussian then the ENSR @k, Y5) is Remarkl. The quantltyW is intimately related
very close to the Gaussian ENSR if the maximal correlatiag the correlation ratio, introduced by Rényi 1]. The
betweenX and Y is close to the correlation coefficientcorrelation ratio ofY” on Z, denoted byn(Y), is defined
betweenX and Y. It is important to note that maximal as
correlation is weakly lower semi-continuous, and hence the (V) = var(E[Y]Z])
fact thatp?, (X ; Y5) is close top?(X; Ys) does not necessary z var(Y)

mean thatX is Gaussian. which can be shown to be equalgop, p*(Y;g(Z)), where

" Thefrest (Ijlf tfh's pa:per 'E orgagllzed_as fOHOW?' rlln SeCt'onis the standard correlation coefficient. It is clear from the
, we formally formulate the problem in terms of the stron w of total variance that

and weak estimation privacy conditions and obtain some

3)

equivalent formulations. In Section Ill, we focus on digere M -1- n%(y).
(X,Y) and derive some properties for the corresponding var(Y)
utility-privacy functions and then calculaENSR. (X;Y) In the sequel, we obtain an equivalent characterization for

the same problem for continuoys,Y") when the privacy goal, we need the following definition.

filter is an additive-noise channel.

Definition 2 ([21], [23]). Given random variable$’ and V/
taking values over arbitrary alphabets andV, respectively,
the maximal correlatiorp,,,(U; V') is defined as

Il. STRONG ESTIMATION PRIVACY GUARANTEE

Consider the scenario where Alice obsentéswhich is
correlated with a private random variable, drawn from

a given joint distributionPyy, and wishes to transmit the p2 (U;V) = supp*(f(U),g(V))

random variableZ to Bob to receive some utility from him. 9

Her goal is to maximize the utility while making sure that _ - E*[f(U)g(V)]
Bob cannot efficiently estimate any non-trivial function of (F(U).9(V)yeso var(f(U))var(g(V))’

X given Z. To formalize this privacy guarantee, we give the 0 ) ,
following definition. In what follows random variableg, v, Where S” is the collection of all pairs of real-valued
and Z have alphabetg’, ), and Z, respectively, which are Measurable functionsf and g of U and V, respec-
either finite subsets dR or they are all equal t@. tively, such that E[f(U)] = E[g(V)] = 0 and

0< var(f(U)),var(g(V)) < oo.
Definition 1. Given a joint distribution Pxy and e > 0,
Z is said to satisfye-strong estimation privagydenoted as It can be shown thab < p,,,(U; V') < 1 where the lower
Z e T.(Pxy), if there exists a random mapping (channelpound is achieved if and only i and V' are independent
Py that induces a joint distributiorPx x Pzx on X x Z, and the upper bound is achieved if and only if there exists a

via the Markov conditionX —— Y — Z, satisfying pair of functions(f,g) € §% such thatf(U) = (V') almost
surely. Rényi 1] derived an equivalent characterization of
mmse(f(X)|Z) 2 (1 -¢)var(f(X)), (1) maximal correlation as
for any non-degenerate Borel functioficon X'. Similarly, Z E[E?[f(U)[V]]

2 (77-7) = «
is said to satisfye-weak estimation privacydenoted asZ e pm(U;V) = ;:gl?) W? (4)
Ol (Pxy), if (1) is satisfied only for the identity function v

f(xz)=x. whereS;) is the collection of all real-valued measurable func-



tions f of U such thafE[ f(U)] =0 and0 < var(f(U)) < co. Pxy and0 < ¢ < p2,(X;Y), we have the following trivial

. . ~ bounds:
Theorem 1. For a given Pxy, Z ¢ T'. if and only if

there eX|stsPZ|y which inducesPyy via X — Y — Z 0 <WENSR.(X;Y) <sENSR.(X;Y) <1-¢, (10)

satisfyingp;, (X; Z) < for anye > 0. where the last inequality can be proved by noticing that

Proof. Consider a functionf : X — R. We can define SENSR:(X;Y) <sENSR.(Y;Y") and
f(X) = f(X) - E[f(X)] and sincemmse( f ( )NZ) = mmse(Y]Z) = var(Y)(l—n%(Y))

mmse(f(X)|Z) andvar(f(X)) = var(f(X)), without loss
of generality, we can assume tHgftf (X )] = 0. We can then > var(Y)(1-p,(Y;2)), (1)

write EIE2[£(X) 7 where (1) follows from the definition of maximal corre-
nz(f(X)) = E[E"L(XO)1Z]] (5) lation. The lower bound) < sENSR.(X;Y) in (10) is
var(f(X)) achieved if and only ifp2, (X;Y) = e. This is because
Thus we obtain sENSR.(X;Y) = 0 implies that there exist¥ ¢ I'. such
mmse( f(X)|Z that X —— Y — Z andmmse(Y|Z) =0 and henceZ =Y
o, % = 1-supnz(f(X)) (6) almost surely and thu§ e I'.. On the other hand, when
* IeSk e = 0, the upper boundENSRy(X;Y) < 1 is tight if and
@ 902 (x:2), (7) only if all Z e Iy are independent of. Hence, from 4,
_ Lemma 6], sENSRq(X;Y) = 1 if and only if X is not
where {) isdue to §). weakly independenof Y. In particular, if|Y| > |X|, then
If p2,(X;Z) <e, then it is clear from 7) that SENSRo(X;Y) <1, and if || = 2, thensENSRo(X;Y) = 1.
mmse(f(X)|Z) > (1 -¢e)var(f(X)) The mape ~ sENSR.(X:;Y) is clearly non-increasing.

The following lemma states that this map is indeed convex
and thus strictly decreasing. As another consequence ®f thi
convexity, we obtain an upper bound GENSR.(X;Y)

and hence 1) is satisfied. Conversely, lePx, satisfy the
g-strong estimation privacy. Then for arfy (1) is satisfied.
Also, in view of 6) and (/) for arbitraryé > 0, there exists

€82 such that which strictly strengthensl().
X
loe< mmse(f(X)|Z) <1-p2(X:Z)+6, Lemma 1. For any joint distribution Pyy, the maps
var(f(X)) " e = sENSR.(X;Y) ande ~ wENSR.(X;Y) are convex.
and hence,
P2 (X;Z) <e+ 9, Proof. Here we give the complete proof for only
. sENSR.(X;Y"). The proof forwENSR. (X;Y) is similar and
which completes the proof. ]

hence is omitted. For brevity, in this proof we wrtENSR.

instead ofsENSR.(X;Y). It suffices to show that for any
In light of Theorem1 and Remarkl, we can write (<g; <ey<es< p2.(X;Y), we have

sENSR.(X;Z) andwENSR.(X; Z) alternatively as SENSR., - SENSR.. . SENSR., — SENSR..

> , 12
SENSR.(X:Y)=1-  sup  n3(Y), (8 S S (12)
Pgly: p2 (X;2Z)<e, . ) i i
XYz which, in turn, is equivalent to
and €2~ €1 €3~
SENSR.(X;Y) =1~ sup 2 (Y), 9) sENSR,, < (53 = ) sENSR., + ( — ) sENSR,. (13)
P m4 (X)<e,
A Let Py y : Y » Z; and P,y : Y — Z3 be two optimal

for anye > 0. We note that, using the Support Lemnid]] channels withZ; € T'.,, Z3 € I'.;, and with disjoint output
one can show the s&t can be described only by consideringlphabetsZ, and Zs, respectively.

Z € Z with | Z] < [V|+1 in case) is finite. We also note that
since both maximal correlation and correlation ratio $atis
the data processing inequalit§][[7], [14], i.e. p2,(X; Z) <
24 (X;Y) andnZ(X) < ni(X) overX —— Y — Z, we
can restrict our attention t0 < ¢ < p2 (X;Y) and0 < ¢ <
n%(X) in (8) and Q), respectively.

We introduce an auxiliary binary random variable
U ~ Bernoulli(A), independent of X,Y), where\ := Z2=2L
and define the channét,, - We pick Pz, y if U =1 “and
P,y if U =0, and letZ, be the output of this channel with

output alphabetZ; u Z3. We then have
E[E?[f(X)|Z]] E[E[E*[f(X)|Zx]|U]]

[1l. CHARACTERIZATION OF sENSR.(X;Y") AND = AE[E*[f(X)|Z5]]
wENSR.(X;Y) FORDISCRETEX AND Y +(1 - ME[E2[£(X)|Z1]], (14)

We first derive some properties 6ENSR.(X;Y) and where the second equality holds siri¢és independent ok .
wENSR. (X;Y) when bothX andY are discrete. For a given We can then use the alternative characterization of maximal



correlation in @) to write

ap EEL(D1Z,]]

resq,  E[f2(X)]

Mo (X5 Z3) + (1= ) pi (X5 Z1)
)\63 + (1 - )\)81 =£E9,

pe(X;Z)y)

IA

IN

where the first inequality follows fromld). ThusZ, € I',.
On the other hand, we have

mmse(Y[Zy) = E[Y?]-E[E’[Y|Z)]]
= E[Y?]-E[E[E*[Y]Z\|U]]]
= Ammse(Y|Z3) + (1 - A\)mmse(Y|Z7),
and hence
ENsR, < MMtz
var(Y)
~Ammse(Y[Z3) — (1 - XN)mmse(Y|Z;)
- var(Y)
= AsENSR., + (1 - A)sENSR.,
which, according to 13), completes the proof. ]

In light of the convexity ofe — sENSR.(X;Y) the
following corollaries are immediate.

Corollary 1. For a givenPxy, the mapsg — %(XY)

and e — IWENSRAXGY) Gre non-increasing oveto, 1).

Proof. Consoider the mape sENSRo(X;Y) -

(=4

sENSR.(X;Y"). In view of Lemmal, this map is concave

and consequently the chordal slof&SRo(X:Y)-sENSR. (X:¥)

is decreasing in. It therefore follows that
1-sENSR.(X;Y) 1-sENSRy(X;Y)
e - g
+sENSRO(X;Y) —-sENSR.(X;Y)

3

3

is decreasing. The proof favENSR.(X;Y") follows simi-
larly. ]

Corollary 2. For a givenPxy,

SENSR.(X;Y) <1 min{e, p2,(X;Y)},

1
C2(X5Y)
and

1

3 (X)

Proof. Since ¢ ~ sENSR.(X;Y) is convex, it is al-
ways below the chord connectin@, sENSR(X;Y")) and
(p2,(X;Y),0), and hence

wENSR.(X;Y) <1- min{e, 73 (X)}.

9
ENSR.(X;Y) <sENSRo(X;Y)|[1- ———,
SENSR.(X:1) st i) (1- 25
from which the result follows becaus&NSR(X;Y) < 1.
The proof forwENSR.(X;Y") is similar. |

X — Py|X — Y Zs

e

Fig. 1. The channel that achieves the upper bound in CoyoRar
whereZ; is the output of an erasure channel with erasure probability
specified in 15).

Remark2. Note that simple calculations reveal that the upper

bounds in Corollar are achieved by an erasure channel (see
Fig. 1). For example, the erasure channel that achieves the
upper bound oBENSR.(X;Y) is

) 1- 5, ifz=y
PZ|Y(Z|y)_{ S’ if 2= e,
for all y € Y and the erasure probability
~ g
=Yy (o)

for 0 <e < p2, (X;Y). This is because for the chanrié} |y,
illustrated in Fig.1, we havep? (X; Zs) = (1-6)p2,(X;Y)

andp?,(Y; Zs) = 1 - 6. Therefore, if§ = 6, defined in (5),
Zs e I'.. A simple calculation verifies that for this channel

N €
mmse(Y'|Z;) = var(Y)d = var(Y) (1 - m) .

A. Binary Input Symmetric Outputy y

We now turn our attention to the special case where
Px|y belongs to a family of channels called binary-input
symmetric-output (BISO) channels, see e.q2)[[24]. For
Y ~ Bernoulli(p), Px|y is BISO if, for anyz ¢ X =
{0,£1,+£2,...,+k}, we havePxy (z|1) = Pxy (-z[0). This
clearly implies thap, := Px|y (0|0) = Pxy (0[1). As pointed
out in [24], one can always assume that the output alphabet
X = {£1,£2,...,+k} has even number of elements by
splitting the symboD into two symbols and assigning equal
probabilities. This family of channels can also be charac-
terized using the definition afuasi-symmetrichannels 1,
Definition 4.17]. A channeW is BISO if (after making|X|
even) the transition matri¥xy- can be partitioned along its
columns into binary-input binary-output sub-arrays in @i
rows are permutations of each other and the column sums are
equal. For example, binary symmetric channels and binary
erasure channels are both BISO.

In the following theorem, we show thaENSR.(X;Y")
can be calculated in closed-form whepy . is a BISO
channel.

Theorem 2. Let Y ~ Bernoulli(p) and Py be a BISO
channel. Then fof < e < p2 (X;Y), we have
var(X)

ENSR.(X;Y)=1- :
W (XY =1 - P Ry = 1]




and 1-6

var(X) € k0 0
1-¢ <SENSR.(X;Y) < 1-————.
qvar(Y)E?2[ XY =1] P2 (X;Y) e
Proof. The proof is given in AppendiA. ] 1 1 1
l-a 1-4

Similar to [7], we also consider the tradeoff betweerfid- 2. Optimal privacy filter wherePy|x = BSC(a) with Y ~
strong estimation privacy and the probability of correctifpernoulli(;) wheres is specified in 17).
guessingY. To quantify this, letY : Z — ) be the Bayes
decoding map. The resulting (minimum) error probability is

Pr(Y(Z)#Y). Let line in ¢ as follows:
PS(X;Y):= min Pr(Y(Z)#Y). (16) var(X)
Zeore ABZ[X[Y =17’

which generalizes?, Corollaries 3,5].

PS(X;Y)2var(Y)-¢

Note that whenZ is independent oft’, then the optimal
Bayes decoding map vyield@r(Y(Z) #Y) =1-p, if p = : i
Py(1) > % Using a similar argument as,[ Appendix A], In the following, we consider two examples of BISO

we can establish the following connection betw®&(.X;Y) channels _for which Fhe bm_mds in Theo_remcoincide._
andwENSR.(X;Y). First considerPx |y being a binary symmetric channel with

crossover probabilityy, denoted as BS).
Proposition 1. Let Y ~ Bernoulli(p) for p > . Then we

have z Lemma} 2. For Y ~ Bernoulli(p) and Pxy = BSQa) for
Pe(X:Y) ae[0,4), we have for0 <& < p2 (X;Y),
WENSR. (X;Y) <« =222 < 2WENSR.(X;Y) evar(X) .
Var(Y) 1—4(1_2 )2 (Y) SSENSRE(X,Y)Sl—W,
Proof. First note that ajar Pm s
P.(2) and
pry(z
E[Y|Z = 2] = Py (1]z) = ,
[Y1Z = 2] = Pyz(1]2) (1-p)P(2) +pP:(2) var(Y)- evar(X) <PE(X:Y) < 2| var(Y) - evar(X) .
4(1-2a)? 4(1 - 2a)2
where P, (z2) = Py (2| + 1) and P_(2) := Pzy (2[-1). It . .
follows that Moreover, ifp = 3,
mmse(Y|Z) = Y > Pyrz(y,2)E[(y-E[Y|Z = 2% SENSR.(X;Y) =wENSR.(X;Y)=1- ;2,
zeZ ye{0,1} (1 - 20[)
_ P_(2)P.(2) and the optimal channel is BE@) (Fig. 2) where
= p(1-p) ),
sz (1-p)P_(2) +pPi(2) < €
o=1- ———. 17)
P_(2)P:(2) (1-2a)?
- LY TR G )
262y p)+= pi Proof. Since X = {-1,+1}, it is straightforward to see that
- P_(2)P.(2) E[X|Y = 1] = 1 -2a, and4var(Y)(1 - 2a)? = var(X) -
S (1-p)P(2) +pP.(2)" 4a(1-a), and for a fixed) < a < £, p2,(X;Y) < (1-2a)?,

. which is tight if and only ifp = 0.5. The results follow
Wherez, ={zeZ2:(1-p)P(2) >pP(z)} and 2. = {2 € gom Theorem2 and Propositiorl. Since forp = 0.5, the
Z:pPi(2) 2 (1 -p)P-(2)}. Since upper bound of Corollarg is achieved, hence according to
Pr(Y(Z)+Y)=p S P(z)+(1-p) Y P-(2), Rgmarkz, the optim.a}l privacy filter is an erasure channel
2eZ_ 2eZ, with erasure probability1(7). ]

we then have

1 - - We next considerPx |y being a binary erasure channel
2 Pr(Y(2) #Y) < mmse(Y[2) < Pr(Y(Z) #Y), with erasure probability, denoted as BEQ@).
from which the result follows immediately. " emma 3 For Y ~ Bernoulli(p) and Pyy = BEQ(S) for

§¢€[0,1), we have foil0 < < p2 (X;Y),

Calmon et al. ] considered the same problem f&r=Y, evar(X) c
i.e., minimizing Pr(X(Z) # X) over all Py x such that 1- Tvar(Y) (1= 0)2 <SENSR.(X3Y) <1- T35
p2,(X;Z) < e and showed that the best privacy-constrained
error probability is lower bounded by a straight linezofvith and
negative slope. Combining Theorehand Propositiori, we evar(X) evar(X)

can lower bound?(X;Y") for all BISO Pxy by a straight var(Y) - 4(1-0)2 <PU(X3Y) <2|var(Y) - A(1-0)2|



o

1-6 1-4
-1 0 -1
0< >
1 1-s 1 T 1
Fig. 3. Optimal privacy filter wherePxy = BEC(J) with

Y ~ Bernoulli(3) where$ is specified in {8).

Moreover, ifp = 3,

3
ENSR.(X;Y)=1- —,
> (X:¥)=1-973
and the optimal channel is BE@) (Fig. 3) where
< 3
0=1-——. 18
15 (18)

and

1 n
WENSR.(X™;Y™):=1-= sup Y. nz.(Y;)
T Zepr®m =1

whereZ" := (Z4,...,Z,), and
T2" = {Pygnjyn : p, (X" Z7) < €},
and

81"?" = {PZ"\Y" : Zn%n(Xi) <ne}.
i=1

Using a technique developed ifi]] we can directly show
that sENSRy(X;Y) < 1 if and only if the smallest singular
value, omin , Of the operatorf(X) —» E[f(X)|Y] is zero.
Now if we consider the operatof(X™) — E[f(X™)[Y"]
for i.i.d. (X™,Y"™), we can see that the smallest singular
value isay}. . (see, e.g.,14], [19). It therefore follows that

unlessomin = 1, lim,, .. SENSRo(X™; Y") < 1 for any dis-

Proof. Since & = {-1,0,+1}, it is easy to show that yihytion Py, This can also be seen from the Slepian-Wolf

E[X]Y =1]=1-6, and4(1-5)?var(Y) = var(X)-4(1-9),
andp?,(X;Y) =1-6. Whenp = 0.5, thenvar(X) =1 - 6.
Here, again, we see that for uniforii, sENSR.(X;Y")

theorem P, Theorem 15.4.1] and specificall®4, Lemma 1].
The following result implies that the optimal privacy filter
Py~ which achieves non-trivial perfect privacy cannot be

ach|ev¢s the bound given in Corollagyand h_ence again, 3 memoryless channel.
according to Remark, the erasure channel is an optimal

privacy filter.

We conclude this section by connecting the above result
theinitial efficiency For BISO channels, we define the initial

efficiency’ of f.(X;Y) :=var(Y) - var(Y)WENSR.(X;Y)
with respect ta as the derivativgj(X;Y) of e » f.(X;Y)

at ¢ = 0. In fact, f{(X;Y) quantifies the decrease of
mmse(Y|Z) whene slightly increases frond. Then since

for any BISO Pxy, fo(X;Y) =0, using Corollaryl and
the convexity ofe —» wENSR.(X;Y"), we can write

i L2 GY) sup [e(X3Y)

el0 e

fo(X;Y)

e>0 €
Y)- Y|Z
s var(Y) - mmse(Y|2)

= X .
var(X) xS ~ mse(X|2)
X—Y——2Z

We can, therefore, conclude from Theoré@rthat for a given
pair of random variable$X,Y") with BISO Py, we have
var(Y) - mmse(Y|2) 1
max = .

Pziy:  var(X)-mmse(X|Z) 4E?2[X|Y =1]

X—Y——Z

B. sENSR.(X;Y) and wENSR.(X;Y") with n i.i.d. obser-
vations

Let (X™, Y™) ben i.i.d. copies of(X,Y) with a given
distribution Pxy. Similar to @) and @), we can define

1 n
SENSR.(X™Y™) =1~ = sup > 7% (Y;)

N Zer®™ =1

SInitial efficiency was previously defined for the common rammhess
problem in B0, for secret key generation irL§], for incremental growth

Proposition 2. Let (X™,Y™) be an i.i.d. copies ofX,Y")

SVil(i)th distribution Pxy . If the family of feasible stochastic

kernels in the optimizatiof8) is constrained to be of the
form Pynjy« (2"y") = [Ti21 Pi(zily:), then

SENSR.(X™;Y™) = sENSR.(X;Y),
WENSR.(X™;Y™) = wENSR.(X;Y).

Proof. It is clear that sENSR.(X"™;Y™) is at most as
large as sENSR.(X;Y), and therefore we will only
show sENSR.(X™;Y™) > sENSR.(X;Y) (similarly for

WENSR.(X;Y)). Let ; = p2(X;;Z;) for 1 < i < n.

From the tensorization property of maximal correlati@]|

we know thatp,,(X™; Z") = max{p.(X;; Z;)} and hence
Pynjyn € T2™ if and only if e; < e for 1 < i < n. We can
then write

12 1 n
==Yz (Ys) =
N2

Yi|Z"

nvar(Y) ; mmse(¥;|2")
1 n

= Y;|Z;
nvar(Y) ; mmse(Yi[Z:)

1 n
> — Y sENSR.,(X;Y)
niz

> SENSR.(X;Y),

where the last inequality is due to the fact that—
sENSR.(X;Y") is decreasing. It therefore follows that

SENSR.(X™;Y™) > sENSR.(X;Y).

To prove the same result favENSR.(X™;Y™), let now

5 )
rate in a stock marketL[l], for source coding problems with side information’/z; (X;) <¢; or equivalentlymmse(X;|Z;) > (1-¢;)var(X)

in [5], and for information extraction under privacy constraim{4].

for 0 <& <1 andl <i < n; hencePynyn € OIZ" if



>, ei =ne. We can write

1 & 1
1-=Yn%.(Y;)) = —— (Yi|z™
n;nz ( ) nVar(Y) zmmse | )
1

= nvar(Y) mese Yi|Z;)

> — ZWENSREi(X;Y)
ni

> WENSR.(X;Y),

where the last inequality is due to the convexity ©of—
wENSR.(X;Y). ]

IV. CONTINUOUS (X,Y), ADDITIVE GAUSSIAN NOISE
ASPRIVACY FILTER

In this section, we assum¥& andY are both absolutely

continuous random variables and the chanfgk- is mod-
elled by a scaled additive stableoise variableN; which
is independent of X,Y") and has density’ with zero mean
and unit variance, i.e.,

Z,=Y +7yNy,

for some~y > 0. We then define

SENSR/(X:Y):=1- sup 72 (Y),
~veCe (Pxy ) K

and similarly

WENSRL(X;Y):=1-  sup 1 (Y),
v€dC (Pxvy)

where

C-(Pxy)={y20:p(X;2,) <e},

and

If

9C-(Pxy):={y20:n7 (X)<e}.

the noise process is Gaussiaiv(0,1), we de-

note Ny, sENSR/ (X;Y), and wENSR! (X;Y) by Ng,
sENSR.(X;Y), andwENSR.(X;Y"), respectively.

The bounds fowENSR.(X;Y") obtained in 10) clearly

hold:

0 <wENSR/(X;Y) <sENSR/(X;Y) <1-¢,

and, in particularsENSRg(X;Y) < 1. In the following, we
show that this last inequality is in fact an equality.

P

the mape ~ sENSRg(X;Y) is non-negative, strictly de-

roposition 3. For a given absolutely continuousX,Y’),

creasing and satisfies

P

limsENSR/ (X;V) =1
el0

roof. The proof is similar to the proof of4] Theorem 6]

and is hence omitted. ]

4A random variableX with distribution P is called stable if forXi, X»
.d. according toP, for any constants, b, the random variable X +bXo

has the same distribution ax +d for some constants andd [18, Chapter
1].

Example 1.Let (X,Y) be jointly Gaussian with correlation
coefficientp and let Ny = Ng. Without loss of generality,
we can assume th&[ X | =E[Y] = 0. It is known [21] that
p2.(X;Z,) = p*(X; Z,) and hence

var(Y)
var(Y) +~2’
which implies thaty = p?,(X; Z,) is strictly decreasing and

hencep?, (X;Z,) = ¢ for 0 < e < p2(X;Y) = p* has a
unigue solution

po(X;2,) = p°

752 =var(Y) (p—2 - 1)

€

and Z, e I'. for any v > ~.. On the other hand,

mmse(Y|Z,) = var(Y)W which shows that the map
~v ~ mmse(Y|Z,) is strictly increasing and hence
Y|Z
sENSRE(X;y):wzl_i_ (19)
var(Y) P>

It is easy to check that thaf} (X) = p2,(X;Z.) = ¢ This
then implies that for the jointly GaussidX,Y"), C.(Pxy) =
dC-(Pxvy), i.e., thes-strong estimation privacylj coincides
with the e-weak estimation privacy wheW is perturbed by
Gaussian noise. It then follows that fox ¢ < p?

SENSR.(X;Y) =wENSR.(X;Y) =1- 5. (20)
p

This example suggests that the bound in Corolstill
holds for absolutely continuougX,Y’) in this model. We
prove this observation in the following lemma with the
assumption thatV = Ng.

Lemma 4. For a given absolutely continuousX,Y’), we
have for0 <e < p? (X;Y)
e

PR (X;Y)
Proof. It suffices to prove the upper bound as the lower
bound follows immediately from1Q). Let B.(Pxy ) := {7 >
0: p2,(Y;2,) < m} The strong data processing
inequality for maximal correlat|on4{ Lemma 4] states that
p2(X;Z,) < p2(X;Y)p2,(Y;Z,) and therefore implies
B:.(Pxvy) < C.(Pxy). Therefore

WENSR.(X;Y) <sENSR.(X;Y) <1

inf  mmse(Y|Z < inf  mmse(Y|Z
veCe(Pxvy) (¥1Z,) veB:(Pxy) (¥2y)
g
= INl-————
vl )( p?n(X;Y))’
where the equality follows formlg). ]

Combined with 20), this lemma also shows that among
all (X,Y) with identical maximal correlation, the jointly
Gaussian(Xg, Ys) yields the largessENSR.(X;Y) when
the noise process is Gaussian. This observation is sinailar t
[28, Theorem 12] which states that for Gaussian noise, the
Gaussian input is the worst with no privacy constraint im-
posed, i.e.mmse(Y|Y +Ng) < mmse(Yg|Ys+Ng) whereYg



has the same variance &s Conversely, Wu et al.Zg] also We can expandnmse(X|Z) as in @3) where (a) is a
showed that for Gaussian inplt, additive Gaussian noise issimple application of 26), (b) follows from the Markovity
the worst, i.e.mmse(Yg|Ye+N) < mmse(Ys|Ye+Ng) where  condition @5) and the definition of BISO, and ifr) we used
N is Gaussian having the same varianceNasThese dual the fact thatvar,* (u) = 3(1 - V1 -4u) forany0<u< 1.
results are essentially the same by switchingp NV because ~ We can therefore writemmse(Y'|Z) linearly in terms
mmse(Y]Y + N) = mmse(N|Y + N). However, in our of mmse(X|Z) as in @4). Note that since forZ ¢ oI,
context, the noise variance is the parameter of optimimatiaonmse(X|Z) > (1 - ¢)var(X), we can write
and hence the dual of Lemngkais not clear.
1-¢)var(X)-var(X|Y =1
We can also obtain a lower bound sENSR. (X ; Y') when wENSR.(X;Y) ( 5)4?Ié[)g|y - 1(])2| )

only Y is Gaussian.
var(X) —var(X|Y =1)

Lemma 5. Let X be jointly distributed with Gaussialg. T avar(Y)E2[X|Y = 1]
Then, evar(X) 27)
9 5 - .
1l-———-<sENSR.(X;Yg) <1 - ——— dvar(Y)E2[X[|Y =1

Note that, we have

pvar(X|Y =1) + (1-p)var(X|Y =0)=E[var(X|Y)]

Proof. First note that

2 2
P (X;Ye+9NG) 2 p™(X;Yg +7Ne)
YR (Ve = var(X) -var(E[X|Y]),
= p(X;Y6)p" (Yo; Yo +7Ne)
AXve) var(Yg) and consequently,
1 Var(Ye) + 42 var(X) - var(X]Y = 1) = var(E[X|Y])
= ((X;Ye). +(1-p)[var(X[Y = 0) —var(X[|Y = 1)]
Therefore we have @ var(E[X|Y]) (28)
2
Y
inf  mmse(Yg|Ys +vNg) > inf %()2, where(a) follows from the symmetry of the channgl, .
V€= (X3Ye) ((Xi¥o)ze var(Y) + Note thatE[ X|Y] is a binary random variable which is equal
and hence to E[X|Y = 1] with probability p and E[X|Y" = 0] with
) _ € probability 1 — p. Due to the symmetry of the channel, one
SENSR. (X;Yg) > 1 P2(X;Ye) can easily show thaE[X|Y = 0] = -E[X|Y = 1]. It then
m follows that
var(E[X[Y]) = p(E[X]Y =1])%+ (1 - p)(E[X]Y = 0])?

This lemma, together with Example implies that

SENSR. (Xg, Yg) - SENSR. (X; Ys)
1 1
<e -
p*(X;Ye) i (X;Ye)
for GaussianXg which satisfieso?, (Xg; Ys) = p2,(X; Y5). _ _
Assume that the differenge, (X; Yg) - p2(X; Ys) is small. Plugging €8) and @9) into (27), we can conclude that
Note that this does not necessarily mean that the distobuti evar(X) (30)

of X is close to Gau;sian. Nevertheless, this lemma illustrates WENSR:(X;Y) =1 - dvar(Y)E2[X|Y =1]°
thatsENSR. (X;Yg) is very close tasENSR. (X¢; Yg).

- [pE[X|Y = 1]+ (1 - p)E[X]Y = 0]]*
= (E[X]Y =1])* - (B[X|Y =1])*(2p - 1)*
= 4p(1-p)(E[X]Y =1])
= 4var(Y)(E[X|Y = 1])? (29)

The bound fosENSR.(X;Y") simple follows from 80) and

APPENDIX A Corollary 2.
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