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Abstract

Encryption of data is fundamental to secure communicatioihé modern world. Beyond encryp-
tion of data liesobfuscationi.e., encryption of functionality. It is well-known thate most powerful
means of obfuscating classical programs, so-called “blamkobfuscation,” is provably impossiblé][
For years since, obfuscation was believed to always beraitifgossible or useless, depending on the
particulars of its formal definition. However, several necesults have yielded candidate schemes that
satisfy a definition weaker than black-box, and yet stilldhaumerous applications.

In this work, we initialize the rigorous study of obfuscatiprogramsia quantum-mechanical means.
We define notions of quantum obfuscation which encompassalewatural variants. The input to the
obfuscator can describe classical or quantum functignalitd the output can be a circuit description or
a quantum state. The obfuscator can also satisfy one of aenwhlbbfuscation conditions: black-box,
information-theoretic black-box, indistinguishabilitgnd best-possible; the last two conditions come
in three variants: perfect, statistical, and computatiokée discuss a number of applications, includ-
ing CPA-secure quantum encryption, quantum fully-homgoharencryption, and public-key quantum
money. We then prove several impossibility results, extegnd number of foundational papers on classi-
cal obfuscation to the quantum setting. We prove that quatiack-box obfuscation is impossible in a
setting where adversaries can possess more than one otiipeioifuscator (possibly even on the same
input.) In particular, generic transformation of quantunauits into black-box-obfuscated quantum cir-
cuits is impossible. We also show that statistical indgiishability obfuscation is impossible, up to an
unlikely complexity-theoretic collapse. Our proofs invela new tool: chosen-ciphertext-secure encryp-
tion of quantum data, which was recently shown to be possiteided that quantum-secure one-way
functions exist }].

We emphasize that our results leave open one intriguinglghiys black-box obfuscation of clas-
sical or quantum circuits into a single, uncloneable quanstate. This indicates that, in spite of our
results, quantum obfuscation may be significantly more phwthan its classical counterpart.
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1 Introduction

The ability to encrypt data is central to modern communiteti Basic methods for performing this
task with privately-exchanged encryption keys have beewkrfor hundreds of years. More advanced,
public-key encryption methods were developed much moenthg beginning with the work of Merkle3p)
and Diffie and Hellman17] in the 1970s. These public-key methods have found widesppeactical
application in virtually all Internet communications. Moadvanced theoretical methods for encrypting
data, such as fully-homomorphic encryption, have only bdisoovered recently?], but show great
promise for practical application.

Arguably the most powerful encryption ability abfuscationthis is the ability toencrypt function-
ality. Obfuscation implies (with some caveats) the ability tofmen almost any cryptographic task
imaginable, including public-key and fully-homomorphiteyption. Unlike in the case of data encryp-
tion, our theoretical understanding of obfuscation ig titly limited.

To understand obfuscation, it is useful to think about ania@levapplication: protecting intellectual
property in software. In this setting, a software develapishes to distribute their software to end users.
However, the code contains a humber of trade secrets whelekeloper does not want to become
public. In order to maintain these secrets, the publishesgmthe software through abfuscation
algorithm (or obfuscator) prior to publishing. In this applicatiohgtobfuscator must be an efficient
algorithm that satisfies three core properties:

1. functional equivalencethe input/output functionality of the input program does dloange;
2. polynomial slowdownif the input program is efficient, then the output progranfigient;
3. obfuscationthe code of the output program is “hard to understand.”

The last condition can be formulated rigorously in a numberays. One possibility is the so-called
“virtual black-box” condition, which says that the obfuseé program is no more useful than an impen-
etrable box which simply accepts inputs and produces ositpdrhile this condition appears to be too
strong in the classical world, there are other formulatievigh varying levels of strength and usefulness)
which may be achievable.

The study of encrypting classical data and classical progris significantly complicated by the
advent ofquantum computationOne well-known consequence of the presence of quantum denspu
is that certain data encryption schemes, such as those baghd hardness of factoring or the discrete
logarithm, are no longer secure. It is conceivable thatagertlassical obfuscation schemes are also
not secure against quantum adversaries. On the other haadtem mechanics also appears to enable
certain cryptographic tasks (such as information-thécatly secure key exchange) that are impossible
classically. It is thus natural to ask what quantum compataneans for obfuscation of programs. In
particular, we would like to answer the following questions

e what are some natural formulations of quantum-mechanicgiram obfuscation?
e is it possible to quantumly obfuscate classical and/or tprarprograms?

which of the classical results about obfuscation carry twéne quantum setting?

are there applications of quantum obfuscation that are #sipte classically?

We remark that, in order to address the above questions, seataw properly address the question
of encrypting quantum data—a strictly simpler task thanrgoting functionality. While information-
theoretic encryption of quantum data has been consideredehen this setting we are interested in
encryption of quantum dataith computational assumptiohsThis latter subject has not yet received
significant attention in literature.

Before continuing, we draw attention to the distinctiorvien obfuscatingrogramsand obfuscat-
ing circuits. While these two forms of obfuscation are closely relatieele are some important technical

INote that information-theoretic obfuscation is impossitilthe adversary can execute the obfuscated program oosslige
inputs; indeed, a computationally unbounded adversarysarthis ability to learn everything there is to know aboetphogram.
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differences. In this work, as in most theoretical works ofusbation, we will focus on obfuscation of
circuits. We view the circuit model as more convenient; sioaiends to be preferred in the theoretical
literature on both cryptography and quantum computation.

1.1 Background

We now briefly review the current state of affairs in reseanclobfuscation and quantum encryption with
computational security assumptions. The classical casbdwen studied significantly. On the other hand,
quantum obfuscation has received little to no attentiotsida the proposal ird]. Quantum encryption

is an active current area of research.

1.1.1 Classical obfuscation

Ad-hoc obfuscation of software has been a fairly commontmador some time. In fact, simply com-
piling a program can be viewed as a form of obfuscation. Thkesamention of obfuscation in the
modern study of theoretical cryptography appears to bedridimous paper of Diffie and Hellmah{].
There, it was suggested that public-key cryptosystems thigltonstructible via obfuscation of private-
key schemes; this was viewed as a reasonable possibiligubeavriting code in an obfuscated manner
seems relatively easy in practice.

The first major result in classical obfuscation was the 200bfby Barak et al. that virtual black-box
obfuscation is impossibleés[ 7]. Their definition is based on tr@mulation paradigm More precisely,
the obfuscation condition (i.e., the third condition in flrevious sectionstates that any efficient algo-
rithm with access to an obfuscated circuit should be simalbl another efficient algorithm with only
oracle (i.e., black-box) access to the original functiagal his definition is very natural in the setting of
the aforementioned “software intellectual property petits” application: the end user can only learn
that which is learnable by simply running the program. Baeb&l. proved that there exist circuit fami-
lies which are unobfuscatable under this definition. Theg ahowed that some of the most sought-after
applications of black-box obfuscation are impossible. iRstance, they showed that private-key en-
cryption schemes cannot be transformed to public-key opexbfuscating the encryption circuits in a
generic manner.

The years following the Barak et al. result saw some limitezhpess in theoretical obfuscation. It
was proved possible for some limited forms of functiona]lity, 37], and some additional limits were
placed, e.g., on black-box obfuscation with auxiliary infizd]. An important step in formulating fea-
sible notions of obfuscation was taken by Goldwasser antlitain; they definednhdistinguishability
obfuscationand best-possible obfuscatid@5]. Both of these definitions alter the obfuscation condi-
tion, while leaving the functional-equivalence and polgmal-slowdown conditions unchanged. Under
indistinguishability, it is required that the obfuscatoaps functionally-equivalent circuits to indistin-
guishable distributions. Under best-possible, the olafttscmaps any circuit to a circuit from which
the end user can “learn the least.” Both definitions have fepgrstatistical, and computational variant.
Goldwasser and Rothblum proved that the two definitions gtevalent, and that the perfect and sta-
tistical versions are impossible (unless the PH collapizs) This left one possibility: computational
indistinguishability obfuscation. It was widely believdtat computational indistinguishability was too
weak of a condition to provide any interesting applications

In 2013, in a breakthrough result, Garg et al. proposed aisoimg candidate for computational in-
distinguishability obfuscatiori]. They proposed an obfuscation scheme for NC1 circuitedbas the
presumed hardness of a problem in multilinear maps; theysilewed how to use fully-homomorphic
encryption (with NC1 decryption circuits) to “bootstragieir NC1 scheme to obfuscation for all cir-
cuits. Around the same time, another breakthrough by Satthiiaters showed how to use a compu-
tational indistinguishability obfuscator to achieve a ®dhnge of applications, via a new “punctured
programs” technique3p]. These applications include chosen-ciphertext-secubliggkey encryption,
injective trapdoor functions, and oblivious transfer. &adnd Waters suggested that the applications
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were so wide-ranging that indistinguishability obfuseatmight become a “central hub’ for cryptog-
raphy” [35. These two breakthroughs were followed by a flurry of nevivatgtin the area, including
several new proposals and applicatioBsl[l, 12, 13, 21, 29].

1.1.2 Quantum obfuscation

Quantum obfuscation is essentially an unexplored topid the present work appears to be the first rig-
orous treatment of the foundational questions. The quesfiszvhether quantum obfuscation is possible
was posed as one of Scott Aaronson’s “semi-grand challéfgeguantum computationl]. Since so
little work on quantum obfuscation has appeared, our biigfugsion will also mention some results
that we believe are related.

In [2], Aaronson proposed two relevant results. The first wa®mplexity-theoretic no-cloning
theorem stating that cloning an unknown, random state by means d&ekibox “reflection oracle”
requires exponentially many queries. The second theoratadsthat an oracle exists relative to which
“software copy-protection” is possible. Unfortunatelyfudl version of [2] with proofs never appeared,
although the complexity-theoretic no-cloning theorem wasntually proved in a paper on quantum
money B]. In related work, Mosca and Stebila proposed a black-bcangum money scheme, and
suggested the possibility of using a quantum circuit oldtmdn place of the black box3p].

More recently, Alagic, Jeffery and Jordan proposed obfisssgor both classical (reversible) cir-
cuits and quantum circuits, based on ideas from topologjaahtum computatiord]. The proposed
obfuscator compiles the circuits into braids using certagrin-dimensional representations of the braid
group, and then applies an algorithm for putting braids mtomal form. Although it is efficient, this
algorithm does not satisfy any of the aforementioned ol#tiso definitions; instead, it satisfies perfect
indistinguishability for a restricted set of circuit eqaiences. The usefulness of such an obfuscator is
unclear at this time.

1.1.3 Quantum encryption

In order to discuss quantum obfuscation of functionalitg, equire a more basic primitive: quantum
encryption of data. As we will see later, information-thetir encryption is insufficient for our purposes,
and we must thus rely on computational assumptions. Inquéati, we require (i.) reusability of the key,
and (ii.) chosen-ciphertext security. Recent results Is&aasvn that this is possible to achieve under the
assumption that quantum-resistant one-way functiong gis For readability, we briefly summarize
the relevant results frond] below, and in more detail iGection 2

1. Quantum encryption schemes.One can define a notion of symmetric-key encryption scheme
for quantum states, with reusable keys; these schemesstofhshree quantum algorithms (key
generation, encryption, and decryption) which satisfyectness: under a fixed key, encryption
followed by decryption must be equivalent to the identityc schemes first appeared in].

2. Chosen-ciphertext security for quantum encryption. One may also define IND-CCA1 secu-
rity (or indistinguishability of ciphertexts under non-adaptivmsen ciphertext attackfor these
schemes; this formalizes the idea of a “lunchtime attaclére an adversary has complete ac-
cess to all aspects of the encryption scheme except thededf; tind is tasked with decrypting a
challenge ciphertext later (presumably after lunch.)

3. An IND-CCA1-secure construction. If quantum-secure one-way functions (QOWF) exist, then
so do IND-CCA1-secure symmetric-key encryption schemegj@iantum states. These qOWFs
are deterministic classical functions which are easy topam but hard to invert for quantum
adversaries.



1.2 Summary of results

In this section, we summarize our results and discussiohesd are divided by subject, with quantum
encryption covered irBection 2 quantum black-box obfuscation Bection 3 and quantum indistin-
guishability obfuscation itsection 4

1.2.1 Quantum black-box obfuscation

Definitions. Our main results concern definitions, applications, and{ossibility of quantum obfus-
cation in the virtual black-box setting. We will begin by defig the following.

1. Quantum black-box obfuscator. This is a polynomial-time quantum algorithéhwhich accepts
quantum circuit€ as input, and produces quantum st&lés) as output. It preserves functionality,
in the sense that there is a publicly known way to G$€) and any input statgy) to produce the
stateC|y) . It satisfies a black-box condition, which states that folypomial-time quantum
algorithms, possession ¢f(C) can be simulated by black-box accesCtoThis definition is a
natural analogue of the classical black-box definition giwve[7].

2. Quantum “two-circuit” black-box obfuscator. This obfuscator is precisely as above, except the
obfuscation condition is strengthened to hold over arhyjitpairs of circuits(C1,C;). For us, this
definition will be primarily useful because of its role in @&slishing certain impossibility results.

3. Information-theoretic quantum black-box obfuscator. This is a modification of the above defi-
nition, in which we posit thasinyadversary with access (C) can be simulated bygolynomial-
time quantum simulator with black-box accesgdo This definition is impossible classically, for
obvious reasons: both(C) andO can be copied and reused an arbitrary number of times, egabli
unbounded adversaries to discover everything aBout

Impossibility. We prove three impossibility results, which place sevemgbartant restrictions on
quantum obfuscation. Our impossibility proofs are basethendeas of Barak et al7], with several
important quantum adaptations, and a new quantum ingredienaforementioned IND-CCA1 quantum
encryption.

1. Two-state black-box obfuscation is impossibleWe prove that there exist families of circuit pairs
which can reveal a secret if one is in possession of a cirastuption for both of them, but not
if one only has black-box access. This impossibility peésséven if the obfuscation output is a
quantum state, as opposed to a circuit description. Unlikeother results, it is also true even if
the obfuscated states aret reusable.

2. If gOWFs exist, then obfuscation with more than one output isimpossible. For this proof,
we combine the pairs from the circuit families in the twoegit impossibility proof in order to
build a single unobfuscatable family. The ability to execabfuscated states from this famdn
themselvess crucial here, and has two requirements: (i.) access te iih@n one obfuscation,
even if the obfuscations are quantum states, and (ii.) sesmueryption, which in turn requires the
existence of qOWFs. This result applies both to quantumkblexx obfuscators (as in the first
definition above) and the information-theoretic variarstifathe third definition above.)

3. Classical algorithms for quantum obfuscation are impossite, unconditionally. This result
follows directly from the previous result and Applicatio&low. It can be viewed as an extension
of the original Barak et al. impossibility result to the cagejuantum functionality and quantum
adversaries.

We emphasize that, while our techniques are very similaai@Bet al., our results are not a simple con-
sequence of the fact that classical functions (and in pdaticthe Barak et al. unobfuscatable functions)
are special cases of quantum functions. This “special caggiment fails for obvious reasons when the
output of the obfuscator can be a quantum state. As it turhst@lso fails when the output is a quantum



circuit; briefly, the reasons are (i.) itis now permitted pesify (even approximate) quantum circuits for
classical functions, (ii.) the black-box simulator now lgasntum access, which is significantly more
powerful than classical (see, e.g27)) and (iii.) the Barak et al. adversary is insufficient siricean
only perform classical gates homomorphically. The lashp@ where the aforementioned quantum
encryption tools become necessary.

Applications. We then move on to discuss potential applications of quartiack-box obfuscators.
We emphasize that (with the exception of the first one), alheke applications are still possibie
some fornin spite of the above impossibility result. We view this agrargg indication that quantum
obfuscation should be studied further. While some of thdiegiions are analogues of known classical
applications (as outlined in7],) the last is special to the quantum setting. We are cetteh many
other quantum-specific applications are possible, giverctmbined advantage of obfuscation and no-
cloning.

1. Quantum-secure one-way functionsWe show that, if there exists a classical probabilistic algo
rithm for quantum obfuscation, then quantum-secure ongfuctions exist. The above impos-
sibility result rules this out, but the implication is noheless interesting; for one, it enables the
very proof of the impossibility result itself! The one-wayrfctions are essentially the functions
computed by the obfuscator (with fixed randomness) on ¢sawvith a “hidden output.” We are
unable to extend this application to the setting of efficignantum algorithms for obfuscation.
We leave this as an interesting open problem, and note itsemion to developing foundational
primitives for quantum encryption.

2. IND-CPA-secure private-key quantum encryption. In this application, the obfuscation algo-
rithm can be quantum; moreover, we do not demand the existehone-way functions or any
other primitive.

3. qOWF imply IND-CPA public-key encryption. This application combines IND-CCALl-secure
private-key encryption (which follows from qOWFs) with aistation of the encryption circuits.
The result is public-key encryption of quantum states withtbe need for trapdoor permutations
(unlike in [5] and, indirectly, in [L4].)

4. qOWF imply IND-CPA quantum fully homomorphic encryption. This application combines
the previous application, together with obfuscation of aemsal decrypt-compute-encrypt circuit.
Depending on the properties of the obfuscator, it may altiefga&ompactneséhe requirement
that communication between client and server does not satddhe size of the computation.)

5. Public-key quantum money Using circuit obfuscation to produce public-key quantumney
was first proposed by Mosca and Stebiks][ using a complexity-theoretic no-cloning theorem
proposed by Aaronsor2] and proved by Aaronson and Christiarg).[We outline the ideas here,
and discuss the new limitations placed by our results.

We emphasize that all the above applications except quantongy also work for achievinglas-
sical functionalityfrom a quantum obfuscator; however, depending on the deththe obfuscator and
the application, this may require quantum algorithms farrgption and decryption, or even quantum
ciphertexts.

1.2.2 Quantum indistinguishability obfuscation

Lastly, we consider an alternative formulation of obfusmatmotivated by the classical definitions of
indistinguishability obfuscation and best-possible alohtion, as set down by Barak et &l &ind Gold-
wasser and RothblumRf]. We establish quantum analogues of the central resultbaset classical
papers. In this setting, rather than comparing the obfistaf the circuit to that of a black-box, we
compare it to the obfuscations of other, functionally-eglént circuits. Starting with the new definitions,
our results are as follows.



1. Quantum indistinguishability obfuscator. Just as in the black-box definition, this is a polynomial-
time quantum algorithnd which accepts quantum circuiBsas input, and produces “functionally-
equivalent” quantum staték(C) as output. The obfuscation condition now states that fanetly
equivalent circuits are mappeditaistinguishablestates. Based on the kind of indistinguishabil-
ity deployed in the definition, there are three variants ahalistinguishability obfuscator: perfect,
statistical, and computational.

2. Quantum best-possible obfuscator.This is an algorithm precisely as above, except for the ob-
fuscation condition: it now states th@{C) is the state that “leaks least,” among all states which
are “functionally-equivalent” t&€. There are again three variants: perfect, statistical,canapu-
tational.

3. Equivalence of definitions. We prove that each of the three variants of quantum indistsig-
bility obfuscation is equivalent to the analogous varidnuantum best-possible obfuscation, so
long as the obfuscator is efficient.

4. Impossibility of perfect and statistical indistinguishability obfuscation. We end with a quan-
tum version of the main result o2§]: a proof that perfect and statistical quantum indistirstai-
bility obfuscation is impossible, unless coQMA is containe QSZK. We remark that an anal-
ogous containment in the classical setting (i.e., coMASZK) would imply a collapse of the
polynomial-time hierarchy to the second level. Moreover,the case of obfuscating arbitrary
quantum computations (i.e., completely positive, trameserving maps), we obtain that statistical
quantum indistinguishability obfuscation would imply tiBSPACE is contained in QSZK. One
consequence of these results is that extending the obéugiraposed in4] to full indistinguisha-
bility is impossible, barring highly unlikely collapses @dmplexity classes.

5. Application: witness encryption for QMA. Motivated by an analogue discussed 20,[19], we
show that a quantum indistinguishability obfuscator eesblitness encryption for QMA. A wit-
ness encryption scheme for a language QMA encrypts plaintexts using a particular instance
I. The security condition states that| i€ L, then a valid witnessv for | € L allows decryption;
on the other hand, if ¢ L, then ciphertexts are indistinguishable. While witnessrggtion has
several applications classicallg(], the quantum analogue has not been considered previously.

We remark that, in the classical setting, indistinguishgbdbfuscation also implies functional en-
cryption [L9] and many more applications through the very successful¢pured programs” technique
developed by Sahai and Wate5]. We suspect that these results can also be adapted to theuqua
setting, but leave them open for now.

1.3 Notation and terminology

In this section, we set down some notation and basic termgyolvhich we will use throughout the rest
of the paper.

1.3.1 Classical

We will assume that the state space of a classical device eddetified with sets of bitstrings, i.e.,
{0,1}" for some positive integar. The notatiorx eg {0, 1} will mean thatx is ann-bit string selected
uniformly at random. The set of all bitstrings (of arbitrdepgth) will be denoted by0,1}*. Classical
functions will then be map$ : {0,1}" — {0,1}™ from one set of bitstrings to another. We will also
sometimes consider function families, written{0,1}* — {0,1}*; these can be thought of as a function
family { fn}n=0 indexed by the input size.

A classical circuiC is a sequence of local boolean gates which, when composethergimplement
some (in general irreversible) functidg : {0,1}" — {0,1}™. The input size o€ is n, the output size
is m, and the number of gates is denoted|BY. A probabilistic circuit is also a circuit, but with the
input bits divided into two registers: the input registarddhe “coin” register. A normal execution of
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a probabilistic circuit involves initializing the coin risger with completely random bits, and inserting
the input into the input register. We will frequently dissegcuit ensembles these are infinite families
{Cn}n=0 Of circuits, one for each possible input size, so that the efzcircuitC, is bounded by some
fixed polynomial function ofh. We say that a circuit ensembleusiform if there is a deterministic
polynomial-time Turing Machine which, on inpuf',loutputs a classical description 6f. We will
also sometimes make usedi$tributions of circuit ensembles these are infinite familie€ = {Cn}n>0
where eacl€y is a finite family of circuits of input size, along with a probability distributioRe . For

a bitstringx, the notatiort(x) will then denote the probability distribution (on bitstgis) resulting from
running a random circuit from the family,, selected according the distributieg |y .

A deterministic classical algorithm.A is simply a circuit ensemble. Runningon an input bitstring
xinvolves selecting the circuit with the appropriate ingaésand executing it with inpwt If the circuit
ensemble is uniform, we will say that is efficient; more precisely, it is then a classical deteistit
polynomial-time algorithmRT for short.) Aprobabilistic algorithm A’ is an algorithm whose circuits
are probabilistic. Runningl’ on an input bitstring involves selecting the circuit with the appropriate
input size, initializing its coin register with uniformiandom bits, and then executing it with inputf
the circuits of A’ are polynomial-time uniform, we say thdt is an efficient, or classical probabilistic
polynomial-time algorithmRPT for short.) We will frequently use PPTs to model the most gahe
efficient classical algorithms.

1.3.2 Quantum

For our purposes, the space of pure states of a quantum dewid® identified with a Hilbert space
Hn = (Co)®" of a finite numben of qubits. We will identify some fixed orthonormal basis (edlthe
computational basjsof H,, with the corresponding spad®,1}" of classical states, so that, elg)

for x € {0,1}" denotes a basis element &j,. The space of density operators (i.e., general quantum
states) ofn qubits will be denoted (F(y); this is the set of positive semidefinite, Hermitian traceo
operators in EndHy). A state in®(H;,) can be interpreted as a probabilistic mixtgrep;| ¢;)(@;| of
pure states, albeit not in a unique way. We will discuss validntum transformations of three types.
The first are measurements, which act on a $tates 3, by projecting some or all of the qubits into the
computational basis stat¢{0),|1)}. The second are unitary maps, i.e., linear operdfor§{, — Hn
satisfyinguUTU = 1,,, where1, denotes the-qubit identity operator. The third are CPTP maps, i.e.,
completely positive trace-preserving maps® (H,) — ©(Hny). CPTP maps are the most general type
of evolution, encompassing unitary maps, measuremengaaidg or discarding (or tracing out) qubits.
For example, a unitary operatore U (%) can be expressed as a CPTP map by wrifing UpU T,
wherep € D (Hn).

A quantum circuit C is a sequence of local unitary gates on a fixed numberr(sajqubits; these
gates , when composed together, implement some unitaratmpek: € U (2"). Definitions of circuit
ensembles and distributions over circuit ensembles areatkfirecisely as in the classical case. A
quantum polynomial time algorithm (or QPT for short).A is a uniform ensemble of quantum circuits;
algorithms can also include measurements and discarditigfing-out) of subsystems, so long as these
also admit efficient classical descriptions. The input aatpot size of a quantum algorithm can vary,
and will have to be deduced from context. For example, giv@®a A, the expression RA(|0")) = 1]
will take the value zero unles$ has a specific, labeled output qubit which is measured atrtti@tthe
computation.

2 Quantum encryption

In this section, we discuss a recently developed encrystitieme for quantum states, with computa-
tional assumptions5]. In Section 2.1 we briefly recall how to construct a classical function wvhic
appears pseudorandom to quantum adversaries, by meansraftsf which is one-way against quan-
tum adversaries. IiBection 2.2 we define a notion of symmetric-key quantum encryptiongtogr



with associated notions of IND-CPA and IND-CCAL security.e ftien describe a scheme which is
IND-CCALl-secure under the assumption that quantum-seneavay functions exist.

2.1 Quantum-secure pseudorandomness

We begin with two primitives for encryption: quantum-sexzone-way functions, and quantum-secure
pseudorandom functions. These are both classical, efficieomputable functions which are in some
sense resistant to quantum analysis. In the case of oneumatidns, we demand that inversion is hard;
in the case of pseudorandom functions, we demand that glisshing from perfectly random functions
is hard.

Definition 1. A PT-computable function £{0,1}* — {0,1}* is a quantum-secure one-way function
(qOWF) if for every QPTA,

Pheqionyn [A(f(x),17) € f(f(x))] < negln),
where the probability is taken overeg {0,1}" as well as the measurements/f

Definition 2. A PT-computable function family f{0,1}" — {0,1}™ is a quantum-secure pseudoran-
dom function (QPRF) if for every QPA,

|Plicpionn[A%(1") = 1] — Prgc 7, [A9(1") = 1] < negln),
whereJn m denotes the space of all functions frg 1}" to {0, 1}™.

Classically, one-way functions are the fundamental piiitinderpinning encryption. A series of
basic results shows that one-way functions can be turnegsgudorandom functions, which can then
be used for defining probabilistic encryption schemes. $&iges of results carries over to the quantum-
secure case without much of a change (although some praoésarewhat more involved.) For example,
it is known how to construct gPRFs from qOWFs.

Theorem 1. If quantum-secure one-way functions exist, then so do quaisecure pseudorandom func-
tions.

Proof. (Sketch.) It is folklore that the well-known Hastad et agsult that pseudorandom generators
can be constructed from any one-way functi@g][carries over to the quantum-secure case. Roughly
speaking, the reasoning is that the reduction in the prodbige in a “black-box” way, i.e., only by
feeding inputs into the adversary and then analyzing theltieg outputs. The quantum-secure case
then simply involves replacing PPTs with QPTs in the apgdaterplaces. Proving that the standard
GGM construction 23] of PRFs from pseudorandom generators is still secure isé¢tiing of quantum
adversaries is more involved; this was established by Ztyd3d). O

2.2 Symmetric-key encryption of quantum states

It is well-known how to encrypt quantum states with inforioattheoretic security, via the so-called
quantum one-time pad. To encrypt a single-qubit statere choose two classical bits at random, use
them to select a random Pauli matfxe {1,X,Y,Z}, and performp — PpP'. To encrypt am-qubit
quantum stat@, we select cg {0,1}2" and apply

p—: RpPT, (2.1)

wherePR; denotes the element of timequbit Pauli group indexed by

One disadvantage of the quantum one-time pad is that pamtissshare two bits of randomness for
every qubit which they wish to transmit securely. In pafécuone cannot securely exchange multiple
messages with the same key. To address this issue, we nilesteatomputational security assumptions
and use pseudorandomness to saleét general encryption scheme for quantum states is thenedkfin
as follows.
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Definition 3. A symmetric-key quantum encryption scheme is a triple ofQQPT
o (key generationKeyGen : 1" — k € {0,1}";
e (encryption)Ency : D(Hm) — D(He);
e (decryption)Decy : D (H¢) — D (Hm);

where m and c are polynomial functions of n, and the QPTsfgdli3ecy o Enck — 1|l < negln) for
all k € suppKeyGen(1").

Public-key quantum encryption schemes are defined in angoa$ manner. The encryption schemes
we will need must produce ciphertexts which are computatlgrindistinguishable. In some cases, the
ciphertexts will need to remain indistinguishable even dveasaries which possess oracle access to
the encryption algorithm (and sometimes also even the géoryalgorithm.) This security notion is
captured by the following definition.

Definition 4. A symmetric-key quantum encryption scheme is IND-sectoeafl QPTs A, A’,
|Pr(A’ 0 Enc @ 1s0.A) - 1" = 1] — Pr{(A" 0 Zgpq, jomy om @ Lso A) - 1" = 1]| < negl(n),

where=; : p — 0o is the “forgetful” map, and s is a polynomial function of n.Afand.A’ have oracle
access tdEnc, then we say that the scheme is IND-CPA secure. If in addiffonas oracle access to
Decy, then we say that the scheme is IND-CCAL secure.

The two QPTsA and.A’ together model the adversary. The definition above captheeilea of a
certain “security game” between an adversary and a challerithe game proceeds in steps: (i.) the
key is selected and the adversary receives access to thepajape oracles, (ii.) after some computation,
the adversary transmits the first part of a bipartite stateto a challenger, (iii.) the challenger either
encrypts this or replaces it with the encryption@F) (0™|, and then returns the result to the adversary,
and (iv.) the adversary must decide which choice the chgdlemade. The scheme is considered secure
if the adversary can do no better than random guessing. Asrsind5], this definition is equivalentto a
security notion calledemantic securityroughly speaking, this notion captures the idea that aeyioat
tries to compute anything about a plaintext gains no adganitg possessing its encryption. In addition,
Definition 4is equivalent to several natural variants, where e.g., lalenger chooses to encrypt one of
two messages provided by the adversary, or where the ganteyisdpover multiple rounds. The latter
guarantees security of transmitting multiple ciphertgxtsduced via encryption with the same key.

We now show how to use qPRFs to construct simple symmetsicgkentum encryption schemes
that satisfy all of the above security conditions.

Theorem 2. If quantum-secure pseudorandom functions exist, then $ddaCCA1-secure symmetric-
key quantum encryption schemes.

Proof. Let {fy} be a gPRF. For simplicity we assume that edglis a map from{0,1}" to {0,1}*".
Recall that for € {0,1}?n, P denotes the element of tiequbit Pauli group indexed by Consider the
following scheme:

e KeyGen(1"): outputk €g {0,1}";
e Enck(p): choose cg {0, 1} output|r)(r|® Pfk(r)pP;L(r);
o Decy(|r)(r|® o0): outputP;rk(r)prk(r) .

In the decryption algorithm, we may assume that the firsstegis always measured prior to decrypting.
Correctness of the scheme is straightforward to check:ygéog with the same key and randomness
simply undoes the Pauli operation.

We now sketch the proof that the scheme is IND-CCA1 securea KBy observation is that each
query to the encryption oracle is no more useful than reegigipair(r, fx(r)) forr €g {0,1}2", and that
each decryption oracle is no more useful than receiving a(pdi(r)) for a stringr of the adversary’s
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choice. Thus the adversary learns at most a polynomial nuofh@lues off,. Now, if fy is a perfectly
random function, then these values are completely unaieeko the one used to encrypt the challenge.
The scheme is thus secure simply by the information-theoseturity of the quantum one-time pad.
On the other hand, ify is a function in a gPRMefinition 2guarantees oracle indistinguishability from
perfectly random functions. It follows that,(ifl,.A’) can break the actual scheme, then by computational
indistinguishability they would also break the perfectestie, which is impossible. O

We emphasize that the above proof shows that, even in thewdas®e the adversary chooses the
randomness used by thé&nc, andDecy oracles, the scheme remains secure. Of course, the randemne
for the challenge encryption must still be selected by thadlehger. Finally, by combiningheorem 1
andTheorem 2we have the following.

Theorem 3. If quantum-secure one-way functions exist, then so do INIXTsecure symmetric-key
gquantum encryption schemes.

3 Quantum black-box obfuscation

In this section, we discuss the virtual black-box framewforkobfuscating quantum computations. We
begin inSection 3.1with a definition of black-box quantum obfuscator, motivhab®th by the classical
analogue and an intuitive notion of what a “good obfuscastiduld achieve. IiSection 3.2we outline
several interesting cryptographic consequences thatddolibw from the existence of such an obfusca-
tor. Finally, inSection 3.3we prove a few impossibility results which restrict thegarof possibilities
for the existence of black-box quantum obfuscators. Istérgly, our results leave open some possibil-
ities, which include (restricted versions) of the most iagting applications. Indeed, it is conceivable
that quantum obfuscation could be significantly more powéhian its classical counterpart.

3.1 Definitions

Any reasonable notion of obfuscation involves giving théugbated circuitd(C) to an untrusted party.
We accept as fundamental the idea that this obfuscatedt@imuld implement some particular, chosen
functionality fc, and that the objedd(C) allows the untrusted party to execute that functionality. |
the black-box formulation of obfuscation, we demand that i effectively all that the untrusted party
will ever be able to do. The rigorous formulation uses theusation paradigm: anything which can be
efficiently learned from the obfuscated circuit, shouldde efficiently learnable simply by evaluating
fc some polynomial number of times. This “virtual black-boxdtion was first formulated by Barak et
al. [7], and proved impossible to satisfy generically in the dizescase.

In the quantum case, there are several complications. , Fstare considering the obfuscation
of quantum functionalities. This implies that the end usard( hence also any adversary) should be
in possession of a quantum computer, and likewise for thelsior. Second, it is conceivable that
the obfuscation may not just be another quantum circuitclving simply a classical state describing
a quantum computation. The obfuscator might instead owpytiantum state, which is then to be
employed by the end user to execute the desired functigrialsome well-specified manner. These
considerations motivate the following definition.

Definition 5. A black-box quantum obfuscator is a quantum algorithn® and a QPTJ such that when-
ever C is an n-qubit quantum circuit, the output®bfs an m-qubit stat€)(C) satisfying

1. (polynomial expansion) e poly(n);
2. (functional equivalencé)d(O(C) ® p) —UcpUZ ||, < negln) for all p € D(Hn);
3. (virtual black-box) for every QP there exists a QPEYc such that

[PrA(0(C)) = 1] — Pr[s¥(|0")) = 1] | < negln).
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We emphasize that while the “interpreter” algoritfrmust be polynomial-time, the obfuscator itself
need not be. In applications, it will be necessary to maketifascator polynomial-time; on the other
hand, our impossibility results will hold even for ineffioteobfuscators. One could consider variants of
Definition 5where the interpreter algorithm is fixed once and for all, beveO(C) itself consists of
both a quantum “advice state” and a circuit which the end sleuld execute on the advice state and
the desired input. Itis straightforward to show that alllefge variants are equivalent, in the sense that a
black-box quantum obfuscator of each variant exists if amlgl i the other variants exist. Since we are
primarily concerned with possibility vs impossibility, well stick with the formulation inDefinition 5.

We also remark that the interpreter is a natural additioheatassical black-box definition when passing
to the quantum case. In order for the definition to make sehses should besome efficient watp use
0O(C) to implementUc; whatever that efficient procedure is, we have here called iinterpreter and
denoted it byj.

We also point out that the no-cloning theorem opens up thsilpitisy of computationally unbounded
adversariesin the classical case, such an adversary could simply ex#eaicircuit on every input, and
thus learn far more than is possible for a polynomial-timecktbox simulator. Quantumly, however, a
computationally unbounded adversary is restricted botéyo-cloning theorem and the limitations of
measurement. The adversary may not be able to acquire teudtipies of the obfuscated state, and the
single state may be partially (or completely) destroyedmimeasured. It is thus natpriori clear that
an unbounded adversary could always outmatch a polyndimalblack-box simulator. The appropriate
definition is a straightforward modification Bfefinition 5 where we replace the third condition with the
following:

3. (information-theoretic virtual black-box) for every quam adversaryA there exists a QPBYc
such that
PHA(0(C)) = 1] — Pr[s¥(|0")) = 1] | < negln).

3.2 Applications of efficient black-box obfuscators

In this section, we motivate the study of quantum black-bbfuscation by giving a few example ap-
plications. Unsurprisingly, these applications requirattthe obfuscation algorithm is itself quantum
polynomial-time; strictly speaking, this is not requirefdefinition 5 Many of these applications are
motivated by known classical applications of classicatklbox obfuscators. Although our impossi-
bility results will put some restrictions on these applicas, they remain interesting. In fact, some
of the applications (such as quantum-secure one-way fumstvill be used in the impossibility proofs
themselves. We point out that, while most of the applicatioglow are written in terms of quantum func-
tionality (e.g., encryption of quantum states), one cahgsswvell consider the weaker case of classical
functionality, in this case achieved via quantum means,(ei@a quantum algorithm for obfuscation.)

3.2.1 Quantum-secure one-way functions

The first application shows that, if there exists a classigbrithm for obfuscating quantum compu-
tations, then quantum-secure one-way functions exist. Byrésults discussed Bection 2 this also
implies the existence of quantum-secure pseudorandonnaieng quantum-secure pseudorandom func-
tions, and IND-CCALl-secure symmetric-key quantum enéoypgéchemes.

Proposition 1. If there exists a classical probabilistic algorithm whichd quantum black-box obfusca-
tor, then quantum-secure one-way functions exist.

Proof. The proof is essentially the same as that of Lemma 3.8]inHor alla € {0,1}" andb € {0,1},
we define
la,y®b) if x=a

U LX — H
ab (X y) {|X, y) otherwise
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Define a functionf : {0,1}* — {0,1}* by f(a,b,r) = O;(Uap) where is the obfuscatdras in the
hypothesis, and), denotes the same algorithm, but with randomness coingalinéd tor. Clearly,
inverting f requires computing from Or(Uap). Moreover, with only black-box access i, (for
uniformly randoma, b) the probability of correctly outputing in polynomial time is at most /2 +
negln). By the black-box property af, we then have

PraplA(f(a,b,r)) =b] = Pryp[A(Or(a,b)) = b]
< Prap [S%20(1") = b] + negln)

< % +negln),

which completes the proof. O

We remark that the above proof fails if the obfuscator is anfjua algorithm—even if its output
is itself classical. The issue is that one-way functions tnogs deterministic; while one can turn a
classical probabilistic algorithm into a deterministicedny making the coins part of the input, this is
not possible quantumly. We leave the problem of constrgatiyptographically useful primitives from
a fully quantum obfuscator (or even just from a quantum eptiop scheme) as an interesting open
question.

3.2.2 CPA-secure private-key quantum encryption

Can we say anything about encryption of data if we know thetntumalgorithms for quantum black-
box obfuscation exist? While we do not know how to extract-osag functions, we can nonetheless
produce useful encryption schemes, as follows.

Proposition 2. If quantum black-box obfuscators exist, then so do IND-GB&ure symmetric-key quan-
tum encryption schemes.

Proof. (Sketch.) Let(0,J) be a quantum black-box obfuscator. We consider an adaptatithe uni-
tary operatot),, defined above, but now with Pauli group action instead of X&f| with twon-bit
registers:
Ul pyp s 4 PPV XK
’ 1%, y) otherwise

Now consider the following scheme for encryptimgjubit quantum states.

e KeyGen(1"): outputk €g {0,1}";

e Enck(p): choose €g {0,1}"; outputP, pP! ® O (Uy);

e Deck(0®1): output the second register §ft ® |k) (k| @ o).

To check correctness, we apply the functionality-presgrpiroperty of the obfuscator. A decryption of
a valid encryption with the same key yields

Deck(Enck(p)) = Tr1 [H(O(Ur,k) ® [K) (k| @ PerrT)]
= Tr [Uri([K) (K| @ RepPU
=Tri[lk) (k| @ p]
=p.

as desired. IND-CPA security follows from the black-box ety of the obfuscator, as follows. Let
A be an adversary with access to the encryption oracle. Sireceutput of the encryption is a product

2For simplicity of notation, we omif and assume thdt(a,b,r) = Or(Uap) is in fact a classical circuit fdd, p.
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state,A can be simulated by an advers&rthat has only the first register of the ciphertext (iRaP")

and black-box access to the unitak. It's then clear tha8 can only succeed in the challenge stage of
Definition 4 by discovering the secret input for, or by guessing the response to the challenge. In any
cases$ (and hence alsdl) succeeds with probability at mosta+ negln). O

3.2.3 Public-key encryption from private-key encryption

As we now show, combining black-box obfuscation with onerfumctions yields even stronger encryp-
tion functionality.

Proposition 3. If quantum black-box obfuscators and quantum-secure anefwnctions exist, then so
do IND-CPA-secure public-key quantum encryption schemes.

Proof. (Sketch.) Under the hypothesigieorem dmplies the existence of IND-CCA1-secure symmetric-
key encryption schemes for quantum states.(Ket/Gen, Enc, Dec) be such a scheme; for concreteness,
we may take the scheme describedimeorem 2 Forx € {0,1}", let Enc(, denote the encryption cir-
cuit for key x; this is the circuit that accepts two input registers (onerémdomness, and one for the
plaintext) and outputs the ciphertext. Now define a pubéig-ncryption schem@eyGen’, Enc’, Dec’)

as follows.

e KeyGen'(1"): outputsk:= k g {0,1}" (secret key) angk:= O (Enc(gy) (public key);
e Encp(p): choose er {0,1}"; outputpk(|r)(r|® p);
e Decy,(0): outputDecsy(0) .

The correctness of this scheme follows directly from thecfiomality-preserving property o and
the correctness of the private-key scheme. To prove IND-&&&urity for the public-key scheme, we
rely on the black-box property. Itimplies that any QPT adagyA with access to the public key can be
simulated by a QP having only black-box accessEmcsy. The QPTS, in turn, can be simulated by a
QPTS8’ which has both decryption and encryption oracles for theapeikey schem@eyGen, Enc, Dec).
It may not be immediately obvious that the decryption oré&leecessary; this is the case because black-
box access t&ncy enabless to select the randomness used for encryption, thus gaihaghility to
evaluate pairgr, fs(r)) wheref is the qPRF from the private-key scheme.

Now we have that, if4 can distinguish ciphertexts during the challenge, theres&t since the ci-
phertexts themselves are the same for the public-key schaththe private-key scheme, this contradicts
the IND-CCAL security of the private-key scheme. O

A few remarks are in order. First, irb][ it is shown that IND-CPA-secure public-key quantum
encryption schemes exist under the assumption that quasggore trapdoor permutations exist. This
is a stronger assumption than one-way functioRsoposition 3can then be thought of as replacing
this strengthening of assumptions with an obfuscator.1 it is shown how to use quantum-secure
classical public-key encryption to produce quantum pukdig encryption (by encrypting the key for
the quantum one-time pad); this amounts to the same asaamuatiprimitives as ing]. An important
difference betweerp] 14] andProposition 3s that the scheme frofroposition 3nay have public keys
which are quantum states. Such schemes have not been aeddigéore, and (due to no-cloning) would
have significantly different features from their classicalinterparts.

An interesting question is if there could be public-key gmption for classical data with classical
ciphertexts, but where the encryption procedure is pergorby a quantum algorithm. While this ques-
tion remains open, our impossibility results will show thsis cannot be achieved in a generic way via
Proposition 3
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3.2.4 Quantum fully homomorphic encryption

We briefly recall the idea of fully homomorphic encryptiorHEE). For thorough definitions and the
appropriate notions of security in the fully quantum case, [64]. Without considering all of the details,
we will view QFHE as an encryption scheme (just a®igfinition 3), but whereKeyGen produces an
extra “evaluation” kekeya, and there is an “evaluation” algorithm:

L] EValkevaI . @(%m@%g) — @(j‘(m)

We imagine a party (hencefortberve) in possession okeyai @and a ciphertexEncy(p) provided by
another party (hencefortielient) The evaluation algorithm then enables the server to prediue ci-
phertextEnck(kaGl), whereG is a gate of the server’s choice. A classical string desugilthe choice

of gateG (and which qubitsk, k+ 1,... of p it should be applied to) is input into the regist&g. In
general, we may consider the case wHeug is itself a quantum state. Depending on the details of the
scheme, this key may be partly or fully consumedBwyl; indeed, this is the case ii4]. Depending

on the consumption rate, this might violate the (classicstthhndardrompactnessequirement for FHE,
namely that the amount of communication between the cliedtthe server should scale only with the
size of the ciphertext, and not with the size of the compaitetiie server wishes to perform.

Proposition 4. If quantum black-box obfuscators and one-way functionstettien so do IND-CPA-
secure quantum fully homomorphic encryption schemes.

Proof. (Sketch.) We will consider the public-key case, which tuons to be simpler. LefO,J) be a
guantum obfuscator, arfleyGen, Enc, Dec) an IND-CPA-secure public-key scheme. We ad&ptGen

to produce an evaluation key, and describe the evaluatgmritim. We will require a universal circuit
U, for performing gates om-qubit states; this circuit accepts two inputs: rarqubit state, and a de-
scription of a gate and indices of the qubits to which the ghtauld be applied. In our usagawill be
the number of qubits of the ciphertext state.

e KeyGen'(1"): outputKeyGen(1") = (sk pk) andkeyai = O(Encpko Uy o Decgy);
e Evaly,,: p®|G)(G| — J(keva® p ® |G)(G]).

where |G)(G| is again just a classical string instructifly, to apply the desired gate. A circuit for
EncpkoUy o Decgi is given below; the gate register is represented by the iottoe.

Uy

We now want to show thdKeyGen', Enc, Dec, Eval) is a public-key QFHE scheme. The homomorphic
property follows directly from the definition dfval and the functionality-preserving property of the ob-
fuscator. The security of the encryption scheme followsTildlD-CPA security of(KeyGen, Enc, Dec)
and the black-box property df,J). The black-box property implies that each execution ofEhel
algorithm is no more useful than providing the server witheaeryption ofGpG'. However, in the
IND-CPA setting, the adversary can already use the CPA eracproduce encryptions @frbitrary
plaintexts of her choice (as opposed to just ones which amifivations of the plaintext provided by
the client.) There is one additional wrinkle: by repeategibplying gates (or even just the identity),
the adversary can also produce multiple encryptions dufiegchallenge round. However, as shown
in [14], single-message IND-CPA is equivalent to multiple-mgssiND-CPA. By the assumption that
(KeyGen, Enc, Dec) is IND-CPA secure, it follows that the homomorphic schem&$® secure.

We remark that, in general, the encryption procedirre,, may require an external source of ran-
domness. This is certainly the case in classical encrypioinmay not be required if thenc algorithm
is allowed to perform measurements. In any case, since wstartng with an IND-CPA public-key
scheme, the adversary already has access to the public #¢lgeaability to encrypt with randomness of
her choice; the ability to choose randomnesEual is of no additional benefit. O
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3.2.5 Public-key quantum money

Quantum money. The idea of “quantum money” first arose in work by Wiesr]][ The core idea

is simple: use a quantum state for representing currencydh a way that the no-cloning theorem of
gquantum mechanics prevents counterfeiting. These idessnefned and developed further in several
works [2, 3, 10, 18, 33]; some of these works also included explicit proposals thasevarious hardness
assumptions.

Informally, aquantum money schengensists of two algorithmsMint, which produces quantum
states, an&erify, which accepts an input state and then either accepts atsejé the different states
produced bylint are distinguishable, then we refer to thenbdls; if they are indistinguishable, then we
call themtokens(if Verify consumes them) aroins(if Verify does not consume them.) In all quantum
money schemes, we imagine an authority (typically calledibnk) which rundvlint repeatedly to
produce money; in addition, théerify algorithm should accept only on states produced by the bank.
Depending on the particular scheme, this might only be tri&iify is executed by the bank (private-
key money), or it might be true for any party (public-key mgne

In this language, Wiesner’s original idead was for a private-key scheme for bills, which is as
follows. Each execution dflint produces two random classical bitstrings< {0,1}?" as well as an
n-qubit quantum statgl ), with each qubit initialized in one of the stat€s, |1),|+),|—), as determined
by the bits ofr. The bank records the pdir,s) in a secret table, and publish@s|yy )). The bank verifies
by usingsto look up the correatin the table, and then performing the measurements in theatdrasis
and checking the results against

Public-key money from circuit obfuscation. While private-key money schemes are relatively
straightforward to construct, public-key proposals apped®e much more difficult, and require compu-
tational assumptions. In analogy to its role in producinglisukey encryption schemes from private-key
ones Proposition 2, an obfuscator can sometimes be used to turn private-keyyschemes to public-
key ones. The use of an obfuscator to create a particulartgmamoney scheme was considered by
Mosca and Stebila3f3]. Their scheme (in our language) is as follows. Each exeanutif Mint pro-
duces a Haar-randomqubit quantum statey), together with the obfuscatiad(Uy) of a circuif for

Uy =1 -2|¢)(y|. The bill consists of the paifO(Uy),|y)). Verify(|¢)) consists of executing the
following:

and accepting iff the measurement returns 1. It's easy tokctieat the above succeeds only on valid
states; moreover, in that case, the stgteis output in the second register, so that verification can be
repeated. To show resistance of the above scheme to caititgrfone can use Aaronson’s Complexity-
Theoretic No-Cloning Theoren2], which states that cloning the stdtg) while in possession of oracle
access thw> requiresQ(2"/?) queries. The first published proof of this theorem (as welitsafirst
appearance in the form required here) was3in [

Unfortunately, we will later show that obfuscation of quamtcircuits in the form required by Mosca
and Stebila is impossible. What remains possible is a gdttivhich both|) andO(Uy) are quantum
states, and another circuit (which is publicly known andejpehdent ofy)) is used for verification.
Moreover, as we will also show, any black-box obfuscatiomesae which outputs states that can be
efficiently cloned is also impossible. We thus conjectuesftilowing.

Conjecture 1. If quantum black-box obfuscators exist, then so do puldicguantum money schemes.

3For most|y), the circuitUy will not have polynomial length. However, as pointed out Bl pne can instead selegp) from
an approximaté-design without a significant loss in security.
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If the relevant obfuscation is a consumable state, thenatbidd result in a token scheme. If it can
be reused to perform verification repeatédiyien the result would be a bills scheme. We remark that,
in any case, all of the public-key money states discussedeabloould be authenticated by the bank;
otherwise a merchant would only know that he was harstedepair (state, circuit) where the circuit
executed on the state outputs “accept’—a clearly inadeciate of affairs.

3.3 Impossibility results

3.3.1 Impossibility of two-circuit obfuscation

Barak et. al. T] showed that black-box obfuscation is impossible by camtsiing an explicit circuit
family that cannot be black-box obfuscated. We begin witinalar result in the quantum setting. We
show that quantum black-box obfuscation is impossible i setting where the adversary can gain
access to two outputs of the obfuscator difierentinputs. We formalize this notion by defining a
“black-box two-circuit obfuscator,” defined just as in Défion 5 but with the following strengthening
of the virtual black-box condition:

3. (two-circuit virtual black-box) for every pair of quantunrauits C; and G and every quantum
adversaryA there exists a quantum simulat®fc: ¢z and a negligibles, such that

PHA(O(C1) ® O(Cp)) = 1] — Pr[g¥erte, (|o)#lCaHCly — 1] ‘ < &(n,min{|Cy/,|C2|}).

We now show that there exists a family of circuits which is bfuscatable under the above definition.
We emphasize that our result holds even when the outputs aftfuscator are quantum states, and even
if these states agngle-use onlyi.e., if the interpretef irrevocably destroys the obfuscated state during
use.

We first define aircuit-pair family to be an ensemble of distributions over pairs of circuits.rélo
precisely, ifC is a circuit-pair family, then there exists a Turing machiievhich, on input a positive
integer parameten (in unary), outputs a classical description of a pair of wis (C,,Dp) drawn at
random from some distributio, on pairs of polyn)-size circuits. IfM is polynomial-time, then we
say thatC is apoly-time circuit-pair family.

We also define atate-pair familyanalogously. If¢’ is a state-pair family, then there exists a (not
necessarily polynomial-time) quantum algorithm which,imput n in unary, outputs a pair of density
operatorgpn, on) drawn at random from some distributi@f on quantum states on pdly)-many qubits.
Given a circuit-pair familyC and a state-pair familg’, we say that’ is an obfuscation o€ if there
exists a computable map— €’ assigning to each circuit a corresponding state, in a mahagsatisfies
the two-circuit obfuscation definition above.

With these definitions, we can now state our first impossjhigsult.

Theorem 4. There exists a poly-time quantum circuit-pair familysuch that no state-pair family is an
obfuscation of.

Proof. Let (0,J) be a black-box quantum two-circuit obfuscator. The pofgetiquantum circuit-pair

family € consists of quantum circuits for implementing the follog/ipairs of unitary operators. Each
pair is parameterized by an input simgeas well as bitstrings, b chosen uniformly at random from
{0,1}".

X, yob) ifx=a;
Uab: i y) v { V5P . 6
1%, y) otherwise
Vap:[C,2) s ¢ 16281 1T C(a) =Dy (3.2)
’ IC, 2) otherwise

4For example, if successful verification also outputs anastete which is sufficiently close to the original state.
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The registers indexed byandy are of sizen. The register indexed b@ accepts a circuit description
(under some fixed encoding), and needs to be able to handitsiopsize|O(C,p)| (i.€. of size equal to
the number of qubits in the staf§C, ,)). HereCyy, is a fixed, explicit polyn)-size circuit fortU, p. The
second register of, , has size one.

Note that both of these unitaries can be implemented by efficjuantum circuits. We choose some
particular set of such circuits, and henceforth denote thg@,, andD,,, respectively. The idea for
the proof is as follows. Consider an adversadryvhich is ignorant of the randomly selectacandb,
and consider two scenarios: in the fitdtjs given access tanypair of circuits that implement, , and
Vapb; in the secondA only has oracle accesslth , andV,y,. The point is that, in the first casd, can
executev, p on a circuit forU, p; provided that the latter is not too long, will achieve something that
is impossible to do with only black-box access. Specificdlig only in the first case that will be able
to tell if the first circuit/oracle implementd, p,, or if it has surreptitiously been replaced by the identity
operator!

Things are somewhat complicated by the fact that the obfoscatputs states instead of circuits.
We will need to enablel to execute these states on one another. It will thus be rexgetesreplacd,p,
with a related circuiD’a,b. Roughly speaking, this circuit will check if its input, whénterpreted as a
quantum advice state to the algoritiJrmaps the inpua to the outpub. A precise description follows.
First, D ,, will have three registers: an input registermfqubits, a work register ofr2qubits, and an
output register of 1 qubit initialized in th®) state. When given as input a quantum sgaten m qubits,
it will initialize the first n bits of the work register t¢a), then execute the appropriate unitary circuigof
onp® |a). Finally, if the output register of the latter computati@ntaing|b), D:a\,b will flip the contents
of the output register. We remark that, by a simple countinggiaent over circuits, this occurs for only
an exponentially small fraction of possible input states

Recall that the B-qubitidentity operator is denoted iy, and is implemented by the obvious circuit
which we will denote byt,,. We observe that, for every QPT algoriti$nthere exists a polynomiaknd
a negligibleg; so that:

[Pr{sVePan (10)°1(M) — 1] — Pr{s'n P2 0) V) = 1]| < &x(n). (3.3)

Here the probability is taken over the uniformly random cleadfa andb as well as all of the measure-
ment outcomes . The above is an easy corollary of the tightness of the Giimend for unstructured
quantum searclf]. Indeed, given the definitions &f,, andD ,,, it's clear that with only polynomial
queries and no knowledge afor b, § is faced precisely with unstructured search for an expaalgnt
small “marked space.” This marked space is only encountér8ccorrectly guesses, or correctly
guesses an obfuscation of a circuit that mapsb.

Now consider the QPT algorithsi that, given as input the obfuscated sta@é€) andO (D), simply
executes the quantum algorithgnon their tensor product, accepting if and only if the outcdmé.
Notice that this succeeds with constant probabiity O if C is functionally equivalent t€,, andD is
functionally equivalenttcﬁ)’a,b. On the other hand, this same algoritihaccepts with at most negligible
probability wherC is functionally equivalent téy, (andD is still functionally equivalent td®}, ,); indeed,
this only happens is i = b. Thus there exists a negligible functienso that:

[PrA(O(D4e). O1zn)) = 1] = PIIA(0(Dhy) 2 O(Cap) = 1| 2 a—eam).  (34)

To complete the proof, we explicitly define the poly-timecdiit-pair family C. The distributionCy is
generated by choosirggb uniformly at random fron{0, 1}", and then choosing a hite 0,1 at random;
if r = 0, we output the circuit paifCa, D} ,), and otherwise we outpdlzn, Dy, 1,). For this distribution,
equations.3) and @.4) together show that no state-pair family is an obfuscatfo®.o O
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3.3.2 Generalizing the impossibility result

Our goal in this section is to extend the two-circuit impb8ggy proof from the prior section to the case
of obfuscating a single circuit. For our impossibility pfpwe require an additional condition on the
obfuscator: that each of its outputs is reusable a polyniomiaber of times. This is a natural condition
which is automatically satisfied by classical obfuscatasswell as quantum obfuscators with classical
outputs), since their outputs can be perfectly copied.

Definition 6. A reusable-black-box quantum obfuscator is a quantum algorithn® and a QPTJ such
that whenever C is an n-qubit quantum circii{C) is an m-qubit quantum state satisfying

1. (polynomial slowdown) m poly(n, |C|);

2. (functional equivalencg)d(0(C)® -) —C - C'||. < negln,|C]);

3. (reusability) after execution ¢f an output register contains a state which satisfies (2.);
4. (virtual black-box) for every QPT adversa#fythere exists a QPT simulatét’c such that:

[PriA(pg) = 1) — Prls (10)°'°!) = 1]| < negln, C]).

We remark that reusability can be achieved in any number gswéy providing a state which
partially survives uses by the interpreterby providing sufficiently many copies, or by providing a
means of cloning the state. We prove impossibility of thevabdefinition in any setting where the
adversary receives two copies of the obfuscator outputy emeidentical inputs. This is automatically
satisfied if the obfuscator provides multiple copies in otdesatisfy reusability, or if the state is (even
approximately) cloneable. The key new obstacle is to prmypossibility even though the functionality
for both copies ithe same.

To state the result, we define (in analogy to circuit-pairifeas and state-pair families)arcuit fam-
ily to be an ensemble of distributions over circuits, arstiade familyto be an ensemble of distributions
over states. A state family is said to be an obfuscation of a circuit fam@yf there exists a computable
mapC — €’ assigning to each circuit a corresponding state, in a mahaesatisfie®efinition 6. With
these definitions, we will prove the following theorem.

Theorem 5. If quantum-secure one-way functions exist, then therdseaigiuantum circuit familye
such that no state family is a reusable-black-box quantufusmation ofC.

Since the full proof ofTheorem 5is somewhat lengthy and involved, we will first prove a sim-
pler case, showing that quantum circuits cannot be obfadcato quantum circuits, under any of
the definitions considered so far—even the strongest Deénition 5) This corollary (stated below
as Theorem § is arguably the most direct quantum generalization of thpadssibility result of §].
Once we have proved it, we will explain in detail how the prebbuld be adapted in order to achieve
Theorem 5

Theorem 6. If quantum-secure one-way functions exist, then therdseaigiuantum circuit familye
such that no quantum circuit family is a black-box obfuszatfC.

Proof. Let O be a black-box quantum obfuscator satisfyingfinition 5 such that its outputs are classi-
cal bitstrings. Since these states are used to describéi@amfy implementable quantum computation,
we can assume that these bitstrings are in fact quanturnitsitouder some particular encoding.

To construct the unobfuscatable circuit family, we will deenotion of combining the functionality
of two quantum circuits into one.

Definition 7. Thecombined quantum circuit of a finite collection{Cy,C,, ...,C«} of n-qubit quantum
circuits is the circuit that has two registers (a control isgr oflogk qubits, and an input register of
n qubits) and, controlled on the value of the first regist@plées the respective quantum circuit to the
input register.
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Notice that if each circui€; in the collection is polynomial size, atkds bounded by a polynomial in,
then the associated combined quantum circuit is also ofohyal size. We will denote the operation
of combining circuits with #. For example, the combined gitof two circuitsC; andC; is denoted
C1#Co.

Now recall the two circuit€, ,, andDg, , from Section3.3.1, as well as the circuibn, which simply
implements the identity operator om gubits. Consider the combined quantum circ@ifg#D, , and
I2n#Da ), sampled by selectingandb uniformly at random fron{0, 1}". We again choos€ = C,, or
C = I, each with probability 12, and ask the adversary to determine which is the case. tlsrgame
reasoning as in the proof @heorem 4rom Sectior3.3.1, these combined quantum circuit distributions
are indistinguishable from the perspective of any QPT staulthat is ignorant oé andb, and is given
only black-box access tdcup,,. On the other hand, unlike in the prior proof, it is not imneedly
apparent how to distinguish the two possibilities givenrauit description ofd (C#D,),). Still, the idea
is simple. Suppose we have two copies of the circuit. We cad-vére the control register of one copy
to implementD, ,, and hard-wire the control register of the other copy to enmntC. If we then run
the first copy on the second, the result should be equivaléniglementingD, , on inputC, which will
determine the nature & and conclude the proof just asTieorem 4

Unfortunately, this idea does not work as stated, becawgsenth circuit copies have the same size.
Since they are functionally nontrivial, their input sizenmich smaller than their description, making
it impossible to run one on the other. The core difficulty iatth,, cannot be made large enough to
universally execute circuits of siZ€)(C#Dap)| > p(|Dap|) Wherep is the running time ofd. This
issue arises in the classical proof as well, and is resolgeibliows. First, note that we could have
Dap simply providea andb, thus offloading the gate-by-gate executiorCato the algorithmA in the
black-box definition. Unfortunately, this would also prdeithe simulato8 with a andb, enabling it to
simulateA. The resolution is to havB,|, provideencryptions of andb, as well as auantum fully-
homomorphic encryption (QFHE) oracter homomorphically applying the gates 6f We emphasize
that the functionality and security of the QFHE oracle callgidepends on the obfuscation property; in
particular, an actual QFHE scheme is not required for thefpro

Concretely, we prove the following Lemma, which is a quanamalogue of Lemma 3.6 (including
Claim 3.6.1) from 7).

Lemma 7. If quantum-secure one-way functions exist, then for eachthand ab € {0,1}", there
exists a distributiorD, p, over circuits such that:

1. There exists a PPT algorithm that, giveg N and ab € {0,1}", samples fronDgp;
2. There is a QPT algorithmil so that Ga)|0") = |a)|b) implies.AY° (C,1") = a; this holds for all
neN,alla,be {0,1}", any De supp(Dayp), and every n-qubit circuit C;

3. Forany QPT SPr{S’(1") = a] < negln), where the probability is over,& € {0,1}", D ~ Dqp,
and the measurements of S.

Proof. The distributionD,, will be sampled by choosink,r €g {0,1}?". The bitstringk is to serve
as a private key for the IND-CCA1-secure symmetric-key quiamencryption scheme frofmheorem 2
Each circuitD € supp(D, ) will be a combination (again via #) of the following threeatiits.

1. Ex a; this outputsEncy(|a)), executed with randomness
2. Homg (G, p); on input a gate descriptid® and a statg, it outputs[Ency o G o Decy|(p).
3. Byap; ONinputp, it outputs|a) if Deci(p) = |b) and|0") otherwise.

We remark that thélom oracle requires randomness in order to re-encrypt the. stais is handled in
the usual way: we expand the input in some register via a tguasecure) pseudo-random function;
these exist by the assumption of quantum-secure one-wayidms andrheorem 1

Clearly, givena andb, D, 1, can be sampled efficiently by choosikguniformly at random and
outputting the combined quantum circlif 5 b := Ex a#Homy#By 4 p. This establishes Property 1 from
the Lemma. For Property 2, gt be the algorithm that, on input a quantum cirdDijt(i.) uses the first
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two circuits comprisindy 4 » to homomorphically simulat€ gate-by-gate om, and then (ii.) plugs the
final state intBk 4 p.

To complete the proof dfemma 7 we must verify Property 3, i.e., that no QPT simulator ailtpon
that has black-box access to each of the three algorithmgrising Dy ,, can discovel with non-
negligible probability. This amounts to showing that

PrigHemeEnck (Ency(]0))) = 1] — Pr[8Ho™E"% (Ency(Ja))) = 1| < negln), (3.5)

where the probabilities are ovéreg {0,1}" and the measurement outcomesSof We proceed by
contradiction, and assume that there’s a @RMat violates the claim.

First, we replace the responses to alB&f queries to thédomy oracle with encryptions go"), and
deploy a hybrid argument to show that the success probabfli$ is not significantly affected. To this
end, consider the following hybrids of the computatioradn inputEnc(|a)): in thei-th hybrid, the
firsti oracle queries o$ are answered usingomy, and the rest are answered withc,(]0")). Notice
that any gap in distinguishing between irendi + 1st hybrid must be due to the- 1st querys makes
to Homg. We can use this to create a CCA1 advergawhich breaks the encryption scheme, as follows.
The QPTTJ simulatesS and replies to its firsi oracle queries by means @fs Enc, and Decy oracles.
Upon receiving the challenge cipherteéXtpasses it t& as the response to its- 1st oracle query. Finally,
T answers the remaining oracle queries ofith Enck (|0")). We conclude that, i violated @.5), then
T succeeds with non-negligible probability. This estaldsiby contradiction) that we can replace the
oracle queries a$ with Ency(|0)). With this replacemen8 can distinguish an encryption ¢@") from
an encryption ofa), when given access to only an encryption oracle, which agmitradicts IND-CCA1
security of the scheme. O

Now we are ready to describe the unobfuscatable family oftyuna circuits and complete the proof
of Theorem 6 First, for a fixeda,b € {0,1}" we letD, , be the distribution over circuits constructed in
Lemma 7 Then consider the following two distributions over cirtsui

1. Fn: Choosen,b g {0,1}", sample a circuiD,p from D, p and outpuCy p#Da b
2. Gn: Choosen, b € {0,1}", sample a circuiD, p, from D, 1, and outpul,#Da

By Property 2 ofLemma 7there exists an algorithtd that, on input9(Cy), accepts ilCy was sampled
from F, and rejects ifC was sampled fror§,. Thus there exists a constamtand a negligible function
& so that:

[PHA(O(F) = 1] — PHA(0(9n) = 1] | = a — &x(n).

On the other hand, by Property 3lofmma 7 we know that for every QPEthere exists some negligible
functioneg, so that:

[Pr{s7*(10)°") = 1] — Pr{s%(10)") = 1] | < a(m).

We conclude that the circuit family formed by taking the unaf F, with G, (and assigning them each
equal probability) is an unobfuscatable circuit family. O

We now return to the proof afheorem Sand show how to extend the above proof to the case where
the obfuscator outputs reusable quantum states.

Proof. (of Theorem $ Our proof will still use the same distributioP,|, over circuits, which were
provided bylLemma 7and described above, but with some slight modifications. gided will still be to
take two copies 00 (Cy) for any circuitCy sampled from that distribution, and give an algoritinthat
can “execute one copy on the other.” This will enable us ttrdjsish if Cy is from the distributiorth,,
or the distributiorG, (just as above), a task which is impossible with only blaok-access.

However, executing one copy ¢f(Cp) on another is now somewhat more complicated, due to the
fact that we no longer have explicit circuit descriptionshisnd, and must instead use the interpreter
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J (with some register initialized t®(Cp)) whenever we want to ruBy. To do this, we will need to

describe a new distributiab’ ab of circuits, closely related to the distributi@y, from Lemma 7
Attempt 1. To warm up, a first attempt at describiogand the modified circuit®, ,, from the

distributionD’, ap Is as follows. First, we simply defire, 2.0 10 be a composition of circuits WhICh simply

output botha andb. SetCo = C#Dab, and suppose thatmputurh@) in the first register executes the first

circuit in the combination, whilél) executes the second circuit in the combination. The alyorid is

in possession of two copies 6fCy). It performs:

1. rund(O(Co) ®11)|0M)) to retrievela)|b) (by functional equivalence ab);
2. rund(0(Cp) ®|0)|a)) (now using the other copy @i (Cp));
3. compare the result {b).

This does exactly what we want, except of course that thekddax simulatorS will also be able to
retrievea and perform this experiment. Our valiant attempt failed.

Attempt 2. Undeterred, we now try a more sophisticated approach niewito the idea of encryption
and homomorphic execution. We now ask that (as betbtg)outputs an encryptiobnc(a) of a (when
given the flagh), implements &om oracle (when given the flalg), and checks if the input iBnc(b)
(when given the fla@). We again se€o = C#Dy, ,, and giveA two copies 0fd (Co); for convenience we
denote then®) (Co) andO(Cp)’. Now, A performs:

1. rung(0(Co) ® [|1A) ® |0")]) to retrieveEnc(a);
2. rung(0(Co) ® [|1H) ® O(Cop)’ ® |0) ® Enc(a)]) to “homomorphically rurC’;
3. rungd(0(Co) ® [|1B) @ p]) wherep is the output of the previous step; output the result.

The first and last step are largely self-explanatory: wet stéh the encryption of, and check at the
end that we have the encryptionlmfWhat happened in the second step? We tried to homomorfhical
evaluaté C on Enc(a). By functional equivalence o), we executed the first copy @ on input
|1H) ® O(Co)' ® Enc(a); this specifies thaD,, ;, should run thédom oracle with inputd(Co)’ ® Enc(a).

To make this sensible, we can redefliiem to accept two registers, and homomorphically evaluate the
appropriate circuit off; the result is that, whenevétom is called onO(C) ® Enc(z) for a circuitC and
statez, the output iEnc(C(2)).

This attempts looks like it succeeds, but there is a disastitaw: Hom must now accept inputs with
at least as many qubits @&§Cy), which is significantly bigger than the circuit descriptialtowed for
Hom itself (since it is a part oD ;, and hence also ).

Attempt 3. In the final attempt, we will repair the flaw of Attempt 2. Theykis to again offload
some of the execution, but this time from tHem oracle to the main algorithmd. More precisely, we
will expand step (2) in Attempt 2, and execute it gate-byeght this iterationHom is back to its original
version, and is used only to apply two-qubit gates. It acceput qubits, decrypts them, applies the
desired gate (as specified in another register), and thenaepts. In addition, will also expar[ing to
provide anEnc oracle (when given the flag E); we can do this for free, by dqngB.5) in Lemma 7
The final algorithmA will proceed as follows. Here we have tatdenote the number of qubits 6{Cp)’,
and we letly, be the circuit ofJ for executingm-qubit obfuscated states.

rung (0(Co) ® [|1E) ® O(Co)(y]) for all k € [m], to encrypt all qubits 0(Co)";

2. rungd(0(Co) ® [|1A) ®|0M)]) to retrieveEnc(a);

3. letj =0 and letoj := Enc(a);

4. letG;j be thejth gate in the description G

(a) letst be the qubits5; acts on; assumeis a qubit of0(Cp)’ andt is a qubit ofcr,-;6

=

5SelectingC was done by passing the bit flé@) into the control register.
6This assumption is only made for simplicity of the algoritbiescription; the other possibilities are similar.
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(b) setoj;1=3(0(Co) ® [|1H) ® |Gj,s,t) ® Enc(0(Co) () ® 07]); |
(c) if j = |Jm|, continue; otherwise incremenby 1 and go to step 4.
5. rung(0(Co) ® [|1B) ® oj]) and output the result.

A few remarks are in order. First, the reusability of theestatC) was crucial in our ability to repeatedly
execute theHom oracle in step 4.(b). Second, one checks that by the furatiequivalence of the
obfuscator and the definition of théom oracle, ifCo = C,p#D), , then the stater; when step 5. is
reached will indeed b&nc(b). Third, note that the “compactness” issueHafm from Attempt 2 has
been resolved, and the input@g in step 4.(b) is now of siza (plus a constant.)

Finally, despite all of the difficulties in defining the alggom A appropriately, the hardness of the
corresponding search problem for the black-box simulates essentially unchanged from the proof
of Theorem 6 The only difference is thaD,, , now also provides an encryption oracle; the encryption
scheme we selected is certainly secure in this setting.

To finish the proof, we again build a circuit family by chocgi@, n#D}, , or |2n#D;,b, each with
equal probability, for randora andb. By the above arguments, this circuit family is unobfusbkta
This concludes the proof dfheorem 5 O

4 Quantum indistinguishability obfuscation

In this section, we analyze a different definition of quantoifuscation, motivated by classical defi-
nitions established by Goldwasser and Rothbl@%.[ As opposed to the black-box approach, these
definitions assess the quality of an obfuscation in relaévens, e.g., as compared to other functionally-
equivalent circuits (or, in the quantum case, states).

4.1 CPTP circuits and ensembles of states

For our discussions on indistinguishability obfuscatiae, modify the notations obection 1.3Zlightly,
as follows.

First, henceforth we take the point of view that any quantincud C can include unitary gatess
well as measurement gates and instructions for discardirmtg. In keeping with this view, we overload
notation so tha€ denotes both the circuit itself (i.e., a classical desmipbf a set of wires and gates)
as well as the CPTP map that the circuit implements.

Second, we allow our ensembles to be indexed by infinite des$rings rather than the natural
numbers. As before, we will denote ensembles by italicizapital letters (and optionally place the
indexing set in the subscript.) Elements of the ensemblkbgildenoted by the corresponding non-
italicized capital letter (optionally, with the index indalsubscript.) So, for example, we may write
Cs:={Cs:se S}. Just as in the single-circuit case, we will overload thigation for circuit ensembles
and use it to also refer to the corresponding family of CPTPR3In&Ve will need one new definition in
this context: given two circuit ensembl@g andDs, we say thats is functionally equivalent to Dg
(denoted®s = Dyg) if the circuits themselves are functionally equivalers, ,iif ||Cs — Ds||o < negl]s|)
forallse S

We will also now need to handle infinite collections of staté¥e thus define a&tate ensemble
to be an infinite collectioq px : x € X} of density operators indexed by some Xett {0,1}*, such
that px € D (Hp(x)) Wherep is bounded by some fixed polynomial function. We remark theit@uit
ensemble is a special case of a state ensemble, where etecls steclassical string describing wires,
gates, and so on. Aniform state ensemblewill be a state ensemblgpy : x € X} together with a
uniform circuit ensembléCy : x € X} such thapyx = C,|0™) for appropriately chosem. We remark that
a QPT is defined by choosing a uniform circuit ensemble, aatittte set of possible outputs of a QPT
are a uniform state ensemble. In particula§ i a state ensemble anblis a QPT, then (ignoring some

"The notatiorﬂ(Co)zs) is meant to indicate that only theeth qubit of that state is to be placed in the input register.
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uninteresting bookkeeping) we may writg8) to denote the state ensemble that results from runding
on inputs fromsS. Note that ifS is uniform, thenA(8) is also uniform.

Next, we consider three different notions of distinguishigbfor state ensembles, in order of de-
creasing power. We will writ&® ~ § to indicate thatk and$ are indistinguishable state ensembles; the
type of indistinguishability should be clear from contelxét R = {px : x € X} and8 = {0y : x € X} be
two state ensembles. We say ttaands$ are perfectly indistinguishable if px = ox for everyx € X.
While this is an unnatural notion of indistinguishabilityrfgeneral quantum states, it is more reasonable
(and is easy to test for individual casespifand oy happen to all be classical. A weaker notiorsia-
tistical indistinguishability , which demands thalfox — ox ||+ < poly(|x|) for all but finitely manyx € X.

In the weakest notion we will consider, we say tlkaandS arecomputationally indistinguishable if
for every QPTA,
IPrlA(px) = 1] — PlA(0x) = 1]| < negl(|x|)

for all but finitely manyx; here the probabilities are taken over the coins and measants ofA. One
may also consider a non-uniform version of the above dedimitin which A also ranges over non-
uniform circuit families, and is allowed access to an aaxjlistate ensemblgf, : x € X}. All of our
results hold (with appropriate adjustments) for both thanm and the non-uniform setting; we will
focus on the uniform setting for convenience.

4.2 Definitions: indistinguishability, best-possible

We begin with the notion of a quantum indistinguishabilibfuscator. As before, the interpreter and the
obfuscated state must be efficient, while the obfuscatigarahm itself might not be. We also assume
that all “interpreter” algorithmg have two registers: an advice register (where the obfudcadte is to
be inserted), and an input register (where the input is tmberted.) It will thus be convenient to write,
e.g.,dp for the CPTP map family defined by the circuitsdvith the advice register initialized to the
statep.

Definition 8. A quantum trandator is a quantum algorithnd and a QPTJ such that whenevet is a
circuit ensemble and € C is an n-qubit circuit,

1. (polynomial slowdown)(C) has at mospoly(n) qubits;
2. (functional equivalencé)d s c) —C||, < negln);

Definition 9. A quantum statistical (resp., computational) indistinguishability obfuscator is a quantum
translator(0, J) such that whenevets andDs are functionally-equivalent circuit ensembles with| =
|Ds| for all s € S, thend(Cs) and O(Ds) are statistically (resp., computationally) indistingbable.

Note that an obfuscator which simply outputs circuit dgg@rns is included as a special case of
the above; in that cas€)(C) is always a quantum circuit, arfdis a universal circuit which executes
0O(C) on the state given in the input register. One may also definmatgm perfect-indistinguishability
obfuscator, where the obfuscated sta¢8;) andO(C,) are identical. We remark that the condition of
equal length can be relaxed to any fixed polynomial (¢Q),can be of length at mogt;,|2.)

The notion of indistinguishability obfuscation may not semtuitive at first. To begin to see why
it is a useful definition, we now show that it is equivalent tseamantic definition of obfuscation. To
achieve this, we first need to properly define functional eajence for state ensembles. If we fix a
quantum translataf©, J), then the QP defines a way to implement functionality via states. We then
say that two state ensembltBg andSx are functionally equivalent if

80— dox|, < negtx)

for all but finitely manyx € X, px € Rx andoy € 8x. In this case, we will writéRx =4 S8x. This allows
us to compare the relative strengths of one obfuscated drsemrsus another, as follows.
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Definition 10. A quantum statistical (resp., computational) best-possible obfuscator is a quantum
translator (O, J) such that for any QPTA there exists a QPB with the following property: for ev-
ery circuit ensembl€x and any uniform state ensemistg which is functionally-equivalent t0(Cx)
and has same-size stalesve have thatl(0(Cx)) and§(Rx) are statistically (resp., computationally)
indistinguishable.

This definition captures the relative “leakage” of the olohted state ensemble: among all functionally-
equivalent state ensembles (i.e., potential obfuscatitine best-possible obfuscation is the ensemble
that leaks the least. From this point of view, we think4as a “learner” which tries to learn something
from the obfuscated ensemble, ahds a “simulator” which can learn the same thingdadbut from any
other functionally-equivalent ensemble.

Proposition 1. Let(0O,J) be a polynomial-time quantum translator. Thgh J) is a quantum statistical
(resp., computational) best-possible obfuscator if anly dfrit is a quantum statistical (resp., computa-
tional) indistinguishability obfuscator.

Proof. First, let(0,J) be a best-possible obfuscator. Seto be the trivial learner which simply imple-
ments the identity operator, and ebe the corresponding simulator. L@tandD be two functionally-
equivalent circuit ensembles with same-size circuits. eNiiat their obfuscations are functionally-
equivalent (i.e.((C) =4 O(D)) same-size ensembles. By two applications of the bestifgegsoperty
(one on the left, and one on the right), we get

0(C) = A(0(C)) = 8(0(D)) = A(O(D)) = O(D),

where~ denotes the appropriate form of indistinguishability fistecal or computational.) It follows
that(0,J) is an indistinguishability obfuscator.

For the other direction, I€t9,J) be an indistinguishability obfuscator. Given a learerdefine a
simulator$ as follows. Let(C,R) be a (circuit, ensemble) pair as in the best-possible diefiniSince
R is a uniform state ensemble, there is a corresponding tiecisembleD for preparing it. Given a
circuit D € D and the corresponding circulte J of the interpreter, we can then build a circhit J
which is functionally equivalent to the corresponding aitcC € C (by the definition of a quantum
translator.) LetD o J be the corresponding circuit family, and def&R) = S(O(D o J)). Now, by the
indistinguishability propertyQ(C) =~ O(D o g), from which it follows that

A(0(€))  A(O(Do])) =8(R),
as desired. O

We remark that the forward implication did not require théusicator to be efficient.

4.3 Impossibility of statistical obfuscation

In this section, we show that efficient perfect or statisticdistinguishability obfuscation is impossible.
We begin by recalling the following computational probleshsut distinguishability of circuit ensembles
and state ensembles, and some relevant complexity-thestlts.

Problem 1. Circuit distinguishability.
Input: two quantum circuits C and D; parameter> 0.
Promise:||C — DJ|, is greater thar? — € or less thare.
Output: YES in the former case and NO in the latter.

Problem 2. Quantum State Distinguishability.
Input: m-qubit quantum circuitsgand G, positive integer ki m and parameters,& with a< b?.
Promise: letp; = Trc.1m [Ci[0™) <Om|C,T]; then||po — p1||wr is greater than b or less than a.
Output: YES in the former case and NO in the latter.

8meaning that, for eache X, the corresponding states in the two ensembles have thersamizer of qubits.
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Theorem 8. [34] The problenTCircuit distinguishability is QIP-complete for everg > 0.
Theorem 9. [36] The problenQuantum State Distinguishability is QSZK-complete.

The following theorem is a straightforward matter of asskmgtthe above results together with the
definition of indistinguishability obfuscation.

Theorem 10. If there exists a polynomial-time quantum statistical stisiguishability obfuscator, then
PSPACE is contained in QSZK.

Proof. We will actually show QIR- BQPRSZK: since BQP is contained in QSZK and QIP = PSPAGH [
the result will follow. We will solveCircuit distinguishability using a subroutine that solv€giantum
State Distinguishability. Given the classical descriptions©fandD, we run the obfuscatd® on both
to get state®)(C) andO (D). Now we apply the subroutine, and output its result.

Note that, ifC andD are elements of a pair of functionally-equivalent circuisembles, thefd (C)
andO(D) will be indistinguishable and the subroutine will output $EOn the other hand, € andD
are far from being functionally equivalent, then there esé®me input on which they differ significantly.
It follows thatO(C) andO(D) must be distinguishable; if they were not, thi#jc) andd o py would be
functionally equivalent, contradicting the translatonddions in the definition of the obfuscator. O

In addition, we can prove an impossibility result for theea$statistical obfuscators which can only
obfuscate unitary circuits. We first recall thdentity Check problem. Given amm-qubit statep and
indicesl,k > 0, we let Tr[p] denote the result of tracing out qubitshroughk of p. We adopt the
convention that nothing is traced out (i.e., Jjp] = p) if | > m.

Problem 3. Identity Check.
Input: an n-qubit unitary quantum circuit C and parameterb ao that b- a > 1/poly(n).
Promise:min, ||C — €91 is less than a or greater than b.
Output: YES in the former case and NO in the latter.

Theorem 11. [31] The problem Identity Check is coQMA-complete.

Theorem 12. If there exists a polynomial-time quantum statistical stisiguishability obfuscator for
unitary circuits, then coQMA is contained in QSZK.

Proof. We will actually show coQMAC BQPRSZK: since BQP is contained in QSZK, the result will
follow. Let a andb satisfyb —a = 1/poly(n). We will solve Identity Check using a subroutine that
solves Quantum State Distinguishability.

LetC be the input, i.e., a classical description offequbit quantum circuit. Create an identity circuit
D with an equal number of inputs & and of equal length t€. Let Oc be a circuit that initializes a
register with the classical staj€) containing the classical description ©f and applies the circuit of
O which corresponds to the input lengf@|. Likewise, letOp be a circuit that initializes a register
with the classical statf)) containing the classical descriptionDf and applies the circuit ad which
corresponds to the input lendfd| = |C|. Note that, after tracing out ancillas, the outputs of treasmiits
are given by

Tranc[Oc|0)(0]OL] =O(C)  and  Tenc[Op|0)(0|Of] = O(D).

Now apply the subroutine for solving quantum state distisigability to the pair(Oc,Op). If it says
“close”, we output YES; otherwise we output NO. Let’s showattthis has solveda, b)-identity-check.
Note that the state8(C) andO(D) must have the same number of qubits, and denote that numioer by

e completnessin this case, the obfuscated states satj$iyC) — O(D)||y < a. By the definition of
the induced trace norm, this implies th@l‘(‘o(c) — Hg(D)HQ < a. By functional equivalence fat

andD and the triangle inequality, it follows thgtc — Up ||, = ||lUc — I || < a, as desired.
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e soundness.In this case, the obfuscated states satjsfyC) — O(D)||y > 8. We claim that this
implies |[Uc — Upl|s > b. Suppose this is not the case, i.e., that these operatons &aet close;
then by the indistinguishability property, it would follatlvat O(C) andO(D) are close as well, a
contradiction.

The above amounts to a BE®K protocol for a coQMA-hard problem, thus placing coQMA in QSZ
O

4.4 Application: quantum witness encryption

We now give an interesting application of the surviving cafsguantum indistinguishability obfuscation,
i.e., the computational variant.

The classical idea of withess encryption was first studig¢d@h its connection to indistinguishability
obfuscation was first considered itd]. In the quantum case, we set up the problem as follows. S3@po
Alice wishes to encrypt a quantum statebut not to a particular key or for a particular person; iagte
the encryption is tied to a challenge question, and anyoakeddn answer the question correctly can
decrypt the plaintext. The question will be of a particutajlantum nature: a correct answer will be a
gquantum state, e.g., the ground state of some Hamiltonian.

More formally, we consider a QMA languagie and would like to enable Alice to encrypt her state
p using a particular problem instankelf x is a “yes” instance, then we'd like to allow Bob, who holds
a witness state, to be able to decrypt Alice’s message. Owttie hand, ifx is a no instance, then
we demand that no QPT can distinguish between encryptioasytwo quantum states on the same
number of qubits. Interestingly, the definition says naghatout the case wherds a yes instance but
a witness is not known. While this may seem counterintujtikie classical primitive has a number of
natural applications (e.g., public-key encryption anchtitg encryption, seeZ0]). It is likely that the
quantum primitive has the same or similar applicationswaitvill not explore that question here.

We now show that withess encryption for QMA is possible, agag the existence of a quantum
computational-indistinguishability obfuscator. It is enown (see, e.g.,46]) that QMA contains lan-
guages. which have a poly-time uniform circuit famil§, with completeness4 2~ and soundness
2-9M_ Given an instance of such a languagl, and a quantum staj&, consider the quantum circuit
Qxp(0), which runs the appropriate circuit frof1. and outputg on accept, antD") otherwise. We
claim the computational-indistinguishability obfuscetid (Qx ) is a valid witness encryption fdarand
p. Correctness of decryption is clear, since the ability tovfte a valid witness fot allows Bob to
useO(Qyp) to obtain Alice’s statgp. Of course, ifx is not inL, then no witness will suffice; more
precisely,||Qxp, — Qxp,|| < 272 for any two quantum states, o, on the same number of qubits.
By the indistinguishability condition oDefinition 9, the obfuscation 0y, will be computationally
indistinguishable from the obfuscation @f p,.

5 Conclusion

5.1 Open problems

The central remaining open problem is whether quantum-argchl means of obfuscation are possible,
within the restricted framework placed by our results. la thassical setting, it is known that black-box
obfuscation and statistical obfuscation are impossibteth@ other hand, it is generally believed that
computational-indistinguishability obfuscation can lehiaved. In the quantum setting, on the other
hand, much less is known. Although our results place somefiignt restrictions, several possibilities
remain. For example, it is conceivable tliaformation-theoretically secure black-box obfuscatidra
program is possible using quantum-mechanical means. Mergguch a construction may even enable
the user to use the obfuscated state to evaluate the progpatyr@omial number of times. Such an
obfuscator would be tremendously powerful, and would betarcexample of quantum supremacy in
the world of cryptography. It is difficult to imagine how suah obfuscation would function for arbitrary
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quantum programs (due to restrictions placed by the monggdrantanglement); it is perhaps more
reasonable to imagine it for classical functions. In thaes@ane could imagine using the state to perform
the computation, then copying the (classical) output ofpgfegram, and restoring the obfuscated state
by undoing the unitary circuit.

In the indistinguishability setting, constructions forfescating quantum programs are not known. It
is conceivable that classical ideas (such as thos&d €an be translated to the quantum setting. How-
ever, a key ingredient inlP)] is fully-homomaorphic encryption, which is yet to be achéehvquantumly—
although significant progress in this direction was regemthde by Broadbent and Jefferi].

In terms of applications, our results raise another intergguestion: what applications can we envi-
sion for obfuscators whose outputs are not cloneable oodegible? Many of the standard applications
are restricted in the case. On the other hand, one may becathsign applications where the inability
to copy the obfuscator’s output is a desired feature. In faw can imagine quantum obfuscators where
the number of executions is highly limited in a manner analsto one-time programs (see, e.@5]];
this could also be of use in cryptographic settings.
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