
ar
X

iv
:1

60
2.

01
77

1v
1 

 [q
ua

nt
-p

h]
  4

 F
eb

 2
01

6

On quantum obfuscation

Gorjan Alagic∗ Bill Fefferman†

November 8, 2021

Abstract

Encryption of data is fundamental to secure communication in the modern world. Beyond encryp-
tion of data liesobfuscation, i.e., encryption of functionality. It is well-known that the most powerful
means of obfuscating classical programs, so-called “black-box obfuscation,” is provably impossible [6].
For years since, obfuscation was believed to always be either impossible or useless, depending on the
particulars of its formal definition. However, several recent results have yielded candidate schemes that
satisfy a definition weaker than black-box, and yet still have numerous applications.

In this work, we initialize the rigorous study of obfuscating programsvia quantum-mechanicalmeans.
We define notions of quantum obfuscation which encompass several natural variants. The input to the
obfuscator can describe classical or quantum functionality, and the output can be a circuit description or
a quantum state. The obfuscator can also satisfy one of a number of obfuscation conditions: black-box,
information-theoretic black-box, indistinguishability, and best-possible; the last two conditions come
in three variants: perfect, statistical, and computational. We discuss a number of applications, includ-
ing CPA-secure quantum encryption, quantum fully-homomorphic encryption, and public-key quantum
money. We then prove several impossibility results, extending a number of foundational papers on classi-
cal obfuscation to the quantum setting. We prove that quantum black-box obfuscation is impossible in a
setting where adversaries can possess more than one output of the obfuscator (possibly even on the same
input.) In particular, generic transformation of quantum circuits into black-box-obfuscated quantum cir-
cuits is impossible. We also show that statistical indistinguishability obfuscation is impossible, up to an
unlikely complexity-theoretic collapse. Our proofs involve a new tool: chosen-ciphertext-secure encryp-
tion of quantum data, which was recently shown to be possibleprovided that quantum-secure one-way
functions exist [5].

We emphasize that our results leave open one intriguing possibility: black-box obfuscation of clas-
sical or quantum circuits into a single, uncloneable quantum state. This indicates that, in spite of our
results, quantum obfuscation may be significantly more powerful than its classical counterpart.
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1 Introduction

The ability to encrypt data is central to modern communications. Basic methods for performing this
task with privately-exchanged encryption keys have been known for hundreds of years. More advanced,
public-key encryption methods were developed much more recently, beginning with the work of Merkle [32]
and Diffie and Hellman [17] in the 1970s. These public-key methods have found widespread practical
application in virtually all Internet communications. More advanced theoretical methods for encrypting
data, such as fully-homomorphic encryption, have only beendiscovered recently [22], but show great
promise for practical application.

Arguably the most powerful encryption ability isobfuscation; this is the ability toencrypt function-
ality. Obfuscation implies (with some caveats) the ability to perform almost any cryptographic task
imaginable, including public-key and fully-homomorphic encryption. Unlike in the case of data encryp-
tion, our theoretical understanding of obfuscation is still fairly limited.

To understand obfuscation, it is useful to think about an obvious application: protecting intellectual
property in software. In this setting, a software developerwishes to distribute their software to end users.
However, the code contains a number of trade secrets which the developer does not want to become
public. In order to maintain these secrets, the publisher passes the software through anobfuscation
algorithm (or obfuscator) prior to publishing. In this application, the obfuscator must be an efficient
algorithm that satisfies three core properties:

1. functional equivalence:the input/output functionality of the input program does not change;

2. polynomial slowdown:if the input program is efficient, then the output program is efficient;

3. obfuscation:the code of the output program is “hard to understand.”

The last condition can be formulated rigorously in a number of ways. One possibility is the so-called
“virtual black-box” condition, which says that the obfuscated program is no more useful than an impen-
etrable box which simply accepts inputs and produces outputs. While this condition appears to be too
strong in the classical world, there are other formulations(with varying levels of strength and usefulness)
which may be achievable.

The study of encrypting classical data and classical programs is significantly complicated by the
advent ofquantum computation.One well-known consequence of the presence of quantum computers
is that certain data encryption schemes, such as those basedon the hardness of factoring or the discrete
logarithm, are no longer secure. It is conceivable that certain classical obfuscation schemes are also
not secure against quantum adversaries. On the other hand, quantum mechanics also appears to enable
certain cryptographic tasks (such as information-theoretically secure key exchange) that are impossible
classically. It is thus natural to ask what quantum computation means for obfuscation of programs. In
particular, we would like to answer the following questions:

• what are some natural formulations of quantum-mechanical program obfuscation?

• is it possible to quantumly obfuscate classical and/or quantum programs?

• which of the classical results about obfuscation carry overto the quantum setting?

• are there applications of quantum obfuscation that are impossible classically?

We remark that, in order to address the above questions, we must also properly address the question
of encrypting quantum data—a strictly simpler task than encrypting functionality. While information-
theoretic encryption of quantum data has been considered before, in this setting we are interested in
encryption of quantum datawith computational assumptions1. This latter subject has not yet received
significant attention in literature.

Before continuing, we draw attention to the distinction between obfuscatingprogramsand obfuscat-
ing circuits. While these two forms of obfuscation are closely related, there are some important technical

1Note that information-theoretic obfuscation is impossible if the adversary can execute the obfuscated program on all possible
inputs; indeed, a computationally unbounded adversary canuse this ability to learn everything there is to know about the program.
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differences. In this work, as in most theoretical works on obfuscation, we will focus on obfuscation of
circuits. We view the circuit model as more convenient; it also tends to be preferred in the theoretical
literature on both cryptography and quantum computation.

1.1 Background

We now briefly review the current state of affairs in researchon obfuscation and quantum encryption with
computational security assumptions. The classical case has been studied significantly. On the other hand,
quantum obfuscation has received little to no attention, outside the proposal in [4]. Quantum encryption
is an active current area of research.

1.1.1 Classical obfuscation

Ad-hoc obfuscation of software has been a fairly common practice for some time. In fact, simply com-
piling a program can be viewed as a form of obfuscation. The earliest mention of obfuscation in the
modern study of theoretical cryptography appears to be in the famous paper of Diffie and Hellman [17].
There, it was suggested that public-key cryptosystems might be constructible via obfuscation of private-
key schemes; this was viewed as a reasonable possibility because writing code in an obfuscated manner
seems relatively easy in practice.

The first major result in classical obfuscation was the 2001 proof by Barak et al. that virtual black-box
obfuscation is impossible [6, 7]. Their definition is based on thesimulation paradigm. More precisely,
the obfuscation condition (i.e., the third condition in theprevious section) states that any efficient algo-
rithm with access to an obfuscated circuit should be simulable by another efficient algorithm with only
oracle (i.e., black-box) access to the original functionality. This definition is very natural in the setting of
the aforementioned “software intellectual property protection” application: the end user can only learn
that which is learnable by simply running the program. Baraket al. proved that there exist circuit fami-
lies which are unobfuscatable under this definition. They also showed that some of the most sought-after
applications of black-box obfuscation are impossible. Forinstance, they showed that private-key en-
cryption schemes cannot be transformed to public-key ones by obfuscating the encryption circuits in a
generic manner.

The years following the Barak et al. result saw some limited progress in theoretical obfuscation. It
was proved possible for some limited forms of functionality[16, 37], and some additional limits were
placed, e.g., on black-box obfuscation with auxiliary input [24]. An important step in formulating fea-
sible notions of obfuscation was taken by Goldwasser and Rothblum; they definedindistinguishability
obfuscationandbest-possible obfuscation[25]. Both of these definitions alter the obfuscation condi-
tion, while leaving the functional-equivalence and polynomial-slowdown conditions unchanged. Under
indistinguishability, it is required that the obfuscator maps functionally-equivalent circuits to indistin-
guishable distributions. Under best-possible, the obfuscator maps any circuit to a circuit from which
the end user can “learn the least.” Both definitions have a perfect, statistical, and computational variant.
Goldwasser and Rothblum proved that the two definitions are equivalent, and that the perfect and sta-
tistical versions are impossible (unless the PH collapses)[25]. This left one possibility: computational
indistinguishability obfuscation. It was widely believedthat computational indistinguishability was too
weak of a condition to provide any interesting applications.

In 2013, in a breakthrough result, Garg et al. proposed a convincing candidate for computational in-
distinguishability obfuscation [19]. They proposed an obfuscation scheme for NC1 circuits, based on the
presumed hardness of a problem in multilinear maps; they also showed how to use fully-homomorphic
encryption (with NC1 decryption circuits) to “bootstrap” their NC1 scheme to obfuscation for all cir-
cuits. Around the same time, another breakthrough by Sahai and Waters showed how to use a compu-
tational indistinguishability obfuscator to achieve a wide-range of applications, via a new “punctured
programs” technique [35]. These applications include chosen-ciphertext-secure public-key encryption,
injective trapdoor functions, and oblivious transfer. Sahai and Waters suggested that the applications
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were so wide-ranging that indistinguishability obfuscation might become a “’central hub’ for cryptog-
raphy” [35]. These two breakthroughs were followed by a flurry of new activity in the area, including
several new proposals and applications [8, 11, 12, 13, 21, 29].

1.1.2 Quantum obfuscation

Quantum obfuscation is essentially an unexplored topic, and the present work appears to be the first rig-
orous treatment of the foundational questions. The question of whether quantum obfuscation is possible
was posed as one of Scott Aaronson’s “semi-grand challenges” for quantum computation [1]. Since so
little work on quantum obfuscation has appeared, our brief discussion will also mention some results
that we believe are related.

In [2], Aaronson proposed two relevant results. The first was acomplexity-theoretic no-cloning
theorem, stating that cloning an unknown, random state by means of a black-box “reflection oracle”
requires exponentially many queries. The second theorem stated that an oracle exists relative to which
“software copy-protection” is possible. Unfortunately, afull version of [2] with proofs never appeared,
although the complexity-theoretic no-cloning theorem waseventually proved in a paper on quantum
money [3]. In related work, Mosca and Stebila proposed a black-box quantum money scheme, and
suggested the possibility of using a quantum circuit obfuscator in place of the black box [33].

More recently, Alagic, Jeffery and Jordan proposed obfuscators for both classical (reversible) cir-
cuits and quantum circuits, based on ideas from topologicalquantum computation [4]. The proposed
obfuscator compiles the circuits into braids using certainhigh-dimensional representations of the braid
group, and then applies an algorithm for putting braids intonormal form. Although it is efficient, this
algorithm does not satisfy any of the aforementioned obfuscation definitions; instead, it satisfies perfect
indistinguishability for a restricted set of circuit equivalences. The usefulness of such an obfuscator is
unclear at this time.

1.1.3 Quantum encryption

In order to discuss quantum obfuscation of functionality, we require a more basic primitive: quantum
encryption of data. As we will see later, information-theoretic encryption is insufficient for our purposes,
and we must thus rely on computational assumptions. In particular, we require (i.) reusability of the key,
and (ii.) chosen-ciphertext security. Recent results haveshown that this is possible to achieve under the
assumption that quantum-resistant one-way functions exist [5]. For readability, we briefly summarize
the relevant results from [5] below, and in more detail inSection 2.

1. Quantum encryption schemes.One can define a notion of symmetric-key encryption scheme
for quantum states, with reusable keys; these schemes consist of three quantum algorithms (key
generation, encryption, and decryption) which satisfy correctness: under a fixed key, encryption
followed by decryption must be equivalent to the identity. Such schemes first appeared in [14].

2. Chosen-ciphertext security for quantum encryption. One may also define IND-CCA1 secu-
rity (or indistinguishability of ciphertexts under non-adaptive chosen ciphertext attacks) for these
schemes; this formalizes the idea of a “lunchtime attack,” where an adversary has complete ac-
cess to all aspects of the encryption scheme except the key itself, and is tasked with decrypting a
challenge ciphertext later (presumably after lunch.)

3. An IND-CCA1-secure construction. If quantum-secure one-way functions (qOWF) exist, then
so do IND-CCA1-secure symmetric-key encryption schemes for quantum states. These qOWFs
are deterministic classical functions which are easy to compute, but hard to invert for quantum
adversaries.
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1.2 Summary of results

In this section, we summarize our results and discussions. These are divided by subject, with quantum
encryption covered inSection 2, quantum black-box obfuscation inSection 3, and quantum indistin-
guishability obfuscation inSection 4.

1.2.1 Quantum black-box obfuscation

Definitions. Our main results concern definitions, applications, and (im)possibility of quantum obfus-
cation in the virtual black-box setting. We will begin by defining the following.

1. Quantum black-box obfuscator. This is a polynomial-time quantum algorithmO which accepts
quantum circuitsC as input, and produces quantum statesO(C) as output. It preserves functionality,
in the sense that there is a publicly known way to useO(C) and any input state|ψ〉 to produce the
stateC|ψ〉 . It satisfies a black-box condition, which states that for polynomial-time quantum
algorithms, possession ofO(C) can be simulated by black-box access toC. This definition is a
natural analogue of the classical black-box definition given in [7].

2. Quantum “two-circuit” black-box obfuscator. This obfuscator is precisely as above, except the
obfuscation condition is strengthened to hold over arbitrary pairs of circuits(C1,C2). For us, this
definition will be primarily useful because of its role in establishing certain impossibility results.

3. Information-theoretic quantum black-box obfuscator. This is a modification of the above defi-
nition, in which we posit thatanyadversary with access toO(C) can be simulated by apolynomial-
timequantum simulator with black-box access toC. This definition is impossible classically, for
obvious reasons: bothO(C) andO can be copied and reused an arbitrary number of times, enabling
unbounded adversaries to discover everything aboutC.

Impossibility. We prove three impossibility results, which place several important restrictions on
quantum obfuscation. Our impossibility proofs are based onthe ideas of Barak et al. [7], with several
important quantum adaptations, and a new quantum ingredient: the aforementioned IND-CCA1 quantum
encryption.

1. Two-state black-box obfuscation is impossible.We prove that there exist families of circuit pairs
which can reveal a secret if one is in possession of a circuit description for both of them, but not
if one only has black-box access. This impossibility persists even if the obfuscation output is a
quantum state, as opposed to a circuit description. Unlike the other results, it is also true even if
the obfuscated states arenot reusable.

2. If qOWFs exist, then obfuscation with more than one output isimpossible. For this proof,
we combine the pairs from the circuit families in the two-circuit impossibility proof in order to
build a single unobfuscatable family. The ability to execute obfuscated states from this familyon
themselvesis crucial here, and has two requirements: (i.) access to more than one obfuscation,
even if the obfuscations are quantum states, and (ii.) secure encryption, which in turn requires the
existence of qOWFs. This result applies both to quantum black-box obfuscators (as in the first
definition above) and the information-theoretic variant (as in the third definition above.)

3. Classical algorithms for quantum obfuscation are impossible, unconditionally. This result
follows directly from the previous result and Application 1below. It can be viewed as an extension
of the original Barak et al. impossibility result to the caseof quantum functionality and quantum
adversaries.

We emphasize that, while our techniques are very similar to Barak et al., our results are not a simple con-
sequence of the fact that classical functions (and in particular, the Barak et al. unobfuscatable functions)
are special cases of quantum functions. This “special case”argument fails for obvious reasons when the
output of the obfuscator can be a quantum state. As it turns out, it also fails when the output is a quantum
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circuit; briefly, the reasons are (i.) it is now permitted to specify (even approximate) quantum circuits for
classical functions, (ii.) the black-box simulator now hasquantum access, which is significantly more
powerful than classical (see, e.g., [27]) and (iii.) the Barak et al. adversary is insufficient sinceit can
only perform classical gates homomorphically. The last point is where the aforementioned quantum
encryption tools become necessary.

Applications. We then move on to discuss potential applications of quantumblack-box obfuscators.
We emphasize that (with the exception of the first one), all ofthese applications are still possiblein
some formin spite of the above impossibility result. We view this as a strong indication that quantum
obfuscation should be studied further. While some of the applications are analogues of known classical
applications (as outlined in [7],) the last is special to the quantum setting. We are certainthat many
other quantum-specific applications are possible, given the combined advantage of obfuscation and no-
cloning.

1. Quantum-secure one-way functions.We show that, if there exists a classical probabilistic algo-
rithm for quantum obfuscation, then quantum-secure one-way functions exist. The above impos-
sibility result rules this out, but the implication is nonetheless interesting; for one, it enables the
very proof of the impossibility result itself! The one-way functions are essentially the functions
computed by the obfuscator (with fixed randomness) on circuits with a “hidden output.” We are
unable to extend this application to the setting of efficientquantum algorithms for obfuscation.
We leave this as an interesting open problem, and note its connection to developing foundational
primitives for quantum encryption.

2. IND-CPA-secure private-key quantum encryption. In this application, the obfuscation algo-
rithm can be quantum; moreover, we do not demand the existence of one-way functions or any
other primitive.

3. qOWF imply IND-CPA public-key encryption. This application combines IND-CCA1-secure
private-key encryption (which follows from qOWFs) with obfuscation of the encryption circuits.
The result is public-key encryption of quantum states without the need for trapdoor permutations
(unlike in [5] and, indirectly, in [14].)

4. qOWF imply IND-CPA quantum fully homomorphic encryption. This application combines
the previous application, together with obfuscation of a universal decrypt-compute-encrypt circuit.
Depending on the properties of the obfuscator, it may also satisfy compactness(the requirement
that communication between client and server does not scalewith the size of the computation.)

5. Public-key quantum money. Using circuit obfuscation to produce public-key quantum money
was first proposed by Mosca and Stebila [33], using a complexity-theoretic no-cloning theorem
proposed by Aaronson [2] and proved by Aaronson and Christiano [3]. We outline the ideas here,
and discuss the new limitations placed by our results.

We emphasize that all the above applications except quantummoney also work for achievingclas-
sical functionalityfrom a quantum obfuscator; however, depending on the details of the obfuscator and
the application, this may require quantum algorithms for encryption and decryption, or even quantum
ciphertexts.

1.2.2 Quantum indistinguishability obfuscation

Lastly, we consider an alternative formulation of obfuscation, motivated by the classical definitions of
indistinguishability obfuscation and best-possible obfuscation, as set down by Barak et al. [7] and Gold-
wasser and Rothblum [25]. We establish quantum analogues of the central results in those classical
papers. In this setting, rather than comparing the obfuscation of the circuit to that of a black-box, we
compare it to the obfuscations of other, functionally-equivalentcircuits. Starting with the new definitions,
our results are as follows.
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1. Quantum indistinguishability obfuscator. Just as in the black-box definition, this is a polynomial-
time quantum algorithmO which accepts quantum circuitsC as input, and produces “functionally-
equivalent” quantum statesO(C) as output. The obfuscation condition now states that functionally
equivalent circuits are mapped toindistinguishablestates. Based on the kind of indistinguishabil-
ity deployed in the definition, there are three variants of anindistinguishability obfuscator: perfect,
statistical, and computational.

2. Quantum best-possible obfuscator.This is an algorithm precisely as above, except for the ob-
fuscation condition: it now states thatO(C) is the state that “leaks least,” among all states which
are “functionally-equivalent” toC. There are again three variants: perfect, statistical, andcompu-
tational.

3. Equivalence of definitions. We prove that each of the three variants of quantum indistinguisha-
bility obfuscation is equivalent to the analogous variant of quantum best-possible obfuscation, so
long as the obfuscator is efficient.

4. Impossibility of perfect and statistical indistinguishability obfuscation. We end with a quan-
tum version of the main result of [25]: a proof that perfect and statistical quantum indistinguisha-
bility obfuscation is impossible, unless coQMA is contained in QSZK. We remark that an anal-
ogous containment in the classical setting (i.e., coMA⊆ SZK) would imply a collapse of the
polynomial-time hierarchy to the second level. Moreover, for the case of obfuscating arbitrary
quantum computations (i.e., completely positive, trace-preserving maps), we obtain that statistical
quantum indistinguishability obfuscation would imply that PSPACE is contained in QSZK. One
consequence of these results is that extending the obfuscator proposed in [4] to full indistinguisha-
bility is impossible, barring highly unlikely collapses ofcomplexity classes.

5. Application: witness encryption for QMA. Motivated by an analogue discussed in [20, 19], we
show that a quantum indistinguishability obfuscator enables witness encryption for QMA. A wit-
ness encryption scheme for a languageL in QMA encrypts plaintextsx using a particular instance
l . The security condition states that, ifl ∈ L, then a valid witnessw for l ∈ L allows decryption;
on the other hand, ifl /∈ L, then ciphertexts are indistinguishable. While witness encryption has
several applications classically [20], the quantum analogue has not been considered previously.

We remark that, in the classical setting, indistinguishability obfuscation also implies functional en-
cryption [19] and many more applications through the very successful “punctured programs” technique
developed by Sahai and Waters [35]. We suspect that these results can also be adapted to the quantum
setting, but leave them open for now.

1.3 Notation and terminology

In this section, we set down some notation and basic terminology which we will use throughout the rest
of the paper.

1.3.1 Classical

We will assume that the state space of a classical device can be identified with sets of bitstrings, i.e.,
{0,1}n for some positive integern. The notationx∈R {0,1} will mean thatx is ann-bit string selected
uniformly at random. The set of all bitstrings (of arbitrarylength) will be denoted by{0,1}∗. Classical
functions will then be mapsf : {0,1}n → {0,1}m from one set of bitstrings to another. We will also
sometimes consider function families, writtenf : {0,1}∗ →{0,1}∗; these can be thought of as a function
family { fn}n>0 indexed by the input sizen.

A classical circuitC is a sequence of local boolean gates which, when composed together, implement
some (in general irreversible) functionfC : {0,1}n → {0,1}m. The input size ofC is n, the output size
is m, and the number of gates is denoted by|C|. A probabilistic circuit is also a circuit, but with the
input bits divided into two registers: the input register, and the “coin” register. A normal execution of
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a probabilistic circuit involves initializing the coin register with completely random bits, and inserting
the input into the input register. We will frequently discusscircuit ensembles; these are infinite families
{Cn}n>0 of circuits, one for each possible input size, so that the size of circuitCn is bounded by some
fixed polynomial function ofn. We say that a circuit ensemble isuniform if there is a deterministic
polynomial-time Turing Machine which, on input 1n, outputs a classical description ofCn. We will
also sometimes make use ofdistributions of circuit ensembles; these are infinite familiesC= {Cn}n>0

where eachCn is a finite family of circuits of input sizen, along with a probability distributionPC,n. For
a bitstringx, the notationC(x) will then denote the probability distribution (on bitstrings) resulting from
running a random circuit from the familyC|x|, selected according the distributionPC,|x|.

A deterministic classical algorithmA is simply a circuit ensemble. RunningA on an input bitstring
x involves selecting the circuit with the appropriate input size, and executing it with inputx. If the circuit
ensemble is uniform, we will say thatA is efficient; more precisely, it is then a classical deterministic
polynomial-time algorithm (PT for short.) Aprobabilistic algorithm A′ is an algorithm whose circuits
are probabilistic. RunningA′ on an input bitstringx involves selecting the circuit with the appropriate
input size, initializing its coin register with uniformly random bits, and then executing it with inputx. If
the circuits ofA′ are polynomial-time uniform, we say thatA′ is an efficient, or classical probabilistic
polynomial-time algorithm (PPT for short.) We will frequently use PPTs to model the most general
efficient classical algorithms.

1.3.2 Quantum

For our purposes, the space of pure states of a quantum devicewill be identified with a Hilbert space
Hn

∼= (C2)
⊗n of a finite numbern of qubits. We will identify some fixed orthonormal basis (called the

computational basis) of Hn with the corresponding space{0,1}n of classical states, so that, e.g,|x〉
for x ∈ {0,1}n denotes a basis element ofHn. The space of density operators (i.e., general quantum
states) ofn qubits will be denotedD(Hn); this is the set of positive semidefinite, Hermitian trace-one
operators in End(Hn). A state inD(Hn) can be interpreted as a probabilistic mixture∑ j p j

∣

∣ϕ j
〉〈

ϕ j
∣

∣ of
pure states, albeit not in a unique way. We will discuss validquantum transformations of three types.
The first are measurements, which act on a state|ψ〉 ∈Hn by projecting some or all of the qubits into the
computational basis states{|0〉, |1〉}. The second are unitary maps, i.e., linear operatorsU : Hn →Hn

satisfyingU†U = 1n, where1n denotes then-qubit identity operator. The third are CPTP maps, i.e.,
completely positive trace-preserving mapsΦ : D(Hn)→D(Hm). CPTP maps are the most general type
of evolution, encompassing unitary maps, measurement, andadding or discarding (or tracing out) qubits.
For example, a unitary operatorU ∈ U(Hn) can be expressed as a CPTP map by writingρ 7→ UρU†,
whereρ ∈D(Hn).

A quantum circuit C is a sequence of local unitary gates on a fixed number (sayn) of qubits; these
gates , when composed together, implement some unitary operatorUC ∈ U(2n). Definitions of circuit
ensembles and distributions over circuit ensembles are defined precisely as in the classical case. A
quantum polynomial time algorithm (or QPT for short)A is a uniform ensemble of quantum circuits;
algorithms can also include measurements and discarding (or tracing-out) of subsystems, so long as these
also admit efficient classical descriptions. The input and output size of a quantum algorithm can vary,
and will have to be deduced from context. For example, given aQPTA, the expression Pr[A(|0n〉) = 1]
will take the value zero unlessA has a specific, labeled output qubit which is measured at the end of the
computation.

2 Quantum encryption

In this section, we discuss a recently developed encryptionscheme for quantum states, with computa-
tional assumptions [5]. In Section 2.1, we briefly recall how to construct a classical function which
appears pseudorandom to quantum adversaries, by means of a function which is one-way against quan-
tum adversaries. InSection 2.2, we define a notion of symmetric-key quantum encryption, together
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with associated notions of IND-CPA and IND-CCA1 security. We then describe a scheme which is
IND-CCA1-secure under the assumption that quantum-secureone-way functions exist.

2.1 Quantum-secure pseudorandomness

We begin with two primitives for encryption: quantum-secure one-way functions, and quantum-secure
pseudorandom functions. These are both classical, efficiently computable functions which are in some
sense resistant to quantum analysis. In the case of one-way functions, we demand that inversion is hard;
in the case of pseudorandom functions, we demand that distinguishing from perfectly random functions
is hard.

Definition 1. A PT-computable function f: {0,1}∗ → {0,1}∗ is a quantum-secure one-way function
(qOWF) if for every QPTA,

Prx∈R{0,1}n
[

A( f (x),1n) ∈ f−1( f (x))
]

≤ negl(n) ,

where the probability is taken over x∈R {0,1}n as well as the measurements ofA.

Definition 2. A PT-computable function family fk : {0,1}n → {0,1}m is a quantum-secure pseudoran-
dom function (qPRF) if for every QPTA,

∣

∣Prk∈R{0,1}n[A fk(1n) = 1]−Prg∈RFn,m[A
g(1n) = 1]

∣

∣≤ negl(n) ,

whereFn,m denotes the space of all functions from{0,1}n to {0,1}m.

Classically, one-way functions are the fundamental primitive underpinning encryption. A series of
basic results shows that one-way functions can be turned into pseudorandom functions, which can then
be used for defining probabilistic encryption schemes. Thisseries of results carries over to the quantum-
secure case without much of a change (although some proofs are somewhat more involved.) For example,
it is known how to construct qPRFs from qOWFs.

Theorem 1. If quantum-secure one-way functions exist, then so do quantum-secure pseudorandom func-
tions.

Proof. (Sketch.) It is folklore that the well-known Håstad et al. result that pseudorandom generators
can be constructed from any one-way function [28] carries over to the quantum-secure case. Roughly
speaking, the reasoning is that the reduction in the proof isdone in a “black-box” way, i.e., only by
feeding inputs into the adversary and then analyzing the resulting outputs. The quantum-secure case
then simply involves replacing PPTs with QPTs in the appropriate places. Proving that the standard
GGM construction [23] of PRFs from pseudorandom generators is still secure in thesetting of quantum
adversaries is more involved; this was established by Zhandry [39].

2.2 Symmetric-key encryption of quantum states

It is well-known how to encrypt quantum states with information-theoretic security, via the so-called
quantum one-time pad. To encrypt a single-qubit stateρ , we choose two classical bits at random, use
them to select a random Pauli matrixP∈ {1,X,Y,Z}, and performρ 7→ PρP†. To encrypt ann-qubit
quantum stateρ , we selectr ∈R {0,1}2n and apply

ρ 7−→ PrρP†
r , (2.1)

wherePr denotes the element of then-qubit Pauli group indexed byr.
One disadvantage of the quantum one-time pad is that partiesmust share two bits of randomness for

every qubit which they wish to transmit securely. In particular, one cannot securely exchange multiple
messages with the same key. To address this issue, we must settle for computational security assumptions
and use pseudorandomness to selectr. A general encryption scheme for quantum states is then defined
as follows.
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Definition 3. A symmetric-key quantum encryption scheme is a triple of QPTs:

• (key generation)KeyGen : 1n 7−→ k∈ {0,1}n;

• (encryption)Enck : D(Hm)−→D(Hc);

• (decryption)Deck : D(Hc)−→D(Hm);

where m and c are polynomial functions of n, and the QPTs satisfy ‖Deck ◦Enck−1m‖⋄ ≤ negl(n) for
all k ∈ suppKeyGen(1n).

Public-key quantum encryption schemes are defined in an analogous manner. The encryption schemes
we will need must produce ciphertexts which are computationally indistinguishable. In some cases, the
ciphertexts will need to remain indistinguishable even to adversaries which possess oracle access to
the encryption algorithm (and sometimes also even the decryption algorithm.) This security notion is
captured by the following definition.

Definition 4. A symmetric-key quantum encryption scheme is IND-secure iffor all QPTsA,A′,
∣

∣Pr[(A′ ◦Enck⊗1s◦A) ·1n = 1]−Pr[(A′ ◦ΞEnck|0m〉〈0m|⊗1s◦A) ·1n = 1]
∣

∣≤ negl(n) ,

whereΞσ : ρ 7→ σ is the “forgetful” map, and s is a polynomial function of n. IfA andA′ have oracle
access toEnck, then we say that the scheme is IND-CPA secure. If in additionA′ has oracle access to
Deck, then we say that the scheme is IND-CCA1 secure.

The two QPTsA andA′ together model the adversary. The definition above capturesthe idea of a
certain “security game” between an adversary and a challenger. The game proceeds in steps: (i.) the
key is selected and the adversary receives access to the appropriate oracles, (ii.) after some computation,
the adversary transmits the first part of a bipartite stateρms to a challenger, (iii.) the challenger either
encrypts this or replaces it with the encryption of|0m〉〈0m|, and then returns the result to the adversary,
and (iv.) the adversary must decide which choice the challenger made. The scheme is considered secure
if the adversary can do no better than random guessing. As shown in [5], this definition is equivalent to a
security notion calledsemantic security; roughly speaking, this notion captures the idea that anyone that
tries to compute anything about a plaintext gains no advantage by possessing its encryption. In addition,
Definition 4is equivalent to several natural variants, where e.g., the challenger chooses to encrypt one of
two messages provided by the adversary, or where the game is played over multiple rounds. The latter
guarantees security of transmitting multiple ciphertextsproduced via encryption with the same key.

We now show how to use qPRFs to construct simple symmetric-key quantum encryption schemes
that satisfy all of the above security conditions.

Theorem 2. If quantum-secure pseudorandom functions exist, then so doIND-CCA1-secure symmetric-
key quantum encryption schemes.

Proof. Let { fk} be a qPRF. For simplicity we assume that eachfk is a map from{0,1}n to {0,1}2n.
Recall that forr ∈ {0,1}2n, Pr denotes the element of then-qubit Pauli group indexed byr. Consider the
following scheme:

• KeyGen(1n): outputk∈R {0,1}n;

• Enck(ρ): chooser ∈R {0,1}n; output|r〉〈r|⊗Pfk(r)ρP†
fk(r)

;

• Deck(|r〉〈r|⊗σ): outputP†
fk(r)

ρPfk(r) .

In the decryption algorithm, we may assume that the first register is always measured prior to decrypting.
Correctness of the scheme is straightforward to check: decrypting with the same key and randomness
simply undoes the Pauli operation.

We now sketch the proof that the scheme is IND-CCA1 secure. The key observation is that each
query to the encryption oracle is no more useful than receiving a pair(r, fk(r)) for r ∈R {0,1}2n, and that
each decryption oracle is no more useful than receiving a pair (r, fk(r)) for a stringr of the adversary’s
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choice. Thus the adversary learns at most a polynomial number of values offk. Now, if fk is a perfectly
random function, then these values are completely uncorrelated to the one used to encrypt the challenge.
The scheme is thus secure simply by the information-theoretic security of the quantum one-time pad.
On the other hand, iffk is a function in a qPRF,Definition 2guarantees oracle indistinguishability from
perfectly random functions. It follows that, if(A,A′) can break the actual scheme, then by computational
indistinguishability they would also break the perfect scheme, which is impossible.

We emphasize that the above proof shows that, even in the casewhere the adversary chooses the
randomnessr used by theEnck andDeck oracles, the scheme remains secure. Of course, the randomness
for the challenge encryption must still be selected by the challenger. Finally, by combiningTheorem 1
andTheorem 2, we have the following.

Theorem 3. If quantum-secure one-way functions exist, then so do IND-CCA1-secure symmetric-key
quantum encryption schemes.

3 Quantum black-box obfuscation

In this section, we discuss the virtual black-box frameworkfor obfuscating quantum computations. We
begin inSection 3.1with a definition of black-box quantum obfuscator, motivated both by the classical
analogue and an intuitive notion of what a “good obfuscator”should achieve. InSection 3.2, we outline
several interesting cryptographic consequences that would follow from the existence of such an obfusca-
tor. Finally, inSection 3.3, we prove a few impossibility results which restrict the range of possibilities
for the existence of black-box quantum obfuscators. Interestingly, our results leave open some possibil-
ities, which include (restricted versions) of the most interesting applications. Indeed, it is conceivable
that quantum obfuscation could be significantly more powerful than its classical counterpart.

3.1 Definitions

Any reasonable notion of obfuscation involves giving the obfuscated circuitO(C) to an untrusted party.
We accept as fundamental the idea that this obfuscated circuit should implement some particular, chosen
functionality fC, and that the objectO(C) allows the untrusted party to execute that functionality. In
the black-box formulation of obfuscation, we demand that this is effectively all that the untrusted party
will ever be able to do. The rigorous formulation uses the simulation paradigm: anything which can be
efficiently learned from the obfuscated circuit, should also be efficiently learnable simply by evaluating
fC some polynomial number of times. This “virtual black-box” notion was first formulated by Barak et
al. [7], and proved impossible to satisfy generically in the classical case.

In the quantum case, there are several complications. First, we are considering the obfuscation
of quantum functionalities. This implies that the end user (and hence also any adversary) should be
in possession of a quantum computer, and likewise for the simulator. Second, it is conceivable that
the obfuscation may not just be another quantum circuit, which is simply a classical state describing
a quantum computation. The obfuscator might instead outputa quantum state, which is then to be
employed by the end user to execute the desired functionality in some well-specified manner. These
considerations motivate the following definition.

Definition 5. A black-box quantum obfuscator is a quantum algorithmO and a QPTJ such that when-
ever C is an n-qubit quantum circuit, the output ofO is an m-qubit stateO(C) satisfying

1. (polynomial expansion) m= poly(n);

2. (functional equivalence)
∥

∥J(O(C)⊗ρ)−UCρU†
C

∥

∥

tr ≤ negl(n) for all ρ ∈D(Hn);

3. (virtual black-box) for every QPTA there exists a QPTSUC such that
∣

∣

∣
Pr
[

A(O(C)) = 1
]

−Pr
[

SUC
(

|0n〉
)

= 1
]

∣

∣

∣
≤ negl(n) .
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We emphasize that while the “interpreter” algorithmJ must be polynomial-time, the obfuscator itself
need not be. In applications, it will be necessary to make theobfuscator polynomial-time; on the other
hand, our impossibility results will hold even for inefficient obfuscators. One could consider variants of
Definition 5 where the interpreter algorithm is fixed once and for all, or whereO(C) itself consists of
both a quantum “advice state” and a circuit which the end usershould execute on the advice state and
the desired input. It is straightforward to show that all of these variants are equivalent, in the sense that a
black-box quantum obfuscator of each variant exists if and only if the other variants exist. Since we are
primarily concerned with possibility vs impossibility, wewill stick with the formulation inDefinition 5.
We also remark that the interpreter is a natural addition to the classical black-box definition when passing
to the quantum case. In order for the definition to make sense,there should besome efficient wayto use
O(C) to implementUC; whatever that efficient procedure is, we have here called itan interpreter and
denoted it byJ.

We also point out that the no-cloning theorem opens up the possibility of computationally unbounded
adversaries.In the classical case, such an adversary could simply execute the circuit on every input, and
thus learn far more than is possible for a polynomial-time black-box simulator. Quantumly, however, a
computationally unbounded adversary is restricted both bythe no-cloning theorem and the limitations of
measurement. The adversary may not be able to acquire multiple copies of the obfuscated state, and the
single state may be partially (or completely) destroyed when measured. It is thus nota priori clear that
an unbounded adversary could always outmatch a polynomial-time black-box simulator. The appropriate
definition is a straightforward modification ofDefinition 5, where we replace the third condition with the
following:

3. (information-theoretic virtual black-box) for every quantum adversaryA there exists a QPTSUC

such that
∣

∣

∣
Pr
[

A(O(C)) = 1
]

−Pr
[

SUC
(

|0n〉
)

= 1
]

∣

∣

∣
≤ negl(n) .

3.2 Applications of efficient black-box obfuscators

In this section, we motivate the study of quantum black-box obfuscation by giving a few example ap-
plications. Unsurprisingly, these applications require that the obfuscation algorithm is itself quantum
polynomial-time; strictly speaking, this is not required of Definition 5. Many of these applications are
motivated by known classical applications of classical black-box obfuscators. Although our impossi-
bility results will put some restrictions on these applications, they remain interesting. In fact, some
of the applications (such as quantum-secure one-way functions) will be used in the impossibility proofs
themselves. We point out that, while most of the applications below are written in terms of quantum func-
tionality (e.g., encryption of quantum states), one can just as well consider the weaker case of classical
functionality, in this case achieved via quantum means (e.g., via a quantum algorithm for obfuscation.)

3.2.1 Quantum-secure one-way functions

The first application shows that, if there exists a classicalalgorithm for obfuscating quantum compu-
tations, then quantum-secure one-way functions exist. By the results discussed inSection 2, this also
implies the existence of quantum-secure pseudorandom generators, quantum-secure pseudorandom func-
tions, and IND-CCA1-secure symmetric-key quantum encryption schemes.

Proposition 1. If there exists a classical probabilistic algorithm which is a quantum black-box obfusca-
tor, then quantum-secure one-way functions exist.

Proof. The proof is essentially the same as that of Lemma 3.8 in [7]. For all a∈ {0,1}n andb∈ {0,1},
we define

Ua,b : |x, y〉 7−→

{

|a, y⊕b〉 if x= a;

|x, y〉 otherwise.
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Define a functionf : {0,1}∗ → {0,1}∗ by f (a,b, r) = Or(Ua,b) whereO is the obfuscator2 as in the
hypothesis, andOr denotes the same algorithm, but with randomness coins initialized tor. Clearly,
inverting f requires computingb from Or(Ua,b). Moreover, with only black-box access toUa,b (for
uniformly randoma,b) the probability of correctly outputingb in polynomial time is at most 1/2+
negl(n). By the black-box property ofO, we then have

Pra,b[A( f (a,b, r)) = b] = Pra,b[A(Or(a,b)) = b]

≤ Pra,b
[

SUa,b(1n) = b
]

+negl(n)

≤
1
2
+negl(n) ,

which completes the proof.

We remark that the above proof fails if the obfuscator is a quantum algorithm—even if its output
is itself classical. The issue is that one-way functions must be deterministic; while one can turn a
classical probabilistic algorithm into a deterministic one by making the coins part of the input, this is
not possible quantumly. We leave the problem of constructing cryptographically useful primitives from
a fully quantum obfuscator (or even just from a quantum encryption scheme) as an interesting open
question.

3.2.2 CPA-secure private-key quantum encryption

Can we say anything about encryption of data if we know thatquantumalgorithms for quantum black-
box obfuscation exist? While we do not know how to extract one-way functions, we can nonetheless
produce useful encryption schemes, as follows.

Proposition 2. If quantum black-box obfuscators exist, then so do IND-CPA-secure symmetric-key quan-
tum encryption schemes.

Proof. (Sketch.) Let(O,J) be a quantum black-box obfuscator. We consider an adaptation of the uni-
tary operatorUa,b defined above, but now with Pauli group action instead of XOR,and with twon-bit
registers:

U ′
r,k : |x, y〉 7−→

{

∣

∣x, P†
r y
〉

if x= k;

|x, y〉 otherwise,

Now consider the following scheme for encryptingn-qubit quantum states.

• KeyGen(1n): outputk∈R {0,1}n;

• Enck(ρ): chooser ∈R {0,1}n; outputPrρP†
r ⊗O(Ur,k);

• Deck(σ ⊗ τ): output the second register ofJ(τ ⊗|k〉〈k|⊗σ).

To check correctness, we apply the functionality-preserving property of the obfuscator. A decryption of
a valid encryption with the same key yields

Deck(Enck(ρ)) = Tr1
[

J(O(Ur,k)⊗|k〉〈k|⊗PrρP†
r )
]

= Tr1

[

Ur,k(|k〉〈k|⊗PrρP†
r )U

†
r,k

]

= Tr1 [|k〉〈k|⊗ρ ]
= ρ .

as desired. IND-CPA security follows from the black-box property of the obfuscator, as follows. Let
A be an adversary with access to the encryption oracle. Since the output of the encryption is a product

2For simplicity of notation, we omitJ and assume thatf (a,b, r) = Or(Ua,b) is in fact a classical circuit forUa,b.
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state,A can be simulated by an adversaryS that has only the first register of the ciphertext (i.e.,PrρP†
r )

and black-box access to the unitaryU ′
r,k. It’s then clear thatS can only succeed in the challenge stage of

Definition 4by discovering the secret input forU ′
r,k or by guessing the response to the challenge. In any

case,S (and hence alsoA) succeeds with probability at most 1/2+negl(n).

3.2.3 Public-key encryption from private-key encryption

As we now show, combining black-box obfuscation with one-way functions yields even stronger encryp-
tion functionality.

Proposition 3. If quantum black-box obfuscators and quantum-secure one-way functions exist, then so
do IND-CPA-secure public-key quantum encryption schemes.

Proof. (Sketch.) Under the hypothesis,Theorem 3implies the existence of IND-CCA1-secure symmetric-
key encryption schemes for quantum states. Let(KeyGen,Enc,Dec) be such a scheme; for concreteness,
we may take the scheme described inTheorem 2. For x∈ {0,1}n, let Enc(x) denote the encryption cir-
cuit for key x; this is the circuit that accepts two input registers (one for randomness, and one for the
plaintext) and outputs the ciphertext. Now define a public-key encryption scheme(KeyGen′,Enc′,Dec′)
as follows.

• KeyGen′(1n): outputsk:= k∈R {0,1}n (secret key) andpk := O
(

Enc(sk)

)

(public key);

• Enc′pk(ρ): chooser ∈R {0,1}n; outputpk(|r〉〈r|⊗ρ);

• Dec′sk(σ): outputDecsk(σ) .

The correctness of this scheme follows directly from the functionality-preserving property ofO and
the correctness of the private-key scheme. To prove IND-CPAsecurity for the public-key scheme, we
rely on the black-box property. It implies that any QPT adversaryA with access to the public key can be
simulated by a QPTS having only black-box access toEnc(sk). The QPTS, in turn, can be simulated by a
QPTS′ which has both decryption and encryption oracles for the private-key scheme(KeyGen,Enc,Dec).
It may not be immediately obvious that the decryption oracleis necessary; this is the case because black-
box access toEnc(sk) enablesS to select the randomness used for encryption, thus gaining the ability to
evaluate pairs(r, fsk(r)) where f is the qPRF from the private-key scheme.

Now we have that, ifA can distinguish ciphertexts during the challenge, then so canS′; since the ci-
phertexts themselves are the same for the public-key schemeand the private-key scheme, this contradicts
the IND-CCA1 security of the private-key scheme.

A few remarks are in order. First, in [5] it is shown that IND-CPA-secure public-key quantum
encryption schemes exist under the assumption that quantum-secure trapdoor permutations exist. This
is a stronger assumption than one-way functions.Proposition 3can then be thought of as replacing
this strengthening of assumptions with an obfuscator. In [14] it is shown how to use quantum-secure
classical public-key encryption to produce quantum public-key encryption (by encrypting the key for
the quantum one-time pad); this amounts to the same assumption on primitives as in [5]. An important
difference between [5, 14] andProposition 3is that the scheme fromProposition 3may have public keys
which are quantum states. Such schemes have not been considered before, and (due to no-cloning) would
have significantly different features from their classicalcounterparts.

An interesting question is if there could be public-key encryption for classical data with classical
ciphertexts, but where the encryption procedure is performed by a quantum algorithm. While this ques-
tion remains open, our impossibility results will show thatthis cannot be achieved in a generic way via
Proposition 3.
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3.2.4 Quantum fully homomorphic encryption

We briefly recall the idea of fully homomorphic encryption (FHE). For thorough definitions and the
appropriate notions of security in the fully quantum case, see [14]. Without considering all of the details,
we will view QFHE as an encryption scheme (just as inDefinition 3), but whereKeyGen produces an
extra “evaluation” keykeval, and there is an “evaluation” algorithm:

• Evalkeval : D(Hm⊗Hg)−→D(Hm).

We imagine a party (henceforth,server) in possession ofkeval and a ciphertextEnck(ρ) provided by
another party (henceforth,client.) The evaluation algorithm then enables the server to produce the ci-
phertextEnck(GkρG†

k), whereG is a gate of the server’s choice. A classical string describing the choice
of gateG (and which qubitsk,k+ 1, . . . of ρ it should be applied to) is input into the registerHg. In
general, we may consider the case wherekeval is itself a quantum state. Depending on the details of the
scheme, this key may be partly or fully consumed byEval; indeed, this is the case in [14]. Depending
on the consumption rate, this might violate the (classically standard)compactnessrequirement for FHE,
namely that the amount of communication between the client and the server should scale only with the
size of the ciphertext, and not with the size of the computation the server wishes to perform.

Proposition 4. If quantum black-box obfuscators and one-way functions exist, then so do IND-CPA-
secure quantum fully homomorphic encryption schemes.

Proof. (Sketch.) We will consider the public-key case, which turnsout to be simpler. Let(O,J) be a
quantum obfuscator, and(KeyGen,Enc,Dec) an IND-CPA-secure public-key scheme. We adaptKeyGen

to produce an evaluation key, and describe the evaluation algorithm. We will require a universal circuit
Uµ for performing gates onm-qubit states; this circuit accepts two inputs: anm-qubit state, and a de-
scription of a gate and indices of the qubits to which the gateshould be applied. In our usage,m will be
the number of qubits of the ciphertext state.

• KeyGen′(1n): outputKeyGen(1n) = (sk, pk) andkeval= O(Encpk◦Uµ ◦Decsk);

• Evalkeval : ρ ⊗|G〉〈G| 7−→ J(keval⊗ρ ⊗|G〉〈G|).

where |G〉〈G| is again just a classical string instructingUµ to apply the desired gate. A circuit for
Encpk◦Uµ ◦Decsk is given below; the gate register is represented by the bottom wire.

Decsk
Uµ

Encpk

We now want to show that(KeyGen′,Enc,Dec,Eval) is a public-key QFHE scheme. The homomorphic
property follows directly from the definition ofEval and the functionality-preserving property of the ob-
fuscator. The security of the encryption scheme follows from IND-CPA security of(KeyGen,Enc,Dec)
and the black-box property of(O,J). The black-box property implies that each execution of theEval

algorithm is no more useful than providing the server with anencryption ofGρG†. However, in the
IND-CPA setting, the adversary can already use the CPA oracle to produce encryptions ofarbitrary
plaintexts of her choice (as opposed to just ones which are modifications of the plaintext provided by
the client.) There is one additional wrinkle: by repeatedlyapplying gates (or even just the identity),
the adversary can also produce multiple encryptions duringthe challenge round. However, as shown
in [14], single-message IND-CPA is equivalent to multiple-message IND-CPA. By the assumption that
(KeyGen,Enc,Dec) is IND-CPA secure, it follows that the homomorphic scheme isalso secure.

We remark that, in general, the encryption procedureEncpk may require an external source of ran-
domness. This is certainly the case in classical encryption, but may not be required if theEnc algorithm
is allowed to perform measurements. In any case, since we arestarting with an IND-CPA public-key
scheme, the adversary already has access to the public key and the ability to encrypt with randomness of
her choice; the ability to choose randomness inEval is of no additional benefit.
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3.2.5 Public-key quantum money

Quantum money. The idea of “quantum money” first arose in work by Wiesner [38]. The core idea
is simple: use a quantum state for representing currency in such a way that the no-cloning theorem of
quantum mechanics prevents counterfeiting. These ideas were refined and developed further in several
works [2, 3, 10, 18, 33]; some of these works also included explicit proposals based on various hardness
assumptions.

Informally, a quantum money schemeconsists of two algorithms:Mint, which produces quantum
states, andVerify, which accepts an input state and then either accepts or rejects. If the different states
produced byMint are distinguishable, then we refer to them asbills; if they are indistinguishable, then we
call themtokens(if Verify consumes them) orcoins(if Verify does not consume them.) In all quantum
money schemes, we imagine an authority (typically called the bank) which runsMint repeatedly to
produce money; in addition, theVerify algorithm should accept only on states produced by the bank.
Depending on the particular scheme, this might only be true if Verify is executed by the bank (private-
key money), or it might be true for any party (public-key money.)

In this language, Wiesner’s original idea [38] was for a private-key scheme for bills, which is as
follows. Each execution ofMint produces two random classical bitstringsr,s∈ {0,1}2n as well as an
n-qubit quantum state|ψr〉, with each qubit initialized in one of the states|0〉, |1〉, |+〉, |−〉, as determined
by the bits ofr. The bank records the pair(r,s) in a secret table, and publishes(s, |ψr〉). The bank verifies
by usings to look up the correctr in the table, and then performing the measurements in the correct basis
and checking the results againstr.

Public-key money from circuit obfuscation. While private-key money schemes are relatively
straightforward to construct, public-key proposals appear to be much more difficult, and require compu-
tational assumptions. In analogy to its role in producing public-key encryption schemes from private-key
ones (Proposition 2), an obfuscator can sometimes be used to turn private-key money schemes to public-
key ones. The use of an obfuscator to create a particular quantum money scheme was considered by
Mosca and Stebila [33]. Their scheme (in our language) is as follows. Each execution of Mint pro-
duces a Haar-randomn-qubit quantum state|ψ〉, together with the obfuscationO(Uψ) of a circuit3 for
Uψ = 1− 2|ψ〉〈ψ |. The bill consists of the pair(O(Uψ), |ψ〉). Verify(|ϕ〉) consists of executing the
following:

|0〉 H • H

|ϕ〉 O(Uψ)

and accepting iff the measurement returns 1. It’s easy to check that the above succeeds only on valid
states; moreover, in that case, the state|ψ〉 is output in the second register, so that verification can be
repeated. To show resistance of the above scheme to counterfeiting, one can use Aaronson’s Complexity-
Theoretic No-Cloning Theorem [2], which states that cloning the state|ψ〉 while in possession of oracle
access to

∣

∣Uψ
〉

requiresΩ(2n/2) queries. The first published proof of this theorem (as well asits first
appearance in the form required here) was in [3].

Unfortunately, we will later show that obfuscation of quantum circuits in the form required by Mosca
and Stebila is impossible. What remains possible is a setting in which both|ψ〉 andO(Uψ) are quantum
states, and another circuit (which is publicly known and independent of|ψ〉) is used for verification.
Moreover, as we will also show, any black-box obfuscation scheme which outputs states that can be
efficiently cloned is also impossible. We thus conjecture the following.

Conjecture 1. If quantum black-box obfuscators exist, then so do public-key quantum money schemes.

3For most|ψ〉, the circuitUψ will not have polynomial length. However, as pointed out by [2], one can instead select|ψ〉 from
an approximatet-design without a significant loss in security.
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If the relevant obfuscation is a consumable state, then thiswould result in a token scheme. If it can
be reused to perform verification repeatedly4, then the result would be a bills scheme. We remark that,
in any case, all of the public-key money states discussed above should be authenticated by the bank;
otherwise a merchant would only know that he was handedsomepair (state, circuit) where the circuit
executed on the state outputs “accept”—a clearly inadequate state of affairs.

3.3 Impossibility results

3.3.1 Impossibility of two-circuit obfuscation

Barak et. al. [7] showed that black-box obfuscation is impossible by constructing an explicit circuit
family that cannot be black-box obfuscated. We begin with a similar result in the quantum setting. We
show that quantum black-box obfuscation is impossible in any setting where the adversary can gain
access to two outputs of the obfuscator ondifferent inputs. We formalize this notion by defining a
“black-box two-circuit obfuscator,” defined just as in Definition 5 but with the following strengthening
of the virtual black-box condition:

3. (two-circuit virtual black-box) for every pair of quantum circuits C1 and C2 and every quantum
adversaryA there exists a quantum simulatorSUC1

,UC2 and a negligibleε2 such that
∣

∣

∣
Pr[A(O(C1)⊗O(C2)) = 1]−Pr

[

S
UC1

,UC2
(

|0〉⊗|C1|+|C2|
)

= 1
]

∣

∣

∣
≤ ε2(n,min{|C1|, |C2|}) .

We now show that there exists a family of circuits which is unobfuscatable under the above definition.
We emphasize that our result holds even when the outputs of the obfuscator are quantum states, and even
if these states aresingle-use only, i.e., if the interpreterJ irrevocably destroys the obfuscated state during
use.

We first define acircuit-pair family to be an ensemble of distributions over pairs of circuits. More
precisely, ifC is a circuit-pair family, then there exists a Turing machineM which, on input a positive
integer parametern (in unary), outputs a classical description of a pair of circuits (Cn,Dn) drawn at
random from some distributionCn on pairs of poly(n)-size circuits. IfM is polynomial-time, then we
say thatC is apoly-time circuit-pair family.

We also define astate-pair familyanalogously. IfC′ is a state-pair family, then there exists a (not
necessarily polynomial-time) quantum algorithm which, oninput n in unary, outputs a pair of density
operators(ρn,σn) drawn at random from some distributionC′

n on quantum states on poly(n)-many qubits.
Given a circuit-pair familyC and a state-pair familyC′, we say thatC′ is an obfuscation ofC if there
exists a computable mapC→ C′ assigning to each circuit a corresponding state, in a mannerthat satisfies
the two-circuit obfuscation definition above.

With these definitions, we can now state our first impossibility result.

Theorem 4. There exists a poly-time quantum circuit-pair familyC such that no state-pair family is an
obfuscation ofC.

Proof. Let (O,J) be a black-box quantum two-circuit obfuscator. The poly-time quantum circuit-pair
family C consists of quantum circuits for implementing the following pairs of unitary operators. Each
pair is parameterized by an input sizen, as well as bitstringsa,b chosen uniformly at random from
{0,1}n.

Ua,b : |x, y〉 7−→

{

|x, y⊕b〉 if x= a;

|x, y〉 otherwise.
(3.1)

Va,b : |C, z〉 7−→

{

|C, z⊕1〉 if C(a) = b;

|C, z〉 otherwise.
(3.2)

4For example, if successful verification also outputs another state which is sufficiently close to the original state.

18



The registers indexed byx andy are of sizen. The register indexed byC accepts a circuit description
(under some fixed encoding), and needs to be able to handle inputs of size|O(Ca,b)| (i.e. of size equal to
the number of qubits in the stateO(Ca,b)). HereCa,b is a fixed, explicit poly(n)-size circuit forUa,b. The
second register ofVa,b has size one.

Note that both of these unitaries can be implemented by efficient quantum circuits. We choose some
particular set of such circuits, and henceforth denote themby Ca,b andDa,b, respectively. The idea for
the proof is as follows. Consider an adversaryA which is ignorant of the randomly selecteda andb,
and consider two scenarios: in the first,A is given access toanypair ofcircuits that implementUa,b and
Va,b; in the second,A only has oracle access toUa,b andVa,b. The point is that, in the first case,A can
executeVa,b on a circuit forUa,b; provided that the latter is not too long,A will achieve something that
is impossible to do with only black-box access. Specifically, it is only in the first case thatA will be able
to tell if the first circuit/oracle implementsUa,b, or if it has surreptitiously been replaced by the identity
operator!

Things are somewhat complicated by the fact that the obfuscator outputs states instead of circuits.
We will need to enableA to execute these states on one another. It will thus be necessary to replaceDa,b

with a related circuitD′
a,b. Roughly speaking, this circuit will check if its input, when interpreted as a

quantum advice state to the algorithmJ, maps the inputa to the outputb. A precise description follows.
First, D′

a,b will have three registers: an input register ofm qubits, a work register of 2n qubits, and an
output register of 1 qubit initialized in the|0〉 state. When given as input a quantum stateρ onm qubits,
it will initialize the first n bits of the work register to|a〉, then execute the appropriate unitary circuit ofJ

onρ ⊗|a〉. Finally, if the output register of the latter computation contains|b〉, D′
a,b will flip the contents

of the output register. We remark that, by a simple counting argument over circuits, this occurs for only
an exponentially small fraction of possible input statesρ .

Recall that the 2n-qubit identity operator is denoted by12n, and is implemented by the obvious circuit
which we will denote byI2n. We observe that, for every QPT algorithmS there exists a polynomialt and
a negligibleε1 so that:

∣

∣

∣
Pr
[

S
Ua,b,D

′
a,b
(

|0〉⊗t(n))= 1
]

−Pr
[

S
Id2n,D

′
a,b
(

|0〉⊗t(n))= 1
]

∣

∣

∣
≤ ε1(n) . (3.3)

Here the probability is taken over the uniformly random choice ofa andb as well as all of the measure-
ment outcomes ofS. The above is an easy corollary of the tightness of the Groverbound for unstructured
quantum search [9]. Indeed, given the definitions ofUa,b andD′

a,b, it’s clear that with only polynomial
queries and no knowledge ofa or b, S is faced precisely with unstructured search for an exponentially
small “marked space.” This marked space is only encounteredif S correctly guessesa, or correctly
guesses an obfuscation of a circuit that mapsa to b.

Now consider the QPT algorithmA that, given as input the obfuscated statesO(C) andO(D), simply
executes the quantum algorithmJ on their tensor product, accepting if and only if the outcomeis 1.
Notice that this succeeds with constant probabilityα > 0 if C is functionally equivalent toCa,b andD is
functionally equivalent toD′

a,b. On the other hand, this same algorithmA accepts with at most negligible
probability whenC is functionally equivalent toI2n (andD is still functionally equivalent toD′

a,b); indeed,
this only happens is ifa= b. Thus there exists a negligible functionε2 so that:

∣

∣

∣
Pr
[

A(O(D′
a,b),O(I2n)) = 1

]

−Pr
[

A
(

O(D′
a,b)⊗O(Ca,b)

)

= 1
]

∣

∣

∣
≥ α − ε2(n) . (3.4)

To complete the proof, we explicitly define the poly-time circuit-pair familyC. The distributionCn is
generated by choosinga,b uniformly at random from{0,1}n, and then choosing a bitr ∈ 0,1 at random;
if r = 0, we output the circuit pair(Ca,b,D′

a,b), and otherwise we output(I2n,D′
a,b). For this distribution,

equations (3.3) and (3.4) together show that no state-pair family is an obfuscation of C.
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3.3.2 Generalizing the impossibility result

Our goal in this section is to extend the two-circuit impossibility proof from the prior section to the case
of obfuscating a single circuit. For our impossibility proof, we require an additional condition on the
obfuscator: that each of its outputs is reusable a polynomial number of times. This is a natural condition
which is automatically satisfied by classical obfuscators (as well as quantum obfuscators with classical
outputs), since their outputs can be perfectly copied.

Definition 6. A reusable-black-box quantum obfuscator is a quantum algorithmO and a QPTJ such
that whenever C is an n-qubit quantum circuit,O(C) is an m-qubit quantum state satisfying

1. (polynomial slowdown) m= poly(n, |C|);

2. (functional equivalence)
∥

∥J(O(C)⊗ ·)−C · C†
∥

∥

⋄
≤ negl(n, |C|);

3. (reusability) after execution ofJ, an output register contains a state which satisfies (2.);

4. (virtual black-box) for every QPT adversaryA there exists a QPT simulatorSUC such that:
∣

∣

∣
Pr[A(ρ(i)) = 1]−Pr

[

SUC
(

|0〉⊗|C|)= 1
]

∣

∣

∣
≤ negl(n, |C|) .

We remark that reusability can be achieved in any number of ways: by providing a state which
partially survives uses by the interpreterJ, by providing sufficiently many copies, or by providing a
means of cloning the state. We prove impossibility of the above definition in any setting where the
adversary receives two copies of the obfuscator output, even on identical inputs. This is automatically
satisfied if the obfuscator provides multiple copies in order to satisfy reusability, or if the state is (even
approximately) cloneable. The key new obstacle is to prove impossibility even though the functionality
for both copies isthe same.

To state the result, we define (in analogy to circuit-pair families and state-pair families) acircuit fam-
ily to be an ensemble of distributions over circuits, and astate familyto be an ensemble of distributions
over states. A state familyC′ is said to be an obfuscation of a circuit familyC if there exists a computable
mapC→ C′ assigning to each circuit a corresponding state, in a mannerthat satisfiesDefinition 6. With
these definitions, we will prove the following theorem.

Theorem 5. If quantum-secure one-way functions exist, then there exists a quantum circuit familyC
such that no state family is a reusable-black-box quantum obfuscation ofC.

Since the full proof ofTheorem 5is somewhat lengthy and involved, we will first prove a sim-
pler case, showing that quantum circuits cannot be obfuscated into quantum circuits, under any of
the definitions considered so far—even the strongest one,Definition 5.) This corollary (stated below
as Theorem 6) is arguably the most direct quantum generalization of the impossibility result of [6].
Once we have proved it, we will explain in detail how the proofshould be adapted in order to achieve
Theorem 5.

Theorem 6. If quantum-secure one-way functions exist, then there exists a quantum circuit familyC
such that no quantum circuit family is a black-box obfuscation ofC.

Proof. Let O be a black-box quantum obfuscator satisfyingDefinition 5, such that its outputs are classi-
cal bitstrings. Since these states are used to describe an efficiently implementable quantum computation,
we can assume that these bitstrings are in fact quantum circuits under some particular encoding.

To construct the unobfuscatable circuit family, we will need a notion of combining the functionality
of two quantum circuits into one.

Definition 7. Thecombined quantum circuit of a finite collection{C1,C2, ...,Ck} of n-qubit quantum
circuits is the circuit that has two registers (a control register of logk qubits, and an input register of
n qubits) and, controlled on the value of the first register, applies the respective quantum circuit to the
input register.
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Notice that if each circuitCi in the collection is polynomial size, andk is bounded by a polynomial inn,
then the associated combined quantum circuit is also of polynomial size. We will denote the operation
of combining circuits with #. For example, the combined circuit of two circuitsC1 andC2 is denoted
C1#C2.

Now recall the two circuitsCa,b andDa,b from Section3.3.1, as well as the circuitI2n, which simply
implements the identity operator on 2n qubits. Consider the combined quantum circuitsCa,b#Da,b and
I2n#Da,b, sampled by selectinga andb uniformly at random from{0,1}n. We again chooseC=Ca,b or
C= I2n, each with probability 1/2, and ask the adversary to determine which is the case. Usingthe same
reasoning as in the proof ofTheorem 4from Section3.3.1, these combined quantum circuit distributions
are indistinguishable from the perspective of any QPT simulator that is ignorant ofa andb, and is given
only black-box access toUC#Da,b. On the other hand, unlike in the prior proof, it is not immediately
apparent how to distinguish the two possibilities given a circuit description ofO(C#Da,b). Still, the idea
is simple. Suppose we have two copies of the circuit. We can hard-wire the control register of one copy
to implementDa,b, and hard-wire the control register of the other copy to implementC. If we then run
the first copy on the second, the result should be equivalent to implementingDa,b on inputC, which will
determine the nature ofC and conclude the proof just as inTheorem 4.

Unfortunately, this idea does not work as stated, because the two circuit copies have the same size.
Since they are functionally nontrivial, their input size ismuch smaller than their description, making
it impossible to run one on the other. The core difficulty is that Da,b cannot be made large enough to
universally execute circuits of size|O(C#Da,b)| > p(|Da,b|) where p is the running time ofO. This
issue arises in the classical proof as well, and is resolved as follows. First, note that we could have
Da,b simply providea andb, thus offloading the gate-by-gate execution ofC to the algorithmA in the
black-box definition. Unfortunately, this would also provide the simulatorS with a andb, enabling it to
simulateA. The resolution is to haveDa,b provideencryptions of aandb, as well as aquantum fully-
homomorphic encryption (QFHE) oraclefor homomorphically applying the gates ofC. We emphasize
that the functionality and security of the QFHE oracle crucially depends on the obfuscation property; in
particular, an actual QFHE scheme is not required for the proof.

Concretely, we prove the following Lemma, which is a quantumanalogue of Lemma 3.6 (including
Claim 3.6.1) from [7].

Lemma 7. If quantum-secure one-way functions exist, then for each n∈ N and a,b ∈ {0,1}n, there
exists a distributionDa,b over circuits such that:

1. There exists a PPT algorithm that, given n∈ N and a,b∈ {0,1}n, samples fromDa,b;

2. There is a QPT algorithmA so that C|a〉|0n〉 = |a〉|b〉 impliesAUD(C,1n) = a; this holds for all
n∈ N, all a,b∈ {0,1}n, any D∈ supp(Da,b), and every n-qubit circuit C;

3. For any QPT S,Pr[SUD(1n) = a]≤ negl(n), where the probability is over a,b∈ {0,1}n, D ∼Da,b,
and the measurements of S.

Proof. The distributionDa,b will be sampled by choosingk, r ∈R {0,1}2n. The bitstringk is to serve
as a private key for the IND-CCA1-secure symmetric-key quantum encryption scheme fromTheorem 2.
Each circuitD ∈ supp(Da,b) will be a combination (again via #) of the following three circuits.

1. EK,a; this outputsEnck(|a〉), executed with randomnessr.

2. HomK(G,ρ); on input a gate descriptionG and a stateρ , it outputs[Enck ◦G◦Deck](ρ).
3. Bk,a,b; on inputρ , it outputs|a〉 if Deck(ρ) = |b〉 and|0n〉 otherwise.

We remark that theHom oracle requires randomness in order to re-encrypt the state. This is handled in
the usual way: we expand the input in some register via a (quantum-secure) pseudo-random function;
these exist by the assumption of quantum-secure one-way functions andTheorem 1.

Clearly, givena and b, Da,b can be sampled efficiently by choosingk uniformly at random and
outputting the combined quantum circuitDk,a,b := Ek,a#Homk#Bk,a,b. This establishes Property 1 from
the Lemma. For Property 2, letA be the algorithm that, on input a quantum circuitC, (i.) uses the first
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two circuits comprisingDk,a,b to homomorphically simulateC gate-by-gate ona, and then (ii.) plugs the
final state intoBK,a,b.

To complete the proof ofLemma 7, we must verify Property 3, i.e., that no QPT simulator algorithm
that has black-box access to each of the three algorithms comprising DK,a,b can discovera with non-
negligible probability. This amounts to showing that

∣

∣

∣
Pr[SHomk,Enck(Enck(|0〉)) = 1]−Pr

[

S
Homk,Enck(Enck(|a〉)) = 1

∣

∣

∣
≤ negl(n) , (3.5)

where the probabilities are overk ∈R {0,1}n and the measurement outcomes ofS. We proceed by
contradiction, and assume that there’s a QPTS that violates the claim.

First, we replace the responses to all ofS’s queries to theHomk oracle with encryptions of|0n〉, and
deploy a hybrid argument to show that the success probability of S is not significantly affected. To this
end, consider the following hybrids of the computation ofS on inputEnck(|a〉): in the i-th hybrid, the
first i oracle queries ofS are answered usingHomk, and the rest are answered withEnck(|0n〉). Notice
that any gap in distinguishing between thei andi +1st hybrid must be due to thei +1st queryS makes
toHomk. We can use this to create a CCA1 adversaryT which breaks the encryption scheme, as follows.
The QPTT simulatesS and replies to its firsti oracle queries by means ofT’s Enck andDeck oracles.
Upon receiving the challenge ciphertext,T passes it toS as the response to itsi+1st oracle query. Finally,
T answers the remaining oracle queries ofS with EncK(|0n〉). We conclude that, ifS violated (3.5), then
T succeeds with non-negligible probability. This establishes (by contradiction) that we can replace the
oracle queries ofS with Enck(|0〉). With this replacement,S can distinguish an encryption of|0n〉 from
an encryption of|a〉, when given access to only an encryption oracle, which againcontradicts IND-CCA1
security of the scheme.

Now we are ready to describe the unobfuscatable family of quantum circuits and complete the proof
of Theorem 6. First, for a fixeda,b∈ {0,1}n we letDa,b be the distribution over circuits constructed in
Lemma 7. Then consider the following two distributions over circuits:

1. Fn: Choosea,b∈R {0,1}n, sample a circuitDa,b fromDa,b and outputCa,b#Da,b

2. Gn: Choosea,b∈R {0,1}n, sample a circuitDa,b fromDa,b and outputI2n#Da,b

By Property 2 ofLemma 7there exists an algorithmA that, on inputO(C0), accepts ifC0 was sampled
from Fn and rejects ifC was sampled fromGn. Thus there exists a constantα and a negligible function
ε1 so that:

∣

∣

∣
Pr
[

A(O(Fn)) = 1
]

−Pr
[

A
(

O(Gn)
)

= 1
]

∣

∣

∣
≥ α − ε1(n) .

On the other hand, by Property 3 ofLemma 7, we know that for every QPTSthere exists some negligible
functionε2 so that:

∣

∣

∣
Pr
[

SFn
(

|0〉⊗n)= 1
]

−Pr
[

SGn
(

|0〉⊗n)= 1
]

∣

∣

∣
≤ ε2(n) .

We conclude that the circuit family formed by taking the union of Fn with Gn (and assigning them each
equal probability) is an unobfuscatable circuit family.

We now return to the proof ofTheorem 5, and show how to extend the above proof to the case where
the obfuscator outputs reusable quantum states.

Proof. (of Theorem 5) Our proof will still use the same distributionDa,b over circuits, which were
provided byLemma 7and described above, but with some slight modifications. Thegoal will still be to
take two copies ofO(C0) for any circuitC0 sampled from that distribution, and give an algorithmA that
can “execute one copy on the other.” This will enable us to distinguish ifC0 is from the distributionFn,
or the distributionGn (just as above), a task which is impossible with only black-box access.

However, executing one copy ofO(C0) on another is now somewhat more complicated, due to the
fact that we no longer have explicit circuit descriptions inhand, and must instead use the interpreter
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J (with some register initialized toO(C0)) whenever we want to runC0. To do this, we will need to
describe a new distributionD′

a,b of circuits, closely related to the distributionDa,b from Lemma 7.
Attempt 1. To warm up, a first attempt at describingA and the modified circuitsD′

a,b from the
distributionD′

a,b is as follows. First, we simply defineD′
a,b to be a composition of circuits which simply

output botha andb. SetC0 =C#D′
a,b, and suppose that inputting|0〉 in the first register executes the first

circuit in the combination, while|1〉 executes the second circuit in the combination. The algorithmA is
in possession of two copies ofO(C0). It performs:

1. runJ(O(C0)⊗|1〉|0n〉) to retrieve|a〉|b〉 (by functional equivalence ofO);

2. runJ(O(C0)⊗|0〉|a〉) (now using the other copy ofO(C0));

3. compare the result to|b〉.

This does exactly what we want, except of course that the black-box simulatorS will also be able to
retrievea and perform this experiment. Our valiant attempt failed.

Attempt 2. Undeterred, we now try a more sophisticated approach, returning to the idea of encryption
and homomorphic execution. We now ask that (as before)D′

a,b outputs an encryptionEnc(a) of a (when
given the flagA), implements aHom oracle (when given the flagH), and checks if the input isEnc(b)
(when given the flagB). We again setC0 =C#D′

a,b and giveA two copies ofO(C0); for convenience we
denote themO(C0) andO(C0)

′. Now,A performs:

1. runJ
(

O(C0)⊗ [|1A〉⊗ |0n〉]
)

to retrieveEnc(a);

2. runJ
(

O(C0)⊗ [|1H〉⊗O(C0)
′⊗|0〉⊗Enc(a)]

)

to “homomorphically runC”;

3. runJ
(

O(C0)⊗ [|1B〉⊗ρ ]
)

whereρ is the output of the previous step; output the result.

The first and last step are largely self-explanatory: we start with the encryption ofa, and check at the
end that we have the encryption ofb. What happened in the second step? We tried to homomorphically
evaluate5 C on Enc(a). By functional equivalence ofO, we executed the first copy ofC0 on input
|1H〉⊗O(C0)

′⊗Enc(a); this specifies thatD′
a,b should run theHom oracle with inputO(C0)

′⊗Enc(a).
To make this sensible, we can redefineHom to accept two registers, and homomorphically evaluate the
appropriate circuit ofJ; the result is that, wheneverHom is called onO(C)⊗Enc(z) for a circuitC and
statez, the output isEnc(C(z)).

This attempts looks like it succeeds, but there is a disastrous flaw:Hom must now accept inputs with
at least as many qubits asO(C0), which is significantly bigger than the circuit descriptionallowed for
Hom itself (since it is a part ofD′

a,b and hence also ofC0).
Attempt 3. In the final attempt, we will repair the flaw of Attempt 2. The key is to again offload

some of the execution, but this time from theHom oracle to the main algorithmA. More precisely, we
will expand step (2) in Attempt 2, and execute it gate-by-gate. In this iteration,Hom is back to its original
version, and is used only to apply two-qubit gates. It accepts n input qubits, decrypts them, applies the
desired gate (as specified in another register), and then re-encrypts. In addition, will also expandD′

a,b to
provide anEnc oracle (when given the flag E); we can do this for free, by equation (3.5) in Lemma 7.
The final algorithmA will proceed as follows. Here we have letmdenote the number of qubits ofO(C0)

′,
and we letJm be the circuit ofJ for executingm-qubit obfuscated states.

1. runJ
(

O(C0)⊗ [|1E〉⊗O(C0)
′
(k)]

)

for all k∈ [m], to encrypt all qubits ofO(C0)
′;

2. runJ
(

O(C0)⊗ [|1A〉⊗ |0n〉]
)

to retrieveEnc(a);

3. let j = 0 and letσ j := Enc(a);

4. letG j be thejth gate in the description ofJm;

(a) lets, t be the qubitsG j acts on; assumes is a qubit ofO(C0)
′ andt is a qubit ofσ j ;6

5SelectingC was done by passing the bit flag|0〉 into the control register.
6This assumption is only made for simplicity of the algorithmdescription; the other possibilities are similar.
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(b) setσ j+1 = J
(

O(C0)⊗ [|1H〉⊗
∣

∣G j ,s, t
〉

⊗Enc(O(C0)
′
(s))⊗σ j ]

)

; 7

(c) if j = |Jm|, continue; otherwise incrementj by 1 and go to step 4.

5. runJ
(

O(C0)⊗ [|1B〉⊗σ j ]
)

and output the result.

A few remarks are in order. First, the reusability of the stateO(C) was crucial in our ability to repeatedly
execute theHom oracle in step 4.(b). Second, one checks that by the functional equivalence of the
obfuscator and the definition of theHom oracle, ifC0 = Ca,b#D′

a,b then the stateσ j when step 5. is
reached will indeed beEnc(b). Third, note that the “compactness” issue ofHom from Attempt 2 has
been resolved, and the input toC0 in step 4.(b) is now of sizen (plus a constant.)

Finally, despite all of the difficulties in defining the algorithm A appropriately, the hardness of the
corresponding search problem for the black-box simulatorS is essentially unchanged from the proof
of Theorem 6. The only difference is thatD′

a,b now also provides an encryption oracle; the encryption
scheme we selected is certainly secure in this setting.

To finish the proof, we again build a circuit family by choosing Ca,b#D′
a,b or I2n#D′

a,b, each with
equal probability, for randoma andb. By the above arguments, this circuit family is unobfuscatable.
This concludes the proof ofTheorem 5.

4 Quantum indistinguishability obfuscation

In this section, we analyze a different definition of quantumobfuscation, motivated by classical defi-
nitions established by Goldwasser and Rothblum [25]. As opposed to the black-box approach, these
definitions assess the quality of an obfuscation in relativeterms, e.g., as compared to other functionally-
equivalent circuits (or, in the quantum case, states).

4.1 CPTP circuits and ensembles of states

For our discussions on indistinguishability obfuscation,we modify the notations ofSection 1.3slightly,
as follows.

First, henceforth we take the point of view that any quantum circuit C can include unitary gatesas
well as measurement gates and instructions for discarding qubits. In keeping with this view, we overload
notation so thatC denotes both the circuit itself (i.e., a classical description of a set of wires and gates)
as well as the CPTP map that the circuit implements.

Second, we allow our ensembles to be indexed by infinite sets of strings rather than the natural
numbers. As before, we will denote ensembles by italicized capital letters (and optionally place the
indexing set in the subscript.) Elements of the ensemble will be denoted by the corresponding non-
italicized capital letter (optionally, with the index in the subscript.) So, for example, we may write
CS := {Cs : s∈ S}. Just as in the single-circuit case, we will overload this notation for circuit ensembles
and use it to also refer to the corresponding family of CPTP maps. We will need one new definition in
this context: given two circuit ensemblesCS andDS, we say thatCS is functionally equivalent to DS

(denotedCS
∼=DS) if the circuits themselves are functionally equivalent, i.e., if ‖Cs−Ds‖⋄ ≤ negl(|s|)

for all s∈ S.
We will also now need to handle infinite collections of states. We thus define astate ensemble

to be an infinite collection{ρx : x ∈ X} of density operators indexed by some setX ⊂ {0,1}∗, such
that ρx ∈ D(Hp(|x|)) wherep is bounded by some fixed polynomial function. We remark that acircuit
ensemble is a special case of a state ensemble, where each state is a classical string describing wires,
gates, and so on. Auniform state ensemblewill be a state ensemble{ρx : x ∈ X} together with a
uniform circuit ensemble{Cx : x∈ X} such thatρx =Cx|0m〉 for appropriately chosenm. We remark that
a QPT is defined by choosing a uniform circuit ensemble, and that the set of possible outputs of a QPT
are a uniform state ensemble. In particular, ifS is a state ensemble andA is a QPT, then (ignoring some

7The notationO(C0)
′
(s) is meant to indicate that only thes-th qubit of that state is to be placed in the input register.

24



uninteresting bookkeeping) we may writeA(S) to denote the state ensemble that results from runningA

on inputs fromS. Note that ifS is uniform, thenA(S) is also uniform.
Next, we consider three different notions of distinguishability for state ensembles, in order of de-

creasing power. We will writeR ≈ S to indicate thatR andS are indistinguishable state ensembles; the
type of indistinguishability should be clear from context.Let R= {ρx : x∈ X} andS= {σx : x∈ X} be
two state ensembles. We say thatR andS areperfectly indistinguishable if ρx = σx for everyx ∈ X.
While this is an unnatural notion of indistinguishability for general quantum states, it is more reasonable
(and is easy to test for individual cases) ifρx andσx happen to all be classical. A weaker notion issta-
tistical indistinguishability , which demands that‖ρx−σx‖tr ≤ poly(|x|) for all but finitely manyx∈ X.
In the weakest notion we will consider, we say thatR andS arecomputationally indistinguishable if
for every QPTA,

|Pr[A(ρx) = 1]−Pr[A(σx) = 1]| ≤ negl(|x|)

for all but finitely manyx; here the probabilities are taken over the coins and measurements ofA. One
may also consider a non-uniform version of the above definition, in whichA also ranges over non-
uniform circuit families, and is allowed access to an auxiliary state ensemble{ξx : x ∈ X}. All of our
results hold (with appropriate adjustments) for both the uniform and the non-uniform setting; we will
focus on the uniform setting for convenience.

4.2 Definitions: indistinguishability, best-possible

We begin with the notion of a quantum indistinguishability obfuscator. As before, the interpreter and the
obfuscated state must be efficient, while the obfuscation algorithm itself might not be. We also assume
that all “interpreter” algorithmsJ have two registers: an advice register (where the obfuscated state is to
be inserted), and an input register (where the input is to be inserted.) It will thus be convenient to write,
e.g.,Jρ for the CPTP map family defined by the circuits ofJ with the advice register initialized to the
stateρ .

Definition 8. A quantum translator is a quantum algorithmO and a QPTJ such that wheneverC is a
circuit ensemble and C∈ C is an n-qubit circuit,

1. (polynomial slowdown)O(C) has at mostpoly(n) qubits;

2. (functional equivalence)
∥

∥JO(C)−C
∥

∥

⋄
≤ negl(n);

Definition 9. A quantum statistical (resp., computational) indistinguishability obfuscator is a quantum
translator(O,J) such that wheneverCS andDS are functionally-equivalent circuit ensembles with|Cs|=
|Ds| for all s∈ S, thenO(CS) andO(DS) are statistically (resp., computationally) indistinguishable.

Note that an obfuscator which simply outputs circuit descriptions is included as a special case of
the above; in that case,O(C) is always a quantum circuit, andJ is a universal circuit which executes
O(C) on the state given in the input register. One may also define a quantum perfect-indistinguishability
obfuscator, where the obfuscated statesO(C1) andO(C2) are identical. We remark that the condition of
equal length can be relaxed to any fixed polynomial (e.g.,|C1| can be of length at most|C2|

2.)
The notion of indistinguishability obfuscation may not seem intuitive at first. To begin to see why

it is a useful definition, we now show that it is equivalent to asemantic definition of obfuscation. To
achieve this, we first need to properly define functional equivalence for state ensembles. If we fix a
quantum translator(O,J), then the QPTJ defines a way to implement functionality via states. We then
say that two state ensemblesRX andSX are functionally equivalent if

∥

∥Jρx −Jσx
∥

∥

⋄
≤ negl(|x|)

for all but finitely manyx∈ X, ρx ∈ RX andσx ∈ SX . In this case, we will writeRX
∼=J SX . This allows

us to compare the relative strengths of one obfuscated ensemble versus another, as follows.
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Definition 10. A quantum statistical (resp., computational) best-possible obfuscator is a quantum
translator (O,J) such that for any QPTA there exists a QPTS with the following property: for ev-
ery circuit ensembleCX and any uniform state ensembleRX which is functionally-equivalent toO(CX)
and has same-size states8, we have thatA(O(CX)) andS(RX) are statistically (resp., computationally)
indistinguishable.

This definition captures the relative “leakage” of the obfuscated state ensemble: among all functionally-
equivalent state ensembles (i.e., potential obfuscations), the best-possible obfuscation is the ensemble
that leaks the least. From this point of view, we think ofA as a “learner” which tries to learn something
from the obfuscated ensemble, andS as a “simulator” which can learn the same thing asA, but from any
other functionally-equivalent ensemble.

Proposition 1. Let(O,J) be a polynomial-time quantum translator. Then(O,J) is a quantum statistical
(resp., computational) best-possible obfuscator if and only if it is a quantum statistical (resp., computa-
tional) indistinguishability obfuscator.

Proof. First, let(O,J) be a best-possible obfuscator. SetA to be the trivial learner which simply imple-
ments the identity operator, and letS be the corresponding simulator. LetC andD be two functionally-
equivalent circuit ensembles with same-size circuits. Note that their obfuscations are functionally-
equivalent (i.e.,O(C)∼=J O(D)) same-size ensembles. By two applications of the best-possible property
(one on the left, and one on the right), we get

O(C) =A(O(C))≈ S(O(D))≈A(O(D)) = O(D) ,

where≈ denotes the appropriate form of indistinguishability (statistical or computational.) It follows
that(O,J) is an indistinguishability obfuscator.

For the other direction, let(O,J) be an indistinguishability obfuscator. Given a learnerA, define a
simulatorS as follows. Let(C,R) be a (circuit, ensemble) pair as in the best-possible definition. Since
R is a uniform state ensemble, there is a corresponding circuit ensembleD for preparing it. Given a
circuit D ∈ D and the corresponding circuitJ ∈ J of the interpreter, we can then build a circuitD ◦ J
which is functionally equivalent to the corresponding circuit C ∈ C (by the definition of a quantum
translator.) LetD◦J be the corresponding circuit family, and defineS(R) = S(O(D◦J)). Now, by the
indistinguishability property,O(C)≈ O(D◦J), from which it follows that

A(O(C))≈A(O(D◦J)) = S(R) ,

as desired.

We remark that the forward implication did not require the obfuscator to be efficient.

4.3 Impossibility of statistical obfuscation

In this section, we show that efficient perfect or statistical indistinguishability obfuscation is impossible.
We begin by recalling the following computational problemsabout distinguishability of circuit ensembles
and state ensembles, and some relevant complexity-theoretic results.

Problem 1. Circuit distinguishability.
Input: two quantum circuits C and D; parameterε > 0.
Promise:‖C−D‖⋄ is greater than2− ε or less thanε.
Output: YES in the former case and NO in the latter.

Problem 2. Quantum State Distinguishability.
Input: m-qubit quantum circuits C0 and C1, positive integer k≤ m and parameters a,b with a< b2.
Promise: letρi = Tr(k+1,m)[Ci |0m〉〈0m|C†

i ]; then‖ρ0−ρ1‖tr is greater than b or less than a.
Output: YES in the former case and NO in the latter.

8meaning that, for eachx∈ X, the corresponding states in the two ensembles have the samenumber of qubits.

26



Theorem 8. [34] The problemCircuit distinguishability is QIP-complete for everyε > 0.

Theorem 9. [36] The problemQuantum State Distinguishability is QSZK-complete.

The following theorem is a straightforward matter of assembling the above results together with the
definition of indistinguishability obfuscation.

Theorem 10. If there exists a polynomial-time quantum statistical indistinguishability obfuscator, then
PSPACE is contained in QSZK.

Proof. We will actually show QIP⊂ BQPQSZK; since BQP is contained in QSZK and QIP = PSPACE [30],
the result will follow. We will solveCircuit distinguishability using a subroutine that solvesQuantum
State Distinguishability. Given the classical descriptions ofC andD, we run the obfuscatorO on both
to get statesO(C) andO(D). Now we apply the subroutine, and output its result.

Note that, ifC andD are elements of a pair of functionally-equivalent circuit ensembles, thenO(C)
andO(D) will be indistinguishable and the subroutine will output YES. On the other hand, ifC andD
are far from being functionally equivalent, then there exists some input on which they differ significantly.
It follows thatO(C) andO(D) must be distinguishable; if they were not, thenJO(C) andJO(D) would be
functionally equivalent, contradicting the translator conditions in the definition of the obfuscator.

In addition, we can prove an impossibility result for the case of statistical obfuscators which can only
obfuscate unitary circuits. We first recall theIdentity Check problem. Given anm-qubit stateρ and
indicesl ,k ≥ 0, we let Trl ,k[ρ ] denote the result of tracing out qubitsl throughk of ρ . We adopt the
convention that nothing is traced out (i.e., Trl ,k[ρ ] = ρ) if l > m.

Problem 3. Identity Check.
Input: an n-qubit unitary quantum circuit C and parameters a,b so that b−a≥ 1/poly(n).
Promise:minα ‖C−eiα I‖ is less than a or greater than b.
Output: YES in the former case and NO in the latter.

Theorem 11. [31] The problem Identity Check is coQMA-complete.

Theorem 12. If there exists a polynomial-time quantum statistical indistinguishability obfuscator for
unitary circuits, then coQMA is contained in QSZK.

Proof. We will actually show coQMA⊂ BQPQSZK; since BQP is contained in QSZK, the result will
follow. Let a andb satisfyb− a = 1/poly(n). We will solve Identity Check using a subroutine that
solves Quantum State Distinguishability.

LetC be the input, i.e., a classical description of ann-qubit quantum circuit. Create an identity circuit
D with an equal number of inputs asC, and of equal length toC. Let OC be a circuit that initializes a
register with the classical state|C〉 containing the classical description ofC, and applies the circuit of
O which corresponds to the input length|C|. Likewise, letOD be a circuit that initializes a register
with the classical state|D〉 containing the classical description ofD, and applies the circuit ofO which
corresponds to the input length|D|= |C|. Note that, after tracing out ancillas, the outputs of thesecircuits
are given by

Tranc.
[

OC|0〉〈0|O
†
C

]

= O(C) and Tranc.
[

OD|0〉〈0|O
†
D

]

= O(D) .

Now apply the subroutine for solving quantum state distinguishability to the pair(OC,OD). If it says
“close”, we output YES; otherwise we output NO. Let’s show that this has solved(a,b)-identity-check.
Note that the statesO(C) andO(D) must have the same number of qubits, and denote that number bym.

• completness.In this case, the obfuscated states satisfy‖O(C)−O(D)‖tr ≤ α. By the definition of
the induced trace norm, this implies that‖Jn

O(C)−Jn
O(D)‖⋄ ≤ α. By functional equivalence forC

andD and the triangle inequality, it follows that‖UC−UD‖⋄ = ‖UC− I‖⋄ ≤ α, as desired.
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• soundness.In this case, the obfuscated states satisfy‖O(C)−O(D)‖tr ≥ β . We claim that this
implies‖UC−UD‖⋄ > b. Suppose this is not the case, i.e., that these operators arein fact close;
then by the indistinguishability property, it would followthatO(C) andO(D) are close as well, a
contradiction.

The above amounts to a BQPQSZK protocol for a coQMA-hard problem, thus placing coQMA in QSZK.

4.4 Application: quantum witness encryption

We now give an interesting application of the surviving caseof quantum indistinguishability obfuscation,
i.e., the computational variant.

The classical idea of witness encryption was first studied in[20]; its connection to indistinguishability
obfuscation was first considered in [19]. In the quantum case, we set up the problem as follows. Suppose
Alice wishes to encrypt a quantum stateρ , but not to a particular key or for a particular person; instead,
the encryption is tied to a challenge question, and anyone that can answer the question correctly can
decrypt the plaintext. The question will be of a particularly quantum nature: a correct answer will be a
quantum state, e.g., the ground state of some Hamiltonian.

More formally, we consider a QMA languageL, and would like to enable Alice to encrypt her state
ρ using a particular problem instancex. If x is a “yes” instance, then we’d like to allow Bob, who holds
a witness state, to be able to decrypt Alice’s message. On theother hand, ifx is a no instance, then
we demand that no QPT can distinguish between encryptions ofany two quantum states on the same
number of qubits. Interestingly, the definition says nothing about the case wherex is a yes instance but
a witness is not known. While this may seem counterintuitive, the classical primitive has a number of
natural applications (e.g., public-key encryption and identity encryption, see [20]). It is likely that the
quantum primitive has the same or similar applications, butwe will not explore that question here.

We now show that witness encryption for QMA is possible, assuming the existence of a quantum
computational-indistinguishability obfuscator. It is well-known (see, e.g., [26]) that QMA contains lan-
guagesL which have a poly-time uniform circuit familyCL with completeness 1−2−Ω(n) and soundness
2−Ω(n). Given an instancex of such a languageL, and a quantum stateρ , consider the quantum circuit
Qx,ρ (σ), which runs the appropriate circuit fromCL and outputsρ on accept, and|0n〉 otherwise. We
claim the computational-indistinguishability obfuscationO(Qx,ρ) is a valid witness encryption forL and
ρ . Correctness of decryption is clear, since the ability to provide a valid witness forL allows Bob to
useO(Qx,ρ) to obtain Alice’s stateρ . Of course, ifx is not in L, then no witness will suffice; more
precisely,‖Qx,ρ1 −Qx,ρ2‖ ≤ 2−Ω(n) for any two quantum statesρ1,ρ2 on the same number of qubits.
By the indistinguishability condition ofDefinition 9, the obfuscation ofQx,ρ1 will be computationally
indistinguishable from the obfuscation ofQx,ρ2.

5 Conclusion

5.1 Open problems

The central remaining open problem is whether quantum-mechanical means of obfuscation are possible,
within the restricted framework placed by our results. In the classical setting, it is known that black-box
obfuscation and statistical obfuscation are impossible; on the other hand, it is generally believed that
computational-indistinguishability obfuscation can be achieved. In the quantum setting, on the other
hand, much less is known. Although our results place some significant restrictions, several possibilities
remain. For example, it is conceivable thatinformation-theoretically secure black-box obfuscationof a
program is possible using quantum-mechanical means. Moreover, such a construction may even enable
the user to use the obfuscated state to evaluate the program apolynomial number of times. Such an
obfuscator would be tremendously powerful, and would be another example of quantum supremacy in
the world of cryptography. It is difficult to imagine how suchan obfuscation would function for arbitrary
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quantum programs (due to restrictions placed by the monogamy of entanglement); it is perhaps more
reasonable to imagine it for classical functions. In that case, one could imagine using the state to perform
the computation, then copying the (classical) output of theprogram, and restoring the obfuscated state
by undoing the unitary circuit.

In the indistinguishability setting, constructions for obfuscating quantum programs are not known. It
is conceivable that classical ideas (such as those in [19]) can be translated to the quantum setting. How-
ever, a key ingredient in [19] is fully-homomorphic encryption, which is yet to be achieved quantumly—
although significant progress in this direction was recently made by Broadbent and Jeffery [14].

In terms of applications, our results raise another interesting question: what applications can we envi-
sion for obfuscators whose outputs are not cloneable or reproducible? Many of the standard applications
are restricted in the case. On the other hand, one may be able to design applications where the inability
to copy the obfuscator’s output is a desired feature. In fact, one can imagine quantum obfuscators where
the number of executions is highly limited in a manner analogous to one-time programs (see, e.g., [15]);
this could also be of use in cryptographic settings.
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