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We consider two-way continuous-variable quantum key distribution, studying its security against
general eavesdropping strategies. Assuming the asymptotic limit of many signals exchanged, we
prove that two-way Gaussian protocols are immune to coherent attacks. More precisely we show
the general superadditivity of the two-way security thresholds, which are proven to be higher than
the corresponding one-way counterparts in all cases. We perform the security analysis first reduc-
ing the general eavesdropping to a two-mode coherent Gaussian attack, and then showing that the
superadditivity is achieved by exploiting the random on/off switching of the two-way quantum com-
munication. This allows the parties to choose the appropriate communication instances to prepare
the key, accordingly to the tomography of the quantum channel. The random opening and closing
of the circuit represents, in fact, an additional degree of freedom allowing the parties to convert, a
posteriori, the two-mode correlations of the eavesdropping into noise. The eavesdropper is assumed
to have no access to the on/off switching and, indeed, cannot adapt her attack. We explicitly prove
that this mechanism enhances the security performance, no matter if the eavesdropper performs
collective or coherent attacks.

PACS numbers: 03.67.Dd, 03.65.-w, 42.50.-p, 89.70.Cf

Introduction

Quantum Key Distribution (QKD) [1] is today one of
the most advanced quantum technologies among those
emerged from the fundamental research in quantum in-
formation. Rapidly progressing towards practical im-
plementations [2], the interest in QKD is motivated by
the promise of achieving efficient distribution of cryp-
tographic keys over insecure channels. In fact its main
goal is to provide an information-theoretic secure strat-
egy to share cryptographic keys in order to replace the
current computationally-secure solution |4], which has
been proved to be vulnerable [3] to attacks by quantum
computers.

The typical scenario involves two parties, Alice and
Bob, who want to share a secret message over an insecure
channel [5] . To achieve this goal they encode classical
information in non-orthogonal quantum states, which are
sent over a noisy quantum channel under control of an
eavesdropper, Eve. The standard assumptions to analyze
the security of QKD protocols are the following: Eve
is computationally unbounded, but has no-access to the
parties’ private spaces [2,[5] and, most importantly, she is
restricted by the no-cloning theorem [6]. The distribution
of private keys is possible because any attempt to extract
the encoded information unavoidably introduces noise on
the quantum states. Monitoring this noise the parties can
quantify how much Eve has learnt on the secret key and,
consequently, apply classical error correction and privacy
amplification protocols reducing Eve’s information to a
negligible amount. Once they have distilled such a key,
the parties can safely use the one-time pad protocol. In
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case the level of noise is too high, above the security
threshold, they can abort the protocol (denial of service).

The first theoretical proposals for QKD protocols have
been designed for discrete variables (DV) [1] systems.
Today several remarkable implementation of DV-QKD
have been achieved in both fibers [7] and free space [§].
Beside this approach, several protocols exploiting quan-
tum continuous-variable (CV) systems have been put for-
ward [9-14]. In CV-QKD [15] the information is encoded
in quantum systems with continuous spectra (infinite-
dimensional Hilbert space), and a special attention has
been devoted to Gaussian CV systems [16].

Gaussian CV-QKD has been achieved in in-field imple-
mentations [17], with practical performances comparable
to those of DV-QKD, despite the latter appears to be
more robust for long-distances. The result of Ref. [17]
has been possible combining efficient reconciliation pro-
tocols [11], post-selection |18] techniques and efficient
classical compression codes [19]. The interest in opti-
cal CV systems, for quantum information purposes, is
now growing, boosted mainly by the natural properties of
these systems: relatively cheap experimental implemen-
tation, higher rates, broadband detection techniques [20],
and the possibility of exploiting a wide range of frequen-
cies |21, 22]. These natural properties make CV-QKD a
promising candidate for future practical real-world imple-
mentations, especially in the mid-range distances like the
metropolitan areas where high rates are desirable |23].

Today, many theoretical efforts are devoted to the de-
sign of device independent (DI) QKD protocols [24, [25].
Despite recent remarkable results, the practical imple-
mentation of this approach remains still difficult [26-28].
Very likely the next generation of end-to-end quantum
networks will use the recently introduced |29, 130] mea-
surement device independent QKD (MDI-QKD) which
allows the distribution of cryptographic keys preserving
the protection against the most typical side-channel at-
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tacks, without the need to pass a Bell test (see Ref. [29]
for a general security analysis). Recently a very high-rate
CV-MDI QKD protocol has been proposed and tested in
a proof of principle experiment [23, 131, 32].

Alongside the study of end-to-end QKD, it is also of
great interest the design of more robust point-to-point
QKD schemes improving the security performances of
CV-QKD in noisier environments [14] or able to exploit
trusted noise [33] to implement QKD at different frequen-
cies [21)]. In this regard, the two-way protocols [14], where
the parties make a double use of the quantum channel
to improve the tolerance to noise, show higher security
thresholds than the one-way counterparts. This idea has
been also extended to thermal QKD [34]. Also note that
the two-way protocols have been developed for DV-QKD
[35, 36] and can be used for direct quantum communica-
tion [37, 138].

The main result in this work is the explicit study
of the asymptotic security of two-way Gaussian proto-
cols against coherent attacks, and the proof that these
schemes are in fact immune to this eavesdropping. The
general strategy to achieve this goal follows a previous in-
sight [14] and can be summarized as follows (see Fig. [II):
The parties randomly switch ON or OFF the two-way
communication line, and they post-select the OFF in-
stances if they detect the presence of coherent attacks,
otherwise they use the ON instances. We explicitly study
the security threshold of the OFF configuration against
two-mode coherent attacks, which are the residual eaves-
dropping after de Finetti reduction. Our approach al-
lows us to prove that the superadditivity of the two-way
thresholds is a general feature. This result can also be
understood noting that the ON/OFF switching activates
an additional degree of freedom, exclusive to the parties,
which can be used to convert (a-posteriori) Eve’s corre-
lations into a noise on which Eve has no control.

Results

The Scheme

In Fig. 0l we describe a two-way quantum communi-
cation protocol. We focus on use of coherent states, for
the encoding, and heterodyne detections for the decod-
ing [10, [14]. Bob prepares a Gaussian-modulated refer-
ence coherent state with density matrix p(8), and use
the quantum channel to transmit it to Alice who, ran-
domly, decides to close (case ON) or open (case OFF)
the quantum communication. Let discuss the two cases
in detail.

Case ON: Alice encoding is performed by applying a
Gaussian-modulated displacement D(«) on the reference
state p(f), obtaining a new coherent state with density
matrix p(a + /). This is sent back to Bob who performs
heterodyne detection on the received state p(« + 3), and
applies classical post-processing in order to subtract the
reference variable 5 and derive Bob’s estimate (3 of Alice’s
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FIG. 1: Two-way CV-QKD protocol. Steps: forward, Bob
prepares coherent states of amplitude 8 and density matrix
p(B) and sends them through the noisy channel. Using the
circuit in ON configuration, Alice applies a random displace-
ment D(a) on p(f5) encoding information in the amplitude a.
Backward, Alice then sends the quantum state p(a+8) to Bob
who applies heterodyne detection with outcome v ~ o + 3,
and applies classical post-processing to subtract the reference
amplitude g to recover a. In OFF configuration, the circuit
is opened at Alice’s station. She applies heterodyne detection
on the reference state, obtaining the variable a. She then pre-
pares a new coherent state p(a’) which is sent back to Bob
who heterodynes this state obtaining the variable 5’. During
the quantum communication Eve, as well as Bob, does not
know which setup of the circuit has been adopted. For this
reason, she is forced to attack both communication steps, and
cannot adapt her attack to the ON/OFF setup.

variable a.

Case OFF. Alice applies heterodyne detection on the
reference state p(/) with outcome «. Then, she prepares
a new Gaussian-modulated coherent state p(«’) which is
sent back to Bob, who heterodynes it with outcome 3.
After this, the parties can use the two pairs of variables
{a, 8} and {o’, B’} to prepare the key.

We note that, during the quantum communication,
both Bob and Eve do not know the configuration
adopted. This information is shared during the phase
of parameter estimation and is part of the classical com-
munication performed by Alice over the public channel.
In the following we focus on the use of reverse reconcil-
iation (RR) |11, [16] (direct reconciliation is discussed in
the supplemental material). With the quantum commu-
nication in ON, the RR corresponds to Alice inferring
Bob’s final outcome variable 8. With the circuit in OFF,
the RR corresponds to Bob estimating Alice’s variable
a during the forward stage, followed by Alice estimating
Bob’s detection variable 3.

As described in Ref. [14] the advantage of having the
ON/OFF switching is that this degree of freedom can be
used to post-select the data in order to prepare the key.
After the channel tomography they can determine which
attack has been performed and in which status of the



circuit. Then they keep data from case ON when they
detect a collective attack, while they use data exchanged
with the circuit in OFF when the attack is coherent.

Security analysis and attack reduction

We study the security of the scheme assuming the
asymptotic limit of many uses of the quantum channel,
N > 1. In the worst-case scenario the eavesdropper at-
taches ancillary quantum systems, F, to each exchanged
signal, and process the FJ}’s by a global coherent unitary
operation. The ancillary output modes are stored in a
quantum memory (QM), and coherently measured after
the classical communication between Alice and Bob at
the end of the protocol. Such an eavesdropping defines a
general coherent attack.

The parties can now reduce the complexity of the pre-
vious scenario, by applying symmetric random permuta-
tions [41] of their classical data. This allows them to get
rid of all the correlations between distinct instances of
the protocol. It is then clear that, in the case of two-way
communication, the de Finetti symmetrization provides
a residual two-mode coherent attack, where the only sur-
viving correlations are those between Fy and Es, used by
Eve in each single round-trip. These ancillary modes are
mixed with the forward and backward signals by means
of beam splitters. Note that we can rid of additional
modes e because we work in the asymptotic limit and
we bound Eve’s accessible information using the Holevo
function [39]. Finally, a further simplification comes from
the extremality of Gaussian states |[16], which means that
we can restrict Eve’s input pg, g, to be a Gaussian state.

The Gaussian attack is collective, when FE;, F, are
uncorrelated, or two-mode coherent when they are corre-
lated. Studying this second case with the circuit in ON
and in DR, Ref. [40] found that optimal two-mode attacks
exist which can reduce the security performances of the
two-way protocol below the one-way threshold. Here we
show that, using the scheme with the ON/OFF switch-
ing, and post-selecting the optimal key-rate accordingly
to the attack detected, the parties can overcome this
problem. The security analysis is performed according
to the setup shown in Fig. 2] where Fig. Rla) refers to
collective attacks, while Fig. (b) refers to two-mode co-
herent attacks. In the latter case, the security analysis
is performed in the entanglement based (EB) representa-
tion [11, [16].

Description of the two-mode Gaussian attack in the EB
representation

In EB representation both Bob and Alice remotely pre-
pare coherent states on the travelling modes Bj and A}
by using two-mode squeezed vacuum states, described by

covariance matrices (CMs) of the following form
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on which they apply heterodyne detections on the respec-
tive local modes By and As. The parameters pg = p+1,
and pp = p+1 describe the variance of the thermal state
injected by Alice and Bob, respectively. The two travel-
ling modes, By and A, are mixed with Eve’s modes, F;
and F», on two identical beam splitters, with transmissiv-
ity T'. Eve’s input state pg, g, is a zero mean, two-mode
correlated thermal state, with CM

wl G .
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where w > 1 gives the variance of the thermal noise in-
jected, while g and ¢’ describe the correlations between
the two ancillas.

Note that the double use of the channel corresponds to
a sequential use of the same communication line (optical
fibre), so it is reasonable to consider a symmetric channel
(T and w are the same during the forward and backward
communication). The correlation parameters g and ¢’
must fulfill the following constraints

9| <w, |¢'| <w, w499 —1>wlg+d|, (4)

in order to certify that Vg, g, is a bona fide CM. If ¢’ = g,
we must have 1 —w < g < w — 1, with the two extremal
conditions corresponding to £ and E5 sharing maximal
separable correlations [42, [43]. If ¢’ = —g the ancillas
share non-separable correlations. The Eq. [ ) provides
the bound —vw? — 1 < g < Vw? — 1, with the extremal
values corresponding to maximally entangled states. Fi-
nally, if g = ¢’ = 0, the two ancillas are not correlated,
and the two-mode attack collapses to a standard collec-
tive one, based on two independent entangling cloners.

Key-rates and security thresholds

We compute now the secret-key rate R := I—Ig, where
I is Alice-Bob mutual information, and Iz is Eve’s ac-
cessible information. In the asymptotic case N > 1, Ig
can be replaced by the Holevo information x. Hence we
write

R:=1-x. (5)

The goal of the security analysis is the computation of
the bound y, which is defined as

XZ: SE_SE|x- (6)

The functional Sg is the von Neumann entropy, relative
to Eve’s quantum state pg, and Sg|x is that correspond-
ing to pg|x, which describes Eve’s sate conditioned on the
outcomes of the measurements performed by the parties.
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FIG. 2: Panel (a) shows the two-way scheme in ON configuration. This is used against collective Gaussian attacks, typically

implemented by means of two independent entangling cloners.

Each beam-splitter has transmissivity 7', and Eve mixes the

ancillas F] and Ej with the signals modes By and A Panel (b) describes the OFF configuration, whose security is studied
against two-mode Gaussian attacks. In this case we study the security of the scheme in the entanglement based representation.

Against collective attacks, the parties use the protocol
in ON, and we have the following ON key-rate

RON = ION(a . g) — XON(E . B) (7)

By contrast, against coherent attacks, they use the circuit
in OFF, for which we have the following OFF key-rate

Rorr = Iorr — XOFF, (8)

where

: B) "ZIOFF(CY/ :3) 9)

is the mutual information averaged over the forward and
backward use, and

IOFF(Oé

Iorr =

XOFF = 8AB — SAB|a,p’ (10)

is computed on Alice and Bob’s output state pap.
Thus, for collective attacks we select the ON key-rate
Ron, while for coherent attacks we select the OFF key-
rate Rorppr. Both these key-rates are function of chan-
nel parameters, i.e., transmissivity 7' and excess noise
N := (1 —-T)(w —1)/T (which gives the extra noise on
the channel with respect the vacuum shot-noise). The
OFF key-rate, Ropr, is also function of the correlation
parameters g and g’. Therefore, once we have R, we find
the security thresholds solving the following equation

R(T,N,g,¢') = 0. (11)

This condition provides threshold curves of the type N =
N(T,g,¢’) which simplifies to N = N(T') for collective
attacks.

Formulas for the key-rates

The computation of the secret-key rates can be
performed using the mathematical tools described in

Ref. [16]. From the knowledge of the CM describing the
total and conditional states, we can compute the von
Neumann entropies and finally the key rates. For the
protocol with coherent states and heterodyne detection
we find the following key-rates

2T(1 + T)

R =log—mF+——"— h — 2h(w 12
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In the previous formulas, the symplectic eigenvalues
U; are computed numerically and we define A := T? +
(1—T*w and A :== T + (1 — T)w. It is of particular

interest the OFF key-rate of Eq. (I3), from which we
notice that one can recover the one-way key-rate in the
case of collective attacks (g = ¢’ = 0). The expressions of
the total and conditional symplectic eigenvalues can be
computed analytically for large modulation, being equal
to

ve =V (wEg)(w*g), (14)
ﬂ;t*)\/[)\i-l—l—j;[/i-i-l—T)]’ (15)

where Ay = TH+(w=xg)(1-T) and X, = T+(wtg')(1-T).

Protocol with coherent states and homodyne
detection

Here we give the key-rate R for the two-way protocol
with coherent states and homodyne detection. The only



change with respect to the previous scheme is clearly the
use of homodyne detection for decoding. With the circuit
in ON, Bob prepares coherent states, randomly displaced
by Alice and finally homodyned by Bob. With the proto-
col in OFF, Bob prepares coherent states and Alice per-
forms homodyne detection. Then she sends back newly
prepared coherent states which are homodyned by Bob.
After some algebra, we obtain the following analytical
expressions for the key-rates

1, T?°+w+T3w-1)

Ron = 5 log (T T)A + h(7) = h(w),
(16)
- 1 V(- g?)w? —g?) h(vi)
Rorr = 510g 1-Th - 27 - (17)

In the ON key-rate of Eq. (I6]), used against collective
attacks, the asymptotic symplectic eigenvalue © can be
computed analytically as

_ w4+ T?w(1 = T)+ T3]
B T2 +w+T3w—1)

By contrast, the OFF key-rate of Eq. (7)) is exploited
under coherent attacks, and the total symplectic eigen-
values v; are the same as given in Eq. (I4). The details
to obtain Eqs. (I6) and (IT7) can be found in the sup-
plemental material, where we also include the secret-key
rates computed in DR.

Discussion

The security analysis of the thresholds coming from
Eqs. (I2) and ([@3) is summarized in Fig. Bl In partic-
ular, the security threshold for the ON configuration is
confirmed [14] to be superadditive in Fig. Bl(top-left). The
black-solid line corresponds to the ON threshold, which
is clearly above the threshold of the one-way protocol
(dashed line). This comparison is done against collec-
tive attacks. The top-right panel of Fig. Bl shows the
security threshold for the OFF configuration in the pres-
ence of several two-mode attacks with different values of
the correlation parameters ¢ = ¢’. The curves labeled
(a)-(d) corresponds to the points in Fig. Bl (bottom-left).
For example, the red curve (a) describes coherent attacks
performed with maximally entangled states. The curve
(b) describes attacks with ¢ = g = £(w — 1), and the
curve (c) corresponds to ¢ = —g = £(w — 1). Finally,
the dashed curve (d) corresponds to the center of the cor-
relation plane, where the OFF threshold coincides with
the one-way threshold. Thus, we see that for any value
of Eve’s correlation parameters, g and ¢’, Alice and Bob
can always post-select an instance of the two-way proto-
col (ON or OFF) whose threshold is strictly greater than
that of the corresponding one-way protocol.

1.0F

04f 0.4f50403
4 01 02
02 0.2 0(‘ J’/r\\\m
> //bl ]
! d ! ol
0.0 0.0
g i g 005 \
-0.2¢ -0.2r oo%\\\/j ?’2
or)
-04f ~ —0.4f 0y,
04 -02 00 0.2 0.4 -04 -02 00 0.2 0.4

FIG. 3: This figure summarizes the results for the protocol
with coherent states and heterodyne detection, whose rates
are given in Eqs. (I2) and (I3). The top panels describe the
security thresholds, in terms of tolerable excess noise N versus
transmissivity 7. In the top-left panel, we consider collective
attacks and we compare the ON two-way threshold Rony = 0
(black solid line) with the threshold of the one-way protocol
(dashed line). In the pink region the two-way protocol is
secure, while the one-way counterpart is not. In the top-
right panel, we consider coherent attacks and we compare the
OFF two-way threshold (a)-(c) with respect to the one-way
threshold (d). In particular, curve (a) is obtained for g =
+vw? — 1, i.e., Eve using maximally entangled states; curve
(b) considers the case ¢’ = g with g = £(w — 1); and curve
(c) refers to ¢’ = —g and g = +(w — 1). Note that curve (d)
coincides with the OFF threshold against collective attacks, in
which case the protocol is used in ON. The same labels (a)-(d)
are used in the bottom-left panel, which describes the various
attacks on the correlation plane (g,g’), obtained setting w ~
1.097 in the constraint of Eq. ({@). Finally, in the bottom-right
panel, we plot the OFF key-rate against coherent attacks (red
lines), compared to the quantum mutual information (black
lines) describing the correlations of Eve’s ancillas. We set
T = 0.3 and w ~ 1.097, so that the one-way rate is ~ zero.
We see that the OFF key-rate is always strictly positive and
it increases for increasing correlations in the attack.

Finally, Fig. Bl (bottom-right) describes the connection
between the OFF key rate and the amount of correlations
in Eve’s ancillas, as quantified by the quantum mutual
information. We can see that the OFF key rate not only
is positive (while the one-way rate is always zero) but
it also increases with Eve’s correlations, which are con-
verted into noise by the OFF configuration. Thus, the
ON/OFF switching, together with the post-selection of
the correct instances, allows one to implement two-way
CV-QKD in a way which is not only secure, but also more
robust to excess noise with respect to one-way protocols



under completely general attacks.

Methods

A detailed description of the methods can be found in
the supplementary material. The security analysis of the
protocol has been performed in the entanglement based
representation for the case OFF, so that we could com-
pute the Holevo bound from the study of Alice-Bob CM.
For the case ON in RR, we started from the output co-
variance matrix of Eve, to compute the total von Neu-
mann entropy. We then computed the conditional von
Neumann entropy completing Eve’s covariance matrix
with the Bob’s mode on which we applied the hetero-
dyne or the homodyne measurement, accordingly with
the case studied.

Conclusions

In this work we have studied the security of two-way
CV-QKD addressing, explicitly, the superadditivity of its
security threshold against coherent attack. To the best
of our knowledge this represents the first attempt of such

a complete study for direct point-to-point two-way pro-
tocols. Our security analysis is obtained assuming the
asymptotic limit, i.e., large number of signals exchanged
and large modulation. This allowed us to find closed for-
mulas for the secret-key rates, from which we have proved
that the two-way Gaussian protocols are more robust to
excess noise than their one-way counterparts in both col-
lective and coherent attacks.

For this property, it is crucial the random ON/OFF
switching of the protocol, so that the eavesdropper’s cor-
relations are under control of the parties and they are
transformed, if needed, into useless noise. Our analysis
contributes to the general understanding of the security
properties of two-way protocols and is useful to extend
CV-QKD to regime with high excess noise. Future devel-
opments could involve the study of this ON/OFF switch-
ing strategy in more complex quantum communication
scenarios.
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Supplemental Material for “General immunity and
superadditivity of two-way Gaussian quantum

cryptography”

This supplemental material gives the details of the cal-
culations for the security analysis of the protocols de-
scribed in this work, and includes also the key-rates cal-
culated for two-way protocol used in direct reconciliation
(DR), which has not been discussed in the main body.
We underline that compared to the one-way protocol, the
two-way presents a richer number of cases which need to
be analyzed. The protocols are named with respect to
the preparation and detection scheme adopted. Here we
discuss the protocol with coherent states and heterodyne
detection, and with coherent states and homodyne detec-
tion. Each one of previous cases can be implemented in
DR as well as reverse reconciliation (RR), and here we
give the results for both reconciliation schemes.

Secret-Key Rate and symplectic analysis

The secret-key rate quantifies the gap between Al-
ice and Bob’s mutual information and the information
shared between Eve and the parties. Which parties’ vari-
able(s) has(have) to be considered depends on the setup
of the protocol (one-way, two-way, ON or OFF) and, in
general, from the reconciliation protocol employed.

For instance consider the one-way protocol. We as-
sume that Alice sends a modulated coherent state with
amplitude a to Bob, who receives a noisy version of this
state, whose amplitude is 3. The parties can then obtain
two distinct secret-key rates defined as follows

R” :
RY:

(a:

1
I

(«

The first describes the key-rate in DR, while the second
the RR. The function I is the classical mutual informa-
tion quantifying correlations between Alice’s variable, «,
and Bob’s variable, 5. For each quadrature measured,
and used to encode information, the mutual information
is given by the following general signal-to-noise ratio

1 Vv

I= 5 log Vo (S3)
where V is the variance of the variable used to prepare the
key, and V¢ the conditioned variance of this statistical
variable after the measurement performed by the parties.

In the asymptotic limit of many uses of the quantum
channel we can bound Eve’s accessible information by
the Holevo function, which is given by

x(e:x):=8(e) — S(e|x). (S4)

The function S(.) describes the von Neumann entropy
which, for Gaussian quantum systems, has a simple form



given by

§=3" hiw), (35)

k
with the entropic function h(.) is defined as follows

v+ 1 vp+1 v —1
= I — I
h(vi) 5 log — 5 lo

l/k—l
2 )

(S6)

and where the vy’s are the symplectic eigenvalues of the
CM which describes the dynamics of the studied Gaus-
sian quantum system [S1/].

The expression of the von Neumann entropy of Eq. (S6])
can be further simplified exploiting the limit of large sig-
nal modulation, in which case we can write [S1]

h() = log S + 0 (Vik) (S7)

The computation of the symplectic spectra can be done in
prepare and measure configuration, in which case the vy’s
are obtained from the symplectic analysis of Eve’s output
CM or, in case we use the equivalent EB representation,
from Alice-Bob’s CM. This second approach is used in the
following, to study the OFF configurations, i.e., when we
consider coherent attacks.

To compute the symplectic spectrum, we first compute
the appropriate CM V and then, from matrix

M = iQV,

where Q = @] ,&;, with @; the single-mode symplectic

form given by
- _( 01
“im\-10)

we compute the ordinary eigenvalues, which come in
pairs. The symplectic spectrum is obtained taking their
absolute value.

Protocol with coherent states and heterodyne
detection

We start showing how we obtain the ON key-rate for
the protocol with coherent states and heterodyne detec-
tion, which is described in Fig. 2 (a) of the main text. The
security analysis is performed using Eve’s CM, obtained
from the outputs {E1, EY, E2, EY}. From this we obtain
the total von Neumann entropy and, by simple condition-
ing procedure, one can also compute Eve’s conditional
CM. This describes the conditional state PEy B} Ey EY|s
for the protocol in DR. By contrast, to study the pro-
tocol in RR, we complete Eve’s output CM with Bob’s
post-processed output mode B, on which we apply the
heterodyne detection in order to obtain the conditional
CM for this case.

Case ON

Bob sends modulated coherent states to Alice provid-
ing, on average, a thermal state with variance up = pu+1,
where p accounts for the classical Gaussian modulation
on the top of the vacuum shot-noise. Alice applies an
additional random displacement, D(«a), on the states re-
ceived from Bob with modulation variance pony = p > 0.

Mutual information Alice-Bob mutual information
can be computed from the expression of the variance of
post-processed mode (B?), given by

(B?) = [T? + Tuon + (1 - T?)w]I, (S8)

from which, in the limit of large modulation poy = pu —
00, we obtain the signal variance

V=Tpu. (S9)

We then compute the conditional variance from Eq. (S8)
by setting Alice modulation uoy = 0, obtaining

Vo=T*+ (1 -T?w. (S10)

Finally, using Egs. (S9) and (SI0) with the expression of
the mutual information in case of heterodyne detection

V+1
Ve+1’

I :=log (S11)

we obtain the following Alice-Bob mutual information in
the limit of large modulation

Tp
14724+ (1-T?)w’

Ion = log (S12)

Total Covariance Matrix We compute now the CM
of Eve’s output quantum state pg; g gy gy. We arrange
it in the following normal form

A C
where
A — wl T(w?—-1)Z
B T(w?—1)Z U1 ’
B — wl T(w?—-1)Z
- T(w?—-1)Z VI ’
0=
o (032) -
with

(S15)



From Eq. (S8I3]) we easily obtain the total symplectic
spectrum by taking the limits for yoy = 4 — oo and
pp=p+1—00

{V15V25V3V4} - {wawa (1—T)2,U,2} (816)
The latter, used with Eqgs. (S5) and (S7), gives the total
von Neumann entropy

2
Sp = log %(1 — T)2? + 2h(w). (S17)

Conditional CM and Key-rate in Direct Reconcilia-
tion For the DR the conditional CM can be obtained
straightforwardly from Eq. (S13) setting uon = 0 on
both quadratures in the block describing Eve’s output
EY, ie., ¥ in Eq. (§I5). The resulting conditional CM
has the following asymptotic symplectic spectrum

{1,020, 03,04} — {1, 1,0, (1 — T?)u}.

Using Eq. (S18) with Eq. (S8) and (S1), we compute the

conditional von Neumann entropy

(S18)

Spla = 1og§(1 — T%)u+ h(w). (S19)

Now, using Egs. (S17) and (S19) in Eq. (S4), one obtains
the expression of the Holevo bound

pioes

X5N = log

Finally, by subtracting the Holevo function of Eq. (S20)
from the mutual information of Eq. (S12) we get the ON
key-rate in DR

2 T(1+4T)
| — Z
Ron =loe iy (1=

— h(w).

Reverse Reconciliation To study the security of the
protocol in RR, we need to re-compute the conditional
von Neumann entropy for this case. We complete the
CM of Eq. (S13) adding the blocks describing Bob’s out-
put mode B and its correlations with the rest of Eve’s
modes. Then we apply a heterodyne detection on B ob-
tain Eve’s conditional CM after Bob’s measurements. We

then write
vi- (%5 ) (s21)

where

B=[T?+Tu+ (1 — T?)w]I,

T2~ 1)z
_ T(w-1)I
C=vi-T - 1)Z

VT[T (w—1) — I

We then apply the formula for heterodyne detection [S1]
obtaining the following conditional CM

VA=Vp+CB+I)'C7, (S22)

which gives the following conditional symplectic spec-
trum

{1, 9, 3,04} — {1, D0, 3, (1 — T?)pu}. (S23)

Notice that the eigenvalues 71, 75, 73 are asymptotically
depending only on the channel parameters (w,T'), and
are related by the following expression

N+T3+(1-T)1+T?ww
T(1+1) '

D1 =

From the eigenvalues of Eq. (823)), used with Eqs. (S4)),
(S5) and (S7) we obtain the Holevo bound for the RR

e
XOn = log 5(1 — T+ W(y) + h(2) + h(D3),

which, used with Eq. (S12)) in the definition of Eq. (7) in
the main text, gives the secret-key rate for the protocol
used in RR given in Eq. (IZ) of the main text.

Case OFF

We now describe the details of the calculations for the
protocol used in OFF, as described in Fig. 2-(b) of the
main text. In this case we perform the security anal-
ysis considering two-mode coherent attacks, in the EB
representation.

Total Covariance Matrixz and von Neumann entropy

Bob starts from a two-mode squeezed vacuum state,
described by the CM of Eq. () in the main text. Apply-
ing a local heterodyne detection on mode Bj, he projects
the traveling mode B in a coherent state. In the same
way, Alice applies a local heterodyne detection on mode
As, projecting the traveling mode A} in a coherent state.
Finally, we assume that Eve injects the general Gaussian
state described by Eq. (B) in the main text. Since the
total state of Alice, Bob and Eve is pure, we can reduce
ourselves to compute Alice and Bob’s state (having the
same entropy of Eve’s). We then order Alice’s and Bob’s
the output modes as follows { By, Aa, A1, Ba}, and obtain
the following expression

T O

A
vasr = (& g ). (s24)



where the matrix blocks have been defined as follows,

_ /LBI (SI

A=|  pal ;
oI T(up)l

B = 7(ua)l,

5 0

C-= 51 :
(1-T)G

where

the coefficients & and 7(y) have been defined as follows,

=/ Tpp? —1],

(1-T)w+Ty.

5
T(y):
We compute the symplectic spectrum of CM (S24]) and

taking the asymptotic limit, u4 = pp — oo, we obtain
the following analytical expressions

{ve,vs,v4} = {V(wxg)lw*g), (1 =T)u, (1 =T)u},
(526)
which gives the total von Neumann entropy for the case

OFF

(S25)

Sap = log (3)2 (1= T)22 + h(v_) + hivy). (S27)

Conditional covariance matriz and Alice-Bob mutual
information

To obtain the conditional CM in DR we set s = pup =
1, in modes B; and A,. It is easy to verify that the
resulting CM has the following symplectic spectrum

{1717172517+717*}*>{1517 \/AJrA{{-a )‘*AI—}v

where, \p =T+ (wxg)(1-T)and Ny =T+ (wxg')(1—
T). Using these eigenvalues, we compute the following
conditional von Neumann entropy

(S28)

Saplars = h(o4) + h(7-).

The previous equation and Eq. (S21) are then used to
obtain the asymptotic expression of the Holevo function
in DR, which is given by

» _ SaB — SaBjap
Xorp = — 5

—log S(1 - Thut 5 3 Ihlwe) — him)] . (830)
k=+

(529)

The conditional CM corresponding to the RR, is ob-
tained by applying two consecutive heterodyne detec-
tions, starting from CM of Eq. (S24). We first measure

10

mode By and then we apply another heterodyne detec-
tion on mode Az (the order of these two local measure-
ments is of course irrelevant). The resulting conditional
CM has the symplectic spectrum

VIA: + 1 =T\ +1-T)]
= .

v —

These are used to compute the Holevo bound which is
given by

X3rr =log S(1—Thu+ 5 3" [h(s) — (). (S31)
k=%

Alice-Bob Mutual Information and Secret-key rate.

Alice-Bob mutual information is easily computed from
the coefficient 7, given in Eq. (§28). Taking the limit of
large modulation, using the formula defining the mutual
information for heterodyne detections (S11]), and averag-
ing over the double use of the quantum channel we obtain
the following expression

Tp
I =log ——,
OFF g1+A

(S32)
where A = T 4 (1 — T)w. Notice that, differently from
the Holevo bound, the mutual information is independent
from the correlation parameters described by the matrix
G.

Using Eq. (S30) and Eq. (S32)), and after some simple
algebra, we get the analytical expression of the key-rate
in DR

> = —2T l Vi) — h(v
Ropp = log c1—T)(1+4) + kazi[h( k) — h(vk)l,

(S33)
The key-rate in RR of Eq. (I3) in the main text, is ob-
tained using previous Eq. (§31) and Eq. (G32).

Protocol with coherent states and homodyne
detection

In contrast to the protocol analysed in previous sec-
tion, here the decodings are performed by means of ho-
modyne detections. This modifies the expression of the
mutual information and these of the conditional von Neu-
mann entropies.

Case ON

Direct Reconciliation: conditional covariance matrix
The conditional CM in DR is obtained as before. We
start from the total CM of Eq. (813) and we apply the
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Figure S1: This figure summarize the results for the pro-
tocol with coherent states and homodyne detection, whose
rates are given in Eqs. (S39) and (§42)) which are the same
of Egs. (16) and (17) in the main text. The top panels give
the security thresholds in terms of tollerable excess noise N
versus transmissivity 7. In the top-left panel, we consider
collective attacks and we compare the ON two-way threshold
Ron = 0 (black solid line) with the threshold of the one-way
protocol (dashed line). In the pink region the two-way pro-
tocol is secure, while the one-way counterpart is not. In the
top-right panel, we consider coherent attacks and we compare
the OFF two-way threshold (a)-(c) with respect to the one-
way threshold (d). In particular, curve (a) is obtained for
g = £Vw? — 1, ie., Eve using maximally entangled states;
curve (b) considers the case ¢’ = g with g = +(w — 1); and
curve (c) refers to ¢’ = —g and g = 4(w — 1). Note that
curve (d) coincides with the OFF threshold against collective
attacks, in which case the protocol is used in ON. The same la-
bels (a)-(d) are used in the bottom-left panel, which describes
the various attacks on the correlation plane (g,g’), obtained
setting w ~ 1.049 in the constraint of Eq. @) in the main
text. Finally, in the bottom-right panel, we plot the OFF
key-rate against coherent attacks (red lines), compared to the
quantum mutual information (black lines) describing the cor-
relations of Eve’s ancillas. We set T' = 0.2 and w ~ 1.049, so
that the one-way rate is ~ zero. We see that the OFF key-
rate is always strictly positive and it increases for increasing
correlations in the attack.

following conditioning procedure

— 00

laqON =1/n "= 0,

BON = s (S34)

which describes Alice’s effective modulation in order to
describe the measurement of only one quadrature during
the decoding stage (homodyne detection).

Direct Reconciliation: mutual information, Holevo
bound and key-rate The conditioning procedure, de-
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scribed by Eqs. (S34)), can clearly also used to determine
Alice-Bob mutual information. In the present case only
one-quadrature is used to encode the key so Alice-Bob
mutual information is given by the following expression

1 T
—log ——F7—75—.
2 %2 (1- 1w
Eve’s conditional CM is obtained from Eq. (SI3) ap-
plying recipe of Egs. (§34). One easily obtains the con-
ditional symplectic spectrum which, in the asymptotic
limit, is given by
{V;a V;’V:;VZ} - {1,w, \/(1 - T)2(1 - TQ)WM?’}'
(S36)
After some algebra we obtain the following Holevo bound

3 1, (1-T)%u
> — Zlog— ‘T h
XOoN ) 0og (1 — TQ)(AJ + (w)a

Tow = ($35)

which, used with Eq. (838), provides the ON key-rate for
the protocol in DR

T(1+T)w
(1-T)[T?+ (1 -T?)w]

It is interesting to note that plotting the security thresh-
old of the key-rate of Eq. (837), one finds that it provides
a positive key-rate even below 3 dB, which sets the limit
performance of the one-way version of this protocol in
DR.

Reverse Reconciliation: conditional covariance matriz
The security of the protocol is performed repeating the
steps described in previous sections, replacing the het-
erodyne detections with homodyne measurements on B.
Indeed, we apply the following formula

V3 = A — Cc(IIBIN)CT,

to Eq. (S2I). Note that II :=diag(1,0) (diag(0,1)) for
heterodyne on quadrature ¢ (p). We then compute the
symplectic spectrum of CM \73, which we rewrite here
in the following form

~ 1
RY N = 3 log — h(w). (S37)

20 — T3( —
v \/CLJ[71“2++TwCiL Tz(cgw— 1)1)] ’ (S38)
vyl = w,
PP \/(1 —T)3[T% + wT+ T3(w —Dlu*
We then obtain the Holevo bound Xy
1 T(1-T)u

Xon = h(w) —h(P)+ =1
Xon = hw) = h(7) + 3 8 T T T 1)
which combined with the mutual information of Eq. (S33])
gives the ON key-rate in RR of Eq. (@) of the main text,
ie.,
1, T?+w+T3w-1)

e 1
Ron =5 loe =17

with A :==T? + (1 — T?)w.



Case OFF

This case is studied in the EB representation, following
the same steps of the previous OFF case, for both the DR
and RR, replacing the final heterodyne with homodyne
detections. The mutual information is computed aver-
aging over the double use of the quantum channel, i.e.,
using the following definition of the mutual information

forr = = log ——Ft
OFF =75 Z 8 (1-Tw+ Ty,
i=A,B
= 1 T
i =p—+00 12
= —log — S40
5108 7 (540)

where A :=T 4 (1 — T)w.

Direct Reconciliation

The steps to compute the conditional CM have been
discussed previously, so here we just provide the analyt-
ical expressions of the conditional symplectic spectra

o \/(wig/)[ﬂ (w+g)(1—T)]
Nt = Ty )

where we define

Iy =1-T+T(wxg).

Notice that, in previous spectra, the role of the corre-
lation parameters depends on the quadrature measured
by the homodyne detection of the decoding stage. We
obtain the following Holevo bound for the DR

—_

(1-T)u
VI +t(w —1)2 — T%g2

>~<5FF -3 log

12

and the key-rate in direct reconciliation is given by

= 1. T[14+T(w-1)]%-T%
Rorr =g loe < T)[T+<1—T>]

2
-y

where the eigenvalues vy are defined in Eq. (S26)).

Reverse Reconciliation

For the RR, when the homodyne detection is per-
formed on the quadrature ¢, we obtain the following con-
ditional symplectic eigenvalues

By contrast, in case of homodyne detection on p, the cor-
responding eigenvalues can be obtained from Eq. (S41))
by exchanging g «— ¢’. Averaging over the two detec-
tions, we find the following Holevo bound

)

5 h(vg) 1 T(1-T)u
<
XorFF = + 5 log
;;[ 22 7Y -gH)(w?—-g?)

which subtracted to the mutual information of Eq. (S40)
gives the key-rate of Eq. ([ of the main text, i.e.,

V(@ = g3 (W —g?) h(vi)
(1-T)A 25
(S42)

~ 1
RSpp = 3 log
k=+
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