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Abstract—In this work, the role of unidirectional limited
rate transmitter cooperation is studied in the case of the2-
user Z interference channel (Z-IC) with secrecy constraing at
the receivers, on achieving two conflicting goals simultargsly:
mitigating interference and ensuring secrecy. First, the problem
is studied under the linear deterministic model. The achieable
schemes for the deterministic model use a fusion of cooperat
precoding and transmission of a jamming signal. The optimaty

of the proposed scheme is established for the deterministic

model for all possible parameter settings using the outer hands
derived by the authors in a previous work. Using the insights
obtained from the deterministic model, a lower bound on the
secrecy capacity region of the-user Gaussian Z-IC are obtained.

following fundamental questions: (a) how much interfeenc
can be mitigated through rate-limited transmitter coofi@na
when there are secrecy constraints at receivers, and (k)isvha
the corresponding gain in the rate achieved by the cooperati
between transmitters? Answering these questions helps in
understanding the role of cooperation in managing interfee

and ensuring secrecy in multiuser scenarios.

The effect of transmitter cooperation on the secrecy c@ypaci
is closely related to the underlying channel model. The okan
model considered in this paper is the Z-[C [3], [4], which is
one of the important information theoretic channel modkils.

The achievable scheme in this case uses stochastic encodinghe Z-IC, only one of the two transmitters causes interfegen

in addition to cooperative precoding and transmission of a
jamming signal. The secure sum generalized degrees of fresuh
(GDOF) is characterized and shown to be optimal for the
weak/moderate interference regime. It is also shown that th
secure sum capacity lies within2 bits/s/Hz of the outer bound
for the weak/moderate interference regime for all values ofthe
capacity of the cooperative link. Interestingly, in case ofthe
deterministic model, it is found that there is no penalty on he
capacity region of the Z-IC due to the secrecy constraints athe
receivers in the weak/moderate interference regimes. Sittairly,
it is found that there is no loss in the secure sum GDOF for the
Gaussian case due to the secrecy constraint at the receiven
the weak/moderate interference regimes. The results higight the
importance of cooperation in facilitating secure communiation
over the Z-IC.

|. INTRODUCTION

at the unintended receiver, which is also referred to as a
partially connected IC in[[5]. As a practical example, the Z-IC
can model a 2-tier network, where the macro cell user is close
to the edge of the femtocell while the femtocell user is close
the femto base station (BS). Since the macro BS can typically
support higher complexity transmission schemes, it coskl u
the side information received from the femto BS to precosle it
data to improve its own rate and simultaneously ensure cgcre
at the femtocell user. At the receivers, the macro cell user
could experience significant interference from the femtoce
BS, while the femtocell user receives little or no interfeze
from the macro BS, leading to the Z-IC as the appropriate
model for the system. Hence, answering the aforementioned
questions in the context of the Z-IC can lead to useful insigh
in the 2-tier cellular network mentioned above.

The role of cooperation between the transmitters/recgiver
interference limited scenarios has been studied extdpsive A. Prior work
the context of communicatioreliability. However, the effect The IC has been studied extensively with and without
of the cooperation on communicaticecrecy has not been secrecy constraints at the receivers under differenhggsti6]—
well explored, and the ability to cooperate can have a vejg]. However, the capacity region of tReuser Gaussian IC has
different effect on the achievable rates when there is asgcr remained an open problem, even without secrecy constraint,
constraint (e.g., when the transmitted information showdtl except for some specific cases like the strong interference
be decodable at receivers except for the intended receiveime and the very strong interference regimle [Q]] [10]. In
[1], [2]. Therefore, this paper investigates the tensiotwieen [7], an achievable scheme using random binning is proposed
the gain due to cooperation and the loss due to the secréoy the discrete memoryless IC with secrecy constraints at
constraints, on the rates achievable in an interferemsiéeld receivers. AK-user Gaussian IC is considered [d [8], and
communication system. In a system operating under secrelag achievable scheme uses a combination of interference
constrains at receivers, the receivers cannot enhanceothiei alignment along with precoding to ensure secrecy.
rates by decoding and canceling the interference, sinee thilt has been shown that cooperation between the transmitters
does not preserve the communication secrecy. This leatie todr receivers in case of IC can improve the overall perforreanc
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of the system, when there is no secrecy constraint at the
receiver [11]-1B]. However, the effect of cooperation on
managing interference and ensuring secrecy in interferenc
limited scenarios is not well understood. Some of the wamnks i
this direction can be found in][1].14]. It has been showrt,tha
with cooperation, it is possible to achieve nonzero secratgy
in most of the casegven when the unintended receiver has a
better channel compared to the legitimate receiver. The effect
of cooperation on the achievable rates for other commuinicat
models with secrecy constraints can be found_id [15]-[18].
The Z-IC model has also been studied in existing literature
with and without secrecy constraints| [3[,_[19]. [20]. Inl [3]
lower bounds on the capacity region of the Gaussian Z-IC
for the weak and moderate interference regimes are derived2)
In [19], it is shown that superposition encoding with pdrtia
decoding is optimal for a certain class of Z-IC. [n][20], the Z
IC model is considered with secrecy constraints at the vecei
and achievable schemes are obtained for the determiniglic a
the Gaussian model in the weak/moderate interference eegim
For the deterministic model, the secrecy capacity region is
characterized. The role of cooperation in the Z-IC without
the secrecy constraint has been investigated_in [21]-[23].
[21], both the encoders can cooperate through noiseléss lin
with finite capacities and the sum capacity of the channel
is characterized to withir2 bits of the outer bound. The
role of receiver cooperation in Z-IC is investigated in1[22]
[23]. However, the role of limited transmitter cooperatiion
managing interference and ensuring secrecy in case of Z-IC
has not been investigated in the existing literature, and is
therefore focus of this work.

3)

B. Contributions

cooperative precoding to cancel the interference at the
unintended receiver. The secrecy capacity region of the
Z-IC can be characterized without sharing any common
randomness between the transmitters for all values of the
capacity of the cooperative link. This is in contract to the
case of IC, where sharing common randomness between
the transmitters through the cooperative link improves
the performance of the achievable scheme compared to
the case of sharing data bits only in some cases [1]. It is
also shown that the capacity region of the deterministic
Z-IC does not enlarge if the perfect secrecy constraint at
the receiver is replaced with the weak or strong notion
of secrecy.

The achievable scheme for the Gaussian model uses a
combination of stochastic encoding, interference cance-
lation and artificial noise transmission. The novelty in
the achievable scheme lies in fusing stochastic encod-
ing with interference cancelation. In the weak/moderate
interference regime, the secure sum generalized degrees
of freedom (GDOF) is characterized and shown to be
optimal. The secure sum capacity of the Z-IC is also
shown to lie within2 bits/s/Hz of the outer bound in
the weak/moderate interference regime for all possible
values of the capacity of the cooperative link.

The results on the secrecy capacity region of 2he
user Z-IC without cooperation between the transmitters
can be obtained as special case of the analysis for both
the models. Note that, prior to this work, the capacity
region of the Z-IC for the deterministic model with
secrecy constraints was not fully known, even for the
non-cooperating casé [20].

It is shown that limited-rate transmitter cooperation can

] ] . ) _ greatly facilitate secure communication over the Z-IC in

_This work considers the-user symmetric Z-IC with uni- \yeak/moderate and high interference regimes. In case of the
directional transmitter cooperation in the form of a ratejeterministic model. it is found, surprisingly, that théseno
limited link from transmitter2 (which causes interference) to enalty on the capacity region of the Z-IC due to the secrecy
transmitter1 (wh.ich does nqt cause interference), and wit onstraints at the receivers in the weak/moderate intmter
secrecy constraints at receivers. The key challenge heredgimes. Thus, the proposed scheme allows one to get secure
to devise techniques for simultaneously canceling interfee - communications for free. Similarly, it is found that thesenio
and guaranteeing secrecy. First, the problem is solvedrunglgss in the sum GDOF for the Gaussian case due to the secrecy
the deterministic approximation of the channel. By moth@t cqonstraint at the receiver, in the weak/moderate intenfege

from the results in the deterministic model, an achievabllggimes_ For the deterministic model, it is found that foergv
scheme is derived for the Gaussian channel model, whichgige pit increase in the capacity of the cooperative link, the

applicable for all the interference regimes.

secure sum rate can increase by one bit, in the weak, moderate

One of the key techniques used in the achievable schegjgy high interference regimes, until the sum rate is sadrat
for both the deterministic and Gaussian modeleosperative by jts maximum possible value. Part of this work has appeared

precoding performed at transmitter, which cancels interfer-

ence at receiver and thereby simultaneously ensures secrecy.Notation: Lower case or upper case letters represent scalars,
However, the amount of the interference that can be cancelg@er case boldface letters represent vectors, and upser ca
at the receiver is limited by the rate of the cooperative.linlyg|dface letters represent matrices.
In the deterministic model, transmission of a jamming signa Organization: Section[]] presents the system model. In
along with interference cancelation is required to achiesscqTl) and 1V, the achievable schemes for the determinis-
the capacity. On the other hand, the achievable scheme figrand Gaussian models are presented, respectively.[Sec. V
the Gaussian model uses stochastic enCOding in additionp‘f@sents the approximate secure sum Capacity charati@mniza
cooperative precoding and transmission of a jamming sign@ case of weak/moderate interference regime. In §et. VI,
The main contributions of the paper are summarized beIOV\éome numerical examp|es are presented to offer a deeper
1) The achievable scheme for the deterministic model usesight into the bounds. Concluding remarks are offered in
a careful combination of transmission of random bits anBec.[VIl; and the proofs of the theorems are provided in the



W, Wy % W W, W The transmitter: has a messagél;, which should be

hy 23~>—m—ba3 decodable at the intended receivigrbut needs to be kept
Tx 1 Rx1 20— a20bg secret from the other, i.e., the unintended recejvéj # i),
/ 40— aflfli? and this is termed as thsecrecy constraint. Note that, for
C Txl * the Z-IC, the messag®@/; is secure as there is no link from
Ca . W, W, transmitterl to receiver2. Hence, the goal is to ensure thag
Wa he Wa b3 m_(.»b3 is not decodable at receivér The encoding at transmittdr
Tx 2 Rx 2 Eb Cl{)z should s_at|sfy the causality constraint, e, 't. capnqjsetml
hy T 21')——0 }{x 5 on thg signal to be sent over the colope_ratlve link in the _Eutur
(2) Gaussian model (b) Deterministic model The signal sent over the cooperative link from transmiter

to transmitterl is represented by,;. It is also assumed that
Fig. 1.  2-user Z-IC with unidirectional transmitter cooperatiomoth the transmitters trust each other completely and they do not
transmitter2 to transmitter1). deviate from the agreed schemes, for both the models.

For the deterministic model, the encoded message at trans-
mitter 1 is a function of its own data bits, the bits received
through the cooperative link, and possibly some random bits

Il. SYSTEM MODEL whereas the encoded message at tran_sni]'tterind_ependent
of the other user's data bits. The bits transmitted on the

Consider &-user Gaussian symmetric Z-IC with un'd.'rec'different levels of the deterministic model are chosen to be

tional and rate-limitgd trlansmitter cooperation from &auit- equiprobable Bernoulli distributed, denoted W%)- The

ter2 to_l, as ShOWT‘ n F|m_.ln the Z-IC, only one _Of the ecoding is based on solving the linear equatiofiin (2) a eac

USers (|.e:, transm!ttél) causes mfterfere_nce to the u.m_ntendegeceiver. For secrecy, itis required to satisfy the peidectecy

receiver (i.e., receiver). The received signal at receivery;, constraint, i.e./(Wi:y;) = 0,i,j € {1.2} andi # j in the

is given by case of the deterministic model [25]. In the later part of the
y1 = hqr1 + hewo + 215 y2 = hqra + 22, (1) sequel, it is shown that replacing the perfect secrecy cainst

at receiver with the strong or weak secrecy constraint doés n

enlarge the capacity region of the deterministic model.

In the Gaussian case, the details of the encoding and

gains of the direct and interfering links, respectively.eThOIeCOding schemes can be found in Sed. IV. For the Gaus-
Input signals {;) are required to satisfy the power constraints'ian model, the notion of weak secrecy is considered, i.e.

E[|z;]?] < P. The transmitte cooperates with transmitter L (WasyV) = 0 as N — oo, where N corresponds to the
through a noiseless and secure link of finite rate denoted @(%ck IZr?,g;th 28] '

Ce.

. o . . The following interference regimes are considered:
The equivalent deterministic model dfl (1) at high SNR is g . .
. Wweak/moderate interference reginté < « < 1), high
given by [L1], [20] gfe < a < 1) hio

interference regim¢l < « < 2) and very high interference
y1 =D97"x @ DIT"xy; yo = DITxo, (2) regime(a > 2), where, with slight abuse of notatian= -

. L 2 logINR
wherex; (x2) is the binary input vector of the deterministic:cS used for the deterministic model and= log SNR 'S used

21C o user (user) oflenath ) i (3] 1 G259 MO0l The auantycaptursthe amoun
is the binary output vector of lengthax{m,n} (m); D is ping 9 '

Appendices.

where z; (j = 1,2) is the additive white Gaussian noise
distributed asA/(0,1). Here, hy and h. are the channel

a ¢ x q downshift matrix with elementg;, ;» = 1 if 2 <
j'=17"+1<gqanddj j» =0 otherwise; and the operator [1l. LINEAR DETERMINISTIC Z-IC: ACHIEVABLE
@ stands for modul@ addition, i.e., theXOR operation. The SCHEMES

deterministic qugl Is also _shown in Fig. J(b). _— When there is a high capacity cooperative link from trans-
The d?term'”'s“c model is a first prder approximation cﬁﬂtter 2 to transmitterl, the interference caused at receiver
a G_au_SS|an chann(_el, where all the s_lgnals are represeme_doyytransmitter2 can be completely canceled by using the
their binary expansions. Here, noise is modeled by truogati ¢y a1 received from transmitter via the cooperative link
and the superposition of signals at the receiver is modefed &y smitter1. This cancelation of interference offers two
modulo 2 a_dqn!on. Hence, the parameters, 7, a_de c,’f benefits: it improves the achievable rate, and also ensures
the deterministic model are related to the Gaussian symmegecreCy since the signal sent by transmitteis no longer
. _ + — + ' i . .
z lg asm = ([05log ShNRJ% » no= (L(f).5”10gll(\le:cJ) 7h decodable at receivar. When the capacity of the cooperative
gn ¢ = |Cc] . I\Ilqte ht at the notrz:\tlon ollowed for they, is not sufficiently high, it is not possible to design the
b_eterm|n|st|c mode Is the sz:mjme as that p:cesentglajlnb[lﬁ. ;—Erecoding to completely eliminate the interference caused
its a; € 7> andb; € 7, denote the information bits of yonsmittero at receiverl. In this case, the transmission of
transmittersl and 2, respe_cuvely, sent on th@# level, with random bits (i.e., transmission of artificial noige [27]8[R
the levels numbered starting from the bottom-most entry. by transmitterl can ensure secrecy of the data bits sent by
1The model is termed as symmetric as the links from transmittéo tran_smitter2 at receiverl, in turn enabling t.ran_smittez to
receiverl and transmitte to receiver2 are of the same strength. achieve a higher secure rate of communication. Thus, the



achievable scheme proposed below uses a carefully desighiegins with Tx2 Precoding with Tx 2 Random bits

Transmission of

combination of interference cancelation and transmissibn % lablt jamming signal ™"
random bits depending on the capacity of the cooperatike lin \ ;:)—c: \ ; ,
C and the value ofv. In the following, it is shown that the g % % b ﬁb ;
corner points of the outer bounds on the secrecy capacity [r ] a |b593[3 ]
region of the deterministic mode[ [24] are achievable for \ Rl Tx 1 /
different interference regimes. Hence, the achievablaltes (¢! Interference cancelation et Interference cancelation
stated in TheoremEI[I-3 correspond to the secrecy capadity 077 bs
region of the deterministic Z-IC. N . ) E? Ez
‘ [ S L ho———(h:
b [0—Qb, b O——2
A. Weak/moderate interference regime (0 < o < 1) T2 2 I 2
@) (B, R2) = (5,3) (b) (R1, R2) = (3,5)

Theorem 1. In the weak/moderate interference regime, i.e., o .
0 < a < 1, the secrecy capacity region of tReuser deter- F'9- 2. Deterministic Z-IC withm = 5, n =3 andC' = 1.
ministic Z-IC with unidirectional and rate-limited trangter

cooperation is . . , . .
P bits to keep the data of transmittzconfidential to receivetfl

Ri<m,Ry <m,Ri+ Ry <2m—n+C. (3) On the remaining level§: + 1 : m], transmitterl sends its
own data bits. As transmitt@& does not cause any interference

Proof: In this regime, using Theoreni in [24], the to the data bits sent on these levels by transmitteeceiverl
secrecy capacity region of the deterministic Z-IC is upp@an decode these data bits. Hence, transmiittehieves a rate
bounded as?; < m, Rs <m, andR; + Ry <2m —n+ C. of m —n+ C, while transmitter2 achieves a rate afs.
Thus, the outer bound is characterized by four corner rdts pa The achievable schemes for the two cases (Case 2 and 3)
(R1, R2) corresponding tdm, 0), (0,m), (m,m —n + C) are also illustrated in Fid. 2. [ |
and (m —n + C,m). In the following, an achievable schemeRemarks:

is proposed to achieve these corner points, thus, achieving The derivation of the outer bound in[24] does not use the
the capacity of the deterministic Z-IC in the weak/moderate secrecy constraint at the receiver. The proposed schemes

interference regime. can achieve the four corner points of the outer bound,
1) Case 1 (Ry, Ry) = (m,0) and (Ry, Ry) = (0,m): To and hence, the secrecy constraints at the receivers do not
achieve the pointm, 0), transmitterl sendsn data bits on the result in any penalty on the capacity region. Thus, the

levels[1 : m] and transmitte remains silent. To achieve the  capacity region of the deterministic Z-IC is characterized
corner point(0, m), transmitter2 sends data bits on the levels  jth and without secrecy constraints for all the values of

[1 : m]. As the data bits sent on the levéls — n + 1 : m] C.

are received at receiver, transmitterl sends random bits , when0 < o < 1, both the users can achieve the
generated fron8(1) distribution on the level§l : n] to ensure maximum rate ofn simultaneously iiC' > m, otherwise
secrecy of the data bits of transmittemat receiverl. they cannot.

2) Case2 (Ri, R2) = (m,m—n+C): As data bits sent by
transmitterl are not received at receivgy it can sendn data o .
bits securely. Transmitte can send at least. — n data bits B- High interference regime (1 < o < 2)

securely as the links corresponding to the levels m —n]  Theorem 2: In the high interference regime, i.6.,< o <
are not present at receiver To transmit at the higher levels9, the secrecy capacity region of theuser deterministic Z-1C

[m —n+1:m—n+CJ, transmitter2 sharesC' cooperative with unidirectional and rate-limited transmitter cooptaa is
bits with the transmitter and the transmitteprecodes these

cooperative data bits with its own data bits and transmits on Ry <m,Ry <2m —n, Ry + Ry <m+ C. (4)

the levelg1 : C]. Transmitter2 also sends the data bits shared ) . ) ,

with the transmitted on the level§m —n+1:m—n+C] so Proof: In this regime, using Theorerd in [24], the
that the data bits of transmittercan be canceled at receiver S€CTecy capacity region of the deterministic Z-IC is upper
This scheme not only cancels the interference, but at the sapunded asits < m, Ry < 2m —n, and Ry + Ry <m + C.

time ensures secrecy. Hence, transmittean achieve a rate This outer bound is characterized by four corner rate pairs
of m — n + C, while transmitterl can achieve a rate ofi. ({1, f2) corresponding td(m, 0), (0,2m —n), (m,C) and
3) Case 3 (R1,Rs) = (m — n + C,m); In contrast (C+n—m,2m—n). The achievability of the first two corner

to the previous case, the achievable scheme in this Cgé)énts is trivial. Note that, for achieving these two corner

uses transmission of random bits in addition to interfeeenf°!NtS: s_harlng of data frqm trans_mlttért_o transmltterl_ IS
cancelation. TransmitteX sends data bits on the levéls: m)| hot required. I_n th_e following, achievability of the remiig
and share€¢’ data bits[b,;,—,+1 : by—n+c] With transmitterl. two corner points is shown.
Transmitterl precodes these cooperative data bits with its, _ _

data bits and sends these precoded data bits on the le WhenC' = n, th_e |nterfere_nc_e caused by transmit2ecan be completely
own da p : ¥fhhated at receivert, and it is not required to send random bits from
[1:C]. On the leveldC + 1 : n}, transmitterl sends random transmitter1.



Precoding with Tx 2 _ Random bits ensure weak/moderate interference case, where usachieves
data bit Precoding with Tx 2 secrecy
\

data bit Trausmission of the maximum rate ofn, while user2 achieves the rate

. a RS of m — n even without cooperation.
5 & e Whenl < a <2 andC > 2m —n, transmittersl and2
! %l can simultaneously achieve the maximum rates:cind
Tx1 \Ret : 2m — n, respectively.
el fuerference cancelaon ——,_ nterference cancelation o |y general, the principle behind the achievable schemes to
achieve the corner pointsn, m —n+ C) and(m, C) in
5 the weak/moderate and high interference regimes, respec-
) by Q tively, is precoding of data bits at transmitteusing the
— 2 P = data bits of transmitte2 received on the cooperative link
@) (Ri, Rz) = (4, 1) (b) (R1, Ra) = (2,3) to cancel interference and ensure secrecy. On the other
hand, the achievability of the corner poifts —n+C, m)
Fig. 3. Deterministic Z-IC withm =4, n =5 andC = 1. and(n —m+ C,2m —n) in the weak/moderate and high
interference regimes, respectively, requires transonissi
) . ) of random bits by transmitter to ensure that the signal
1) Casel (Ry, Rz) = (m, C): To achieve this corner point, from transmitter2 remains secure, in addition to precod-
transmitterl sends data bits on the levells: m| and hence, ing data bits received from transmittwwith its own data
it can achieve a secrecy rate of. The transmitte2 shares bits.

[b1 : bc] to transmitterl through the cooperative link. Trans-
mitter 1 precodes (XOR) the cooperative data bits received o i
from transmitter2 with its own data bits, and transmits then>- V&Y high interference regime (o > 2)

on the levels corresponding @ — m + 1 : n — m + CJ. Theorem 3: In the very high interference regime, i.e,>
Precoding in this way not only cancels the interference @aus2, the secrecy capacity of thizuser deterministic Z-IC with
by the data bits transmitted on the levls-m+1 : n—m-+C] unidirectional and rate-limited transmitter cooperatien

at transmitter, but_ also ensures secrecy. Hence, transmmitter Ry < m, Ry = 0. )
can send” data bits securely.

2) Case2 (Ry,R2) = (C+n—m,2m —n): In this case, Proof: The outer bound on the rate of uein Theorem 3
as the links corresponding to levels : n — m| are only [24] shows that useR cannot achieve any nonzero secrecy
present from transmitte? to receiverl, transmitter2 does rate irrespective of the capacity of the cooperative linkug,
not send any data bits on these levels. Hence, transmittetransmitterl can send data bits on the levéls: m], while
can send data bits on the levels corresponding ton — m| transmitter2 remains silent. This characterizes the capacity of
and these data bits will be received without any interfeeemic the deterministic Z-IC in the very high interference reginme
receiverl. WhenC > 0, the achievable scheme uses interfer- Interestingly, it turns out that the capacity region of th&Z
ence cancelation in addition to transmission random bits. Bdoes not change if the perfect secrecy constraint at thévezce
transmitted on the levels — m + 1 : n —m + C] will cause is replaced with the strong or the weak notion of secrecys Thi
interference at receivelr. The interference can be eliminatedesult is stated in the following Theorem.
by precoding the data bits on levéls—m +1: n —m+ C] Theorem 4: The secrecy capacity region of the determin-
at transmitterl with the data bits of transmitte2, received istic Z-IC with unidirectional transmitter cooperatiortiséies
through cooperation. Transmitt@ can also send data bitsthe following
securely on the levels correspondingiie-m+C+1 : m] with (perfect _ pstrong _ oweak ©)
the help of transmission of random bits by transmitteon - - ’
the levelsin —m+C +1 : m]. Transmitter2 remains silent on where crerfect ¢stong gnd cWeak correspond to the capacity
the remaining top levels, as transmission of data bits osethg@egions of the2-user deterministic Z-IC with unidirectional
levels violates the secrecy condition. Hence, the cornértpotransmitter cooperation guaranteeing the perfect, stramdy
(C +n —m,2m —n) is achievable by the proposed schemeveak secrecy constraints at the receivers, respectively.

The achievable schemes for the two cases are illustrated in  Proof: Any communication scheme satisfying the perfect
Fig.[3. Note that, to achieve the maximum possible rate eécrecy condition will automatically satisfy the strongdan
2m — n for user2, it is not required to use the cooperativeveak secrecy conditions. Similarly, a communication sohem
link, and transmitterl sends random (jamming) bits on thesatisfying strong secrecy will automatically satisfy theak
levels [1 : m]. As all the corner points are achievable, angecrecy condition. Hence, the following holds
points between these corner points is also achievable by tim

. . . . X perfect strong weak weak
sharing. Hence, the capacity region of the Z-IC in the high ¢ c R C T C Cougers )
interference regime is characterized. B where(C"2 corresponds to the outer bound on the capacity
Remarks: region of the Z-1C with unidirectional transmitter cooptoa

e« WhenC' = 0 and1 < « < 2, if user 1 achieves and weak secrecy constraints at the receivers. The aclhgevab
the maximum rate ofm, then user2 cannot achieve results in Sec[Ill are obtained under the perfect secrecy
any nonzero secrecy rate. This is in contrast to thenstraints at the receivers. On the other hand, it is ntitdif



to show that the outer bounds on the capacity region @ncodes the non-cooperative private message;t@@ousing
[24] do not change if perfect secrecy constraint is replacstbchastic encoding. A stochastic encoder is specified by
with weak secrecy constraifitAs the achievable rate regionsa matrix of conditional probabilityf,s(xpe x|wp2), Where
(i.e, Cpe”em) match with the outer bounds on the capacity,s € X2 andwye € We.

region (i.e., C¢a¥), the relation in[(B) holds. [ | For the cooperative private message, transmitierand
2 precode the message.,, cooperatively such that the
IV. GAUSSIAN Z-1C: ACHIEVABLE SCHEME codeword carrying the cooperative private message is com-

h . ifiad hievab| h pletely canceled at the non-intended receiver. This caper
For the Gaussian case, a unified achievable schemepis.,qing also helps ensure secrecy for the cooperativateri

p_ropo_sed, which is qpplicable in the weak, modergte aﬂﬁ’essage. The details of the encoding and decoding process
high interference regimes. The achievable scheme is baggdita "achievable scheme are presented in the following
on the cooperative precoding performed at the transmn&rssubsection.

cancel the interference at the unintended receiver alotig wi

stochastic encoding and transmission of artificial noiseeW/

the capacity of the cooperative link is not sufficiently high

is not possible to share the entire message of transnaitter FOr the non-cooperative private part, transmiltgyenerates

with receiver 1 through the cooperative link. Hence, thed codebookC,: containing2™* i.i.d. sequences of length

interference caused at receiverby transmitter2 cannot be N and its entries are i.i.d. random variables frai{0, 7,1).

completely eliminated. Thus, stochastic encoding peréatat Transmitter2 generates two codebooks as follows. For the

transmitter2 and artificial noise transmission by transmitter NON-cooperative private message, it generates a codéhppk

can provide additional randomness to increase the secagey €ontaining2” (»>/2) codewords of lengthiV. The entries

of user2. of the codebook are drawn at random fro¥i(0, P,2). The
The achievable scheme is inspired by the approaches ug8d’»*%2) codewords in the codebodk,, are randomly

for the deterministic model in SedsS_II'A afd I1I-B. Howeye grouped into2"%»2 bins, with each bin containingNRé2

the extension of schemes proposed for the deterministiemododewords. Any codeword i@, is indexed a&zf}g(wm, Who)

to that for the Gaussian model is non-trivial. This is priityar for wy2 € Wyo and w;ﬂ c W;,Q = {172,,,,,2NR;2}, To

because, in the deterministic case, noise is modeled byadrunsendw,,, transmitter2 selectsw;,, uniformly random from

tion and superposition of signals modeled as XOR operati¢te setW,, and transmits the codeword)(wp2, w!,). For

does not account for the carry over of bits across levels, tifle cooperative private message, transmiftegenerates a

contrast to the Gaussian model. codeboolC,,» consisting of2VF<r2 i.i.d. sequences of length
The achievable scheme for the deterministic model is eXf. The entries of the codebook are chosen at random from

tended to the Gaussian model as follows. Since there is N0, P.,»). This codebook is made available at transmitter

cooperative link from transmitter to transmitter2, transmit-  To send a messag@,z, wep2), transmitter2 superimposes

ter 1 cannot share its message with transmiefor coop- the cooperative codeworgl.,» (w,2) with the non-cooperative

eration. The message of transmittieintended to receivet  codewordx ) (wyz, w),) as

is inherently secure, as there is no link from transmittdéo N , N , N

receiver2. This translates to having non-cooperative private %2 (Wp2; Who, Wep2) = Xpp (Wp2, W) + haXepo (Wep2)- (8)

messagev,1 € Wp1 = {1,2,...,2V} at transmitterl, and  The following power constraint is required to be satisfied at

for each message, it transmits a codeword from a Gaussjgghsmitter2:

codebook of siz&V 1. Next, for the transmission of data by

transmitter2, recall that, in the deterministic case, the data Py + hgPey2 < P, 9)

bits sent by transmitte2 on the lower leveldl : m — n| are where P,, and P,,, are parameters to be chosen later.
inherently secure in the weak/modera_te _interference r_egim Transmitterl performs precoding as mentioned [](10), so
(Sec.[T-A). To enable secure transmission of data bits QRat the codeword carrying the cooperative private message
the higher levels (specifically, levels: —n +1:m] in the  of transmitter2 is canceled at receiver. This is termed as
weak/moderate interference regime and leyels m +1:n]  cooperative precoding. Transmitterl also adds artificial noise

in the high interference regime), transmitter 2 needs thgN ) generated from a Gaussian distribution to increase the

precode the data bits received through the cooperative lils;gs

or needs to send a jamming signal so that the other user’s N N N N

data bits remain undecodable at receivefTo translate this X1 (Wp1, Wep2) = Xy (Wp1) — hcxcpz(wcp2) + %41 (10)
scheme to the Gaussian case, the message at transmittgf,q following power constraint is required to be satisfied at
is split into two parts: a non-cooperative private messagesmitteri:

wp2 € Wye = {1,2,...,2VFe2} and a cooperative private

messagevce € Wepz = {1,2,...,2NRe2} Transmitter2 Pyi + h2Pep2 + Py < P, (11)

where P,; and P,; are parameters to be chosen later.
3This can be shown by usin%I(Wi;yjN) <'e i # j, (Weak secrecy) h é)l gi al p ! _ . q ol
as a measure of secrecy in the derivation of the outer boundtead of The decoding at receivers is performed as follows. Re-

I(Wi,y;j) = 0 (perfect secrecy). ceiverl looks for a unique index,,; such thay?, x2¥ (1i,1))

A. Encoding and decoding



is jointly typical. Receiver2 looks for a unique tuple

Proof: See AppendixB. [ |

(2, Wy, Wep2) SUCH that(y ', xp) (Wp2, W), X0 (Wep2)) IS Remarks:
jointly typical. Decoding errors at the receivers can oceur 1) In Corollary[1, the parametet; (0 < B; < 1) acts as

one of two ways. First, the receiver may not be able to find
any codeword that is jointly typical with the received senge
Second, a wrong codeword is jointly typical with the recdive
sequence. 2)
Based on the above encoding and decoding strategy, the
following theorem gives a lower bound on the secrecy capacit

a power control parameter for transmittefi = 1,2).
The parameterg; and\; act as rate splitting parameters
for transmitter:.

WhenC = 0 (or C¢ = 0), the system reduces to the
2-user Z-IC (Gaussian Z-IC) without cooperation, which
was studied in[20]. The achievable results in Theofem

of the Z-IC with unidirectional transmitter cooperation.

Theorem 5: For the Gaussian Z-IC with unidirectional
transmitter cooperation and secrecy constraints at threvers,
the achievable rate region is given by

Rl S I(Xp1QY1)7
Ry < min {1 (Xp2, Xep2; ¥2), I (Xp2; Y2|Xep2) + min{Cg,
I(Xep2; y2I%p2)} } — Rpo, (12)

(Theorem3) in [20] can be obtained as a special case of
achievable results for the deterministic model (Gaussian
model) in Theorenidl (Theorefd 5), by settidy= 0

(Ce = 0) and0 < a < 1. Note that, for both the
deterministic and Gaussian models, achievable schemes
on the secrecy capacity region have not been addressed
in the literature for the high interference regitze> 1),

even whenC' = 0 (Cg = 0).

where R, = I(xp2;y1[%p1).

! V. APPROXIMATE SECURE SUM CAPACITY
Proof: See AppendikA.

CHARACTERIZATION OF THE GAUSSIAN Z-IC IN THE
Remarks:

1) The termR’, in Theorenib accounts for the rate sacri WEAK/MODERATE INTERFERENCE REGIME

ficed by traﬁsmitteiz in confusing receivet to keep the A. Secure sum generalized degrees of freedom (GDOF)
non-cooperative message of transmiiesecret. As the As mentioned earlier, the Capacity region for many multiuse
capacity of the cooperative link increases, the loss in ratéenarios has remained an open problem, even without gecrec
due to the stochastic encoding decreases, as more pomstraints at the receivers. Due to this, there has been an
can be assigned to the cooperative private message. active research interest in approximate characterizatibthe
WhenCg = 0 anda > 1, the transmission of artificial capacity. In this context, the notion géneralized degrees of
noise by transmittet is required along with stochasticfreedom (GDOF) has been used as a proxy for the capacity
encoding for useR to achieve a non-zero secrecy rateat high SNR and INR, for the IC, without the secrecy con-
By evaluating the mutual information terms i {12) am&traint [6]. A natural extension of this to the secure sum GDO

taking convex closure of the union of set of regions obtainéd 9Ven by
over different codebook parameteB,, P,1, Pp2, Pep2), the

2)

Csum(SNR INR)

dsum("ﬁ 'Y) = lim ) (15)

following lower bound on the secrecy capacity region is SNR—oo  0.5log SNR
obtained. o
- T g INR - __Ca
Corollary 1: Using the result in Theorefd 5, the followingV€"€# = (M igisyr: v = lim 553555 and Csum

is the secure sum capacity of the 2-user Gaussian Z-IC with
unidirectional transmitter cooperation. To charactetiresum
GDOF, hy = 1 is assumed without loss of generality, and the
following power allocation is used.

rate region is achievable

R £ convex closure o

U

0<(04,B8:,2:)<1,i=1,2

R§.|C (91'7 51" )\i)

(13  p, = g,PPQ = %,PCPQ = % (P— %) and P,; = 0.
where ¢ ¢ (16)
R é{(Rl’RQ) "Ry >0,Ry >0, It is al_so z_;\ssumed tha’tg_P > 1, so thf';\t the above_ power
allocation is always feasible. The motivation for this powe
h2P,, allocation is as follows. The power for the message of trans-
Ry <0.51og (1 + 1 5 - 3 ) ) mitter 1 is set ast to ensure that usdrachieves the maximum
+ hiPa1 + h2Py 2 ) :
9 4 , GDOF of 1. Recall that, in the weak/moderate interference
Ry < 0.51og(1 + hgPp2 + halepa) — Ry, regime, transmitte2 can send data bits securely on the lower
Ry < 0.5log(1 + h3Pp2) + min{Cg, levels[1 : m — n], as the links corresponding to these levels
are not present at receivér In other words, the data bits
0.5log(1 + hijPup)} — Rgg}, (14) transmitted on the lower level$ : m —n] of transmitter2 are
received at or below the noise floor of receiMerHence, in

N h2P,, ) a Ay the Gaussian case, the power for the non-cooperative @rivat
wherf sz)\ = 0.5log (1A+ 1;}@1%1 ’ Pcpj _9(>\1+>\2)h§ Pi’ message is chosen such that it is received at the noise floor of
Pp = 5350 P = 535 Pa = 575 P P/ = the receiverl. Due to this power allocation, the loss in rate

(Py — h2P.y0)t, P = 31 P, and P, £ 3, P. of user2 due to stochastic encoding 8, = 0.5 bits/s/Hz.



Hence, the loss in achievable secrecy rate due to stocha

encoding does not scale with SNR and INR. The cooperati ‘ N s,
private message of transmittris assigned with a power of —C=3 “\ Yo
% P—# ) 5 4 == C=1 AN ~,~‘~
In the following theorem, the secure sum GDOF is chara 2 -=-C=0 ‘\ N
terized using the power allocation in_{16) for all valuesf 5 N ’s,‘
in the weak/moderate interference regime. c 3 ‘\ 1
Theorem 6: The optimal secure sum GDOF of tieuser 8 AR
Gaussian Z-IC with unidirectional transmitter coopernatin S A
the weak/moderate interference regime is g 2 N
dsum(k,7y) = min {2,2 — kK + min (v, 1)} . (17) '8:\]
Proof: See Appendix L. [ | x 1
Remarks:
1) The outer bound on the sum rate in Theoretrend 5 0 i ; L -
are used to obtain outer bound on the sum GDOF [2: 0 1 2 3 4 5
[29], [30]. Both the bounds give the same results i R, (bits/channel use)

terms of GDOF. Note that the derivation of the oute:
bound in Theorem does not use the secrecy constraifig. 4.  secrecy capacity region of the deterministic Z-1Ghw(m, n)
at receiverl [21]. Hence, there is no penalty in the sungs, 3). This corresponds to the weak interference regime.
GDOF due to the secrecy constraint at receiver in the
weak/moderate interference regime for all value€’gt

2) When~ = &k, dsum(k,7) = 2. Hence, both the users
can achieve the maximum GDOF ofsimultaneously.

ation
Similarly, in the deterministic model, wheff' = n i ) . ) ) .
(or € = a), both the users can achieve a maximum In Fig.[, the capacity region given in Theor&in 1 is plotted
ratenznfm simultaneously. form = 5, n = 3 and various values af’. WhenC = 0, there

As the proposed scheme with power allocation [@ (1 re thre_e interfering I!nkm n+1:m] from transmitter2 _
) . . receiverl. These links act as a shared data channel, i.e.,
can achieve the optimal sum GDOF, the achievable sum rate .
o . ey are usable only by one of the two transmitters for data
should be within finite number of bits from the outer bound, o I .
ansmission. It is interesting to note that under the scre

In the following subsection, the gap between the achievablg ; . . )
sum rate and outer bound is characterized. constraint at receivet, user2 can achieveé bits per channel

use (bpcu), when usdr achieves2 bpcu. This is due to the
. . fact that transmittet can send a jamming signal (random bits)
B. Finite bit gap resuit on the sum rate capacity on the levels[l : n], which enables uset to send data bits
In this section, the sum rate capacity of theser Gaussian securely on the higher leve[s: — n + 1 : m] in addition to
Z-1C with unidirectional transmitter cooperation is shotm transmitting on the lower leveld : m — n]. Recall that the
lie within 2 bits/s/Hz of the outer bound in the weak/moderatgnks corresponding to the lower levels: m —n] do not exist
interference regim¢INR < SNR) for all values ofC;. Note at receiverl. Hence, useil has to sacrifice a rate of = 3
that this gap is the worst case gap. To show the finite gBpcu, which can also be observed from the sum rate constraint
result, the power allocation II'EI].G) is used in COl’O”Ey 1 th Theorenﬂ__ ForC > 3, the Capacity region becomes the
obtain a lower bound on the secure sum rate capacity. TBiguare region, where both users can simultaneously achieve
result is stated in the following theorem. m = 5 bpcu. Note that the outer bound used to establish
Theorem 7: The secure sum rate capacity of tBeuser the capacity region in Theorel 1 does not use the secrecy
Gaussian Z-IC with unidirectional transmitter COOperﬂtiOConstraints at the receivers. Therefore, Eg 4 is also aqﬂo
lies within 2 bits/s/Hz of the sum rate outer bound in tthe Capacity region without secrecy constraints. In Eghs,
weak/moderate interference regime for all value<’ef, i.e., capacity region given in Theorel 2 is plotted for= 4, n =
Rsum < Csum < C" < Reim+ 2, (18) 5 and vgrious values oth WhenC = 0 and userl ac_:hieves
the maximum rate o, i.e.,4 bpcu, useR cannot achieve any
where Rsym and Cis" correspond to the lower bound and upnonzero secrecy rate. When ugeachieves the maximum rate
per bound on the secure sum capacity (C&um), respectively. of 2/ —n, i.e., 3 bpcu, useil achieves a nonzero secrecy rate

A. Deterministic Z-1C with unidirectional transmitter cooper-

Proof: See AppendixD. B of 1 bpcu. WhenC' = 1 and userl achieves the maximum
rate of 4 bpcu, from the sum rate constraint in Theorgim 2,
VI. NUMERICAL RESULTS AND DISCUSSION user2 can achieve a rate df bpcu. On the other hand, when

In the following sections, some numerical examples areser2 achieves a rate ¢f bpcu, usei can achieve a rate af
presented for the deterministic and Gaussian cases, to lggtu. Note that both the users can achieve a nonzero secrecy
insights into the system performance in different intexfexe rate with cooperation, in contrast to the non-cooperataggc
regimes. The improvement in the capacity region with increase in@alu
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Fig. 5. Secrecy capacity region of the deterministic Z-IGhwim,n) = Fig. 6. Secure sum capacity for the deterministic Z-IC. Rateormalized

(4,5). This corresponds to the high interference regime.

of C' is clear from the figure.

In Figs.[4 and b, wher > 0, a part of the interference
can be canceled at the unintended receiver, which leads t
gain in the sum rate. The need for sending a jamming sigr
also decreases with increase in the valueCofHence, ag’”
increases, the capacity region enlarges.

In Fig.[d, the secure sum capacity of the deterministic :
IC is plotted againsty for different values ofC' using the
result in Sec[dll. In this case, the secure sum capacity
normalized bym. When C' = 0, as « increases, the sum
capacity decreases and becomes constantfor 1. As the
value of the cooperative link increases, in the initial pafrt
the weak interference regime, both the users can achieve
maximum rate, i.e.m. This is due to the fact that capacity
of the cooperative link is sufficient to cancel the interfere
at receiverl. However, with further increase in the value o
C, the secure sum capacity starts decreasing. In the very h
interference regime, usercannot achieve any nonzero secrec

with m.

-=--C
—C
-=aC
—C

R, (bits/channel use)

O O O ©

=1: Outer bound
=1: Ach. region
=0: Outer bound
=0: Ach. region

0
0

1

2

R1 (bits/channel use)

rate irrespective of the value af.

Fig. 7. Achievable rate region for the Gaussian model= 100, hy = 1

B. Gaussian Z-IC with unidirectional transmitter cooperation "% = 0-5.

In Figs.[T and B, the achievable results in Corollary 1 are
plotted along with the outer bounds obtained [in![29].1 [30)f the weak/moderate interference regime, if the capadity o
for different values ofCc, in the weak and high interferencethe cooperative link scales with SNR. In these cases, tlsere i
regime, respectively. Whefi; > 0, a part of the interference no loss in terms of GDOF due to the secrecy constraint at the
can be canceled at the unintended receiver, which leadsré@eijver.
a gain in the rate due to cooperation. In particular, the
improvement in the sum rate performance for both the cases
can be observed from these figures. As the capacity of the
cooperative link increases, less power is assigned to $end t This work explored the role of limited-rate unidirectional
non-cooperative private message of transmittevhich in turn transmitter cooperation in facilitating secure commutiica
also reduces the loss in rate due to stochastic encoding. over the2-user Z-IC. For the deterministic case, the achievable

In Fig.[d, the secure sum GDOF stated in Theofdm 6 s€heme uses a combination of interference cancelation and
plotted againsty for various value ofy. From the figure, it transmission of random bits. The secrecy capacity region of
can be noticed that with cooperation it is possible for bbth t the deterministic model is characterized over all intenfee
users to achieve the maximum GDOF, ik.in the initial part regimes and for all values @f. The study of the deterministic

VII. CONCLUSIONS



10

the weak/moderate interference regime for the deterngnist

""""""" ‘\ model. Similarly, it is found that there is no loss in the secu
e e ——— ‘. sum GDOF in the weak/moderate interference regime due to
. AN ‘. the secrecy constraint at the receiver.
Q - .
3 2 " o
?C_, ‘\ APPENDIX
-
f__% ‘\ M A. Proof of Theorem[3
f\,,) - = «C _=1: Outer bound S : The proof involves analyzing the error probability at the
51 ¢ ) . * : decoders for the proposed encoding scheme, along with-equiv
T _CG:1' Ach. region ] ocation computation. The equivocation computation is sece
x = = «C _=0: Outer bound J sary to choose how much of its own rate transmiftenust
G . 1 sacrifice to keep the non-cooperative private messagetsecre
— C=0: Ach. region ! One of the main novelties of the proof lies in precoding of the
00 1 2 cooperative private message of transmitteat transmitterl,

R L (bits/channel use)

which cancels the interference at receiteand at the same
time ensures secrecy of the cooperative private message.
1) Error probability analysis: For receiverd and2, define

ZLgd }? :Alcj‘gfevable rate region for the Gaussian model= 100, hy = 1 the following events
E; £ {(y,xp1(i) € TV (Prix,1)}, (19)
2 Fije 2 {(y2 x50, 5), x00(F)) € TX (Pryx,x.,) 3 (20)
R whereT™ ( Py, x,,) denotes the set of jointly typical sequences
5 1.8 y1 andx;, with respect toP(y1, x,1) and TN (Py,xp3X0p2)
5 denotes the set of jointly typical sequencgs, x,» and
I Xep2 With respect toP(y2, Xp2, Xcp2). Without loss of gen-
O 1.6} erality, assume that transmittetsand 2 sendx} (1,1) and
8 x2(1,1,1), respectively. An error occurs if the transmitted
c — =1 and received codewords are not jointly typical, or a wrong
s 1.4¢ Y= 1 codeword is jointly typical with the received codewordsings
g —y=23 the union of events bound and asymptotic equipartition prop
= —y=1/2 erty (AEP), it can be shown that®} = P(E{|JU; . E;) <
D 1.2 —y=1/6 P(EY) + ZP(El-) — 0 as N — oo provided
n —y=0 i#1
" 02 o4 06 08 B < I6e:31). @)

a (log(INR)/Iog(SNR))

Similarly, the probability of error at receive®, i.e.,
A = P(FfiUUagmzaanFige) < P(Ffy) +

Fig. 9. Secure sum GDOF in the weak/moderate interferergienesfor the .
P(Fijz) — 0 asN — oo provided

Gaussian model. In the plot;, corresponds to the scaling of the capacity of Z
the cooperative link with respect 5 log SNR. (ij k) #(1,1,1)

Rpa + Rly < I(Xp2;y2|Xep2), (22)
model gave useful insights for the Gaussian case. The pro- Repo < 1(Xep2; y2|%p2), (23)
posed scheme for the Gaussian model uses a fusion of coopera- Ry + R;,Q + Repo < T(Xp2, Xep2; Y2)- (24)

tive precoding for interference cancelation, stochasteoeing

and artificial noise transmission for ensuring secrecy ef thhye to rate-limited cooperation, the following conditios i

unintended message at the receiver. The secure sum GQ@Huired to be satisfied for the cooperative private message
of the Gaussian Z-IC is characterized for the weak/moderate

interference regimes. The sum rate capacity is also shown to
lie within 2 bits of the outer bound in the weak/moderate
interference regime for all values of the capacity of thelence, usind(21)[(22) (23], (R4). (25), aRd = Rp2+ Rcp2,
cooperative linkCq. It is found that cooperation between thef12) is obtained.

users can facilitate secure communication over Z-IC exceptin the following, R, is determined for ensuring secrecy
for the very high interference regime. It is also found thaif the non-cooperative private message of transmitteat
secrecy constraint at the receiver does not hurt the cgpacit receiverl.

ch? < CG- (25)
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2) Equivocation computation: Writing H(Wa»|yY) = for receiverl with high probability if the condition in[{29) is
HWpelyd) + H(WeplyY,W,2), and noting that satisfied.
HWepa|lyN,Wp2) = H(We2) because the codeword Using [28) and[(31)[{27) reduces to the following
carrying the cooperative private message is completel N ,
canceled at receiver and the cooperative private message igg(WP?b’l ) 2 NRpz = NI(xp2; y1[xp1) + NRyp — New.
chosen independent of the non-cooperative private message (32)
at transmitter2. Hence, to ensure secrecy of the message gy, choosingR,, = I(xy2;y1]xp1) — €, secrecy of the non-

transmitter2, it is required to show the following cooperative private message is ensured (26) is obtained
H(WyalyN) > NRy, — Ney. (26) Substituting this choice intd (82) leads {0 ](12).

The termH (W,2|y?¥) can be lower bounded as follows

H(Wpr’{V)
> H(Wp2|yivv X;J;vl)a

B. Proof of Corollary [
The first term in[(IR) is evaluated as follows

2
@ H (W) — I(Wpas v [x}), R < 05log (1 i h{z?f’i thpg) (33)
© H(Wpy2) = I(Wpas y1 [x01) + T (W2 y1 %01, %05), where the power allocations are as mentioned in the statemen
= H(W,s) — h(y} |X )+ h(y! |Xp1’ W) of the theorem. The second term[in}(12) is simplified as fadlow
+ h(yy %0, ;Vl) h(y? %05, %01, Wpa), Ry < 0.5log(1 4 hiPps + hgPeps) — Ry, (34)

= H(Wp2) — I(x p27Y1 |Xp1)+I( p27Y1 |xpl’WP2)7
> H(Wp2) — NI(Xp2; y1|xp1)
+I(XZ])VQ;y{V|X1]7V1,Wp2)—N€N, (27)

where (a) is obtained using the relatiof(W,; y1'[x)]) =
H(Wpa|x)) — H(Wpely,x0}) and the fact thatiV,, is
independent ofxp1, and (c) is obtained using the fact thatTaking convex closure of (33) and the minimum Bfl(34) and
Wpa — (%xp1,%p2) — y1 forms a Markov chain and hence,(35) over different values o#;,3; and )\;, the achievable
T(Whyas y1' |01, x05) = 0. secrecy rate in(13) is obtained. The paramefers; and \;

The third term in[(2I7) is simplified as follows are defined in the statement of the Corollary. This completes

the proof.
(s y Y [x0 Wio) = H(x0)[Wi2) — H(xD [y x), W), € P
= NR}, — HxD|y1 , x01, Wpa).

1+h3pa1
The last term in

where R, = 0.5log (1 + he Ly )
2) is simplified as follows

Ry < 0.5log(1 + h3Pp2) +min {Cg,0.5log(1 + hyPrep) }
—R,. (35)

(28) C. Proof of Theorem[d

To bound the entropy term i_(28), consider the decoding ofUsing Corollaryl). and the power allocation iR 116), the
o at receiverl assuming that a genie has providdd, lower bound on the sum rate reduces to
as side-information to receivel. For a givenWy,s = wya, Ry + Ry

assuming thatv/, was sent by transmitte? and receiverl

P 1 P
knOWSy1 = yi andx)| = x)}, receiverl tries to decode < 0.5log (1 + Z) +min{0.5log <1 2 + )
wi,y. Receiverl declares thag was sent if(x pz(wpg, ),y
is jointly typical and suchyj exists and is unique. Otherwise 0.5log( ) + min {Cg,0.510g( ( )) }}
an error is declared. Using AEP, it can be shown that the h?
probability of error can be made arbitrarily small if —0.51og 2,
: SNR

Ryo < I(Xp2;¥1[Xp1). (29) = 0.510gSNR+min{O.510gSNR, 0.510g T5=
When the condition in[{29) is satisfied and for sufficiently .
large N, using Fano’s inequality, the following is obtained +min{Cg,0.5log SNR}} + O(1),

or dsum(k,7y) = min{2,2 — k + min (1, v)}. (36)

H(xﬁﬂy{\[,xﬁ,Wg:wpg) < 6. (30)
Hence, the achievable sum GDOF becomes
Using the above, the last term in{28) is bounded as follows:
dsum(k,y) = min{2,2 — k +~}. (37)

H(Xp2|y1 ’X;])VlePQ)
_ Zp(w DV H (N y N %N, W = wyo) To establish the GDOF optimality of the proposed scheme,

P pelsin Pt e b considers the following outer bounds on the sum rate. As
the individual rates of each user is upper bounded by
0.5log (1 + SNR), a trivial outer bound on the sum rate is:
Hence, givenW,,, the codeword chosen for the non-R; + R, < log(1l+ SNR). Hence, the outer bound on the
cooperative private message for transmiftes a good code secure sum GDOF becomégm(x,y) < 2.

Wp2

< Né. (31)
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Next, consider the outer bound on the sum rate in Thedrem 2) When I; > I and 0.5log(1+ P.p2) > Cg: In this case,

in [21] the lower bound on the sum rate [0 {40) reduces to
SNR SNR
Ri + Ry R+ Ry >05log|1+—— | +05log(1+—— )+ Cq
4 INR
< 0.5log(1 + SNR+ INR + 2v/SNR- INR) )
—0.51og(1 + hiP,2),
0.51 1 7SNR C SNR
HOols (It ANR ) T O > 0.5log(1 + SNR) + 0.5 log (HW) +Cq

< 0.510g (1 + 3SNR+ INR) + 0.5 log (1 + SNR+ INR)
—0.5log (14 INR) + Cg,
=log SNR—0.51ogINR + C + O(1),
or dsum(k,7) <2 —K+7.

—15. (43)

To calculate the gap, the following outer bound on the sum

(38) rate in Theorend is used [[29].

Ri + Ry < log (1+SNR) — 0.5log (1 + INR) + C. (44)

Next, starting from the sum rate bound in Theorgrm [29]
and using a similar procedure as the above, it can be sho@btracting[(48) from the sum rate outer boundid (44), it can
thatdsym(x,v) < 2—rk+~. Hence, although (unlike Theorem be seen that the gap is at masbits/s/Hz.
in [21]) Theorem5 in [29] was derived accounting for the 3) When I; > I and 0.5log(1+ P2) < Cg: In this case,
secrecy constraint, both the theorems lead to the same otii€r lower bound on the sum rate reduces[id (41), for which
bound on the GDOF. Finally, the outer bound on the secuiRe gap is shown to be at maatbits/s/Hz.
sum GDOF becomes Hence, the sum rate capacity of the Z-IC with unidirec-

tional transmitter cooperation and the secrecy consgant

dsum(k,y) <min{2,2 — k +~}. (39)

the receivers is withir2 bits/s/Hz of the outer bound. This

completes the proof.

It is easy to verify that the outer bound on the GDOF in

(39) coincides with the achievable GDOF [n37). Hence, the
proposed scheme is GDOF optimal, and this completes the
proof. 1]

[2]
D. Proof of Theorem[7]

Using Corollary[1 and the power allocation i {16), thel3]
lower bound on the sum rate reduces to

[4]
Ri + R»

(5]
(6]

Py

>0.51 1+ —FF——
= 0g( +1+h§Pp2

) + min< 0.51og(1 + Py2 + Pep2),

Iy

0.51og(1 + Pya) + min{Cq, 0.5log(1 + Puy2)} [7]

I

—0.5log(1 + h2P,y). (40) (8]

To determine the gap, the following exhaustive cases ar[s]
considered.

1) When I; < Ir: In this case,[{40) reduces to [10]
Ry + Ry

>0.51 1+P +0.51 1+ ! +P 0.5log?2
> 0.5log 1 .blog 2 T3 .5log2,

[11]
[12]

> 0.51og(1 4+ SNR) + 0.5log(1 + SNR) — 2. (42) 3
A trivial outer bound on the sum rate B; + Ry < log(1 + 4
SNR). Hence, comparing this outer bound on the sum raL(e]

with (@2), the gap is at most bits/s/Hz.
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