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Abstract—We propose a new location-based beamforming
(LBB) scheme for wiretap channels, where a multi-antenna
source communicates with a single-antenna legitimate receiver in
the presence of a multi-antenna eavesdropper. We assume that all
channels are in a Rician fading environment, the channel state
information from the legitimate receiver is perfectly known at
the source, and that the only information on the eavesdropper
available at the source is her location. We first describe how the
optimal beamforming vector that minimizes the secrecy outage
probability of the system is obtained, illustrating its dependence
on the eavesdropper’s location. We then derive an easy-to-
compute expression for the secrecy outage probability when our
proposed LBB scheme is adopted. We also consider the positive
impact a friendly jammer can have on our beamforming solution,
showing how the path to optimality remains the same. Finally,
we investigate the impact of location uncertainty on the secrecy
outage probability, showing how our solution can still allow for
secrecy even when the source only has a noisy estimate of the
eavesdropper’s location. Our work demonstrates how a multi-
antenna array, operating in the most general channel conditions
and most likely system set-up, can be configured rapidly in the
field so as to deliver an optimal physical layer security solution.

Index Terms—Physical layer security, wiretap channel, Rician
fading, secrecy outage, jamming.

I. INTRODUCTION

P HYSICAL layer security has attracted significant researc%
attention recently. Compared to the traditional uppe
layer cryptographic techniques using secret keys, phlysi%%
layer security safeguards wireless communications byctiyre
exploiting the randomness offered by wireless channels-wi
out using secret keys, and thus has been recognized a

alternative for cryptographic techniques [1]. The priheipf
physical layer security was first studied in [2] assumingjk&n

input single-output systems. It was shown that secrecy CR

only exist when the wiretap channel between the source

and the wiretap channel are independent [3].
More recently,

forming [4-9], artificial noise [10-12], and transmit arnten
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implementing multi-input multi-output
(MIMO) techniques at the source/legitimate receiver hanbe
shown to significantly improve the physical layer securify o

wiretap channels [4-14]. In terms of MIMO techniques, beam-

selection [13, 14] are just a few techniques that can bezatli

to boost the physical layer security of wiretap channels. In
[4-14], it is assumed that the channel state information)CS
from the eavesdropper is perfectly or statistically known a
the source. This assumption, however, is unlikely to bedvali
in practice - especially when the eavesdropper is not an
authorized component of the communication system.

In this paper we propose a location-based beamforming
(LBB) scheme that does not require any form of CSI be
passed by the eavesdropper back to the source. Rather, we
will assume that some priori known location information of
the eavesdropper is available to the source. Such a scenario
can occur in many circumstances, such as those detailed in
[15]. In our scheme, we assume tha@t of the communication
channels are in a Rician fading environment. Thati$ the
channels can vary from pure line-of-sight (LOS) channel to
pure Rayleigh channel as the Rici&fifactors in the channels
change. We also assume that the CSI from the legitimate
receiver isperfectly known at the source, while thenly
information on the eavesdropper available at the sourceris h
locatiort. Our key goal is to determine the beamforming vector
at the source that minimizes the secrecy outage probability
of the system, given the CSI of the main channel and the
avesdropper’s location.

Perhaps the most relevant works to ours are those of [15]
Snd [16]. In [15], the secrecy outage probability of a LBB

heme in Rician wiretap channels was investigated under
the assumption that no CSI from the legitimate receiver was

available. In [16], the secrecy outage probability was exaih
ician wiretap channels where the source is equipped with
a large number of antennas. Different from [15] and [16],
we propose a new LBB scheme utilizing the CSI from the
itimate receiver and the eavesdropper’s location. e no

4%t use of the CSI from the legitimate receiver will natlyral
the eavesdropper is a degraded version of the main chaqg g by

between the source and the legitimate receiver. Subsdyl,uenltn
this result was generalized to the case where the main chal

to a reduction in the secrecy outage probability, buatrém

[ Portantly) it will also enable us to determine the optimal

amforming vector at the source in a new and much more
efficient manner. Moreover, we introduce a jammer to the
system. Our contributions are summarized as follows:

« We derive a simple expression of the secrecy outage
probability when the eavesdropper’s location and the the
CSil of the main channel are known. We highlight that our
expression is valid for arbitrary values of signal-to-mois
ratios (SNR) and Riciarf{ factors in the main channel
and the channel between the source and the eavesdropper.
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1strictly speaking we must also assume a limit on the sizeegtivesdrop-
per's device, as this size-limit in effect places an uppemitliof the number
of (useful) antennas at the eavesdropper.
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« Based on this new expression, we develop a much more
efficient search algorithm for the determination of the
optimal beamforming scheme that minimizes the secrecy ’
outage probability when the CSI of the main channel and
the eavesdropper’s location are available at the source. We
highlight that our new search algorithm invokes a one-

dimensional search, as opposed to the multi-dimensional  Alice S e N
searches required previously, thereby greatly reduciag th ‘l"ﬂ?,yi‘it
computational complexity (important for in-filed deploy- ! N
ment). [ 1

« We derive an approximate expression of the secrecy

outage probability of the system with the jammer for the
special case where the Ricidg-factor of the jammer-
eavesdropper channel & which provides a computa- Fig. 1. lllustration of our wiretap channel with Rician fadi The Rician
tionally efficient way to characterize the secrecy Outa%@jing between all devices is assumed general, covering IpDS through to
e . . ure Rayleigh fading. Real-world-channels lie somewherédtween these
probability of the system with the jammer when thexiremes. Note this figure serves to define the angles usbd main text (the
jammer-eavesdropper channel is in a pure Rayleigh faghgles¢.. and ¢;. will not enter the secrecy outcomes), and the distances
ing environment. between devices.
« We examine the impact of location uncertainty on the
secrecy outage probability, showing how secrecy can still
exist when only a noisy estimate of the eavesdroppeRician K-factors. We assume that (viapriori measurement
location is available at the source. campaigns) theK-factors and path loss exponents of all
The rest of the paper is organized as follows. Section fi¢levant channels are known, and that the CSI of the main
describes the system model considered in the paper. I@ec§nannel between Alice and Eve is known to Alice. We also
lll, we detail the proposed LBB scheme in Rician wiretagSsume that the CSI of the J-Bob channel is known to J. We
channels without the jammer. In Section IV, we examingrther assume that the available information on Eve ateAlic
the proposed LBB scheme in Rician wiretap channels with her location. This last assumption is reasonable in a wide
the jammer. Numerical results and related discussions &#&9€ of scenarios [15]. Examples of which include: when
presented in Section V. Finally, Section VI draws conclasio & SyStém we wish to avoid communication with is a known
Notations: Column vectors (matrices) are denoted by boldixed base station; the adversary has a device whose radio
face lower (upper) case letters. Transpose and conjugats-tr Signals we can detect (and therefore triangulate on); and a
pose are denoted by)T and (,)H respectively. Complex military scenario where the enemy’s location is determined
Gaussian distribution is denoted 8y. An imaginary number through some visual surveillance. To make progress we will
is denoted byj. A 1 x m zero vector is denoted by .. An first assume Eve’s location is known exactly, turning to nois
mxm zero matrix and am x m identity matrix are denoted by estimates later in the paper. .
0,, andL,,, respectively. Statistical expectation and Statistical \We denoteh,, as thel x N, channel vector from Alice to
variance are denoted tiyand Var, respectively. The diagonaBoP. which is given by

Eve

elements of a matrix is denoted by djdg The trace of a 2o 1

matrix is denoted by T{-}. The absolute value of a scalar is hgp =4/ H—Thgb +4/ H—Thgb’ (1)
denoted by| - |. The Frobenius norm of a vector or a matrix ab ab

is denoted by - || where K,;, denotes the Riciad-factor of the main channel,

h?, denotes the LOS component of the main channel,lgjd

denotes the scattered component of the main channel - the

elements of which are assumed to be i.i.d complex Gaussian
We consider a wiretap channel with Rician fading consistingndom variables with zero mean and unit variance hg, ~

of a source (Alice), a destination (Bob), a Jammer (J), a@\ (01« n,,In,). In (1), he, is expressed as [17]

an eavesdropper (Eve), as shown in Fig. 1. In this channel, ,

Alice communicates with Bob in the presence of Eve. Si- hg, = [1,-+exp (j27 (No — 1) da cosbap)] , )

multaneously, J transmits the jamming signals to degraee {fj o 5, denotes the constant spacing, in wavelengths, be-

quality of the received signals at Eve, while maintaining thyeen adjacent antennas of the ULA at Alice. We also denote
quality of the received signals at Bob. Alice, J, and Eve aj¢

) . , ; ' 7 as thel x N; channel vector from J to Bob as
equipped with uniform linear arrays (ULA) wittv,, N; and '
N, antennas, respectively, while Bob is equipped with a single K 1
. J o T
antenna. We adopt the polar coordinate system. As such, the hj, = 1+ K, hj, + mhﬂﬂ )
locations of Alice, Bob, J, and Eve are denoted (0y0), ! !
(daps ap)s (daj,Ba;) and(dqe,0qc), respectively. We assumewhere K, denotes the Riciatdk -factor of the J-Bob channel,

that all the channels are subject to quasi-static independh?, denotes the LOS component of the J-Bob channellgpd
and identically distributed (i.i.d) Rician fading with féBfent denotes the scattered component of the J-Bob channel - the
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elements of which are assumed to be i.i.d complex Gaussthe quality of the received signal at Bob. As such, we design
random variables with zero mean and unit variance ..~ the jamming signal from J as
CN (01xn,,In.). In (3), he is expressed as
(01xn, NJ) (3), h¥, p xan = Wantax, (13)
o =11, - ,exp (j27 (N; — 1)) d; cos B3], 4)
i [ ( (; _)) ! _ i whereWay is an N; x (N; — 1) beamforming matrix used
where §; _denotes the constant spacing, in wavelengths, hg-transmit the jamming signal, ardy is an (N; —1) x 1
tween adjacent antennas of the ULA at J, dpddenotes the vector of the jamming signal. In designing,, we choose
angle from J to Bob. Wan as the orthonormal basis of the null spacehgf. We
We denoteG,. as theN. x N, channel matrix from Alice then chooseay to satisfy R [tANth} = ﬁlz\/j—p Such a
T

to Eve, which is given by design ensures that Tsanxik } = 1.

Koo Go 4 1 o ) According to (1)-(13), we express the received signal at
1+ K, ae 1+ K, ae’ Bob as
where K,. denotes the Riciank-factor of the Alice-Eve o = A/ Pad"" hapX, + np, (14)

channel,G¢, denotes the LOS component of the Alice-Eve

channel, andG’, denotes the scattered component of thghereP, denotes the transmit power at Alieg,, denotes the
Alice-Eve channel - the elements of which are assumed path loss exponent of the main channel (as in [15] all path los
be i.i.d complex Gaussian random variables with zero mearponents will be a function of the sender-receiver charneel

and unit variance, i.eG"_. ~ CN (On,xn,,In,). In (5), G, device locations), and, denotes the thermal noise at Bob -

is expressed as [18] which is assumed to be a complex Gaussian random variable
with zero mean and variance?, i.e., ny ~ CA (0,02). In

(14), x, is expressed as

wherer?, denotes the array responses of Alice’s transmitted
signals at Eve, which is given by

o _ s o . wherew denotes theV, x 1 beamforming vectd; andt, is
roe = [Loo exp (=72 (Ne = Ddecosdac)] . (7) a scalar, which denotes the information signal transmitted
where §. denotes the constant spacing, in wavelengths, b&lice. We assume thdtw]||? = 1 andE [|t,|*] = 1. We then
tween adjacent antennas of the ULA at Eve, &gd denotes express the received signal at Eve as

the angle of arrival from Eve to Alice (see Fig. 1), agfl.

denotes the array response at Alice, which is given by Ve = A/ Podad® GgeXq + 4 /del;e"je(;jexAN +n., (16)

gae = [1,-+ ,exp (j2m (Na — 1) dacosfac)] . (8) where P; denotes the transmit power at &, denotes the
distance between J and Evg,. and ;. denote the path
loss exponents in the Alice-Eve channel and J-Eve channel,
respectively, anch, denotes the thermal noise vector at Eve

G. — Kje Go 4+ [ 1 r © the elements of which are assumed to be i.i.d complex

7€ 1+ K. ¢ 1+ K. 79 Gaussian random variables with zero mean and variafice
. i.e.,neN(ONexl,INc).

where K. denotes the Riciad-factor of the J-Eve channel,  5g such, we express the received SNR at Bob as
G¢. denotes the LOS component of the J-Eve channel, and
G’. denotes the scattered component of the J-Eve channel Y = Yap|hapw|?, (17)
- the elements of which are assumed to be i.i.d complex
Gaussian random variables with zero mean and unit varianeéiereya, = P,d_ " /o?.

GS, = (r9.)" g2 (6)

ae

Xqg = Wta7 (15)

We also denot€x ;. as theN, x N; channel matrix from J to
Eve as

ie., G, ~ CN (ONexNjaINe)- In (9), Go, is expressed as In order to maximize the probability of successful eaves-
. dropping, we assume that Eve applies the minimum mean
Gy, = (r5.)" g%, (10) square error (MMSE) combining to process her received

silgnal. As per the rules of MMSE combining [21] , we express

Y ) : .
wherer{, denotes the array responses of J's transmitted SIgNGIS . crantaneous SNR at Eve as

at Eve, which is given by

_ 7 H~H —1
r%, = [L,-- exp(—j2m (N, — 1) dccosdye)], (1) Ye = YaeW" GaeM ™ Gaew, (18)

Jje

whereg;. denotes the angle of arrival from Eve to J, agfg  WhereJae = Pudyjl* [o? and
denotes the array response at J, which is given by

Yje H ~H
M = Gje WanWnGJe + I, (19)
g?e:[la"' 7exp(j27T(Nj—1)53'(3089]'6)]7 (12) Nj—l J AN
wheref;. denotes the angle from J to Eve. with 5. = Pd; " Jo?.

We assume that J transmits the jamming signal to degrade
the quality of the received signal at Eve, while maintaining 2we correct a typographical error in [19] here by settingas a row vector.



Based on (17) and (18), the achievable secrecy rate in #e then note that beamforming inte; has no impact on the

wiretap channel is expressed as [20] capacity of the main channé},. This is due to the fact that,
C—C S are orthogonal to the plane spanned{loy;, w, } and the main
C, = { 0 b e ? g 1‘3 (20) channel,, lies in this plane. We also find that beamforming

into w;, on the other hand, may increase the capacity of Alice-
whereC}, = log, (1 + ) is the capacity of the main channel Eve channel. unless the Alice-Eve channél,. also lies in

and C. = log, (1 +.) is the capacity of the Alice-Eve the plane spanned b, wo}.

channel. In this wiretap channel, s > Rs, where R Based on the above analysis, we see that beamforming
denotes a given secrecy transmission rate, the perfeetsasr into w; decrease€’; or has no impact or;. As such, we
guaranteed. I0; < R,, information on the transmitted signalconfirm that the optimal beamforming vector has the follayin

is leaked to Eve, and the secrecy is compromised. In ordgfucture, given by

to evaluate the secrecy performance of the wiretap channel i

detail, we adopt the secrecy outage probability as the perfo W (7) = VT exp (j61) w1 + V1 — Texp (j2) w2, (27)
mance metric - defined as the probability that the achievable N Ao

secrecy rate is less than a given secrecy transmission rate . ,
conditioned onry,. Mathematically, this is formulated as Ve note thatd, and 6, in (27) are general phases having
no impact onC, thus without loss of generality we can set

Pout (Rs) = Pr(Cs < Rg|v) - (21) 6, = 6, = 0. Substitutingd; = 6, = 0 into (27) we obtain
e desired result in (25), which completes the proof. m
With the aid of Proposition 1, we note that the optimal

Our goal is to find the optimal beamforming vector thatth
minimizes the secrecy outage probability. That is, we wish EJ

find eamforming vectow™* that solves (22) can be obtained by
finding the optimalr* that minimizes the secrecy outage
w* = argmin Pyy(Rs) . (22) probability. As such, we re-express (22) as
w,[lwl?=1
7 = argmin Poyt (Rs) . (28)
I1l. L OCATION-BASED BEAMFORMING WITHOUT JAMMER Os7=1

In this section we assume that J is not transmitting (i.ae highlight thatProposition 1 provides a far more efficient
P; = 0), describing in detail how the optimal beamformingvay of obtaining the optimal beamforming vecter* that
scheme (that minimizes the secrecy outage probability) gelves (22) compared to an exhaustive search. This is due to
obtained through the use of Bob’s CSI and Eve’s locatiothe fact that an exhaustive search is performed in the comple
We also derive an easy-to-compute expression for the secrepaceC™+. Consequently, the computational complexity of the
outage probability when the proposed LBB scheme is appliegkhaustive search grows exponentially /g increases. This

We first re-expresg. in (16) when J is not transmitting asis to be compared with our method ®voposition 1 which

involves a one-dimensional search of only, regardless of
Ve = \/ Padad** GaeXq + ne. (23) the value ofN,.

We now present the expression of the secrecy outage
probability whenw (7) is adopted as the beamforming vector
Ye = Fae||GaeW||?. (24) in the following theorem.

Theorem 1: The secrecy outage probability when(r) =
VTw1 + /1 — 7wy is adopted as the beamforming vector is

We then re-express. in (18) when J is not transmitting as

In order to solve (22), we present the following proposition
Proposition 1: Givent € [0,1], the optimal beamforming

vectorw* that minimizes the secrecy outage probability is glven by
member of the following family of beamformer solutions, ~ (Nemae 2*R5(1+%)—1)
_ P hae7.
W(T) :\/7_’W1—|—\/ﬁW2. (25) POUt(RS) =1- F(Nemae) ’ (29)
Here, w; = % where w5, = I, — Wwherey (-,-) is the lower incomplete gamma function, defined
Gae o N as [23, Eq. (8.350)],
(Go)" (Gge (GZE)H) G2, ; andwy = H‘I’zgih?{b“ where Y
Ge tab 1
-1 v (p,v) = / exp (—t) t' dt, (30)
W, = (G)" (G2 (@) Gl o) = J, o0
Proof: Suppose thafwi, wa, ws, -, wy, } denotes an
orthonormal basis in the complex spa€é&-. As such, any (K N 1)2
beamforming vector at Alice can be expressed as [22] e = o (31)
Na 2Koe +1
W= wi+dawa + 3w, (26)  where K. = g2, w () Ko,
=3
where\ = [A\y, \a, -, Ay, ] are complex and \||2 = 1. We 5. = E[v] = (Kaelggew (7) I + 1) Fae (32)

first note that the achievable secrecy rates a function ofw. 14+ Kee



andr (-) is the Gamma function, defined as [23, Eq. (8.310)be performed in real-time with negligible latency impacn

) the other hand, an exhaustive search of the optimal beamform
I'(2) :/ exp (—t) t* " dt. (33) ing vectorw* that minimizesPoy (R,) requires2 (6{1)2]\7“
0

. . . gamma function calculations. We note tBa(tSfl)zN" gamma
Proof: We focus on the probability density function . . . 19 gL :
function calculations require of ordap'* floating-point op-

(PI.DF) .Of% whenw (7) is adopted as the beamforming VeCtorerations forN, = 2, and§, = 10~2. Moreover, the number
which is expressed as [15]

of floating-point operations for an exhaustive search grows
Meae Nemae \Netige—1 Mgl exponentially with/V,. As such, an exhaustive search is simply
fro (@)= — exXp | — (34)

5 T (N, 1hae) ~ not practical in real-world deployments.
el . ° We point out thatp,. disappears in the expression for the
Tgf_cu(rjnulatlve distribution function (CDF) of. is then secrecy outage probability iheorem 1. As an aside, it is
obtained as perhaps interesting to show why this is so. To this end, we
7y (Nefnae, m;ez) re-expressy, in (24) as
F’Ye (x) = F (Nemae) (35) N, ,
Based on (23) and (24), we re-exprédg: (R.) in (21) when Ye = Yae El | ac.iw (7) [, (37)

J is not transmitting as
whereg,.; is thel x N, channel vector between Alice and

Fou(Rs) = Pr(Cp — Ce < Ro|m) i-th Eve’s antenna, given by
= PI’(CE > Cb — Rs|'7b) 7 1
=Pr(y. >27% (1 -1 wei =] —2 g0 g0 4 [ or 38
(7 > R ( +7b) ) g s 1+Kaerae,1gae+ 1+Kaegae,z ( )
=1-F, (2% (1+%n)-1). (36

where 77, ; is the i-th element ofrj,, given byr;, , =

Substituting (35) into (36), we obtain the desired result i&(p(_jgﬁ’ (i — 1) 0 cos dqe) @andg? . . is thei-th row of G7,.

Theorem 1. The prOOf is Completed. B Based on (38)’ we expregse w (7-) as
Note, inTheorem 1 Eve's location is explicitly expressed in

the expressions fofie, K,., and %.. Note also, that our w(r) = Kge o 8% w(r)
derived expression is valid for arbitrary values of averageg"e’Z V14K ac,iBae

SNRs and Riciar(-factors in the main channel and the Alice- 1

Eve channel. In the following, we detail how the optimal Ty mgzww (r). (39)
7* that minimizes Po,t(Rs) can be obtained per block by

applying Algorithm 1. We note thatlrg, ,g5.w (7)|* = |gg.w (7)|* for any g, ;.

As such, we confirm that the value @f,. has no impact on
Algorithm 1 Algorithm to determiner* per block when J is the secrecy outage probability. This reveals that our aigly

not transmitting reported here is also applicable for antenna arrays otlar th
Input: hy; ULA at Eve.
Output: 7*.
1: Calculatew; andws. IV. L OCATION-BASED BEAMFORMING WITH JAMMER
2: for everyr € [0, 1] with step sizej; do ) ) _ ] o
3 Calculatew () using (25). _ In this section we examine the case Whe_zn Jis trans_m|tt|ng
4;  CalculatePyy (R,) using (29). (i.e., P; > 0). We shgll see of course that a jammer a55|st_s_ the
5 end for performance. We will also see that, in principal, a modified
6: Chooser* as the value of- that achieves the minimum (More complex)Algorithm 1 can be used to determine the

Pout (Ry). optim_al beamformer in the presence of the ja_mmer. H_owever,
we will also see that the previous beamforming solution de-
) rived directly fromAlgorithm 1, when used in the presence of
We now evaluate the computational demandAFg‘orithnll a jammer, leads to a performance that is very close to optimal
1. For a givenN,, N., andd;, Algorithm 1 requires2d, " \yhen the number of antenna at Alice is greater than two. This
gamma function calculations. We note that the complexifjeans that in practice the beamforming solution derivethfro
for the gamma function calculation @ (n5/2 (log n)z) [24],  Algorithm 1 will actually suffice in most circumstances.
wheren denotes the number of digits used. For anticipated To make progress, we present the following proposition.
values ofN,, N, d; = 102, and assuming 64-bit processing, Proposition 2: Givent € [0,1], the optimal beamforming
the number of floating-point operations fatgorithm 1 is of vector w* that minimizes the secrecy outage probability of
order 10° (note,6; = 10~2 leads to a negligible error of 1
part in 10* compared to the true minimum secrecy outages3The computation time oAlgorithm 1 on MATLAB is less than0.25 s

probability). Assuming 4 floating-point operations per Ieyc on a quad-coré4-bit 3.3 GHz Intel i5-2500 microprocessor. Based on the
conversion factor from MATLAB to embedded C++ firmware, wdiraate

6 . . .
10 Ope_rat|0n5 can be _co_mpleted on a single-agredit 2.5 e per block latency to be less thars ms [25], while the coherence time
GHz microprocessor within ms. As suchAlgorithm 1 can of the channel is hundreds of milliseconds for stationargiaso[26].




Rician wiretap channels with a jammer is also a member when J is transmitting is the factbr!. Therefore, our analysis
the following family of beamformer solutions, in Proposition 1, which is suitable for Rician wiretap channels
without the jammer, still holds for channels with the jammer

w (T) = VWL + VI —Tw. (40)  According to Proposition 1, the optimal beamforming vector

Proof: LetR = 72 G;. WayWEL G2 | the eigenvalue that minimizes Poy (Rs) when J is not transmitting is a
decomposition ofR |s glven byR — UHKU whereU is member of the family of beamformer solutions, given by

an N, x N, unitary matrix, andA — diag[A,--- ,Ay.], and W (7) = V7Wi + V1 —7ws. As such, we obtain that the

where A, --- , Ay, are eigenvalues oR. Based orR and optimal beamforming vector that minimize®,,:(Rs) when

A, we re-express the instantaneous SNR at Eve in (18) as‘] is transmitting is also a member of such a family of
beamformer solutions. We note that the optimal valuer of

Ye =FaeWTGEUT (A +1x,) ' UGqew that minimizes Poy (Rs) When J is transmitting is different

L 0 " from the optimal7* that minimizesPy (Rs) when J is not
. I H Alfl _ ] ) transmitting due to the factdr—!. The proof is completedm
=Yae 45+ 1N, ] : B 1 : According toProposition 2, we note that the optimak* at
0, s Anaid LHN Alice that minimizesP,,: (Rs) can be obtained by determining
Ne a2 the optimalr; that minimizesiou (Rs) when J is transmitting.
= ¢ 41) As such, we re-express (22) as
2T (41) press (22)
B . 7 = argmin Pyt (R,) . 46
whereu; denotes the-th element ofUG,.w. Suppose/; is J o§751 ou () (46)

thei-th element ofG,.w, we express the instantaneous SN

at Eve when J is not transmitting as |\D7Ve note that the analytical form d¥y: (Rs) for generalK .

is mathematically intractable. As such, in order to obt&ia t
Yo =FaeW? GH G, ow optimal 77 that minimizes Pout (R,), We apply a modified
" Algorithm 1, in which we numerically calculatéyy (Rs).
N I I ) Specifically, we first generaté&v realizations of G, and
=ae [V VR, ] G7,, we then calculateC; using (20) for everyGy, and
UN, G, Finally, we calculatePy (Rs) using (21). For the same
IeveI of performance we find the modified algorithm costs
=Yae Z |vil?. (42) approximately 10 times more computational time relative to
‘ Algorithm 1 - and therefore is still viable in real-world

We note that; andp; have the same PDF due to the fact thadeployments. However, as we discuss later, we shall see that

U is a unitary matrix. We re-expresd%, (R) in (21) as in practice the solution provided directly Algorithm 1 will
actually suffice in most circumstances - even when the jammer
Pout(Rs) =Pr(Cy — Ce < Rsly) is present.
=Pr(Ce > Cy — Rs|) Moreover, we find that an approximate expression of
—Pr(ye > 27 (14 95) — 1) Pout (Rs) for the special case whetk ;. = 0 is obtainable.
N, ) We note that such a special case is practical in scenarioewhe
—Pr <%e Z |4 > 2 R (14 ) — 1) the J-Eve channel is completely blocked (e.g. Eve is in lgidin
Ai+1 by buildings. In order to examine the approximate expressio

N, 1 of Pout(Rs) for the special case wher&;. = 0, we first
—=Pr (’yae Z i |? > - (Q*Rs (1+) — 1)) , (43) introduce several new notations as follows:

= l m
1 1\ (KaelGSow (1) )
2 =y Jdef1,2
S K i AT UK. = (m) (No) .2}

wherek = W We then re-expres&ou (Rs) in (21) m
when J is not transmitting as (47)
N with (N.),,, = S5, and
Pout(R) =Pr| Jac Y _[vil> > 27 (1+3) — 1. (44)
1 lexp Ne—l I=14p ,, 14p 1\ et
Sincey; and u; have the same PDF, we re-write (43) as TN =1 Z Pp Z ( > <_;>
Pout (Rs) =Pr (M Z | ? > 2 Be (14 ) — 1)) x T (t — N, +2, E) : (48)

- ' 1, - respectively. In (48)g = s,
—F’f<%e2|wl2>g(2 e (1+7b)—1)>. (a5) respectively.In (48)x = i

p
N; -1\ 1
Observing (44) and (45), we find that the only difference pp = kP Z (p_q )ma (49)
betweenPyy (Rs) when J is not transmitting ané; (Rs) g=max(0,p—N;+1)
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Fig. 2. Pout(Rs) versusr for different values ofV, with N. = 2, K., = Fig. 3. Pg;(Rs) versus?,;, for different values ofN, with N. = 2,
10 dB, Kge = 5 dB, A4 = Jae = 10 dB, 045 = 7/3, 0ae = w/4, and  Kgp = 10 dB, Kqe = 5 dB, Jqe = 10 dB, 6,5 = 7/3, 0ae = 7/4, and
R, = 1 bits/s/Hz. J is not transmitting here. R, =1 bits/s/Hz. J is not transmitting here.

andT(-,-) is the upper incomplete Gamma function, defined We first examine the effectiveness of the scheme when J

as [23, Eq. (8.350)] is not transmitting in Figs. 2-3. In Fig. 2, we pl&by (Rs)
s versusr for different values ofV, with N, = 2, K, = 10dB,
F(/Lvy) :/ exXp (_t) t‘uildt' (50) Kie =5 dB, Yab = Yae = 10 dB, O, = 7T/31 Oge = 7T/41

and R; = 1 bits/s/Hz. We first observe that the analytical
Theorem 2: When K. = 0, the approximate secrecy out-curves, generated froRvoposition 1 andTheorem 1, precisely
age probability of Rician wiretap channels with a jammer ignatch the simulation points marked by black dots, thereby
0= R (147)—1 demonstrating the correctness of our analysisHgf (R;) in
7 (O‘v ﬁ) Proposition 1 andTheorem 1. Second, we see that there exists
I'(a) ’

Pout (Rs) =1- (51)

a uniquer* that minimizesP,, (R;) for eachN,. Third, we
see that the minimunPoy (Rs), denoted byP;, (R;), de-
creases significantly as, increases. Furthermore, we observe
that the optimat™ that achieves$;; (Rs) approaches asN,
increases. This reveals that the optimal beamforming vecto
w* that minimizesP,;(Rs) approachesv; as N, increases.

In Fig. 3, we plotP;}, (Rs) versusy,, for different values
(@2?92 - @%19%) (53) of N,. In this figure, we have adopted the same system config-

P11 ' urations as those in Fig. 2. The analytical curves, repteden

Proof: See Appendix A. - by red dashed lines, are generated fréwposition 1 and

We highlight that the approximate expression of the secregg_eorem I] Wit(;]fthed_?fptimah*l Whi%? mliﬂimize_sPortb(Rs)
outage probability in (51) is valid for arbitrary values 01b ing selected for dilierent values ol,. The optimal beam-

average SNRs and Riciafi-factors in the main channel andformer _S(_)lu_t'(_ms’ represen';ed by symbqls, are obta_med
the Alice-Eve channel. from minimizing Pyt (Rs) via an exhaustive search (i.e., a

full multi-dimensional search) for different values df,.

We first see that the minimum secrecy outage probability
V. NUMERICAL RESULTS Pz, (R,) achieved by our scheme is almost the same as the

In this section, we present numerical results to validate oaptimal beamformer solution found via exhaustive seartiis T

analysis. Specifically, we first demonstrate the effeciégsof shows the optimality of our scheme. Second, we see that
the proposed LBB scheme in Rician wiretap channels whel¥, (R,) decreases significantly @, increases. This reveals
only Alice, Bob, and Eve are involved. We then demonstratBat adding extra transmit antennas at Alice improves the
the effectiveness of the scheme when J is transmittingllifinasecrecy of the adopted system. We further see Hjgt(R,)
we examine the impact of Eve’s location uncertainty omonotonically decreases §g;, increase. This reveals that the
secrecy performance of the scheme. Throughout this sectieacrecy outage probability reduces when Alice uses a higher
we assume that all the channels have the same path Ipswer to transmit.
exponent, i.e.1j,p = Nge = Nje = 4. We then examine the effectiveness of the scheme when J

where
2,92
107
=T - _ 52
“ oy — 307’ (52)
and

ﬁ:’?ae
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Fig. 4. Pout (Rs) versusr for different values ofN, with N = 2, N; = 4,
Kab =10 dB, Kae = 5 dB, Kje =0, :Yab = :Yae = ';/je =10 dB,
0ot = 7/3, 0ae = w/4, and Rs = 1 bits/s/Hz. J is transmitting here.
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Fig. 6. lllustration of the optimal beamformer solutions fician wiretap

channels withN, = 2, Ne = 2, K4, = 10 dB, Kje = 0, Yap = Jae =

Jje = 10 dB. w* andw denote the optimal beamformer solution when J is
not transmitting and the optimal beamformer solution whés tdansmitting,
repectively. w* and w;f are represented by blue dashed line and red solid
line, respectively.

N,. In this figure, we compare the secrecy performance of the
beamformer solution obtained frofvoposition 1 and Theo-

rem 1 and the beamformer solution obtained frémposition

2 and Theorem 2 to the secrecy performance of the optimal
beamformer solution. The beamformer solution obtainethfro
Proposition 1 and Theorem 1 and the beamformer solution
obtained fromProposition 2 and Theorem 2 are represented

by blue-dashed dotted lines and red-dashed lines, regelycti
The optimal solutions, represented by symbols, are ob-
tained from minimizing Py (Rs) via an exhaustive search
for different values of N,. Similar as in Fig. 3, we first
observe that the minimum secrecy outage probability(R)
achieved by the beamformer solution fratroposition 2 and
Theorem 2 is nearly the same as the optimal beamformer
solution found through exhaustive search. We then observe
that Pj,(Rs) decreases significantly a&, decreases and
Jab iNcreases. Moreover, we observe that the gap between
the minimum Py (Rs) achieved by the beamformer solution
from Proposition 1 andTheorem 1 and the minimunPyy; (Rs)
achieved by the beamformer solution frdtrposition 2 and
Theorem 2 reduces asV, increases, revealing that, in Rician
wiretap channels with the jammer, the secrecy performance
of the beamformer solution obtained froRroposition 1 and
Theorem 1 (i.e., from Algorithm 1) is almost the same as
the secrecy performance of the beamformer solution oldaine
from Proposition 2 and Theorem 2 when N, is larger than 2.

In Fig. 6, we provide a schematic view of the optimal beam-
former solutions for different values df,.. For illustration
purpose, we denotes* as the optimal beamformer solution
when J is not transmitting. We also denet¢ as the optimal

is transmitting in the following Figs. 4-5. To provide fogusbeamformer solution when J is transmitting. Fig. 6(a) shows
we consider the special case &f;. = 0. In Fig. 4, we the optimal beamformer solutions wheti,. = 0 (i.e, the
plot Pout (Rs) versust for different values ofN,. We first Alice-Eve channel is in a pure Rayleigh fading environment)
see that the analytical curves, generated fimposition 2 We see thatw™ and w; overlap with each other. We also
and Theorem 2, match the simulation points, which validatesee thatw* and w; are in the same direction as the main
our analysis inProposition 2 and Theorem 2. We then see channelh,;, indicating that the optimal beamformer solutions

that there exists a uniquej that minimizes Py, (Rs) for

when K,. = 0 are the maximal-ratio transmission such that

each N,. We also see that the optimal that minimizes the capacity of the main channel is maximized. Fig. 6(b)

Pout (Rs) decreases for eacN,, compared to the optimal*

shows the optimal beamformer solutions whéfy, = oo

that minimizesPyu: (Rs) in Fig. 2. This is due to the fact that(i.e., the Alice-Eve channel is in a pure LOS environment).
the jamming signals degrade the quality of the receivedadggnWe see thatw* and w; overlap with wy, revealing that

at Eve.

In Fig. 5, we plotP;,; (Rs) versusy,, for different values of component in the Alice-Eve chann&k?..

the optimal beamformer solutions are orthogonal to the LOS
Moreover, we



examine more general scenarios whéfg. is between the 100
above two extremes. As a specific example, in Fig. 6(c) we J not transmitting
show the optimal beamformer solutions of our scheme for
K,. = 5 dB. We first see thatv* and w; are in different
directions, which validates our analysisfiheorem 2. We then
see thatw; is closer to the main channél,;, compared to
w*. This is due to the fact that the jamming signals degrade
the quality of the received signals at Eve. = 102k
We now examine the impact of the uncertainty in Eve’'s o2
location. To this end, we adopt the time difference of atriva
(TDOA) scheme discussed in [27] as the location estimation
scheme. We then introduce the covariance mairix, = J L 103 ¢
where J denotes the Fisher matrix for TDOA scheme (see [27]
for details). We further expresg,,s as

2
_ g Uwy 10~ 1 L L L
Vipos = [ oo o ] : (54) 0.9 092 09 09 098 |

where the values of,, ¢, 0,,, ando,, can be obtained
straightforwardly from the inverse & We denote Eve’s true Fig. 7. Pou (Rs) versusr for different values oo with N, = 4, N, = 2,
location as¢y = [zo,%0], Eve’s estimated location ag = Nj =4 Kap =10 dB, Kae = 5 dB, Jap = Jae = 10 dB, 0o = 7/3,
[ze,ye], and the correlation coefficient as= o,/ (0.0,) . Oac = m/4, and Ry = 1 bits/sHz.
As such, the distribution of Eve’s estimated location can be
expressed as

is decreased (as expected). We note that similar trends and

2
P(C) = 1 exp 4 — 1 (e — o) outcomes to those shown in Fig. 7 were found for a wide
e 5 p 2 (1 5 2 . . . .
2m\/1 = p2og0y (1-p?) O range of antenna configurations, transceiver locatiords Fxe
(ve = 0)* _,p (e = 70) (g — 0) locations.
+—— —20 =< < . (55)
oy OO0y
VI. CONCLUSION

In order to characterize the secrecy performance of thesyst
we adopt an “average” measure Bfy(R;), which is given
by [27, Eq.(44)]

Pout(Rs) = /_ /_ Pout (Rs) P (€.) dzodye. (56)

In this work we have proposed a new LBB solution for
Rician wiretap channels, in which a source communicates wit
a legitimate receiver in the presence of an eavesdroppeurin
scheme, we assumed that the CSI from the legitimate receiver
is known at the source, while the only available information
. —= . on the eavesdropper at the source is her location. With no
In Fig. 7, we plotPou(R,) versusr for different levels jammer present, \F/)v% showed how the beamforming vector that

of Eve's "’.C"."“O” uncertainty for both _the case_vyhere J inimizes the secrecy outage probability of the system @n b
not transmitting and the case where J is transmitting. Is ﬂ%

. ) ) tained in real-time. We also examined the optimal beam-
f'gur?* we ""_dop_t the TDOA scheme discussed in [27] as t mer solution in the presence of a multi-antenna jammer,
location estimation scheme. In the TDOA scheme, the Iev&%

of Eve’s location uncertainty is representedday, wherec is owing how our real-time no-jammer solution still prode
ty P ’ ¢ close-to-optimal performance in most practical scenafibe

the speed of the light, anel is the standard deviation of theWork reported here illustrates how in a range of realistic

timings. The largero; is, the less accurate Eve’s location 'Sw'retap channels, in which the only information known on

In this figure, we consider that Alice, Bob, and J are locateg eavesdropper is her location, a real-time solution to the

at [0 m, 0 mj, [1225 m, 707. m], and[2000 m, - — 34_64 m, ogtimal beamformer can be determined and deployed.
respectively. We also consider that the true location of Ev

is [1000 m, — 1000 m|. We see that, for both cases, there
exists a uniquer* that minimizes Poy (Rs) for each coy.
We also see that the minimuoy (R,) increases aso;
increases, which demonstrates that the secrecy perfoemandn order to derive the secrecy outage probability for Rician
of our scheme decreases, as the level of uncertainty in Evigding wiretap channels with a jammer for the special case
location increases. Although not completely shown here, wé K;. = 0, we first need to derive the PDF of.. We
note that our results approach the appropriate solutiortiseas note that the closed-form expression for the PDF~pfis
location uncertainty approaches both zero and infinity.,(i.enathematically intractable due to the fact thatis a ran-
location unknown), and show the expected trends betwedom variable containing both the non-central complex nbrma
these two extremes. Moreover, compared to the case wherevkistor G,.w and the random matrbR. To address this
not transmitting, we can observe that, for a specific > 0, problem, we consider the use of the gamma approximation to
the minimum Pqy (R,) of the case where J is transmittingcharacterize the PDF of.. Such an approximation has been

APPENDIXA
PROOF OFTHEOREM 2



shown to be effective in accurately describing the distidou  [5]
of the received SNR of Rician fading channels with Rayleigh-
distributed co-channel interference [28]. As such, we egpr (6]
the gamma approximations of the PBE as

z* Lexp (—%)
f'Ye ( ) = T 2a
T Ts o

where o denotes the scale parameter of the gamma distri-
bution, andg denotes the shape parameter of the gamm@]
distribution. We haven3 and a3? represent the mean and
the variance ofy., respectively. We then express the CDF of

[7]
(57)

Ve as (10
g (0" %) [11]
F,, (v) = W7 (58)
We express théth moment ofy, as [29] [12]
& = Ahetorth, (59)

wherey; and; are as shown in (47) and (48), respectivel);.l?’]
Based on (59), we obtain the mean+yfas

[14]
E [Ve] = YaeP1V1- (60)
We then obtain the variance of as 1]
Var (ve) = Yae (p2v2 — 107) . (61)
From (60) and (61), we obtain and 3 as [16]
2,92
17
a=—"1 62) [17]
a2 — P03 (62)
and
Vo — 2192 [18]
8= %ew (63)
P11 [19]
respectively.
We then re-expresBou (R,) in (21) as [20]
Pout (Rs) = Pr(Cy — Ce < Rs|) 21]
= Pr(Ce > Cb — Rs|'7b)
=Pr(vy. > 27 (14 ) — 1) [22]
27 e (14y3) -1
=1- /0 Jre (7) dv [23]
=1-F, (27" 1+vn)-1). (64) [24]
Substituting (57), (58), (62), and (63) into (64), we obtdia [25]
desired result in (51). The proof is completed.
[26]
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