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Abstract

Recent researches show that millimeter wave (mmWave) cariwations can offer orders of magnitude
increases in the cellular capacity. However, geerecyperformance of a mmWave cellular network has not
been investigated so far. Leveraging the new path-loss ékdge models for mmWave channels, which
are significantly different from the conventional microwashannel, this paper comprehensively studies the
network-wide physical layer security performance of thevdiink transmission in a mmWave cellular network
under a stochastic geometry framework. We first study th@rseconnectivity probability and the average
number of perfect communication links per unit area in aediimited mmWave network for both non-colluding
and colluding eavesdroppers scenarios, respectivelyn, Mae evaluate the effect of the artificial noise (AN) on
the secrecy performance, and derive the analysis resulteshge number of perfect communication links per
unit area in an interference-limited mmWave network. Nuo#results are demonstrated to show the network-
wide secrecy performance, and provide interesting insigito how the secrecy performance is influenced by
various network parameters: antenna array pattern, bagens{BS) intensity, and AN power allocation, etc.

Index Terms

Millimeter wave network, physical layer security, stodimgeometry, Poisson point process, artificial
noise

I. INTRODUCTION

Within the next 20 years, wireless data traffic can be ardteigh to skyrocket 10,000 folds, spurred
by the popularity of various intelligent devices. Convenal communication means are difficult to
meet such incredible increase in the wireless data traffilinhMéter wave cellular communication has
received an increasing attention due to the large availzntelwidth at millimeter wave frequenciés [1].
Recent field measurements have shown the huge advantagesWawe networks, compared with the
conventional microwave network in band below 6 GHz [1], [B]. Due to the small wavelength, the
mmWave cellular network is different from the conventiomatrowave network in the following ways:
large number of antennas, sensitivity to blockages, anbar propagation laws, etc![4]. Recently,
based on the real-world measurementd_in [3], spatial statisnodels of the mmWave channel have
been built in [5], which reveal the different path loss cleéeastics of the line-of-sight (LOS) and
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non-line-of-sight (NLOS) links. Under the new channel miodiee network-wide performance of a

mmWave cellular has attracted increasing attentions, aadymvorks have investigated the SINR
distribution, coverage, and average ergodic rate of thwor&tunder a stochastic geometry framework
[6]-[11]. They show that the mmWave network has a great ga@teto provide tremendous data traffic

increase.

All the above works have focused on thate/reliability performance of the mmWave network,
however, itssecrecyperformance has not been investigated so far. Given theuiibicgness of wire-
less connections, an enormous amount of sensitive and eatifitl information, e.g. financial data,
electronic cryptography, and private video, have beerstrafted via wireless channels. Thus, providing
a secure service is one of the top priorities in the designianpdementation of mmWave networks
[12]. In this paper, we investigate the physical layer sigyrerformance of mmWave networks by

adopting the stochastic geometry framework.

A. Background

Physical layer security has been identified as a promisiragegty that exploits randomness of
wireless medium to protect the confidential informatiomiraviretapping/[13],[[14]. Recently, multiple-
antenna technology becomes a powerful tool for enhanciegptiysical layer security in random
networks[15]. With the degrees of freedom provided by rpldtantennas, the transmitter can adjust its
antenna steering orientation to exploit the maximum dégtgain while reducing the signal leakage
to eavesdroppers [16]-[17], or radiate the artificial ndg&l) for jamming potential eavesdroppers
[18]-[19]. The secure connectivity, secrecy rate and sgcoeitage with multi-antenna transmissions
in wireless random networks have been studied in [16]-[t&§pectively. The impact of AN on the
security of random networks has been studied_in [19].

However, all of the above works focus on conventional mi@esnetworks, and the obtained results
can not be applied to mmWave networks directly, due to thendisve features of mmWave channel
characteristics. For example, mmWave signals are mordtisen® blockage effects, and the fading
statistical characteristics of the LOS link and NLOS link #wtally different[3]. For characterizing the
blockage effects of mmWave signals, different mmWave ckhnmodels have been proposed lin [4]-

[11]. In [6], an exponential blockage model has been progomed such model has been approximated



as a LOS ball based blockage model for the coverage analy$#,i[7]. In [8], the authors adopted
the exponential blockage model to perform the coverage apddaity analysis for mmWave ad hoc
networks. In [10], the authors proposed a ball based blazkagdel which is validated by using
field measurements in New York and Chicago. Taking the ousigee emerging in the mmWave
communication into consideration, in [11], the authorsehpxoposed a two-ball approximate blockage
model for the analysis of the coverage and average rate ahtlig-tier mmWave cellular network.
Under these new characteristics of mmWave channels, theceperformance of a mmWave
cellular network will be significantly different from the neentional microwave network, which should
be re-evaluated. The efficiency of traditional physicaklagecurity techniques should be re-checked
as well. Recently, the secrecy performance of a point-iatpmmWave communication has been
studied in [25], which has shown that mmWave systems canlersamnificant secrecy improvement
compared with conventional microwave systems. Howeverngtwork-widesecrecy performance of

the mmWave cellular communication is still unknown, whicltivates our work.

B. Contribution

In this paper, using the stochastic geometry framework hadlockage model proposed in [10], we
proposed a systematic secrecy performance analysis appliamahe mmWave cellular communication,
by modeling the random locations of the BSs and eavesdrspgeetwo independent homogeneous

Possion point processes (PPPs). Our contributions canrbmatized as follows:

1) Secrecy performance analysis of noise-limited mmWave cellular networks. We characterize
the secrecy performance of a noise-limited mmWave cellaktwork that is applicable to
medium/sparse network deployments, where each BS onlytadog directional beamforming
to transmit the confidential information. Considering tvases: the non-colluding eavesdropper
case and the colluding eavesdroppers case, we derive tlysiamasult of the secure connectivity
probability and the cumulative distribution function (CPéf the received SNR at the typical
receiver and eavesdropper, respectively. The secure ctivibeprobability facilitates the eval-
uation of the probability of the existence of secure conpastfrom a typical transmitter to its
intended receiver. With the CDF of the received SNR at thécilpeceiver and eavesdropper,

we can characterize the average number of perfect comntiomdenks per unit area statistically



in the random network. We show that the high gain narrow beai@naa is very important for
enhancing the secrecy performance of mmWave networks.

2) Secrecy performance analysis of AN assisted mmWave cellular networks. When AN is
transmitted concurrently with the confidential informatior interfering potential eavesdroppers,
the AN radiation would increase the network interferendeud] taking the network interference
into consideration, we characterize the CDF of receivedR3lIMdt the intended receiver and non-
colluding eavesdroppers. The secrecy probability andageenumber of perfect communication
links per unit area for the AN assisted transmission have laéen derived. The optimal power
allocation between the AN and confidential signal is showdépend on the array pattern and

the intensity of eavesdroppers.

C. Paper Organization and Notations

In Section II, the system model and mmWave channel charstitsrare introduced. In Section lll,
considering the noise-limited mmWave cellular commun@gtwe characterize the secure connectivity
probability and average number of perfect communicatioksliper unit area. In Section 1V, taking the
inter-cell interference into consideration, we charazeethe average number of perfect communication
links per unit area of the AN-assisted mmWave communicatidumerical results are provided in
Section V and the paper is concluded in Section VI.

Notation: = ~ gammadk, m) denotes the gamma-distributed random variable with stajped
scalem, (x,y) is the lower incomplete gamma function [30, 8.35011(z) is the gamma function
[30, eq. (8.310)], and’(a, ) is the upper incomplete function [30, 8.350.2]o, D) denotes the
ball whose center is origin and radius /it The factorial of a non-negative integeris denoted by
nl, x ~ CN (A, A) denotes the circular symmetric complex Gaussian vectdn wiean vectorA
and covariance matrif, (7) = #k'),k, Lx(s) denotes the Laplace transform &f, i.e., E (e—*¥).

oF1 (a, B;7, z) is the Gauss hypergeometric function|[30, eq. (9.100)].

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider the downlink secure communication in the mm\\alellar network, where multiple
spatially distributed BSs transmit the confidential infatimon to authorized users in the presence of

multiple malicious eavesdroppers. In the following sulises, we first introduce the system model



and channel characteristics adopted in this paper, whied been validated in [4], [8]. [10]. With such
models, we give some important results on probability theanich will be used in the performance

analysis. The secrecy performance metrics adopted are givBection 1I-G.

A. BS and eavesdropper layout

The locations of the BSs are modeled by a homogeneousd®PBf intensity \z. Using PPP
for modeling the irregular BSs locations has been shown t@arb@&ccurate and tractable approach
for characterizing the downlink performance of the cellufetwork [28]. Just as| [19]-[20], the
locations of multiple eavesdroppers are modeled as an émtigmt homogeneous PRR;, of intensity
Ag. Such random PPP model is well motivated by the random andedigbable eavesdroppers’
locations. Furthermore, just as [19], [21]-[23], we comsidhe wor st-case scenario by facilitating
the eavesdroppers’ multi-user decodability, i.e., eavmsuers can perform successive interference
cancellation [[24] to eliminate the interference due to thi®rimation signals from other interfering

BSs. The total transmit power of each BSHs

B. Directional beamforming

For compensating the significant path-loss at mmWave fragjas, highly directional beamforming
antenna arrays are deployed at BSs to perform the diretti@aanforming. For mathematical tractabil-
ity and similar to [4], [8], [10], [11], the antenna pattesapproximated by a sectored antenna model
in [26]. In particular,

| M, it |01 <6,
Gu(f) = { ms, Otherwise @)

whered, is the beam width of the main lob@/, andm, are the array gains of main and sidelobes,
respectively. In this paper, we assume that each BS cangettiiect CSI estimation, including angles
of arrivals and fading, and then, they can adjust their ardesteering orientation array for adjusting the
boresight direction of antennas to their intended recsie@d maximizing the directivity gains. In the
following, we denote the boresight direction of the antenas)®. Therefore, the directivity gain for the
intended link isM,. For each interfering link, the angkeis independently and uniformly distributed

in [—m, 7], which results in a random directivity ga#,(#). For simplifying the performance analysis,



just as [10], [25], the authorized users and malicious elroppers are both assumed to be equipped

with a single omnidirectional antenna in this pajper.

C. Small-scale fading

Just as([4],/I8], we assume that the small-scale fading df éak follows independent Nakagami
fading, and the Nakagami fading parameter of the LOS (NL@%) ik N, (Ny). For simplicity, N,
and Ny are both assumed to be positive integers. In the followihg,small-scale channel gain from

the BS atz € R? to the authorized user (eavesdropper) & R? is expressed ab,, (.,)-

D. Blockage Model

The blockage model proposed in [10] is adopted, which canegarded as an approximation of
the statistical blockage model in![5, eq. (8)],[11], andamporates the LOS ball model proposed in
[4], [[7] as a special case. As shown by [9], [10], the blockagedel proposed in_[10] is simple yet
flexible enough to capture blockage statistics, coverageraie trends in mmWave cellular networks.

In particular, definingy, () as the probability that a link of lengthis LOS,

C, if r<D,
qr(r) = { 0, Otherwise (2)

for some(0 < C' < 1. The paramete€’ can be interpreted as the average LOS area in the spherical
region around a typical user. The empiri¢él, D) for Chicago and Manhattan afe.081, 250) and
(0.117,200), respectively[[10], which would be adopted in the simulatiesults. With such blockage
model, the BS process i{o, D) can be divided into two independent PPPs: the LOS BS prokgss
with intensity CAp and NLOS BS process with intensity — C')\p [28, Proposition 1.3.5]. Outside
b(o, D), only the NLOS BS process exists with intensity. We denote the whole NLOS BS process

asdy.

E. Path loss model

Just asl[4],[[10], different path loss laws are applied to L&8 NLOS links. In particular, given
a link from z € R? to y € R?, its path lossL(x,y) can be calculated by

[ Culle =yl iflink x — y is LOS link
Lw,y) = { Cxllz — yll==~, iflink = — y is NLOS link (3)

1This assumption is just for simplifying the performance lgsia. However, the obtained analysis methods can be exteta the
multiple antennas case directly by modeling the array pat authorized users and malicious eavesdroppers in éasiway as [(1L).



7

wherea;, and oy are the LOS and NLOS path loss exponents, @ad= 10‘% andCy 2 10‘61—10V
can be regarded as the path-loss intercepts of LOS and NLRS dit the reference distance. Typical
a; and g; for j € {L, N} are defined in[[5, Table I]. For exmple, for 28 GHz bands,= 61.4,
ap =2, andffy = 72, ay = 2.92. From the measured values 6f and«;, j € {L, N} in [5, Table

[], we know that it satisfie€’;, > Cy anda; < ay.

F. User association

For maximizing the receiving quality of authorized userf [40], one authorized user is assumed
to be associated with the BS offering the lowest path lossimo, Isince the network considered
is homogeneous. Thus, for the typical authorized user a@imrits serving BS is located at* =
arg max,ecq, L(z,0). Denoting the distance from the typical authorized usehwrtearest BS i,
asd; for j = {L, N}, the following Lemma 1 provides their probability distrtimn functions (pdf),
and the obtained statistics hold for a generic authorized, ukie to Slivnyak’s theorem [28].

Lemma 1:Given the typical authorized user observes at least one LOSt pdf ofd; is

2rCAgrexp(—rCApr?)
fdz (T) = 2
1 — exp(—rCApD?)

, forr € [0, D]. 4)
On the other hand, the pdf af, is given by
fay, (r)y=2nr(1-— C))\Bre_’r(l_c))‘BT2H (r< D)+ 2)\B7T7’e_)‘37r<’”2_D2)e_”(l_c))‘BDQH (r> D), (5

wherel (.) is the indicator function.

Proof: The proof is given in Appendix A. [ |
Then, the following lemma gives the probability that theitgb authorized user is associated with a
LOS or NLOS BS.

Lemma 2:The probability that the authorized user is associated aiiLOS BS,Ay, is given by

I cp\ar AN
Ay = / <e—”CAB(cﬁ> e _e—WCABW) 21 (1 — C)Apwe ™1=Oody 4 @D (p)
0

A

wherey = <%>‘W Dsv. The probability that the typical authorized user is asstecl with a LOS
BS is given byA;, =1 — Ay.

Proof: The proof is given in Appendix B. [ |



With the smallest path loss association rule, the typicéih@ized user would be associated with
the nearest LOS BS i, or the nearest NLOS BS i ,. The following lemma gives the pdf of the
distance between the typical authorized user and its spB® in ®;, i.e.,r;, Vj € {L, N}.

Lemma 3:0n the condition that the serving BS is &y, the pdf of the distance from the typical

authorized user to its serving BS vy, is

pret

exp (-(1 —C)Apm <C—N)m T“WL) 2rCAprexp(—CApmr?)

Cr
fr (1) = 1 , 7 €[0,D]. (7)

On the condition that the serving BS is iy, the pdf of the distance from the typical authorized
user to its serving BS i®y is

2rAprexp(—mApr?) (1 — C)exp(rCAp (r? — D*))1(r < D) +1(r > D))
fT’N(T) = An

2 2apy
_ Cr\ag,a
2m(1 — C))\BT’G_(I_C)ABMQ (6 CABW(@V) T e=OrpmD?

) CN ﬁ S_L
+ 1 I[<7“§ <C—L) D N). (8)

Proof: The proof is given in Appendix C. [ |

G. Secrecy Performance Metric

In this paper, we assume that the channels are all quagi-$&aling channels. The legitimate
receivers and eavesdroppers can obtain their own CSI, bWawven BSs do not know the instantaneous
CSI of eavesdroppers. For protecting the confidential médron from wiretapping, each BS encodes
the confidential data by the Wyner code[13]. Then two codesraamely, the rate of the transmitted
codewordsRy,, and the rate of the confidential informatidty should be determined before the data
transmission, and?, — R, is the cost for securing the confidential information. Theadg of the
code construction can be found in [13], [27]. In this papest jas[[19],[[20],[[27], we adopt the fixed
rate transmission, wherg, and R, are fixed during the information transmission. For the sBcre
transmission over quasi-static fading channels, the pedecrecy can not always be guaranteed.
Therefore, as indicated in [16], [20], [27], an outage-llbsecrecy performance metric is more suitable.
Therefore, we analyze the secrecy performance of the mm\&@venunication by considering both

the secure connectivity probability and average numberedfept communication links per unit area.



1) Secure connectivity probability [165ecure connectivity probability introduced in [16], iided
as the probability that the secrecy rate is nonnegativendgJgie secure connectivity probability,
we aim to statistically characterize the existence of se@amnection between any randomly
chosen BS and its intended authorized user in the presentriltple eavesdroppers.

2) Average number of perfect communication links per unit 48#.When R, and R, are given,
we define the links that have perfect connection and secreqyegect communication links.
Then, the mathematical definition of the average number diepecommunication links per
unit area is given as follows.

« Connection Probability. When R, is below the capacity of legitimate links, authorized users
can decode signals with an arbitrary small error, and thuggeconnection can be assured.
Otherwise, connection outage would occur. The connectiobability is denoted ag..,-

« Secrecy Probability. When the wiretapping capacity of eavesdroppers is belowrdte
redundancyR, £ R, — R,, there will be no information leakage to potential eavepdess,
and thus perfect secrecy of the link can be assured [13].r®tbe, secrecy outage would

occur. The secrecy probability is denoted;gs.

Following [20, eq. (29)], the average number of perfect camitation links per unit area is
Np = )\chonpsec- (9)

Remark 1:With the givenR, and R,, the average achievable secrecy throughput per unitarea

can be calculated by = N,R;.
[Il. SECRECY PERFORMANCE OF THENOISE-LIMITED MILLIMETER WAVE COMMUNICATION

In this section, we evaluate the secrecy performance of itleetdransmission for the noise-limited
mmWave communication. As pointed out by [3], [5], [10], [1Xjighly directional transmissions
used in mmWave systems combined with short cell radius teegullinks that are noise-dominated,
especially for densely blocked settings (e.g., urbanrgg)iand medium/sparse network deployments
[10], [11]. This distinguishes from current dense cellidaployments where links are overwhelmingly
interference-dominated. Therefore, just @s! [10], [11], fwst study the secrecy performance of the
noise-limited mmWave communication without considerihg effect of inter-cell interference. The

received SNR by the typical authorized user at origin andeidneesdropper at with respect to the
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serving BS can be expressed as $NR ZALE Okt ang SNR,, = HGOLE20es N s the

(dB) = —174 4 10log,,(BW) + Fu5, BW is the

noise power in the form ofV, =
transmission bandwidth anf; is the noise figure [11]. With the array pattern i (&),(6) seen by
the eavesdropper is a Bernoulli random variable whose pitilyamass function (PMF) is given by

(M., Prg,(M,) 2 Pr(Gy(0) = M,) = &,
G0 = {17 G 2 ey~ me) - o

A. Non-colluding Eavesdroppers

In this subsection, assuming that the random distributecssloppers areon-colluding, we
evaluate the secrecy performance of the mmWave cellulavaniet

1) Secure Connectivity ProbabilityWWe first study the secure connectivity probability, of the
mmWave communication in the presence of multiple non-datig eavesdroppers. A secure connection
is possible if the ConditioPmaxzef;%fgé%&ifz)gz*Z > 1 holds [16], and the secure connectivity prob-

- . MsL(z*,0)h*,
ability can be calculated by, = Pr(maxze% RN AESIOT >

1). We can see that the wiretapping
capability of multiple eavesdroppers is determined by thth poss proces&,(6)L(z*, z)g,+.. Thus,
for facilitating the performance evaluation, the follogiprocess is introduced.

Definition 1: The path loss process with fading (PLPF), denotedVas is the point process on
R* mapped from®,, where N = {gz = m,z € <I>E} and z denotes the location of the
wiretapped BS. We sort the elements/df; in ascending order and denote the sorted elementgzof
as{¢,i=1,...}. The index is introduced such thgt< ¢; for Vi < j.

Note thatNz involves both the impact of small fading and spatial distribn of eavesdroppers,
which is an ordered process. Consequeritly, determines the wiretapping capability of eavesdropper.
We then have the following lemma.

Lemma 4:The PLPFN% is an one-dimensional nonhomogeneous PPP with the ingemsiasure

AE (07 t) :277')\}3 Z q; (Qj,in <M87 t) + Qj,in (mm t)) + QN,out (Mm 7t) + QN,out (mm t) ) (11)
je{L,N}

1" +a2 Da?t
whereq, = C, gy £ 1 —C, andQ;in(V,t) = Prg, (V ) Ve Zm 01 M Qion(V,t) =
2 DJ

+
Pre, (V )W(” zmﬁ¥,withv6{m,ms}.

Proof: The proof is given in Appendix D. [ |
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Fig. 1. Secure connectivity probability of the mmWave comination in the presence of multiple non-colluding eavepgers vs
A with BW=2GHz, P, = 30 dB, F45 = 10, 6, = 9°, M = 15 dB, andm, = —3 dB.

The following theorem gives the analysis result of the secannectivity probability in the presence

of non-colluding eavesdroppers.

Theorem 1:In the case of non-colluding eavesdroppers, the secureectiaity probability is

D “+00 _AE(O’]WZ%> N,—1_—w
e T/wT e
Tn = E Aj/(; f?“j(/r)d/r/(; F(Nj) dw. (12)

Proof: We have the following derivations:

Pr M, L(@”, 0)havo > 1| =Pr{ min L > L
max,ea, Gp(0)L(x*, 2)gerr - zebp Gp(0)L(x*,2)gp, — MoL(x*,0)hys
) 1 (f) 1
= Pr > = E x*,0 * e —A 07
(6 v ) B (20 (0 (03772 )))

ar,
@) ALE,, o, (exp(—AE (0, M) |Serving BS is a LOS B}) +
an
ANEryh,., (exp (—AE (0, W) |Serving BS is a NLOS B}) , (13)

where step(e) is due to Definition 1, stepf) follows the PPP’s void probability [28], and step) (
is due to the law of total probability. When the serving BS k@S BS, h,-, ~ gammgN, 1) and
the pdf ofr; is given by [T), and when the serving BS is a NLOS BS$,, ~ gammgNy, 1) and
the pdf ofry is given by [8). Finally, substituting the pdf @f.,, ., andry into (13), 7,, can be
obtained. u
Theoretical results in Theorem 1 are validated in Fig. 1, whge plot the secure connectivity

probability 7,, versus\z. For all the simulations in this paper, 100000 trials aredus@om Fig[1, we
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can find that theoretical curves coincide with the simutabmes well, which validates the theoretical
result in Theorem 1.

2) Average number of perfect communication links per urégain the following, we study the
average number of perfect communication links per unit,aféa of the mmWave communication
in the presence afion-colluding eavesdroppers. Firstly, we should derive the analyticallteof the

connection probability and secrecy probability of a mmWaweenmunication link, given by

Peon = Pr(SNRy > T.) andpyee,, = Pr (max SNRg, < Te> , (14)

2€dbp

respectively, wherd, £ 2%~1 andT, £ 2%~1, We have the following theorem.

Theorem 2:For the non-colluding eavesdroppers case, the analytsalltrofp.., is given by

NoTer*N

DT Ny, 2ol ) boo T (N, BBz )
con = i v (1)drA +/ il wy (T)drApy, 15
pn = | = b A+ [ S Ay, (15)

and the analytical result gf,..,, is given by

1
psec,n - eXp <_AE' <07 m)) . (16)

Proof: p.,, can be derived as follows

NoT. , .
on. =Pr | hy+, > —————|Serving BS is a LOS B$ A
P ( PtMSL(x*vo)‘ J } vt

NoT. ) .
Pr(hw*o > W\Servmg BS is a NLOS B}AN

NoTeroL NoTeroN
_/D I (NLv PtMSCL) too I (NJ\“ P.MsCn
0

T'(N.) fro (r)drAg +/0 (V) >er (r)dr Ay (17)

Psec,n, CAN be derived as follows

max.s, Gu(0)L(z",2)gex - 9) 1 (h) 1
sec,n — Pr z — < Te = Pr < Te = ex —A 0, _— ,
Prce { No &1 Ny P " T.Ny

where step(g) is due to Definition 1, and ste@®) is due to the PPP’s void probability [28]. m

B. Colluding Eavesdroppers

In this subsection, we study the secrecy performance of th&Mawe communication by considering
the worst casecolluding eavesdroppers, where distributed eavesdroppers adopt the maximal-ratio

combining to process the wiretapped confidential infororati
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1) Secure Connectivity ProbabilityThe secure connectivity probability in the presence of mul-

tiple colluding eavesdroppers can be calculated by

7o = Pr(MsL(x]’O)hl’*o > 1) , (19)

E

wherel; £ > zea, Go(0)L(z", 2)g.-.. We have the following theorem.

Theorem 3:In the case of coIIuding eavesdropperscan be calculated by

_ T\ 4 e
Te =B, { 2. Z <M50> F(m+1)(_1) Lip (MSC])

je{L,N} m=0

(20)

where£;,(s) £ exp(Z(s)) and

% Nj—l o - m+a
Es)E—s |2t D> g > Per(V)(VCj) (D% [(VC;)) »
GE(L,NY  \VE{Mm} Ym0 <m + O%) (s+ D /(VCy)™
2, _DY/(VCy) ) (VCy)7r
Fllm+1m+—+1; - + 21\ Prg, (V) —————
o ( Q; DO‘J/(VCj) +s EVe{MZS,mS} ¢ ( ) an
(D (VO 2 s
> oF <1m—|—12 - ) . (21)
w5 (13) 6 Do (VO a5+ DV CY)
Proof: The proof is given in Appendix E. [ |

Although the analytical result given in Theorem 3 is genexatl exact, it is rather unwieldy,
motivating the interest in acquiring a more compact expoessExploring the tight lower bound
of the CDF of the gamma random variable in|[31], a tight uppeura of 7. can be calculated as
follows.

Theorem 4:7, can be tightly upper bounded by

N N; yr a;nr
> 2 (W)ev [ o (i) o 22

JE{L,N} n=1

wherea; £ (NL)_NLL anday £ (NN)_ﬁ.
Proof: We leverage the tight lower bound of the CDF of a normalizexdnga random variable,
g with N degrees of freedom as Rr<y) 2 (1 — e )" [31], wherex = (N!)" . Sinceh,-, is a

normalized gamma random variable, we have

g NJ'
T
= Y B, <1—exp<—%>> . (23)
JE{LN} 5vi
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Fig. 2. Secure connectivity probability of mmWave commatiian in the presence of multiple colluding eavesdroppers\y.
The system parameters afé = 30 dB, 5 = 61.4 dB, ar, = 2, v = 72 dB, any = 2.92, BW = 2 GHz, F45 = 10, A\p =
0.0005, 0.0002, 0.00006, C' = 0.12, D =200 m, 6, = 9°, M, = 15 dB, andm, = —3 dB.

Using the binomial expansion, we can obtain

N; o
' /N, a;nr.’ 1
S A ))

je{L,N} n=1
N /N, o0 a;nre
= > Z( ])(—1)”“/ frj(r)ﬁzE( J ) (24)
je{L,N} n=1 n 0 MsCj

u
The bounds in Theorem 4 are validated in [Eg. 2, where we hkskecure connectivity probability
7. versus\p. From Fig.[2, we can find that theoretical curves coincidenwgitnulation ones well,
which show that the upper bound given in Theorem 4 is tight.
2) Average number of perfect communication links per urgaain the case of colluding eaves-
droppers, the connection probability,, of the typical authorized user can be still calculated[by) (15

in Theorem 2, and the achievable secrecy probahility can be calculated by

P
DPsec,c = Pr{ ;VQE < Te} . (25)

For getting the analysis result ¢f... in (25), the CDF of/x should be available. Although the
CDF of I can be obtained from its Laplace transfofdy, (s) by using the inverse Laplace transform
calculation [32], it could get computationally intensive ¢ertain cases and may render the analysis
intractable. As an alternative, we resort to an approxiomathethod widely adopted in[4],[8], [10]

for getting an approximation af,... which is given in the following theorem.
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Fig. 3. Secrecy Probability of the mmWave communicationhe presence of multiple colluding eavesdropperslysThe system
parameters aré@; = 30 dB, 0, = 9°, M, = 15 dB, ms = —3 dB, 8 = 61.4 dB, ar, = 2, Bn = 72 dB, ay = 2.92, BW = 2 GHz,
Fap = 10, Ag = 0.0005, C' = 0.081, and D = 250 m.

Theorem 5:In the case of multiple colluding eavesdroppers, the appration of p,.. . is given by

N
<> (-, (—— 26
psec,c ~ ;( ) »CIE ( noTe ; ( )
whereL;, (s) is given in Theorem 3; £ (N!)~ and N is the number of terms used in approximation.
Proof:
Plg (%) Plg
sec,c — P <1l;,= P < . 27
P r{NoTe } r{NoTe w} @)

In (i), w is a normalized gamma random variable with a shape paraméteand the approximation
in (¢) is due to the fact that a normalized gamma random variableetges to identity when its shape
parameter goes to infinity [4], [8].

Then, using the tight lower of the CDF of a normalized gammadoan variable in[[31]p,.. can

be tightly upper bounded by

aPIp\\"
sec,c S 1 - 1 - - . 28
i (1-on(48) an
Finally, using the binomial expansioi, (28) can be furthewritten as[(26). [ |

The approximate analysis result in Theorem 5 is validateign[3. From Fig[ B, we can find that
when N = 5, (26) can give an accurate approximation. Then, in the fahgwsimulations, we set

N =5 to calculatep,.. ., approximately.
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V. SECRECY PERFORMANCE OF THEINTERFERENCELIMITED MM WAVE NETWORK WITH AN

AN has been proved to be an efficient secure transmissiotegyrdor the conventional cellular
network [18], [19]. But for the mmWave network, the utility the AN should be re-evaluated due to
the distinguishing features of the mmWave communicatiorhis section, we will analyze the secrecy
performance of the AN-assisted mmWave communication.eSthe additional AN would increase
the network interference, different from the previous ®eGtwe analyze the secrecy performance
of the AN assisted mmWave communication by taking the in&rinterference into considerath
For obtaining a tractable problem, we only study the secautesy performance metric: the average
number of perfect communication links per unit area for mioa-colluding eavesdroppers case.

By introducing different phase shifts in each directionatemna, each BS can concentrate the
transmit power of the confidential information signals itite direction of its intended receiver, while
radiating AN uniformly in all other directions. For tracthty of the analysis, the actual array pattern
of each BS is approximated by the model of sectoring witHieidl noise proposed ir [19, Section
lI-A]. In particular, for the confidential information sigis, it has main lobe of gaifi/, and angle of
spreadd,, and just as[[19],[[33], the sidelobes of the confidentiabinfation signals are suppressed
sufficiently, which can be omitted in the foIIowingAccordineg, for the AN, it has main lobe of gain
M, and angle of spreas8b0 — 6,, and the sidelobes of the AN are suppressed sufficientlyclwban
also be omitted. The sectors of the confidential signals aNdafe non-overlapping.

Assuming thaip P, is allocated to transmit the confidential information in theended sector, and
(1 — ¢)P, is allocated to transmit AN concurrently out of intendedtses; where0 < ¢ < 1. The
transmit powerz(#) of each BS is

x(@):{ Mo B, if |0] <6, Pr(M,) = Pr(z(f) = M,¢pP,) = %7

M,(1 — ¢)P,, Otherwise Pr,(M,) £ Pr(z(0) = M,(1 — ¢)P,) = 181%59.

(29)

Then, according to the mapping theorem, for any receivethaized user or eavesdropper), the

2In the mmWave network with AN, the transmitted AN simultansly from each BS has made the transmissions of mmWave signal
no longer highly directional. Therefore, different from Mfave network without AN, the out-cell interference shoukl taken into
consideration in the mmWave network with AN.

3We should point out that the analysis results obtained is sktion can be generalized to incorporate the sideloadeasignals,
by considering the eavesdroppers in the intended sectoatside the intended sector separately, just as Sectiofidévever, the
analysis results in such case would become more complicatieitst few design insights can be brought. Furthermorewasknow,
massive antenna array would be deployed at the mmWave BSrfmoving the mmWave signal transmission performance HJ, [
Therefore, the sidelobes of the antenna pattern at the me\B&/can be suppressed sufficiently, and it is reasonable tbthen
sidelobe in the theoretical analysis.
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interfering BSs can be divided into two independent PPPghé&)one transmitting the confidential
signals to the receiver, which is denoted ®y of intensity AzPr,.(M;); 2) the one transmitting the

AN to the receiver, which is denoted Wy, of intensity AgPr,(M,).

A. Connection Probability

Considering the typical authorized user at the origin, éiseived SINR can be calculated by

OGP Mhyo L (x*,0)

30
Ig + Ny ’ ( )

SINRy =

where the interference from multiple interfering B$g:= Zyeth/x* Ms¢Phy+ L(y, x*)+2y@A M,(1—
¢)Pihy,» L(y, z*). We have the following theorem.
Theorem 6:The connection probability of the typical communicationklican be tightly upper

bounded by

D +00
Peon = Pr(SINRy > T.) 5 AL/ Erfr (r)dr + AN/ En [y (r)dr, (31)
0 0
where
Ny, N 3
=2 Z(—l)"*l( nL)exm—@L(n)r%No) [Tz 60) [ [ @e(Ma, 1= 6,m),  (32)
k=1

Ny, :; 3
Sy 2 Z(_wﬂ (]Z L) exp(—On(n)r*¥ No) [ [ on(Ms, ¢, n) [ [ oe(Mai 1 = ¢,n),  (33)

3(a,b,n) £ A (1, min(r, D), +00,On(n), r*N, a,b), (34)

ar, and ay have been defined in Theorem 4, the analysis resultg. df-) and f.,(r) have been

given in Lemma 30, (n) £ 54—, Oy(n) £ JHU—, F(c,d,a,b) £ 1 — (HcdathéLyﬂL)NL,

A(z,v,y,¢,d,a,b) £ exp(—2m2APr,(a) [V F (c,d, a,b) ydy),
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Fig. 4. Connection probability of mmWave communicationhwN vs T.. The system parameters afe = 30 dB, ¢ = 0.5, 6, =

9, M, = 15dB, M, = 3dB, B = 61.4 dB, az. = 2, Bx = 72 dB, ay = 2.92, BW = 2 GHz, F4p = 10, C = 0.12, and D = 200 m.
Proof: The proof is given in Appendix F. [ |

In Fig.[4, we plot the connection probabilipy,,, versusT.. From Fig[4, we can find that approximate

results coincide with simulation ones well, which show ttie approximate analysis result given in

Theorem 6 is tight. In addition, from simulation results, wan find an interesting phenomenon that

for someT,, a largerAz may result in a smallep..,. Therefore, we can conclude that,, is not a

monotonically increasing function ofz for the whole range of’.. This can be explained by the fact

that although the distance from the authorized user to igrsg BS decreases with the increasing

Ag, the network interference also increases. Thereforega@sing\z may not always improve..,,.

This further shows that the mmWave network with AN is intezfece-limited.

B. Secrecy Probability

In this subsection, we characterize the secrecy probalofithe AN assisted mmWave communi-
cation. With the approximation_(29), only eavesdroppessdia the intended sector of the serving BS
would wiretap the confidential information. Those eavepgers form a fan-shaped PPP and by the
mapping theorem [28], they can be mapped as a homogeneousrRR® whole plane, denoted by,
with densityA\gPr,.(M,). Since we consider the worst-case where each eavesdragpetiminate the
interference due to the information signals from otherrfieténg BSs, only the AN would deteriorate
the receiving performance of eavesdroppers. Then, theveet&SINR by the eavesdropper atcan

be calculated as

OGP, MgL(x*,2) gy,
SINR, = , 35
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Fig. 5. Secrecy probability of mmWave communication with AirsusT.. The system parameters afé = 30 dB, 6, = 9°,
M, = 15dB, M, = 3dB, BW = 2 GHz,8;, = 61.4 dB, az, = 2, fn = 72 dB, anx = 2.92, Fup = 10, ¢ = 0.5, P, = 30dB,
A = 0.00005, C = 0.12, and D = 200 m.

wherel,, = Zy@A (1—¢)P,M,g,.L(y,2).

In the case of non-colluding eavesdroppers, the secredapility of the mmWave network with AN
can be calculated 3s.. = Eg, o, (HZ@Z Pr(SINR, < Te)), which is characterized by the following
theorem.

Theorem 7:The secrecy probability can be tightly lower bounded by

D D
Psec ~EXP (—27TC’)\EPrx(MS) / Qp(r)yrdr —2m(1 — C)AgPr. (M) / QN(r)rdr)
0 0

+oo

exp (—QWAEPI’:C(MS)/ QN(r)rdr) : (36)

D
wherea, £ (Nj1)™5, 6,(r) & S, (=11 () exo (i) exo(w ("5t ) ) i =
{L,N}, and

ay Nt aj W
b2 s(omay Y g [ Pr(a,) D) (D™ (yC5) 1
T A (e ) (s D)™

2 D% /(M,C5) (M,Cn) 7
Fi(1 1; —+1; Vraw N
2 1<,m+ 7m+aj+ 7Daj/(MaCj)_|_s N

an met g
Z (D /(MGCN)) N 2F1 (17m+172_i7 « ° )
m—0 <1 _ %) (S + DaN/(MaCN))m—H ay S+ D N/(MGCN)
(37)

Proof: The proof is given in Appendix G. [ ]

)) + 27\ ePr (M,)

Ny—1




20

= NON-colluding Eavesdropper Case, T

o
3

111 Colluding Eavesdropper Case.rC

o
o

NG, = 9% M_=15dB, m_=-15dB

o o o
w kS 13

Secure Connectivity Probability
o
N

. J g
06 08 1 12 14 16 18
A x10°

Fig. 6. Secrecy connectivity probability of the noise-fiedl mmWave communication in the presence of multiple eavppers versus
Ae. The system parameters axg = 0.00005, C' = 0.081, and D = 250 m.

Theoretical results in Theorem 7 are validated in Elg. 5. i [B, we plot the secrecy probability
psec VErsusT,. From Fig.[b, we can find that the approximate results comeiith the simulation

ones well, which show that the lower bound given in Theorers fight.
V. SIMULATION RESULT

In this section, more representative simulation resukspaiovided to characterize the secrecy per-
formance of mmWave networks and the effect of different wekwparameters. Considering mmWave
networks operating at a carrier frequengy= 28 GHz, the path-loss model are taken frdm [5, Tables
I]. Specially, the transmission bandwidth BW = 2 GHz, theseoligure ;5 = 10, the BS’s transmit
power P, = 30 dB, the Nakagami fading parameters of the LOS (NLOS) link igfe= 3 (Vy = 2),
and the path-loss modeli;, = 61.4 dB, o, = 2, fy = 72 dB, ay = 2.92. Since the theoretical
analysis results obtained in this paper have been validatetie simulation results in Figl 1-Figl 5,

all of the simulation results in this section are theorétaraalysis results.

A. Secrecy performance evaluation of noise-limited mmWeallalar networks

In this subsection, employing analysis results in Sectlgnwle illustrate the secrecy performance
of noise-limited mmWave networks in the presencenom-colluding and colluding eavesdroppers.

Fig.[8 plots the secrecy connectivity probability of the me communication in the presence of
multiple non-colluding and colluding eavesdroppers versg. Obviously, the wiretapping capability
of the colluding eavesdroppers is larger than the non-doltyicase. Therefore, compared with the non-

colluding eavesdroppers, the secrecy connectivity prtibafor the colluding case deteriorates. With
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Fig. 7. Average number of perfect communication links pet,uN, of the noise-limited mmWave communication in the preserfce o
multiple eavesdroppers versig. The system parameters afe = 30 dB, 7.=10dB, 7.=0 dB, A\ = 0.0002, C' = 0.12, andD = 200
m.

the increasing\g, the wiretapping capability of eavesdroppers increasestla@ secrecy connectivity

probability decreases. Furthermore, the secrecy perfmcenavould be improved with the improving

directionality of the beamforming of each BSs. This can bplared by the fact that the high gain
narrow beam antenna decreases the information leakagepvuegpthe receive performance of the
authorized user, and increases the secure connectivibabiiay.

Fig. [ plots N, versus\rp. Compared with the non-colluding eavesdroppers, the pegnce
deterioration of the colluding case increases with theeasing\x, especially for the BS equipped
with highly directional antenna arrays. Furthermore, timusation results show that the directional
beamforming is very important for the secrecy communicatiéor example, for the non-colluding
eavesdroppers case, when= 9°, M, = 15dB, M, = 3dB, \p = 4 x 107, N, ~ 1.1 x 10~* and
more than half of communication links is perfect, on averdg@wever, for other two cases of array
patterns,N, reduces greatly due to the increasing beam width of the nudia bnd the decreasing
array gains of the intended sector.

The simulation results above show that the directional beaming of BSs is very important for
the secrecy performance of noise-limited mmWave netwdrksrefore, in practice, for improving the

security of noise-limited mmWave networks, BSs should grenfthe highly directional beamforming.

B. Secrecy performance evaluation of interference-licthitenWave cellular networks with AN

In this subsection, employing analysis results in Sectinnle illustrate the impact of the AN on

the secrecy performance of interference-limited mmWauevoiks in the presence afon-colluding
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Fig. 8. Average number of perfect communication links peit,ul, of the interference-limited mmWave communication in the
presence of multiple non-colluding eavesdroppers vetseipower allocation coefficiert. The system parameters dfe=10dB, 7.=0
dB, A = 0.0008, C = 0.12, and D = 200 m.

Fig. 9. Average number of perfect communication links pét, us, of the interference-limited mmWave communication in thesgnce
of multiple non-colluding eavesdroppers versus the polecation coefficientp and\ g. The system parameters ae—= 30°, M, = 10
dB, M, =3 dB, T, = 10dB,7. = 0 dB, Az = 0.001,C = 0.12, and D = 200 m.

eavesdroppers.

Fig.[8 plotsN, achieved by the mmWave communication versus the poweraditoc coefficientp
for different antenna patterns ang;.. From the simulation results in Figl 8, we find that the optima
fraction of the power allocated to the AN decreases with #erehsing\p and improving directivity of
the antenna array equipped at each BS. This can be explaynia lbact that with the decreasing;,
the wiretapping capability of eavesdroppers decreasesthenoptimal fraction of the power allocated
to the AN can be reduced. Accordingly, with the highly diresal beamforming, the information
leakage decreases, and the receiving performance of eapests decreases. Therefore, the power
allocated to the AN can be reduced. For showing the effectzodnd 8, on the optimaly further, we
plot N, versus¢ and Ay in Fig.[9, andV, versus¢ and 6, in Fig.[10. From the simulation results,

it is clear that the optimap for maximizing Np increases with the decreasing and decreasing,,
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Fig. 11. Secrecy performance comparison between the méswetwork and mmWave network. The system parameters of the
mmWave network aré”; = 30 dB, T.=0dB, T.=-30 dB, 6, = 9°, M, = 15 dB, M, = 3 dB, Ap = 0.0008, C = 0.12, and D = 200

m. The system parameters of the microwave networkiare- 30 dB, 7.=0dB, T.=-30 dB, the beam width of the confidential signal

is 60°, the beam width of AN is300°, the number of antennas equipped at each microwave BS ig; 65 0.0008, the small scale
channel fading follows the normalized Rayleigh fading. .

which validates the conclusions draw above.
Simulation results show that the optimal power allocateAfbdepends om\z and antenna pattern.

The highly directional antenna array and smgll both would decrease the power allocated to AN.

C. Secrecy performance comparison between the AN assigtemlvave network and the AN assisted
mmWave network

For validating the secrecy performance of the mmWave conmration, we perform the secrecy
performance comparison between the microwave network antMave network in Fig._11, where the
intensities of microwave BSs and mmWave BSs are both set @0#98. The carrier frequency of the
microwave communication I8, = 2.5 GHz. Just as [19][ [33], the antenna pattern of the microvizve

is approximated by (29), where the beam width of the confidksignal is set to bé0°, and the beam
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width of AN is set to be300°, the small scale channel fading of the microwave commuioicas the
normalized Rayleigh fading. The large-scale path loss efutiban area cellular radio communication
is used to model the path-loss of the microwave communicd8d], where the path-loss exponent is
2.7. Since the microwave network is interference-limit&é8][ the received noise power is ignored in
the simulation. Therefore, only the ratio between the ardegain of the confidential signals and the
antenna gain of AN would determine the SINR received at thea} authorized user and eavesdropper
in the microwave network [19]. Just as [19], the ratio betwélge antenna gain of the confidential
signals and the antenna gain of AN in the microwave BS is sbetd/ — 1, whereM is the number

of antennas equipped at the microwave BS. In the simulagsalts of Fig[ 1ll, we set/ = 6. From
the simulation results in Fig. 11, we can find that the mmWas®vark can achieve better secrecy
performance than the microwave network. This is becauseuticpue characteristic of the mmWave
communication: blockage effects and highly directionarmé&rming antenna arrays. Due to blockage
effects, the wiretapping capability of eavesdroppers walgcreases, since the blockage effects would
deteriorate the reception quality of a large portion of sdveppers. Due to the highly directional
beamforming antenna arrays equipped at each mmWave BSgedteption quality of the intended

receiver would be improved, and the confidential informratieakage would be decreased.

VI. CONCLUSIONS

In this paper, considering distinguishing features of theWave cellular network, we characterize
the secrecy performance of the noise-limited mmWave ndétand the AN-assisted mmWave network.
For the noise-limited case, we analyze the secure conitgcfivobability and average number of
perfect communication links per unit area for colluding ameh-colluding eavesdroppers. For the
AN-assisted mmWave network which is interference-limjted taking the network interference into
consideration, we characterize the distributions of theeikeed SINRs at the intended receiver and
eavesdroppers, and average number of perfect commumdatics per unit area for non-colluding
eavesdroppers. Simulation results show that the arragrpaéind intensity of eavesdroppers are very
important system parameters for improving the secrecyopadnce of the mmWave communication.
In particular, for the AN-assisted mmWave networks, the @oallocated to AN depends on the array

pattern and the intensity of eavesdroppers. It decreadibstia@ decreasing beam width of the main
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lobe and decreasing intensity of eavesdroppers.

APPENDIX A
PROOF OFLEMMA 1

We first show the derivation of;: (). Given the typical authorized user observes at least one LOS

BS, the complementary cumulative distribution functiorC{@F) of d; can be derived as
e—C>\B7rr2 (1 _ e—CABW(D2—r2)>

1 _ e—C)\BﬂDQ ?

Pr(dy, > ) = Pr(®p, (B(o,r)) = 0|®5, (B(o, D)) # 0) =

dPr(

(38)

Then, with [38), the pdffs: (r) = >7) that can be derived akl(4).

Secondly, invoking the PPP’s void probablln:y (28], the CEPr(d} > r) can be derived as

Pr(dy >r) =

Pr(®gp, (B(o,r)) =0)I(r < D)+ Pr(®g, (B(o,D)) =0,®p, (B(o,r)/B(o,D)) = 0)I(r > D)

=exp((1 — C)Agmr?) I(r < D) 4+ exp((1 — C) AgwD?) exp(—Apm (r* — D?)) I(r > D). (39)
Finally, calculating— M the pdf f4: (r) can be derived a$|(5).

APPENDIX B
PROOF OFLEMMA 2

We do the following derivations.

Ay =Pr(Cr(d})™"" < Cx(dy)™*") Pr(®p,(B(o, D)) # 0) + Pr(®p,(B(o, D)) = 0)

:Pr<<%)q 7 ‘;L )( —WC,\Bz))jL e mCABD?
N

2 2an
<e—7r0>\B(cN) Ldy) L e—7rC>\BD2> + g TCABD? (40)

~—

1
gt <(CL\ aN pak
N—= CN

Finally, (6) can be obtained by employing the pfif () in (). Accordingly, A, can be derived as

AL = Pr(CL(d*)‘aL > CN(d* ) aN) Pr(CDBL( ( )) # 0)

— (Pr(D > (gJLv)a_(d*N)z?V Zd*L> +Pr<D< (gsz) (5, )L;L>> Pr(®s, (B(o, D)) £ 0)
— (/O“ (Pr<(g;) rz_zz > d2>> fd;v(r)dr—i- Pr(dy > M)) Pr(®z, (B(o, D)) #0). (41)

Since Pi(d} <r) =1-Pr(d} > r)and Prd}; > r) has been defined ii_(88), substituting the analytical
expression of Pfd; < r) and fg: (r) in (@) into (41), we obtaind, =1 — Ay.
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APPENDIX C
PROOF OFLEMMA 3

We first show the derivation of,., (r). The CCDF P(r;, > r) can be derived as
Pr(r, >r) 2 Pr(®p,(B(o,7) =0|Cp(d})™* > Cn(dy) ™)

_ Pr(®p,(B(o,D)) #0)Pr(r < dj,Cr(dy) " > Cn(dy)~*Y)
Pr(Cr(dy)=ot > Cn(dy)=v)

@ 1 [P Cy v e 9
— Pri®dynb| o, yon | =10 27TC')\ByeXp(—7rC>\By)dy. (42)

T AL, Cy
Step(a) can be derived by the PPP’s void probability afd(r). Then calculatingf,, (r) = —%t2"),

dr
the pdf f,., (r) can be derived a§](7).
We show the derivation of, (r). The CCDF P{ry > r) is equivalent to the conditional CCDF

Pr(ry > r) £ Pr(dy > r|Cy(d;)™" < C(dy) ™) =
Pr(r <djy,Cr(d;)™*r < Cn(dy)~*) Pr(®g, (B(o, D)) # 0) N Pr(r < di, ®z, (B(o, D)) = 0)

AN AN .
(43)
We first derive the first term in_(43) as
B (Pr((&)™ 0% <a;) ) Pries, (Bl0.0) £0
i (44)
— ‘r % * 2572\] — — 2 1
Bt (eXp< CApm <CN> (43) ) SXp(—CAsmD >) Cn\o5 oo
= I(r<(=X) Do~ | (45)
AN L

Step(b) is obtained according to the PPP’s void probability.
Finally, we derive the second term in_{43). Since the LOS B&@ss and NLOS BS process are
two independent PPPs, we have

i B _ _ 2 2 —A\p7r2
Pr(r < dN’q)iLl (B(o,D)) =0) _ exp(—(1 C))\jﬂr CApmD )H(r <D+ g B
N N

I(r>D).
(46)

Substituting [46) and(35) intd (43, () = —®~2") which can be derived a5](8).

dr
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APPENDIX D
PROOF OFLEMMA 4

The point procesd/; can be regarded as a transformation of the point progedsy the probability

kernelp (z, A) = Pr< € A) 2z € R?, A € B(R"). According to the displacement theorem

Gl (e)ngL(x—z
[28], N is a PPP oR™ with the intensity measura (0,¢) given by

1
Ap(0,t) = Ap / Pr( G Ies € [O,t]) dz. (47)

From the blockage model in Section II-B, we know tldgt is divided into two independent point

processes, i.e., the LOS and NLOS eavesdropper processdgrimore, the directivity gains received
at the eavesdroppers in the main and sidelobes are diff@rieatefore, considering these and changing

to a polar coordinate systemy (0,¢) in (47) can be further derived as

AE (O,t) =21 \p Z Per Z qJ/ Pr<Gb < t|Gb(8) = V) rdr

Ve{Msms} je{L,N}
2mAp Y Prg,(V) +OOP < PN |G (6) v) d (48)
ter I NS~ =t = rdr,
" Ve{Msms} ” /;) Gb(e)ngN ’

where g, denotes the small-scale fading of eavesdropper which déstant from the target BS at
x. g. ~ gammaNy, 1) if the link between the eavesdropper and the target BS is Lddt®rwise,
gr ~ gammg Ny, 1).

For getting the analysis resultz (0,¢), the analysis results of integral formulaes|inl(48) showdd b

derived. Firstly, the integrafOD Pr(
in (49).

D ro ) (a) /D Y (Nj, %)
Pr rdr = 1—————2 | rdr
/0 ( VGt 0 I'(N;)

DF(N» i) D oy N1 a N m 2 Nj-1 < 2 D%‘)
[ ey e [ () e A Y R
0 0 !

I'(N;)

#;q < t|Gy(0) = V) rdr can be derived with the procedures

IS

(49)
Step (a) is due t@, ~ gammgN;,, 1), step (b) is due to [30, eq.(8.356.3)], step (c) is duelto [30,

e(.(8.352.2)], and step (d) is due t0][30, eq.(3.381.1)].

W < t|Gy(0) = V) rdr can be derived as

2 o 2 D%
o r% (VCjt) &T <m+ a ’VCt)
Pr{—— < tGy(0) =V ) rdr = L0 7 i _

/D <Gb(9)9er < 1G(0) )T ' o m!

m=0

With a similar procedure, the mtegrﬁg Pr(

(50)
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Finally, substituting[(49) and (50) inté_(48), the proof da@m completed.

APPENDIX E
PROOF OFTHEOREM 3

The achievable secure connectivity probabilitycan be calculated as

IErJN_l ] Qg m
(9) ET; Aj
. ZLE,. |E R
A Db (e

JE{L,N} m=0

Qj

() C4 mpm) [T
_ETJ' Z Z (MC') F(m—i—l)(_l) £IE <M30j> : (51)

je{L,N} m=0

step (¢) holds, since the serving BS at can be a LOS or NLOS BS, and stép) is due to the
Laplace transform propertyf f (t) & (—1)"-4% L (s).

ds™

In the following, we derive the analysis result 6§, (s).

. —+00 X
Lr,(s)=E (e‘SZZE@E G"(G)L(x*’z)gz*Z)  exp </ (7% —1) Ag(0, dx))
0

(k) +oo ) +00 1
= exp (—/ Ag(0, x)—@idm) = exp —/ Ap (O, ;) se **dz |, (52)
0 0

-~

'

T

step(7) is obtained by using the probability generating functiqifabFL), step k) is obtained by using
integration by parts, and stdp) is obtained by the variable replacing= % Then, we concentrate

on deriving the analysis result @f in (52). Substituting\ (0, %) in (11) into T, T can be rewritten

as

2 N;—1 2 D%z

VO «— 1 °°7<m+a_> Ve )
Tl Yoo Y PePE Y L BTG g,
jE{L,N} VG{M57ms} a‘] m=0 m.\o Zaj ,

H
2 Ny-—1 2 DO‘Nz>
VC o an’ VC
> Prg,(V (VCn)™ : Z , / NN ey | (53)
Ve{M,ms) m: v )
Hy

Finally, using [30, eq. (6.455.1)] and [30, eq. (6.455.2h¢ integral termsH; and H, can be
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calculated as

(D /(VC)™ ™ T(m + 1) ( 2 D /(VCy) )
le o F1 1,m+17m+—+1, - y 54
(m + %) (s + Dos /(VC;))™H a; s+ D% /(VC;) 4)
an m—l—% m
Hy = (DN /(VCOy)) L(m+1) 2 F (1,m+1;2—%+1;S+D05/(VC_)) ) (55)

(1= 2) (s + Dov /(vEy)™™
Finally, substituting[(54) and_(55) intd_(53), the closedrfi result ofL;, (s) can be obtained.

APPENDIX F
PROOF OFTHEOREM 6

Using total probability theorem, we have

Pr(SINRy > T,) = ALE’r(SINRU > T.|Serving BS is a LOS B§
@
+ ANPr(SINRy > T.|Serving BS is a NLOS BS (56)
Qs
In the following, we detail the calculation of the conditanprobability ;. The conditional

probability ), can be calculated with a similar procedure which is omittadfevity. In the following,

we denote the LOS terms i, as ®; ;, and the NLOS terms i®; as®; y, for ¢ = I, A.

Q ( S TcrgL (Zyecbl M8¢Pthyx*L(yv ) + ZyE(I)A (1 - Cb)Pch’OL(yv IL'*) + NO) )
1= *o

—~
83
~

A

¢PtMsCL

Np,
arT.re*
1-E (1—exp<—m (Z My¢Prhye-L(y, %) + Y My(1 = ¢)Pihyer L(y, @ )+NO>>>
tiVis

cdy yed 4
() AL N N
2, (v (T )ewt-enmrg ) TT Be, | I 0+0utriatonie.a) ™
n=1 je{L,N} yedr 5
I Eeu, | TI (0 +0L()ri*Mu(1 = ¢)PL(y, =)™ | |- (57)
je{L,N} yed 4 ;

Step(z) is due to the tight lower bound of the CDF of the gamma randonable given in [31];

step(x) is due to the multinomial expansion and Laplace transforrthefgamma random variable.
On the condition that the serving BS is a LOS BS and the distdram the serving BS to the

typical user isry, from the user association policy in Section II-F, we knowattthe nearest distance

from the interfering BS ind; ;, and®, ; to the typical authorized user should be larger thanand
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the nearest distance from the interfering BS@iny and ®4 v to the typical authorized user should

1 ar

be larger thar(%—fz)m rf_N. Then, using PGFL, we have

Eq)I,L ( H (1 + @L(n)rgLquthL(yvx*))NL) = wl(Ms>¢> n)

yedPr L

IE‘I:‘I.,N H (1 + @L<n)TgLMS¢PtL(y7 x*)>_NN = w2<MS7 (b? n)w3(Ms7 (b? n) (58)
yePr N

Similarly, the analysis resut ds, (Hye%j (14 OL(n)ri M, (1 — ¢)P,L(y, x*))—Ny), je{L,N}

can be obtained. Finally, substituting the pdfrgfinto (57), the proof can be completed.

APPENDIX G
PROOF OFTHEOREM 7

In the following, for the convenience of expression, we dertbe set of the LOS eavesdroppers in
¢, asd, 1, and denote the set of the NLOS eavesdroppers as.

Since the AN signals received at multiple eavesdroppersnateindependent, we resort to the
technique in[[19] to derive a lower bound pf... We first derive the conditional secrecy probability

conditioned on® 4. Then, with the Jensen’s inequality, we derive a lower boohg,... Specially

Psec =Fo, (E%MM ( [T Pr(SINR. <T.®4) J] Pr(SINR. < Tﬂ@))

zE‘I?'Z,L ZG‘PZ,N

—Fq, <exp <—C)\EPrm(MS) / Pr(SINR, > T.|z € By, B4)dz
R

2NB(o,D)

—(1— (J))\EPrx(MS)/ Pr(SINR, > T.|z € Dy, Da)dz

R2NB(0,D)

_)\EPrx(Ms)/

Pr(SINR, > T.|z € Dyy, D4) dz))
R2/B(0,D)

—

n)

D
gexp(—%(])\EPrx(Ms)/ Pr(SINR, > T.|z € q)va)rdr)
" D
exp(—27r(1 - C))\EPI}U(MS)/ Pr(SINR, > T.|z € 4 ) rdr)
0

“+oo
exp(—QWAEPrw(MS) / Pr(SINR, > T,z € O, y) rdr) , (59)
D

wherer denotes the link length between the eavesdropper and thimgdS. We should point out

that the conditional probabilities in the first line of theuatjon [59) denote the probabilities that the
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SINR received by eavesdroppers at different positions idarger than T, conditioned on a common
® 4. Changing to a polar coordinate system and using Jensestsidity, we can obtain stef).
In the following, we first show the derivation of B3INR, > T, |z € @4 1). Then, similar procedures

can be adopted to derive BINR, > T, |z € ®; x), which are omitted, for brevity.

=

aLTe I N (’U
Pr(SINR, > T.|z € &) =Pr (g:c*z > L U, + No) |z € ‘I’ZvL) S

¢PtMsCL
Ter-“LaL(IAZ+NO> Ni N » Ny napTeNgroL nay T, ror
1—FE 1—e @ ¢émMsCp — —1)" e ¢hMsCL [ e e 60
‘I)A L ;( ) <n) L IAz (¢PtMSCL) ) ( )

Sinceg,+, ~ gammg Ny, 1), with the inequality in[[31], stegv) can be obtained.

For facilitating the derivations, we first introduce theléaling definition.

Definition 2: The path loss process with fading (PLPW¥) is the point process oR*™ mapped from
4, where N, £ {(y = m,y € <I>A} and z € R%. We sort the elements of/, in ascending
order and introduce the index such tigat< ¢; for Vi < j.

Then, following the proof of Lemma 4, the intensity measuke\@ can be calculated as

2 N.— 2 D%
(MaCjt)aj Nj:l ’Y (m + a_j’ MaC’th>

Qj

A (0,t) =2mdp > qPr(M,)

m!
JE{L,N}

m=0

_ 2 DeN
(MaCNt)% NNzl r (m + o=, —MaCNt)

ay m!

m=0

+ 27 A5PYL(M,)

Y

whereqr, = C andgy =1—C.

The the Laplace transfori;, (s) can be calculated as

+00 1—)P, 400 _ o(1—8) Py
Li,, (5) =exp</ (e‘ = 1) Az(O,dx)) zexp(—/ AAO,x)%e‘%dx)
0 0
+o0
“ exp (— / A, (0, 1) s(1—¢) Pte‘s(l“z’)Ptzdz) (61)
0 z

Step(k) is obtained by the variable replacing= % Following the derivation of the analysis result of
(52) in the proof of Theorem 3, we can derive the analysislteduC;, (s). Substituting the analysis
result of £;, (s) into (60), the analysis result of PSINR, > T.|z € ¢~ ) can be obtained.

REFERENCES

[1] T. Rappaport et al., “Millimeter wave mobile communicets for 5G cellular: It will work!” IEEE Accessvol. 1, pp. 335-349,
2013.

[2] T. A. Thomas and F. W. Vook, “System level modeling andfpenance of an outdoor mmWave local area access system”, in
Proc. IEEE Int. Symp. Personal Indoor and Mobile Radio CominWashington, USA, Sep. 2014.



(3]
(4]
(5]
(6]
(7]
(8]
9]
(10]
(11]
(12]

(13]
(14]

(15]
(16]
(17]
(18]
(19]
(20]
(21]
(22]
(23]
(24]
(25]
(26]
(27]
(28]
(29]

(30]
(31]

(32]
(33]

(34]

32

S. Rangan, T. S. Rappaport, and E. Erkip “Millimeter-@asellular wireless networks: potentials and challengBsgceedings
of the IEEE vol. 102, no. 3, pp. 365-385, March 2014.

T. Bai and R. W. Heath, Jr., “Coverage and rate analygisrfilimeter wave cellular networksEEE Trans. on Wirel. Commun.
vol. 14, no. 2, pp. 1100-1114, Feb. 2015.

M. R. Akdeniz, Y. Liu, M. K. Samimi, S. Sun, S. Rangan, T. Bappaport, E. Erkip, “Millimeter wave channel modeling and
cellular capacity evaluationfEEE J. Sel. Areas Comiwol. 32, no. 6, pp. 1164-1179, Jun. 2014.

T. Bai, R. Vaze, and R. W. Heath, Jr., “Analysis of blockagffects on urban cellular network$EEE Trans. on Wirel. Commun.
vol. 13, no. 9, pp. 5070-5083, Sep. 2014.

T. Bai, A. Alkhateeb, and R. W. Heath, Jr., “Coverage aagacity of millimeter-wave cellular networkdEEE Commun. Mag.
vol. 52, no. 9, pp. 70-77, Sep. 2014.

A. Thornburg, T. Bai, and R. W. Heath Jr, “Performancealgsis of mmWave ad hoc networks,” available at:
arxiv.org/pdf/1412.0765

M. N. Kulkarni, S. Singh and J. G. Andrews, “Coverage aatkertrends in dense urban mmWave cellular networksPiroc.
IEEE Global Communications Conference (GLOBECOQM)stin, USA, Dec. 2014

S. Singh, M. N. Kulkarni, A. Ghosh, and J. G. Andrews, &table model for rate in self-backhauled millimeter wae#dutar
networks”, IEEE J. Sel. Areas Commurvol. 33, no. 10, pp. 2196-2211, Sep. 2015.

M. Di Renzo, “Stochastic geometry modeling and analysf multi-tier millimeter wave cellular networksJEEE Wireless
Commun. vol. 14, no. 9, pp. 5038-5057, Sep. 2015.

N. Yang, L. Wang, G. Geraci, M. Elkashlan, J. Yuan, and Dil.Renzo, “Safeguarding 5G wireless communication net&ork
using physical layer securityJEEE Commun. Mag.vol. 53, no. 4, pp. 20-27, Apr. 2015.

A. D. Wyner, “The wire-tap channelBell Sys. Tech. Jvol. 54, pp. 1355-1387, 1975.

A. Mukherjee, S. Fakoorian, J. Huang, and A. SwindlshuiPrinciples of physical layer security in multiuser aliess networks:
A survey,” IEEE Commun. Survey& Tutorials vol. 16, no. 3, pp. 1550-1573, Mar. 2014.

Y.-W. P. Hong, P.-C. Lan, and C.-C. J. Kuo, “Enhancing/gibal layer secrecy in multiantenna wireless systems:\vamvew
of signal processing approachef2EE Signal Process. Magvol. 30, no. 5, pp. 29-40, Sep. 2013.

X. Zhou, R. K. Ganti, and J. G. Andrews, “Secure wirelasswork connectivity with multi-antenna transmissiolFEE Trans.
Wireless Communvol. 10, no. 2, pp. 425-430, Feb. 2011.

G. Geraci, H. S. Dhillon, J. G. Andrews, J. Yuan, and |.Gllings, “Physical layer security in downlink multi-amiea cellular
networks,”|IEEE Trans. Communvol. 62, no. 6, pp. 2006-2021, Jun. 2014.

S. Goel and R. Negi, “Guaranteeing secrecy using atifiwise,”|[EEE Trans. Wireless Commumol. 7, no. 6, pp. 2180-2189,
Jun. 2008.

X. Zhang, X. Zhou, and M. R. McKay, “Enhancing secrecythwinulti-antenna transmission in wireless ad hoc networlEE
Trans. Infor. Forensics and Seaol. 8, no. 11, pp. 1802-1814, Nov. 2013.

C. Ma, J. Liu, X. Tian, H. Yu, Y. Cui, and X. Wang, “Intenfence exploitation in D2D-enabled cellular networks: arseg
perspective, TEEE Trans. Communyvol. 63, no. 1, pp. 229-242, Jan. 2015

0. O. Koyluoglu, C. E. Koksal, and H. E. Gamal, “On segreapacity scaling in wireless networks,” iroc. Inf. Theory
Applicat.WorkshopLa Jolla, CA, USA, Feb. 2010, pp. 1-4.

S. Vasudevan, D. Goeckel, and D. Towsley, “Securitgaity trade-off in large wireless networks using keylessracy,” in
Proc. ACM Int. Symp. Mobile Ad Hoc Network Comp@hicago, IL, USA, 2010, pp. 210-30.

X. Zhou, M. Tao, and R. A. Kennedy, “Cooperative jammiiag secrecy in decentralized wireless networks,Piroc. IEEE Int.
Conf. Commun.Ottawa, Canada, Jun. 2012, pp. 2339-2344.

D. Tse and P. Viswanatlsundamentals of wireless communicati@ambridge University Press 2005.

L. Wang, M. Elkashlan, T. Q. Duongy, and R. W. Heath, $e€ure communication in cellular networks: the benefits idfimeter
wave mobile broadband,” iRroc. IEEE Signal Processing Advances in Wireless Commatiaits (SPAWG)Toronto, Canada,
Jun. 2014.

J. Wang, L. Kong, and M.-Y. Wu, “Capacity of wireless adchnetworks using practical directional antennas,Pioc. IEEE
Wireless Communications and Networking Conference (WCN@Jney, Australia, Apr. 2010

B. He and X. Zhou, “New physical layer security measuf@swireless transmissions over fading channels,Piroc. |IEEE
Global Communications Conference (GLOBECOM,;14listin, USA, Dec. 2014.

M. Haenggi, J. G. Andrews, F. Baccelli, O. Dousse, andHRvanceschetti, “Stochastic geometry and random graphshéor
analysis and design of wireless network&EE J. Sel. Areas Commurvol. 27, no. 7, pp. 1029-1046, Sep. 2009.

B. Blaszczyszyn, M. K. Karray, and H.-P. Keeler, “UsiRgisson processes to model lattice cellular networksPrioc. |IEEE
Intl. Conf. on Comp. Comm. (INFOCOMApr. 2013.

I. S. Gradshteyn and I. M. RyzhiKable of Integrals, Series, and Produc&h ed. New York: Academic, 2007.

H. Alzer, “On some inequalities for the incomplete gaefunction,”Mathematics of Computationol. 66, no. 218, pp. 771-778,
1997. [Online]. Availablehttp://www.jstor.org/stable/2153894

J. Abate and W. Whitt, “Numerical inversion of Laplagarisforms of probability distributions@RSA Journal on Computing
vol. 7, no. 1, pp. 36-43, 1995.

H. Wang and M. C. Reed, “Tractable model for heterogesecellular networks with directional antennas”,Rroc. Australian
Communications Theory Workshop (AusCTWegllington, New Zealand, Jan. 2012.

Rappaport T SWireless communications: principles and practitdew Jersey: prentice hall PTR, 1996.



-5

x 10
8 f f f f f f f f
=== NON-colluding Eavesdroppers Case
7| € Colluding Eavesdroppers Case R RERTRI TRy :
6_ -
6, =9°M_ =15dB, m_=-15 dE ‘ ‘
L. b:.. s B L D . . -
> ‘ ‘ ‘ ‘ B\'\ ‘
. .
ar e L0
A X4
| Gb:SO ,Ms:10 dB,
~ m=-10dB
'y ‘
y 1 6=90°M=3dB, -
LT m=-3dB

6 7 8 9 10
)\B X 10_5




o
o¢)

o
\l

=== NON—colluding Eavesdroppers Case, T

¢ Colluding Eavesdroppers Case,rC - &

o
o))

o
1

o
~

o
w

Secure Connectivity Probability
o
N

o
¢

[ ¢ .
1 9—9 I\/I—15dBm:—15dB

'/

ny
? s

"“\ ‘ ¢ |
¢ ' 9,‘/‘ = 30°, M-lOdB,‘mS=—10dB
¢ "\‘ |

¢ ! | |
.\ 0“"
s ¢ o, ,2‘—9 =90°, M_=3dB, m_=-3dB
> 4 X 6 8 10

B X 10



B Sheoketicnl Rests
095} B B s L,
. C=0.081,D=250m,\ _=5x10
> B
£ o9}
@)
3
o 0.85f
ol
>
-.6 .
2 0.75} o
é .’-, |
-
O : : 'h :
Q@ 0.65F b Mg
n C=0.12,0=200m,\ ;=210 " R
| | |
0.6f o | —“-,- .
0.55 ' ' '
0 0.5 1 1.5 2
)\ _



	I Introduction
	I-A Background
	I-B Contribution
	I-C Paper Organization and Notations

	II System Model and Problem Formulation
	II-A BS and eavesdropper layout
	II-B Directional beamforming
	II-C Small-scale fading
	II-D Blockage Model
	II-E Path loss model
	II-F User association
	II-G Secrecy Performance Metric

	III Secrecy Performance of the Noise-Limited Millimeter Wave Communication
	III-A Non-colluding Eavesdroppers
	III-A1 Secure Connectivity Probability
	III-A2 Average number of perfect communication links per unit area

	III-B Colluding Eavesdroppers
	III-B1 Secure Connectivity Probability
	III-B2 Average number of perfect communication links per unit area


	IV Secrecy Performance of the Interference-Limited mmWave Network with AN
	IV-A Connection Probability
	IV-B Secrecy Probability

	V Simulation Result
	V-A Secrecy performance evaluation of noise-limited mmWave cellular networks
	V-B Secrecy performance evaluation of interference-limited mmWave cellular networks with AN
	V-C Secrecy performance comparison between the AN assisted microwave network and the AN assisted mmWave network

	VI Conclusions
	Appendix A: Proof of Lemma 1
	Appendix B: Proof of Lemma 2
	Appendix C: Proof of Lemma 3
	Appendix D: Proof of Lemma 4
	Appendix E: Proof of Theorem 3
	Appendix F: Proof of Theorem 6
	Appendix G: Proof of Theorem 7
	References

