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Abstract—One of the main methods for interacting with mobile  grid imposed over the printed keyboard, leveraging the plson
devices today is the error-prone and inflexible touch-scre® pyilt-in standard magnetometer. To accurately determiige t
keyboard. This paper proposesviagBoard a homomorphic ubig- 1 aqnet's locationMagBoard constructs @ne-time factory-

uitous keyboard for mobile devicesMagBoard allows application : . . . . . .
developers and users to design and print different custom basedmicro fingerprint of the virtual grid relative to the phone;

keyboards for the same applications to fit different users’ meds. during normal operation, it uses a probabilistic framewtark
The core idea is to leverage the triaxial magnetometer embeidd achieve high key detection accuratjagBoard compensates

in standard mobile phones to accurately localize a magnet wiin  for differences in phones, magnets, and polarity changés. |
a virtual grid superimposed on a customizable printed keybard. 5,50 resilient to various environment noises througginaple

This result is achieved through a once in a lifetime fingerpnt. first that takes | th .
MagBoardalso provides a number of modules that allow it to cope irst-use process that takes less than one minutéoreover,

with background magnetic noise, heterogeneous devicesfigrent MagBoard provides application developers and regular users
magnet shapes, sizes, and strengths, as well as changes irgmet  with tools to extend their applications with homomorphic

polarity. Our implementation of MagBoard on Android phones keyboards (i.e. the same application can have differentgui
with extensive evaluation in different scenarios demonsates keyboards) that can fit varying user needs, which traditigna

that it can achieve a key detection accuracy of more than 91% :
for keys as small as2cm x 2cm, reaching 100% for 4cmx4cm  'eauire OS changes or a lengthy error-prone software kegboa

keys. This accuracy is robust with different phones and magets, development process.
highlighting MagBoards promise as a homomorphic ubiquitous We deploy MagBoard on different Android phones and

keyboard for mobile devices. extensively evaluate its performance in different envinents,
with various orientations, users, and magnets. Our results
show thatMagBoardcan achieve a key detection accuracy of

Mobile devices have become ubiquitous computing anmdore than 91% under all scenarios. In addition, for a custom
communication devices. One of the main interaction methodslculator keyboard application, it can achieve 100% digtec
with these devices is the touch-screen virtual keyboardv-Hoaccuracy.
ever, touch-screen keyboards have drawbacks including lim The remainder of this paper is organized as follows. Sec-
ited screen size causing user inconvenience and entryserréion [l presents the necessary background followed by the
occlusion of the keys by the user’s fingers, fixed configuratiarchitecture and operation dMagBoard Details of our imple-
options to support internationalization and/or speciadse mentation and extensive evaluation are shared in Secilbn 1l
and security issues that can leak users’ passwords and otbettion IV discusses different aspectsMdigBoard Finally,
critical information [238]. Additionally, there are many s Section$V an@ VI discuss related work and conclude the paper
where a physical keyboard can provide better experience fespectively.
users ranging from kids to elderly with special needs.

Recently, a number of techniques have been proposed to Il. THE MAGBOARD SYSTEM
replace the touch-screen keyboard including vision-bg§#ed  In this section, we present ouvlagBoard system. We
acoustic [[24], [[25], and wireless signals| [4]. Neverthglesfirst provide some background on the magnetic field and the
these techniques suffer from occlusion, interference fronotation that will be used in the remainder of this paper.
other moving humans, surrounding noises, and/or high gnemyfterwards, we present thdMagBoard system architecture
consumption. In addition, they are only tailored to worktwit along with a typical usage scenario. Finally, we describe in
specific devices. detail the different components that handle various chgls

In this paper, we preseMagBoard a ubiquitous homomor- including variations in mobile devices, magnets, and users
phic off-the-shelf magnetic field-based keyboard for mebil )
phonesMagBoardallows the user to control the applicationg: Background and Notation
virtual keyboard using custom-printed keyboards (Fidure 1 To better understandVlagBoard we provide a brief
The user utilizes an off-the-shelf magnet to specify théedif overview on geomagnetic field basics and magnetometer op-
ent keystrokes by determining the magnet location on aalirtteration on smartphones. All notations that will be utilized

I. INTRODUCTION
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(c) Calculator in brialle.

(a) Larger keys. (b) Kids-friendly keyboard.

Fig. 1: Using MagBoard with a sample calculator application. Different physicalykoards can be used with the same
application (homomorphism) to meet different users’ needs

[ Notation | Description — | and soft-iron Q) effects impact phone readings Bf [18] as
Br The total magnetic field vector. foll i
Bearth The Earth geomagnetic field. ollows:
Bmagnet The magnetic field strength from the used magnet.
Bhackground | The magnetic field from the surrounding ferromagnetic B, = SRI(@RU (O)Rz(v)Br + H 3)

materials. ‘
Bsilence Magnetic field when the magnet is not present. Where the hard-iron effecl is an offset vector and the
Ll Hard-iron noise offset vector. soft-iron effectS is a matrix. The effect of such noise on the
S Soft-iron noise matrix. . . .
By, Measured magnetic field by the phone’s magnetometer. magpetometer readings '§ to make the |.OCUS Of the magneF'C
@ Roll angle. readings when the phone is rotated at a fixed point an eltipsoi
Z s'tCh anslgle. rather than a sphere. The hard and soft-iron effects can be
aw angle. . .

- The number of magnetic field STeams. removed by the stan_dard magnetometer calibration process
s Magnetic field strength vector read by a magnetometer. P€rformed by all mobile operating systems. Therefore, Her t
X The Set of all virtual grid cells. remainder of the paper, we focus on handling the components
z A cell in the virtual grid. of Equatiori2 so tha¥lagBoardcan work independently of the
m The number of successive samples. h d d dl fth h . .
% Spatial averaging window size. phone or magnet used, and regardless of the phone orientatio

TABLE I: Notations used in the paper. B. System Overview and Scenario

Figure[2 showsMlagBoards system architecture and typi-
throughout the paper are defined in Table I. The triaxighl operational scenario. To provide accurate magneteda
magnetometer is a standard component of most current molpg/stroke detectiorilagBoardrelies on building a fingerprint
devices. The sensor detects the cumulative magnetic figitla virtual uniform grid relative to the smart phone. Notatth
generated by multiple sources in the environment on eachfusing a slight change or vibration in the phone, whilertgpi
its three sensor axes. The total magnetic field vector at afy instance, does not cause the magnetic field distribution
location (Br) is the superposition of: the Earth’s geomagnetighange significantly. A cell in this virtual grid represerts
field (Beant), the magnetic field from the environment, whichsingle key of a keyboard at tHimest granularity. Application
includes background magnetic field from the ferromagnetifevelopers can use thekéyboard Designértool to group
materials Bpackground, and the magnetic field strength fromthese cells into coarser-grained cells that map to the kctua

the MagBoards magnet Bmagne)- Therefore: application keys (Figur€]3). This capability can be used to
achieve different application goals such as having bigggsk
Br = Bearth+ Boackground+ Bmagnet (1) non-traditional keyboard layouts (e.g. curved keys), agnon

others (Figure[11). The resulting mapping is stored in an
The magnetic fieldneasuredby the phone’s magnetometer Application-specific Key-mapping Databas@he user can
B,, can be obtained fronBr while taking into account the download and print a specific application layout as well as
phone’s three rotation angles: yaw)( pitch @) and roll (9): design and print her own customized keyboard layouts tHroug
the same module.
B, = R.(¢)R,(9)Rz(¢)) Br 2) To reduce the calibration overheadagBoard builds the
fine-grained fingerprinbnly one time independent from any
whereR,(¢), R,(0), Rz(y) are the corresponding rotationusers, devices, or magnets (we call thime-time factory
matrices. However, due to environment noise, hard-itEi ( fingerprint”). This calibration is achieved via thd=&ctory
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Keystroke ' Regenerated removes noise and environmental effects, which makes the
.. fingerprint system independent from the phone orientation and magnet
Recognition .
@\ polarity.
Y Magnetometer Eatimated application . . .
readings “ board button C. Offline Calibration

This section discusses the different calibration processe
that are applied to mak#&agBoard independent from any
surrounding environmental noise, changes in magnet pylari
and the characteristics of the used device or magnet. These
are the responsibilities of the “Offset Compensator”, ‘teag
Fingerprint Builder”, “First Use Fingerprint Regeneradt@nd
“Polarity Handler” modules.

1) Offset CompensatorSince the Earth’s magnetic field

3 (Beart) varies at different locations and the background mag-
Q Keyboard Designer ]'— netic field strength Bpackground dynamically changes, it is
- < important for MagBoard to compensate for these changes
Fig. 2: MagBoard architecture. The system has four maito obtain a robust fingerprint. To do that, whenever the
blocks: 1) The once-in-life-time factory fingerprint buitg, system is started, we remove the effect of these two varying
2) the first-time-use fingerprint regeneration, 3) the keytdo sources of magnetic field by collecting samples without the
designer, 4) and the keystroke recognition. existence of theMagBoards magnet for a few seconds (15
sec). Subtracting the average of this “silence period” from
Fingerprint Builde’ module, where a magnet is placed inthe magnetometer’s readings leads to a fingerprint that is
each fine-grained cell in order and the fingerprint of theghreindependent from the system location on Earth as well as
axes phone magnetometer readings are stored for each fthe- background magnetic interference. More formally, from
grained cell.This cumbersome process is only performedEquatior2, the measured magnetic field after silence reimova
by us (MagBoard's developers) once in a lifetime, and nobecomes:
by the applications developers or system user. In addition,
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this one-time calibration process is independent from fuéu _ ey
system’s users, magnets, or cell phones that will be differe Be = Ru(0)Ry(0)R=()[Br — Bsiencd
from the ones used in this calibration process. = Ru(9)Ry(0)Rz(¢) Bmagnet (4)

When the user downloads tiagBoards keyboard from  where Bsjence= Bearth + Boackground
the application store, and to compensate for the diffeente Finally, we note that the phone location MagBoard is
the users’ phone and magnetienple one-minutecalibration  fixed on the board relative to the grid (Figlife 6), which makes
is performed, through theFirst Use Fingerprint Regeneratdr MagBoardindependent of the phone orientatioas the phone
module, to generate a device- and magnet-specific fingerprititude is always fixed relative to the magnet. In other w8prd
This is performed only during the first timidagBoardis used the phone, magnet, and the board move together as a rigid
with a new phone or magnet. body when the phone is rotated in 3D.

During the actual system operation to detect keystrokes,2) Factory-based Fingerprint Building: MagBoarstores
the “Keystroke Segmentesegments keystrokes and then théhe magnet effect/signature on the embedded magnetometer
“Probabilistic Cell Estimatdtr uses the magnetometer’s threein the phone, in different board cells relative to the phone.
axes readings to estimate the magnet location ovefitlee Specifically, theonce-in-lifetime factory-based fingerprinB,
grained grid leveraging the stored fingerprint. The estimateid constructed by storing the histograms of tbffset-free
fine-grained cell is then mapped to the application-specificagnetic field readings of each magnetometer axes from
key using the layout stored in thipplication-specific Key- Equation[#, and is stored for later retrieval by the other
mapping Databas¢hrough the Key Mappet module. modules.
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Fig. 4: Mapping between the ring and cube magnets.
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Fig. 5: Mapping between Samsung and Sony phones

Note that this fingerprint is constructed by us at the finest

level 2cm x 2cm), so that its cells can be easily combined 4 -
into higher-level customized keyboards by the application \ X

designers or users through the “Keyboard Designer” module.

3) First Time Use Fingerprint Regeneratior8ince Mag- y
Board can work with any phone or magnet that differ from the
ones used in the factory calibration, thest Use Fingerprint
Regeneratomodule handles thisnly once during the first
time use In particular, when the user downloalagBoard
from the application store, a simple calibration is perfeciio Fig. 6: Fine-grained fingerprint map - each spot has area of
map the factory-based fingerprint to a new one that is speciign, ocm.
to the user's mobile and magnet. 60

B C

300
Figure [4 shows the relation between the magnetometer | wortn 5 200 !
readings for two different magnets in shape and strengtmwhe =5 G 10 Nerth
positioned at the same location. The figure shows that there é-zo e 5;22 | —Seuth
is a linear relation between the different magnets. Sityilar “0 300 !
Figure[® shows that the relation between the magnetometer s b G5 © 5 emseconts
readings of two different phone sensors using the same rhagne (a) Spot A. (b) Spot B.

is also linear. To estimate the parameters of the linear mgpp _~ _ : .
relation, MagBoard collects samples at specific cells in thé 9- 7: €hanging magnet polarity effect on teand B spots

grid. We find that collecting data from only two cells is suffiffom Fig.[6. The blue, red, and green lines represent the x, y,

cient for estimating the parameters accurately over comaaf @nd z-axis readings respectively.

15 sec for each cellTherefore, the fingerprint regeneration .

process takes less than one minute and is required only ondg: Keystroke Recognition

for any new device or magnet. This section discusses how the magnet strokes are tramslate
4) Handling Polarity: Since the user can wear or hold thdo clicked application buttons.

magnet arbitrarily, there can be a change of polarity (sign)1) Keystroke SegmentationSince MagBoard tracks the

of the magnetometer readings as show in Figure 7. To handliek of discrete keys, we have two states for the magnet:

this oscillation MagBoarduses the readings atsingleknown moving and stationary. The “moving” state occurs when the

cell to determine if there is a change of polarity or not. Thigser is moving the magnet to click on a different key. The

is usually achieved by clicking a known cell at the beginningstationary” state occurs when the magnet is stable over

e.g. the power button of the calculator. a button key. To increase the accuracy and robustness of
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Fig. 8: Keystroke segmentations when the magnets clicksspot Fig. 9: Effect of the spatial averaging parametey. (

A, B, and thenC shown in Fig[6. The transition periods are _Thus, given the magnetic field strength vectorthe pre-

characterized by a high variance compared to when the keX/fﬁus equations return the celt that has the maximum
stationary on a spot. Note that the required keystroke tmerjrobability

less than one second. To further improve the localization accuracy, especiadly f

estimation,MagBoard leverages the magnetic field readinggoarser-grameq keyboard_s when kgys are groupl_egBoard .
Gs the spatial averaging technique to obtain a location

variance to detect the state. The idea is that when the mag%%t mate in the continuous SpacBpatial averaging fuses
is moving, there is a higher variance in the magnetic fie ' ! INUous spacepatl veraging fu
strength as shown in Figuté 8. Therefore, a simple threshof € mOSt probablé _ceII centroids r_athef than the smgle_top
based approach can be used to accurately estimate when (Erﬁ%[;%rill.itE?shtgzcgzgr é)sft;[rzka':i?;a“ggsﬂ;seVZzeslt?rrrwltaeti(\lelg]m:tsi
magnet is stationary over the board as compared to mOViP](\;(/)vould ge represented as: '

between keys. t :

2) Probabilistic Cell Estimation: We now discuss how Z/_c P(i).z;
MagBoard determines the fine-grained cell the magnet is T = % (9)
placed over, based on the magnetometer readings and the 2im1 P(0)

regenerated fingerprint. Let represent the total number of Note that the estimated locatianneed not to be one of the
streams in the system (typically the three-axes streams fipfgerprint map locations.

the magnetometer sensor). Given a received magnetic field) Application Grid Mapping - Keyboard Designein-
strength vectors = (si,...,s,), we want to find the cell dependently, the application developer or the user can map
r* € X that maximizes the probability’(z|s), whereX is  between the fine-grained fingerprint and the applicatiorrdoa
the set of all virtual grid cells. Mathematically, using B&yan using a simple GUI module. One button in the application

inversion, this can be written as: grid can be mapped to several spots in the fine-grained
fingerprint as shown in Figurel 3. Also different buttons can
. P(s|z).P(x) be designed with different sizes, e.g. button ‘=" cov@rfine-
T = Mginaxp(ﬂs) = arginax[w] (®) grained spots while button ‘0’ cover$ fine-grained spots.

o Such specifications guarantee the flexibility of the keyHoar
P(s) can be factored out as it is independent fram gesign process.

Assuming all cells have the same probability, thér) term

can be factored out from the equafforThe equation then [1l. EVALUATION
becomes: In this section, we study the performance MagBoard
. . We start by describing the experimental setup, followed by
v arginaxpms) N arginaX[P(S|x)] ©6) studying the effect of different parameters on the key ditec

ccuracy. We then study the ability bfagBoardto adapt to
ifferent magnets and mobile phones. Finally, we evaluae t
performance oMagBoardin a typical application scenario.

P(s|xz) can be calculated from the calibrated fingerpring
histogram of each cell as:
P(sle) = Iz, Plsile) URN Experimental Setup
The last equation considers only one sample from eachwe extensively evaluatélagBoard in different environ-
stream. However, a _number of samples can be used in a singlénts, with different users, over different days and tinees
estimate to further improve the performance. If we have with different surrounding humans activities. We expetime
successive sample®(s|x) can be expressed as follows:  with three Android phones: a Sony Z2, a Samsung S4, and a
o 1rm N Nexus 4. We utilized different magnets with different stape
P(sle) = iz Iz, P(si i) (8) and strengths as shown in Talile] Il a ring magnet (865 tesla)
wheres; ; represents thg*" sample from the'" stream. @ cube magnet (971 tesla), and a magnet attached to a toy
' (114 tesla). The magnetometer sampling raté0isHz in all
Lif the distribution of P(x) is known, it can be used in the equation.  experiments (default for the Android API).
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location estimation accuracy.

| Parameter | Range | Nominal Value |
x, Y, 2, XY, T-Z,
Streams %) Yz, Ty T-y-z
Succ. samplesn{) 2-20 20 sample
Window size {v) 5-30 5 sample
Spatial avg. k) 1-5 1,2
Cube (971 tesla),
Magnets Ring (865 tesla), Ring
Toy (114 tesla)
Phones Sony Z2, Samsung S4, Nexus|4  Sony Z2

TABLE II: Parameter default values.

To construct the fingerprint, we use a board of size
36cmx 16cm as shown in Figufd 6. The board is divided into
cells of size 2cnx2cm each, leading to a total of 144 cells.

z\ée:f?:;rggesmgg mtgci'ﬁgsngbzatr(;j?ﬁ:tft'%n;‘:dnd;?c;medmeFig. 13: Heatmap of thdagBoardkeyboard error. The dark
Secti EI]Ely Addit u I y dd d tlgl dy tvlw't ¢dlor denotes high accuracy. The spots near the magnetomete
(Section ): tionally, we concuct expenments Wit oo\ have better accuracies (due to the higher magnet

two different magnet orientations, north and south, retatd
; st(rjength). The red rectangle represents the covered area by
the mobile phone. For each cell, the samples are collect[

- ) 2 calculator case study in Section TlI-E.
for 15 sec (sufficient samples to construct stable histogyam y
Table Il summarizes the different parameters used in our

. . . 2) Impact of the number of used sensors strea
experiments and their nominal values. ) Imp s (

Figure[I0 shows the effect of using different combinations
B. Effect of Different Parameters of the magnetometer axes on the median error of the magnet

This section quantifies the impact of the different paramtéocation. The figure shows that increasing the number oftinpu
on the system cell estimation error. The parameters inclugié€ams leads to better accuracy. In addition, using the x-
spatial averaging parametet)( number of data streamg), Y Streams only approximately has the same median distance
number of successive input samples)(, and virtual grid €TOr as using the three x-y-z streams. This is intuitivehas t

density (/). The subsection ends by quantifying the overafh@gnet is moved in x-y plane, so thedimension does not
key detection accuracy. provide relevant information for magnet localization. §lean

1) |mpact of the Spatia' averaging paramet@b:( Figurem be used to reduce the Computation pOWdVlaigBoard but not
shows the effect of increasing parametesn the localization the sensor consumed power as the three streams are provided
median distance error. For the discrete case (i.e. the asssc all the time and cannot be disabled individually. In additio
locations are one of the fingerprint cells centroids), thst bdf multiple mobile devices are available, they can be legech
accuracy occurs at = 1. This is intuitive as the effect of to further enhance accuracy.
increasingk is to smooth the output locations, which is only The z stream, on the other hand, is important for detecting
better in the continuous case (i.e. the test locations amtdd the magnet motion as we quantify in Section TlI-C.
anywhere, including the cells boundary), which is indidate 3) Impact of successive input samples)( Figure [11
in the continuous case figure (subfigure b). The figure shoalsows the effect of increasing the number of input samples
the best accuracy for continuous case is when 2. The used from each stream per keystroke estimate on the system
continuous case is important when the button size covers maccuracy. The figure shows that the accuracy increases with
than one cell. For the rest of this subsection we show theteffen. However, asm increases, the latency required per key
of different parameters wheln=1 andk = 2. estimate of the system increases linearly. Therefore,anbel



is required between the accuracy and latency of the system Metrics ‘ o a
We use a default value @b for parametern to balance these o
two effects. ‘ SAC\)IOQ/o 0.013 1.535 2.238
4) Impact of the virtual grid densityd}: Figure[12 shows 75% 0 2.83 4.47
the impact of changing the virtual grid size (density) onkbg Avg 2.06 0.27 2
detection accuracy. As expected, the higher the grid detisit o ?ggf’ 2%3 8 2
lower the detection accuracy due the more similar signature— Avg° 517 166 057
between adjacent dense cells. NeverthelésagBoard can 50% 2 0 0
achieve more than 91% detection accuracy even with the ™ 75% 4 2.83 1.41

highest cell density of one cell every 2ericm. In addition, TABLE III: Localization error for different pairs of magret
increasing thek parameter leads to further enhancement iy training and testing. Each cell contains three valuks: t
accuracy (as discussed in Section Tl-B1). Note the differemean, median, and 75th percentile of localization error.
metrics used in Figurgl 9 and Figurel 12, which highlight the

reason behind the contradiction between both figures in the
2cmx2cm cell size case (considering that the 2c2em cell Train _ % H i
. . . Metrics
size is a discrete case). m
5) Overall key detection accuracyFigure[I3 shows the Sams. S4 | Sony 22 | Nexus 4
. X . Avg 0.62 0.85 3.31
heat map of the detection error as a function of the key lonati % 50% 0 0 283
in the virtual grid. The figure shows that the cells with the 75% 0 2 4.47
highest accuracies are those that are near to the magnetomet 5Ac\>/3 1618 0-57 168
sensor. This is due to the §tronger measured magnetic figld 750/2 2.83 0 2.83
near the phone sensor, which leads to better signal-t@nois Avg 2.8 2.15 1.99
ratio (Figure[14). ‘ 50% 2 2 2
75% 4 2 2

Figure[I% further shows the CDF of mean distance error
over the entire virtual grid. The figure shows thagBoard TABLE IV: Localization error using different pairs of phose
can achieve less than 10mm median error. This highlights ftw training and testing. Each cell contains three valuesam)
applicability to a wide range of scenarios. median, and 75th percentile of localization error.

C. Key Segmentation: Motion State Detection phone,MagBoard can achieve the best accuracy of less than
Figure[16 shows the effect of the variance thresheld 2 15 cm worst case mean error, highlighting its robustness t

described in Section -D1 on the motion state detection agnone changes.

curacy. The figure shows that the false positive rate deeseas

with the increase of the variance threshold while the false

negative rate increases. The system has the best accuRcyase Study

(defined as TP / (FP+FN+TP)) with a threshold16f
In this section, we extensively evaluate the performance of

D. Effect of Using Different Magnets/Mobiles MagBoardusing the calculator application shown in FigQte 1.
In this section, we evaluate the ability ®agBoardto For the evaluation purpose, four users used the applicatien
generalize its fingerprint to different heterogeneous ki seven days (different magnets/devices) and the user abunte
and magnets. the number of mis-detections (if any). The results show that
1) Magnets heterogeneityfo evaluate the ability oMag- MagBoard has 100% key detection accuracy. This can be
Board to adapt to different magnets, we use three magnexplained by noting that all cells in the calculator areagTh
with different shapes and strengths: Cube, Ring, and O&d rectangle in Figure 13) have a localization error less th
with strengths971, 865, and 114 tesla respectively. Table]Il one centimetre. In addition, the size of the smallest catoul
summarizes the accuracy for all combinations of pairs 6fitton is 4cnx4cm. Note that larger keyboards may cover the
magnets used for training and testing. entire grid area and can lead to lower accuracy than in this
From the table, the ring and cube magnets fingerprints legarticular case study. HowevevjagBoard can still provide
to the best accuracy. This is due to their high strength. TH& 100% accuracy in the majority of cases as discussed in the
ring magnet has a slightly better performance as the cuBext section.
magnet had a slightly irregular shape (was not a perfect)cube We also tested the calculator application on Samsung mini
Therefore, it is used as the “master” factory-based fingetrprS4, Sony Z2, and Sony Xperia tipo with standard touch screen.
of MagBoard The number of covered buttons in the experiment is 16, each
2) Devices heterogeneityTo evaluate the robustness tdoutton is clicked 20 times. The accuracy for both Samsung
different mobile phones, we use three mobiles: Sony Z&ini S4 and Sony Z2 is around 99% (3 misses for Samsung
Samsung S4, and Nexus 4. Tablg IV shows the accuracy. Thimi S4 and 2 misses for Sony Z2 out of 320) and the accuracy
table shows that by using the Sony Z2 phone as the madtar Sony tipo is 98% (5 misses out of 320).



10 Accuracy /—3 FP oo FN =2
€ 9 1 1 _
£ s — —
5 7 08 £ o8
£ 6 N
o 5 u 0.6 L 06
(S o =
%’ 3 0.4 § 0.4
© 2 Q
s 1 0.2 < 02

0

60 80 100 120 140 160 180 200 220 0 0 M
Distance from sensor (mm) 6 5 10 15 20 25 30 5 10 15
Distance error (mm) Variance thresholdtf

Fig. 14: Accuracy as a function of the_. . o - ) .
distance between the magnet and phOI’Il:ég' 15: CDF of magnet localization dis-Fig. 16: Key segmentation accuracy as a

tance error. function of the variance threshole)(
Sensor.
IV. DISCUSSION incorporated easily in our probabilistic estimation framek
MagBoard provides a ubiquitous homomorphic keyboardS £’(#) in Equatior(.
that can suit different users’ needs. All that is required is V. RELATED WORK

a phone with a magnetometer and an off-the-shelf magnely, ihis section, we discuss various related workMag-

even those gva?lable in children toyllagBoards ubiquity Board in two areas: magnet-based interaction systems and
comes from its independence from the background magnq%‘ystrokes recognition systems

interference, phone orientation, polarity, devices logeneity,
and differences between magnets. The independence of mAgMagnet-based Interaction Systems
netic interference and phone orientation comes from tteedff  The human body is transparent to static and low-frequency
removal process. The first-time use calibration process thmagnetic fields, which makes magnetic tracking a promising
maps the factory calibrated fingerprint to a new phone/miagnechnique in a number of human-computer interaction appli-
makes it independent of the devices heterogeneity and rimgrgations. A number of systems have been proposed for the
differences. Finally, changes in polarity are handledugioa continuous tracking of a magnet location based on nonlinear
simple comparison with a reference reading as part of em@blimodels of the relation between the magnetic field and distanc
the system. [10], [12]. However, such systems usually require multiple
MagBoard currently supports discrete detection of presseskternal high-accuracy magnets and/or assume that theanagn
keys. However, there are a number of applications that requiliameter is very small relative to the distance between the
continuous tracking, such as a virtual mouse, touch pads panagnet and the pointlifiting the tracking area to a few
programs, and some games. Our initial results on locadizatimillimeter§. MagBoard on the other hand, can be operate
accuracy in Section [ll-B1 shows promising tracking resuit with magnets with any size and provides millimeter-level
the continuous case of less than 10mm, which can be furtlcuracy for much larger areas. Similarly, MagPen [13] uses
improved algorithmically. Due to space constraints, wesdeaa specially designed hardwarstylus that combines a magnet
this to future work. with capacitive sensing to extend the functionality of the
Currently, MagBoardis designed to track a single magnetcurrent styluses.
This is useful for a large number of applications, e.g. appli Abracadabral[11] is a magnetically-driven input approach
cations for kids and the visually impaired as well as for thiar smart watches. It senses the movement of a magnet placed
continuous tracking case as in drawing applications. Hewevon the fingertip to determine its relative position from the
supporting multiple magnet tracking can be useful for watch. This information is used to control a cursor, make se-
number of applications, such as full keyboard typing. Multiections, or issue basic gestures. Abracadabra, thougkndis
object tacking is a well-studied problem in other domainsn a high-accuracy external magnetometer sensor to aveid th
(e.g. computer vision_[17] and device-free localizatib®]}1 noises inside the mobile device. Similarly, Nenyh [5] erngplo
where techniques can be borrowed. We leave the multi-magaat external magnetometer to track two specific motions of
localization problem for a future paper. ring: twisting around the user finger and sliding along the
Noting that the further away from the magnet the lowdinger. Both Abracadabra and Nenya have been evaluated with
the accuracy of detection due to the weak magnetic field,specific phone and magneMagBoard in contrast, uses
the application designer can take this into account in tlsandard phone sensors, which have higher noises, and can
“Keyboard Designérmodule, e.g. by placing less frequentlywork with any phone or magnet as we show and quantify
used keys at locations with higher errors. This can also bethe paper. In addition, it can differentiate between gdar
automated by a new system module. number of cells and, hence, is can be used with a wider set
Finally, co-occurrence models of different keys can be usedl applications.
to further enhance accuracy by dynamically changing the newThe MagiWrite [15] and MagSign[[16] systems use a
key probabilities based on the previous detected keys.Cenis machine learning approach to detect few specific patterns



of the magnetometer motion. Specifically, MagiWrite detecto 100% for 4cnx4cm keys. This accuracy is robust to
only the 10 digits and MagSign detects thene specific different phones and magnets. In addition, we presented a
user signature for authentication purpoddagBoard on the detailed evaluation of a custom calculator case study sipwi
other hand, is designed to work with any keyboard and candetection accuracy df00% for all keys.
differentiate a large number of cells. In addition, it hagte
tested with different phones and magnets and can handle
different magnet polarities. [1] H. Abdelnasser, K. A. Harras, and M. Youssef. Ubibreathebiquitous

MagBoard presents a homomorphic ubiquitous keyboard non-invasive wifi-based breathing estimator. AGM Mobihog 2015.

. L . . . [)2] H. Abdelnasser, R. Samir, |. Sabek, and M. Youssef. Mdryop

based pn magnetlf: field. Its main advarjtage_ '.5 the ab'“ty t Mono-stream-based device-free wlan localization via payslayer
work with any mobile phone or magnet with minimal effort. In  information. InIEEE WCNG 2013.

addition, it gives both the application developers andsigfge  [3] H. Abdelnasser, M. Youssef, and K. A. Harras. Wigest: Aquitous
wifi-based gesture recognition systemIBEEE Conference on Computer
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