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Abstract

The partially observable hidden Markov model is an extension of the hidden
Markov Model in which the hidden state is conditioned on an independent
Markov chain. This structure is motivated by the presence of discrete metadata,
such as an event type, that may partially reveal the hidden state but itself
emanates from a separate process. Such a scenario is encountered in keystroke
dynamics whereby a user’s typing behavior is dependent on the text that is
typed. Under the assumption that the user can be in either an active or passive
state of typing, the keyboard key names are event types that partially reveal the
hidden state due to the presence of relatively longer time intervals between words
and sentences than between letters of a word. Using five public datasets, the
proposed model is shown to consistently outperform other anomaly detectors,
including the standard HMM, in biometric identification and verification tasks
and is generally preferred over the HMM in a Monte Carlo goodness of fit test.

Keywords: hidden Markov model, keystroke biometrics, behavioral
biometrics, time intervals, anomaly detection

1. Introduction

The hidden Markov model (HMM), which dates back over 50 years [I], has
seen numerous applications in the recognition of human behavior, such as speech
[2], gesture [3], and handwriting [4]. Recent successes have leveraged the expres-
sive power of connectionist models by combining the HMM with feed-forward
deep neural networks, which are used to estimate emission probabilities [5 [6] [7].
Despite the increasing interest in sequential deep learning techniques, e.g., re-
current neural networks, HMMs remain tried-and-true for time series analyses.
The popularity and endurance of the HMM can be at least partially attributed
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to the tractability of core problems (parameter estimation and likelihood calcu-
lation), ability to be combined with other methods, and the level of insight it
provides to the data.

At least part its success can also be attributed to its flexibility, with many
HMM variants having been developed for specific applications. This usually
involves introducing a dependence, whether it be on time [§], previous obser-
vations [9], or a semantic context [I0]. The motivation for doing so is often
to better reflect the structure of the underlying problem. Although many of
these variations have increased complexity and number of parameters over the
standard HMM, their estimation remains tractable.

In this work, we introduce the partially observable hidden Markov model
(POHMM), an extension of the HMM intended for keystroke dynamics. We are
interested in modeling the temporal behavior of a user typing on a keyboard,
and note that certain keyboard keys are thought to influence typing speed. Non-
letter keys, such as punctuation and the Space key, indicate a greater probability
of being in a passive state of typing, as opposed to an active state, since the
typist often pauses between words and sentences as opposed to between letters
in a word [I1I]. The POHMM reflects this scenario by introducing a dependency
on the key names which are observed alongside the time intervals, and in this
way, the keys provide a context for the time intervals.

The idea of introducing a context upon which some behavior depends is
not new. Often, an observation depends not only on a latent variable but
on the observations that preceded it. For example, the neighboring elements
in a protein secondary structure can provide context for the element under
consideration, which is thought to depend on both the previous element and a
hidden state [9]; nearby phonemes can aid in the recognition of phonemes [12];
and the recognition of human activities can be achieved with greater accuracy
by considering both a spatial context (e.g., where the activity occurred) and
temporal context (e.g., the duration of the activity) [13].

Handwriting recognition has generally seen increased performance with mod-
els that consider the surrounding context of a handwritten character. The ra-
tionale for such an approach is that a character may be written with different
style or strokes depending on its neighboring characters in the sequence. Un-
der this assumption, the neighboring pixels or feature vectors of neighboring
characters can provide additional context for the character under consideration.
Alternatively, a separate model can be trained for each context in which the
character appears, e.g., “t” followed by “e” versus “t” followed by “h” [I0]. This
same principle motivates the development of the POHMM, with the difference
being that the context is provided not by the observations themselves, but by
a separate sequence.

We apply the POHMM to address the problems of user identification, veri-
fication, and continuous verification, leveraging keystroke dynamics as a behav-
ioral biometric. Each of these problems requires estimating the POHMM pa-
rameters for each individual user. Identification is performed with the maximum
a posteriori (MAP) approach, choosing the model with maximum a posterior
probability; verification, a binary classification problem, is achieved by using



the model log-likelihood as a biometric score; and continuous verification is
achieved by accumulating the scores within a sliding window over the sequence.
Evaluated on five public datasets, the proposed model is shown to consistently
outperform other leading anomaly detectors, including the standard HMM, in
biometric identification and verification tasks and is generally preferred over the
HMM in a Monte Carlo goodness of fit test.

All of the core HMM problems remain tractable for the POHMM, includ-
ing parameter estimation, hidden state prediction, and likelihood calculation.
However, the dependency on event types introduces many more parameters to
the POHMM than its HMM counterpart. Therefore, we address the problem of
parameter smoothing, which acts as a kind of regularization and avoids overfit-
ting [14]. In doing so, we derive explicit marginal distributions, with event type
marginalized out, and demonstrate the equivalence between the marginalized
POHMM and the standard HMM. The marginal distributions conveniently act
as a kind of backoff, or fallback, mechanism in case of missing data, a technique
rooted in linguistics [I5].

The rest of this article is organized as follows. Section [2] briefly describes
keystroke dynamics as a behavioral biometric. Section [3|introduces the POHMM,
followed by a simulation study in Section [4] and a case study of the POHMM
applied to keystroke dynamics in Section[5] Section[6]reviews previous modeling
efforts for latent processes with partial observability and contains a discussion.
Finally, Section [7] concludes the article. The POHMM is implemented in the
pohmm Python package and source code is publicly availableﬂ

2. Keystroke dynamics

Keystroke dynamics refers to the way a person types. Prominently, this
includes the timings of key press and release events, where each keystroke is
comprised of a press time t,, and a duration d,,. The time interval between
key presses, 1, = t,, — t,—1, is of interest. Compared to random time intervals
(RT1Is) in which a user presses only a single key [16], key press time intervals
occur between different keys and are thought to be dependent on key distance
[I1]. A user’s keystroke dynamics is also thought to be relatively unique to
the user, which enable biometric applications, such as user identification and
verification [I7].

As a behavioral biometric, keystroke dynamics enables low-cost and non-
intrusive user identification and verification. Keystroke dynamics-based verifi-
cation can be deployed remotely, often as a second factor to username-password
verification. Some of the same attributes that make keystroke dynamics at-
tractive as a behavioral biometric also present privacy concerns [18], as there
exist numerous methods of detecting keystrokes without running software on
the victim’s computer. Recently, it has been demonstrated that keystrokes can
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be detected through a wide range of modalities including motion [19], acoustics
[20], network traffic [2I], and even WiF1i signal distortion [22].

Due to the keyboard being one of the primary human-computer interfaces,
it is also natural to consider keystroke dynamics as a modality for continu-
ous verification in which a verification decision is made upon each key pressed
throughout a session [23]. Continuous verification holds the promise of greater
security, as users are verified continuously throughout a session beyond the ini-
tial login, which is considered a form of static verification. Being a sequential
model, the POHMM is straightforward to use for continuous verification in ad-
dition to identification and static verification.

Keystroke time intervals emanate from a combination of physiology (e.g.,
age, gender, and handedness [24]), motor behavior (e.g., typing skill [I1]), and
higher-level cognitive processes [25], highlighting the difficulty in capturing a
user’s typing behavior in a succinct model. Typing behavior generally evolves
over time, with highly-practiced sequences able to be typed much quicker [26].
In biometrics, this is referred to as template aging. A user’s keystroke dynamics
is also generally dependent on the typing task. For example, the time intervals
observed during password entry are much different than those observed during
email composition.

3. Partially observable hidden Markov model

The POHMM is intended for applications in which a sequence of event types
provides context for an observed sequence of time intervals. This reasoning
extends activities other than keystroke dynamics, such as email, in which a
user might be more likely to take an extended break after sending an email
instead of receiving an email, and programming, in which a user may fix bugs
quicker than making feature additions. The events types form an independent
Markov chain and are observed alongside the sequence of time intervals. This
is in contrast to HMM variants where the neighboring observations themselves
provide a context, such as the adjacent characters in a handwritten segment
[10]. Instead, the event types are independent of the dynamics of the model.

With this structure, a distinction can be made between user behavior and
task: the time intervals comprise the behavior, and the sequence of event types,
(e.g., the keys pressed) comprise the task. While the time intervals reflect how
the user behaves, the sequence of events characterize what the user is doing.
This distinction is appropriate for keystroke dynamics, in which the aim is to
capture typing behavior but not the text itself which may more appropriately
modeled by linguistic analysis. Alternatively, in case the user transcribes a
sequence, such as in typing a password, the task is clearly defined, i.e. the user
is instructed to type a particular sequence of characters. The POHMM aims to
capture the temporal behavior, which depends on the task.

3.1. Description

The HMM is a finite-state model in which observed values at time ¢ depend
on an underlying latent process [2]. At the n'® time step t,, a feature vector
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Figure 1: Partially observable hidden Markov model structure. Observed values (emission
and event type) are shown in gray, hidden values (system state) are shown in white.

X, is emitted and the system can be in any one of M hidden states, z,. Let
x} be the sequence of observed emission vectors and z1¥ the sequence of hidden
states, where IV is the total number of observations. The basic HMM is defined
by the recurrence relation,

P(XT+172?+1) = P (x1,27) P (Xnt1|2n+1) P (Zny1l2n) - (1)

The POHMM is an extension of the HMM in which the hidden state and emis-
sion depend on an observed independent Markov chain. Starting with the HMM
axiom in Equation [} the POHMM is derived through following assumptions:

1. An independent Markov chain of event types is given, denoted by Q.
2. The emission x,, 1 depends on event type 2,11 in addition to z,11.
3. The hidden state z,41 depends on 2, and €,,; in addition to z,.

Applying the above assumptions to the HMM axiom, the conditional emission
probability P (X5,41|2n+1) becomes P (Xp,41|2n+1, Qnt1); the conditional hidden
state probability P (zp41|2n) becomes P (2,41|2n, Qn, Qnt1); and the recurrence
relation still holds. The complete POHMM axiom is given by the formula,

P(X;LJrlvz?Jrl) = P (x7,21) P (Xnt1|Zn41, Qng1) P (Zng1l|2n, Qn, Qny1)  (2)

where (2, and 2,11 are the observed event types at times ¢,, and ¢,,41. The
POHMM structure is shown in Figure [T}

The event types come from a finite alphabet of size m. Thus, while the HMM
has M hidden states, a POHMM with m event types has M hidden states per
event type, for a total of m x M unique hidden states.

The event type can be viewed as a partial indexing to a much larger state
space. Each observed event type restricts the model to a particular subset of M
hidden states with differing probabilities of being in each hidden state, hence the
partial observability. The POHMM starting and emission probabilities can be
viewed as an HMM for each event type, and the POHMM transition probabilities
as an HMM for each pair of event types.
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Figure 2: POHMM event types index a much larger state space. In this example, there are
two hidden states and three event types. Given observed event type b at time 1, the system
must be in one of the hidden states {1b,2b}. The a observed at the next time step limits the
possible transitions from {1b, 2b} to {1a,2a}.

To illustrate this concept, consider a POHMM with two hidden states and
three event types, where Q3 = [b,a,c]. At each time step, the observed event
type limits the system to hidden states that have been conditioned on that event
type, as demonstrated in Figure 2] Beginning at time 1, given observed event
type 1 = b, the system must be in one of the hidden states {1b,2b}. Event type
Qs = a observed at time 2 then restricts the possible transitions from {1b,2b}
to {1la,2a}. Generally, given any event type, the POHMM must be in one of M
hidden states conditioned on that event type. Section [3.6] deals with situations
where the event type is missing or has not been previously observed in which
case the marginal distributions (with the event type marginalized out) are used.

The POHMM parameters are derived from the HMM. Model parameters
include 7 [j|w], the probability of starting in state j given event type w, and
a[i, 7|1, w], the probability of transitioning from state i to state j, given event
types ¥ and w before and after the transition, respectivelyﬂ Let f (-; b [j|w]) be
the emission distribution that depends on hidden state 5 and event type w, where
b [j|lw] parametrizes density function f(-). The complete set of parameters
is denoted by § = {m,a,b}, where a is the m?M? transition matrix. While
the total number of parameters in the HMM is M + M? + MK, where K
is the number of free parameters in the emission distribution, the POHMM
contains mM +m2M? +mM K parameters. After accounting for normalization
constraints, the degrees of freedom (dof) is m (M — 1)+m?M (M — 1)+mMK.

Marginal distributions, in which the event type is marginalized out, are
also defined. Let 7 [j] and f (;b[j]) be the marginalized starting and emission
probabilities, respectively. Similarly, the parameters a[i,j|w], ali,j]¢], and
a[t, j] are defined as the transition probabilities after marginalizing out the first,
second, and both event types, respectively. The POHMM marginal distributions
are exactly equal to the corresponding HMM that ignores the event types. This

2When a transition is involved, ¢ and v always refer to the hidden state and event type,
respectively, before the transition; 7 and w refer to those after the transition.
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ensures that the POHMM is no worse than the HMM in case the event types
provide little or no information as to the process being modeled. Computation of
POHMM marginal distributions is covered in Section [3.6] and simulation results
demonstrating this equivalence are in Section [

It may seem that POHMM parameter estimation becomes intractable, as
the number of possible transitions between hidden states increases by a factor
of m? over the HMM and all other parameters by a factor of m. In fact, all
of the algorithms used for the POHMM are natural extensions of those used
for the HMM: the POHMM parameters and variables are adapted from the
HMM by introducing the dependence on event types, and parameter estimation
and likelihood calculation follow the same basic derivations as those for the
HMM. POHMM parameter estimation remains linearly bounded in the number
of observations, similar to the HMM, performed through a modification of the
Baum-Welch (BW) algorithm. The convergence property of the modified BW
algorithm is demonstrated analytically in Section [3:4] and empirically in Section
[ The rest of this section addresses the three main problems of the POHMM,
taken analogously as the three main problems of the HMM:

1. Determine P(x}V QY 0), the likelihood of an emission sequence given the
model parameters and the observed event types.

2. Determine 21", the maximum likelihood sequence of hidden states, given
the emissions x' and event types Q.

3. Determine arg maxgeg P(x|Q%,0), the maximum likelihood parameters
6 for observed emission sequence x1¥, given the event type sequence.

The first and third problems are necessary for identifying and verifying users in
biometric applications, while the second problem is useful for understanding user
behavior. The rest of this section reviews the solutions to each of these problems
and other aspects of parameter estimation, including parameter initialization
and smoothing.

3.2. Model likelihood

Since we assume 2V is given, it does not have a prior distribution. There-
fore, we consider only the likelihood of an emission sequence given the model
parameters 6 and the observed event type sequence ', denoted by P(x}|Q% )EL
leaving the joint model likelihood P(x¥, Q) as an item for future work.

In the HMM, P(x¥) can be computed efficiently by the forward procedure
which defines a recurrence beginning at the start of the sequence. This procedure
differs slightly for the POHMM due to the dependence on event types. Notably,
the starting, transition, and emission parameters are all conditioned on the given
event type.

Let au, [z, Q0] = P (X7, 2,|2), i.e., the joint probability of emission subse-
quence x7 and hidden state z,, given event type €2,,. Then, by the POHMM
axiom (Equation , A, [2n, ] can be computed recursively by the formula,

3For brevity, the dependence on @ is implied, writing P(xN|QY,0) as P(xY |Q).
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(o770 [Zn—Q—la Qn—‘—l} = P (Xn+1 |Zn+1> Qn—i—l) (3)
X Z P (zn+1 |Zn7 Qna QnJrl) Qp [Zn, Qn]

Zn

oy [z1,] = P(xi]z1,Q) P (21]€1) (4)

where Equation [d] provides the initial condition. The modified forward algorithm
is obtained by substituting the model parameters into Equations 3] and [4] where

mjlw] = Pz =jl =w) (5)
fxnib[,w]) = P(xplzn =j, 0 = w) (6)
a [i’j‘w’w] = P(Zn-‘rl = .]|Zn = i’Qn = ¢79n+1 = w) (7)

and a, [j,w] is the sequence obtained after substituting the model parameters.
The model likelihood is easily computed upon termination, since P(x{ |QY) =
Zjil an [j,w] where w = Qn.

A modified backward procedure is similarly defined through a backwards
recurrence. Let By, [2,, Q] = P (x4 |2n, ). Then under the POHMM axiom,

Bn [Zan] = Z P(Xn+1|zn+179n+l) (8)
Zn41
x P (Zn—i-l |Z'ru Qna Qn-‘rl) Bn-‘rl [Zn—i-lv Qn—i—l]
ﬁN [ZN,QN] = 1 . (9)

where f3,, [j,w] is the sequence obtained after making the same substitutions.
Note that at each n, ay, [j,w] and 5, [j,w] need only be computed for the
observed w = ,, i.e., we don’t care about event types w # €2,,. Therefore,
only the hidden states (and not the event types) are enumerated in Equations
and [§] at each time step. Like the HMM, the modified forward and backward
algorithms have time complexity O(M?N) and can be stored in a N x M matrix.

3.3. Hidden state prediction

The maximum likelihood sequence of hidden states is efficiently computed
using the event type-dependent forward and backward variables defined above.
First, let the POHMM forward-backward variable ~,, [z, 2,] = P (zn|Qn, xN ),
i.e., the posterior probability of hidden state z,, given event type €2, and the
emission sequence xIV. Let 7, [j,w] be the estimate obtained using the model
parameters, making the same substitutions as above. Then v, [j,w] is straight-
forward to compute using the forward and backward variables, given by

wlie] = Sl (10)
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Algorithm 1 Modified Baum-Welch for POHMM parameter estimation.
1. Initialization
Choose initial parameters 0, and let 6 < 0,.

2. Expectation
Use 8, x, QY to compute ay, [§|w], Bn [7|w], ¥n [, @], &n [i, 4], w].
3. Maximization
Update 6 using the re-estimation formulae (Egs. to get 6= {7'1’7 a, b}
4. Regularization
Calculate marginal distributions and apply parameter smoothing formulae.
5. Termination
If In P (x{V\Qf’, 0) —InP (xf’mi\’, 0) < €, stop; else let 6 < 6 and go to step 2.

o [j|w] Br [j|w]
Zi]\i1 Qo Mw] Bn Mw]

where w = ,,. The sequence of maximum likelihood hidden states is taken as,

Zp = arg max,<;<pn [J,w] - (11)

Similar to a, [j|lw] and B, [j|w], ¥» [§,w] can be stored in a N x M matrix and
takes O (MQN) time to compute. This is due to the fact that the event types
are not enumerated at each step; the dependency on the event type propagates
all the way to the re-estimated parameters, defined below.

3.4. Parameter estimation

Parameter estimation is performed iteratively, updating the starting, transi-
tion, and emission parameters using the current model parameters and observed
sequences. In each iteration of the modified Baum-Welch algorithm, summarized
in Algorithm [I} the model parameters are re-estimated using the POHMM for-
ward, backward, and forward-backward variables. Parameters are set to initial
values before the first iteration, and convergence is reached upon a loglikelihood
increase of less than e.

8.4.1. Starting parameters

Using the modified forward-backward variable given by Equation the
re-estimated POHMM starting probabilities are obtained directly by

7 [lw] = 7 [4]w] (12)

where w = () and re-estimated parameters are denoted by a dot. Generally,
it may not be possible to estimate 7 [j|w] for many w due to there only being
one {2 (or several 0y for multiple observation sequences). Parameter smooth-
ing, introduced in Section addresses this issue of missing and infrequent
observations.
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3.4.2. Transition parameters

In contrast to the HMM, which has M? transition probabilities, there are
m?2M? unique transition probabilities in the POHMM. Let &, [2n, Znt1|Qn, Qi1
P (zn+1|zn, Q. QnH,X{V), i.e., the probability of transitioning from state z, to
Zn+1, given event types 2, and €, as well as the emission sequence. Substi-
tuting the forward and backward variable estimates based on model parameters,
this becomes &, [i, j|1, w], given by

an [i,w] ali, j[¢, w] f (Xnt1; b [f]w]) Bn [j]w]
P(x 07 '

&n [, jl,w] = (13)
for1<n<N-1,¢=Q, and w = Q,41. The updated transition parameters
are then calculated by

Sl i o] — on Gn lis 1, w]6 (1, Q) 6 (w, Qi) 1
[’]|w7 ] ZnN;117n [Z|¢]6(¢59n)§(waﬂn+l) ( )

where § (w,Q,,) =1 if w = Q,, and 0 otherwise. Note that a[i, j|1,w] depends
only on the transitions between event types ¢ and w in Q¥ i.e., where Q,, = ¢
and 2,41 = w, as the summand in the numerator equals 0 otherwise. As a
result, the updated transition probabilities can be computed in O(M?2N) time,
the same as the HMM, despite there being m?M? unique transitions.

3.4.3. Emission parameters

For each hidden state and event type, the emission distribution parameters
are re-estimated through the optimization problem,

N
b[]|w] = argrgggz’)% [J|w} In f (xp;b) 6 (w, 2y) - (15)
n=1

Closed-form expressions exist for a variety of emission distributions. In this
work, we use the log-normal density for time intervals. The log-normal has
previously been demonstrated as a strong candidate for modeling keystroke
time intervals, which resemble a heavy-tailed distribution [27]. The log-normal
density is given by

_(lnm—n)Z] (16)

flainp) = ——e
/0 = X
) = P 27

where 17 and p are the log-mean and log-standard deviation, respectively. The
emission parameter re-estimates are given by

S Y [w] In 706 (w, Q)
S [ilw] 8 (1, Q)

1 [jlw] = (17)
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and N
Zn:l Tn []'w] (In7, — 7.7j|w)26 (Wa Q)

SN A llw] 6 (3, )

for hidden state j, given event type w. Note that the estimates for 7 [j|w] and
p[jlw] depend only on the elements of v, [j|w] where Q,, = w.

5 ikl = 18)

3.4.4. Convergence properties

The modified Baum-Welch algorithm for POHMM parameter estimation
(Algorithm [1)) relies on the principles of expectation maximization (EM) and is
guaranteed to converge to a local maximum. The re-estimation formula (Equa-
tions and are derived from inserting the model parameters from

two successive iterations, 6 and 9, into Baum’s auxiliary function, @ (9,9),

and maximizing Q (9, 9) with respect to the updated parameters. Convergence

properties are evaluated empirically in Section [4] and contains a
proof of convergence, which follows that of the HMM.

3.5. Parameter initialization

Parameter estimation begins with parameter initialization, which plays an
important role in the BW algorithm and may ultimately determine the quality
of the estimated model since EM guarantees only locally maximum likelihood
estimates. This work uses an observation-based parameter initialization pro-
cedure that ensures reproducible parameter estimates, as opposed to random
initialization. The starting and transition probabilities are simply initialized as

SN

7 [j]w] (19)

ali,jly,w] = (20)
for all 7, j, ¥, and w. This reflects maximum entropy, i.e., uniform distribution,
in the absence of any starting or transition priors.

Next, the emission distribution parameters are initialized. The strategy pro-
posed here is to initialize parameters in such a way that there is a correspondence
between hidden states from two different models. That is, for any two models
with M = 2, hidden state j = 1 corresponds to the active state and j = 2
corresponds to the passive state. Using a log-normal emission distribution, this
is accomplished by spreading the log-mean initial parameters. Let

ZTJLI Inx,,6 (w, Q)
>y 8 (w, )

nw] =

and
>one (Inx, — 1 [w])20 (@, Q)
ZnN:I 6 (UJ, Qn)

w] =
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be the observed log-mean and log-variance for event type w. The model param-
eters are then initialized as

bl =nlel + (L = 1) (23)
and
P2l = ] (24)

for 1 < j < M, where h is a bandwidth parameter. Using h = 2, initial states
are spread over the interval [n[w] —2p[w],n[w] + 2p[w]], i.e., 2 log-standard
deviations around the log-mean. This ensures that j = 1 corresponds to the
state with the smaller log-mean, i.e., the active state.

3.6. Marginal distributions

When computing the likelihood of a novel sequence, it is possible that some
event types were not encountered during parameter estimation. This situation
arises when event types correspond to key names of freely-typed text and novel
key sequences are observed during testing. A fallback mechanism (sometimes
referred to as a “backoff” model) is typically employed to handle missing or
sparse data, such as that used linguistics [I5]. In order for the POHMM to
handle missing or novel event types during likelihood calculation, the marginal
distributions are used. This creates a two-level fallback hierarchy in which
missing or novel event types fall back to the distribution in which the event
type is marginalized out.

Note also that while we assume Q' is given (i.e., has no prior), the individual
2, do have a prior defined by their occurrence in Q. It is this feature that
enables the event type to be marginalized out to obtain the equivalent HMM.
Let the probability of event type w at time ¢; be 7 [w], and the probability
of transitioning from event type v to w be denoted by a [, w]. Both can be
computed directly from the event type sequence Q, which is assumed to be
a first-order Markov chain. The marginal 7 [j] is the probability of starting in
hidden state j in which the event type has been marginalized out,

i)=Y wlilw 7 w] (25)

weN

where Q is the set of unique event types in Q.

Marginal transition probabilities are also be defined. Let a[i,j|¢] be the
probability of transitioning from hidden state ¢ to hidden state j, given event
type 1 while in hidden state i. The second event type for hidden state j has
been marginalized out. This probability is given by

ali,jlg] = ali,jlv,wlalp,w] . (26)

weN
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The marginal probability a [¢, j|w] is defined similarly by

Zweﬂ a [Z»JWJ» W] a W, w] )

ali, jlw] = (27)
Ypeqalt,w]
Finally, the marginal «a [i, j] is the probability of transitioning from i to j,
. 1 .
G;[Z,]] = % Z Za[lv.]|wvw]a[w7w] . (28)

PeQweN

No denominator is needed in Equation [26] since the normalization constraints
of both transition matrices carry over to the left-hand side. Equation [2§] is
normalized by L since Y opeq Dweq o[, w] =m.

The marginal emission distribution is a convex combination of the emission
distributions conditioned on each of the event types. For normal and log-normal
emissions, the marginal emission is simply a mixture of normals or log-normals,
respectively. Let 7 [j] and p? 4] be the log-mean and log-variance of the marginal
distribution for hidden state j. The marginal log-mean is a weighted sum of the
conditional distributions, given by

i)=Y M uljl] (29)

weN

where IT [w] is the stationary probability of event type w. This can be calculated
directly from the event type sequence Q¥

N
1
Mw] =+ ;5 (w, Q) - (30)
Similarly, the marginal log-variance is a mixture of log-normals given by

P2l = D] [ lilw] = n 1) + o2 (1] - (31)

we

Marginalized distribution parameters for normal emission is exactly the same.

3.7. Parameter smoothing

HMMs with many hidden states (and parametric models in general) are
plagued by overfitting and poor generalization, especially when the sample size
is small. This has to due with there being a high dof in the model compared to
the number of observations. Previous attempts at HMM parameter smoothing
have pushed the emission and transition parameters towards a higher entropy
distribution [I4] or borrowed the shape of the emission PDF from states that ap-
pear in a similar context [I2]. Instead, our parameter smoothing approach uses
the marginal distributions, which can be estimated with higher confidence due
to there being more observations, to eliminate the sparseness in the event type-
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dependent parameters. Note that parameter smoothing goes hand-in-hand with
context-dependent models, at least in part due to the curse of dimensionality
which is introduced by the context dependence [12].

The purpose of parameter smoothing is twofold. First, it acts as a kind of
regularization to avoid overfitting, a problem often encountered when there is a
large number of parameters and small number of observations. Second, parame-
ter smoothing provides superior estimates in case of missing or infrequent data.
For motivation, consider a keystroke sequence of length N. Including English
letters and the Space key, there are at most 27 unique keys and 729 unique
digrams (subsequences of length 2). Most of these will rarely, or never, be ob-
served in a sequence of English text. Parameter smoothing addresses this issue
by re-estimating the parameters that depend on low-frequency observations us-
ing a mixture of the marginal distribution. The effect is to bias parameters that
depend on event types with low frequency toward the marginals, for which there
exist more observations and higher confidence, while parameters that depend
on event types with high frequency will remain unchanged.

Smoothing weights for the starting and emission parameters are defined as

1

TR @) (32)

Wy, = 1

where f(w) = Zivzl 0 (w, y,) is the frequency of event type w in the sequence
Q. The POHMM starting probabilities are then smoothed by

7 [jlw] = wor [jlw] + (1 — wy) 7 [3] (33)

where smoothed parameter estimates denoted by a tilde, and emission parame-
ters are smoothed by

b [j]w] = wyb [jlw] + (1 — w,) b 5] . (34)

As N increases, event type frequencies increase and the effect of parameter
smoothing is diminished, while parameters conditioned on infrequent or missing
event types are biased toward the marginal. This ensures that the conditional
parameters remain asymptotically unbiased as N — oo.

The smoothing weights for transition probabilities follow similar formulae.
Let f (¢,w) = i\:ll 0 (¥, Q) 0 (w, Qpy1), 1e., the frequency of event type v
followed by w in the sequence QY. Weights for the conditional and marginal
transition probabilities are defined as

1
T T @) + f (W)

1
YT T+ T @)
Wy = 1—(wy+wy,)

w = 0 (35)
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where wy, o, + wy + w,, +w = 1. The smoothed transition matrix is given by
ali, jl¢, w] = wy wa i, jlv, W] + wypali, Y] + woai, jlw] + wali, j] . (36)

In this strategy, the weight for the marginal a [7, j] is 0, although in other weight-
ing schemes, w could be non-zero.

4. Simulation study

It is important for statistical models and their implementations to be consis-
tent. This requires that parameter estimation be both convergent and asymp-
totically unbiased. The POHMM algorithms include the parameter estimation
procedure and equations, and the implementation consists of the POHMM algo-
rithms expressed in a programming language. While consistency of the POHMM
algorithms is theoretically guaranteed (proof in , consistency of
the POHMM implementation under several different scenarios is validated in
this section using computational methods.

First, a model is initialized with parameters 6,. From this model, S sam-
ples are generated, each containing N time intervals. For each sample, the
best-estimate parameters 0 are computed using the modified BW algorithm
(Algorithm . Let 6y be the parameters determined by the modified BW al-
gorithm for an observed sequence of length N generated from a POHMM with
true parameters 6,. Consistency requires that

lim M =0 (37)
N—o0 maxp |0N — 00|

insensitive to the choice of 6,. As N increases, parameter estimation should
be able to recover the true model parameters from the observed data. Four
different scenarios are considered:

1. Train a POHMM (without smoothing) on POHMM-generated data.

2. Train a POHMM (with smoothing) on POHMM-generated data.

3. Train a POHMM (without smoothing) using emissions generated from an
HMM and random event types.

4. Train an HMM using emissions from a POHMM (ignore event types).

Convergence is theoretically guaranteed for scenarios 1 and 2. The first scenario
tests the POHMM implementation without parameter smoothing and should
yield unbiased estimates. Scenario 2 evaluates the POHMM implementation
with parameter smoothing, whose effect diminishes as N increases. Conse-
quently, the smoothed POHMM estimates approach that of the unsmoothed
POHMM, and results should also indicate consistency.

Scenario 3 is a POHMM trained on an HMM, and scenario 4 is an HMM
trained on a POHMM. In scenario 3, the underlying process is an HMM with
the same number of hidden states as the POHMM, and the observed event
types are completely decorrelated from the HMM. As a result, the event types
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Figure 3: Simulation study results. In 1 and 2, a POHMM is trained on data generated from
a POHMM,; in 3, a POHMM is trained on data generated from an HMM (using random event
types); in 4, an HMM is trained on data generated from a POHMM (ignoring event types).

do not partially reveal the hidden state. In this case, the POHMM marginal
distributions, in which the event type is marginalized out, should converge to
the HMM. Finally, scenario 4 simply demonstrates the inability of the HMM
to capture the dependence on event types, and results should indicate biased
estimates.

For scenarios 1, 2 and 4, a POHMM with 3 event types and 2 hidden states
is initialized to generate the training data. The emission distribution is a uni-
variate Gaussian with parameters chosen to be comparable to human key-press
time intervals, and transition probabilities are uniformly distributed. The emis-
sion and event type sequences are sampled from the POHMM and used to fit
the model. In scenario 3, an HMM generates the emission sequence x¥', and the
event type sequence Q¥ is chosen randomly from the set of 3 event types, re-
flecting no dependence on event types. In this case, only the POHMM marginal
distribution parameter residuals are evaluated, as these should approximate the
underlying HMM. For each value of N in each scenario, 400 length-/N samples
are generated and used to train the corresponding model.

Figure [3a] contains the mean studentized residuals for emission parameters
of each model, and Figure [3D] shows the hidden state classification accuracies
(where chance accuracy is QLN) Both the unsmoothed and smoothed POHMM
residuals tend toward 0 as N increases, indicating consistency. The marginal
residuals for the POHMM with random event types also appear unbiased, an
indication that the POHMM marginals, in which the event type is marginalized
out, are asymptotically equivalent to the HMM. Finally, the HMM residuals,
when trained on data generated from a POHMM, appear biased as expected
when the event types are ignored. Similar results in all scenarios are seen for
the transition probability residuals (not shown), and we confirmed that these
results are insensitive to the choice of 6,,.
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Table 1: Keystroke dataset summary. Columns 4-7 indicate: number of users, samples per
user, keystrokes per sample, and T=mean press-press latency (ms).

Dataset ‘ Source ‘ Category ‘ Users ‘ Samples/user ‘ Keys/sample ‘ 7 (ms) ‘
Password | [29] Short fixed 51 400 11 249
Keypad [30] Short fixed 30 20 11 376
Mobile 131] Short fixed 51 20 11 366
Fable 331 Long constrained 60 4 100 264
Essay 134] Long free 55 6 500 284

5. Case study: keystroke dynamics

Five publicly-available keystroke datasets are analyzed in this work, sum-
marized in Table [I] We categorize the input type as follows:

e Fixed-text: The keystrokes exactly follow a relatively short predefined
sequence, e.g., passwords and phone numbers.

e Constrained-text: The keystrokes roughly follow a predefined sequence,
e.g., case-insensitive passphrases and transcriptions. Some massively open
online course (MOOC) providers require the student to copy several sen-
tences for the purpose of keystroke dynamics-based verification [28].

e Free-text: The keystrokes do not follow a predefined sequence, e.g., re-
sponding to an open-ended question in an online exam.

The password, keypad, and mobile datasets contain short fixed-text input in
which all the users in each dataset typed the same 10-character string followed
by the Enter key: “.tie5Roanl” for the password dataset [29] and “0141937761”
for the keypad [30] and mobile datasets [3I]. Samples that contained errors or
more than 11 keystrokes were discarded. The password dataset was collected on
a laptop keyboard equipped with a high-resolution clock (estimated resolution
to within £200 ys [32]), while the timestamps in all other datasets were recorded
with millisecond resolution (see discussion in Section [2Jon timestamp resolution).
The keypad dataset used only the 10-digit numeric keypad located on the right
side a standard desktop keyboard, and the mobile dataset used an Android
touchscreen keypad with similar layout. In addition to timestamps, the mobile
dataset contains accelerometer, gyroscope, screen location, and pressure sensor
features measured on each key press and release.

The fable dataset contains long constrained-text input from 60 users who
each copied 4 different fables or nursery rhymes [33] [34]. Since mistakes were
permitted, the keystrokes for each copy task varied, unlike the short fixed-text
datasets above. The essay dataset contains long free-text input from 55 users
who each answered 6 essay-style questions as part of a class exercise [34]. Both
the fable and essay datasets were collected on standard desktop and laptop key-
boards. For this work, the fable samples were truncated to each contain exactly
100 keystrokes and the essay samples to each contain exactly 500 keystrokes.
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Figure 4: POHMM marginal distributions showing a separation between active and passive
typing states. The marginal distributions are mixtures of log-normals conditioned on the key
names. Histograms show the empirical time interval distributions in each hidden state.

Each keystroke event contains two timing features,

T = th—tb | (38)
d, = th—tF (39)

where ¢t and t2 are the press and release timestamps of the n'* keystroke,
respectively; 7, is the press-press time interval and d,, is the key-hold dura-
tion. Note that other timing features, such as release-release and release-press
intervals, can be calculated by a linear combination of the above two features.

Each user’s keystroke dynamics are modeled by a POHMM with log-normal
emission and two hidden states, all conditioned on the keyboard keys as the ob-
served event types. A two-state model is the simplest model of non-homogeneous
behavior, as one state implies a sequence of independent and identically dis-
tributed (i.i.d.) observations. The two hidden states correspond to the active
and passive states of the user, in which relatively longer time intervals are ob-
served in the passive state. Given the hidden state and the observed event
type, the keystroke time intervals 7,, and d,, are each modeled by a log-normal
distribution (Equation [L6), where 7 [j|w] and p[j|w] are the log-mean and log-
standard deviation, respectively, in hidden state j given observed key w.

The POHMM parameters are determined using Algorithm [} and conver-
gence is achieved after a loglikelihood increase less than 10~ or 1000 iterations,
whichever is reached first. As an example, the marginal key-press time interval
distributions for each hidden state are shown in Figure [4] for two randomly se-
lected samples. The passive state in the free-text model has a heavier tail than
the fixed-text, while the active state distributions in both models are compa-
rable. The rest of this section presents experimental results for a goodness of
fit test, identification, verification, and continuous verification. Source code to
reproduce the experiments in this article is availableﬁ

4Code to reproduce experiments: https://github.com/vmonaco/pohmm-keystroke
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5.1. Goodness of fit

To determine whether the POHMM is consistent with observed data, a
Monte Carlo goodness of fit test is performed. The test proceeds as follows.
For each keystroke sample (using the key-press time intervals only), the model
parameters 0,, are determined. The area test statistic between the model and
empirical distribution is then taken. The area test statistic is a compromise
between the Kolmogorov-Smirnov (KS) test and CramA(©r-von Mises test [35],

A= / |Pp(r) — Py (T|ém) \dr (40)

where Pp is the empirical cumulative distribution and Pp; is the model cumu-
lative distribution. The POHMM marginal emission density is given by

g(x;0) =2 > T]I]f (x;bljle)) (41)

weN j=1

where II [j] is the stationary probability of hidden state j and II [w] is the sta-
tionary probability of event type w. Using the fitted model with parameters
ém, a surrogate data sample the same size as the empirical sample is generated.
Estimated parameters 6, are determined using the surrogate sample in a similar
fashion as the empirical sample. The area test statistic between the surrogate-
data-trained model and surrogate data is computed, given by As. This process
repeats until enough surrogate statistics have accumulated to reliably determine
P(|As — (As)| > |A — (As)]). The biased p-value is given by

T(As = (A)[ > [A—- (A +1
S+1

(42)

where [ (+) is the indicator function. Testing the null hypothesis, that the model
is consistent with the data, requires fitting S + 1 models (1 empirical and S
surrogate samples).

The test is performed for both the HMM and the POHMM for each user
in the fable and essay datasets, using the key-press time intervals only. The
resulting p-value distributions are shown in Figure[] The shaded area represents
a 0.05 significance level in which the null hypothesis is rejected. In the fable
dataset, the HMM is rejected for 45% of users, while the POHMM is rejected for
22% of users. The HMM is rejected for 100% of users in the essay dataset, and
the POHMM is rejected for 40% of users. If the POHMM truly reflected typing
behavior (i.e., the null hypothesis was actually true), the p-values would follow
a uniform distribution shown by the dashed black line. In both experiments,
the POHMM is largely preferred over the HMM.

5.2. Identification and verification

We use the POHMM to perform both user identification and verification,
and compare the results to other leading methods. Identification, a multiclass
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Figure 5: Keystroke goodness of fit p-value distributions testing the null hypothesis that the
model is consistent with the data. Proportions of rejected samples at the 0.05 significance
level are shown in parentheses. If the null hypothesis was true, i.e., the model was actually
consistent with the keystroke data, then p-values would follow a uniform distribution shown
by the dashed black line.

classification problem, is performed by the MAP approach in which the model
with maximum a posterior probability is chosen as the class label. This ap-
proach is typical in using a generative model to perform classification. Better
performance could, perhaps, be achieved through parameter estimation with
a discriminative criterion [36], or a hybrid discriminative/generative model in
which the POHMM parameters provide features for a discriminative classifier
[37]. Verification, a binary classification problem, is achieved by comparing the
claimed user’s model loglikelihood to a threshold.

Identification and verification results are obtained for each keystroke dataset
and four benchmark anomaly detectors in addition to the POHMM. The pass-
word dataset uses a validation procedure similar to Killourhy and Maxion [29],
except only samples from the 4th session (repetitions 150-200) are used for train-
ing and sessions 5-8 (repetitions 201-400) for testing. For the other datasets,
results are obtained through a stratified cross-fold validation procedure with the
number of folds equal to the number of samples per user: 20 for keypad and
mobile, 4 for fable, and 6 for essay. In each fold, one sample from each user is
retained as a query and the remaining samples are used for training.

Identification accuracy (ACC) is measured by the proportion of correctly
classified query samples. Verification performance is measured by the user-
dependent equal error rate (EER), the point on the receiver operating charac-
teristic (ROC) curve at which the false rejection rate (FRR) and false acceptance
rate (FAR) are equal. Each query sample is compared against every model in
the population, only one of which will be genuine. The resulting loglikelihood is
normalized using the minimum and maximum loglikelihoods from every model
in the population to obtain a normalized score between 0 and 1. Confidence
intervals for both the ACC and EER are obtained over users in each dataset,
similar to [29].
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Table 2: Identification accuracy rates. Bold indicates systems that are not significantly worse
than the best system. Mobile+ includes mobile sensor features in addition to time intervals.

Manhattan | Manhattan (Scaled) | SVM (One-class) HMM
Password 0.510 (0.307) 0.662 (0.282) 0.465 (0.293) | 0.467 (0.295) | 0.789 (0.209)
Keypad 0.623 (0.256) 0.713 (0.200) 0.500 (0.293) 0.478 (0.287) 0.748 (0.151)
Mobile 0.290 (0.230) 0.528 (0.237) 0.267 (0.229) | 0.303 (0.265) | 0.607 (0.189)
Mobile+ 0.647 (0.250) 0.947 (0.104) 0.857 (0.232) 0.937 (0.085) 0.971 (0.039)
Fable 0.492 (0.332) 0.613 (0.314) 0.571 (0.235) | 0.392 (0.355) | 0.887 (0.175)
Essay 0.730 (0.320) 0.839 (0.242) 0.342 (0.302) | 0.303 (0.351) | 0.909 (0.128)

Benchmark anomaly detectors include Manhattan distance, scaled Manhat-
tan distance, one-class support vector machine (SVM), and a two-state HMM.
The Manhattan, scaled Manhattan, and one-class SVM operate on fixed-length
feature vectors, unlike the HMM and POHMM. Timing feature vectors for the
password, keypad, and mobile datasets are formed by the 11 press-press latencies
and 10 durations of each 11-keystroke sample for a total of 21 timing features.
The mobile sensors provide an additional 10 features for each keystroke event for
a total of 131 features. For each event, the sensor features include: acceleration
(meters/second?) and rotation (radians/second) along three orthogonal axes (6
features), screen coordinates (2 features), pressure (1 feature), and the length
of the major axis of an ellipse fit to the pointing device (1 feature). Feature
vectors for the fable and essay datasets are each comprised of a set of 218 de-
scriptive statistics for various keystroke timings. Such timing features include
the sample mean and standard deviation of various sets of key durations, e.g.,
consonants, and latency between sets of keys, e.g., from consonants to vowels.
For a complete list of features see [33] 38]. The feature extraction also includes
a rigorous outlier removal step that excludes observations outside a specified
confidence interval and a hierarchical fallback scheme that accounts for missing
or infrequent observations.

The Manhattan anomaly detector uses the negative Manhattan distance to
the mean template vector as a confidence score. For the scaled Manhattan
detector, features are first scaled by the mean absolute deviation over the entire
dataset. This differs slightly from the scaled Manhattan in [29], which uses
the mean absolute deviation of each user template. The global (over the entire
dataset) mean absolute deviation is used in this work due to the low number
of samples per user in some datasets. The one-class SVM uses a radial basis
function (RBF) kernel and 0.5 tolerance of training errors, i.e., half the samples
will become support vectors. The HMM is exactly the same as the POHMM
(two hidden states and log-normal emissions), except event types are ignored.

Identification and verification results are shown in Tables [2] and [3] respec-
tively, and ROC curves are shown in Figure [f] The best-performing anomaly
detectors in Tables [2] and [3| are shown in bold. The set of best-performing
detectors contains those that are not significantly worse than the POHMM,
which achieves the highest performance in every experiment. The Wilcoxon
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Figure 6: Keystroke ROC curves. Bands show the 95% confidence intervals.

Table 3: User-dependent EER. Bold indicates systems that are not significantly worse than

the best system. Mobile+ includes mobile sensor features in addition to time intervals.

1.0

Manhattan | Manhattan (scaled) | SVM (one-class) HMM POHMM
Password 0.088 (0.069) 0.062 (0.064) 0.112 (0.088) 0.126 (0.099) 0.042 (0.051)
Keypad 0.092 (0.069) 0.053 (0.030) 0.110 (0.054) | 0.099 (0.050) | 0.053 (0.025)
Mobile 0.194 (0.101) 0.097 (0.057) 0.170 (0.092) 0.168 (0.085) 0.090 (0.054)
Mobile+ | 0.084 (0.061) 0.009 (0.027) 0.014 (0.033) | 0.013 (0.021) | 0.006 (0.014)
Fable 0.085 (0.091) 0.049 (0.060) 0.099 (0.106) 0.105 (0.092) 0.031 (0.077)
Essay 0.061 (0.092) 0.028 (0.052) 0.098 (0.091) | 0.145 (0.107) | 0.020 (0.046)

signed-rank test is used to determine whether a detector is significantly worse
than the best detector, testing the null hypothesis that a detector has the same
performance as the POHMM. A Bonferroni correction is applied to control the
family-wise error rate, i.e., the probability of falsely rejecting a detector that is
actually in the set of best-performing detectors [39]. At a 0.05 significance level,
the null hypothesis is rejected with a p-value not greater than % since four
tests are applied in each row. The POHMM achieves the highest identification
accuracy and lowest equal error rate for each dataset. For 3 out of 6 datasets in
both sets of experiments, all other detectors are found to be significantly worse

than the POHMM.

5.8. Continuous verification

Continuous verification has been recognized as a problem in biometrics
whereby a resource is continuously monitored to detect the presence of a gen-
uine user or impostor [40]. It is natural to consider the continuous verification of
keystroke dynamics, and most behavioral biometrics, since events are continu-
ously generated as the user interacts with the system. In this case, it is desirable
to detect an impostor within as few keystrokes as possible. This differs from
the static verification scenario in the previous section in which verification per-
formance is evaluated over an entire session. Instead, continuous verification
requires a verification decision to be made upon each new keystroke [23].

Continuous verification is enforced through a penalty function in which each
new keystroke incurs a non-negative penalty within a sliding window. The



5.3 Continuous verification 23

\
I
ViNL/
ViU

U

—— Impostor
—— Genuine
rrrrr Threshold

0 100 200 300 400 500
Event

Figure 7: Continuous verification example. Bands show the 95% confidence interval. In this
example, impostors are detected after an average of 81 keystrokes.

penalty at any given time can be thought of as the inverse of trust. As behavior
becomes more consistent with the model, the cumulative penalty within the
window can decrease, and as it becomes more dissimilar, the penalty increases.
The user is rejected if the cumulative penalty within the sliding window exceeds
a threshold. The threshold is chosen for each sample such that the genuine user
is never rejected, analogous to a 0% FRR in static verification. An alternative
to the penalty function is the penalty-and-reward function in which keystrokes
incur either a penalty or a reward (i.e., a negative penalty) [4I]. In this work,
the sliding window replaces the reward since penalties outside the window do
not contribute towards the cumulative penalty.

The penalty of each new event is determined as follows. The marginal proba-
bility of each new event, given the preceding events, is obtained from the forward
lattice, a, given by

P (xpi1|x}) = P (x*1) = P (x}) (43)

When a new event is observed, the likelihood is obtained under every model in
a population of U models. The likelihoods are ranked, with the highest model
given a rank of 0, and the lowest a rank of U — 1. The rank of the claimed user’s
model is the incurred penalty. Thus, if a single event is correctly matched to the
genuine user’s model, a penalty of 0 is incurred; if it scores the second highest
likelihood, a penalty of 1 is incurred, etc. The rank penalty is added to the
cumulative penalty in the sliding window, while penalties outside the window
are discarded. A window of length 25 is used in this work.

Continuous verification performance is reported as the number of events (up
to the sample length) that can occur before an impostor is detected. This is
determined by increasing the penalty threshold until the genuine user is never
rejected by the system. Since the genuine user’s penalty is always below the
threshold, this is the maximum number of events that an impostor can execute
before being rejected by the system while the genuine user is never rejected.

An example of the penalty function for genuine and impostor users is shown
in Figure[7] The decision threshold is set to the maximum penalty incurred by
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Table 4: Continuous verification average maximum rejection time: the number of events that
occur before an impostor is detected given the genuine user is not falsely rejected.

HMM POHMM
Password 5.64 (2.04) 3.42 (2.04)
Keypad 4.54 (2.09) 3.45 (1.73)
Mobile 5.63 (2.18) 4.29 (2.02)
Mobile | 0.15 (0.65) 0.12 (0.57)
Fable 33.63 (15.47) | 20.81 (9.07)
Essay 129.36 (95.45) | 55.18 (68.31)

the genuine user so that a false rejection does not occur. The average penalty
for impostor users with 95% confidence interval is shown. In this example, the
impostor penalties exceed the decision threshold after 81 keystrokes on average.
Note that this is different than the average imposter penalty, which exceeds the
threshold after 23 keystrokes.

For each dataset, the average maximum rejection time (AMRT) is deter-
mined, shown in Table The maximum rejection time (MRT) is the maximum
number of keystrokes needed to detect an impostor without rejecting the gen-
uine user, or the time to correct reject (TCR) with perfect usability [40]. The
MRT is determined for each combination of impostor query sample and user
model in the dataset to get the AMRT. The POHMM has a lower AMRT than
the HMM for every dataset, and less than half that of the HMM for free-text
input.

6. Discussion

There have been several generalizations of the standard HMM to deal with
hidden states that are partially observable in some way. These models are
referred to as partly-HMM [42], partially-HMM [43], and context-HMM [44].

The partly-HMM is a second order model in which the first state is hidden
and the second state is observable [42]. In the partly-HMM, both the hidden
state and emission at time ¢,, depend on the observation at time ¢,_;. The
partly-HMM can be applied to problems that have a transient underlying pro-
cess, such as gesture and speech recognition, as opposed to a piecewise stationary
process that the HMM assumes [45]. Parameter estimation is performed by the
EM algorithm, similar to the HMM.

Partially observable states can also come in the form of partial and uncertain
ground truth regarding the hidden state at each time step. The partially-HMM
addresses this scenario, in which an uncertain hidden state label may be observed
at each time step [43]. The probability of observing the uncertain label and the
probability of the label being correct, were the true hidden state known, are
controlled by parameters pops and pire, respectively. Thus, the probability of
observing a correct label is pyps X Prrye- This model is motivated by language
modeling applications in which manually labeling data is expensive and time
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consuming. Similar to the HMM, the EM algorithm can be used for estimating
the parameters of the partially-HMM [43].

Past observations can also provide context for the emission and hidden state
transition probabilities in an HMM. Forchhammer and Rissanen [44] proposed
the context-HMM, in which the emission and hidden state probabilities at time
tn41 are conditioned on contexts r, and s,, respectively. Each context is given
by a function of the previous observations up to time ¢,,. The context-HMM has
information theoretic motivations, with applications such as image compression
[46]. Used in this way, the neighboring pixels in an image can provide context
for the emission and transition probabilities.

There are two scenarios in which previous models of partial observability
fall short. The first is when there is missing data during parameter estimation,
such missing context, and the second is when there is missing or novel data
during likelihood calculation. A possible solution to these problems uses the
explicit marginal emission and transition distributions, where, e.g., the context
is marginalized out. While none of the above models possess this property,
the POHMM, described in Section [3| has explicit marginal distributions that
are used when missing or novel data are encountered. Additionally, parameter
smoothing uses the marginal distributions to regularize the model and improve
parameter estimates.

The POHMM is different from the partly-HMM [42], being a first order
model, and different from the partially-HMM [43], since it doesn’t assume a
partial labeling. The POHMM is most similar to the context-HMM [44] in
the sense that emission and transition probabilities are conditioned on some
observed values. Despite this, there are several important differences between
the POHMM and context-HMM:

1. The context is not a function of the previous emissions; instead it is a
separate observed value (called an event type in this work).

2. The context for hidden state and emission is the same, i.e., s,, = y,.

3. The emission at time n + 1 is conditioned on a context observed at time
n + 1 instead of time n.

4. An additional context s,y; is available at time n 4+ 1, upon which the
hidden state is also conditioned.

The first difference enables the POHMM to characterize system behavior that
depends on an independent Markov chain which emanates from a completely
separate process. Such a scenario is encountered in keystroke dynamics, whereby
typing behavior depends on the text that is being typed, but the text itself is not
considered part of the keystroke dynamics. This distinction is not made in the
context-HMM, as the context is based on the previously-observed emissions.
Additionally, the context-HMM, as original described, contains only discrete
distributions and lacks explicit marginal distributions; therefore it is unable to
account for missing or novel data during likelihood calculation, as would be
needed in free-text keystroke dynamics.
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7. Conclusions

This work introduced the POHMM, an extension of the HMM in which the
hidden states are partially observable through an independent Markov chain.
Computational complexities of POHMM parameter estimation and likelihood
calculation are comparable to that of the HMM, which are linear in the num-
ber of observations. POHMM parameter estimation also inherits the desirable
properties of expectation maximization, as a modified Baum-Welch algorithm is
employed. A case study of the POHMM applied to keystroke dynamics demon-
strates superiority over leading alternative models on a variety of tasks, includ-
ing identification, verification, and continuous verification.

Since we assumed the event type is given, we considered only the conditional
likelihood P (X]1V |Q]1V) Consideration of the joint likelihood P (X{V, Q{V) remains
an item for future work. Applied to keystroke dynamics, the joint likelihood
P (x{v QN ) would reflect both the keystroke timings and keys typed enabling
the model to capture both typing behavior and text generation. Alternatively,
the consideration of P (2{|x{) would enable the POHMM to recover the key
names from keystroke timings, also an item for future work.
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Appendix A. Summary of POHMM parameters and variables

Table A.5: Summary of POHMM parameters and variables.

Parameter Description
P,w Event types
i Hidden states
x{v Observation sequence; x,, is the feature vector observed at time ¢,
Qf’ Event type sequence; €2, is the event type observed at time t,,
z{v Sequence of hidden (unobserved) states; z,, is the hidden state at time t,,
M Number of hidden states
m Number of unique event types in Qf’
o Probability of transitioning from state 7 to j, given event types 1 while in
alt, g1, el state ¢ and w in state j
7 [jlw] Probability of state j at time t1, given event type w
I [j|w] Stationary probability of state j, given event type w
b [j|w] Emission distribution parameters of state j, given event type w
Yn [J]w] Probability of state j at time t,,, given event type w
o Probability of transitioning from state ¢ at time ¢,, to state j at time
&n 6,1, o] tn+1, given event types ¢ and w at times t,, and ¢, 41, respectively

Appendix B. Proof of convergence

The proof of convergence follows that of Levinson et al. [47] which is based
on Baum et al. [48]. Ounly the parts relevant to the POHMM are described. Let

Q (0, 0) be Baum’s auxiliary function,

(B.1)

Q (9,9) = Z Inu,~xInv,~

N
2 €Z

where u_n = P (x{, 2|, 0), vy =P (X{V7 2V QN 9)7 and Z is the set of all

state sequences of length N. By Theorem 2.1 in Baum'’s proof [48|, maximizing

Q (9, 9) leads to increased likelihood, unless at a critical point, in which case

there is no change.
Using the POHMM parameters 6, In v,y can be written as

In VN

= InP (z{v,x{\[m{v,@)
N-1
= In7[z|0]+ D nalzn, 2041, Quia] +

n=1

(B.2)
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i I f (%05 [20]00] ) (B.3)

n=1

and similarly for In UN. Then,

N-1
Q(ae’) - 3 {lnﬁ[zﬂﬂﬂ—&—Zlnd[zmzn+19n,9n+1]

Z{VEZ n=1
N .
+> Iny (xn; b [zn|Qn]> }p (NN, QN 6) (B.4)
n=1
and regrouping terms,
Q(e,e’) = 3 w2 |2] P (ax, ), 0)
Z1€EZ

+ Z Z 0@ (20, 2n41|n, Q] P (20 xD, Q1 0)

TL+1 cz n= 1

+> Zlnf (xn;b[znmn}) P(z]x,QN0) . (B5)

Zn€Z n=1

Finally, substituting in the model parameters and variables gives,

M

Q(6.0) = Yl [jle

j=1

N—
Z (4, 2, Qg ] I [i, 20|20 41]

Mz i Mz

+

NIER M:

Il
—

o L1210 f (303D [20]20]) (B.6)

Il
—

J n

The POHMM re-estimation formulae (Equations follow directly
from the optimization of each term in Equation |B Even when parameter
smoothing is used, convergence is still guaranteed. This is due to the diminishing
effect of the marginal for each parameter, hIIlN_>009 = 6, where 0 are the
smoothed parameters.
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