arXiv:1608.07872v2 [cs.CR] 30 Aug 2016

Exploring Opportunistic Execution for Integrating
Security into Legacy Hard Real-Time Systems

Monowar Hasah Sibin Mohari, Rakesh B. Bobbaand Rodolfo Pellizzo#i
*Dept. of Computer Science, University of lllinois at Urba@hampaign, Urbana, IL, USA

tSchool of Electrical Engineering and Computer

Scienceg@meState University, Corvallis, OR, USA

iDept. of Electrical and Computer Engineering, Universify\aterloo, Ontario, Canada
Email: {*mhasanll’fsibin}@illinois.edu,Trakesh.bobba@oregonstate.ejdndolfo.peIIizzoni@uwaterIoo.ca

Abstract—Due to physical isolation as well as use of proprietary
hardware and protocols, traditional real-time systems (RTS) were
considered to be invulnerable to security breaches and exteal
attacks. However, this assumption is being challenged by cent
attacks that highlight the vulnerabilities in such systems In
this paper, we focus on integrating security mechanisms it
RTS (especiallylegacy RTS) and provide a metric to measure
the effectiveness of such mechanisms. We combine opportstic
execution with hierarchical scheduling to maintain compaitbility
with legacy systems while still providing flexibility. The proposed
approach is shown to increase the security posture of RTS sigsns
without impacting their temporal constraints.

I. INTRODUCTION

execute the security tasks for arbitrary periods of timas T
because, not only must the security mechanisms work prpperl
but they must also not interfere with the deadlines of reaét
tasks.

Our goal is to improve RTS security posture by integrating
security mechanismwithout violating real-time constraints.
The security routines could be any intrusion detection and
recovery mechanism depending on the system requirements.
As an example, let us consider an open source intrusion de-
tection mechanism, Tripwﬂethat detects integrity violations

and uses it later to detect intrusions by comparing the otirre

Real-time Systems (RTS) are everywhere. Embedded R3ytem state against the stored clean values. As we show in
are used for monitoring and controlling physical systems afable[l, the default configuration of Tripwire contains sare

processes in varied domairgsg.,aircraft including Unmanned

tasks,viz., protecting its own binary files, protecting system

Aerial Vehicles (UAVs), submarines, other vehicles (bothinary and library files, ensuring kernel and process irittegr

autonomous as well as manual), critical infrastructueeg.(

etc.

power grids and water systems), spacecraft and industrialWhile integrating security mechanisms into a practicat sys
plants to name but a few. These systems rely on a varietytef, the following performance criteria need to be consider

inputs for their correct operation and have to meet stringeni) Monitoring Frequencyln order to provide best protection,

safety and timing requirements. However, until recenihper-

security considerations were an afterthought in the design
of such systems. While fault-tolerance has been a design

consideration, traditional fault-tolerance techniquest twere
designed to counter and survive random or accidental fatdts
not sufficient to deal with cyber-attacks. Given the inciegs
cyber-attack risks, it is essential to integrate resileeagainst

such attacks into RTS design and to retrofit existing cilitica
RTS with detection, survival and recovery mechanisms. How;
ever, any such mechanisms have to co-exist with the re&-tim
tasks in the system and have to operate without impacting
the timing and safety constraints of the control logic. This
creates an apparent tension, especially in the case ofylegac

systems — between security requiremeetg.(having enough
cycles for effective detection) as well as the timing aneésaf
requirements. Further, any detection mechanism has to
designed so that an adversary cannot easily evade it.

The stringent timing constraints in hard real-time systems

introduce additional complexities for the implementatioi

the security tasks need to be executed quite often. If
the interval between consecutive monitoring events is too
large, the adversary may harm the system undetected
between two invocations of the security task. On the other
hand, if the security tasks are executed very frequently,
it may impact the schedulability of the real-time tasks.
Herein lies an important trade-off between monitoring
frequency and schedulability.

Responsiveness$n some circumstances, a security task
may need to complete with less interference from higher-
priority tasks. As an example, let us consider the scenario
where a security breach is suspected. In such an event
the security task may be required perform more fine-
grained checking instead of waiting for its next sporadic
slot This may cause some low-priority non-critical real-
time tasks to miss their deadlines. However, the schedul-
ing policy needs to ensure that the system remains secure
without violating real-time constraints for critical, Hig
priority, real-time tasks.

be

cyber-security mechanisms;g., the strict deadlines for the jji) Atomicity: Depending on the operation, some of the se-

completion of periodic hard real-time systems may not allow  cyrity tasks may need to be executeithout preemption
for additional execution by the security mechanisms. Unlik

conventional IT security solutions, it may not be possille t Xhttp://www.tripwire.com/.
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TABLE |

EXAMPLE OF SECURITY TASKS FOR INTRUSION DETECTION INLINUX-BASEDRTOS'

Task Function

Criticality Execution Time

Check IDS own binary (IDShin) Scan €.g.,, compare hash value) files
/usr/sbin/twadmin, /usr/sbin/twprint
Scan file-system binare(@., /bin, /sbin)
Scan file-system librarye(g., /1ib)

Check critical executables (EBin)

Check critical libraries (FSib)

Check device and kernel (Ker)
directory

Check configuration files (Conf) Scan changes in the configurdiles .g., /etc)

in the follow- High
ing locations: /usr/sbin/siggen, /usr/sbin/tripwire,

Scan peripherals and kerf@hiration in the/dev and /proc

=

e

High &~ ]
High e |

High [

Medium | o

“We use Linux kernel version 3.10.32 with real-time patelg,,Real-Time Application Interface (RTAI)[1] version 4.1. &lexecution

times are measured using read time-stamp counter (RDT3@gRuction.

For instance, let us consider a security task that scans We evaluate the proposed approach for schedulability and
the process table and has been preempted in the middle security (Section V1l).

of its operation. An adversary may corrupt the processKey mathematical notations used in the paper are listed in

table entry that has already been scanned before the nexie[T].
scheduling point of the security task. When the security

tasks are rescheduled, it will start scanning from its last

state and may not be able to detect the changes in a timely

TABLE I
MATHEMATICAL NOTATIONS

[ Interpretation

manner. Notation

In this paper we focus mainly on thmonitoring fre- g, T's
quencycriteriod. However, we highlight how our proposed C_’”D'_"T_
framework can be extended to incorporegeponsivenesand v
atomicityin Section VIIl. In particular, we consider incorpo- hp(7i)

rating security mechanisms by implementing them as separat 77, T;"**
sporadic tasksThis brings up the challenge of determining
the ‘right’ periods for the security tasks. For instancenso
critical security routines may be required to execute more
frequently than others. However, if the period is too sher TS
the security task repeats too often) then it will use too much
of the processor time and eventually lower the overall sgpste
utilization. As a result, the security mechanism itself iig
prove to be a hindrance to the system and reduce the overall
functionality or worse, safety. On the other hand, if theiqubr L

is too long, the security task may not always detect viotetio 1sbfs(t)
since attacks could be launched between two instances of the

wi
S(Q, P)

Bsq,p),rs

As

Set of real-time and security tasks, respectively
Number of real-time and security tasks, respectively
Worst-case execution time, deadline, and period of
task r;, respectively

Set of tasks that has higher priority than

Desired and maximum allowable period of the se-
curity taskr; € I'g, respectively

Weighting factor of the security task € I'g

Security server with capacitg) and replenishment
period P

The task represents the security sen&Q, P)
with capacity@ and replenishment periof
Utilization bound for the given server parameters
S(Q, P) and security task-sdt g

Worst case interference to the security server by the
real-time tasks

Worst-case workload generated by the and
hp(7;) from critical instance to deadline of;

Linear lower-bound supply function of the security
server during time interval

security task.
Therefore, we propose a framework that allows the exe-
cution of security task®pportunisticallywith lower-priority

Il. SYSTEM AND SECURITY MODEL

than real-time tasks, while keeping the best possible @srion. Real-Time Tasks and Scheduling Model

for the security tasks that ensure all the tasks in the syste
remain schedulable. The main contribution of this paper can

be summarized as follows:
{T 3 T2, 0

e consider a uni-processor system consisting of a
set of m fixed-priorit)ﬁ sporadic real-time taskd'p =
,Tm }- Each real-time task; € 'y is characterized

1
« We introduce an extensible framework that allows the sgy (¢; 7;, D,), whereC; worst-case execution time (WCET),

curity tasks to execute without perturbing scheduling o, s the minimum inter-arrival time (or period) between
der and timing constraints of the real-time tasks (Sectiafccessive releases afg is the relative deadline. We assume
VI). In doing so, we formulate a constraint optimizationhat priorities are distinct and the tasks have implicitdiiee,
problem and solve it using Geometric Programming (GR)q. D, = T; for Vi € T's. For the simplicity of notation we
approach in polynomial time (Sectiohs][I-V). use the same symbe] to denote a task’s jobs.

« We propose a metric to measure the security posture ofj gt hp(r;) denote the set of tasks that have higher pri-
the system in terms of frequency of periodic executiogity than ;. We assume that the real-time task-$at is
(SectionL ). schedulableby a fixed-priority preemptive scheduling. Since

SWe assume that task priority assignment follows Rate Mariot¢RM)
[3] algorithm.

2As the other two imply changing the schedule of real-timégashich in
most cases is not feasible with legacy systems.



the task-set is schedulable, for each task I'r, the worst- criticality levels, e.g., High(critical files that are significant
case response time; is less than or equal to the deadlibg. points of vulnerability) Medium(non-critical files that are of
Hence, the following inequity is satisfied for all taskse '~ significant security impact) etc.

[4, 18] Any period T; within the rangeT?* < T; < T/™** would
ok be acceptable. The actual peri@g however, is not known
w; = C; + Z {T_Z-‘ -C < Dy (1) a priori and our goal is to find the suitable period for the
h
)

security tasks without violating the real-time constraint/e
assume that the security tasks also have implicit deaddige,
D; = T, for Vr; € T's that implies security tasks should
complete before its next period.

ThEhP(Ti

k+1

wherer? = C; andw; = r;j*' =¥ for somek.

B. Security Model

RTS face threats in various forms depending on the sys- I1l. PERIOD ADAPTATION
tem and the goals of an adversary. For instance, adversaries

may eavesdrop on, insert or modify messages exchanged b ;imple appr(_)ach 0 ensure security Wit.hOUt perturbing
RTS; they may manipulate the sensor inputs being processree 'I-'_ume schedulmg order is to execute securlt_y tasks_\ﬂ_eﬂ
the adversary could try to modify the control flow of th riority tha_m real-time Fasks. Hen_ce, the security roumd_l

g executing only during slack times when no other higher-

system; glean sensitive information through side chann " | time task ing. H fundaial
etc. The goals of adversaries may range from simply Iodgingg‘o” y real ime tasks are running. HOWever, one fun n

themselves in the system and stealthily learning sensiti pblem is tq determinhich secunt.y tasks V\.”” be running

information to actively taking control and manipulating owhento provide better defense against certain vulnerabilities
As mentioned earlier, actual period of the security tasks is

Threats to communications are usually dealt with by i#nknown and we need tadaptthe periods within acceptable

tegrating cryptographic protection mechanisms. From a8 m(tjar;ges to aghuive beF:erbtradeh—off ::)etvvheetr} Tlchedulabddiy an
perspective this increases the WCET of existing real-tms&g etense against security breaches. in what follows, wederm

and has been studied in literaturé [6], [7]. In contrast,foaus late the period adaptation problem to ensure security ks

is on threats that can be dealt with by integrating addilion'?;txecme close 1o their desired frequency.
security tasks. For example, a sensor measurement ctnnelak
task may be added for detecting sensor manipulation or a
change detection task may be added to detect changes oiMe measure the security of the system by means of the
intrusions into the system. The addition of such tasks maghievable periodic monitoring.et 7; be the period of the
necessitate changing the schedule of real-time tasks as ®@gurity taskr; € I's that needs to be determined. Our goal
the case in[[8],[[9] where a state cleansing task was added%d0 minimize the perturbation between the achievableoperi
deal with stealthy adversaries gleaning sensitive infoiona 7: and the desired periofif*. Hence we define the metric
through side channels. In this work we focus on situations pdes
where added security tasks are not allowed to impact the n; = —
schedule of existing real-time tasks as is often the casenwhe Ti
integrating security into legacy systems. However, we dhat denotes théghtnessof the frequency of Periodic moni-
discuss the extensiblity of our approach to scenarios Whejting for the security task; and bounded b% <m <1
some changes may be allowed. The period adaptation problem is therefore to maximize the
tightness of the achievable periods of all the security gask
without violating the schedulabulity as well as period boun
Our goal is to ensure security of the systemithout constraints of the security tasks. The formulation of theque

perturbing the scheduling order and timing constramg( adaptation problem is explained in the following.
Eq. (@) of the real-time tasks. As mentioned earlier, we

ensure security of the system by integrating additionalisgc B. Formulation as an Optimization Problem
tasks. Let us denote the security tasks by the I3et =

(71,72, , 7o }. Each security task; € I's is characterized ¢y period adaptation is to minimize the perturbatieny(,

X des max . LR des
by (Ci, T{*, Ti™*%, w;), where C; is the WCET, TF* is maximize the tightness;) for all the security tasks. Mathe-

th;—:esmost 1des_|red period between successive releases (h‘?ﬂgﬁcally the objective function can be defined as follows:
Ffe* = =5 is the desired execution frequency of security

routine), andl*** is the maximum allowable period beyond max 7 (3)
which security checking by, may not be effective. The T

crashing the system.

Problem Description

)

C. Security Tasks

1) Objective Function:As mentioned earlier, the objective

. 1 i I i I des R
parameterw; > 0 is a_de5|gner given weighting factp_r, tha(/vheren = Yo = % wiT}. is the cumulative
may reflect the criticality of the security task More critical rels riels é
security tasks would have largeg. For example, as illustrated weighted tightness and the vectd@t = [T),Ts,---,T,]"

in Table[l, the default configuration of Tripwire has diffate represents the period of the tasks that need to be determined



2) Utilization Bound Constraint:Utilization of each secu- IV. THE SECURITY SERVER

rity task is an important measure since it reveals the amountrhe security server is an abstraction that provides exatuti
of processor dedicated to the security task and thus impag§e to the security tasks, according to a preemptive fixed-
schedulability. Since we are executing security taskséridie priority scheduling algorithme(g.,RM). Instead of focusing
time, the following necessary condition ensures thatailon gp any particular server algorithm, we consider a generic
of the security tasks are within the remaining utilizati@}: [ server abstraction model. The security sen®{Q, P) is
characterized by theapacity @ andreplenishment period®
C; 1 C;
S Z<mtn)@m -1)- > L (4) and works as follows.
T; reTr T; The server may be in two statesg., activeandinactiveand
executed withowest-priority. If any security task is activated
3) Period Bound ConstraintsSince we consider that theat time ¢ and if the server is inactive, then the server will
integrated system consisting of real-time and securitkstasbecome active with capacity and relative deadlines(g.,next
will follow the RM priority order, the following constraint replenishment time) is set as+ P. If the server is already

Ti€ls

needs to be satisfied active, then the current capacity and relative deadlinearem
unchanged. When the server is being scheduled, it exediges t
T,>T V1, €lg (5) security tasks according to its own scheduling policy; wahic

we consider fixed-priority RM scheduling in this work. While

whereT = max T}. Besides, in order to fulfill the restrictionsa security task is executing, the current available capasit
. Ti€TR L . decremented accordingly. The server can be preempted by the
on periodic monitoring, the following inequality needs te b . .
e . scheduler in order to serve the real-time tasks. When thveser

satisfied for all the security tasks ) . L

is preempted, the currently available capacity is no longer
decremented. If the available capacity becomes zero and som
security task has not yet finished, then the server is suspend

ntil its next replenishment time. Let be that replenishment

US"‘Q thg objective functio in EqLi(3), and the set #me. At timet’, the server is recharged to its full capadipy
constraints in EqsL{4)L15), and (6), we can formulate the Pfhe next replenishment time is set #s+ P and the server

r|od_ a_dap_tanon %rloblem as the following non-linear comislr ., oyacyte again. When the last security task has finished
optimization problem. executing and there is no other pending task in the server, th
server will be suspended. Also, the server will become imact

Ties < T; < T/ Vr; € Tg. (6)

(P1) Jdes if there are no security tasks ready to execute.
max Z w; % , Subject to: [(%),[(B),[(6) There is no strict assumption on the smallest time unit of
T eTs i server parameter€.g., Q,P € R and the security task

o o . releases are not bound to the server [10]. Besides, we assume
Although it is non-trivial to solve the above non-linear Honthat there is no no task or server release jitters‘

th()) ?yzgs?g:ggtzg?op;ogfx; gsr)tc;l:]rirzzr;itofrc]) rg]r'oglsn? dfseilngA. Reformulation of Period Adaptation Problem using Server
an approach similar to that presented in this paper. HoweverSince we execute the security tasks within the server,
the analysis using the above formulation is limited by RNhe constraint in Eq.[{4) needs to be revised accordingly
bound and also the security task’s periods need to satisfy {8 consider the server’'s available capacity and replenesttim
constraint in Eq.[{5) to follow RM priority order. In additip Period. Let us denot&/ Bsq,r) rs as the utilization bound
rather than only focusing on optimizing the periods of thir the set of security task's executing within the server
security tasks, we aim to design unified framework that With capacity @ and replenishment perdP. Since the
can achieve other Security aspecmg(’ responsiveness andserver schedules the SeCUrity tasks on a fixed-priorityrorde
atomicity). Hence, instead of simply running security taskve can determine the utilization boutdBsq, ) rs Using

by themselves in idle-time, we propose usingserver to the concept similar to that discussed in literatirel [11]e Th
execute the security tasks. With this approach, for ingtan@uthors in work [[11] represented the utilization bound as a
if better responsiveness is desired from security mechamis function of number of tasks running under the server; which
we could increase the priority of the server and allow thg essentially derived from the Liu and Layland’s utilizati
server to execute until the security task finishes its désireound [3]. In particular, when the smallest period of the
checking. Not only will the server abstraction allow us toSecurity task is greater than or equal3® — 2¢), the upper
provide better isolation between real-time and securisksa bound of the utilization factor for the security tasks isagivby

but it also enables us to integrate additional security @irigs 3,% n )
and provide better execution frequency for certain coaniti UBs@.p)rs = n 5.2 ) 1| wheren is number of
as we discuss in Sectiohs VIl abd V11 P
5The calculation of capacity and replenishment period isudised in
4This issue is discussed further in Section VIII. Sectior[Y.



security tasks in the séts. Hence we can define the followingthe requirement for posynomials is that it need to be closed
constraints on utilization bound under addition, the above terms are posynomials.
An interesting property of posynomials and monomials is

E Ci < UB =-n R 2 -1 (8) that, if f(-) is a posynomial ang(-) is a monomial, the ratio
T S(Q,P)Ts Q ) . . () .
r€lg ~° 3-2p 0 will become a posynomial. Smcé(.—) is a posynomial,

this allows us to express the constrajiit) < g(-) as% <1.

)
For example, we can easily handle the constraint of the form

Therefore, the period optimization problem with Presence .y < o wheref(-) is a posynomial and > 0. We can refer
of server can be presented similar to that Il except f(-) is aninverse posynomiaf —L_is a posynomial. Besides,

the constraints in Eqs[i(4) anfl (5) will be replaced by ﬂWe can maximize a non-zero posynomial objective function

constraints in Eqs[8) andl(9). by minimizing its inverse. Based on the above descriptiamn, w
can reformulate the maximization problem as a standard GP

TlZ3P—2Q V1, € I's.

B. Geometric Programming (GP) Formulation

Solving the above constraint non-linear problem is ndpinimization problem as follows
straightforward and it always involves compromise of atcep
ing a local instead of global solution. Therefore we refolater  (P2)

: —1 desy 1
NI . i (T T; 1lla
the optimization problem as a GP. The GP reformulation meT; wi (1) (112)
allows us to solve the problem in an efficient way. When the . e 1
constraints are mutually consistent, the GP solution oS- L ( Z CiT; ) ’ (UBS(Q,P)IS) <1 (11b)

can always finds a globally optimal solution [12]. In what Ti€ls

follows, we first introduce the GP framework and then show (3P -2Q)T;" ' <1V €T's (11c)

how the period adaptation problem can be cast as a GP.
1) Geometric Programming:A non-linear optimization

problem can be solved by GP if the problem is formulated

as follows [12]

TéT, ' <1Vr e g (11d)
(T~ T, <1V e Tg (11e)

1

where (UBS(Q,p)IS)*l -

Q

min fo(x) (10a) [( 59 )n }
X n Q 1
Subject to:f;(x) <1 i=1,---,2, (10b) | | 3-2% -
g(x)=1 i=1,--- 2z, (10c) The GP formulationP2 is not a convex optimization

problem since the posynomials are not convex functibnis [12]
However, P2l can be converted into a convex optimization
problem using logarithmic transformations. The conver$ig

into a convex optimization problem is based on a logarithmic
change of variables, as well as a logarithmic transformatio
objective and constraint functions. Instead of using ojém
=1 tion variableT; let us use the logarithms,g.,T; = log T; and
that the coefficient; must be non-negative but the exponentsenceT; = ¢”:. Besides, let us replace inequality constraints
a; can be any real number including fractional and negativef the form f;(:) < 1 with log f;(:) < 0. Using this

A posynomial function is the sum of the monomials, and thugansformation we can expre®g] as follows

wherex = [z1, 22, - ,2.]" denotes the vector of opti-
mization variables. The functionfg(x), f1(x),--- , f-,(x) are
posynomialand ¢;(x), - - - , g.,. (x) are monomialfunctions,
respectively. A functiorg;(x) is monomial if it can be ex-

L;
pressed ag;(x) = ¢; [] «]* wherec; € R™ anda; € R. Note

L;
can be represented g5(x) = > qai'a5* .- -z where
=1

¢ € Rt andaj € R. The posynomials are closed undef3) min log Y i (T T (12a)
addition, multiplication and non-negative scaling whehe t T m€ls
monomials are closed under multiplication and division. (> afY)-(UBs@.ryrs)

2) Period Adaptation as a GPtn the following we refor- s. t.: loge 7i€"s <0 (12b)
mulate the period adaptation problem as a GP. log cBP2QT ! v eTs (12¢)
Observation 1. The fundamental measures,e.g., Tdes !

Y wIl = Y wTrder ! and Y G i logi;m s s0vnels (12d
€ls v T:€ls o ’ T:€ls i loge(Ti )T < 0 VTi S FS (128)
S C;T;7' in the period adaptation problem are

mi€ls where T; = logT; and T = [T},T%,---T,]T. This loga-
posynomials.

rithomic transformation lead®3 to a convex optimization
This is directly follows from the observation that all theproblem with respect to new variabie [12] [13, Secs. 4.5 and
coefficients are non-negative and the variabkeg.(periods) 3.1.5]. SincePBlis a convex optimization problem, it can be
are always positive. Besides, we are only summing up pesitisolved using standard algorithms suclirdaerior-point method
terms and therefore the terms are closed under additioneSithat is known to be solvable in polynomial time [13, Ch. 11].



V. SELECTION OF THESERVER PARAMETERS thereafter can be represented as

The period adaptation problem in the preceding section is _ ws |
derived based on a given server param&@p, P) e.g.,the As = Z {Th-‘ Ch- (14)
utilization boundU Bs (g, py,r in constraint[(I2c). However, _ _
one fundamental problem is to find a suitable pair of serverHowever, such iterative methods are only amenable to brute-
capacityQ and replenishment perioft that respects the real-force approach. This is because, the ceiling function with
time constraints of the tasks in the system. In this sectioffknown value €.g.,the busy period) can not be in our for-
for a given period of the security tasks, we formulate a GBulation. Thus we take a different approach by approxingatin

ThEMP(TSs)

generated by the server and higher-priority real-timegasia
A. Linear Lower-Bound Supply Function be represented by
. For the se_curity server with .unknown capadhand replen- ws = Q + Z {EW .C). (15)
ishment periodP, we can derive the lower (upper) bound of Th

X . .Eh
Q@ (P) that makes security tasks € I's running under server mehp(rs)

schedulable by using periodic server model introducedtin [iThus using Eq.[(TI5), we can avoid the iterative calculation
erature[14][15][16]. The key idea from previous work istthaPy assuming the number of invocation of higher-priority
a taskr; can be schedulable if minimum supply for the servdgal-time tasks during®, not during the exact busy period
can match the maximum workload generatecrbgindhp(r;) ©f the server. Sincely| < y + 1, we linearize ws by
during a time intervat. If the server tasks is scheduled by removing the ceiling function and represent ER.1(15) as
a fixed-priority scheme, the minimum supply of the server igs = @ + hz( : (% +1) - Cp. Therefore, the worst-
delivered to the security tasks when its{1)-th execution has . ThEhp(TS . ,

just finished with minimum interference from the high-pifpr case linear lower-bound supply function of the securityeser

. X uring a time intervat [14] is given b
real-time tasksr; € I'r. Then, the subsequent executions oq g [4)is g y

k-th release are maximally delayed by the higher-priorigt—+e Isbfs(t) = Q [t — (P —Q)— Ag] (16)
time tasks. For this minimum supply, we can parameterize the

linear lower-bound supply functiolsbfs(t) with the period here A — P 1) .c

and WCET of higher-priority real-time tasks. W s T}le%(rs) ( + ) h

The worst-case response time of the server is the Iong%S’[Suf“ficient Bound for Schedulability of the Security Tasks
time from the server being replenished to its capacity beiag i o )
hausted with the maximum interference from the high-ptyori !N order to derive the minimum capacity that guarantees to
real-time tasks, given that there are security tasks readge Scheduler; € T's, let us consider the situation whenbarely
all of the server’s available capacity. In order to calcelexact Meets it deadline at = D; with the worst-case interference
response time of the server, we can use the formula intratlude®m high-priority security taskshp(ri) € I's. Let us now
in the work [4]. Using this exact method, we can calculate irfiefine thecritical |_nstantof the security tasks.g.,the worst-
maximum possible preemption on the server from the high&@S€ response time of when 7; and hp(r;) are released
priority real-time tasks for a certain length of window ardiia Simultaneously at the end of serveris{ 1)-th execution and
up the server’s capacity. The calculation is repeatedtitels suffer worst-case preemptions fraeth release and thereafter
by increasing the window size until the window size exceedk6]- Let us denotd; as the worst-case workload generated
the server's relative replenishment period (in this case tRY the i and hp(r;) from critical instant to deadline of;
system is determined to be unschedulable) or until the wind&iven by
size is stable. Then, the window size is thesy periodand I, =C; + Z {&w O (17)
let us denote it ass. rnehp(r) | T

The worst case release pattern of server occurs whemd In order to ensure the schedulability of the security taskhe

hp(T.S) s relea_sed simultaneou_sly. The worst-case busy peri cHnimum supply delivered by the server has to be greater than
wg IS the maximum time duration that the server can take 19

X - . .- Or equal to the worst-case workload during the time interval
execute full capacity) when it is released simultaneously with d 9

. o . D,, e.q.,
the higher-priority real-time task&p(rs) at thek-th release. N .
Therefore, by using the traditional exact analyisis [4] tloesi Isbfs(Di) 2 I; Vri €Ts (18)
case busy period can be obtained as wherelsbfs(-) is given by Eq.[(IB).
X It is worth noting that Eq.[(18) is only a sufficient and not
whktl = Q + Z {E-‘ e (13) necessary cc_mdition. Th_e secur_ity ta_zskcan be schedulable
nEhp(rs) T if and only if there exists a time instande < D; such

that the inequality in Eq.[{18) holds. However, we use the
wherew? = Q andws = wfé“ = w¥ when it converges for sufficient condition in Eq.[{18) because the presence of time
somek. Therefore the worst-case delay at #h release and in the necessary condition makes the proposed optimization



framework inapplicable to the problem under consideratioRecall that, in order to represent the constraint of the form
Despite the fact that this bound may not be exact and ma _') < 1 the denominator must be monomial. However, the
incur approximation error in the supply function, as we shoimequality in [22) does not conform to a posynomial form
in Sectiong VIl and VTIl, it enables us to ensure opportuaistdue to the posymolial term in the denominaten., Q(Q +
execution of the security tasks without violating realgim7;) = Q% + QT;*. The following theorem illustrates how the
constraints. constraints on server bound can be represented in posylmonia

form.
C. Formulation as an Optimization Problem .
Theorem 1. The server bound constraints can be formulated

In the following we present the optimization problem for'as the following posynomial form

mulation to determine the server paramet@rand P.
1) Objective Function:The objective of periodic monitor- [P(Q + I;) + AsQl-[Q - §(Q,T7)] ' <1 Vr e 'g. (23)
ing in the system is to ensure maximal processor utiliz&tion
the security tasks, without violating the real-time coaistis
of the system. Therefore, we define the objective function

Proof: The theorem is proved by using the geometric
mean approximation [17, Ch. 2] of posynomials. For detailed

follows proof refer to AppendiXB. [
19 Using the logarithmic transformation presented in Section
IB:‘?( P (19) IV-B2] we can formulate server parameter selection problem

... asaGP in convex form as follows
where the server parameterg, and P are the optimization

variables. (P4) min log Q@7
2) Server Schedulability ConstrainfA server is schedula- o.p ¢

ble if worst-case response time of the server does not exceed S (im0 P

its replenishment period [10]. Hence we represent the sgJVe: |oge /(s " <0 (24b)

schdulability constraint as follows

(24a)

log e[P@+1)+85Q [@9@ T < 0 vr, e Ty (24c)

Q+ (T_h + 1) Ch = P (20) whereQ = logQ and P = log P. SincePd is a convex
Th€hp(Ts) optimization problem, it is solvable using standard altori
3) Server Bound ConstraintsAs we have discussed insuch as interior-point method.
Sectiorf V-B, in order to guarantee schedulability of eacthef
security tasks; € I'g, the linear lower-bound supply function
must be greater than or equal to worst-case workload duringVe develop an iterative scheme to obtain the period of the
the time intervalD;. Therefore, from Eq[{18) the constraintssecurity tasks and the server parameters jointly. The dvera
on the server supply bound to ensure schedulability of tigocedure, as summarized Algorithm L] works as follows.
security tasks can be expressed as The algorithm starts with the maximum allowable periods
(e.g.,7/"**) and try to find the?) and P by solving the server
Q [Di—(P-Q)—As]>1; Vrels (21) parameter selection probleRil If there is no solution, which
P implies that the constraints i are mutually inconsistent,
where Tdes < D; = Ty < T/ and T is obtained by it is not possible to provide a server for the security tasks
solving the period adaptation probleRBl Notice that, in Eq. without violating the real-time constraints of the syst&imce
)L =Ci+ X :TF_J . Oy, is the worst-case workload it is then not possible to integrate security tasks in thegiv
ThEhp(Ti) system, the algorithm reports the set of real-time and #gcur
generated byr; and hp(7;) during the time interval ofl*. tasks as unschedulable.
This is a constant for a given input. If there is a solution, we iteratively estimate the best
period for the security tasks (Lines 8-26). In particulan; f
the given server paramet€}(j) and P(j) for any iteration
Proposition 1. The objective function in Eq.[(19) and thej, the algorithm estimates the periods for next iteration by
constraint in Eq.[{20) can be expressed in posynomial fornsolving PBl Likewise, for a given period vector, we calcu-
late the best server parameters that make the constraints on

posynomial form and transform the objective function i mutually consistent. Let(j) be the objective value by

Eq. (I9) into minimization expression. For details refer tgolvmg PB] at |terat|onj.. The |terat|or_1 IS repeatgd as Ior_lg
Appendix(. m &S the difference of objective value in successive itenatio

With a view to expressing the server bound constraint gissgreater than some predefined tolerance for convergence

. E] €.9.,|n(j) —n(j — 1)| > € or the maximum allowable iteration
posynomial form, we can rearrange (21) as follows counterJ,,., iS not exceeded. From our experiments we find
P(Q+I;) + AsQ

that, the algorithm generally converged wittdrb iterations
QQ+T)

VI. ALGORITHM DEVELOPMENT

D. Geometric Programming Formulation

Proof: The proof follows by rearranging the terms i

<1 vnéels. (22) for most of the schedulable task-sets with toleranee10~16.



Recall that, the approximation quality @f(Q,Ti*) [e.g., A. Evaluation Setup

constraint[(24c) inPd] depends on the choice gf. Thus, in  The hase-utilization of a task-set is defined as the total sum
the optimization procedure(g.,Line 3 and 18), we iteratively of the task utilizations. The real-time and security tasts sre
approximateg(Q, ;") by updatinga andb according to the grouped by base-utilization frofd.01 + 0.1 -i,0.1 + 0.1 - 4]
intermediate solution o). That is, until the objective value \yhere; € 7 and the number of base-utilization groups are
converges, we us€ at k-th step agyo at (k + 1)-th step. In - gpecified in the corresponding experiments. This allows us
our experiments, we choose the initial valueyefas1, and to generate task-sets with an even distribution of taskshEa
the objective value oPH] converged withirb iterations. task-set instance contaifi3, 10] real-time and[2, 5] security
tasks. Each real-time task, € T'r has a periodT; €

Algorithm 1 Security Period and Server Parameter Selectictibms 100ms]. The desired and maximum allowable periods
Input:  Set of real-time and security taskSyp andI'g, respectively !

Output: The tuple{T*, Q*, P*}, e.g.,periods of the security tasks and ihefOr the security tasks are .selected fré230ms, 500ms| and
server parameters if the task-set is scheduldbiegheduable otherwise  [5000m.s, 5050ms], respectively.
The utilization of the real-time and security tasks are gen-

L Initialize j := 1 . erated by the UUniFast [18] algorithm. For a given utilipati
2: Initialize security task's period vectdr (j) := [T7"**)], cr. U;, the gxecution time of; ?s generated by”; 2 U,T;. We
3: For the givenT'(j), Solve Pl to obtain server parameters L t g v e
4: if no solution foundthen use GGPLABI[[19] to solve the GPs. All the experiments are
5. /I* not possible to integrate security tasks in the system */ performed on Intel Pentium N3530 2.16 GHz processor with
6 return Unscheduable 4 GB RAM
7: else ’
8:  SetQ(j) = Q«, P(j) = P« whereQ., Py be the solution fronPi] B. R It
9: while period perturbations are not minimizeaid j < Jyqz dO - Results
10: Updatej :=j + 1 _ _ 1) Comparison with Exact Methodie compare our GP-
p p
11: Solve the period adaptation probldAl] using server parameters . .
QG —1), PG —1) based approach with an exhaustive search mithaded on
12: if no solution founcthen _ exact analysis. In this exhaustive search, we assign server
ﬁf /;fte{i”'ﬁ ‘fﬂ"qe?”t,beft solution */ D P e Pl replenishment period from to P,,., with a granularity
' erT(§) =T =1),QU) = QU-1.PU):=PU=1 o 5 For each period, we determine the minimum capacity
15: break requirements that makes the tasks schedulable. From the set
16: end if _ , _ _ of feasible period and capacity pair, we take the pair that
17 Update the period vectdf () := T'» whereT'. is the solution maximizes the server utilization. Notice that, the minimum
obtained fromP3] ! : g '
18: For the giverT'(5), Solve PAlto obtain server parameters server capacityd...(r;, P) for , € I's with a givenP can
19: if no solution foundhen be obtained by solving the quadratic inequality in Hg. (21
20: [* return current best solution */ which is ivenyb 9 q q y (21),
21 Se0() = Qi = 1), P(j) = P = 1) 9 y
: real _ o — 5 3 -
23: end if ‘ ‘ Qi (73, P) = —2i=P Ag)ﬂ/(zpl P-AS)HILP (o5
24: Update the server parameteps;j) := Q«, P(j) := P« ) _
gg: end whﬂ; T b p In the above equatiom\s is calculated by exact method,
: t = j = j * = j . .
27 en(;eifum { (G, Q" = Q) @} eg.As = > “Tj—ﬂ - Cy wherews is obtained from
Thehp(TS) . L. . .
Eq. (I3). In order to find the minimum required capacity of
VII. EVALUATION the server for a given replenishment periftl we take the

To evaluate the performance of our proposed opportunisti@ximum of the capacity)..,(7;, P) over all the security
monitoring model, we performed experiments using randomigskst; € I's which is defined as
generated workloads. The parameters used in our evaluation

are summarized in Tabelll. Qmin(P) = o {Qmin(7:, P} - (26)
TABLE IlI Hence anyQ from [Q.,,:(P), P] such thatQ + As < P will
EXPERIMENTAL PARAMETERS be the feasible capacity that makes the task-set schedulabl

In Fig. d we compare the number of schedulable task-

Parameter Values . .

_ H sets found in the proposed method and exhaustive search.
Number of real-time tasksy. [3,10] For exhaustive search, we sBt,,, = 2500 with granularity
Nun:b_er of Sekcuw tasks [2,5] § = 0.5. As we can see from figure, the difference in terms of
gea.-n:e tésd ;f)enodn o aekgdes [210ms, 100ms] schchdulable task-sets found by exhaustive search cothjzare
MeS'.re per:lo Obrl sec“f'z 5% E’[Oggms’iggoms] GP increases for higher base-utilization. We can attritize
Toal‘:'r:r?g ?Of?:nvzrp:::::i [ "113’716 ms] due to approximation of supply function in the security serv
Maximum re Ienishr?]em ’erio d (or e 2500 Recall that, the exhaustive search method calculates ramim
haustive Sear%h)PmM P capacity of the server by exact analysis of the busy period. |
Exhaustive search granulariy, 0-5 6Similar search method has also been discussed in literdi@ [14],

[16].
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The base-utilization of the real-time tasks are taken fforfi1, 0.4] and the

where0 < i < 8,7 € Z. The utilizations of the security tasks are generatelase-utilization of the security tasks are varied fion01-+0.1-4,0.14-0.1-4]
from [0.11, 0.20]. For exhaustive search, we sBf.q. = 2500 with search where0 < i < 3,4 € Z. Hence the total utilization of the system varied from

granularity§ = 0.5.

0.6+
0.5+
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Differences in the
Security Server Utilization

[0.3,0.8]. Each utilization group containk00 task-sets.

due to the approximation of supply function in the security
server.

It is worth noting that the solution obtained by exhaustive
search may not be optimal in a sense that the actual reptenish
ment period may appear beyort}, ... As we can see from

* %
0.2 ox ** . Fi )érz, for some taslé—gets the difference is less than zgo,
014 R " i O Yex is lower than‘.s. We highlight that the actual search
j: # %ﬁ & i; if; fﬁ region to find the optimal server parameters for exhaustive
o7 *@wﬁmﬁﬁ 3% * search may widely vary based on task-set inputs; and can only
‘8-%’\\‘//05 be found numerically by trial-and-error. Instead, the osgd
g 9% o2 03 04 -

Utilization Of the

0.1

Securiyy Tasks

0 0 01 02
utilization of 1

e Real-Time Tasks

method provides a generic approach to analyze the systém tha
is independent of task-set input parameters.

We note that the proposed GP-based approach can solve a

Fig. 2. Exhaustive search vs. proposed approach: differémahe server
utilization for schedulable task-sets. For each util@atgroup, we randomly
generatel00 task-sets and compare the schedulability of both schemes.

given task-set irsecondswhile the exhaustive search method
generally takes few minutes to couple of hours depending on
the size ofP,,,, and the search granularity Besides, the

exhaustive search method is not scalable for task-sets with
contrast, the proposed method approximates the intederefarge number of tasks.

to the server from real-time tasks during the interval of/eer

replenishment period and linearize it by taking the ceilirfig 2) Effectiveness of Securitin Fig. [3, we observe the

. . N . -2 effectiveness of security of the system by means of tiglstoés
While this approximation error is small for low utilization . . [T —Tdes|| .
the desired period®.9.,£ = 2— whereT* is the

cases, as the base-utilization increases the error acatesul [[Tmex —Tdes],

and reduces schedulability. However, still it is possibte olution obtained fromAlgorithm L1 Tdes = [Tes|] ..

accumulate task-sets for higher base-utilization. and T™™ = [T} . are the desired and maximum
The quality of solution €.g.,server utilization) obtained by Period vector, respectively, an||, denotes the Euclidean

GP and exhaustive search is illustrated in Fig. 2. Fraxis horm. The closer the value df to 0, the nearer the period

in this figure represents the difference in server utilamti Of each of the security task is to the desired period. Each of
e.g. (QEX where QFX and QGP (PEX and PGP) the data point in Figl]13 represents schedulable task-sets. W

PEX — PGP . . . . .
. : . : find that most cases the algorithm finds the periods that is
represent the capacity (replenishment period) obtainenh fr within 20% of the desired period value.

exhaustive search and proposed method, respectivelyower |
to-medium utilization cases, the difference is close taozer VVe note that, our GP approach tobR3 second on average

which implies the quality of the solution obtained by the G¥ith 23.33 standard deviation to analyze a set of tasks with
method is similar to that of obtained by exhaustive seardp@rameters specified by Tablé Ill. Thus, the proposed approa

However, when the utilization is higher the exhaustive cearSOlves problems of reasonable sizesecondswhich is an
outperforms the proposed method. Again, we can attribige tRcceptable amount of time farffline analysis



g tasks also need to be considered. While the proposed server-
— ey _ based method provides us a first step to ensure periodic moni-
i ] toring, this approach can be extended to satisfy respamssge
. | and atomicity properties as well.
In the case when responsiveness and atomicity of the se-
a1 . - - 1 curity mechanism should be ensured, the proposed framework
can be modified as follows. Whilst the security task requires
better responsiveness and/or needs to perform speciaicatom
2} ] operation, the priority of the server can be increased to a
priority that is strictly higher than all (or some) of the kea
il w H w H w H H | time tasks, depending on the requirements of the security
o ‘ event. Besides, if the security task running under server is
YRRt eimems 0 not the highest-priority security task, the priority of thask
itself is also increased. If the server’s capacity is exteis
Fig. 4. Time to detect attacks: when the periods are optiinizewhen setto  While executing any atomic operation or fine-grained chagki
maximum allowable frequency. Each of the bar-groups r(emrtesir_]d_ividual we allow the server to overrure.g.,the server continues to
experiment run. We use read time-stamp counter (RDTSCjuictgin to . . . . .
measure the cycle count. execute at the same priority until the security checking is
completed. When the server overruns, the allocated cgpacit
at the start of the next server replenishment period is redluc
3) Experiment with a Security Applicatiowith a view to by the amount of the overrun.
observing that whether the security tasks can performekdsir It is worth mentioning that, the cost of responsiveness and
checking after period adaptation, we perform experimeratomicity by means of priority inversion will be reflected by
with Tripwire in RTAl-patched Linux RTOS. For this, we compromising the timing constraints of some of the reaktim
purposely compromise one of the tasks and launch the attdagks. In such cases, the schedulability analysis need to be
by modifying the contents in thésbin directory. For each of performed considering maximum blocking time of the segurit
the experiments run, we start with a clean system statechaurevents. Besides, The scheduling policy should identifycivhi
attack at any random point of the task execution and log theal-time or security tasks can be dropped to provide better
cycle count requires to detect the attack by Tripwire. Waipbt trade-off between control system performance and defense
the periods by solving the period adaptation problem and setgainst security vulnerabilities. In addition, dependamgthe
as the period of Tripwire in the RTOS. For non-adaptive casagtual implementations of the security routines, the suliegl
period of Tripwire is set tal7"**. Each of the bars in the framework may need to follow certain precedence conssaint
x-axis of Fig[4 denotes individual experiment run, and jsaxAnalogous to the task example illustrated in Tdble I, in otde
shows the corresponding cycle counts to detect the attagk. @nsure that the security application has not been compeainis
shown in Fig[#, out of 10 experiments we find 3 instancetf)e security application’s own binary may be scanned first
where the non-adaptive period assignment outperforms.ighi before checking the system binary or library files. We intend
mainly because the actual time to detect the attacks depend$o explore these aspects in our future work.
when the attack is launched and the corresponding schegdulin
point of the security routine. However in general case, the IX. RELATED WORK
proposed period adaptation mechanism provides better-moni
toring frequency and hence it is more likely to detect breach Despite the fact that malware developers and sophisticated

Detection Time (cycle count)

as soon the attack is launched. adversaries are able to overcome air-gaps, most RTS were con
sidered to be invulnerable against software security lresc
VIII. L IMITATIONS AND DISCUSSION and until recently security issues in RTS were not exten-

While the proposed method provides an approach for intgively discussed in industry or academia. The issues regard
grating security in RTS and a metric to measure the effectiviaformation leakage through storage timing channels using
ness of such security integration, there are still somesdiara architectural resources.g.,caches) shared between real-time
improvement for the mechanisms presented in this paper. Tthgks with different security levels is considered in therkvo
proposed server-based approach imposes additional amtstr [8], [9]. The authors proposed a modification to the fixed-
on periodic monitoring compared to non-server case and afydority scheduling algorithm and introduced a state clgan
based on approximation of supply function in the securitjpechanism to mitigate information leakage through shared
server which somewhat limits schedulability. However, a&s wesources. The cost paid for enforcing security mechangsm i
discuss in the following, the proposed frameworks allows dBe reduced schedulability of overall system.
to provide better control in terms of security enforcement.  There has been some workl [6].] [7] on reconciling the

Aforesaid, in order to integrate security policy into theddition of security mechanisms into real-time systems tha
system along with monitoring frequency, other performano®nsidered periodic task scheduling where each task esjuir
aspects such as responsiveness and atomicity of the gecwritsecurity service whose overhead varies according to the
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for RTS. By using approaches such as the ones presented in

this paper, designers of RTS are now able to improve their APPENDIX

security posture and consequently safety — which is the main

goal for such systems. This is also a step towards developig Proof of Proposition 11
security metrics for the field of systems security in general | ot s rearrange Eq[(L9) a@P~! which is clearly a

posynomial. In order to reform the objective function in Eqg.

(19) as a standard GP minimization problem, we can rewrite
[1] P. Mantegazza, E. Dozio, and S. Papacharalambous, “RRéal time Eq (E) as
application interface,'Linux Journaj vol. 2000, no. 72es, p. 10, 2000. '
[2] “Using the RDTSC instruction for performance monitgjhTech. rep., min Q_lp (27)
Intel Corp, p. 22, 1997. )
[3] C. L. LiuandJ.W. Layland, “Scheduling algorithms for Hiprogram-
ming in a hard-real-time environment” ACM vol. 20, no. 1, pp. 46-61, which is also in posynomial form. Let us now rearrange Eq.
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1973. - N (20) as follows
[4] M. Joseph and P. Pandya, “Finding response times in girealsystem,” 1
The Comp. J.vol. 29, no. 5, pp. 390-395, 1986. (Q+Ag)P <1 (28)
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whereAs = > (P +Ty)-T), " - Cy. Since the opti-
Tlehp(TS)
mization variables €.9., capacity and replenishment period)

are always positive, using the similar argument presented i
Observatiord 11, we can assert that Hq.l (28) is a posynomial
constraint.

B. Proof of Theorerhll

We prove the theorem using the geometric mean approx-
imation [17, Ch. 2]. Since the denominator in EQ.](22) is a
posynomial, let us approximat@ + T* with a monomial by
the following geometric mean approximation.

Let us denot&)+T;* asg(Q, T;) = u1(Q)+u2(T;) where
u1(Q) = Q anduq(T}) = T7. We can approximate(Q, T;)

with ,

2o ey [1(@]" [ua(T7)

Q. = || el 29)
wherea = “l(yﬁl), = (JZSTT)) andy, € R* is a con-

9(yo,T;
stant that satisfieg(yo, 7;") = g(yo,T;"). The approximated

monomial§(@, T;) can be rewritten as

st = (2) (%)b (30)

— Yo — Ti* i i i -
wherea = T b= T Using this monomial approxi

mation, we can represent EG.122) as
PQ+ 1)+ AsQ
Q-9(Q,T})

and the proof follows.

<1 Vrelg (31)
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