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In this article we present a new prepare and measure quantum key distribution protocol
that decouples the necessary quantum channel error estimation from its dependency on
sifting, or otherwise post-selecting, the detection outcomes. Rather than estimating Eve’s
coupling to the quantum channel from the statistics of the sifted key, we infer this infor-
mation from weak measurements made equally on all of the received photons immediately
prior to post-selection by the photon detectors. We prove that the accuracy of the weak
measurement parameter estimation is robust to reasonable device imperfections, even in an
adversarial environment, and hence the asymptotic security of this protocol can be inferred
from the security analysis of BB84. In addition to eliminating detector basis-dependent at-
tacks, such as detector blinding, we demonstrate that this new prepared and measure QKD
protocol is immune to a very powerful class of measurement-side device attacks that also
allow an adversary control of the weak measurement outcomes given two modest require-
ments placed on the measurement-side devices. Finally, we compare the asymptotically
achievable secure key rate of a decoy state version of the weak measurement protocol and
show it is essentially equal to that of BB84 with decoy states and significantly higher than
MDI-QKD for realistic system parameters.

1 Introduction

In the asymptotic security analysis of QKD protocols, one prevailing assumption is that the bit error
rates can be ascertained to arbitrary precision through standard post-selection measurements and
classical communication. For example, in [17], the accuracy of the bit error rate was taken for granted,
whereas bounds were calculated for the variance of the phase error rate from the bit error rate due to
device imperfections.

To estimate the error rates of the quantum channel for prepare and measure QKD protocols, Alice
and Bob sift the detection outcomes by throwing out the cases where Bob’s measurement basis is
different from Alice’s preparation basis. A randomly chosen subset of the sifted key is then used
to estimate the channel error rate. An implicit assumption of this procedure is that the signals that
contributed to the sifted key are statistically representative of all of the signals transmitted through the
quantum channel. However, there exist strongly basis dependent attacks that can exploit the behavior
of the detectors to invalidate this assumption of fair sampling from the quantum channel, e.g detector
blinding attacks. Detector blinding attacks have been successfully demonstrated on both prepare-and-
measure and entanglement based QKD protocols utilizing detector behavior [14, 23, 26, 28|. Another
type of detector based attack is one that exploits individual characteristics of the detectors, e.g. timing
response [19], that can cause side-channels that leak information about the detection outcomes. This
type of side-channel is important to characterize and limit in any QKD system, however they are
generally regarded as less dangerous than detector attacks that use active control of the detectors
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to target the detection basis. This is because, for almost all protocols, the latter type of attack can
completely eliminate the ability to detect eavesdropping.

In an effort to eliminate all detector side-channel attacks, so-called Measurement-Device-Independent
(MDI) protocols [12, 22, 32, 33, 39] were developed that replace Bob’s detectors with an additional
source, and insert a Bell measurement half-way between Alice and Bob. In so doing, these protocols
replace the dependence of the security on Alice’s source and Bob’s detectors with its dependence on
both Alice and Bob’s sources. In addition to MDI-QKD, a recent proposal known as Detector-Device-
Independent QKD (DDI-QKD) attempted to close the detector side-channel weakness of prepare and
measure protocols by employing a randomized linear optical network between the quantum channel
and the receiver’s detectors [16]. Unfortunately, DDI-QKD has very recently been shown to in fact be
vulnerable to detector blinding attacks [28], leaving MDI-QKD as currently the most feasible option for
eliminating all detector side-channel attacks, with detector blinding arguably being the most serious
of these.

In this article we introduce a new method to utilize single qubit preparation and measurement to
perform secure quantum key distribution that explicitly removes the dependency of channel estimation
on the detected bit values. We propose to estimate the phase and bit errors of the channel by the
use of weak measurements of particular observables performed immediately preceding Bob’s final post-
selections. As we will show, this approach decouples the error analysis from Bob’s detection outcomes,
and therefore removes the assumption of fair sampling implicit in all other prepare and measure
QKD protocols by using the weak measurement results from all received signals equally to perform
security parameter estimation. While we cannot call this protocol measurement-device-independent,
we will nevertheless demonstrate that as long as we can place reasonable bounds on the leakage of
information from the weak measurement device, and we can enforce that Eve is unable to manipulate
the signal between the weak measurement and the final detection, then it is possible to obtain a
secure key even if Eve completely controls the weak measurement results under a very strong class of
measurement-device based attacks. Since the difference between the weak measurement protocol and
conventional single qubit QKD protocols is the method of error estimation, the weak measurement
protocol does not remove the potential for side-channels that leak sifted key via differences in detector
timing. Additionally, as is true for even fully “Device-Independent” QKD protocols [3], the new weak
measurement protocol does not prevent memory attacks that use compromised components to record
and leak generated key [4].

The rest of the paper is arranged as follows. Section 2 will provide the necessary background
material on weak measurements. Section 3 will lay out the general framework of a QKD protocol using
weak measurements. Section 4 sketches an entanglement distillation version of the protocol in order to
rigorously connect the security of the protocol to the accuracy of the error parameter estimation. This
is followed by a method to ascertain the error parameters from the expectation values determined by
the weak measurement results. Section 5 demonstrates the negligible effect these weak measurements
have on the key rate. In Section 6 we perform a full (asymptotic) security analysis of the protocol in
the presence of several device imperfections and calculate the effect of these imperfections on key rates.
In Section 7, we consider the most adversarial case in which the weak measurements take place inside
a black box in the possession of Eve and operated internally by Fred, an agent of Eve. We assume that
Fred has limited ability to communicate with Eve; however, Eve has unlimited ability to communicate
with Fred. We conjecture an optimal attack strategy for Eve in this scenario, and verify the protocol
is secure against this attack even when Eve’s interaction with the quantum channel is strongly basis
dependent and Eve has complete control of the weak measurement results themselves. In Section 8 we
briefly discuss possible implementations of the required weak measurements. And finally, in Section 9
we compare the asymptotically achievable secure key rates of the new weak measurement protocol to
that of BB84 (6, 21| and MDI-QKD [22] for realistic system parameters.




2 Background on Weak Measurements

The concept of weak measurements has a long and interesting history with its origins in the in-
vestigation of the foundations of quantum measurement. There are two main approaches to weak
measurements roughly divided by their intended use: continuous and discrete (or quasi-instantaneous)
weak measurements. Continuous weak measurements developed from the theory of open quantum
systems [5, 8, 9, 38|, and find great utility today in methods for feedback and adaptive control of
quantum systems, particularly for quantum information processing [11, 37]. What we will refer to as
“discrete” weak measurements were introduced by Aharonov and colleagues in 1988 [1, 2] as a method
of providing experimental access to weak values, the values of observables of a quantum system at an
intermediate time between pre-selection and post-selection by initial and final quantum states. While
we will not be explicitly using any of the properties of weak values themselves in this article, the QKD
protocol presented was inspired by them. Accordingly, throughout this article we will be utilizing the
discrete interaction version of weak measurements.

The basic idea of a weak measurement is for the measuring system, which we refer to as the
measurement device, to itself be treated as quantum mechanical, with a quantum state that is a well-
defined superposition of initial positions (and accordingly relatively certain momentum), and then
engineer a weak interaction between the measurement device and the target quantum system over a
brief time interval. The result is that the measurement device’s position wave function is evolved by
a small translation proportional to the weak value of the pre- and post-selected target system. In
addition, since the interaction is weak, the measuring device and target system are only very weakly
entangled so that upon a projective measurement of the measurement device’s position, the target
system is only very rarely projected into an orthogonal state. Unlike the standard strong measurement
of a quantum mechanical observable which disturbs the measured system and “collapses” its state
into an eigenstate of the observable, a weak measurement does not appreciably disturb the quantum
system. This is possible because very little information about the observable is extracted in a single
weak measurement.

It is not at all necessary that the target system be post-selected when performing weak measure-
ments. In that case, instead of registering a translation proportional to the real component of the
weak value, the average translation will be an amount proportional to the expectation value of the
observable given the target system’s initial state. This means that we can use weak measurements of
a large set of identically prepared quantum systems to estimate the expectation value of an observable
without significantly disturbing the individual systems’ quantum states.

More formally, weak measurements can be described using the von Neumann model of quantum
measurement [35]. Consider an observable A pertaining to a quantum system pre-selected to be in
the state [1;,). The Hamiltonian describing the interaction between the system and measuring device
(MD) is R R R

Hint = g(t)Pvp ® A, (1)

where Py p is the momentum operator for the MD. The evolution operator for the system and MD is
then given by

~ tote ~ ~

Uwm = €xp <—i t H(t)dt) = exp (—igPMD ® A) , (2)
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where we have set i = 1, and the interaction is only non-zero from tg — € to tg + €. The measurement
interaction is weakened by minimizing g/o s p, where g = [ g(t)dt is a constant defining the coupling
strength, and ojsp is the uncertainty in the position observable for the MD.

Let us imagine that the measurement device has an initial quantum state that is a real-valued
Gaussian with unit uncertainty. Then, in the limit of very weak coupling between the measuring
device and the system, the weak measurement of the observable A results in a shift in the measuring
device’s wavefunction so that

p(x) = p(z — gRe[Au]), (3)




| | A WEAK MEASUREMENT QKD PROTOCOL

Alice generates a length 2n random string of bits z € {0, 1}(®*®)| encoding each bit in either the
1 | X or Z basis uniformly at random. Then she transmits each qubit to Bob.

Bob performs weak measurements of H* or H™ chosen uniformly at random on each signal he
2 | receives, then he strongly measures in the Z basis, recording both of his measurement results.

Bob openly shares the weak measurement results with Alice, who uses them to estimate the bit
3 | and phase error rates. If the error rates are too high, she aborts the protocol.

If the error rates are low enough, Alice announces which signals were prepared in the Z basis.
Alice and Bob perform classical post-processing on these signals to correct the errors and distill
4 | a smaller, length k secure key.

Table 1: Outline of a QKD protocol with weak measurements.

where g is the interaction coupling strength and A,, is the weak value of the observable being measured.
The weak value of an obervable A conditioned on the pre-selected state p; and post-selected (pure)
state |p) (| is given by

o Ti[le) (ol Ap;]
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Note that the weak value of a Hermitian observable can in general be complex valued, and even when
real valued, it can lie outside the observable’s eigenspectrum.

If we condition our weak measurement results only on a particular (possibly mixed) initial state
pi, then the shift in the weak measurement device’s wavefunction will be equal to the average of the
weak values over all post-selected outcomes. Thus, the weak measurements will yield the expectation
value <ﬁ) p; of A at p;. Intuitively, if a state was initialized as a pure state p;, and then evolved to
some other density operator p} immediately prior to weak measurement of some observable 21, then we
should expect the difference between the expectation value (ﬁ) p; and the observed expectation value
<ﬁ> p, to provide some insight into the evolution p; — pf. In Section 4, we will characterize the extent
to which this intuition holds for the proposed QKD protocol.

3 Introducing a Weak Measurement Based Protocol

In Table 1, we lay out an example prepare-and-measure QKD protocol that utilizes weak measurements
for parameter estimation. Note that, aside from the parameter estimation methods, the other striking
difference between this protocol and BB84 is that the key is only generated from signals prepared and
measured in the Z basis. Obviously, we could construct an equivalent protocol in which Bob only
measures in the X basis. Consequently, if one augments the standard BB84 protocol with the above
weak measurement steps, it is effectively equivalent to implementing the above protocol twice. Bob
randomly choosing in which basis to measure can be viewed as an interleaving of the two protocols. We
stress that, by utilizing the weak measurement results, the parameter estimation is no longer dependent
on Bob’s final basis choice. Consequently, neither randomness nor secrecy of Bob’s basis choice need
be assumed.

The degree to which a weak measurement interaction disturbs the signal is a direct function of the
interaction coupling constant g. Because this is a controllable parameter, we can make it sufficiently
small so as to be effectively negligible. Consequently, weakly measuring every signal has a negligible
effect on the key rate. We will explicitly calculate the disturbance caused by the weak measurement
interaction and its effect on the key rate in Section 5.




Figure 1: A view of the geometric relationship between the H* projectors, their complements H £
and the projectors onto the four states used in BB84.

With respect to the weak measurements, we will be particularly interested in the two observables’
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Figure 1 demonstrates the geometric relationship between the above observables, their complements
H f, and the projectors onto the four states used in the standard BB84 protocol in the density operator
framework. While in principle it is possible for Bob to measure both H* and H™ on each signal, it is
practically easier and, as we will see in Section 7, advantageous for the protocol’s security for Bob to
randomly choose one of the observables to measure on each signal.

4  Parameter Estimation with Weak Measurements

Lo and Chau [20] were the first to rigorously relate the security of QKD against arbitrary attacks
to entanglement distillation. In so doing, they demonstrated that the ability of Alice and Bob to
distill a secure key from their correlated signals is precisely a function of how coupled their signals
are to the environment. Shor and Preskill [29] showed that entanglement distillation with one-way
communication was equivalent to quantum error correcting codes. As a consequence of the fact that
X errors are decoupled from Z errors in quantum error correcting codes, determining the X and Z
error rates on the signals suffices to determine the coupling of the signal with the environment.

Gottesman, Lo, Liitkenhaus, and Preskill (GLLP) [17] further observed that the above holds under
the assumption that the coupling is basis independent. In that case, the bit error rate, J,, directly
measured from the signal X and Z errors, is approximately equal to the phase error rate, ¢,. Since
dp cannot be directly measured, it must be inferred. If Eve can leverage even a small amount of basis
information, possibly through device imperfections, then equality cannot be assumed. However, if it is
possible to bound this leakage, then GLLP demonstrated that it was often possible to place an upper
bound on how much larger than ¢, the phase error rate could be, and consequently security could be
preserved.

The general procedure for proving asymptotic security of any prepare-and-measure (PAM) QKD
protocol is to design an equivalent entanglement distillation (ED) protocol. Once the ED protocol
can be proven secure, the corresponding security of the PAM protocol follows. In that vein, we will

1 Another pair of weak measurement observables that could be used to provide the same information as H?* are the

trace-0 observables S* = H* — ITIf = %(2 +X ). For concreteness, however, we will simply focus on H=*.




first characterize an equivalent weak measurement ED protocol. Aside from the weak measurement
parameter estimation step, there is no fundamental difference between this ED protocol and the ones
described in, e.g. [17, 20, 29]. In these asymptotic security proofs, a fundamental assumption is that
the bit error rate, dp, can be accurately estimated during parameter estimation. Consequently, as long
as we can demonstrate that the weak measurement parameter estimation step is accurate, then we
have validated this assumption, and security follows.

4.1 Weak Measurement Entanglement Distillation Protocol
Consider the following entanglement distillation protocol:

1) Alice creates n + m pairs of maximally entangled qubits

ghyerm = L 10y 1 [11))@00tm), (6)

S
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and sends half of each pair to Bob.

2) Alice selects a random subset of m of these signals to sacrifice as “check bits.” On these signals,
Alice randomly measures X or Z on her half of the entangled pair, while Bob performs weak
measurements on his half of each the entangled pairs and broadcasts his weak measurement
results. Alice estimates the error rates dx and dz. If the error rates are too high, they abort the
protocol.

3) Assuming the error rates are below some predefined threshold, Alice and Bob perform entangle-
ment distillation on the remaining n signals, extracting a smaller number k < n of high-fidelity
entangled pairs from the n noisy ones.

4) Alice and Bob both measure Z on each of their & pairs, producing a k-bit shared random key
about which Eve has negligible information.

If the ED protocol has one-way communication, then it can be shown to be equivalent to quantum
error correcting codes [29]. In particular, using CSS codes, the bit errors are decoupled from the phase
errors. Now, the reason for estimating both the bit and phase errors in the transmitted signals is so
that we may estimate how strongly coupled Eve’s probe state is to the signal state. Because the key
is determined from the subset of signals for which Alice and Bob both measure in the same basis,
they only need to correct the bit errors. Since this can be done using strictly classical error correction,
Alice and Bob may just as well measure Z on the n noisy pairs, and then reserve error correction
for the classical post-processing step. Furthermore, extracting k secure bits from the n shared (and
now corrected) bits can be done using classical hashing techniques [20]. Since Alice and Bob are no
longer worried about waiting until after entanglement distillation to measure their states, they may as
well use the weak measurement results of every signal to perform parameter estimation, reserving only
the subset of signals for which Alice and Bob’s bases agree for key generation. In this way, the PAM
protocol is equivalent to the ED protocol. Consequently, the security of the PAM protocol follows from
the security of the ED protocol.

In order to obtain a secure key, then, it is imperative that Alice and Bob obtain accurate estimates
of both the X and Z errors, which we denote dx and 0z, respectively. In the standard approach to
parameter estimation, Alice and Bob sacrifice a random subset of signals prepared in each basis to be
used as “check bits,” from which they may obtain decent estimates of these two parameters as long
as Bob measures in the same basis each check bit signal was prepared. Now, if Eve were to know in
advance which signals were going to be used as check bits, then she could avoid interacting with those
signals altogether so that Alice and Bob’s estimates would not be correlated with the actual error
parameters on the remaining signals.

In order to ensure Eve does not know in advance which signals are check bits, Alice keeps this
information secret until after Bob receives her signals. Ideally, Bob would want to keep his signals




in a quantum memory until after Alice announces which signals are check bits. Then, Alice can tell
Bob in which basis to measure each check bit. Assuming the error rates are sufficiently low, it is now
safe for Alice to reveal the basis information on the remaining signals to Bob, so that he can measure
accordingly.

In practice, however, Bob has no quantum memory. In prepare-and-measure protocols, the work-
around is for Bob to measure each signal as it arrives, and effectively guess the preparation basis. If
his guess is a basis different from the one in which the state was prepared, then his measured result
is completely uncorrelated with the signal Alice transmitted. Consequently, these signals can be used
neither for key generation nor for parameter estimation, so they are removed from each list.

The last point is of critical importance — in the standard approach to parameter estimation, Bob
must measure in the correct basis in order for his measurement results to reveal any information about
the channel parameters. For this reason, it is impossible for the standard method of parameter estima-
tion to be independent of Bob’s measurements. This critical dependence has been utilized repeatedly
to hack QKD protocols [14, 23, 26, 28]. By taking control over Bob’s detectors, Eve can assure that
the signals that could best detect her interactions will never be used for parameter estimation.” This
weakness has led to the development of Measurement-Device-Independent QKD (MDI-QKD) protocols
[12, 22, 32, 33, 39] that eliminate Bob’s detectors altogether. To achieve this, MDI-QKD protocols
perform parameter estimation and key generation based on the results of a joint Bell measurement on
both Alice and Bob’s signals. This Bell state measurement is probabilistically implemented by two-
photon interference at the receiver. By replacing Bob’s detectors with an additional source, Eve can
only leverage device imperfections that leak information to optimize her attacks, rather than altogether
controlling Bob’s basis choices.

Weak measurements, on the other hand, provide a fundamentally new avenue for parameter estima-
tion that, like MDI-QKD, is not dependent on Bob’s final measurements. Unlike the standard approach
to parameter estimation, a weak measurement does not appreciably disturb the signal. Thus, rather
than sacrificing a small percentage of the total number of received signals for parameter estimation, we
may sacrifice a small percentage of each signal for parameter estimation. Because the error information
is obtained from the weak measurement results and not Bob’s final measurement, what Bob does with
these signals afterwards does not matter from a parameter estimation perspective. Consequently, Bob
may as well strongly measure every signal as it arrives, and furthermore may measure all of them in
the same basis.

The security benefits of weak measurements are now apparent. In the standard method of param-
eter estimation, if Eve has complete control of Bob’s detectors, she can enforce that certain of her
interactions with the signal will be removed from the parameter estimation step. With weak measure-
ments of the H projectors, on the other hand, this line of attack is completely avoided by the fact that
every signal Bob receives contributes an equal amount of information for parameter estimation.

4.2  Estimating the Error Parameters from Expectation Values

While it is possible in principle to weakly measure both observables on each signal, for practical reasons
and, as we shall see in Section 7, to maximize the protocol’s security, we will suppose that immediately
prior to Bob’s final measurement in the Z basis, he randomly chooses one of the H observables from Eq.
(5) to weakly measure on the arriving signal, and records his results. By averaging these measurement
results over many signals, and then conditioning on each of the four possible initial states, Alice and
Bob can obtain precise estimates of the expectation values for each of the H observables at each of the
initial states.
Using the Bloch representation, an arbitrary qubit density operator p can be decomposed as

1
pzi(]l—&—er—i—er—i-rzZ), (7)

?While the parameters estimated in a successfully implemented intercept-resend attack with detector blinding will
accurately reflect the error estimates along the subset of received signals to be used for key generation, they are not an
accurate characterization of the error parameters over the entire collection of signals that Bob received.




for some 74, ry, 7, € [—1,1]. The expectation value of H* at p is then given by

(1), = W) = 5 (14220, (8)

From this, we obtain

~ ~

Te = ﬂ(<H+>p —(H")y) 9)
re = V2((HY), + (H ), 1). (10)
Now from r, and r, we may arrive at the error parameters dx and dz. More explicitly, let
1 (e « o
Pa 2:§(H+TIX—|—TyY—|—’I"zZ) (11)

denote the density operator that characterizes the state of a signal initially prepared as |a){«| after
being subjected to the quantum channel, where o € {0,1,4,—}. Under the assumption that each
signal was transmitted with equal probability, it follows that

1 -
ox =7 (2—rg +r7), (12)
1
5221(2—7“2—1—7“;). (13)
If the qubit channel is unital, it follows that r}* = —r, and 0 = —rl, so that the above simplifies to
1—rf 147r;
Sv = L z 14
B (14)
1—7r2 147}
5 = z = z . 15
p=tm (15)
Furthermore, we have R R
<Hi>pa + <H:t>pou_ = ]" (16)

where we define |a ) to be the orthogonal complement of |a), for o € {0,1,+, —}.

Suppose the coupling strengths of the weak measurement of H* are given by ¢T, respectively.
Then conditioning on the subset of signals prepared in the state |a)(c|, the averages of the weak
measurement results tend toward the values

pe =gt (HT),, (17)

fo =g (H )y, (18)
Consequently, by Eq. (16) we obtain

9" =y + g, (19)

Thus, the coupling parameters need not be known in advance. That is to say, we may allow for the
possibility that Eve secretly controls the coupling parameter, or that it may change over time due to
hardware imperfections, and estimate the parameter separately in each round of key generation.

After Bob receives sufficiently many signals, he publicly broadcasts the choice of weak measurement
observable and corresponding weak measurement results for each signal he receives. Because Alice is
the only individual who knows which signals were transmitted, she is the only one who can condition
the weak measurement results according to the initial states. She uses the weak measurement results
of every signal Bob receives in order to perform parameter estimation accordingly.




A natural question to ask is why we have chosen to use the two observables H*. Indeed, one may
envision a potentially far simpler weak measurement based protocol in which Bob weakly measures X
on each signal, and strongly measures Z. In this version, dz could be calculated in the traditional way
using a sample of signals prepared and measured in the Z basis, while dx could be estimated from
the weak measurement results of signals prepared in the X basis using methods similar to that above.
Indeed, such an approach would work well under the assumption that the weak measurements were
implemented perfectly. However, if there are device imperfections, or if Eve has any control over the
weak measurement interactions, then this example no longer becomes secure. The projectors H* and
H~ were chosen precisely because they provide the same amount of information about both the X and
Z bases. This allows the protocol to extract an equal amount of information about both error rates for
every signal received.

We remark here that GLLP used as their bit error rate §, ~ %(5)( + dz). Because key is only
extracted from signals prepared and measured in the Z basis in the weak measurement protocol, one
may be naively compelled to assign d, = 07 and 0, = dx in the weak measurement protocol. However,
it is only the case that J, = 0x under the assumption that Eve’s attack is basis independent, so that
the bit-flip errors on signals prepared in the X basis are representative of the phase-flip errors on the
signals prepared in the Z basis. Moreover, if this assumption of basis independence is true, then it
necessarily follows that 6, =~ d, in which case, &, ~ %(5 x + 0z) trivially holds. By the concavity of
entropy, the following necessarily holds for all dx and d:

1 —2Hy(d8) <1 — Ha(dx) — Ha(dz), (21)

where Hs is the binary entropy function. Hence, there is no reduction in security by choosing d; as our
estimate of the bit error rate, even if the assumption of basis independence does not hold. Furthermore,
as we shall see, adversarial attempts to leverage weak measurement device imperfections to decrease
the estimate of 0x will generally increase the estimate of 7 and conversely. We will analyze the effect
of weak measurement imperfections on the protocol’s error estimates in Section 6.

5 Effect of Weak Measurement Disturbance on Key Rate

Since even weak measurements will disturb the qubits being measured, the actual quantum bit error
rate (QBER) will be somewhat larger than what is estimated from the weak measurement results. In
this section we will calculate this additional error rate and show it has a very small effect on the secure
key rate.

Since we are focusing only on the contribution to dx and dz due to the weak measurement back-
action, we assume that the state just before Bob’s weak measurement is pure. Let that state be the
initial qubit state |¢) = a|H ) + S| H) written in the H basis. Then, just after the interaction imple-
menting the weak measurement of |H)(H|, using a Gaussian measurement device (MD) wavefunction
with variance o2 for the weak measurement pointer state, we have the following for the MD and qubit
combined system,

1 —Z g - g
p =l (= ) [/t [ )y

1 —(x— o —(y— o
HIBPIH)H| (== ) [ertemiet [ermo®/1o gy yjdaay
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Tracing out the MD gives the density operator for the qubit after the weak measurement interaction,

Paubit = Trarp(p) = /(:L"|,o|:c>da:
= [P [H L) (H |+ |B2H)(H]| + e%/% (af*|H.)(H| + o B H)(H.])
= TPy ] + (1 - e 0/5) (|aP|H)(H | + |82 H)(H]) . (23)

The last expression shows that the qubit density operator is a mixture of the undisturbed original
state and collapses onto each of the two H basis states. Using the BB84 input states, it can be easily
shown from this that the probability for the weak measurement to collapse the initial qubit state into

its orthogonal state is
1 g°
(5wm = Z 1-— exXp —@ (24)

for all four initial qubit states and for the weak measurement of either H* projector. This means that
the weak measurement disturbance acts as a depolarizing channel with an error probability given by
Owm, Which must be added to the estimate of the QBER. To verify that the weak measurements are
indeed weak, as well as to accurately estimate the weak measurement induced error rate, it is important
to estimate the variance of the weak measurement results, Var[uZ], in addition to g%. As we will see in
Section 7, estimating Var[uZ] will also provide a very strong defense against Eve successfully breaking
the protocol if we grant Eve the ability to directly control the weak measurement results. While
we have assumed that the weak measurement pointer was a real valued Gaussian wavefunction in the
analysis above, very similar results hold for any MD wavefunctions that are real valued and symmetric,
ie. |p(x)| = |e(—x)|, as shown by Silva, et al. [30].

For a practical quantum optical weak measurement, the ratio of the coupling strength and MD
pointer position uncertainty can be less than 0.10. For weak measurements of this strength, the
measurement induced error is &y, < 0.0004. Thus, even for practical, non-zero strength weak mea-
surements, the induced error rate from the weak measurements is less than 0.1%. Figure 2 graphs the
reduction in key rate as a function of the coupling strength g/oyp when the signals are subjected
to varying degrees of depolarizing noise. In particular, we see that in an otherwise noiseless quantum
channel, setting the coupling strength to 0.10 will reduce the overall key rate by less than one percent,
becoming much less than this when the coupling strength is no longer the dominant source of noise.

6  Security of Parameter Estimation

As previously explained, in order to estimate Eve’s coupling to the quantum signal, we must obtain
accurate estimates of both the X and Z error rates on the signal. Consequently, the security of
the protocol can be reduced to an analysis of the accuracy of the parameter estimation step in an
adversarial environment. In the ED protocol, there is an implicit assumption that Eve’s coupling with
the signals is independent of whether or not a given signal is used for parameter estimation. Under
this assumption, the parameter estimates performed on the subset of signals used as check bits will be
an accurate reflection of the parameters on the full collection of signals. This assumption is not needed
in the weak measurement PAM protocol, as every signal Bob receives contributes some information
towards parameter estimation. Consequently, we may assume without any loss of generality, or any
reduction in security, that Eve cannot condition her interactions with the signals based on whether or
not they are used for parameter estimation.
The security analysis in the various scenarios will all take the following assumption as given:

Assumption 1 FEve cannot manipulate the signal in the interval between the weak measurement in-
teraction and Bob’s final measurement.

The parameters estimated from the weak measurements are assumed to characterize properties of the
signal leading up to the moment of weak measurement. It is precisely this assumption that allows us
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Figure 2: The above graphs show the reduction in secure key rate as a function of the coupling strength
(9/orp) when the signals are subjected to depolarizing noise with a channel error rate of 0% (Green),
2% (Black), 5% (Red), and 8% (Magenta). For the sake of simplicity, key rates R were calculated here
using the idealized R = 1 — 2H2(QBER), where Hy is the binary Shannon entropy, and the QBER is
the sum of the channel noise and d,,,.

to decouple the parameter estimation from its dependence on Bob’s detectors. This assumption can
be physically enforced by making these weak measurement interactions immediately prior to Bob’s
strong measurement, so that the path between the weak and strong measurements is very small and is
entirely contained inside of a secured portion of Bob’s signal measurement device. This is essentially
the assumption that Eve has not covertly placed any qubit altering components or measuring apparatus
inside this small, secured section of Bob’s measurement device.

Security analysis under the assumption of accurate parameter estimation has been thoroughly
investigated in, e.g. [17, 20, 29|, and we do not wish to reproduce their results here. Since their results
are immediately applicable to the weak measurement QKD protocol as long as the weak measurement
parameter estimations are accurate, our security analysis will be reduced to an analysis of the accuracy
of the parameter estimation step. To be explicit, we make the following remark:

Remark 1 The security of the weak measurement QKD protocol is considered preserved, with asymp-
totic security following from, e.g. [17, 20, 29], if the estimated quantum bit error rate is either above
the security threshold or at least as large as the actual quantum bit error rate.

The following is an immediate consequence:

Theorem 1 Under the assumption that Bob implements his weak measurements perfectly, leaks no
iformation about his choice of weak measurement observable, and Eve cannot manipulate the weak
measurement observables, then security of the weak measurement QKD protocol is preserved.

In other words, if weak measurement parameter estimation is idealized, then beyond the fact that Eve
can no longer implement any detector basis-dependent attacks, the asymptotic security analysis is no
different than that of BB84.

We now consider various scenarios with practical imperfections in the implementation of the pro-
tocol, and verify that security is preserved, as in Remark 1, in each one. As will be demonstrated,
device imperfections may sometimes cause the parameter estimates to differ from the actual parameter
values. For notational clarity, we will distinguish an estimate of a parameter determined by the weak
measurement results from the actual parameter value by placing a tilde over the parameter.
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Figure 3: If the weak measurement interactions are imprecise, then the observable weakly measured
on any given signal may actually be another projector “near” the correct one.

6.1 Imperfect Weak Measurements

Let us suppose that, when Bob performs a weak measurement interaction, there is a small degree of
uncertainty with respect to which observable he is weakly measuring. More specifically, let us suppose
that for any given signal, the observable Bob actually measures is a projector that lies within some
cone of half-angle 6 around the correct projector (see Figure 3).

In this case, we should expect the average of the weak measurement results to be given by

o
g = g* / (H*(¢))a Prob(yp) dp (25)
—0

where Prob(p) is the probability distribution for ¢ and H *(¢) is the projector given by

PN 1
A (g) =5 (M sin (Z + go) X + cos (Z + (p) Z) . (26)
If we further assume that the noise applied to the projector’s angle is additive Gaussian noise around
the intended angle with variance Ug, then the estimated mean pointer shift is unchanged,

Ha = g (H a, (27)

while the estimated variance of the pointer shift will have an additional component that is defined
by the imprecision of ¢. For small degrees of imprecision, with U?O < 1, the variance in the weak
measurement, pointer results are now given by

L 5

Varit] = (4% (o + ;o2 28)

Thus in the limit of many signals, the average weak measurement results will be unaffected, and dx
and éz are unchanged.

However, the estimated variance of the weak measurements will increase due to the imprecision of
the angle determining the projectors. Because Alice and Bob use the estimated variance to place an
upper bound on the weak measurement induced bit error rate, dym, they will need to place an upper
bound, ag , on the amount of permissible noise in the weak measurement interaction implementation.
Using this upper bound on the implementation inaccuracy, Alice and Bob will estimate the lower bound
on the weak measurement pointer variance using

Var([pt 1 2
s < el -2 (a8)". 29)

12



Figure 4: A depiction of biased weak measurement observables.

If Alice and Bob overestimate op;p then their estimate Swm of the weak measurement induced error
rate will be smaller than the actual induced error rate d,,,,. However, with an appropriate safety margin
built into O'g , the protocol will work properly. If the noise in the angle is stationary and accurately
characterized, then in the limit of infinitely long key, the bound on oj;p can be made tight and the
secure key rate is unchanged. Thus we have shown:

Theorem 2 Suppose that Bob’s implemented weak measurement projectors range over a small bounded
region, with a Gaussian distribution symmetric about the correct projectors, but Eve otherwise has no
direct control over the weak measurements. Then the security of the weak measurement QKD protocol
s preserved.

6.2 Biased Weak Measurements

In the above, we considered the scenario in which the weak measurements were imperfect, yet unbiased.
We will now consider what happens when the implemented weak measurement observables are biased
by a fixed amount away from the correct observables in one direction. In other words, let us suppose
that Eve has some method of rotating the weak measurement interaction, unbeknownst to Alice or
Bob (see, e.g. Figure 4). Even in this strongly adversarial environment, it is still nevertheless possible
to obtain nonzero secure key. In fact, we will demonstrate that any rotation of both of the weak
measurement observables will only serve to increase, rather than decrease, the estimated error, and
hence preserve security.

More precisely, let us suppose that, whenever Bob intends to weakly measure H * what he actually
weakly measures is H* (), for some fixed ¢ € (—m, ), where H¥(y) is defined as in Eq. (26). Then
the expectation values (H*(¢)) pe change according to:

(H*(9))p, = % (1:tr§sin (Z—i—@) + 1Y cos (Z—i—cp)) . (30)

If the actual error rates are given by Egs. (14) and (15), then using Eqgs. (9) and (10), the calculated
error rates will be given by

(cos () +sin (¢)) (31)

(cos () —sin (¢)) - (32)

Any rotation ¢ that decreases one of the error estimates will always increase the other. We now
begin to see the value of using J;, as our estimate of the bit error rate, rather than treating dx and §z
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Figure 5: The calculated secure key rates R = 1 — Ho(dx) — Ha(0z) (blue) and R = 1 — 2H(d)
(red) as a function of ¢ when the weak measurement observables used to estimate the error rates are
given by H *(). The plots shown correspond to when the signals undergo depolarizing noise with a
QBER of (a) 8% and (b) 11%. The correct key rate is obtained when ¢ = 0. The range of permissible
values for ¢ is limited to those for which both dx and d; are non-negative. As can be seen, by slightly
biasing the weak measurement observables in either direction, it is possible to incorrectly determine
that the achievable secure key rate is larger than it actually is if we treat the dx and §z error rates
independently. However, by averaging over the two error rate estimates to obtain 8, we can overcome
this vulnerability.

separately. To be more precise, if the actual values dx and dz are nonzero, then there exist a range
of values for the rotation ¢ to the weak measurement observables such that the calculated error rates
dx and dz permit the value R = max(1 — Ho(dx) — Ha(d7),0) to be strictly greater than the actual
asymptotically achievable secure key rate R = max(1l — H2(dx) — H2(dz),0). See Figure 5 for some
examples of this in the case of depolarizing noise.

If there is a way to independently characterize the rotational bias ¢ applied to the weak measure-
ment observables, then obviously we could infer the correct error rates. Alternatively, the apparent
problem can be avoided by averaging the two calculated error rates. In other words, just as in GLLP
[17], we calculate the bit error rate as
= SX + 52
(51, ~ —.

2

This has the effect of “smoothing out” weak measurement device imperfections without reducing
security. If Eve’s attack is basis independent, then we can expect dx and dz to be approximately equal,
so that dx &~ dz = d,. Then under this assumption, the calculated asymptotically achievable secure
key rate will be given by

2

(33)

R = max(1 — 2H5(3}), 0). (34)

It turns out that 1—2Hy(d) < 1— Ho(dx)— Ha(dz) for all ¢ € (—m, 7), and in the case of depolarizing
noise, equality is reached precisely when ¢ = 0, i.e., when there is no biasing. Thus, we have shown:

Theorem 3 Security is preserved in the weak measurement QKD protocol in the event that, due either
to a malicious Eve or simple device imperfections, the projectors that are actually weakly measured are
uniformly biased by an arbitrary angle ¢ € (—m, 7).

We note that we may combine this with the analysis of the previous section. That is to say, it
is still possible to obtain a nonzero secure key if the weak measurement observables that are actually
measured are from a Gaussian distribution centered around HE(¢).

An entirely reasonable scenario in which the above biasing can occur is in the event that Alice’s
source and Bob’s detectors are misaligned. In other words, if we suppose that the H observables are
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aligned properly with respect to Bob’s detectors, but Alice’s source is slightly rotated, then the effect
on the weak measurements will be identical to the above scenario.

6.3  Adversarial Knowledge of Bob's Choice of Weak Measurement Observable

Thus far, we have assumed that any attack by Eve on the weak measurement interactions has been
independent of Bob’s choice of weak measurement observable. Because Bob will randomly choose one
of the two observables to weakly measure on each signal in the implementation of the protocol, we
will now concern ourselves with the possibility that Eve has some knowledge about this choice and
attempts to use it to gain an advantage by selectively and independently rotating the weak measurement
observables. We will demonstrate that the protocol is still robust against such weak measurement
biasing attacks, even if Eve has complete knowledge of the choice of observable.

Let us suppose that for each signal arriving at Bob’s weak measurement interaction, Eve has some
probability py > % of correctly guessing Bob’s choice of weak measurement observable. With this
information, Eve chooses to bias the weak measurement observable one way or another on each signal.
With complete information about Bob’s choice of weak measurement observables, Eve could potentially
rotate H* one way and H~ another way in order to try to reduce Alice and Bob’s estimated error
rates. With only partial information about this choice, Eve must factor in the probability of rotating
the wrong observable into her choice of optimal bias.

Let us suppose that Eve tries to rotate H* to ﬁ+(¢) and H™ to fAI_(go’). With probability py > %
Eve guesses correctly, in which case the calculated expectation values on each signal become <ﬁ () pa
and (H™(¢')),,. With probability (1 — pg), Eve guesses the incorrect observable, in which case the
calculated expectatlon values on this subset become (H(¢)) pe and (H=(p)) P

Eve’s goal is to use her knowledge pg of Bob’s choice of weak measurement observable to choose
biases ¢ and ¢’ that minimize the estimated error rate 8, from Eq. (33). Under the assumption of
unital noise, we find that her optimal choice for ¢ and ¢’ is given by

+—r(2 —1)— 2

tan(p) = = 1= 2pH — 1) TOMO( bH ), (35)
Te + 7Tz <2pH - 1) +ry;+r, (2pH )

tan(@/) — ’I";'; + Tj(QpH - 1) - T - 7“2(2]9[{ B 1) (36)
ra —rd (2o — 1) + 19 —r0(2py — 1)’

where r$ and rY are as in Eq. (11).

In parmcular if the channel is depolarizing, then 7 = r0 = 0 and r}} = 77, so that the optimal
choice of bias becomes ¢ = ¢’ = 0. That is to say, if the channel is depolarlzlng, then any biasing of
the weak measurement observables will only serve to increase, rather than decrease the estimated error
rate. Furthermore, in the arbitrary unital case, Eve’s knowledge pg of the choice of weak measurement
observable is only advantageous to her in the event that there is a rotation applied to the signals, so
that r} and 70 are nonzero. Let us consider the worst case scenario that Eve has complete knowledge
of Bob’s choice of weak measurement observable, so that p;y = 1. We find that, even in this case, under
arbitrary unital noise, the estimated error rate &, becomes less than the actual error rate 8, only after
both error rates are below the 11% security threshold. Consequently, complete knowledge of Bob’s
choice of weak measurement observable, along with the ability to independently bias each of the weak
measurement observables, provides no advantage to Eve. Thus we have shown:

Corollary 4 Theorem 3 holds even when Fve has complete knowledge of Bob’s choice of weak mea-
surement observable and the ability to independently bias both observables.

6.4 Weak Coherent Sources

Since nearly perfect deterministic single photon sources are not yet technologically feasible, a practical
implementation of our QKD protocol will use weak coherent laser pulses with randomized phases to
approximate single photons. Because even very weak coherent pulses will occasionally contain more
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than one photon, the weak measurement protocol, as with any other similar prepare and measure
protocol, is vulnerable to a Photon Number Splitting (PNS) attack [7]. The use of decoy states with
different pulse intensities interspersed randomly with the signal pulses was proposed and developed
as a method of securing QKD protocols against PNS attacks [13, 21, 24, 36]. The essential idea is
that to successfully extract information from the signal pulses, Eve will need to selectively apply a
beamsplitter to pulses with multiple photons in order to to extract information without increasing the
bit error rate. This means that a PNS attack will necessarily cause appreciably higher attenuation of
pulses with higher intensities [25]. This allows Alice and Bob to protect against such an attack by
carefully measuring the attenuation of pulses produced with several intensities and using this to place
a lower bound on the transmittance of pulses with single photons. When combined with information
about the error rate of signal pulses, this allows Alice and Bob to place an upper bound on the error
rate of pulses that contain single photons.

Let us choose a decoy state protocol with a signal pulse of average intensity u, a decoy state of
average intensity v, with v < p, and a vacuum pulse with zero intensity. By using their knowledge
of the pulse intensities and by carefully measuring the probabilities that the signal and decoy pulses
produce a detection (i.e., the transmittances), @, and @, Alice and Bob can estimate a lower bound
for the transmittance for those pulses that contain a single photon, i.e. the ideal case, to be [24]

2,—p N\ 2 2_ 2
of = [Que” Qe (£) ~ Que (M/ﬂﬂ , (37)
where Quqc is the detector click probability for the vacuum pulses. If we attribute all of the bit errors
to those pulses with single photons (the worst case for security since only pulses with single photons
contribute to the secure key rate), then an upper bound on the bit error rate of single photon pulses
is given by
U _ ebQue” — cvacQuac
&1 = L v )
fer (%)
where €, and €,4. are the bit error rates for the decoy and vacuum pulses. From this, using the results
of |24], one can calculate that a secure final key can be extracted from the sifted signal pulses at the
asymptotic rate given by

(38)

R=q{Qf [1 - Hz ()| = Quf (1) Ha (e} (39)

where f(e,) is given by the efficiency of the error reconciliation procedure used in the implementation
and ¢ is the fraction of the transmitter signal pulses that are in the sifted key, and ¢ = 1/2 just as
in the standard BB84 protocol since half of the signal pulses will be in the Z basis. Notice that this
decoy state analysis implicitly defines the bit error rate to be

ol dx + 0z
2
All that we need to do in order to arrive at the secure rate of our protocol is estimate the corresponding
dp parameters from our weak measurement results for the signal, decoy, and vacuum pulses. In the
next section we will show how to adapt the procedure in Section 4 to accurately estimate these when
the detectors have nonzero dark count rates.

Additionally, if we are somehow certain that the weak measurement observables are implemented
with no bias as in Theorem 1, then we can estimate the corresponding dx and dz error rates individually.
From these we can write an asymptotic bound that is higher than the one above whenever §x # ¢z,
given by

= 5. (40)

R=q{Qf [1—H (55,)] = Quf (02) H2 (52, } (41)

where 0z, is the Z error rate estimated from the weak measurements of the signal pulses and 6%71,
the upper bound of the X error rate for pulses containing a single photon, and is given by

U 6X,VQV6V - 5X,vachac
X,1 — )
T e
17\

16
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where 6x ,,, and dx yqc are the estimated X error rates for the decoy and vacuum pulses respectively.
We will now turn to how to accurately estimate the error rates from the weak measurements when the
detectors have nonzero dark count rates.

6.5 Detector Dark Counts

Let us suppose that the single-photon detectors in the QKD system have a probability pg of producing
a false detection signal within the detection time window. When there are significant optical losses in
the channel, this is the probability that a signal arrived at the detector with zero photons and that the
detector produced a false positive within the the detection window. For a coherent pulse transmitted
with intensity -y, the probability of it containing zero photons is

Q?)l = 6_’YYVO ~ Y07 (43)

where Yj is the yield of the vacuum pulses, i.e. detection events when the vacuum pulses are trans-
mitted. Let d; be the dark count rate of detector ¢ and 7 be the detection window duration, then
Yo = (di +da) 7. We can accurately estimate Yj, by measuring the transmittance of the vacuum
pulses in the protocol since Quqc = Yo = (d1 + d2) 7. For a pulse prepared with an average intensity of
~ and with an observed transmittance -, the fraction of detection events due to detector dark counts,
d(7), is given by

. (di+d2)T
d(v) = —a,

We will assume that Eve controls the dark count output of Bob’s detectors. Signals arriving at the
detectors containing no photons will not contribute to the weak measurements results. In fact, we
should expect the average expectation value of the dark count signals for both weak measurement
observables to be 0. Therefore the averages of the weak measurement results for the signal pulses
conditioned on the initial state |«) and prepared with intensity v become

pt, =1 —dm)] g (H*),,. (45)

We see here that the dark counts will effectively make the estimated coupling parameter smaller than
its actual value. Since we can estimate the d(y) parameters independently of weak measurement results
using our information about the transmitted intensities and the observed transmittances, we can correct
for this and accurately extract the expectation values from the observed weak measurements results
using Equation (45).

From the ”iv weak measurement averages, Alice and Bob can estimate the parameters &; , and

(44)

SW with i € {X, Z}. However these are the error rates for the fraction of the signals that arrive at the
detector with non-zero intensities. To get the total estimated error rate we have to add in the errors
due to the observed dark counts with the proper proportion of vacuum and non-vacuum events,

57?,7 =

3 _ 1
02 (Q = Q) +4Q0 5 (1 - 5m> (dtdo)7 (46)

QW 2 QW

with 7y the pulse intensity and i € {X, Z}. These error rates can then be plugged directly into Equations
(42) and (41) or Equations (38) and (39) to find the asymptotically achievable secure key rate.

7 Towards Weak Measurement Device Independent Security

Thus far, we have demonstrated the robustness of our protocol against reasonable device flaws and
some adversarial control over the weak measurement interactions. While the security of the parameter
estimation is independent of Bob’s post-selection, and therefore detector control by Eve, there remains
the possibility that Eve could compromise the protocol’s parameter estimation if she could somehow
control the weak measurement outcomes themselves. In this section we will demonstrate that, given a
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very weak restriction on Eve’s information about which observable is weakly measured on each signal,
the weak measurement protocol can withstand a very general and powerful class of attack strategies
in which Eve has complete control of the weak measurement outcomes.

In addition to Assumption 1, which prevents Eve from performing projective measurements of each
photon after the weak measurement interaction and before the photon detectors, we will impose the
following additional requirement on Eve’s knowledge regarding the weak measurements:

Assumption 2 FEve has limited information about which observable, HY or ﬁ[‘, Bob has chosen to
weakly measure on each signal. More precisely, we assume that Eve’s ability to correctly guess which
of the two observables Bob chooses to measure on each signal is bounded above by some probability
1

5 <pg <l

2 _—

The precise limitation of Eve’s knowledge required will be derived below.

In order to model Eve’s control over the weak measurement results, we will treat the weak mea-
surement device in the QKD system as a black box through which each signal passes immediately prior
to being strongly measured at Bob’s detectors. We will imagine that the inner working of the black
box can be controlled by an agent of Eve, who we will called Fred. In addition to controlling the weak
measurement outcomes, Fred is also assumed to have full information about Bob’s choice of which
observable he intends to be weakly measured for each signal. Eve is allowed to communicate freely
with Fred, but Fred will have some limitation imposed on his ability to communicate with Eve. This
limitation will impose a limit on Eve’s probability, pg, of correctly guessing Bob’s weak measurement
observable choice for each signal.

The general weak measurement attack strategy we will consider is the following: (1) Eve will
perform any attack on the quantum channel she desires, (2) Fred attempts to communicate the weak
measurement observable choice to Eve, then (3) Eve uses her available information to instruct Fred
on how to influence the weak measurement results that Bob records for each signal. Whether or not
these results are due to an actual measurement interaction is unimportant. Eve’s goal is to influence
the weak measurement results such that her interactions with the quantum channel are hidden, and
therefore Alice and Bob will certify the channel as secure.

The weak measurement protocol is not fully measurement-device independent; nevertheless, the
black box model of the weak measurement outcomes given above is somewhat analogous to the channel
error rate estimation procedure in MDI-QKD. In MDI-QKD, both Alice and Bob’s signals are handed
to an adversary, Charlie, who is responsible for making a Bell state measurement. Charlie has the
option of either publicly announcing the actual measurement result, or announcing some other value of
his choosing. In order to verify that the results Charlie announces are correlated with the transmitted
signals, Alice and Bob authenticate the measurement results by comparing to the expected results of
the Hong-Ou-Mandel (HOM) interference of the two signal photons. Charlie’s lack of knowledge about
both Alice and Bob’s signals prevent him from being able to fake the measurement results and pass
the HOM interference test.

In the WM-QKD protocol, there is no HOM interference test. However, we conjecture that given
the validity of Assumptions 1 and 2, Alice and Bob can still verify that the announced weak mea-
surement results are correlated with the transmitted signals by placing three basic restrictions on the
measurement results that can be easily verified as additional steps in the protocol. The first restriction
is that the estimates for §x and §z are both nonnegative. In the nonadversarial regime, this require-
ment will always be satisfied; however, this imposes a rather strong restriction on Eve’s ability to fake
the weak measurement results when she has limited knowledge of Bob’s choice of weak measurement
observable. The second check is that the variance of the measurement results is independent of the
source. That is to say, the calculated variances of the weak measurement results conditioned on each
initial state should be statistically identical. As we will see, Eve’s attempts to fake the weak measure-
ment results can sometimes affect the variance of the measurement outcomes differently depending on
the source basis. The last check is that the variance of the weak measurement results are what we
expect given the prescribed weak measure pointer state and interaction. That is to say, we use Eq.
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(29) to bound the permissible variance of the weak measurement results. As we will show, an adversary
cannot simultaneously fake the weak measurement results and satisfy all of these checks, even with
limited access to both source basis information and Bob’s choice of weak measurement observable.
We will call these checks the “weak measurement verification” or “WM verification.” Our goal in the
following is to demonstrate that, with limited side channel access to the source basis and Bob’s choice
of weak measurement observable, any weak measurement attack strategy by Eve will either fail the
WM verification or generate error rate estimates above the security threshold.

Before characterizing several general attack strategies in detail, let us first write down the expec-
tation values of H* and H~ for each of the four input states with no channel noise. When the signal
is encoded with bit value a in the Z basis and there is no channel noise, the expectation values are:

~

(), = L+ CUT (47)

1
2 2,2
While when the signal is encoded in the X basis with no channel noise, we have:

e 1 (-1

() = 5+ (15)
As can be seen, the expectation values (and hence the weak measurement results) have encoded
in them information about the source bit value. Consequently, one may be led to believe that the
extent to which Eve can fake these expectation values will be limited by her knowledge of the source
bit values. However, Eve can just as easily make a weak measurement of both observables on each
signal before she performs any additional interaction with the signal, and while Eve does not know
the bit values, she does know that her weak measurement results are correlated with the raw key bit
values. Consequently, we come to the first of three distinct attack strategies that utilize Eve’s control

of the weak measurement device:

Attack Strategy 1 (ppesis = 1/2, pg < 1). If Eve knows with certainty the weak measurement
observable chosen for each signal, then Eve should make her own weak measurements of both H* and
H™ near the signal source and record these results. After her weak measurements of the signals, Eve
then performs a strong Z basis measurement on the quantum channel and records the results. Finally,
Eve uses her control of the weak measurement device to substitute her weak measurement results
corresponding to the observable that Bob expects, while sending a copy of her strong measurement
result to Bob’s detectors.

This attack strategy is a very limited one since it requires pg = 1. A natural question is whether or
not Eve can utilize her own weak measurement results and her control over Bob’s weak measurement
device to compromise the protocol when 1/2 < py < 1. Let us assume for now that Eve has no
knowledge of Alice’s preparation basis, so that her probability of correctly guessing the basis is ppasis =
1/2. We conjecture that the most general strategy for this scenario is the following one. Eve replaces
Bob’s weak measurement results with a scalar multiple (actually an affine transformation) of her weak
measurement results, in an attempt to leverage her knowledge of Bob’s choice of weak measurement
observable to manipulate the error estimates without any a priori knowledge of the encoded bit values.

Note two crucial observations regarding the expectation values from Eqs. (47) and (48). First,
when the signals are encoded in the Z basis the expectation values of H* and H™ are the same, while
those encoded in the X basis have a sign difference in the second term. Second, by assumption, Eve
does not have any information about the basis in which a given signal was prepared.

In the case of unital noise, we remind the reader that the X and Z errors are related to the true
expectation values by

1—rf 147r;
x=—5"=—%5 (49)
1—7r9 147!

dz = 5 = g (50)
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where the r parameters are obtained from

V2((H™) 4 — (H)+) (51)
V2((H")o+ (H )0 —1). (52)

+
T:E

0
T2

Eve has the goal of altering Alice and Bob’s estimate of these parameters such that the average
of the two is as small as possible (or at least below the security threshold). As before, we will denote
Alice and Bob’s estimates of this as
= ox+0z 1 1, L0
517— 2 _§_Z<Tm +Tz)a (53)
where the tilde over the r’s indicate these are derived from the fake weak measurement outcomes
provided by Eve. Note that in the case of no channel noise,

o=—1, (54)
rg =41, rl=—1. (55)

This fact will form the basis of Eve’s attack strategy to leverage her weak measurement results to
attempt to break the protocol. If Eve only correctly guesses Bob’s choice of weak measurement ob-
servable with probability py < 1 and she knows nothing about the source basis, she can choose the
weak measurement results given to Bob so that

pointer 9 2

AFake (Hj:) — 9Eve +a (AjE:'ve . gEve) ) (56)

In the above, ggye is the coupling parameter for Eve’s weak measurement interactions. We will assume
that Eve is smart enough to set ggye &~ ¢ in order not to raise the suspicions of Alice and Bob. From

these fake weak measurement pointer results, Alice and Bob’s estimates of the r parameters are given
by

f;r — ﬁ(<H+>Eake - <H7>iake)7 (57)
7 = VE(E Y 4 ()~ 1), (58)

which Eve wishes to minimize. The faked weak measurement results will yield faked estimated expec-
tation values given by

()8 = S oo (00— ) + @ =) (0= 5 )] (59)
() = 5o ()= 5 ) + (=) (- 5] (60)

where (H*), are from the results of Eve’s weak measurements and given in Equations (47) and (48).
From this Alice and Bob’s r parameter estimates will now be

7= 4a(2py — 1) (61)
7y =—a(2py — 1) (62)
7 = +a (63)
il = —a. (64)

Therefore the bit error rate estimated by Alice and Bob under this weak measurement attack will be

~ 1

0= 51— apH) - (65)
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This looks good for Eve since « is freely chosen by her. However, Alice and Bob will test the trustwor-
thiness of the weak measurement device by estimating the variance of the weak measurement results.
Recognizing that the weak measurements are independent of the source, the estimated variances con-
ditioned on each source should be statistically equivalent.

The variances of the fake measurement results conditioned on the source basis are given by

Var [Agg%{r?ter(ﬂi7 Z)] = Var {ozAi‘f} — (agEveUEve)2 ' %)

The variance test performed by Alice and Bob then forces Eve to make Eqgs. (66) and (67) equal,
which can only be satisfied when pyy = 1. We note that this is the degenerate case covered by Attack
Strategy 1. The significance of this result is that if Eve has no information about the source basis,
then in the asymptotic key regime only perfect information about the weak measurement observable
will allow her to utilize her control of the weak measurement device to compromise the security of the
protocol.

Attack Strategy 2 (% < Dpasis < 1, % < pg < 1). With the previous result we are lead to ask to
what extent Eve can use any side-channel information about the source basis combined with imperfect
information about the weak measurement observable to break the protocol. It turns out that such a
strategy does exist, and the details of this attack and the derivation of the resulting lower bound on
Alice and Bob’s estimated QBER can be found in Appendix A. This lower bound is given by

~ 1 o
5L:{1—< ) asis } 68
V=5 gy ) ProsisPH (68)

Given an error security bound of ds., the protocol is secure against this attack strategy whenever
Osec — Owm < (5bL . In other words, the ratio % will place an upper bound on the allowed value of the
product ppasispr such that the protocol’s security is preserved when this attack is employed.

Attack Strategy 3 (ppasis > 1 — 20sec; p < 1). In this case, Eve’s most powerful attack strategy
is to simply perform an intercept-resend attack on the quantum channel, measuring in the Z basis
whenever she believes the signal was prepared in Z, and leave Bob’s true weak measurement results
unaltered. Since Ppasis > 1 — 20sec, it follows that the noise introduced by guessing the incorrect basis
will be below the error security bound. Obviously, this attack is one open to Eve against any QKD
protocol that is not completely device independent.

We therefore make the following conjecture:

Conjecture 5 In the limit of infinite key length and given that Assumptions 1 and 2 are valid, either
Attack Strategy 2 or Attack Strategy 8 is optimal for all values of ppesis and pg. In other words,
given the assumptions, there are no attack strategies that utilize source basis and weak measurement
observable side-channel information that extract a greater amount of key information with an equivalent
QBER as estimated by Alice and Bob.

The most likely method Eve would use to gain information about the weak measurement observ-
able choice is via an active Trojan horse attack on Bob’s weak measurement apparatus. These attacks
would be implemented using essentially the same techniques as Trojan horse attacks on the source
or measurement basis choices [18] in other QKD protocols. Characterizing and limiting information
leakage into such side channels is a requirement for any QKD protocol that is not fully device inde-
pendent. In particular, we note that the MDI-QKD protocol is also vulnerable to Trojan horse attacks
on either Alice or Bob’s sources. In effect, MDI-QKD trades the vulnerability to detector attacks on
Bob’s detection basis choice in BB84 for vulnerability to Trojan horse attacks on Bob’s source basis
choice. Our protocol utilizes a similar trade by swapping Bob’s detector basis choice for his choice
of which observable to weakly measure. A key point is that our protocol is able to make this trade
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Figure 6: Schematic of one possible implementation of the weak measurement QKD protocol. Key
information is encoded using the polarization of the signal photons. The photons’ time degree of
freedom is used as the weak measurement pointer. The weak measurement coupling strength is
controlled by the size of the relative delay between the paths in the interferometer.

using only single photons and without any need for successful two photon interference as in MDI-QKD.
In addition, Eve needs a significantly larger amount of information about the choice of observable in
WM-QKD to break the protocol than she needs about Bob’s choice of source basis in MDI-QKD. The

full protocol including the weak measurement certification step is included in Appendix B.

8 Implementation

To indicate the feasibility of the protocol we will now sketch one particular implementation. Let us
suppose that the raw key information is encoded in the polarization of the signal photons with Alice
randomly choosing to encoded in either the linear polarization basis (Z) or the diagonal basis (X).
Furthermore, the weak measurement pointer state will be the temporal wavefunction of the signal
pulses. The weak measurement pointer states are prepared so that the single photons are emitted
with a temporal envelope that is Gaussian shaped with a fixed width 7 and a peak value that occurs
at a known time as determined by an accurate clock at the source. Bob will possess a clock that is
synchronized with Alice’s source clock. Bob uses this clock to record the time each photon is detected
by the single photon detectors that perform the final Z basis measurement. In the new protocol Bob
must also weakly measure one of the projectors onto the two H polarization states (randomly chosen)
given by

|H*) = cos (:|:78r> |0) — sin (:I:g) 11). (69)

To implement the necessary weak measurement interaction, Bob will use a polarizing interferometer
consisting of two polarizing beam splitters oriented with the linear basis and a polarization independent
optical delay in one path of the interferometer with duration 07 < 7 as in Figure 6. Because the optical
delay is small compared with the photon’s temporal uncertainty, the entanglement between the photon’s
polarization and path is very weak. Just before each photon enters the polarizing mterferometer Bob
will uniformly randomly choose to measure one of the two projectors onto H* and H™ by rotating the
incoming photon’s polarization state by ¢ = g or ¢ = —% respectively. On exiting the interferometer,
the polarization of each photon is then rotated back to its original state. Note that by implementing
the weak measurement interaction in this way, the interaction strength is ensured to always be the
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same for both projectors since the same delay is used. The weak measurement pointer used here is
the time degree of freedom for the photons’ exiting of the source aperture. As long as the signal
pulse’s temporal wavefunction is well controlled and the detectors’ timing jitter are relatively small
compared to the weak measurement’s optical delay, accurate estimates of delay time, and thus the
weak measurement results, can be obtained.

Finally, we note that this implementation is only one of many possibilities. For example, in the
case that the raw key information is encoded into the phase of the signal pulses, the polarization degree
of freedom could be used as the weak measurement pointer. Bob would then utilize weak coupling
between the paths inside of the appropriate non-polarizing interferometer and the photons’ polarization
to implement a weak measurement of phase. Additionally, while we have chosen to highlight using
an additional degree of freedom of the photons themselves for the weak measurement pointer states,
in principle these states could be the states of some other quantum systems prepared by Bob. Bob
would weakly couple this system to each photon as it is received and then strongly measure this system
independently of the photons. One potential method of using an external quantum system to perform
the weak measurements is to to perform a suitably weak non-demolition measurement of the photon
number of the path through the interferometer defining the weak measurement observable. This could
potentially be accomplished using a nonlinear optical interaction to shift the phase of a coherent state
local oscillator used as the weak measurement pointer [31, 34] in the presence of a signal photon in the
interferometer path. A nice feature of this application of a nonlinear optical interaction based non-
demolition measurement is that, in contrast to performing high quality quantum gates for quantum
computing, we do not need or even desire a high degree of distinguisability between the occupation
and non-occupation of the path.

A benefit of the analysis of the previous section is that by implementing the weak measurements
using additional degrees of freedom of the photons themselves, and thus allowing Eve direct access to
the pointer states, we do not necessarily compromise the security of the protocol.

9 Performance Comparisons of Predicted Asymptotic Secure Key Rate

In this section we will directly compare the asymptotic secure key rates of the new weak measurement
protocol, a decoy state BB84 protocol, and the MDI protocol of Lo, et al. under various QKD system
configurations. In Figure 7 we compare the Decoy+Vacuum BB84 protocol, calculated using Equation
(42) in [24], and the Weak+Vacuum Weak Measurement protocol, calculated using Equation (41), with
two types of avalanche photon detectors (APDs): standard InGaAs APDs [15] and higher efficiency
InGaAs/InP APDs [10]. We have chosen realistically weak interactions for the weak measurements
with g/opp = 0.05, as well as a conservative intrinsic system error rate of e; = 0.015, which we model
as a rotation of the state of the source qubit in the X, Z plane as defined by the weak measurment
observables. The detection efficiency and dark count rate parameters were taken from the QKD exper-
iment reported in [15]. Notice that the penalty we pay in secure rate when using weak measurements
for parameter estimation is barely perceptible. This shows that the weak measurement protocol has
almost the same asymptotic secure key rate as BB84 itself, but without vulnerabilities to detector
control by Eve.

Since WM-QKD is secure against all detector control attacks, it is instructive to compare its per-
formance to MDI-QKD, currently the most feasible way to implement quantum cryptography without
any detector vulnerabilities. In the limit of an infinite number of decoy states and assuming the only
intrinsic system errors are due to rotations of the source qubits, the asymptotic secure key rate of
MDI-QKD can be calculated as in [40]. In Figure 8 we compare the relative performance of the two
protocols for very low and moderate intrinsic system errors of 0.25% and 1.5% respectively. Using
standard APDs, Figure 8a, indicates that WM-QKD has a secure key rate that is typically two orders
of magnitude higher than MDI-QKD and a positive secure rate for a distance that is about 75-90%
that of MDI-QKD. In Figure 8b we compare WM-QKD and MDI-QKD when using cryogenic super-
conducting nanowire single-photon detectors with 93% detection efficiency [27|. As expected, the use
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Figure 9: This figure shows the stability of WM-QKD as compared to MDI-QKD under increases in
the intrinsic system error rate. The total detection efficiency is 14.5%, the channel loss rate is 0.2
dB/km, and the error reconciliation factor is f = 1.16.

of such extremely high efficiency detectors significantly increases the performance of both protocols,
and also closes the gap somewhat between the two in the case of very low intrinsic system error. In all
of these cases we have attempted to optimize the choice of signal and/or decoy intensities to maximize
the key rates for each protocol and each set of system parameters.

An important issue for the performance of a practical QKD system is the stability of the secure
key rate with respect to changes in the system parameters. Due to the complex relationship between
these parameters in MDI-QKD there can be a significant variability in the achievable secure key rate
with small changes in source intensity or system error rate. For example, in Figure 9 we compare how
changes in the intrinsic system error rate affect the secure key rate for MDI-QKD and WM-QKD. The
signal /decoy intensities for each protocol were optimized for a system intrinsic error rate of 0.25% and
held fixed. As the system’s error rate was increased above 1%, MDI-QKD’s performance degrades very
rapidly. In comparison, the performance of WM-QKD is quite stable as a function of the intrinsic
system error. This is due to the relative simplicity of performing single qubit measurements compared
to the Bell state measurements of MDI-QKD.

10 Conclusion

We have presented a new prepare-and-measure QKD protocol that utilizes weak measurements to
decouple security parameter estimation from the photon detection basis. This protocol provides a much
simpler solution to well-known detector control attacks than alternatives such as MDI-QKD. We have
demonstrated the robustness of the protocol against weak measurement implementation imperfections.
Additionally, we have analyzed the extreme scenario in which Eve can completely control the weak
measurement results themselves, and conjectured optimal attack strategies in this regime. We have
demonstrated that these attack strategies necessarily fail when there is a small limitation on Eve’s
ability to accurately guess Bob’s choice of weak measurement observable and Eve cannot alter the
photon’s state after the the weak measurement interaction. Finally, we compared the asymptotically
achievable secure key rates of the new weak measurement protocol to BB84 with Weak+Vacuum decoy
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states and MDI-QKD with an infinite number of decoy states. We found that the weak measurement
protocol should have almost identical performance to the BB84 protocol and is up to two orders of
magnitude better than MDI-QKD for realistic system parameters and using standard, non-cryogenic
detectors.

While MDI-QKD protocols eliminate detectors from the analysis of security, implementation of
these protocols are highly non-trivial, costly, and have a reduced overall key throughput as compared
to prepare-and-measure protocols. The prepare-and-measure weak measurement QKD protocol intro-
duced in this article offers a cost-effective alternative to MDI-QKD that, while also eliminating detector
control based attacks, will achieve an overall secure key throughput essentially equivalent to the orig-
inal BB84 protocol. We stress that although the weak measurement protocol is not fully detection
device independent because it is in principle susceptible to some detector side-channels, e.g. timing
attacks [19], that can leak key information independent of channel parameter estimation, WM-QKD
15 immune to detector control, e.g. detector blinding attacks.

The analysis presented in this paper proves the asymptotic security of a weak measurement QKD
protocol (1) in the ideal case, (2) with reasonable device imperfections, and (3) against a general class
of attacks in which Eve has complete control over the outcomes of the weak measurements. Future
work will address the security of the weak measurement QKD protocol in the finite key length regime.
In addition, we will work to develop detailed descriptions of realistic implementations of the protocol
and derive the resulting predicted secure key rates.
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A Analysis of Weak Measurement Attack Strategy 2

In this appendix we perform a detailed analysis of Attack Strategy 2 in Section 7. The idea is to
generalize Attack Strategy 1 by utilizing Eve’s information about the source basis to enable Eve to
apply two independent affine transformations to her weak measurement results. With this extra degree
of freedom to exploit in designing the faked weak measurements, Eve will attempt to reduce Alice and
Bob’s estimated QBER below the security threshold and simultaneously satisfy the constraints of the
expected variance of the weak measurement results.

Let the probability that Eve correctly guesses the encoding basis for a given signal be ppasis > %
Then, the averages of Eve’s weak measurements conditioned on the basis labels that Eve applies to her
weak measurement results — and labeled by the correct H observable expected by Bob will be given by

a,x ve a,x ve 9 asis 2\/5 asis \/§ )
~ 1 —1)® —-1)®
Aifve = JEve <Hi>£ge = JEve |:2 +pbasis(2\/)§ + (1 - pbasis)(\/%:| . (71)

However for an individual signal, Eve is not certain of which of the two H observables she needs to fake
the weak measurement. By Assumption 2, Eve can only correctly guess this with some probability, % <
pr < 1. Given her knowledge, Eve will guess the observable Bob expects to see the weak measurement
of and the preparation basis of the signal, and then she will provide a fake weak measurement result
to Bob based on her own weak measurement pointer results for H* and H ~, denoted Af”e and AFve,
respectively. For a given signal, let us suppose Eve believes it to have been prepared in the X basis and
that Bob expects a weak measurement result for HZ. Then Eve will provide a fake weak measurement
pointer result to Bob using her own weak measurement pointer result given by

E E
AR5, = 15 o (22 - 95 ). (72)
for some «, of her choosing. Likewise, if Eve believes the signal was prepared in the Z basis, she will
give Bob the fake weak measurement pointer result

Fak + 9Eve E 9Eve
ARt (5, 2) = 92 o, (e - 95 (73)
where again, o, is some number of Eve’s choosing. In the above, gg,e is the coupling parameter for
Eve’s weak measurement interactions. We will assume that Eve is smart enough to set gpye =~ ¢ in
order not to raise the suspicions of Alice and Bob.
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After being provided these fake weak measurement results, the averages calculated by Alice and
Bob for a given observable and prepared in a given basis will be

(A58 = 2 4 s o (1) + (1 ) (FD] 4 (1~ ppie) L (74)
— {1 i) £ (20— D} 0 (75)
and
(A8 = 3+ {1 = psi) (1) + (1 = i) G0} S0 (76)
— 5+ ac{ i £ (1 i) (20— 1) L (77)

This will yield four equations to determine how Eve chooses the faked weak measurement results
labelled by the observable Eve believes Bob is expecting and the basis in which she believes Alice
prepared the signal:

7 ake 1 [ I7 -

g = oy [ ()0 = 5) + 0 =9) (s - (73)
PO 1 s .
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From these we see that Alice and Bob’s r parameter estimates are
FE = V2 [(EE — (HT)PE| = aophasis (2pm — 1) (82)
f(z] = \/§(<H+>gzke + <H_>gzke - 1) = OzPbasis- (83)
Therefore the bit error rate estimated by Alice and Bob will be

5, = % - Drsie o 4o (2m — 1)), (84)
From Eq. (82), we see that if Eve knows nothing about Bob’s choice of weak measurement observable
(i.e., pg = %), then 7} = 0 so that ox = %, and hence &, will necessarily be at least 0.25, which is well
above the security bound.
Let us suppose then that pg > % If we require that the protocol ensure that both dx and 6 are
non-negative, then Eve is required to constrain her fake weak measurement results such that

1

ay < 85
v (2pH - 1)pba5is ( )
1
o, < . (86)
Dbasis

This means that if Eve has some small amount of information about the weak measurement observable,
i.e. py > 1/2, then she could reduce o as low as desired even when she has no information about
the source basis. However, unless Eve has near perfect information about the weak measurement
observable, this comes at the cost of a drastic increase to the variance of the weak measurement results
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which can also be monitored independently by Alice and Bob. More explicitly, the variances of the
fake measurement results are

2
Var AFgﬁl er Hi: X)| = Var OéxAEve = |: i :| 87
[Apointer )] A2 = | o~ 1) pro (87)
Fak + E 9Eve0 Eve 2
Var[A Sister (H ™, Z)] = Var[a, AL™] = {p] . (88)
basis

We now add to the protocol the requirement that Bob’s weak measurement results have a variance
that is consistent with a probability distribution that is specified for the weak measurement device.
In terms of our model, this is a requirement on the WM black box that is under the control of Fred.
Specifically, in our example, Bob will test the statistics of the weak measurement results obtained from
Fred to verify they are consistent with a Gaussian distribution with variance equal to a specified value
of g20%4 p- This will require Eve to set

2
Varfo, AE) = |08 | gt )

Puasis

Since we have already noted that Eve will want to make gg,e &~ g in order to successfully fake the
weak measurement results, this leaves Eve the flexibility to choose 0pye = PpasisOrmp to potentially
hide her amplification factors. However, if Eve decreases O‘%ve with a constant gpye, then Eve’s weak
measurements will become strong measurements as ggye/0gve approaches 1. The effect of this is to
add a component to the actual §7 error rate of the channel that Eve cannot remove. This will result
in Alice and Bob underestimating the bit error rate which will cause the error reconciliation process to
fail. Therefore, the ratio of Eve’s coupling and weak measurement pointer must be less than or equal
to the ratio of Alice and Bob’s estimated coupling strength and expectation variance,

e= ()~ (L) < (L) 50

with £ < 1, in order to avoid introducing uncorrectable errors into the distributed raw key. In the
case of white noise added to the weak measurement process and for asymptotically many signals, the
approximation becomes equality and Eve is required to set gpye = ¢ and ogye = oarp. Since the
variances given in Equation (87) and (88) must each equal g?0%,,, Eve will only be able to fake
the weak measurement results to satisfy the conditions for the protocol to certify the channel to the
extent that she has some information about both the signal preparation basis and Bob’s choice of H
observable.

To find the relationship between the bounds on Eve’s information about the source basis and weak
measurement observable and her control over the estimated bit error rate, note that the lower bound
on the estimated bit error rate, 4%, is related to the upper bound of the estimated r parameters by

o =5 - (FV 7). (91)

The upper bounds on the r parameters are derived from the constraints on the variances of Eve’s fake
pointer results by

2

V900D
Var[o, AFY] = L = ¢g%02 92
[ v ] [(QPH - 1)pbasis MD ( )

S0U 2
Varla.AD"] = [m] = i (93)

Pbasis
So that the r upper bounds are

f;rU = (2pH - 1)pbasis (94)
f(sz = DPbasis- (95)
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From this we see that the lower bound on Alice and Bob’s estimated bit error rate is

< 1
515 = 5 (1 - pbasispH) . (96)

We therefore conclude that Attack Strategy 2 is only successful when ppasisprg > 1 — 20see, Where
dsec 18 the error security bound (e.g. ppasispr > 0.78 in the case of dsec = 11%), and therefore this
strategy is strictly weaker than Strategy 3 (simple intercept-resend) since we have assumed that pg < 1.
Additionally, when py = 1, Attack Strategy 1 is strictly stronger than Attack Strategy 2 since it is
independent of ppgsis-

If we allow the variance of the weak measurement pointer to have some imprecision, then in the
weak measurement verification we can specify the ideal weak measurement pointer variance U?MD as
well as an additional variance term w?, e.g due to classical noise added to the pointer state. In this
more relaxed version of the variance test, Bob specifies both oy/p and o for the weak measurement
implementation, with o2, = o3, + w?
bounds become

. In this more realistic case, the equations for the r upper

v

2
Var[a,AF¥] = l JoMD ] = g%0? (97)

(2pH - 1)pbasis see

- 2
s [

= g 0%er 98
Poasis g ( )

From these we arrive at a modified lower bound on the estimated bit error rate for the non-ideal
weak measurement implementation case

z 1 Osec
615 = 5 |:1 - ( )pbasispH:| . (99)

OMD

If ppasis and py are known (or at least upper bounds of these parameters can be estimated with high
confidence), then security of the protocol is enforced by choosing oge. such that SbL is necessarily larger
than the QBER security threshold dse.. It is rather striking to see just how much weak measurement
imprecision is permitted when ppss and py are close to 1/2, while still maintaining security. For
example, if ppasispr = 0.35 and we use the Shor-Preskill [29] QBER bound of ds.. = 0.11, then ogec
can be over twice op;p before d,.. exceeds SbL

B The Full Protocol

In Table 1 we provided a sketch of a QKD protocol that performs parameter estimation with weak
measurements. In this appendix, we provide a more detailed version that incorporates all of the sub-
tleties that were discussed in the article. The primary difference between the WM-QKD protocol and
most other QKD protocols is the parameter estimation, so we describe that subroutine independently,
after writing out the protocol. We will implicitly assume that decoy states have been implemented as
in Section 6.4 in order to estimate the appropriate parameters.

B.1 The Protocol

1) Alice creates two uniformly random binary strings, s4 and b, of length N, corresponding to the
bit and basis, respectively. If b; = 0, then Alice encodes her bit s4; in the Z basis; otherwise she
encodes it in the X basis. She then transmits each signal to Bob.

2) Bob creates a uniformly random length N binary string h which he uses to choose his weak mea-
surement observable on each signal. If h; = 0, he weakly measures H* on the it" signal; otherwise
he weakly measures H~. For each signal received, Bob weakly measures the signal according to
h, then strongly measures the signal in the Z basis. Bob records his weak measurement result in
a (real-valued) string w and his strong measurement result in a string sp that takes the values 0,
1, and L, corresponding to measurement outcome 41, —1, and no signal received, respectively.
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3) After the N signal, Bob announces which indices in s have the value L. Alice and Bob remove
these indices from their respective strings sa, b, h, w, and sp.

4) Bob publicly announces the strings h and w. Alice uses these strings to perform the parameter
estimation subroutine.

5) Alice either announces the abort signal, or the QBER, along with her string b.

6) If the protocol is not aborted, then Alice and Bob both remove the indices i from their respective
strings, s4 and spg, for which b; = 1. Their reduced strings now correspond to their sifted keys.

7) Alice and Bob perform classical error reconciliation and privacy amplification as usual, to obtain
a secure shared key from their sifted keys.

B.2 Parameter Estimation Subroutine

We assume Alice has the following threshold parameters: dsec, gsee, and a?ec. We additionally assume

she is able to obtain the fraction d(u) of signals due to dark counts from the decoy states, as in Eq.
(44).

(1) For each length-3 binary string @ € Z3 Alice creates a substring gz of the weak measurement
string w received from Bob according to

Wi € (s 4, ,b;,hi)- (100)
This conditions the weak measurement results of each observable at each initial state.
(2) Alice calculates the averages Jig of each of these strings, as well as the variance o2 of each.

(3) Using Egs. (19) and (20), and the estimate d(u) of the signal dark count fraction, Alice calculates
Jr —
g and g~.

(4) Alice then calculates all 8 expectation values, from which she obtains her estimates of dx and
dz.

(5) Alice certifies the weak measurements by verifying that

0x, 0z =0, (101)
9%, 97 < Gseer (102)
02 < g2, for each @, and (103)
02~ o2, for all a,d. (104)

any ot the above relationships fail, Alice sends an abort signal. Otherwise, she calculates the
6) If f the ab lationships fail, Ali d b ignal. Otherwi h lcul h
QBER according to
QBER = 6, + (1 — d(11))dum (105)

where 6y is the channel bit error rate, calculated from, e.g., Eq. (46), dym, is the weak measurement
induced error rate calculated in Section 5, and d(u) is the fraction of signals due to dark counts,
given by Eq. (44). Alice then performs the security check by verifying

QBER < §yec. (106)

If the above equation fails, Alice returns an abort symbol; otherwise she returns the QBER.

33



	1 Introduction
	2 Background on Weak Measurements
	3  Introducing a Weak Measurement Based Protocol
	4  Parameter Estimation with Weak Measurements
	4.1  Weak Measurement Entanglement Distillation Protocol
	4.2  Estimating the Error Parameters from Expectation Values

	5 Effect of Weak Measurement Disturbance on Key Rate
	6  Security of Parameter Estimation
	6.1 Imperfect Weak Measurements
	6.2 Biased Weak Measurements
	6.3  Adversarial Knowledge of Bob's Choice of Weak Measurement Observable
	6.4  Weak Coherent Sources
	6.5  Detector Dark Counts

	7 Towards Weak Measurement Device Independent Security
	8 Implementation
	9 Performance Comparisons of Predicted Asymptotic Secure Key Rate
	10 Conclusion
	 Acknowledgments
	 References
	A Analysis of Weak Measurement Attack Strategy 2
	B The Full Protocol
	B.1 The Protocol
	B.2 Parameter Estimation Subroutine


