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FORMAL PRIVACY FOR FUNCTIONAL DATA
WITH GAUSSIAN PERTURBATIONS

By ARDALAN MIRSHANI MATTHEW REIMHERR* AND ALEKSANDRA SLAVKOVIC

Pennsylvania State University

Motivated by the rapid rise in statistical tools in Functional Data
Analysis, we consider the Gaussian mechanism for achieving differen-
tial privacy with parameter estimates taking values in a, potentially
infinite-dimensional, separable Banach space. Using classic results
from probability theory, we show how densities over function spaces
can be utilized to achieve the desired differential privacy bounds.
This extends prior results of Hall et al. [22] to a much broader class
of statistical estimates and summaries, including “path level” sum-
maries, nonlinear functionals, and full function releases. By focusing
on Banach spaces, we provide a deeper picture of the challenges for
privacy with complex data, especially the role regularization plays
in balancing utility and privacy. Using an application to penalized
smoothing, we explicitly highlight this balance in the context of mean
function estimation. Simulations and an application to diffusion tensor
imaging are briefly presented, with extensive additions included in a
supplement.

1. Introduction. New studies, surveys, and technologies are resulting in ever richer and more
informative data sets. Data being collected as part of the “big data revolution” occurring in the
sciences have dramatically expanded the pace of scientific progress over the last several decades, but
often contain a significant amount of personal or subject level information. These data and their
corresponding analyses present substantial challenges for preserving subjects’ privacy as researchers
attempt to understand what information can be publicly released without impeding scientific
advancement and policy making [31].

One type of big data that has been heavily researched in the statistics community over the last
two decades is functional data, with the corresponding branch of statistics called functional data
analysis, FDA. FDA is concerned with conducting statistical inference on samples of functions,
trajectories, surfaces, and other similar objects. Such tools have become increasingly necessary as
our data gathering technologies become more sophisticated. FDA methods have proven very useful
in a wide variety of fields including economics, finance, genetics, geoscience, anthropology, and
kinesiology, to name only a few [34, 35, 19, 23, 28]. Indeed, nearly any data rich area of science will
eventually come across applications that are amenable to FDA techniques. However, functional and
other high dimensional data are also a rich source of potentially personally identifiable information
[29, 18, 37].

Related Work: To date, there has been very little work concerning FDA and statistical data
privacy, in either Statistical Disclosure Limitation, SDL or Differential Privacy, DP. SDL is the branch
of statistics concerned with limiting identifying information in released data and summaries while
maintaining their utility for valid statistical inference, and has a rich history for both methodological
developments and applications for “safe” release of altered (or masked) microdata and tabular data
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[11, 36, 41, 20, 25]. DP has emerged from theoretical computer science with a goal of designing
privacy mechanisms with mathematically provable disclosure risk [13, 16]. Hall et al. [22] provide
the most substantial contribution to statistical privacy with FDA to date, working within the DP
framework and the Gaussian mechanism for releasing a finite number of point-wise evaluations, with
applications to kernel density estimation and support vector machines. They provide a limiting
argument that establishes DP for certain sets of functions. One of the major findings of Hall et al.
[22] is the connection between DP and Reproducing Kernel Hilbert Spaces, which we extend more
broadly to Cameron-Martin Spaces. Recently, Alda & Rubinstein [1] extended the work of Hall
et al. [22] by considering a Laplace (instead of a Gaussian) mechanism and focused on releasing
an approximation based on Bernstein polynomials, exploiting their close connection to point-wise
evaluation on a grid or mesh. Other related contributions include Alvim et al. [2] who consider
privacy over abstract metric spaces assuming one has a sanitized dataset, and Smith et al. [38] who
examine how to best tailor the mechanism from Hall et al. [22].

Our Contribution: In this work, we move beyond Hall et al. [22], Alda & Rubinstein [1] and
Smith et al. [38] by establishing DP for functional data much more broadly. We first show that
the Gaussian mechanism achieves DP for a large class of linear functionals and then show that
this mechanism offers seemingly complete protection against any summary imaginable, covering
any “path level” summaries, nonlinear transformations, or even a full function release, though the
later is usually not computationally feasible without some additional structure (e.g., continuous
time Markov chains). Such extensions are critical for working with transformations that are not
simple point wise evaluations, such as basis expansions, norms, and derivatives or when the objects
exhibit complex nonlinear dynamics. We also provide an interesting negative result, that shows that
not all Gaussian noises are capable of achieving DP for a particular summary, regardless of how
the noise is scaled. In particular, we introduce a concept called compatibility, and show that if a
noise is not compatible with a particular summary, then it is impossible to achieve DP. To establish
the necessary probabilistic bounds for DP we utilize functional densities via the Cameron-Martin
Theorem. This is also of independent interest in FDA as densities for functional data are rarely
utilized due to the lack of a natural base measure [4]. Most attempts at utilizing or defining densities
for functional data involve some work-around to avoid working in infinite dimensions [12, 10]. Lastly,
we demonstrate these tools by considering mean function estimation via penalized smoothing, where
in addition to the DP results we also provide guarantees on the utility of the sanitized estimate.

One of the major findings of this work is the interesting connection between reqularization
and privacy. In particular, we show that by slightly over smoothing, one can achieve DP with
substantially less noise, thus better preserving the utility of the release. This is driven by the fact
that a great deal of personal information can reside in the “higher frequencies” of a functional
parameter estimate, while the “lower frequencies” are typically shared across subjects. To more
fully illustrate this point, we demonstrate how a cross-validation for choosing smoothing parameters
can be dramatically improved when the cross-validation incorporates the function to be released.
Previous works concerning DP and regularization have primarily focused on performing shrinkage
regression in a DP manner [e.g. 27, 8] and model selection with linear regression (e.g., Lei et al.
[32]), not exploiting the regularization to recover some utility as we propose here.

Organization: The remainder of the paper is organized as follows. In Section 2 we present
the necessary background material for DP and FDA. In Section 3 we present our primary results
concerning releasing a finite number of linear functionals followed by full function and nonlinear
releases. In Section 4 we present an application to penalized smoothing for mean estimation, which
is especially amenable to our privacy mechanism. In Section 5 we present simulations to highlight
the role of different parameters, while in Section 6 we present an application of Diffusion Tensor
Imaging of Multiple Sclerosis patients. In Section 7 we discuss our results and present concluding
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remarks.
2. Background.

2.1. Differential Privacy. Differential Privacy, DP, was first introduced in Dwork [13], Dwork
et al. [16]. Let D be a (potentially infinite) population of records, and denote by D the collection of
all n-dimensional subsets of . Throughout we let D and D’ denote elements of D. Notationally, we
omit the dependence on n for ease of exposition. We work with (e, d)-DP, where € and 6 could be
considered as parameters representing the privacy budget with smaller values indicating stronger
privacy; when § = 0 we obtain pure- or e-DP. DP is a property of the privacy mechanism applied
to the data summary, in this case fp := f(D), prior to release. For simplicity, we will denote
the application of this mechanism using a tilde; so fD = f (D) is the sanitized version of fp.
Probabilistically, we view fD as a random variable indexed by D (which is not treated as random).
This criteria can be defined for any probability space.

DEFINITION 2.1 (Dwork [13], Wasserman & Zhou [40]). Let f: D — Q, where (2, F) is some
measurable space. Let fp be random variables, indezed by D, taking values in Q and representing
the privacy mechanism. The privacy mechanism is said to achieve (€,8)—DP if for any two datasets,
D and D', which differ in only one record, we have

P(fp € A) < P(fpr € A)e + 4,
for any measurable set A € F.

The most common setting is when 2 = R, i.e., the summary is real valued. In Section 3.1 we take
Q = R, corresponding to releasing N linear functionals of a functional object, while in 3.2 we will
consider the case when 2 = B, a real separable Banach space. In Hall et al. [22], they were able to
consider the space of real valued functions over R?, i.e., the product space Q = RT with T'= R? (or
some compact subset), by clever limiting arguments of cylindrical sets; they thus considered DP
over RT equipped with the cylindrical o-algebra (i.e. the smallest o-algebra that makes point-wise
evaluations measurable). However, in most cases we are actually interested in a subspace of R,
such as the space of continuous functions, square integrable functions, differentiable functions, etc.
It turns out that the resulting o-algebras (and thus the protection offered by DP) are in general
quite different, and that working directly with R” can result is some fairly glaring holes. Chapter
7 of Billingsley [5] or Section 3.1 of Bogachev [6] discuss these issues, but it is interesting to note
that the cylindrical o-algebra on R” is missing the sets of linear functions, polynomials, constants,
nondecreasing functions, functions of bounded variation, differentiable functions, analytic functions,
continuous functions, functions continuous at a given point, and Borel measurable functions. To
avoid this issue, we work directly with the Borel o-algebra on the function space of interest, which
in our case will always be a Banach space, though in principle this approach can be extended to
handle any locally convex vector space.

At a high level, achieving (e,0)—DP means that the object to be released changes relatively little
if the sample on which it is based is perturbed slightly. This change is related to what Dwork [13]
called sensitivity. Another nice feature is that if fD achieves DP, then so does any measurable
transformation of it; see Dwork et al. [15, 16] for the original results, Wasserman & Zhou [40] for
its statistical framework, and Dwork & Roth [14] for a more recent detailed review of relevant DP
results.
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2.2. Functional Data Analysis. Much of FDA is built upon the Hilbert space approach to
modeling, i.e., viewing data and/or parameters as elements of a particular Hilbert space (most
commonly L?[0, 1] after possibly rescaling). However, we take a more general approach by allowing
for arbitrary separable Banach spaces, which will dramatically increase the application of our results,
while requiring only a small amount of more technical work. All of the concepts/tools from this
section are classic probability theory results that might be of interest in the FDA and privacy
communities. We refer the interested reader to Bogachev [6] for a nearly definitive treatment of
Gaussian measures. Throughout we let B denote a real separable Banach space; we always implicitly
assume that B is equipped with its Borel o-algebra.

Let 6 : D — B denote the particular summary of interest and for notational ease, we define
Op := 0(D). In Section 3.1 we consider the case where the aim is to release a finite number of
linear functionals of p, whereas in Section 3.2 we consider releasing sanitized versions of the entire
function or some nonlinear transformation of it (such as a norm or basis expansion).

The backbone of our privacy mechanism is the same as in Hall et al. [22], and is used extensively
across the DP literature. In particular, we add Gaussian noise to the summary and show how the
noise can be calibrated to achieve DP. A random process X € B is called Gaussian if f(X) is
Gaussian in R, for any continuous linear functional f € B* [6, Def. 2.2.1]. Throughout we use * to
denote the corresponding topological dual space. Equipped with the norm || f||p+ = Sup|jp|p<1 f (h),
the dual space is also a separable Banach space. The pair (B, v) is often called an abstract Weiner
space [6, Sec. 3.9], where v is the probability measure over B induced by X. Every Gaussian process
is uniquely parametrized by a mean, p € B, and a covariance operator C' : B* — B, which for every
f € B* satisfies

Ef(X)]=f(w),  C(f) =E[f(X —p)(X = p)]

[30]. One can equivalently identify C' as a bilinear form C(f,g) = Cov(f(X),g(X)), and we will use
both notations whenever convenient. It follows that

F(X) ~ N(f (), C(f5 1)),

for any f € B*. We use the short hand notation N to denote the Gaussian distribution over R, but
include subscripts for any other space, e.g., Np for B.

A key object concerning privacy will be the Cameron-Martin space [6, Sec. 2.4] of X (or equivalently
of (B,v)). Using C one can equip B* with an inner product

(f, 9}k = Cov(f(X), g(X))
- / f(@ — gl — ) dv(x),

which implies that B* can be identified as a linear subspace of L?(B,v), that is, v-square integrable
functions over B. However, B* is no longer complete under this inner product; denote the completed
space as K. Finally, consider the set of all h € H C B such that the mapping

f=f(n)

is continuous in the K topology. Intuitively, these functions are ones that are ”"nicer” than arbitrary
elements of B. In particular, they must be regular enough to ensure that f(h) is finite for any f € I,
which are much "uglier” functionals than those in B*. By the Riesz representation theorem, we can
associate each element h € ‘H with a T}, € K such that (Ty, f)x = f(h). The set H equipped with
the inner product

(z,y)n = (To, Ty)k,
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is called the Cameron-Martin Space, and is itself a separable Hilbert space. Note that, slightly less
abstractly, we have C(T},) = h [6, Lemma 2.4.1]. One can also view K as being a type of Reproducing
Kernel Hilbert Space [6, pg. 44] in a very broad sense since we have (T}, f)x = f(h), for any f € K.
In infinite dimensions the Cameron-Martin space does not contain the sample paths of X, but they
can be thought of as ”living at the boundary” of H. While the Cameron-Martin space is introduced
via Gaussian processes, it is determined entirely by the covariance operator C.

2.3. Hilbert Space Example. While working with a general Banach space allows for a broader
impact, it is also conceptually much more challenging. We can gain additional insight by considering
what happens when B = H is actually a Hilbert space. By the Riesz Representation Theorem, H is
isomorphic to H* so we can always identify H* with H and de-emphasize the linear functionals.

We can obtain very convenient expressions if we take a basis {v; : i =1,2,...} of H consisting of
the eigenfunctions of C' (recall in Hilbert spaces C' must be nonnegative definite and trace class). In
this case we have that

C(vl) == )\ﬂ}l

So assuming that that there are no zero eigenvalues, define e; = )\;1/ 21)1-, then these form an
orthonormal basis of I as
—1/2,—1/2
<ei,ej);< = Ai / /\j / COV(<’UZ',X>H, <’Uj,X>H) = 5ij,

where ¢;; is 1 if ¢ = j and zero otherwise. The space K consists of all linear combinations of the e;
whose coefficients are square summable. The inner product on Cameron-Martin space, H, is given

(o, = Y DB il

7

(1) H:{er-iWﬂ<oo}
: : y .
i=1

In other words, those elements of H are the functions whose coefficients in the v; basis decrease
sufficiently quickly. Note that the case where some \; are actually zero (meaning C' has a nontrivial
null space) can be easily handled by restricting H to the range of C.!

The space H is a Hilbert space when equipped with the inner product (z,y)y = > )\i_l (x,v;i){y,v;).
When H = L2[0,1] and K is an integral operator with continuous kernel k(¢, s), then # is isomorphic
to a Reproducing Kernel Hilbert Space, RKHS [3] (one has to be slightly careful as L? consists of
equivalence classes).

3. Privacy Enhanced Functional Data. In this section we present our main results. The
mechanism we use for guaranteeing differential privacy is to add a Gaussian noise before releasing
fp. In other words, our releases will be based on a private version 7] D, where 0 p = 0p+oZ. However,
it turns out that not just any Gaussian noise, Z, can be used. In particular, the options for choosing
Z depend heavily on the summary 6p. This is made explicit in the following definition.

DEFINITION 3.1. We say that the summary 0p is compatible with a Gaussian noise, Z ~
Ng(0,C), if Op resides in the Cameron-Martin space of Z for any D € D.

n fact, such a game can be played quite broadly as any Radon measure over a Fréchet space will concentrate on a
reflexive separable Banach space [6, Thm 3.6.5].



6 MIRSHANI, REIMHERR, AND SLAVKOVIC

Intuitively, this means that the noise must be “rougher” than the summaries. Our next definition
is a generalization of one from Hall et al. [22], which focused on functions in RKHS only.

DEFINITION 3.2. The global sensitivity of a summary 0p, with respect to a Gaussian noise
Z ~ Ng(0,C) is given by
A? = sup ||0p — Op |3,
D'~D

where D' ~ D means the two sets differ at one record only, and || - || is the norm on the Cameron-
Martin space of Z.

The global sensitivity (GS) is a central quantity in the theory of DP. In particular, the amount of
noise, 0Z, depends directly on the global sensitivity. There are other notions of “sensitivity” in the
DP literature, such as local sensitivity, but here our focus is on the global sensitivity that typically
leads to the worst case definition of risk under DP; for a detailed review of DP theory and concepts,
see Dwork & Roth [14]. If a summary is not compatible with a noise, then it is possible to make the
global sensitivity infinite, in which case no finite amount of noise would be able to preserve privacy
in the sense of satisfying DP.

THEOREM 3.1.  If a summary 0p € B is not compatible with a noise Z ~ Ng(0,C) then for any
o>0,0p:=0p+cZ will not satisfy DP.

PRrOOF. This is a direct consequence of the Cameron-Martin Theorem, which characterizes the
equivalence/orthogonality of Gaussian measures. If the summary is not compatible with the noise,
then there exists a D ~ D' such that ||p — 6ps|ly = oo, which implies that the distributions f(D)
and f(D') are singular. O

Intuitively, if the summary is not compatible with the noise, then one can pool even small amounts
of information from across an infinite number of dimensions to produce a disclosure.

3.1. Releasing Finite Projections. We begin with the comparatively simpler task of releasing a
finite vector of linear functionals of fp. In particular, we aim to release f(0p) = {f1(0),..., fn(0Dp)},
for f; € K D B* and some fixed N. While placed in a more general context, the core concepts involved
are the same as in Hall et al. [22] (they focused on point-wise evaluations, which are continuous
linear functionals over an appropriate space). Interestingly, since we are using the Cameron-Martin
space, we can actually release more than just continuous linear functionals; we can release any
functional from /C, which is, in general, much larger than B*.

THEOREM 3.2.  Assume 0p is compatible with Z ~ N (0,C), e <1, and define

o2 > 210%(22/5) A2
€

Now define f(0p) = {f1(0),..., fn(0p)} and fp) ={f1(0p),..., fn(Op)}, for {fi € K}N,. Then
fp achieves (e,8)-DP in RN

Op =0p+oZ with

Theorem 3.2 can be viewed as an extension of Hall et al. [22] who focus on point-wise releases. If
B is taken to be the space of continuous functions with an appropriate topology, then Theorem 3.2
implies point-wise releases are protected as well. However, this theorem allows the release of any
functional in K. This dramatically increases the release options and applications as compared to
Hall et al. [22] or Alda & Rubinstein [1].
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3.2. Full Function and Nonlinear Releases. While Section 3.1 covers a number of important
cases, it does not cover all releases of potential interest. In particular, full function releases are not
protected and neither are nonlinear releases, such as norms or derivatives. A full function release
is not usually practically possible, however in some situations, such as continuous time Markov
chains, full paths can be completely summarized using a finite number of values, but these values
are not simple point wise evaluations or linear projections and thus not covered under Hall et al.
[21], Alda & Rubinstein [1] or our results from Section 3.1. Regardless of this point, there is a certain
comfort in knowing that one has a complete protection that holds regardless of whatever special
structures one might be able to exploit or new computational tools that might become available. In
addition, one can obtain a great deal of insight by considering the infinite dimensional problem, as it
highlights the fundamental role smoothing plays when trying to maintain utility while achieving DP.

To guarantee privacy for these types of releases, we need to establish (e,)-DP for the entire
function, not just finite projections. This means that in Definition 2.1, the space is taken to be B,
which is infinite dimensional. In previous works [e.g., 17, 22] to establish the probability inequalities
like in Definition 2.1, bounds based on multivariate normal densities were used. This presents a
serious problem for FDA and infinite dimensional spaces as it becomes difficult to work with such
objects (there is very little FDA literature that does so). For example, Delaigle & Hall [12] define
densities only for finite “directions” of functional objects. Another example is Bongiorno & Goia [7]
who define psuedo-densities by carefully controlling “small ball” probabilities. Both works claim
that for a functional object the density “generally does not exist.” However, this turns out to be
a technically incorrect claim, while still often being true in spirit. The correct statement is that,
in general, it is difficult to define a useful density for functional data. In particular, to work with
likelihood methods, a family of probability measures should all have a density with respect to the
same base measure, which, at present, does not appear to be possible in general for functional data.

The difficulty in defining densities in infinite-dimensional spaces comes from the fact there is
no common base or reference measure [9], such as Lebesgue measure, however our goal in using
densities is more straightforward. We require densities (with respect to the same base measure) for
the family of probability measures induced by {0p +cZ : D € D}, where Z is a mean zero Gaussian
process in B with covariance operator C'. It turns out that this is in fact possible because we are
adding the exact same type of noise to each element. We give the following lemma, which is simply
an application of the classic Cameron-Martin Theorem.

LEMMA 3.1. Assume that the summary 0p is compatible with a noise Z. Denote by Q the
probability measure over B induced by o Z, and by {Pp : D € D} the family of probability measures
over B induced by Op + oZ. Then every measure Pp has a density over B with respect to Q, which
s given by

ddg)(x) = exp {;2 (I0n11% — 2Ty, (1;))} ,

Q@ almost everywhere. Recall that 0p = C(Ty,) and that the density is unique up to a set of Q
measure zero.

At this point we stress that the noise is chosen by the user; it is not a property of the data. The
primary hurdle for the user is ensuring that the summary is compatible with the selected noise. As
we will see in Section 4, one can accomplish this by using specific estimators. Lemma 3.1 implies
that, for any Borel measurable set A C B we have

Pp(4) = /A CZ;%) 1Q(x),
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which we exploit in our proofs later on.
Now that we have a well defined density we can establish differential privacy for entire functions.

THEOREM 3.3. Let fp :=0p, and assume that it is compatible with a noise Z and that € < 1,
then fp := fp + 0Z achieves (e,8)-DP over B (with the Borel o-algebra), where o is defined in
Theorem 3.2.

We also have the following simple corollary.

COROLLARY 3.1.  Let f be compatible with a noise Z, and let T' be any measurable transformation
from B — S, where S is a measurable space. Then T'(fp + 0Z) achieves (€,8)-DP over S, where o
18 defined in Theorem 3.2.

Together, Theorem 3.3 and Corollary 3.1 imply that the Gaussian mechanism gives very broad
privacy protection for functional data and other infinite dimensional objects, as nearly any trans-
formation or manipulation of the privacy enhanced release is guaranteed to maintain DP; this is
known as a postporocessing property (e.g., see Dwork & Roth [14]).

4. Privacy for Mean Function Estimation. In this section we consider the problem of
estimating a mean function p from a sample Xy, ..., X, that are iid elements of H with EX; = p € H
and || X;|lg < 7 < oo for all i. We derive a bound on the global sensitivity as well as utility guarantees.
In Section 5 and in the Supplemental we will illustrate how to produce private releases of mean
function estimates based on RKHS smoothing in more specific settings. In Hall et al. [22] one can
also find examples for kernel density estimation and support vector machines.

As is usual in the DP literature, we assume that the data is standardized so that it is bounded,
usually with 7 = 1. In this case, the sample mean i = n~! Yo X; is root-n consistent and
asymptotically normal [28]. There are a multitude of methods for estimating smooth functions,
however, a penalized approach is especially amenable to our privacy mechanism. In this case we
define a penalty using the covariance of the noise, C'. However, the penalty and noise kernels need
not be exactly the same, and in particular, we assume that penalty uses C" for some 1 > 1. Here
C" has the same eigenfunctions as C', but the eigenvalues have been raised the power 7. This allows
for greater flexibility in terms of smoothing and it is helpful for deriving utility guarantees. We
define the penalized estimate of the mean p

. I 2 2

where ¢ is the penalty parameter. The norm || - ||, is defined as the Cameron-Martin norm of C".
While the most natural candidate is n = 1, taking something slightly larger can actually help with
statistical inference as we will see later on. Here, we can see the advantage of a penalized approach
as it forces the estimate to lie in the space ‘H which means that the compatibility condition, as
discussed in theorems 3.1 and 3.2, is satisfied. A kernel different from the noise could be used,
but one must be careful to make sure that the compatibility condition is met. If (\;,v;) are the
eigenvalue/function pairs of the C' and {X; = 372 wjvj 1 i =1,..., N}, with 2;; = (X;, v;)m, then
the estimate can be expressed as

(2) ,[11 - =7 nijx,-jvj,
N i=1 j=1 )‘j +¢

We then have the following result.
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THEOREM 4.1. If the H norm of any element of the population is bounded by a constant
0 <7 < oo then the GS of ji form > 1 is bounded by

i
A% < sup—~L——
TN (A )

or more simply

A2 < 72 (2n — 1)2=1/n < 472
n — N2¢1/77 n2 - N2¢1/n'

The resulting bound is practically very useful. Data can be rescaled so that their H bound is,
for example, 1, and then the remaining quantities are all tied to the used noise/RKHS. Thus, the
bound can be practically computed and the corresponding releases are guaranteed to achieve DP.

We conclude with a final theorem that provides a guarantee on the utility of i 4+ cZ. One
interesting note is that in finite dimensional problems, the magnitude of the noise added for privacy
is often of a lower order than the statistical error of the estimate. However, in infinite dimensions,
this is no longer true unless i > 1. This is driven by the fact that the squared bias is of the order
¢, and thus ¢ must go to zero like N1 if it is to balance the variance of ji. However, in that case
the magnitude of the noise added for privacy is of the order o2 =< N=2t1/7_If y = 1, then o2 is
also of the order N~!, while if 5y > 1, then it is of a lower order and thus asymptotically negligible.
We remind the reader that the noise and thus C' is arbitrary, so 7 can be chosen in a way that is
appropriate for p by using a rougher noise.

THEOREM 4.2. Assume the X; are iid elements of H with norm bounded by T < co. Define
fi=p+oZ,

where

L {210g(2/5)] .

2 N2p1/ny2

72(2n — 1)2_1/’7]

If the tuning parameter, ¢, satisfies ¢ o< N~ and if |||, < oo then we have
Eli-ilh—oN") and  Eli-pulk=0(N"),
while i achieves (e-6) DP in H.

5. Empirical Study. Here we briefly present simulations with B = L2[0,1] to explore the
impact of parameters on the utility of sanitized releases. We consider the problem of estimating
the mean function from a random sample of functional observations using RKHS smoothing, as
discussed in Section 4.

For the RKHS, H, we consider the Gaussian (squared exponential) kernel :

@ )= =)

We simulate data using the Karhunen-Loeve expansion, a common approach in FDA simulation
studies. In particular we take

@) X = )+ 32U t) te 0.1,
j=1
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where the scores, Ujj;, are drawn iid uniformly between (—0.4,0.4). The functions, v;(t), are taken
as the eigenfunctions of C'y and m was taken as the largest value such that A\, was numerically
different than zero in R (usually about m = 50). All of the curves are generated on an equally spaced
grid between 0 and 1, with 100 points and the RKHS kernel and the noise kernel will be taken to
be the same (i.e. n = 1). The range parameter for the kernel used to define H is taken p = 0.001
and the smoothness parameter of the X;(¢) is set to p = 4 . The mean function, sample size and DP
parameters will also be set as u(t) = 0.1sin(nt), N = 25, (e = 1,5 = 0.1), respectively. We vary the
penalty, ¢, from 107 to 1 to consider its effect.

Note that we take 7 = sup || X;||m for any i € 1,..., N and thus all qualities needed for Theorem
4.1 are known. The risk is fixed by choosing the € and § in the definition of DP. We thus focus on
the utility of the privacy enhanced curves by comparing them graphically to the original estimates.
Ideally, the original estimate will be close to the truth and the privacy enhanced version will be
close to the original estimate. What we will see is that by compromising slightly on the former, one
can makes substantial gains in the latter.

In Figure 1 we plot all of the generated curves in grey, the RKHS smoothed mean in green, and
the sanitized estimate in red. We can see that as the penalty increases, both estimates shrink towards
each other and to zero. There is a clear “sweet spot” in terms of utility, where the smoothing has
helped reduce the amount of noise one has to add to the estimate while not over smoothing. Further
simulations that explore the impact of different parameters can be found in the supplemental B.
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Fig 1: Original and private RKHS smoothing mean with Gaussian Kernel (C;) for different values of penalty
parameter ¢

6. Applications. In this section we illustrate our method on an application involving brain
scans (diffusion tensor imaging, DTI) that gives fractional anisotropy (FA) tract profiles for the
corpus callosum (CCA) and the right corticospinal tract (RCST) for patients with multiple sclerosis
as well as controls; data are part of the refund [24] R package. This type of imaging data is becoming
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more common and the privacy concerns can be substantial. Images of the brain or other major
organs might be quite sensitive source of information, especially if the study is related to some
complex disease such as cancer, HIV, etc. Thus it is useful to illustrate how to produce privacy
enhanced versions of function valued statistics such as mean functions. We focus on the CCC data,
which includes 382 patients measured at 93 equally spaced locations along the CCA.

Our aim is to release a sanitized RKHS estimate of the mean function. We consider three kernels
C4, C3 and Cy which correspond to the Gaussian kernel, Matérn kernel with v = 3/2, and the
exponential kernel, respectively. Each kernel is from the Matérn family of covariances [39]. The
exact forms are given in (6) in the supplement, where a fourth kernel Cy is also considered that is
“inbetween” C and C3 (hence the odd numbering). In all settings we take (e,0) = (1,0.1) and select
the penalty, ¢, and range parameter, p, according to two different approaches. The first is regular
Cross Validation, CV, and the second we call Private Cross Validation, PCV. In CV we fix ¢ and
then take the p that gives the minimum 10-fold cross validation score. We do not select ¢ based on
cross validation because, based on our observations, the minimum score is always obtained at the
minimum ¢ for this data. In PCV we take nearly the same approach, however, when computing the
CV score we take the expected difference (via Monte-Carlo) between our privacy enhanced estimate
and the left out fold from the original data. In other words, we draw a sample of privacy enhanced
estimates, compute a CV score for each one, and then average the CV scores. In our simulations
we use 1000 draws from the distribution of the sanitized estimate. We then find both the ¢ and p
which give the optimal PCV score based on a grid search.

For the CV-based results, for each of the kernels, we fixed a value for ¢ € {0.0001,0.001,0.01,0.03}
and then vary the p between [0.01,2]. We use the optimal parameter values in Table 1 to produce
the privacy enhanced estimates for C] in Figure 2. We see that the utility of the privacy enhanced
versions increases as ¢ increases, however, the largest values of ¢ produce estimates that are over
smoothed. There is a good trade-off between privacy and utility with ¢ = 0.01 for C';. The results
for other kernels are reviwed in supplemental C.
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Fig 2: Mean estimate for cca and its private release using Gaussian kernel (C7) with CV.
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Turning to PCV, we varied ¢ in range [107%,0.1] for each of the kernels but p will be varied in
[0.01,0.1], [0.05,0.5] and [0.2, 1] for C;,C3 and Cjy respectively. Here we use the optimal parameters
in Table 2 to generate privacy enhanced estimates, given in Figure 3. Here we see that the utility of
the privacy enhanced estimates is excellent for C;. Using PCV tends to over smooth the original
estimates (green lines), however, by slightly over smoothing we make substantial gains in utility as
we add less noise.

04 03 01
® original functions ® original functions ® original functions
S mean function S mean function S mean function
— — — private mean — — — private mean — — — private mean
N ~ | N
o o o
© | © ©
o ~ o o
7 S ~ N
8 7 8 // \ 3 7 2
&) /\ / o / N\ / [$) / N /

[t} 74BN NS / [t} / \ PN / [t} / \ i
SAN s N oy N N / sl \ S I

/ N N i \_ / N N,/

| W4
<« < | =
o o o
(] ™ | (]
o o o
00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10

Fig 3: Mean estimate of CCA and its private release for Exponential (Cy), Matérn(3/2) (C3) and Gaussian
kernels (C1) using PCV.

7. Conclusions. In this work we have provided a mechanism for achieving (e, §)-DP for a wide
range of summaries related to functional parameter estimates. This work expands dramatically
upon the work of Hall et al. [22], Alda & Rubinstein [1], Smith et al. [38], who explored this topic
in the context of point-wise releases of functions. Our work covers theirs as a special case, but
also includes path level summaries, full function releases, and nonlinear releases quite broadly.In
general, functional data can be highly identifiable compared to scalar data. In biomedical settings,
for example, a study may collect and analyze many pieces of information such as genomic sequences,
biomarkers, and biomedical images, which either alone or linked with each other and demographic
information, lead to greater disclosure risk[33].

The heart of our work utilizes densities for functional data in a way that has not yet been explored
in the functional data literature. Previously, usable densities for functional data were thought not
to exist [12] and researchers instead relied on various approximations to densities. We showed how
useful forms for densities can be constructed and utilized. However, it is still unclear how extensively
these densities can be used for other FDA problems.

The literature on privacy for scalar and multivariate data is quite extensive, while there has been
very little work done for FDA and related objects. Therefore, there are many opportunities for
developing additional theory and methods for such complicated data. One issue that we believe
will be especially important is the role of smoothing and regularization in preserving the utility of
privacy enhanced releases. As we have seen, a bit of extra smoothing can go a long way in terms
of maintaining privacy, however, the type of smoothing may need to be properly tailored to the
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application for much complicated objects.
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Supplemental Material

APPENDIX A: PROOFS

PROOF OF THEOREM 3.2. For f; € K define

vp = (f1(0p). ... [n(6D)),
and the matrix K = {(f;, fj)x}; recall C(fi, fj) = (fi, fj)x. Using Proposition 3 of Hall et al. [22],
we then need only to show that
(v — ) K (v = v12) < 10— O [y

where + denotes the Moore-Penrose generalized inverse. We take a common strategy to such
problems by showing that the left hand side can be expressed as ||[P(0p — 6p/)||3,, where P is a
projection operator. Recall that we can move between K and H via the transformation h = CT}, for
h € H and T}, € K. Define the operator, P, : B — span{fl, ..., fn} C K as

Zfzz ’L]f]( )

and its analog into H, P : B — span{C(f1),...,C(fn)}:
N

N
P(z) = C(Pi(z)) = Y _C(fi) Y (KN)ijfi(x
=1

J=1

Notice that while P; maps elements of B to K D B*, P, maps elements of B into the Cameron-Martin
space, H C B. By the reproducing property, there exists Ty, g , € K such that

(Tyy, 6, Pr(0p — Opr))c

N
= Z<fz’aT0D—6D/>IC (KT)ijfi(0p — 0pr)

Mz

N
Il
—

=1

I
E
'MZW

fi(eD - HD’) ( )Wf](eD - GD’)

Il
—

1

J
vp — VD/)TK+(VD — VD/).

—~~ =

Moving to H we have
Ty, 6, Pr(0p —0p/))c = (0p — Op/, P(0p — Opr)) .-

If we show that P is a projection operator over H, i.e., symmetric and idempotent, we will have the
desired bound.
First, P is idempotent by direct verification:

N N N N
P x) =) C(f)D (K* (ZC ) ( K+)klfl(33)>
i=1 Jj=1 k=1 =1
N N N N
=3 C(£)Y (KM)ij Y Clfr £7) > (K Nufil=)
i=1 j=1 k=1 =1

(K afi(z) = P(x).

I
Mz
Mz

C(fi)

.
I
N
o~
I
—
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Second, we show P is symmetric with respect to the H inner product by making repeated use of
the reproducing property:

(P(x),y)n = (Pi(2), Ty)x

N N
= Z fz Z z] f]
i=1 7j=1
= (Te, PL(y))k = (@, P(y)) -
Hence P is a projection operator from H to K, and the claim of the theorem holds. O

PROOF OF THEOREM 3.3. We aim to show that for any measurable subset A C B we have
Pp(A) <e“Ppi(A) + 4,
where Pp denotes the measure of fp. Recall the global sensitivity for the functional case is
A% = sup ||fp = forll3
D~D!
The density of fp wrt oZ is
exp {501l — 2Toa)) |

where for simplicity we denote Tp = Ty,. We equivalently aim to show that

Pp(A) = /A AP (z) = /A jﬁ; (2)dPp ()

See/ dPp/(x) + 0.
A

We can express

dPp dPp:
TP @) = Go @)/ @)

—exp {5z 1l — 1l — 2T~ To)(e) }.

Expand

Ifoli3 = Ilfor = fo + foll
= Ifor = folls + I o3 = 2{fp = for, fo)n
and recall that we can write (x,y)y = T, (y). So we have

dPp
dPpy

exp {_2(172(_”fD ~ forll3 = 2(Tp — Tp)(x — fD))} ‘

dPp
dPpy

Decompose B = H;|JH2 where for x € H; we have

dPp
dPpy

() < ef and for x € Ha we have

(z) > ef. Then trivially we have that

Pp(A) = Pp(ANHi)+ Pp(ANHs).
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Using the definition of H; we have that
dPD dPD/
Pp(ANH :/ T x) dQ(x
(anw) = [ Gp @) 5w da)

< e /A " dj 5 () dQ(z) < Py (A).

The proof will be complete if we can show that

Pp(ANHs) <6

This is equivalent to showing that

P( - gl ~ ol
—2(Tp —Tp')(X = fp)) = 6>< ,

where X ~ N(0,0%C). This can equivalently be stated as
1

2
o T = To)(X) 2 o [c = o~ il

S(=Ilfp = forllf, = 2(Tp — T )(X — fp)) > €

However (Tp — Tp/)(X) is a normal random variable with mean zero and variance || fp — fpr||3,. So,
if Z ~ N(0,1) then we have that

( (—Ilfo = forll3 —2(Tp — T )(X = fp)) > >
08z 2% e~ oLl - Jolf) )

252

<
(
PEZ W—QE>

IN

P

21log(2/9)

IN

P

1
V/210g(2/0) — 2210{;(2/5)> <0

as long as € <1 [22].

A.1. Derivation of RKHS Estimate. Recall that

N
1
=~ D 1% = mli + ollm7.
n=1

Without loss of generality, we may drop any terms not involving m and write

g(m) = =2(X, m)u + ||ml| + ¢[m|;
—2(X,m)u + (m,m)u + ¢(m, C~"m)p.
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Since we are working with a Hilbert space, it can be identified with its own dual. We transfer
everything over to the Cameron-Martin Space of C", call it H,,, which contains H:

g(m) = —2(X, C"m)y
+ (m, C"m)y + ¢(m, m)y.

We then have that
g (m) = —2C"X + 2C"m + 2¢m.

Setting the above equal to zero we have that
(5) C"X = C"u+ pju.

or
f=(C" 4 ¢I)71CN(X).

Since (Aj,v;) are the eigenvalues/eigenfunctions of C' and X; = > 72, x;;v; then we have

o (0]
= (v, = ZA +¢vaj>ij
7=1 7j=1
A\

1 N oo
- Li;U5.
N;Z)\n+¢ LV}

PROOF OF THEOREM 4.1. The upper bound for A2 is derived as following:

A} = sup |lip — fupr |3
D~D’

1 N
= su — (@1 — x1)v;]|3
1 )\2}7—1 00
< — sup —X—— sup X1 — X!, v;)2
N2 j ()\;7_,_@2 DND'jz::1< 1 J>H
2n—1
1 Aj 2
= —— sup sup || X1 —X
N2 j ()\;7 + ¢)2 ooy ” 1”H
472 )\277 !
SuUp ———5
= Nz oUP (A”+¢)

We can also derive a simpler bound by examining the function
x2n71

and where it attains its maximum. Taking the derivative we have f’(z) = 0 if and only if

fz) =

x>0,

(&7 + ¢)2(20 = 1a®~2 = 2212007 (&7 + ¢) = 0
(& +¢)(20 — 1) — 202" =0
v = (62— 1)/
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Taking a second derivative shows that this is where the maximum occurs. We then have that

(60 VP _ =1

T@) < G- 192 e

Thus, we can also use the bound

L AP B Bl
NP SN

For n = 1, the bound becomes 72N ~2¢~!, while another calculus argument shows that regardless of
7, one will always have
T8 (@n-1P7Vm o ar?
N2¢1/’7 772 - N2¢1/n’

as desired.

APPENDIX B: EXTENSION OF EMPIRICAL STUDY

In this section we review the impact of different parameters on the utility of sanitized releases
introduced in Section 5. For the RKHS, H, we would consider four popular kernels:

(6) Cl (t, 8) = exp {_lt[js}
Ca(t,s) = (1 + \/5|tp il + 5(t3p25) ) exp {\/5255'}

OS(t’S) = <1+ \/§)|tp—$> eXp{_\/§|t_S|}

P
Cult, s) = exp { ] } .

p

the first is also known as the Gaussian or squared exponential kernel and the last is also known as
the exponential, Laplacian, or Ornstein-Uhlenbeck kernel.

Recall the all parameters discussed in Section 5 will be fixed in all scenarios, except for the one
where they are explicitly varied to consider their effect.

The scenario 1 was discussed in Section 5.

Scenario 2: Varying kernel range parameter p. Here all defaults are used except the range
parameter for the noise and RKHS (which are taken to be the same in all settings) that ranges
from 0.002 to 2. The results are presented in Figure 4. We see very similar patterns to Scenario 1,
where increasing p increases the smoothing of both the estimate and its privacy enhanced version.
However, increasing p smooths more than it shrinks and there is still a non-negligible difference
between the two estimates for larger values, (e.g., p = 0.2). Practically, both p and ¢ should be
chosen together for the best performance, which we will explore further in Section 6.

Scenario 3: Varying the kernel function c(t,s). Here we consider the four different kernels given
in (6) for both the noise and RKHS kernel (which are taken to be the same). The results are
summarized in Figure 5. All kernels give roughly the same pattern, however, C; produces curves
which are infinitely differentiable, while the exponential kernel produces curves that are nowhere
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Fig 4: Original and private RKHS smoothing mean with Gaussian Kernel (Cy) for different values of kernel
range parameter p

differentiable (they follow an Ornstein-Uhlenbeck process). The two Matérn covariances give paths
that have either one (C3) or two (C3) derivatives. Since the underlying function to be estimated is
already very smooth, the kernel does not have a substantial impact. However, for more irregular
shapes, this choice can play a substantial role on the efficiency of the resulting RKHS estimate.
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Fig 5: Original and private RKHS smoothing mean for different kernels
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Scenario 4: Varying the smoothing parameter of samples p. In this setting we vary p from 1.1 to
4, which determines the smoothness of the data, X,,(¢). Note that p has to be strictly larger than
1 or the X; will not be square integrable. Figure 6 summarizes these results. As we can see, the
smoothness of the curves has a smaller impact on the utility of the sanitized estimates as compared
to other parameters. As the curves become smoother, the global sensitivity decreases implying the
need for less noise being added in order to maintain the desired privacy level, and thus resulting in
a higher utility for the privacy enhanced curves. However, the smoothness, in terms of derivatives,
of the estimates is not affected, as this is determined by the kernel.
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Fig 6: Original and private RKHS smoothing mean with Gaussian Kernel (Cy) for different values of
smoothing parameter of samples p

Scenario 5: Varying the privacy parameters (e,6). In this setting we vary the privacy parameters,
€ and §. Figure 7 present the effects of varying € from 5 to 0.1 while in Figure 8 we vary § from
0.1 to 1075, As we decrease the parameters, we are requiring a stricter form of privacy, which is
reflected in the plots; recall that § = 0 will give us the stricter form of DP, e-DP (also called e-DP).
As we decrease these values, the overall noise added increases, and we expect larger deviations of
the sanitized estimates from the mean. There is less sensitivity in the output to changes in ¢ than to
€. However, as with the previous scenario these parameters play no role in the overall smoothness,
in terms of derivatives of the resulting estimates.

Scenario 6: Varying sample size N. In Figure 9 we vary the sample size from 5 to 100. The
results are very similar to changing § and e, as the sample size does not influence the smoothness of
the curves (in terms of derivatives), but the accuracy of the estimate (green curve) gets much better
and so does the utility of the privacy enhanced version.

Scenario 7: Different underlying mean function p . Lastly, in Figure 10 we consider three
additional mean functions. Overall, the actual function being estimated does not influence the utility
of the privacy enhanced version, only the accuracy of the original estimate. This is because the
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Fig 7: Original and private RKHS smoothing mean with Gaussian Kernel (C}) for different values of privacy

level parameter ¢ when 6 =1
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Fig 8: Original and private RKHS smoothing mean with Gaussian Kernel (C}) for different values of privacy

level parameter § when ¢ = 1

noise to be added is computed from the different smoothing parameters as well as the range of the

L? norm of the data, not the underlying estimate itself.

APPENDIX C: EXTENSION OF DIFFUSION TENSOR IMAGING

In this section our aim is to see the privacy enhanced RKHS smoothing estimate of the mean
function discussed in Section 6 for C5 and Cy4 based on the optimal parameters in Table 1 for CV.




-0.05 0.05

-0.15

-0.05 0.05 0.15

-0.15

PRIVACY FOR FDA 9
N=5 N=10
T TS sample functions == sample functions
- - ~ -,
P N original summary o P SN original summary
- N — — private summary S+ N\ — — private summary
AN o
\\ \\
N
N z 4
N z 3 N 4
s—~ ¢ N
0
l
T T T T T T <|3 T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
N=25 N=100
wn
]
sample functions S sample functions
e original summary ——— original summary
y N — — private summary 0 // N\ — — private summary
7% N g - N\
Z AN b N\
N N
N 7 S N\ 77
X e ~Z N e ~
)
]
T T T T T T ? T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0

Fig 9: Original and private RKHS smoothing mean with Gaussian Kernel (C4) for different sample sizes N
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Fig 10: Original and private RKHS smoothing mean with Gaussian Kernel (C) for different initial mean

functions pu

The results are given in Figures 11 and 12 for Matern and Exponential kernels, respectively. In each
case, we see that the utility of the privacy enhanced versions increases as ¢ increases, however, the
largest values of ¢ produce estimates that are over smoothed. Here Table 2 represents the optimal
parameters to generate privacy enhanced estimates for PCV.
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Exp. Kernel Mat 3/2 Kernel Gau. Kernel

¢ optimum p optimum p optimum p
1 0.0001 0.25 0.10 0.01
2 0.001 0.20 0.15 0.01
3 0.01 0.30 0.15 0.03
4 0.03 0.80 0.30 0.05
TABLE 1
Optimum kernel range parameters p for different kernels with using CV for each fized penalty parameter ¢ in DTI
dataset
Kernel range ¢ range p  optimum ¢ optimum p
Ch [107%,0.1] [0.01,0.1] 0.005 0.030
Cs [107%,0.1]  [0.05,0.5] 0.005 0.250
Ca [107,0.1]  [0.2,1] 0.010 0.466
TABLE 2

Optimum penalty and range parameters (¢, p) for different kernels with PCV in CCA application.

¢=10"* ¢=0.001 ©=0.01 ¢=0.03
original functions original functions original functions original functions
g 1 ean function @ | mean function © | mean function © | mean function
N——-p i\:ate mean Iy °© — — - private mean °© — — - private mean ° — — - private mean
T My
I I i |
1 LA I | ~ ~ ~ |
© | | | | | | | [=] [=] [=}
STIA 1 | |
| ll v /)
|I | [, L | || © © |
il ‘, / | A i ° °
<L Wi A A
831 | s A \| 8 g
o \ ’I \ | o ’, \ I o A 7\ o
i 2 st f Sl ZO | S A
\ / \ . /B />N 7\
y [ | | PN \ ot y
i W / 2 N4 7 at
o~ (. \ f I 4 /
o [ <! A | < <
(! S s S S
\ i
[ \/
1)
o 1 @ | « |
o l' o o o
v
00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10

Fig 11: Mean estimate for CCA and its private release using Matérn(3/2) kernel (C3) with CV.
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Fig 12: Mean estimate for cca and its private release using Exponential kernel (Cy) with CV.
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