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Strategic Topology Switching for Security—Part I:
Consensus & Switching Times

Yanbing Mao, Emrah Akyol, and Ziang Zhang

Abstract—In this two-part paper, we consider strategic topol-
ogy switching for the second-order multi-agent systems under
a special class of stealthy attacks, namely the ‘“zero-dynamics”
attack (ZDA). The main mathematical tool proposed here is to
strategically switch the network topology to detect a possible
ZDA. However, it is not clear a priori that such a switching strat-
egy still yields consensus in this switched system, in the normal
(un-attacked) operation mode. In Part I, we propose a strategy on
the switching times that enables the topology-switching algorithm
proposed in Part II [2] to reach the second-order consensus in the
absence of a ZDA. Utilizing the theory of stable switched linear
systems with unstable subsystems, we characterize sufficient
conditions for the dwell time of topology-switching signal to reach
consensus. Building on this characterization, we then propose
a decentralized time-dependent topology-switching algorithm.
The proposed algorithm, used in conjunction with a simplified
control protocol, achieves consensus while providing substantial
advantages over other control approaches: it relies only on the
relative position measurements (without any requirement for
velocity measurements); and it does not impose any constraint
on the magnitudes of coupling weights. We finally demonstrate
our theoretical findings via the numerical simulation results.

Index Terms—Multi-agent systems, asymptotic second-order
consensus, strategic topology switching, dwell time.

I. INTRODUCTION

HE consensus of multi-agent systems with the first-
order dynamics is a well-studied theoretical problem
(see e.g., [3]-[6]) with many practical applications including
decentralized computation [[7], distributed optimization [,
power sharing for droop-controlled inverters in islanded mi-
crogrids [9]], clock synchronization for sensor network [10],
and more. However, current and emerging systems, such as
vehicle [3], [6], spacecraft [11], robot [12] and electrical
power networks [13], rely on the second-order dynamics.
This observation, coupled with the fact that the consensus
algorithms designed for the first-order multi-agent systems
cannot be directly applied to those with the second-order
dynamics, is the main motivation of this work.
A second-order multi-agent system consists of a population
of n agents whose dynamics are governed by the following
equations:

1'71' (t) = U; (t) )
f]i (t) = U; (t),

(1a)

i=1,....n (1b)
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where z;(t) € R is the position, v;(¢) € R is the velocity, and
u;(t) € R is the control protocol of agent 4.

Substantial research efforts have been devoted to the coor-
dination control of the second-order multi-agent systems (I,
see e.g., the second-order consensus [6]], flocking [14]], swarm-
ing [15]], velocity synchronization and regulation of relative
distances [16], and with their applications in the decentralized
formation control of mobile robots [[17] and spacecrafts [18],
and distributed continuous-time optimization [[19], etc.

In the following, we define the second-order consensus in
this context.

Definition 1: [20] The second-order consensus in the multi-
agent system (1)) is achieved if and only if the following holds
for any initial condition:

T o, (1) — 2 ()] =0, Ca)

—00

tlim lvi (t) —v; (1) =0,Vi,j=1,...,n. (2b)
—00

Conventional control protocols that achieve second-order
consensus impose rather restrictive assumptions on the cou-
pling strengths and network connectivity. Recent research
have focused on removing such restrictive assumptions. For
example, Mei et al. [21] propose an adaptive control gain to
relax the conditions on the coupling strengths. Qin et al. [22]]
derive lower bounds for coupling strengths of mechanisms of
the leaderless and leader-following consensus. To deal with
the problem of limited interaction ranges, Song and You [23]]
propose a range-based varying weighs along coupling matrix
that removes the assumption on the network connectivity.

However, the majority of the aforementioned prior ap-
proaches require the measurements of relative positions as
well as the individual/relative velocities [6], [20]—[23]. A few
recent control protocols that require only relative position
measurements are summarized in Table I. In this paper, we
provide a systematic study on whether the control protocols
summarized in Table I can be simplified to

ui(t) = Zaij (z; () =z (1), i=1,....n.  (3)

We note in passing that in prior work, topology changes
have been conventionally treated as disturbances that needs
to be mitigated [4], [29]-[32]. To the best of our knowl-
edge, active/strategic topology switching for networked control
systems has not been systemically studied, with exceptions
being [33]-[36]. Xie and Wang [33] proposed a centralized
topology-switching algorithm to achieve consensus for the
first-order dynamics. We note that Mao and Zhang proposed


http://arxiv.org/abs/1711.11183v4

Table I
CONDITIONS OF ASYMPTOTIC SECOND-ORDER CONSENSUS UNDER DIFFERENT CONTROL PROTOCOLS.

Ref. Control Protocol Constraints on
7 7
[24) ui () =a Y aiy (x5 (t) —z; (1) — B Y @iy (w5 () — x4 (tr)) coupling strengths « and 3, sampling period t541 — tj, eigenvalues of Laplacian matrix
j=1 j=1
7 ™
251 ui (t) = a Y aiy (25 (be—1) — =i (t—1)) — B > @iy (x5 (tn) — x4 (tx)) coupling strengths « and 3, sampling period t541 — tj, eigenvalues of Laplacian matrix
j=1 j=1
™ -
ui (t) = — 32 kij tanh (A" (25 (1) — @4 (1)) + ¢i (£)
=1

[26] . n
éi (t) = —k{ tanh (A\?¢; (t)) — ; kij tanh (A" (2 (t) — x; (1))

scalar gains A? and A", coupling weights k;;, bound of distributed control inputs w;(t)

27 i (t) =a 3 aij(z;(t,
271 u; (t) ”j;]aﬂl)(k](t)

h) — zi(tih)) — B z";] ais (7, ) — with_, )
= J

coupling strengths « and (3, sampling period h, eigenvalues of Laplacian matrix

wi (t) = =B Y ayy (@i () — 2 (b)) — w; (1)
223 il

s (6) = e 35 auy (@ (1) = 5 (14) = i ()
p

coupling strengths o and 3, sampling period ¢41 — tf, eigenvalues of Laplacian matrix

a decentralized state-dependent topology-switching algorithm
that achieves the second-order consensus [34]. However, the
approach in [34] rules out only the Chattering Zeno behavior
(zero dwell time of switching topologies [37]], [38]), i.e., it
might have Genuinely Zeno behavior (nonzero dwell time but
infinitely switching over finite time [37], [38]). The approach
taken in this paper eliminates both of these undesired behav-
iors.

Stealthy attacks, particularly the ‘“zero-dynamics” attack
(ZDA), poses an existential threat to wide deployment of
networked control systems. ZDA essentially hides its attack
signal in the null-space of the dynamics, and hence it cannot
be detected via conventional detection methods, i.e., it has
”zero” impact on the “dynamics”. Recent experiments [39]
demonstrate that changing the system dynamics can be a
remedy for ZDA. Motivated by this observation, we consider
topology switching as an effective way of altering the system
dynamics and hence detecting ZDA. However, an important
concern is the following: Can switching the topology destroy
the stability in the absence of attacks (in normal operation
mode)? The strategy on switching times proposed in this Part-
I paper addresses this problem. Another relevant question that
pertains to the design of topologies that can be used to detect
ZDA is studied explicitly in Part-II of this two-part paper [2].

The contribution of this paper is twofold, which can be
summarized as follows:

e We propose a simplified second-order control protocol
that only requires measurements of relative positions.
Building on the well-known results on the stability of
switched linear systems with unstable subsystems, we
obtain a strategy on the dwell time of topology-switching
signal that guarantees consensus in the absence of attacks.

e« We propose a decentralized time-dependent topology-
switching algorithm, based on the derived characteriza-
tion of switching times. The proposed algorithm achieves
second-order consensus without imposing any constraints
on the magnitudes of coupling weights, in sharp contrast
with prior work.

This paper is organized as follows. In Sections II and III
we present the notation and Problem formulation respectively.
In Section IV, we derive the strategy on switching times.
We present a decentralized time-dependent topology-switching

algorithm in Section V. Numerical examples are provided in
Section VI. Finally, we discuss our conclusions in Section VII.

II. NOTATION

We use P > 0 (>,<,< 0) to denote a positive defi-
nite (positive semi-definite, negative definite, negative semi-
definite) matrix P. We let R™ and R™*" denote the sets
of n-dimensional real vectors and m X n-dimensional real
matrices, respectively. The symbol N represents the set of
natural numbers and No = N U {0}. We let I and O denote
the identity matrix and the zero matrix with compatible
dimension, and 1,, € R™ and 0,, € R" denote the vector
with all ones and the vector with all zeros, respectively. The
superscript ‘T’ stands for matrix transpose. K, denotes the
set of strictly increasing, continuous and unbounded functions
[0,00) — [0,00) which is zero at zero. For a symmetric
matrix M € R™*™, we arrange its eigenvalues in an increasing
order as Ay (M) < Ay (M) < ... < N\, (M). & is the set
of indices of switching topologies (or the set of indices of
subsystems of switched systems). lem(+) denotes the operator
of least common multiple among scalers. Q stands for the set
of rational numbers.

The interaction among n agents is modeled by an undirected
graph G = (V,E), where V = {1,2,...,n} is the set of
vertices that represent n agents and E C V X V is the set
of edges of the graph G. The weighted adjacency matrix
A = [a;;] € R™*™ of the undirected graph G is defined as
i = Qj; > 0 if (Z,]) € E, and Qi = Qj; = 0 otherwise.
Moreover, by convention, the undirected graphs do not have
self-loops, i.e., for any ¢ € V, a;; = 0. The Laplacian matrix of
a graph G is defined as £ = [[;;] € R™*", where l;; = 3 a;;

j=1
and l;; = —a;; for ¢ # j. The diameter d of a graph'7 is the
longest shortest un-weighted path between any two vertices in
the graph.

III. PROBLEM FORMULATION

The second-order multi-agent system under the simpli-
fied control protocol (@) that involves topology switching is



described by

i‘i (t) = V; (t) (43)
Za"“) Y=z (t),i=1,...,n  (4b)

where
e o(t) : [to,00) = & = {1,2,...,s}, is the switching

signal of the interaction topology of the communication
network, ie., o(t) = pr € & for t € [tg,tg+1)
means the p™ topology is activated over the time interval
[tk tht1), k € No;
. a’i’f is the entry of the weighted adjacency matrix that
describes the activated p" topology over the time interval
[tkatk-i—l) k € Np.

We refer to a”()

undirected topology, a

> 0 as the coupling weights. For an
(t) U(t)

= a;; , it is straightforward to

verify from (@h) that Z 0; (t) = 0, for ¢ > 0, which implies

i=1
that the average position
1 1O
T(t) £ = i (0 — i (0)t, 5
o(6) £ 530+ 230 (0) )

proceeds with the constant velocity

n

2 %va: %Zvi(()). ©)

=1 i=1

<

If the second-order consensus is achieved, the individual
velocities will converge asymptotically to the average of initial
of velocities, i.e., lim |v; (t) — 0] =0,i=1,...,n. Based on
relations (@) and %,Ov?/e define the following fluctuation terms:

I (t) £ @i (t) — (1), (7a)
B (t) £ vy (1) — 0. (7b)
The dynamics @) can be expressed equivalently as
Z; (t) = 0; (t) (8a)
Za"“ )—%®),i=1,....n.  (8b)
It follows from @B)—(7) that

1,2 () =0, fort >0 )

19 (t) =0, fort > 0. (10

We next present the conditions on topology set G for
consensus in this part-I paper, and observer design in part-
II paper [2].

Vre&: €eqQ, forVi,j=2,...,n (11a)
/\j (ET)
Jr € & : L, has distinct eigenvalues. (11b)

In Section 1V, we first show that the multi-agent system (8])
under fixed topology, i.e, o(t) = p € & for t € [0,00),
is oscillating. This implies that using the simplified control

protocol under fixed topology, the multi-agent system (@)
cannot achieve the second-order consensus, even for large
coupling weights afj(t). Fortunately, using the stability of
switched linear system (Lemma [2) and the period of the
system (8)) under fixed topology, a strategy on switching times
is derived, which enables the control protocol in to

achieve consensus.

IV. STRATEGY ON SWITCHING TIMES

We next present
Lemma 1: Consider the following system

:_g/

where £, € R"*" is the Laplacian matrix of a connected
undirected graph; and Z (¢) € R™ and ¢ (t) = 2 (t) € R"
satisfy (9) and (10), respectively. The solutions of 7;(¢),7 =
1,...,n, are

7)dr + #(0),t >0 (12)

z; (1) (13)
- i v(0) |
:; qliql—r(x(o)cos (t )\z(ﬁr)) +msm (t )\z(ﬁr))>

€ R™ are the orthogonal vectors
L) (M(L)=0),1=2,....n

Proof: See Appendix A. [ ]

The system under switching topology (8) can be viewed
as a switched linear system (I4). Its equilibrium point is
(@*,9*) = (0,,0,). Let o(t) = r € & for t € [tk,trt1),
k € NO, the subsystem of (§) can be rewritten as  (t) =

—L, ft 7)dr + 0(tg),t € [tk,tk+1). Then, Lemma [II
1mp11es that each subsystem of the switched system (8, i.e.,
the multi-agent system (8) under each fixed topology, is not
stable. Hence, the problem of strategic topology switching
would be designing the stabilizing switching rule for the
switched systems with unstable subsystems. Let us first recall
a technical lemma regarding the stability of switched linear
systems without stable subsystems, which will be used to
derive a strategy on switching times for consensus.

Lemma 2 (Stability of Switched Systems without Stable
Subsystems [40]]): Consider a switched linear system

2(t) = Az (1),

where z (t) € R™, A, € R™™ and o(t) € &. Given
scalars > 0, 1 > 8 > 0, Tmax > Tmin > 0 and x € N, if
there exists a set of matrices P, > 0,¢=0,1,...,k, 7€ G,
such that Vg =0,1,...,k — 1, Vr,s € G, such that

-
where ¢; = [qi1, - -, Qin)
associated with eigenvalues \; (

(14)

AP g+ P gA, + T —aP, , <0, (15)
AlPrgi1 + Py A + 92 —aP g <0, (16)
AL P+ PrpAr — aPr . <0, (17)
Pso— B8P <0,s#r (18)
In B + OFmax < 0, (19)



where W4 = M, then the system (I4) is globally
uniformly asymptotically stable under any switching signal
o(t) satisfying

?min S thrl - tk S 7/:max;Vk S NO- (20)

However, in the current form, the conditions in Lemma
cannot be straightforwardly applied to our system (8), which
is stated formally in the following proposition.
Proposition 1: For the multi-agent system (8), the conditions
in Lemma [2] are infeasible.
Proof: See Appendix B. ]
To use Lemma D] we additionally explore whether the
system (8) is periodic and bounded. The solutions (13) in
Lemma [l imply that under condition (ITa), the state of multi-
agent agent system (8) under fixed topology has a period T;.:

To—tem | —2% =9 ..n]. 1)
Ai(Ly)
such that
i(t)=-o(t+Z), 22)
T(t)=-2(t+%),0(t)=re6 for t €[ty try1).

The period T, ) can be used to make Lemma [2] applicable
to the multi-agent system (8) to derive a strategy on the
switching times, i.e., the dwell time 75(;,) = tg+1 — t.

Theorem 1: Consider the second-order multi-agent sys-
tem (@). For the given topology set & satisfying (I1a), the
period T, ;,) computed by 21D, scalars 1 > 8 > 0, a > 0
and x € N, if the dwell time 75, ) satisfy

T,
To(ty) = ?max +mﬂ,k € Nyg,meN

. 23)
where
0 < Ty < 25 24)
(8]
T
~ G’(tk) _ 7% _ K
0 < Finax + m—7) (ﬂ 1) — (25)
{<aq, (26)
= _max (LML) 1+N(L)). @D

then the second-order consensus is achieved.

Proof: We recall that the dynamics of fluctuations (8) is
equivalent to ). Hence, in the proof we consider only the
system (8). We should note that the multi-agent system (8)
can be described by a switched linear system (I4), where

()2 [E1 (), E (0,00 () B ()] €RP(28)
Ag(t)é{ _____ 0 I}

It follows from @3)—(23) that the minimum and maximum
dwell times defined as

(29)

A . .
min — t —tgy = o ) 30
T min {tisr — G} = min {Tottn)} (30)
A
Tmax < AX {ths1 —te} = max {Toun}, 3D

satisfy

Tmax <
«

1
min _;_1) .
T >( a—¢

For each activated topology of system (8], let us consider
the positive definite matrix

_ T,
o m g’“) , (32)
K

(33)

Pyt 0
P = -0 o > 0, 34
a [ 0o 1P, ] (34)
where .

P 2B %hl, ¢=0,...,kVre6 (35)

with h being a positive scalar. It follows from (33) that
Py 2B%Pgir, q=0,...,k—1¥re&,  (36)
P.o 4 BP.,, Vr#£s€G6. (37)

Substituting the matrices P., (34) and A, @9) into
conditions ([3)—(17) yields

[ . ' (I—L,)P,
R4 2 (I%‘;P(Q)q] <0, (38)
r)Lrq r,q
D A [ Qr : (I - ET‘)P’I‘ +1
Ryg 2 [oonnet AT st 20, (39
sq (I _ Er)Pr7q+l : an ( )
Srk A - _OfI_DTz'i____._ _(_I____ éﬁ)ﬁ@'ﬁ-. 0, (40)
(I - ET)PT,H _aPr,m
where
K N . .
Qrq £ . (Prg+1 — Pr,q) —aP g, 41)
o K . . N
Qr.,q £ . (Pr,qul - Pr,q) - Oépr,qul- (42)

Let W be the matrix that is orthogonal to the symmetric
matrix £,., for which,

A 2WTLW =diag {0, (L) ,.... A (L)}, (43)

Then, considering the matrices P, , and P, ,, in (34) and (33),
the conditions (38)—(40) can be equivalently expressed in term
of eigenvalue as

K ~ ~

——(Prgs1 = Prg) - P, +(1—A) P, <0, (44)
L (Prgr1—Prg) =Pyt (1= A) Brgiy <0, (45)
_

—aP.,+(1—-A)P,.,. <0 (46)

In view of Lemma[2] to prove the second-order consensus,
it suffices to verify that the conditions (I3)—(19) are satisfied,
as carried out in the following four steps.

Step One: It follows from the definitions in (34), (36,
and 37 that Psoy = BP, ., 7 # s € &. Thus, the condi-
tion (I8) in Lemma [2] holds.

Step Two: Without loss of generality, we let o (t) =7 € &
for t € [tg,tr+1). To obtain Lemma ] the considered
discretized Lyapunov function for mode r € & in [40] is

v, (12 {ZT(t) PT(q)(C)z(t) €Mk q,¢=0,1,...,k—1

47
ZT(t) PT,RZ (t)v t e [tk“"Tmin;thrl) “7)



where P\7 (¢) 2 (1 = () Pyg+ (P, q41 with ¢ = 20=te=02)

Nig = [tk+9q,tk+9q+1) R T

Tmin

g=0,1,...,5x—1. In [40], the purposes of the condition [(DE2))
is to guarantee that
Vo) (1) < BV (1), (48)
which is based on
Va(tk) (tk + 7/:max) < ﬁ* a(ty) (tk) ) (49)

with 1 > 8* > 0. Noticing that dwell time relation @3) is
equivalent to t; 11 = t + Tmax + rn , from @7) we have

Vi (tes1) (50
~ T,
- ‘/’I"(tk + Tmax + m?)
= zT(tk + Tmax + mg)PT w2 (tk 4 Tmax + mM— ) Vr € G.
Noting that P, , > 0 and 22), we have
ZT(tk +Tmax+m7)Pr,nz(tk +Tmax+m7> (51)

== ZT(tk + 7/:max)Pr,l-cZ(tk + ?max):‘/r (tk + ?max)vvreg-

Combining (3Q) with (31} yields
Vi (the41) =

We note that the condition @4) is equivalent to aTinax +
In 8 < 0, which corresponds to the condition (19) in Lemmal2l
Then, it follows from (@9) and (52)) that

V‘T(tk) (tk+1):V0(tk) (tk_"?max) < B*Vg(tf) (tk) .

From (33) and (@8), we conclude that the objective of

M,m € N, which is imposed on (23), is to maintain
the original goal of the condition (I9) through keeping (33)
holding, while ensuring Tmax > Tmin, Where Tmax and Tmin
are given in (30) and (BI), respectively. This also means that
it is the period T, that makes Lemma [2| applicable to
system (8).

Step Three: Since ]5,0,,{ > 0, condition (26) implies 0 >
—aj—:’ry,i—l-{f’m@, while condition (27) implies £ > + (1 — A,.).
Thus,

Vi (tk + Tmax), Vr € 6. (52)

(53)

0> —aP+&P,>—aP .+ (1-A)P.. (54
From (@@), the condition (I7) in Lemma 2 is satisfied.
Step Four: It follows from 26) and (33) that
(@ = &) Timin i) Tmin |y 5 g%, (55)

Considering the fact of h > 0, from (36) and (53) we have
1+ (a_gﬁ)'rmin > P;‘s,q+l — /87;
9

, which is equivalent to

K A
—.(Pr,q-i-l

Tmln

—P)—(a—€) Pry<0,q=0,..., k1. (56)
Since 1 > 3 > 0, relation (36) implies that P, , < Py 441.
Condition [28) equates o — £ > 0. Therefore, (36) implies

K ~

(Pr,qul_Pr,q)

(@=&) Prg11<0,¢=0,....5— 1. (57)

Tmin

Time-Dependent Topology Switching

Agent
4

t; : topology switching time
T : dwell time

Figure 1. Achieving time-dependent topology switching through controlling

only one communication link: the state of controlled link agét)
between On and Off.

switches

According to 27) and (34), we have:

0> _O‘pnq-i-l + §pnq+l > _Oépnq-i-l +(1-Ay) pnq-i-l
0> —oefi’w + {I:’w > —aﬁ’nq +(1-A,) Prﬁq,

which together with (36) and (3Z) imply (@4) and (@3,
respectively. Thus, the conditions (I3) and (I6) in Lemma
hold. ]

Remark 1: (No Zeno Behavior) Let us first recall the
formal definitions of Chattering Zeno and Genuinely Zeno
behaviors [41]:

o Chattering Zeno behavior: t51 — tx = 0,3k € Np;
o Genuinely Zeno behavior: tog 1= >y o (tk1 —tr) < 00
and ty4+1 — tx > 0,Vk € Np.

Since 0 < f < 1land kK € N, 7% —1 > 0, which together
with (28) show that (3~ = — 1)L > 0. From (33), we
conclude that tx11 — tx = T5(z,) = Tmin > 0, Vk € No, and
teo = Ek:o(thrl - tk) > Zk:O Tmin = hmk~>00 kTmln -
00. Therefore, neither Chattering Zeno behavior nor Genuinely
Zeno behavior can exist in the strategy on switching times
presented in Theorem [11

Remark 2: Theorem [I] shows under connected undirected
communication graph, the strategy on switching times has no
constraint on the magnitudes of coupling weights in achiev-
ing the asymptotic second-order consensus, which maintains
the advantage of the traditional control protocol that need
relative position and velocity measurements studied in [6].
Conditions (23) and 7)) in Theorem[T]imply that the coupling
weights affect the dwell times of switching topologies, which
can further affect the convergence speed to consensus.

Remark 3: For security, Theorem [Tl indicates that in realistic
situation where the defender has no knowledge of the attack-
starting time, when the system dynamics should have changes
(induced by topology switching) to detect ZDA [39], so that
the changes do not destroy the system stability in the absence
of attacks.

The strategy on switching times for asymptotic consensus is
shown in Figure [l which illustrates that controlling only one
communication link is sufficient for the system @) to switch
between two different topologies, even for large-scale network.



V. DECENTRALIZED TIME-DEPENDENT TOPOLOGY
SWITCHING

A. Network Metric

Theorem [I means that if the dwell time of activated
topology is generated by (23), the asymptotic second-order
consensus by Definition [1] can be achieved through infinitely
topology switching in infinite horizon, which is illustrated
in Figure However, we should note that in real world
applications of consensus algorithms, such as decentralized
computation and distributed optimization, objectives must be
achieved in finite time, rather than in infinite horizon, i.e.,
a consensus algorithm must stop when or shortly after the
consensus error is under a preset bound ¢ > 0 at a finite time.
This motivates us to define a global network metric that can
capture more properties of the multi-agent system (12)), which
would tell the consensus algorithm that whether its consensus
error is under its preset bound. In this context, we first define
a d-consensus.

Definition 2: (6-consensus) Given a preset bound § > 0
and a K. function F(z(t)) of consensus error z(t) =
[Z"7 (t),9" ()], the J-consensus in the second-order multi-
agent system is achieved if there exists a time ?f < o0
such that F(z(t;)) < 6.

In the followings, for simplicity, we use F'(¢) to denote
F(z(t)). Lemma [I] implies that the system under each
fixed topology can be viewed as a class of coupled oscillators.
However, under some conditions, the inadmissible network
metrics F (t), i.e., nonzero constant scalars, of the multi-
agent system (I2) are easy to exist. Take the metric F (t) £
J(t)ﬁw(t) + ~T(t)v(t) as an example. Differentiating it along
the solutlons of ([]2]) yields

for any ¢ > 0, which means that for any given nonzero initial
condition, the metric is a nonzero scalar over time. Therefore,
this metric is inadmissible, since once a topology-switching
algorithm adopts it, the topology switching would never stop,
even if the d-consensus is already achieved. Obviously, such
inadmissible metrics are undesirable, since they cannot capture
the oscillating property of the system (12). It is not trivial to
provide a guide to construct an admissible metric. The fol-
lowing lemma analyzes the network metric under the strategy
on switching topologies (I1)) used for detection of stealthy
attack in Part-II paper [2], which provides an insight for an
admissible metric.
Lemma 3: Consider the function

gt 71
2 2

Ft)2w (58)
with Z(t) = ©(t) € R". Along the solutions of the sys-
tem (I2)), if the Laplacian matrix £, has distinct eigenvalues
and w satisfies

) Vi=2,. .0, (59)

then for any nonzero initial condition and any nonzero scalar
, the following equation never holds:

F(t)=¢#0, foranyt > 0. (60)

Proof: See Appendix C. [ ]
Remark 4: For the undirected communication network con-
sidered in this paper, there indeed exist many topologies whose
associated Laplacian matrices have distinct eigenvalues. The
following Lemma [ provide a guide to design such topologies
with distinct Laplacian eigenvalues:
Lemma 4 (Proposition 1.3.3 in [42]]): Let G be a connected
graph with diameter d. Then G has at least d + 1 distinct
Laplace eigenvalues.

B. Topology Switching Algorithm

Recently, finite-time consensus algorithms are well devel-
oped, which can be used to estimate the global network metric
precisely in finite time. Let us recall one described as follows:

Lemma 5 (Simplified Finite-Time Consensus Algorithm with-
out External Disturbances [43]): Consider the multi-agent
system

= Z ri—ri) ™ szij(rj—h‘)
= =

where & > 0 and /3 > 0 are the coupling strengths, b;; is the
entry of the un-weighted adjacency matrix of an undirected
connected graph and its corresponding Laplacian matrix is
denoted as L4, the odd numbers m > 0, 7 > 0, p > 0
and ¢ > O satisfy m > n and p < ¢. Its global finite-time
consensus can be achieved, i.e.,

QD

.n (61)

72217

n

ri(t)—ﬁZri(O):O, fort > Ss,i=1,...,n
=1

(62)

where S; is referred to as setting time, which means that if the
running time ¢ exceeds S;, the distributed estimation errors of
n

the global metric 2 >°

i=1

r; (0) are zeros at t. Further, the setting

_) . (63)
p

This finite-time consensus algorithm is employed to es-
timate global metric to achieve d-consensus. Furthermore,
from (63)) we can see that through adjusting the control gains
& and 3, we obtain any desirable setting time co > S5 > 0.

Let us adjust parameters @ > 0 and B > 0 in the
algorithm (&), such that

1<n”2n 1 g

time S, satisfies

<

Ss < +

1 n s R
A2 (La) a m-—n q—

=

o — + =— — | < Tmin. (64)
8q—Dp

Therefore, the setting time S, in (63) satisfies Ss < Twmin.
Condition (64) together with (62) and (&3) show that if we

input individual data

Fi (ty) 2 =22 (tg) + =02 (t1,) - (65)

w
2



and F () to the corresponding agent i in the algorithm (6I)
at time ty, at time #5 + Tmin €ach agent in algorithm (&1) will
output the exact global metrics:

:—ZF tr)

Ey(ty 4 Tmin) = — ZF t)

Hl>

Fi (tk + 7-min) tk)v (66)

I>—‘ :I»—‘

Hl>

tk) 67)

Based on Theorem [1] and Lemma Bl through employing
the finite-time consensus algorithm (&I), we propose the
decentralized time-dependent topology-switching algorithm:
Algorithm 1.

Algorithm 1: Decentralized Time-Dependent Topology-
Switching Algorithm

Input: Topology set & satisfying (I1)); individual
functions F;(t;—1) (63) with w satisfying (39);
initial time ¢;_; = 0; minimum dwell time 7,0
satisfying (33); dwell times 7., € &, generated
by [@3); loop-stopping criteria § > 0.
1 while F' (t,_1) > J do
2 Input individuals Fj(t) and Fj(t;) to agent i in the
finite-time consensus algorithm (GI) at time #x;
3 Output metrics F(t;,) by (66) and F(t;,) by &7)
from the finite-time consensus algorithm (61) to the
corresponding agents in (@) at time t + Tiin;
4 | if F(ty) = 0 then
5 Switch the topology of network (4B) at
tk + To(t,) that satisfies:
o otk + o) # o(tr),
o Lo (4, +7) has distinct eigenvalues.
6 else
7 Switch the topology of network (4B) at
te + Toy) that satisfies o (t; + Tg(tk)) # o(ty);

8 end

9 Update the topology-switching time: t;_1 < tx;

10 Update the metric: F' (ty_1) < F (tx);

11 Update the topology-switching time: ¢x < g + Ty (1)
12 end

Theorem 2: Consider the system (@). If its topology-
switching signal is generated by Algorithm 1, then the fol-
lowing properties hold:

@) if the loop-stopping criteria § = 0 (in Line 1 of
Algorithm 1), the agents achieve the asymptotic
second-order consensus;

(i)  if the loop-stopping criteria 6 > 0, the agents achieve
the J-consensus through finitely topology switching,
i.e., the metric F'(t) given in (58) satisfies F' (t;) < ¢
with 0 < k < oc.

Proof of Theorem [ZI We first prove property (i). The
loop-stopping criteria § = 0 means topology will stop switch-
ing when F(t;) = 0. The definition of F(¢) in (38) implies
that tli)rgo F(t) = 0is equivalent to @). This analysis means the
topology switching will not stop until the asymptotic second-
order consensus is achieved. Since the provided dwell time

To(1,) in Input of Algorithm I satisfies (23) in Theorem[I] by
which we conclude that property (i) holds.

We now show that property (ii) holds. Assume the function
F(t) is a non-zero constant over time. If F(0) = ¢ > 4,
from (60) we have F(t) = ¢ > § for any ¢ > 0. Thus, Line 1
of Algorithm 1 implies that in this situation the topology will
never stop switching regardless of whether the & consensus is
achieved. The objective of Line 4 and Line 5 in Algorithm 1
is to switch to a topology whose associated Laplacian matrix
has distinct eigenvalues when F (tx) = 0. Hence, by Lemmal[3]
F(t) cannot be a constant over time if F(t;) = 0. Therefore,
by Lemma 3] we conclude property (ii) under Algorithm 1. W

VI. SIMULATION

We consider a second-order system with n = 4 agents.
Initial position and velocny conditions are randomly set as
2(0) = v(0) = [4,2,3,4] . We consider the topology set &,
whose elements are shown in Figure [Il Table II, or Table III,
comprises only two topologies.

a) Under Topology 1
7000 (a) ‘ pology

6000 -

5000 |-

4000

3000

2000

1000

LA

0 0.5 1 1.5 2
Time

b) Under Topology 2
12000 ®) : pology

10000

8000

< 6000

4000

2000

0 0.5 1 1.5 2
Time

Figure 2. Trajectories of V' (¢): 1) consensus is not achieved, 2) system is
periodically oscillating.

Lemma [I] implies that the states of the system (8) under
fixed topology keep oscillating, i.e., even with very large cou-
pling weights, the second-order consensus cannot be achieved



Table II
TOPOLOGY WITH LARGE COUPLING WEIGHTS

t t t t t t
o) | ap” ap?  ani? ezt agt  ag?
T o 0 0
2 [ 400 400 400 1600 0 0
Table 11T
TOPOLOGY WITH SMALL COUPLING WEIGHTS
o) | ap” ar?  afi?  agl  agft agi?
T [ 1 1 1 0 0 0
2 [ 1 T T 3 0 0

under fixed topology. This is numerlcally verified by the trajec-

. 2
tories of V (t) = ; (2 (t) — (1)) + Z (vi (t) — v; (1))
in Figure 2l where the large coupling welghts are given in

Table II. It verifies the topology set that includes the only
two topologies in Table II satisfies (ITd), while Figure 2l also
suggests that the states of the system (8) under each fixed
connected topology are periodic.

A. Small Coupling Weights for Asymptotic Consensus

To better show the effectiveness of Algorithm 1, we consider
the same topologies but with small coupling weights, which
is given in Table III. The eigenvalues of Laplacian matrices of
the aforementioned topologies in Table III are computed as

(A1 (L1), A2 (£1), A3 (£1), A1 (L1)]= (68)
(A1 (L2), A2 (£2), A3 (L£2), A1 (L2)]= (69)

It verifies the topology set that includes the only two
topologies in Table III satisfies (IT1a). Using the eigenvalues
computed in (68) and (69), by @I the periods are calculated
as Ty = T> = 2m. By Theorem we choose dwell times
T = T = %—FO.S = %4—0.5 = 7w + 0.5 for the two
topologies 1 and 2 in Table III. Then, under Algorithm 1,
trajectories of position differences and velocity differences
of system (@) are shown in Figure 3] (a) and Figure [3 (b),
respectively. Figure [3] depicts that Algorithm 1 succeeds in
achieving the second-order consensus. Thus, property (i) in
Theorem [2| is numerically verified in this example.

[07 17 174] 3
[07 1747 9] *

B. Finitely Topology Switching for §-Consensus

We first note from (69) that the topology 2 with its weights
given in Table III has distinct Laplacian eigenvalues. Thus, Al-
gorithm 1 can achieve the J-consensus through finitely topol-
ogy switching, i.e., the property (ii) in Theorem 2] holds. For
the condition (39), we consider @ < {/\ (L)}

From , we choose @ = 0.5. Let the 100p stopplng criteria
0 = 0.2. Then, under Algorithm 1, the trajectory of metric
F(t) given in (38) and the topology-switching signal are
shown in Figure @] (a) and Figure @] (b), respectively. Figure @]
shows that after forty-seven times topology switching, the
metric F'(t) is under the preset error bound § = 0.2, i.e,
F(ty7) < 6 = 0.2, which well verifies property (ii) in
Theorem 2

Position Differences

o 500 1000

1500
Time
5 (b)
v3(t) — va(t)
2 —Uz(t) — ’U4(t> |
—wy(t) — w3(t)
—1(t) — va(2)
@ 1 —v1(t) —v3(t)|
e vi(t) — va(t)
o
o0
o
21
8
©
=2
3
-4 L L
0 500 1000 1500

Time

Figure 3. The trajectories of positions differences and velocities differences:
the second-order consensus is achieved by Algorithm 1.

VII. CONCLUSION

This Part-1 paper explains how to take the network topology
as a control variable for the second-order multi-agent system.
The obtained results highlight the merits of topology switch-
ing in achieving the second-order consensus: (i) the control
protocol does not need the velocity measurements, and (ii)
the topology-switching algorithm has no constraint on the
magnitudes of the coupling weights. The strategy on switching
times provides a basis for the strategic topology switching that
is studied in Part-II paper [2].

APPENDIX A
PROOF OF LEMMA[T]

It is well-known that the eigenvalues of Laplacian matrix
of a connected graph satisfy A\, (L,) > Ap—1(L.)... >
A(L:) = 0. Since £, is a real symmetric matrix, there
exists an orthogonal matrix Q £ [q15...5qn]) € R™ ™ with
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Figure 4. Trajectory of F'(t) and topology-switching signal o (¢): after sixty
two times topology switching, F'(t47) < 6 = 0.2.

¢ = [qin, qios - - .,qm]T € R", i=1, ..., n, such that
QT=0, (70)
g =q¢2=-..= qin, (71)
QTLQ =diag {0, \2(L0), -, ML)V 2A. (72

We denote X (s) £ £{%(t)}, where £(-) stands for the
Laplace transform operator. The Laplace transform of the
dynamics (I2) can be obtained as

L

S}

(0)

sX (s) —2(0) = —?TX (s) + - (73)
which is equivalent to
X (s) = (s’I+ L) (s (0) + 5 (0)). (74)

We let A(s) , 82+)\i(£”} and

}. It follows

= d1ag{s, 2+/\52(LT)""
A(s) = d1ag®é§27 s2+/\12(£ IR
from (70) and that

(sI+ L) 'sI=(Q (s’T+ A) QT)_I sI=QA(s)Q", (75)
(214 £) = (Q (s I+ A)QT) ' I=QA(5)QT. (76)

1
82+ A (L)

We let X;(s), 4
From (74)-(76).

1,...,n, be the i

entry of X(s).

Xi(s) = qlithT (37 (0) + 0 (0))
- - 77
+ z e (#0)+ o). 77
It follows from (E[), (@0 and (71 that
7 (0) =0, (78)
41 ©(0) = 0. (79)
Substituting (Z8) and (79) into (77) yields
- s
Xi = 5 N - N4l 4
(8) ;SQ‘F)\Z(L qii ql +ZS +)\ ql ql ( )

then the solution (I3) can be obtained immediately from the
inverse Laplace transform of X; (s).

APPENDIX B
PROOF OF PROPOSITION[]

We prove this proposition via a contradiction. We assume
the conditions in Lemma 2] are feasible along the solutions of
the dynamics (8). We write the multi-agent system (8)) in the
form of switched system (14), where A, ;) is given by @29).
We next consider a positive definite matrix:

G Vi
P, = VTT"I S:’Z } > 0, where G, 4, Vy.q, Srq € R™™™
T )
Then, from , we have

T, 2 AP, + P A,
_ _‘C’I"Vr—j:] - ‘/’I",Q‘CT Gr,q - Sr,q‘cr
Gr.qg — LrSrq Veg + V.0,

For a connected undirected graph, £, > 0. From (80), we
observe that if V.., + V,], > 0(<0), —£,V,[, =V, L, <0
(= 0). Thus, I';. ; has at least one non-negative diagonal entry.
If VT7q—|—VT—":1 is indefinite, let us assume that all of the diagonal
entries of I, , are negative, V., + VTII would have at least
one positive eigenvalue; then, it is straightforward to verify
that —ETVTII — V; oL, has at least one non-negative diagonal
entry, which contradicts with the assumption that “all of the
diagonal entries of I',. ; are negative.” Therefore, we conclude
that I',. ; has at least one non-negative diagonal entry.

Without loss of generality, we let [I';4]11 > 0. Let us
denote p,q = [P, . Considering Wi = £lPrigr—Prg)
(given in Lemma ) and (80), then it follows from (3
and (I8) that

(80)

= (Prg+1—Prg) <aprq, Vr € 6,¢=0,1,..., k=1 (81)
Ps,0 < Bpr,m Vs ?é re 6. (82)
Since P4 > 0 for Vr € G and Vg = 0,1,...,K, prg >0

for Vr € 6 and Vg = 0,1, ...
?mm > — (pT)q—i_l
«@ Pr.q

Condition (I9) is equivalent to Tax < lnﬁ that, together
with (83) and the fact of Tinax > Tmins y1elds

_lnﬁ>,€ (IM —
DPriq

, . Thus, (1) is equivalent to

—1>,Vq:O,...,f<a—1,Vr€6. (83)

1) ,Vg=0,...,k —1,Vr € 6. (84)



Noting that (82) implies ’;7 = >4 >1and % ps 5> % > 1,
we have
Pi.0Pr0Ps.nPros (85)
rk—1
= H DsaPraPs.g+1Prgr1 = B2 > 1,Vr #£5s€S.
q=0
Considering (83), we pick up a number ¢ € {0,1,...,xk—1}

-1, -1 -z
such that p_.p, oDs.g+1Prg+1 = 7% > 1,Vr # s € 6,
which also implies that under one of the indices s and r, say
r, that:

Prgprar1 2 B7F > 1r € 6. (86)

Combining (84) with (86) yields —Inj3 > k(™ x —1)
which is equivalent to

B < er1=67)

,8€(0,1). (87)
For (87), let us consider the function
-1
§(B) £ e 1) — 5,5 € (0,1). (88)

It is straightforward to verify from (88) that §(0) = 0 and
g(1) = 0, which imply that under any fixed x € N < oo, the
function g (8) has at least one extreme point over the interval
(0,1) and g () > 0 might happen in its interval (0, 1).

The derivative of g (3) (®8) with respect to 8 € (0,1) is
obtained as

6§(ﬁ) _ H(I—B%l) —
A P

—1
For (g =) — 0, we obtain from ®9): er(1=5-") =
substituting Wthh into (88) y1e1ds that at extreme point:

g(Bs) = ﬁ* <+ — By = B*(ﬁ* —1) < 0. Then, noting
g(O) = 0 and g(1) = 0, we conclude that under any fixed
k €N, g(B) < 0 for any 8 € (0,1). Therefore, (87) never
holds (an illustration is given in Figure 3] where we take x = 1
as an example), which is a contradiction, and this completes
the proof.

(et _q, (89)

ﬁ(i+1)

]
0.8 ]
06r |f(B)=p 1
0.4 ]
02F .g(ﬂ)—e(IS 5 1

0 ‘ ‘ ‘
0 0.2 0.4 06 0.8 1

g

Figure 5. Take x = 1 as an example, e(1=877) < S8 for any B € (0,1).

APPENDIX C
PROOF OF LEMMA [3]

We first reproduce the following well-known result.
Lemma 6: [44] The determinant of the Vandermonde matrix

1 1 1
aq a9 Qp,
2 2 2
ay as an
H é a? ag a/?l c Rnxn’
| af ™t eyt ap~' |
. ’7l27’7l
isdet(H) =(-1)" = [] (a; — aj).

1<J
We prove Lemma [3] via a contradiction. We first assume

that (G0) holds, from which we obtain

6d
- — > .
S F (=0, fort>0,¥deN (90)
It follows from the dynamics (12) that
T(t)=—L2(t), for t >0 o1
5 (t) = —L,0(t), for t>0. (92)

The rest of the proof is divided into two steps.
Step One: For the dynamics (I2), relations (00)—(©2) imply
8d
atd
=1t
ad—l
AP - =T -

= W2 (v t) (wI-L)ot)—z" (t) Ly (wl-L,) T (t))
8d74

e 250 () Lo (wI—L,)0(t)— 2 T (¢) L2(wI— L) E(L))
ad—2m

= i ((=1ymto2e=t) (570 £ (=T - £,) 5 (1)
& T(t) L (wl — L) 7 (1))
=0, fort >0,Vm e N,Vd >2m € N

(1)

which then implies

ET(t) LY (wl = L) E (1)

=o)L, (wl = L£,) 0 (), fort > 0,¥Ym € N.
It follows from (93), (Z0), and (72) that

(6 QA™ (@I — 8) QT (1)

=0'(t) QA" (wI-A) QT (t), fort > 0,YmeN (94)

where A is given in (72), and Q = [q1;...;¢s] € R™ " is an
orthogonal matrix produced from the real symmetric matrix
L., where qi1,q2,...,q, are orthogonal vectors that corre-

93)

spond to the eigenvalues 0 = A1 (L), Aa(Lr), .., An (L),
Let us define:
() =QE(®), 95)
) EQ vt (96)



Considering (Z8) and (Z9), from (@3) and @), we have
Z1 (t) = 0 and vy (¢t) = 0, respectively. Hence, Z (¢) and v (¥)
can be rewritten as

T()=[0,72(t),25(t),.... % (1) €R™,  (97)
T(t) = (0,75 (t), 05 () ..., 0 ()] €R™.  (98)

Noting the matrix A given in (72), we conclude that the
relation ([©4) is equivalent to
DAL (@ = N(£0) 7 (2)

=2

—ZAml (w — Mi(L£,)) 02 (t), fort > 0,Vm € N,
which is also equivalent to

Ehml (@ = Mi(£Lr) (Ni(£)E

=N
—~
~
~
I
=,
—~
~
~—
~—

:o,vmeN,tzo. (99)
Let us define:
Zi (1) = (@ = Ni(Ly) (ML) (1) =07 (1)) (100)
1 1 1
A2 (L) An—1(Ly)  An(Lr)
HE | AS(L) Aa(Lr) N (Lr) (101)

AL MZA(Le) ATE(L)

Using (I0Q) and (IQI) in conjunction with (@9), we obtain
HZ () = 0,_1, (102)
where 2(¢) 2 [Z (£),..., 2, (¢)] " € R*1,

The condition that £, has distinct eigenvalues implies that
the elements (L), l = 2, ..., n, in the Vandermonde matrix
H ¢ R(=Dx(=1) given by (I0I) are also distinct. Hence,
by Lemma [6] det (H) # 0. Therefore, we conclude that the
solution of (I02) is Z(¢) = 0,,_1. Furthermore, considering
the condition (59), we obtain from (I00) that \;(L,)7? (t) =
07 (t),Vi=2,...,n, for t > 0, which is equivalent to

v(t) =A% (t), fort >0 (103)

where

Aédiag{o,i\/)\g(ﬁr), v } € R™". (104)
Step Two: In view of the dynamics (I2),
from (38), (72), ©3) and (O6) that
8m 8m71 .
Y =2
sl (1)

it follows

11

Then, under (O0), considering (103D, (91) and (92) we obtain

8m 8m7 1 T
el O = 5 (@

() A (=l — A) 7 (1))

= o (20T (A (=1 N)E (1))
m—2
= gtm—2 ( ' (t) A? (wl — A) z(t))

=om-lgT (t) A™ (wIl — A) Z (¢)
=0, fort >0,Ym e N

which can be expressed equivalently in term of the entries of
the matrices A in (72) and A in (I04) as

DT (EN(L))F (W= Ni(Lr)) 72 (t) = 0, fort > 0,Ym € N.
i=2

Let m belong to the set of even numbers. Noting the defined
Vandermonde matrix H in (I01)), from the above equality we
have

HAz (t) = 0,1, fort > 0. (105)

diag {\2(L,), ..., An(L,)} € RO=DX(=1) apd
[Z2(t),..., 20 (1 )] ER" 1 with

% ()2 (@ - N(L)E2(),i=2,....n

where A2
Z(t) =
(106)

As obtained in the previous step (Step One) of the proof,
det (H) # 0. Since det (/u\) # 0, we have det (H[V\) =

det (H) det (7&) # 0. Therefore, the solution of (T03) is

z (t) 0,,_1, for t > 0. We note that the condition (39)
is equivalent to w — A\;(L,) # 0,Vi = 2,...,n, which
in conjunction with (T06)), implies that the obtained solution
Z (t) = 0,,_1, for t > 0, is equivalent to 77 (¢ )_O fort> 0,
Vi = 2,...,n. Now, considering (I03), we have 07 (t) = 0,
fort > 0, Vz = 2,...,n. Finally, noting the orthogonal matrix
Q is full-rank, from (ES[)—@) we conclude that 7 () = 0,
and ¥ (t) = 0y, for ¢ > 0, which contradicts with (60).
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