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Abstract Ouyang et al. proposed an (n,n) threshold quantum secret sharing
scheme, where the number of participants is limited to n = 4k + 1,k € ZT,
and the security evaluation of the scheme was carried out accordingly. In this
paper, we propose an (n,n) threshold quantum secret sharing scheme for the
number of participants n in any case (n € ZT ). The scheme is based on a
quantum circuit, which consists of Clifford group gates and Toffoli gate. We
study the properties of the quantum circuit in this paper and use the quantum
circuit to analyze the security of the scheme for dishonest participants.

Keywords Secret sharing scheme - Quantum circuit - Quantum computa-
tion - Unitary matrix

1 Introduction

Quantum computing is a new type of computing mode that regulates quantum
information and follows the laws of quantum mechanics. That is, it enables
quantum bits to achieve the purpose of programming in different quantum
logic gates sequentially, and all kinds of quantum algorithms can be realized
by combining different quantum logic gates. From the perspective of computa-
tional efficiency, because of the existence of quantum mechanical superposition,
some quantum algorithms are faster than the conventional general computer
when solving problems.

In the field of quantum cryptography, aside from the quantum key distri-
bution[1,2], the quantum computation of security computing has attracted the
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attention of people, such as secure multiparty computation [3], blind compu-
tation [4-7] and verifiable delegated computation [8-12]. The earliest quantum
algorithm is proposed by Jozsa and Deutsch. This quantum algorithm shows
the computing power that classical computers do not have [13]. Ouyang et al.
give a different way of security computing quantum algorithm [14], and the
security evaluation of quantum secret sharing circuit.

In 1999, Hillery [15] and others proposed a quantum secret sharing scheme
firstly. The emergence of this concept provides an effective way for the secu-
rity of quantum state secrets. After that, the quantum secret sharing scheme
has received rapid attention and development [16-22]. The so-called (k,n)-
threshold quantum secret sharing scheme will mean the quantum state secret
distributed to n participants such that no group fewer than k participants
can reconstruct the secret quantum state [23-25], and any k participants can
reconstruct the secret quantum state.

In the quantum circuits, the implementation of the unitary transformation
of the quantum state is equivalent to the role of the logic gate in the quan-
tum state. In any dimension Hilbert space, if the unitary transformation of
the corresponding quantum state can be realized through the combination of
elements in a logic gate group, we call such a logic gate group a universal
logic gate group (universal gate), hereinafter referred to as universal gate. It
has been proved that Toffoli gates can realize all unitary transformation [26]
in any dimension Hilbert space, but it is a 3 qubits quantum gate, which is
difficult from the perspective of physical realization. However, in any case, the
universal gates of quantum computing, like the classical logic gate group, have
different forms of expression, as the Ref.[27] points out that any of the T gate,
the controlled phase gate and the Toffoli gate and Clifford group gates can
form a group of universal gate. In this regard, Ouyang et al. considers the
universal gate composed of discrete Clifford group gates and T gate [14].

In this paper, we consider the situation that Clifford group gates and Toffoli
gate constitute a universal gate, and propose an (n,n) threshold quantum
secret sharing scheme for any positive integer n. Then we use the quantum
circuit composed of discrete Clifford group gates and Toffoli gate to evaluate
the security.

2 Quantum circuit and its related conclusions

In this section,we introduce a quantum circuit (See Fig.1, Fig.2) with a proof
of security and give corresponding conclusions of the quantum circuit.

In Fig.1, the first s qubits of the first column qubits are the quantum state
secrets to be shared, and the later ¢ qubits are the ancilla to help implement
the Toffoli gate. The notation a, , labels the qubit on the z-th row and the y-
th column, and R, labels the qubits in the z-th row, where z € {1,2,---,s},y €
{1,2,---,n+1}.
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Fig. 1: Secret sharing process corresponding to n + 1 participants

In Fig.2, U represents the unitary matrix on the z-th row of qubits R, in
Fig.1. When ¢ € {1,2,---,n}, V; represents the corresponding unitary matrix of
the ¢ column, and we order A = V,,V,,_1--- V1. W, represents the corresponding
unitary matrix of the n + ¢ column, and we order B = W,,W,,_1 - - - W7y, then
U = BA.

—D

Fig. 2: Schematic diagram of the corresponding circuit of n + 1 participants

According the quantum circuit given in Fig.1 and Fig.2, we give the fol-
lowing two properties.

Property 1 when n is an odd number,
Ulo @ I®" YUt = o®n, (1)

where 0 € P={I,X,Y, Z}.
Prove For 0 = I, X,Y, Z, we give a proof of (1) respectively. That is, we
prove the following equations are set up

Ul @ 1"—Hut = 1on, (2)
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UX @I9" Hut = Xo, (3)
Uy @ 1#"Hut = ye», (4)
U(Z@I®mHhut = z%m, (5)

Firstly, by U = BA, it is easy to know that the above Eq.(2) is clearly
established when o = I . Next, the cases of 0 = {X,Y, Z} are proved by
mathematical induction.

When o = X, we prove Eq.(3) to be established. First,the following Eq.(6)
is established.

AX @I AT = XO" pc 7+, (6)
where A = ]0)(0| ® I®"~! + |1)(1]| ® X®n~1L
A(X @ 19" 1) AT
(10)0] @ I®"~1 + [1)(1| @ X® 1) (X @ 1P 1)
(10) (0] @ I%"~1 + 1)(1] @ X" 7)
01| ® 19"~ + [1)(0] @ X®"~ ! = X,

It is easy to know that when n = 3,5, Eq.(3) is held, so we assumed that Eq.(3)
is established when n = 2k + 1, next certificate that Eq.(3) is also established
when n = 2k 4+ 3. According hypothesis and Eq.(6) we know that

B = Wy Wop_q---Wh,
U(X ® I®2k)UT — X®2k+1’
A’(X ® ]®2k+2)(A/)T — X®2k+3
When n =2k + 3,
B = W2/k+2W2/k+1W2/kW2/kfl T W{
= W21k+2W2/k+1(W2k RI® I) <o (W1 RI® I)
= WaroWorr i W @ - @ W1 IR I)
=W aWop i (BRI®I),
where

g =1 @I @ |0)(0| @ T+ X @ I®?* @ [1)(1]| @ T,
Wi = 1@ I®F @ I ® |0)(0] + X ® I#?F @ I @ [1)(1].

then
U/(X ® I®2k+2)(UI)T
_ B/A/(X ® I®2k+2)(A/)T(B/)T
_ B/(X®2k+3)(B/)T
- W2/k+2W2/k+1(X®2k+3)(w2/k+1)T(W2/k+2)T

= X2 & (J0)(1] ® X + [1)(0] ® X)
— X ®2k+3
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It is known that the Eq.(3) holds according the inductive hypothesis.
When o =Y, we prove Eq.(4) to be established. Firstly, we suppose Y =
[1)(0] — |0)(1], and it is clear from Y = i|1)(0] —¢|0)(1| that it is also true. The

same reason has the next form
AY @IP" HAT =y @ X"t ne Z7. (7)

It is easy to know that when n = 3,5, Eq.(4) is held, so we assumed that Eq.(4)
is established when n = 2k + 1, next certificate that Eq.(4) is also established
when n = 2k 4+ 3. According hypothesis and Eq.(7) wo know that

B = WapWag—1--- Wi,
U(Y @ I92F)[t = ye2h+1,
A(Y ® [EF2) (AN = Y @ XO2+2,
When n = 2k + 3,
U'(Y @ 192542 (U")f
= B'(Y @ X®**2)(B/)t
= Wiy s Wi (YO @ X @ X)(Wajs ) (W)

=Yl @ (—|0)(1| @Y + [1)(0] @ Y)
— Y®2k+3,

It is known that the Eq.(4) holds according the inductive hypothesis.
When o = Z, we prove Eq.(5) to be established. The same reason has the
next form

AZ@I®" DA =Zo X®" ' ne ZT. (8)

It is easy to know that when n = 3,5, Eq.(5) is held, so assumed that Eq.(5)
is established when n = 2k + 1, next certificate that Eq.(5) is also established
when n = 2k + 3. According hypothesis and Eq.(8) we know that

B = Wy Wop_1---Why,
U(Z ® I92%)Ut = Z@2%+1
ANZ @ I®H+2) (AN = Z @ [92k+2,
When n = 2k + 3,
U'(Z @ I®?*+2)(U")T
= B'(Z @ I1®**2)(B")
= Wzlk+2W2/k+1(Z®2k+1 ®I® I)(Wﬁkﬂ)T(WQ/kJrz)T

= 7% 2 (10)(0| ® Z — |1){(1| ® Z)
— 7®2k+3
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It is known that the Eq.(5) holds according the inductive hypothesis.
To sum up: the Property 1 has to be proved.
Property 2 when n is an even number,

I@o® =1 oe{l, X}

®n—1\rrt _
Ule ® I7")U { Z®c®1 g e {Y, 7} 9)

Prove For 0 = I, X,Y, Z, we give a proof of (9) respectively. That is, we
prove the following equations are set up

Ul @ I¢"hHut = 19", (10)
UX@I® YUt =T1@ X% 1, (11)
UY @I®" YUl =Zzgy®1, (12)
U(Zo I YUt =7z @ 2%, (13)

Firstly, by U = BA, it is easy to know that the above Eq.(10) is clearly
established when o = I . Next, the cases of 0 = {X,Y, Z} are proved by
mathematical induction.

When o = X it is easy to know that when n = 2,4, Eq.(11) is held, so we
assumed that Eq.(11) is established when n = 2k, next certificate that Eq.(11)
is also established when n = 2k +2. According hypothesis and Eq.(6) we know
that

B =Wap_1Wap_o--- Wiy,
U(X @ I HUt = T @ X92h-1,
A(X @ I®HHT) (AN = XO2W+2,
when n = 2k + 2,
B' = Wa Wy Wop \Woy o+ W]

= W Wo (W1 @I QTI) - (W1 @I ® 1)
= W2/k+1W2lk(W2k71 R---WIIRI)

=Wo i Wor(BeI® 1),
where
Wi =I19?* @ (0)(0| @ I + X @ I®** "1 @ |1)(1| ® I,
Wi =19 @ T @ 0)(0] + X @ I#% 1 @ T @ [1)(1],
then

U/(X & I ()
— B’A’(X ® I®2k+1)(A/)T(B/)T
= B/(X%%* @ X (B))!
= Wy 1 Wop (I @ XY (W) (W, )T
= [ @ X®2k+1,
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It is known that the Eq.(11) holds according the inductive hypothesis.

When o =Y, it is easy to know that when n = 2,4, Eq.(12) is held, so we
assumed that Eq.(12) is established when n = 2k, next certificate that Eq.(12)
is also established when n = 2k+2 . According hypothesis and Eq.(7) we know
that

B = Wi 1Wag—o--- W,
UY @ [Nt = 2 @ Yo2h-1,
A(Y © IO (AN = Y @ XOWHL,

when n = 2k + 2,
B =Wy Wi (BRI®I),
then
U/(Y ® I®2k+1)(U/)T

= B'A'(X @ I®?F+1(A)(B)T

— B/(Y ® X®2k+1)(B/)T

= Wy 1 Wop(Z @ Y1 @ XO2) (Wi )T (W i)

=7® Y®2k+1 )
It is known that the Eq.(12) holds according the inductive hypothesis.

When o = Z, it is easy to know that when n = 2,4, Eq.(12) is held, so we

assumed that Eq.(13) is established when n = 2k, next certificate that Eq.(13)

is also established when n = 2k+2 . According hypothesis and Eq.(8) we know
that

B = Wap—1Wap—2--- Wi,
U(Z @ I®*F-1Ut = 292k,
A(Z @ 921y (AN = Z @ [920+1,
when n = 2k + 2,
B =W W (BRI ),
then
U'(Z @ I# (")
= B'A(Z @ I®?*+1)(A)T(B)T
— B'(Z ® I8! g [92)(B/)t
= Wy War (Z9%F @ 19%)(Wap) T (W)

— g®©2%k+2

It is known that the Eq.(13) holds according the inductive hypothesis.
To sum up, the Property 2 is proved.
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3 Secret sharing scheme

In the Ref.[14], an (n, n) threshold quantum secret sharing scheme is proposed,
in which the number of participants is limited to n = 4k + 1,k € Z*, and the
scheme use quantum circuits to evaluate security after the participants get
their own quantum states. In this section, we discuss the number of partici-
pants n in any case ( n € Z* ). The specific scheme is as follows:

Input procedure

The first s bits in the first column are initialized as a quantum secret, and
the later ¢ bits are auxiliary state: |¢1) = Urp(Hy ® H)[000) = 1(|000) +
|010) 4 [100) + [111)), let s = 3k,t = 3k, k' /k € ZT. The rest of the column is
initialized to the maximum mixed state é, where I, X,Y, Z are common Pauli
operator, and Ur is a Toffoli gate.

Encoding procedure

When z € {1,2,---,s}, U acts on z-th qubit R, so U®® act on s(n + 1)
bit quantum state and encodes the quantum state secret into a highly mixed
state.

Sharing procedure

Prepared U encrypted n + 1 column mixed quantum state, Alice holding
first column quantum state, y-th column quantum state send to the y — 1
participant, where y € {2,3,--- ;n + 1}.

Decoding procedure

(a) Collecting the shared state of n 4+ 1 participants;

(b) The unitary matrix UT acts on the mixed quantum state shared by the
n+1 column, discards the rest of the columns, and the remaining first column
s bits are quantum state secrets.

4 Scheme analysis

In order to analyze quantum circuits acting on shared secrets, each participant
performs quantum computation on his own share only, and its computation is
carried out between sharing and decryption procedure. In Ref. [27], it is shown
that any gate in C3\Cy and Clifford group gates can form a set of universal
gate. In this paper, we consider a set of discrete gate sets consisting of Clifford
group gates and Toffoli gate. where Uz = (]00)(00] + [01){(01] + |10)(10]) ® I +
[11)(11] ® X. Quantum circuit consists of any multiple Clifford gates and a
constant k' /k Toffoli gates. Now we consider a sequence gate Y = (Uy,--- ,Up)
that acts on the s bit quantum state secret, where Uy, -- ,Ur gates are all
unitary and are known to the participants.

When U; is a Clifford gate, each participant implements U; on a list of its
own qubit subsets, so n+1 party participants jointly implement UZ®”+1. When
U, is a single-qubit Clifford gates, as shown in Fig.3, when U; is a double-qubit
CNOT gate, as shown in Fig.4.

When U; is a Toffoli gate, each participant can perform a constant k’/k
Toffoli gates on its own quantum secret. To implement the j-th Toffoli gate
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at the m,n,l bit qubit, each participant operates like Fig.5, where m,n,l €
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Fig. 5: Toffoli gate diagram

Here the M frame represents the measuring device, when the result is
classic bit 1, the operation in the above box is implemented, and the Toffoli
gate is finally realized. Here |x), |y), |2) is the quantum state of the m,n,{ bit,
|¢1) = Ur(Hy ® H>)|000) = 1(|000) + |010) + [100) + [111)) is an auxiliary
particle. From Fig.5, it can be seen that each implementation of a Toffoli gate
consumes an auxiliary particle |¢.).

In order to better understand the above scheme and analyze the implemen-
tation of quantum gates on the shared quantum secret, we give two examples
of n =4,5.

Example Suppose that the shared quantum state secret isc = X QY ®
Z,t = 6. After the action of the unitary matrix U in the scheme, the final
state is as follows

[)sec = (X®Y®Z)®5 ®@a

@ = U(|py){ps|® (I®3)®)UT is the result state of the auxiliary particle after
the action of the unitary matrix U. Assuming that the first three participants
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(excluding Alice) are dishonest, and the fourth participant are honest, they
trace the quantum state held by fourth participant, namely, find the reduced
density matrix corresponding to the four dimensional subsystems including
Alice

trs5(Fsee) = trs (X @Y @ 2)%° @ )
= (XY ®2)®ed (XY @ Z ds)
= (XQY®2)"0d tr(X®Y @ Z) - tr(Ps)
(XY ®2)®@d - 0-tr(Ps)
0,

@' is the first four column entangled states of @ , and @5 is the fifth column
quantum state of @. The rest of the three participants and the Alice did not
get any information about the quantum secret. We consider a sequence gates
U = (C1,Cs,Ur,,Cs3,Ur,,C4) on the s = 3 bits quantum state secret, where
C1, Cy, Cs, Cy are Clifford gates, Ur, and Ur, are Toffoli gates, frame U, and
Ur, in the diagram as in Fig.5; Each unitary gate is known to the participants.
The operations performed by each participant are shown in Fig.6.

X 0 crl e c e

Zo- ¢ H b c FOH c |—

o

v

Fig. 6: Quantum diagram of a sequence gates

Example Suppose that the shared quantum state secret isc = X QY ®
Z,t = 6. After the action of the unitary matrix U in the scheme, the final
state is as follows

pscc = I RZRZ)20%° R,

& = U(|py ) {ps|® (I®3)®H)UT is the result state of the auxiliary particle after
the action of the unitary matrix. Assuming that the first four participants
(excluding Alice) try to get secret information, then they trace the quantum
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state held by fourth participant, namely, find the reduced density matrix cor-
responding to the five dimensional subsystems including Alice

trﬁ(ﬁsec) :trG((I®Z®Z)®U®5®@)
=(I0ZR2Z)0c*0d" tr(XQY & Zc )
=(I®RZ0Z) @ @d" 0 tr(ds)
=0.

@" is the first four column entangled states of @ , and &% is the sixth column
quantum state of @. The rest of the four participants and the Alice did not
get any information about the quantum secret. In the same way, we consider
a sequence gates U = (Cy,Cq,Urp,,Cs,Ur,,Cy) on the s = 3 bits quantum
state secret, each unitary gate is known to the participants. The operations
performed by each participant are shown in Fig.6.

5 Security discussion

Dishonest participants attack: A (k,n)-threshold quantum secret
sharing scheme satisfies two properties: (1) any k or more parties can per-
fectly reconstruct the secret quantum state, (2) any k — 1 or fewer parties can
collectively deduce no information at all about the secret quantum state. In
this paper, when k = n the first property is clearly hold, it can be seen that
the coding program is completely reversible in the encryption phase. Next, we
discuss the second property. The secret quantum state before encrypting is

Psec = 27° Z WO, (14)
cEP®s
where 0 = 01 ® 02 ® - ® 05, P = {I,X,Y, Z}; it is coefficient w, for the
non-trivial Pauli oprators ¢ in P®*, and w, = 1 when o is the trivial Pauli
oprator.
When n + 1 is odd, it is known by the Property 1 that the final state of
the encrypted post is

poce =27°( Y weo®" @@ (15)

oceP®s

@ =U(|py){ps| @ (I®3)®")UT. Assuming that the y-th participant is honest,
the other n — 1 participants can not get any information about the quantum
secret, because we can get the reduced density matrix on the n dimension
subsystem by tracing the quantum state held by the y-th participant

ﬁsec — 278( Z wo_o.®’n+1) ® @

ceP®s

— 2—3((I®s)®n+1 + Z w0_0_®n+1) ® @)
ocEP®s\[®s
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where

1 1
Y we = T wtnaeth =0,
cEP®s\[®s cEP®s\[8s

then
e {27055 YD et}
oEP®3\[®s
= 25 {bry 4 (199)" 1+ 0}
= (1%,

When n + 1 is even, it is known by the Property 2 that the final state of
the encrypted is

foce =27°( Y wob®0%") @ .
ceP®s
D =U(|¢py)(¢1|@(I%3)®")UT. Where 6 is the product state of the first column
of quantum bits held by Alice. Similarly, assuming that the y-th participant
is honest, the other n — 1 participants can not get any information about
the quantum secret, because we can get the reduced density matrix on the n
dimension subsystem by tracing the quantum state held by the y-th participant

Poec =2"( > w,0®0%") @

cEP®Ss
=270 I+ ) w0 @b,
ceP®s\[®s
Where
try 1 ( Z Wl @ o®™) = Z wol @ try(o°") = 0,
oEP®s\ [®s ocEP®s\[®s
then

try11{27°( ) wof @ 0o®")}
oceP®s
=ty {27700 (%) + Y wf®o®)
oEP®3\[®s
=27%{0 ® tr, (I®*)®" + Z Wel @ try (c®™)}
GEP®3\[®s
=0 (I%)®" 1

In the two cases, the dishonest participant can only get a highly mixed state,
so there is no information about the quantum secret.

Second property is also satisfied when the set of discrete gates composed
of Clifford group gates and Toffoli gate act on shared quantum state secret.
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Suppose that only one of the n participants is honest, while the remaining
n — 1 participants can perform any operation, which proves that the result
of the honest party’s announcement is uniformly random and independent of
the behavior of other participants [14]. According to the effect of the gate
evaluation, after the evaluation of the i-th gate the state of the system has the

form -
g7y
pi = Z bith Atice ®@ (QT) ® Xi- (16)

where o € P®% v is an auxiliary particle that is not destroyed, b; is a set of
ccalars, ¥ ap;ce is a column of quantum states held by Alice, and y; is a set of
operators on the dishonest parties system. Honesty and other systems exist in
the form of the product state, therefore, the results of the honest measure do
not convey any useful information .

6 Conclusions

In this paper, we have constructed an (n,n) threshold quantum secret sharing
scheme for n with arbitrary number (n € Z7) of participants, which is based on
a quantum circuit composed of Clifford group gates and Toffoli gate. Because
of the universal quantum logic gate has different forms, looking for general
quantum gate model set and consider other types of universal quantum circuit
gate construction, and more secure quantum secret sharing scheme based on
these quantum circuits is a problem to be studied in the future.
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