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In this paper, we propose a novel Quantum Private Query (QPQ) scheme with full Device-
Independent certification. To the best of our knowledge, this is the first time we provide such a full
DI-QPQ scheme using EPR-pairs. Our proposed scheme exploits self-testing of shared EPR-pairs
along with the self-testing of projective measurement operators in a setting where the client and the
server do not trust each other. To certify full device independence, we exploit a strategy to self-test
a particular class of POVM elements that are used in the protocol. Further, we provide formal
security analysis and obtain an upper bound on the maximum cheating probabilities for both the

dishonest client as well as the dishonest server.
I. INTRODUCTION

Since the very first proposal by Chor et al. [l],
both Private Information Retrieval (PIR), and Symmet-
ric PIR have attracted extensive attention from the clas-
sical cryptography domain. [2-7]. SPIR is a two-party
(say Server, and Client) mistrustful crypto primitive. In-
formally, in SPIR one party, Client would like to retrieve
some information from a database that is stored at the
other party, i.e., Server’s side without revealing any infor-
mation about the retrieved data bits to the Server. The
Server’s goal is not to reveal any information about the
rest of the database. The task of SPIR is similar to the 1
out of N oblivious transfer. Similar to most of the secure
two-party cryptographic primitives, designing a secure
SPIR scheme is a difficult task. Since the client’s privacy
and the database security appear to be conflicting, it is
elusive to design information-theoretically secure SPIR
schemes both in classical and in quantum domain [7, &].
This paper focuses on a more weaker version of SPIR,
called Private Query (PQ), where the client is allowed
to gain more information about the database than SPIR
or 1 out of N oblivious transfer. On the other hand, the
client’s privacy is ensured in the sense of cheat sensitivity
i.e., if the server tries to gain the information about the
client’s queries then the client can detect that.

The PQ primitive is weaker than SPIR but stronger
than PIR. However, this type of primitive suffers from
the same limitation as in the PIR schemes. For exam-
ple, in order to respond client’s query, the server must
process the entire database. Otherwise, the server will
gain information regarding the indices corresponding to
the client’s query. Moreover, the server needs to send
the encrypted version of the entire database; otherwise,
it would get an estimate about the number of records
that match the query.
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In Quantum Private Query (QPQ), the client issues
queries to a database and obtains the values of the data
bits corresponding to the queried indices such that the
client can learn a small amount of extra information
about the database bits that are not intended to know
by her (known as database security), whereas the server
can gain a small amount of information about the query
indices of the client (known as user privacy) in a cheat-
sensitive way. The functionality of this QPQ primitive
can be explained as a probabilistic n-out-of-N Oblivious
Transfer (here we consider n = 1) where the client has
probabilistic knowledge about the other (the bits that
are not intended to know by her) database bits.

The first protocol in this domain had been proposed
by Giovannetti et al. [12], followed by [13] and [14]. How-
ever, all these protocols used quantum memories and
none of these are practically implementable at this point.
For implementation purpose, Jakobi et al. [15] presented
an idea which was based on a Quantum Key Distribu-
tion (QKD) protocol [16]. This is the first QPQ proto-
col based on a QKD scheme. In 2012, Gao et al. [17]
proposed a flexible generalization of [15]. Later, Rao et
al. [18] suggested two more efficient modifications of clas-
sical post-processing in the protocol of Jakobi et al. In
2013, Zhang et al. [19] proposed a QPQ protocol based
on the counterfactual QKD scheme [20]. Then, in 2014,
Yang et al. came up with a flexible QPQ protocol [21]
which was based on the B92 QKD scheme [22]. This do-
main is still developing, as evident from the number of
recent publications [23, 24]. Some of these protocols ex-
ploit entangled states to generate a shared key between
the server (Bob) and the client (Alice). In some other
protocols, a single qubit is sent to the client. The qubit
is prepared in certain states based on the value of the
key and the client has to perform certain measurements
on this encoded qubit to extract the key bit. Although
these protocols differ in the process of key generation,
the basic ideas are the same. The security of all these
protocols is defined based on the following facts.

e The server (Bob) knows the whole key which would
be used for the encryption of the database.

e The client (Alice) knows a fraction of bits of the



key.

e Bob does not get any information about the posi-
tion of the bits which are known to Alice.

It is natural to consider that one of the legitimate par-
ties may play the role of an adversary. Alice tries to
extract more information about the raw key bits (which
implies additional information about data bits), whereas
Bob tries to know the position of the bits that are known
to Alice. For this reason, QPQ can be viewed as a two-
party mistrustful cryptographic primitive. Despite its
cheat-sensitive property, the server Bob and the client
Alice are allowed to violate user privacy and data secu-
rity, respectively, with a negligible probability based on
the security requirements. In practice, the exact primi-
tive that one tries to achieve is as follows-

e Malicious Alice can only know a small amount of
additional data bits than that is intended to know
by her. Here the aim is to minimise Alice’s of extra
information about the database.

e Malicious Bob can only gain a small amount of in-
formation about the query indices of Alice. Here
Alice tries to hides her query indices from Bob.

Very recently, Maitra et al. [25] identified that the se-
curities of all the existing protocols are based on the fact
that the communicating parties rely on their devices, i.e.,
the source that supplies the qubits and the detectors that
measure the qubits. Thus, similar to the QKD protocols,
the trustworthiness of the devices are implicit in the secu-
rity proofs of the QPQ protocols. However, in Device In-
dependent (DI) scenario, these trustful assumptions over
the devices are removed and the security is guaranteed
even after removing these assumptions. But unlike QKD,
it is hard to prove DI security in the case of QPQ because
of its mistrustful property.

To remove the trustful assumptions and enhance the
overall security, recently a DI-QPQ protocol has been
described in [25] and it’s finite sample analysis has been
discussed in [47]. In [25], the authors introduced a test-
ing phase at the server-side and proposed a semi-device
independent version of the Yang et al. [21] QPQ scheme.

In this QKD based QPQ scheme [21] (and also in the
other QKD based QPQ schemes), the main idea of par-
tial key generation at the client’s side relies on the dis-
tinction between non-orthogonal states. For the QPQ
scheme [21], the server Bob and the client Alice share
non maximally entangled states and Alice performs pro-
jective measurements at her side on some specified basis
randomly to guess the raw key bits (chosen by Bob) with
certainty.

It is well-known that contrary to the non maximally
entangled states, maximally entangled states are easy
to prepare in practice and are also more robust in the
case of DI certification. Moreover, it is also known that
POVM measurement provides optimal distinction [26, 27]
between non-orthogonal quantum states.

Keeping these in mind, here we propose a novel QPQ
scheme using shared EPR pairs (between the server and
the client) and POVM measurement (at the client’s side
to retrieve the maximum number of raw key bits with
certainty). Our proposed scheme provides full DI certi-
fication exploiting self-testing of EPR pairs along with
self-testing of POVM measurement (at the client’s side)
and projective measurement (at server’s side). We fur-
ther provide formal security proofs (considering all the
strategies that preserve the correctness condition) and
obtain an upper bound on the maximum cheating prob-
abilities for both dishonest server and dishonest client.

A. Relation between QPQ and Oblivious Transfer

Oblivious Transfer (OT) is a well-studied crypto-
graphic primitive which was first introduced informally
by Wiesner [30] and then subsequently formalized as 1
out of 2 OT in [31]. In 1 out of N oblivious transfer
protocol, the server Bob has a database with N entries,
and the client Alice wants to know one of the entries
with the intention that her choice would not be made
public. To ensure privacy for both the server and the
client, Bob shouldn’t know anything about Alice’s choice
and Alice shouldn’t know anything extra other than her
choice. This scheme is also referred to as SPIR. How-
ever, there is a minimal difference between SPIR and
OT. Generally, multiple databases are involved in SPIR
schemes to achieve both low communication complexity
and information-theoretic security. Thus, SPIR is con-
sidered as a distributed version of 1 out of N OT.

On the other hand, private query protocols also offer a
similar kind of functionalities. However, the security re-
quirements of QPQ schemes are generally relaxed [13] to
the extent that Alice’s privacy is cheat-sensitive (i.e., Bob
may know about the choice of Alice after the transmis-
sion using some attacks). That means the QPQ security
relies on the fact that if Bob tries to infer Alice’s choice,
she has a non-zero probability to discover it. One can
verify that the more information Bob gets about Alice’s
choice, the higher is the probability that he will not pass
Alice’s security test. Furthermore, Alice may also obtain
a few more entries other than her requirement (i.e., Alice
may have probabilistic knowledge about the bits that are
not intended to know by her) but the total number of en-
tries that Alice can obtain is strictly bounded. To date,
all the existing QPQ protocols are designed considering
a single database. Therefore, QPQ is like a probabilistic
1 out of N OT as compared to SPIR.

Tt is already shown in [8] that information-theoretically
secure two-party computational schemes are impossible
in the quantum scenario. This implies the impossibility
of designing an OT scheme that satisfies both client’s
and server’s security requirements. Fortunately, due
to the aforementioned relaxed security requirements of
QPQ [13], it is possible to design unconditionally se-
cure QPQ schemes. The security of classical OT is gen-



erally based on computational complexity assumptions,
whereas QPQ is information-theoretically secure. So,
QPQ protocols can resist all attacks (even if the attacker
uses quantum resources) whereas the classical or even
quantum OT protocols may not be able to defend against
such attacks.

B. Comparison with the exact classical primitive

It is well-known that in the classical setting, it is
impossible to design an information-theoretically secure
OT or SPIR schemes. However, to the best of our
knowledge, it is not known whether we can design an
information-theoretically secure classical private query
(CPQ) scheme. Here, we point out that, it is very easy
to come up with a naive and inefficient information-
theoretically secure classical private query scheme. A
rough idea of the scheme is given below.

e Suppose, the client Alice wants to know I; number
of bits from the N bit database X but asks for
I, positions (that include her I; positions) to the
server Bob where I5 is exponentially larger than I;
but exponentially smaller than V.

e Bob then returns all the bits corresponding to these
I positions to Alice. This implies that Alice can’t
learn more than Is bits from the database which
is very small compared to the size of the entire
database.

e On the other hand, Bob can learn about the posi-
tions of Alice’s query with probability % which is

also very small.

One can easily check that although this naive classical
solution is information-theoretically secure, it has the fol-
lowing disadvantages as compared to the existing quan-
tum solutions.

e In the naive classical solution of the private query
primitive, the server Bob leaks more data bits to
the client Alice as compared to the existing quan-
tum solutions. In the above-mentioned classical so-
lution, Alice knows an exponential amount of ad-
ditional data bits as compared to the size of her
intended query index set. Whereas, in the quan-
tum scenario, Alice knows a ver small amount of
additional data bits compared to the size of her
intended query index set.

e In the mentioned classical solution, Bob can guess
the query indices of Alice with a more certain prob-
ability as compared to the existing quantum solu-
tions. In the quantum scenario, Bob guesses each of
the data bits as Alice’s query with non-zero proba-
bility. Whereas, in the case of this mentioned clas-
sical solution, Bob can simply eliminate (N — I5)

indices (exponential number of data bits as com-
pared to the size of the query index set) that are
not asked by Alice.

The study of designing an efficient classical private
query scheme is beyond the scope of this paper, and we
leave it for our future work.

C. Our Contribution

In the current report, we address the problem of per-
forming a private search on a classical database such that
the user can retrieve an item from the database (along
with some probabilistic knowledge about the other data
bits) and the server can learn about the client’s query
in a cheat- sensitive way such that the data privacy and
the user privacy are both preserved. As it is a distrustful
cryptographic protocol, data privacy and, user security
contradict each other. Moreover, because of the cheat
sensitivity, if any of the parties try to violate data pri-
vacy or user security, it will be detected by the other
party. The QPQ schemes are mainly different from the
traditional QKD schemes in the following two aspects-

e In QKD, the parties Alice and Bob both know all
the bits of their shared raw key. However, in QPQ),
only the server Bob knows all the bits of the shared
raw key, and the client Alice knows only some bits
of the shared raw key.

e In QKD, both the parties i.e., Bob and Alice trust
each other and any third party will act as an ad-
versary. Contrary to this, in QPQ, neither of the
parties trust each other and any one of them may
act as an adversary.

As QPQ is a distrustful cryptographic primitive, it is
much harder to prove Device Independence (DI) in this
setting. Keeping this in mind, in this proposed scheme,
we try to maintain data privacy as well as user security
(so that no significant information is leaked to any of the
parties) and also try to maintain the cheat sensitive prop-
erty (i.e., if any of the party tries to violate the security
then this party will be caught by the other party).

Our main contribution in this paper is threefold which
we enumerate below:

1. We propose a novel QPQ scheme and remove the
trustworthiness from the devices (source as well
as measurement devices) using the self-testing of
EPR pairs, self-testing of projective measurements
(mentioned in [44]) and self-testing of POVM mea-
surements. Recently, Maitra et al. [25] proposed a
semi DI version of the QPQ scheme [21]. However,
the QPQ scheme [21] uses non maximally entan-
gled states which are difficult to prepare in prac-
tice and are also less robust in the case of DI cer-
tification as compared to the maximally entangled



states. Keeping this in mind, here we propose a
QPQ scheme using EPR pairs and a proper self-
testing mechanism that guarantees full DI security
of our protocol. To the best of our knowledge, this
is the first time we provide such a full DI-QPQ
scheme.

2. We replace the usual projective measurement at
client Alice’s side with optimal POVM measure-
ment so that (on average) Alice can obtain max-
imum raw key bits with certainty and (possibly)
retrieve the maximum number of data bits in a sin-
gle query. We also show that our proposed scheme
provides (on average) the maximum number of raw
key bits with certainty for Alice.

3. Contrary to all the existing QPQ protocols, in the
present effort, we provide a general security anal-
ysis (considering all the attacks that preserve the
correctness condition) and provide an upper bound
on the cheating probabilities (i.e., a lower bound
on the amount of information leakage in terms of
entropy) for both the parties (the server as well as
the client).

D. Notations and Definitions

4

e F(F4): the entire final key corresponding to Bob
(Alice) of size N bits.

e Ri(R4,;): the i-th raw key bit at Bob’s (Alice’s)
side.

e F;(F4,): the i-th final key bit at Bob’s (Alice’s)
side.

e k: Number of raw key bits XORed to generate ev-
ery bit of the final key.

e 7;: the index set of the elements which are queried
by the client Alice.

e [: Size of Alice’s query index set Z; i.e., | = |Z;|.

e a;: the classical bit announced by Bob for i-th
shared state.

e A(B): measurement outcome at Alice’s (Bob’s)
side.

e |0') = cos0|0) +sinf|1).
e |1') =sinf|0) — cosf|1).

e cp: uniform random selection from a given set.

Next we present a few definitions that will be required
for further discussions.
Let us first list a few notations.

e [C: Initial number of states for our proposed
scheme. Here, we assume that IC is asymptotically
large.

e [;:: the Identity matrix of dimension k.
o A(A*): honest (dishonest) client Alice.
e B(B*): honest (dishonest) server Bob.

o A;(AF): the i-th subsystem corresponding to hon-
est (dishonest) Alice.

e BB,(B}): the i-th subsystem corresponding to honest
(dishonest) Bob.

® [) 4,5, the i-th copy of the shared state where
1st qubit corresponds to Alice and 2nd qubit cor-
responds to Bob.

® p4,B;: the density matrix representation for the i-
th shared state.

e p4,(ps,): the reduced density matrix at Alice’s
(Bob’s) side for i-th shared state.

e X: the N-bit database which corresponds to server
Bob.

e R(R4): the entire raw key corresponding to Bob
(Alice) of size kN bits for some integer k& > 1.

e Trace Distance: The trace distance allows us to
compare two probability distributions {p;} and {¢;}
over the same index set which can be defined as

‘ 1
Dist(pi,q;) = §Z|p¢ - ail.

e In quantum paradigm, the trace distance is a mea-
sure of closeness of two quantum states p and o.
The trace norm of an operator M is defined as,

|M][, = Tr|M],

where |M| = VMTM. The trace distance between
quantum states p and o is given by,
Dist(p,0) = Tr|p— o]
= ||p - U||1a

where |A] = VAtA is the positive square root of
VATA.

e Fidelity: Like trace distance, fidelity is an alterna-
tive measure of closeness. In terms of fidelity, the
similarity between the two probability distributions
{p:} and {¢;} can be defined as,

2
F(pi,q:) = <Z\/ZT%> .



e The fidelity of two quantum states p and o is de-
fined as

F(p,o) = [Tr(vpl/%pm)} 2

e In case of pure states, the fidelity is a squared over-
lap of the states |¢)) and |¢), i.e.,

F(p.o) = |[(vlo)],

where p = |¢)(¢p] and o = |¢)(¢| are corresponding
density matrix representation of the pure states |)
and |¢) respectively.

e The two measures of closeness of quantum states,
trace distance and fidelity, are related by the fol-
lowing inequality [33],

1
1—+/F(p,o0) < §T7°|p—a| <+1-=F(p,o).

e Trace distance has a relation with the distinguisha-
bility of two quantum states. Suppose, one referee
prepares two quantum states p and o for another
party (say Alice) to distinguish. The referee pre-
pares each of the states with probability % Let
Peorrect denotes the optimal guessing probability for
Alice and it is related to trace distance by the fol-

lowing expression,

1 1
Pcorrect = 5 (1 + iTr‘p - U|> .

It implies that trace distance is linearly dependent
to the maximum success probability in distinguish-
ing two quantum states p and o. For further details
one may refer to [39].

e Conditional Minimum Entropy: Let p = pap
be the density matrix representation of a bipartite
quantum state. Then the conditional minimum en-
tropy of subsystem A conditioned on subsystem B
is defined by ([40])

Hmzn(A|B)p = - iangf Doo(pAB”HA & O'B)v

where I4 denotes the identity matrix of the dimen-
sion of system A and the infimum ranges over all
normalized density operators op on subsystem B
and also for any two density operators T,T" we de-
fine,

Doo(T||T") = inf{A € R: T < 2*T"}.

e Let pxp be a bipartite quantum state where the X
subsystem is classical. For the given state pxp if
Dguess(X|B)pxp denotes the maximum probability
of guessing X given the subsystem B, then from
[40] we have,

pguess(’X‘B)pXB = 2_Hmm<X|B)p‘ (1)

1. Adversarial Model

As Quantum Private Query (QPQ) is a distrustful
cryptographic primitive, here each of the parties have
different security goals. The security requirement of the
entire protocol is termed as Protocol Correctness whereas
the security of the server (Bob) is termed as Data Pri-
vacy and the security requirement for the client (Alice)
is termed as User privacy. Formally, these terms are de-
fined below.

Definition 1. Protocol Correctness:

If the user (i.e., the client) Alice and the database
owner (i.e., the server) Bob both are honest, then af-
ter the key establishment phase, the probability that Alice
can correctly retrieve the expected number of data bits in
a single database query is very high. This implies that in
case of honest implementation of the protocol, if X de-
notes the actual number of data bits known by Alice and
E[X] denotes the expected number of data bits that are
supposed to be known by Alice then, after the key estab-
lishment phase,

Pr(|X — E[X]| < & A the protocol does not abort) > P,

(2)

where &; denotes the amount of deviation allowed by

Bob and P. denotes the probability with which the value

of X lies within the interval [E[X]—0, E[X]40¢] (ideally,
the value of P, should be high).

Definition 2. Protocol Robustness:

If the user (i.e., the client) Alice and the database
owner (i.e., the server) Bob both are honest, then after
the key establishment phase of our proposed scheme, the
probability that Alice will know none of the final key bits
(as well as the database bits) and the protocol has to be
restarted is very low. More formally,

Pr(the protocol aborts in honest scenario) < P,  (3)

where P, denotes the probability that Alice knows none
of the final key bits and aborts the protocol (ideally, the
value of P, should be small).

Definition 3. Data Privacy:

A QPQ protocol satisfies the data privacy property
if either the protocol aborts with high probability in the
asymptotic limit, or in a single database query, dishonest
Alice’s strategy (A*) can correctly extract (on average)
at most T fraction of bits of the N-bit database X where
7(0 < 7 < 1) is very small compared to the size of the
entire database i.e., N. This implies that if D 4« denotes
the number of data bits that dishonest Alice can extract
(on average) in a particular query then,

Eg(Da+) <TN (4)

where the expectation is taken all over the random coins
R that are used in the protocol.



The data privacy against dishonest Alice can also be
defined in terms of the success probability in guessing
more than the expected number of data bits. In this no-
tion, after the key establishment phase, either the proto-
col aborts with high probability in the asymptotic limit,
or the probability that dishonest Alice (A*) correctly re-
trieves more than the expected number of data bits and
the protocol does not abort is very low. This implies that
for dishonest Alice (A*), if X denotes the actual number
of data bits known by Alice and E[X] (i.e, Er(D4+)) de-
notes the expected number of data bits that are actually
supposed to know by Alice then after the key establish-
ment phase,

Pr(|X — E[X]| > 6; A the protocol doesn’t abort) < Py
()
where &; denotes the amount of deviation allowed by
Bob and P, denotes the probability with which the value
of X lies outside the interval [E[X] — 6, E[X] + d¢] such
that the protocol does not abort (ideally, the value of Py
should be very small).

Definition 4. User Privacy:

Let T, = {i1,..., 11} denotes the indices of the data bits
that Alice wants to know from the database by performing
I many queries. Then for a QPQ protocol, after | many
queries, either the protocol aborts with high probability
in the asymptotic limit, or the dishonest Bob’s strategy
(B*) can correctly guess (on average) at most § fraction
of indices from the index set I, where § (0 < § < 1) is
very small compared to the size of the index set i.e., .
This implies that after | many queries to the database
by Alice, if g~ denotes the number of correctly guessed
indices by dishonest Bob then,

Er (Ip+) <dl (6)

where the expectation is taken all over the random
coins R’ that are used in the protocol.

The user privacy against dishonest Bob can also be
defined in terms of the success probability in guessing a
query index correctly from Alice’s query index set. In this
notion, either the protocol aborts with high probability in
the asymptotic limit, or the probability that dishonest Bob
(B* ) can correctly guess an index from Alice’s query index
set (Z;) and the protocol does not abort is very low. This
implies that after | many queries to the database by Al-
ice, if dishonest Bob guesses an index i from the database
and the protocol does not abort then the probability that
1 1s in Z; is very low i.e.,

Pr(Bob guesses i € IyAthe protocol does not abort) < P,

(7)

where P, denotes the probability that i is in Z; and the

protocol does not abort (ideally, the value of P, should be
very small).

E. Assumptions for Our Device Independent
Proposal

In this section we mention the list of assumptions
that are required for the security of our proposed QPQ
scheme. Those assumptions are summarized as follows.

1. Devices follow the laws of quantum mechanics i.e.,
the quantum states and the measurement opera-
tors involved in this scheme lead to the observed
outcomes via the Born rule.

2. Like the recent DI proposal for oblivious trans-
fer from the bounded-quantum-storage-model and
computational assumptions in [41], here also we
assume that the state generation device and the
measurement devices (both at honest and dishon-
est party’s end) are described by a tensor product
of Hilbert spaces, one for each device. That means
for this proposal, we assume that the devices fol-
low the i.i.d. assumptions such that each use of a
device is independent of the previous use and they
behave the same in all trials. This also implies that
the statistics of all the rounds are independent and
identically distributed (i.i.d.) and the devices are
memoryless. We also assume that the honest party
chooses the inputs randomly and independently for
each rounds.

Note : As QPQ is a distrustful primitive, to detect
the fraudulent behavior (if any) of the dishonest
party, the i.i.d. assumption on the inputs chosen
by the honest party seems justified here. It is also
possible to consider more general scenarios for this
distrustful primitive without imposing the i.i.d as-
sumption on the devices, but these are outside the
scope of this work.

3. The honest party can interact with the unknown
devices at his end only by querying the devices with
the inputs and getting the corresponding outputs
whereas the dishonest party can manipulate all the
devices before the start of the protocol. However,
we assume that after the protocol starts, the dis-
honest party can no longer change this behavior
- s/he cannot manipulate any devices held by the
honest party, and also cannot “open up” any de-
vices s/he possesses at her/his end (i.e. the dishon-
est party is also restricted to only supplying the
inputs and getting the corresponding outputs from
those devices after the start of the protocol). We
also assume that the dishonest party processes their
data in an 4.i.d. fashion.

4. Generally, in the Device Independent (DI) scenario,
it is assumed that Alice’s and Bob’s laboratories are
perfectly secured, i.e., there is no communication
between the laboratories. As QPQ is a distrustful
scheme, here we assume that each party’s aim is not
only to retrieve as much additional information as



possible from the other party but also to leak as
little additional information as possible from his
side. For this reason, while testing the cheating of
a dishonest party in a particular testing phase, the
other party must act honestly in that test to detect
the fraudulent behavior (if any) of the dishonest
party. If both the parties act deceitfully in any
testing phase, then none of them can detect the
cheating of the other party. So, one party must act
honestly in every testing phase.

Here we assume that in the local tests, the party
who acts honestly in a particular testing phase
chooses the input bits randomly for the devices at
his end (on behalf of the referee), and self-tests the
devices. So, for local tests, there is no communica-
tion between the laboratories.

Similarly, whenever they perform distributed tests
(i.e., the tests performed by both of them with the
shared states), we assume that the honest party
chooses the input bits for both the parties on be-
half of the referee. Then the parties measure their
qubits accordingly, and the dishonest party an-
nounces the output bits for the samples chosen for
the test.

This implies that for the local tests involved in
this scheme, there is no communication between
the laboratories, whereas, for the distributed tests,
we allow communication regarding the input bits
and the output bits from the honest party’s end
and the dishonest party’s end respectively.

We also assume that the honest party can some-
how “shield” his devices such that no information
(regarding the inputs and the outputs) is leaked
from his laboratory until he chooses to announce
something.

Note : Here, one may think that in case of dis-
tributed test, the dishonest party may not measure
his qubits according to the values of the input bits
chosen by the honest party. In that case, how the
honest party can detect this dishonest behaviour
in the corresponding testing phase is clearly men-
tioned later in the analysis of device independent
security.

5. The inputs for self-tests are chosen freely and inde-
pendently of all the other systems involved in the
protocol i.e., the device used to generate input bits
for one party does not have any correlations (clas-
sical or quantum) with the particles or the source
or the laboratory of the other party.

II. PROPOSAL FOR A FULL DI-QPQ SCHEME

The QPQ protocols are composed of several phases.
Depending on the functionality, we have divided the en-
tire protocol into five phases. The first phase is termed

“entanglement distribution phase”. In this phase, a third
party (need not be a trusted one and may collude with
the dishonest party) distributes several copies of entan-
gled states between the server (Bob) and the client (Al-
ice). The next phase is called “source device verification
phase”. In this phase, the server and the client self-test
their shared entangled states using CHSH game. The
third phase is termed as “DI testing for Bob’s measure-
ment device”. In this phase, Bob self-tests his measure-
ment device (in some specific measurement basis that will
be used for the QPQ protocol).

In QPQ, before the protocol, the server Bob decides
how much information the client Alice can retrieve from
the database in a single query. For this reason, Bob
chooses a parameter § and performs measurements on
his qubits (of the shared entangled states) in this 6 ro-
tated basis (during the protocol) to restrict Alice’s infor-
mation about the database [48]. As Alice and Bob get
the measurement devices from an untrusted third party,
(in device-independent setting) they need to check the
devices before proceeding with the protocol. Here we as-
sume that dishonest Bob’s aim is not only to know Alice’s
query indices but also to leak as little additional informa-
tion about the database as possible. For this reason, in
“DI testing phase for Bob’s measurement device”, only
Bob will act as a referee and choose input bits for both
parties. They first perform some measurements assuming
the devices as unknown boxes and then after getting the
outcome, they conclude about their functionality. After
measurement, if the probability of winning the specified
game is equal to some predefined value, then they can
conclude that Bob’s measurement devices are noiseless
for those specified bases.

The next phase of this protocol is termed “DI testing
for Alice’s POVM elements”. In the phase, Alice first
performs specific measurements assuming the POVM de-
vices as unknown boxes and then concludes about their
functionality based on the outcome i.e., in this phase Al-
ice checks the functionality of her POVM device. If the
POVM device works as expected, then Alice and Bob
generate key bits in the next phase for the remaining in-
stances which is termed as “Key Establishment Phase”.
After this phase, Bob has a secret key such that Alice
knows some of those bits and Bob doesn’t know the in-
dices of the bits known by Alice.

In the last phase, i.e., in “private query phase”, Bob
encrypts the database using the key generated at his
side and sends the encrypted database to Alice. Alice
then decrypts the intended data bits using the known
key bits at her side.

Now we describe different steps of our proposal. Note
that we haven’t considered the channel noise here. So,
we assume here that all the operations are perfect.

1. Entanglement Distribution Phase:

(a) A third party distributes K copies (where
we assume that K is asymptotically large) of



EPR pairs |¢) 45 between Alice and Bob such
that Alice (Bob) receives A (B) subsystem of

|}) A5

2. Source Device Verification Phase:

The source device verification phase is composed
of two subphases. In the first subphase, Bob acts
as a referee, chooses random samples (for testing
phase), receives the corresponding qubits from Al-
ice, generates random input bits for those instances
and performs a local CHSH test to certify the states.
Similarly, in the second subphase, Alice acts as a
referee and does the same that Bob does in the
previous phase. In each phase, after receiving the
inputs, Alice’s and Bob’s device measure the states
and return output bits (¢;,b;). The detail descrip-
tion of different subphases is as follows.

Algorithm 1: LoaclCHSHtest(S, P)

e For each ¢ € S, P does the following-

(a) For the inputs s; = 0 and s; = 1, P’s device
performs a measurement in the first qubit of
the i-th state and outputs ¢; =0 or ¢; = 1.

(b) For the inputs 7; = 0 and r; = 1, P’s device
performs a measurement in the second qubit of
the i-th state and outputs b; = 0 or b; = 1.

e From the inputs s;,7; and corresponding outputs
¢i, bi, P estimates the following quantity,

1
c==%So¢
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where the parameter C; is defined as follows ,

C— 1 Ifsiri=ci Db;
“77 10 otherwise.

o If C = cos® 5 “ then the protocol continues.

e Otherwise, the protocol aborts.

“In the case of honest implementation, this exact desired value
can be obtained for asymptotically large number of samples. How-
ever, in practice, with finite number of samples, it is nearly always
impossible to exactly match with the desired value of the estimated
statistic. Hence, a small deviation from the desired value is allowed
in practice. A discussion regarding the variation of the deviation
range with the sample size is mentioned in Appendix A. However,
how the existing security definitions will vary with the noise pa-
rameter, is out of the scope of this present work and we will try to
explore this issue in our future works.

(a) Bob randomly chooses 712K (how Bob and Al-
ice choose the specific value of «; from the set
(0,1) is mentioned in Appendix A) instances
from the shared K instances, declares the in-
stances publicly and constructs a set T'Eyqy

with these instances.

(b) Alice sends her qubits for all the instances in
By to Bob.

(c) For these instances in I'Zqy, Bob plays the
role of the referee as well as the two players
and plays local CHSH game.

(d) For every i-th sample in 'Sy, Bob gener-
ates random bits r; € {0,1} and s; €g {0,1}
as the inputs of his two measurement devices
(these devices act as the devices of two differ-
ent parties).

(e) Bob performs Local CHSHtest(I'E gy, Bob),
mentioned in algorithm 1 (which is nothing
but the local version of actual CHSH game)
for the set B oy

(f) If Bob passes the LocalCHSHtest(I'Sqqy,
Bob) game then they proceed further, other-
wise they abort.

(g) From the rest (IC — %) instances, Alice ran-

domly chooses 712’C (how Bob and Alice choose
the specific value of v; from the set (0,1) is
mentioned in Appendix A) instances, declares
the instances publicly and constructs a set

I'dusp With these instances.

(h) Bob sends her qubits for all the instances in
FéHSH to Alice.

(i) For these instances in I'éygy, Alice plays the
role of the referee as well as the two players
and plays local CHSH game.

(j) For every i-th sample in I‘éHSH, Alice gener-
ates random bits r; € {0,1} and s; €g {0,1}
as the inputs of her two measurement devices
(these devices act as the devices of two differ-
ent parties).

(k) Alice performs Local CHSHtest(T'&qp, Alice),
mentioned in algorithm 1 (which is nothing
but the local version of actual CHSH game)
for the set I'éyep-

(1) If Alice passes the Local CHSHtest(I'Syqp, Al-
ice) game then they proceed to the next part
of the protocol where Bob self-tests his observ-
ables, otherwise they abort.

3. DI Testing for Bob’s Measurement Device:

(a) Let us assume that in the previous phase
(i.e., in source device verification phase), Bob
and Alice select total |I'cusn| samples where
Tcusy = FéHSH UTEqq- In this phase, they
consider the rest (K — |T'cugnl|) instances and
for 1 < i < (K — |I'cusul), Bob does the
following-

e Bob first generates a random bit r; (i.e.,
bit r; €g {0,1}) for the i-th instance (ba-
sically these random bits are the raw key
bits at Bob’s side i.e., R; = r;).



Algorithm 2: OBStest(S)

e For each i € S, Alice and Bob does the following-

(a) Bob generates a random bit s; €r {0,1} as an
input of Alice’s device and declares the input
publicly.

(b) For the inputs s; = 0 and s; = 1, Alice’s device
performs a measurement in her part of the i-th
copy of the shared states and outputs ¢; = 0 or
C; = 1.

(c) Bob already generates the input bits r; = 0 or
r; = 1 randomly for his measurement device in
the i-th instance and obtains the outcome
bi =0or bl =1.

(d) Alice and Bob declare their inputs s;,r; and
corresponding outputs ¢;, b;.

e From the declared outcomes Alice and Bob
estimate the following quantity,

1
B=71 2

s,7,¢,b€{0,1}

(—1)%rb P (¢ 45| A2 ® By |p.an)

_ (cosB+sin6)
where a = |(cos @—sin 0)]|
follows ,

d __JO0 Ifsr=c®d
sreb = 1 otherwise.

and dsrcp is defined as

o If B = m”’ then the protocol continues.

e Otherwise, the protocol aborts.

%In the case of honest implementation, this exact desired value
can be obtained for asymptotically large number of samples. How-
ever, in practice, with finite number of samples, it is nearly always
impossible to exactly match with the desired value of the estimated
statistic. Hence, a small deviation from the desired value is allowed
in practice. A discussion regarding the variation of the deviation
range with the sample size is mentioned in Appendix A. However,
how the existing security definitions will vary with the noise pa-
rameter, is out of the scope of this present work and we will try to
explore this issue in our future works.

e If r, = 0, Bob’s device applies measure-
ment operator {B§, B{}, and generates
the output b; = 0 and b; = 1 respectively.

e If r; = 1, Bob’s device applies measure-
ment operator {B§, Bi}, and generates
the output b; = 0 and b; = 1 respectively.

e Bob declares a; = 0 whenever his device
outputs b; = 0 (i.e., the device applies
measurement operator BY or B} for the
i-th instance).

e Bob declares a; = 1 whenever his device
outputs b; = 1 (i.e., the device applies
measurement operator BY or B} for the
i-th instance).

(b) From these (K — |T'cusu|) instances, Bob ran-
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domly chooses M (how Bob and
Alice choose the specific value of v5 from the
set (0,1) is mentioned in Appendix A) in-
stances, declares the instances publicly and

constructs a set Ffbs with these instances.

(c) Alice then randomly chooses 22(k=Tonsul)

(how Bob and Alice choose the specific value
of 7o from the set (0,1) is mentioned in
Appendix A) instances from the rest (K —
| M |) instances, declares
A

obs

ITcnsu| —
the instances publicly and make a set T’
with these instances.

(d) Alice and Bob construct a set T'ops with all
their chosen instances i.e., I'gps = Fﬁas U FOBbS.

(e) Alice and Bob perform OBStest(I'ops), men-
tioned in algorithm 2, for the set I'gps.

4. DI Testing for Alice’s POVM Elements:

(a) After the DI testing phase for Bob’s measure-
ment device, Alice and Bob proceed to this
phase with the rest (K — |Tcusu| — [Tobs|)
shared states. Let us denote this set as
I'povm.

(b) Alice randomly chooses v3|T'povm| (how Al-
ice chooses 73 is mentioned in Appendix A)
samples from the rest shared [Tpoym| states.
We call this set as I'ls8i,. Alice performs
KEYgen(I'ig%), mentioned in algorithm 3,
for the set T'sgf -

(c) Alice then performs POVMtest(Iigh ),

mentioned in algorithm 4, for the set T8 -

Algorithm 3: KEYgen(S)

e For each i € S, Alice does the following-

(a) If Bob declared a; = 0, Alice measures her
qubit of the i-th shared state using the
measurement device M° = {M§, MY, M3}.

(b) If Bob declared a; = 1, Alice measures her
qubit of the i-th shared state using the
measurement device M* = {Mg, M{, M3 }.

5. Key Establishment Phase:

(a) After the DI testing phase for POVM ele-
ments, Alice proceeds to this phase with the
rest (|[T'povMm|—73|Tpovm|) shared states. Let
us denote this set as I'key.

(b) For the shared states of the set I'key, Alice
performs KEYgen(I'key ).
(c) After KEYgen(I'key),
o If Alice gets M{(M?) for a; = 0, she con-
cludes that the original raw key bit for

i-th instance is 0(1). Whenever Alice gets
MY, she ignores that outcome.



Algorithm 4: POVMtest(S)

e Alice considers all those instances of the set S
where Bob declared a; = 0 and creates a set S°
with those instances.

e Similarly, with the rest of the instances (i.e., the
instances where Bob declared a; = 1), Alice creates
a set St

e Let us assume that y denotes the value of a; and
for the set SY, the states at Alice’s side are either
pY or plae, (for input = €r {0,1} at Bob’s side).

e For each set §Y, Alice calculates the value of the
parameter

@ = Y ()Y
b,zc{0,1}

where M;’ is the measurement outcome at Alice’s
side in KEYgen().
o If for every SY (y € {0,1}),
Qv — 2sin? 6
(1 + cos®)
% then the protocol continues.

e Otherwise, the protocol aborts.

%In the case of honest implementation, this exact desired value
can be obtained for asymptotically large number of samples. How-
ever, in practice, with finite number of samples, it is nearly always
impossible to exactly match with the desired value of the estimated
statistic. Hence, a small deviation from the desired value is allowed
in practice. A discussion regarding the variation of the deviation
range with the sample size is mentioned in Appendix A. However,
how the existing security definitions will vary with the noise pa-
rameter, is out of the scope of this present work and we will try to
explore this issue in our future works.

e Similarly, if Alice obtains Mg} (M) for
a; = 1, she concludes that the original raw
key bit for i-th instance is 0(1). Whenever
Alice gets MJ, she ignores that outcome.

(d) After these key generation, Alice and Bob pro-
ceed to private query phase with this |I'key|
shared states. Note that |I'key| = kN for some
positive integer k£ > 1 where N is the number
of bits in the database and k is exponentially
smaller than N.

()
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Alice and Bob use the raw key bits obtained
from these kN many states for the next phase.

6. Private Query Phase:

(a)

Alice and Bob now share a raw key of length
kN bits where Bob knows every bit value and
Alice knows partially (and Bob doesn’t know
the indices of the bits known by Alice).

Bob randomly announces a permutation
which reorder the kN bit string. After the
announcement, they both apply the permuta-
tion on their raw key bits.

Bob cuts the raw key into N sub strings of
length k& and tells each bit position to Alice.
The bits of every sub string are added bit
wise by Alice and Bob to form the final key of
length N. At the end, if Alice does not know
any bit of the final key F' (which actually cor-
responds to Bob), then the protocol has to be
executed again.

Now suppose that Alice knows only the i-th
bit F; of Bob’s final key F' and wants to know
the j-th bit m; of the database, then she an-
nounces a permutation P4 such that after ap-
plying the permutation, the i-th bit of the final
key goes to j-th position. Consequently, Bob
applies this permutation P4 on the final key F’
and use it to encrypt the database using one
time pad. As, m; will be encrypted by Fj;, Al-
ice can correctly recover the intended bit after
receiving the encrypted database.

If Alice knows only one final key bit and wants
to know the information about [ database bits,
she has to announce the permutation for [
many times to retrieve the intended bits.

If Alice knows more than one bit of the fi-
nal key and wants to know more than one
bit of the database in a single trial then Al-
ice announces the permutation in such a way
that her known key bits encrypt the intended
database bits which she wants to retrieve.
Thus, Alice can retrieve more than one in-
tended data bits in a single trial.
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MO = {M§, MY, M9} where

Our QPQ Proposal (In Case of Honest Implementation)

e The server Bob and the client Alice share I EPR pairs among themselves such that the first qubit of
every shared EPR state corresponds to Alice and the second qubit corresponds to Bob.

e For each of these K shared EPR pairs, Bob and Alice generate raw key bits in the following way-

— Bob randomly chooses the value of the i-th raw key bit r; (i.e., r; €g {0,1}).

— If r; = 0, Bob measures his qubit of the i-th shared state in {|0) , |1)} basis, otherwise (i.e., for r; = 1)
he measures in {|0’),|1")} basis where |0’) = (cos@|0) 4+ sind 1)) and |1’) = (sind |0) — cosf |1))
(here Bob chooses the value of 6 according to the relation as mentioned in equation 14).

— Bob declares a classical bit a; = 0(a; = 1) whenever the measurement outcome at his side for the
i-th instance is either |0) (|1)) or |0") (]1')).

— Whenever Bob declared a; = 0, Alice measures her qubit of the i-th EPR pair using the POVM

(sinf]0) — cos @ |1))(sin € (0] — cos b (1])

M) = IT—M)— M

POVM M = {M}, M}, M1} where

1+ cosf

M =

1
M= —— 1) (1
1 1+C089|><\

— Similarly, whenever Bob declared a; = 1, Alice measures her qubit of the i-th EPR pair using the

(cos)0) +siné |1))(cos @ (0| + sin 6 (1))

M&E
1

1+ cosé
M} = I—-M;— M}

Mllz

1+ cosf

10) (0]

— If Alice gets M{J(MY) for a; = 0, she concludes that the original raw key bit for i-th instance is
0(1). Whenever Alice gets MY, her measurement outcome remains uncertain.

— Similarly, if Alice obtains Mg (M}) for a; = 1, she concludes that the original raw key bit for i-th
instance is 0(1). Whenever Alice gets M4, her measurement outcome remains uncertain.

— After this raw key generation phase, Bob and Alice perform some postprocessing (permutation and
XOR) on their raw key bits to generate the final key of the size equals to the size of the database
(Initially, Bob chooses the value of # and the number of raw key bits to generate every bit of the
final key according to the relation mentioned in equation 14). After post processing, Bob knows all
the bits of the final key whereas Alice knows only some of the bits.

— Bob then encrypts the entire database using his final key and sends the encrypted database to Alice.
— Finally, Alice decrypts the intended data bits using her partial knowledge about the final key.

IIT. ANALYSIS OF THE PROTOCOL

In this section we discuss the functionality of our pro-
posed scheme. At first, we discuss the correctness of our
protocol in subsection A. Next, we estimate (in subsec-
tion B) the values of different parameters involved in our
scheme for security purpose. Atlast, we discuss the secu-
rity related issues of our proposed scheme in subsection
C.

Note that here we present all our analyses considering
the asymptotic scenario. In reality, the values of different
parameters (derived here) may deviate from their derived

value depending on the chosen sample size.

A. Correctness of the Protocol

First we prove the correctness of the protocol.

Theorem 1. In honest Alice and honest Bob scenario,
at the end of key establishment phase, Alice can correctly
guess (on average) only (1 — cos0)kN many bits of the
entire raw key R.

Proof. After the key establishment phase, Bob and Alice



12

Third Party

~i——

-

(1) State Distribution

o

- (2) Source Device Verification -~
a

> (3) Bob's Measuremﬂt Device Verification <

Bob (4) Alice’s Measurement Device Verification <{mmss pjice

(Server)

a
= (5) Key Generation —=ij
n

(Client)

s = (6) Private Query =i

FIG. 1: Schematic diagram of our proposed DI-QPQ scheme. In step (1), third party distributes EPR pairs between
Alice and Bob such that the first qubit of each state corresponds to Alice and the second qubit corresponds to Bob.
In step (2), Alice and Bob randomly choose some instances from their shared EPR pairs to certify the states. In step
(3), Alice and Bob randomly choose some shared instances (from the rest) to self-test Bob’s projective measurement
device. In step (4), Alice chooses some shared instances randomly (from the rest) to self-test her POVM device.
In step (5), Bob and Alice perform projective and POVM measurement respectively on the rest shared instances to
generate shared raw key such that Bob knows all the bits and Alice knows some of the bits.
In step (6), Alice performs private query to retrieve the intended data bits.

share kN raw key bits. These raw key bits were generated
from kN copies of maximally entangled states of the form
1
E(|0>A 0) + 1) 411)5)
1
= ﬁ(|OI>A |0/>B + |1/>A |1I>B)7

where, |0') = (cos#]0) +sinf|1)) and |1’) = (siné |0) —
cos@|1)). Here § may vary from 0 to 7.

The generation of such kN raw key bits can be rede-
fined as follows.

Bob prepares a random bit stream R = ri...7rin
of length kN. If r; = 0, Bob measures his qubits in
{]0),|1)} basis. Whereas, if ; = 1, Bob measures his
qubit in {|0’),|1)} basis. After each measurement Bob
announces a bit a; € {0,1}. If he gets |0) or |0'), he
announces a; = 0. If he gets |1) or |1’), he announces
a; = 1. Now, Alice’s job is to guess the value of each r;.

Thus, whenever Bob declares a; = 0, Alice can un-
derstand that Bob gets either |0) or |0’) and the shared
qubit of her side also collapses to |0) or |0") respectively.
However, to obtain the value of the raw key bit, Alice
has to distinguish these two states with certainty. As,
|0) and |0") are non-orthogonal states (when 6 # %), Al-
ice cannot distinguish these two states with certainty for
all the instances.

According to the strategy mentioned in the protocol,
whenever Bob declares a; = 0, Alice chooses the POVM
{MQ, MY, M9}. After measurement, if Alice receives the
outcome M, she concludes that Bob’s measurement out-
come was |0). In such case, Alice concludes that r; = 0. If

Alice receives the outcome MY, she concludes that Bob’s
measurement outcome was |0’). In such a case, Alice con-
cludes that r; = 1. However, if the measurement outcome
is MY, then Alice remains uncertain about the value of
the raw key bit. Alice follows the similar methodology
for a; = 1.

Now, we calculate the success probability of Alice to
guess each r; correctly. Let us assume that Pr(M;[[¢7"))
denotes the corresponding success probability of getting
the result M when the given state is |¢;") i.e.,

Pr(M

¢i')) = (i

a;
Mj

¢i') -

We now calculate the corresponding success probabilities
of getting different results for the states |0) and |0').

For |0}, the success probabilities will be

Pr(Mg|[0)) = (0] Mg |0)

= (1 —coséb)
Pr(M7[10)) = (0] M7 |0)
=0
Pr(My10)) = (0] M3 |0)
= cosf

Similarly, for the state |0’), the success probabilities will



be
Pr(Mg|[0")) = (0| Mg |0)
=0
Pr(MP[[0) = (0| M7 |0)
= (1 —cosb)
Pr(MJ3[[0")) = (0'| M3 |0)
= cosf

Similarly, whenever Bob declares a; = 1, Alice chooses
the POVM {M{, M}, M}}. In a similar way, we can
calculate the success probability here. We formalize all
the conditional probabilities in the following table.

Cond. Probability of Alice
al g2l A= Mg /ME | A= M9 0 | A=MY /03
0| B=10) | 1—cosf 0 cos @
0| B=10") 0 1—cosf cos
1| B=|1) | 1—cosf 0 cos 0
11 B=[1) 0 1 —cosf cos 0

According to the protocol, if a; = 0 and Alice gets
MQ(M?), she outputs 74, = 0(1). When a; = 1 and she
gets Mg (M7), she outputs 74, = 0(1). Thus, the success
probability of Alice to guess the i-th raw key bit r; of
Bob can be written as

Pr(ra, = ;)
= Pr(ra, =0,7,=0)+Pr(ryg, =1,r,=1)
= (1 —cosb).

So, according to the proposed scheme, the overall success
probability of Alice in guessing a raw key bit is equal
to (1 — cos#). This implies that at the end of the key
establishment phase, Alice can guess (on average) around
(1 — cos@)kN many raw key bits with certainty. O

B. Parameter estimation for private query phase

Here, we estimate the values of different parameters
such that the protocol preserves both user privacy and
data privacy. In this scheme, after the key establishment
phase, Bob has KN many raw key bits such that Bob
knows all these bits and Alice knows some of these bits.
In private query phase , both Alice and Bob cut their
raw keys in some particular positions to prepare N sub
strings of length k such that k = % where |I'key|
denotes the total number of raw key bits at the private
query phase and N denotes the number of database bits.
Alice and Bob then perform bit wise XOR among the
bits of each sub string to get the N bit final key F'. Here,
r;(1 < ¢ < kEN) denotes the i-th raw key of Bob and
fi(1 < i < N) denotes the i-th final key of Bob. Based
on the procedure mentioned in private query phase for
generating final key bits, the relation between r; and f;
can be written as,

fi= @;k:(iq)kﬂrj (1<i<N)
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Where @ denotes addition modulo 2.

It will be clearer by a toy example. Consider N = 10
and k = 2. Let us assume that the raw key at Bob’s side
is,

01 1001 00 10 01 01 11 00 11

and after the key establishment phase, the raw key at
Alice’s side is,

717707777701 71770771

i.e., Alice knows the values of 2nd, 5th, 11th, 12th, 14th,
17th and 20th key bits of the original raw key (7 stands
for inconclusive key bit i.e., the positions where Alice
can’t guess the key bits with certainty).

Now, after the modulo operation on the raw key, the
final key at Bob’s side will be,

1110111000
and the final key at Alice’s side will be,

Thus, the number of known key bits by Alice is reduced
from 7 to 1. The significance of such modulo opera-
tion is to enhance the security of the protocol. This
is similar to the privacy amplification in a QKD protocol.

Estimation of the parameter 8 for security purpose :

In this proposal, the client Alice can guess a raw key bit
with probability around (1 — cos#) and both the server
Bob and the client Alice share kKN many raw key bits.
So, if n, denotes the number of raw key bits that Alice
knows after the key establishment phase of our scheme
then we can write that the expected value of n, will be,

E[n,) = (1 —cosb) kN (8)

Alice and Bob then XOR k& number of raw key bits to
generate every bit of the final key. So, to conclusively
guess a final key bit, Alice has to guess all the k raw key
bits correctly corresponding to that final key bit. This
implies that Alice can correctly guess a final key bit with
probability around Py = (1 — cos 0)".

Let us assume that the variable ny denotes the number
of final key bits known by Alice. It is easy to check that
ny is a binomially distributed random variable with a
total of NV number of final key bits and the probability of
getting one final key bit successfully is Py = (1 — cos G)k.

So, the expected number of final key bits that Alice
knows after the key establishment phase is,

Elns] = PyN ~ (1 —cos0)" N (9)

In our DI proposal, dishonest Alice has to measure
correctly (using the specified POVM) to successfully pass



the DI testing phase. Moreover, it is known that (1 —
cos 0) is the optimal probability in distinguishing two non
orthogonal states [26]. This implies that in our proposed
scheme, whenever the protocol does not abort, dishonest
Alice can guess the i-th raw key bit R; with probability
atmost (1 — cos#) i.e.,

Pr[Ra: = R;] < (1 —cosf) (10)

where A denotes dishonest Alice’s subsystem corre-
sponding to the i-th shared state.

As after Bob’s measurement, the states at Alice’s side
are independent and the measurement devices at dishon-
est Alice’s side are also independent and memoryless, the
guessing probability of dishonest Alice for the i-th final

key bit F; will be upper bounded by (1 — cos G)k ie.,

Pr[F4: = Fj] = Py < (1 — cos0)" (11)

From equation 9 and equation 11, we can conclude
that the expected number of final key bits that dishonest
Alice can guess correctly whenever Bob does not abort
the protocol will be upper bounded by,

E[F4-] < (1 —cosf)" N (12)

According to our proposal, the size of the final key
is equal to the size of the database and the database
is encrypted by performing bit wise XOR with the final
key. So, the correct guessing of a final key bit implies the
correct guessing of the corresponding database bit. This
implies that whenever the protocol does not abort, the
expected number of data bits that dishonest Alice can
guess correctly in a single query is also upper bounded
by (1 —cos)" N ie.,

E[D4] < (1—cosh)* N (13)

As in our scheme, the server Bob wants the client Alice
to know atleast a single final key bit (so that the protocol
does not abort) and always less than two final key bits,
the expected number of final key bits known by Alice
must satisfy the condition,

1< Eng] <2

This implies that,

1< (1—cosf)* N <2
1 L2
— < (1-— — 14
N_( cos b)) <N (14)

From these results, one can conclude the following,
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Corollary 1. If the server Bob wants the client Alice to
know at least one final key bit but less than two final key
bits, then Bob needs to choose the parameter k and the
value of 6 such that,

1 E 2
— < (1—cosb)” < —
N — ( ) N

Now from the correctness condition, we derive an up-
per bound on the value of the parameter P, (mentioned
in definition 2) and a lower bound on the value of the
parameter P, (mentioned in definition 1) for our scheme.

Estimation of the security parameters P, and P, :

Atfirst, we calculate the probability that the protocol
does not abort in honest scenario. Then from equation
14, using the derived bound on the value of (1 — cos G)k,
we can obtain a lower bound on the value of P, using
the Chernoff-Hoeffding inequality [15] (here we estimate
the value of P, using Chernoff-Hoeffding inequality be-
cause we assume that dishonest Alice also measures in
i.i.d fashion).

In our scheme, the probability that Alice can success-
fully guess a final key bit is (approximately) equal to
(1 —cos)".

So, the probabilty that Alice can not guess a final key
bit is equal to {1 — (1 —cos Q)k}

This implies that the probability that Alice knows none
of the N final key bits is equal to

N k
[1 ~ (1 - cos G)k} ~ o~ (1=cosO)"N (15)

i.e., for our proposed scheme, we get the following
bound on the value of the parameter P,.

P, < e—(l—cosﬁ)kN (16)

From equation 14, we get that & < (1 — cos G)k <z
If we consider that Bob chooses the values of 6 and k
such that (1 — cos)® = 4 then replacing this value in
equation 16, we can get,

(17)

This implies that the value of P, is small for our pro-
posed scheme. Similarly, the probability that the proto-
col does not abort in honest scenario (i.e., Alice knows
atleast one final key bit) is equal to

Pr(the protocol doesn’t abort) > [1—e™'] (18)

So, for our proposed scheme, the probability that the
protocol does not abort is high. Now, we recall the
Chernoff-Hoeffding [45] inequality.



Proposition 1. (Chernoff-Hoeffding Inequality) Let
X = L3 ... X; be the average of m independent
random variables X1, Xo,- -+ , X, with values (0,1), and
let E[X] = -3, ;. E[Xi] be the expected value of X.
Then for any o > 0, we have Pr[| X — E[X]| > dcn] <
exp(—262 ;m).

After the key establishment phase of our scheme, we
consider X; = 1 whenever Alice knows the value of the -
th final key bit (i.e., for all the raw key bits corresponding
to the i-th final key bit, Alice gets a conclusive POVM
outcome i.e., either M§ or MY for a; = 0 and either M}
or M} for a; = 1) and X; = 0 otherwise. As there are
total N number of final key bits, we consider the value
of the random variable X as X = Zi\il Xi.

From the correctness of our scheme, we can say that
whenever the protocol does not abort, the expected num-
ber of final key bits that Alice should know after the
key establishment phase is E[X] = (1 —cos8)" N and
there are total m = N number of final key bits. Now,
we want that the value of X lie within the error mar-
gin 0o = € (1 — cos0) N (where the value of € is very
small and in practice, this value depends on the number
of samples chosen for a particular testing phase. One may
refer to Appendix A to check how the specific value of e
can be chosen for a given number of samples) from the
expected value. Here, we can calculate the correspond-
ing probability using the Chernoff-Hoeffding inequality
as the final key bits at dishonest Alice’s side are all inde-
pendent (because the states collapsed at Alice’s side are
all independent and the measurement devices at dishon-
est Alice’s end are independent and memoryless). For
this proposed scheme, the value of the random variable
X and also the expected value E[X] is calculated con-
sidering the scenario that the protocol does not abort.
So, from the expression of Chernoff-Hoeffding bound in
proposition 1, we can write that,

Pr[|X — E[X]| < dcu A protocol doesn’t abort]
> 1 - exp(~20%m) (19)

After the key establishment phase, Alice and Bob share
N number of final key bits and we want that the number
of final key bits known by Alice lie within the interval
[p — ep,p + ep] where p = (1 — cos H)k N and the devi-
ation allowed here is 0o = € (1 — cos#)" N. From the

expression 19, replacing the value of dcy and m, we get
that,

Pr[|X — E[X]| < dcm A protocol doesn’t abort]
> 1 — exp(~202,; V) (20)

where dcp = e (1 — cosb)” N

We already get the following bound on the value of
(1 —cos G)k from equation 14 for our proposed scheme.
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1 2
N < (1 —cos@)k < )i
So, if we consider that Bob chooses the values of 6 and

k such that (1 — cos )" = + then replacing this value in
equation 20, we can get,

Pr[|X — E[X]| < € A protocol doesn’t abort]

> 1 — exp(—2€¢2N) @)

According to our proposal, the correct guessing of a
final key bit implies the correct guessing of the corre-
sponding data bit. So, from definition 1, we can say that
in our proposed scheme, for honest Alice and honest Bob,
the value of the parameter P, is lower bounded by,

| P> [1 - exp(~2¢N)] | (22)

In practice, this probability is high as the value of N
is very large. This implies that in honest scenario of our
proposed scheme, the probability that Alice knows the
expected number of final key bits (with atmost € devi-
ation from the expected number) and the protocol does
not abort is high.

It is already mentioned that Bob chooses the values
of 6 and k such that Alice knows atleast one and less
than two final key bits. From the relation mentioned in
equation 14, we can get the following bound on the value
of 6CH.

e <dcm < 2e (23)

From this relation, one can easily argue that the upper
bound on the value of € can be derived from the inequality
2e < 1 and the corresponding upper bound will be € < %

To evaluate the performance, here we consider our
scheme as 1 out of 2 probabilistic oblivious transfer (i.e.,
N =2and k = 1). From equation 12 and equation 14, we
can argue that for the 1 out of 2 probabilistic oblivious
transfer variant of our scheme, if Bob chooses the value
of 6 such that (1 — cosf) = 1 (i.e., the minimum value
for N =2 and k = 1), then the expected number of final
key bits (or data bits) that Alice can retrieve in a sin-
gle query is (% X 2) = 1. From equation 18, we can say
that if we consider the 1 out of 2 probabilistic oblivious
transfer variant of our scheme then in honest scenario,

Pr(protocol doesn’t abort) > (1 —e™ 1) ~ 0.632 (24)

Similarly, from equation 22, one can conclude that for
the variant 1 out of 2 probabilistic oblivious transfer, if
we consider € = % then the probability that Alice gets
the expected number of final key bits and the protocol
doesn’t abort is lower bounded by

P.>(1—e')~0.632 (25)



C. Security of the Protocol

In this section, we discuss the security related issues of
our proposed scheme. Based on the results in Corollary
2, Theorem 2, Theorem 3 and Theorem 4, we conclude
about the DI security of our proposed scheme. All these
results guarantee that either the protocol aborts with
high probability in the asymptotic limit or the devices
involved in the scheme achieve the intended values of
the parameters C, 8, Q0 and Q'. Later on, we move
towards deriving upper bounds on the information gained
by dishonest Alice and dishonest Bob. In Lemma 1, we
show that dishonest Alice cannot get (on average) more
than (1 — cos#) fraction of bits of the entire raw key.
Lemma 2 together with corollary 5 show that dishonest
Bob can guess only % fraction of indices from Alice’s
query index set.

1. Device independent security

In our proposed scheme, the device independent (DI)
testing has been done in three phases. The first two
DI testing are done in source device verification phase
and DI testing for Bob’s measurement device. The third
DI testing occurs in DI testing phase for Alice’s POVM
elements.

In source device verification phase, at first Local CHSH
game has been performed by each of Alice and Bob inde-
pendently (as mentioned in Local CHSHtest) at their end
for some randomly chosen samples. In this phase, both
Alice and Bob test individually whether the states pro-
vided by the third party are EPR pairs. Bob and Alice
choose the samples randomly for which they want to per-
form Local CHSHtest and share this information publicly
to get the corresponding qubits from the other party and
also to identify all the samples for which they perform
Local CHSHtest.

As QPQ is a distrustful scheme, both the parties may
not behave honestly in every phase of the protocol. For
this reason, here we assume that the party who acts hon-
estly for a particular phase, will take the responsibilities
of the referee as well as the two parties in the CHSH
game to ensure the random and independent choice of
inputs for the devices involved in the Local CHSHtest at
his end. This guarantees that in Local CHSHtest, the
inputs to the devices are random and independent.

So, from the rigidity of CHSH game [12, Lemma 4.2],
one can conclude the following.

Corollary 2 (DI testing of shared states). In the Lo-
calCHSHtest of source device verification phase, either
the devices achieve C = c082§ for both Alice and Bob
(i.e., the states provided by the third party are EPR
pairs), or the protocol aborts with high probability in the
asymptotic limait.
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In the next phase, Bob checks the functionality of his
measurement device. At first Bob chooses the inputs
randomly for his device and measures his particles ac-
cordingly. After that, first Bob and then Alice choose
samples independently from the rest shared states and
discuss publicly about those chosen instances. Then for
the chosen samples, Bob generates the input bits ran-
domly for Alice and announce the bits publicly so that
Alice can measure her particles according to these bit
values.

Here we assume that Bob will act honestly in this phase
to check the functionality of his devices because from the
result in Lemma 2, it is clear that if dishonest Bob wants
to guess Alice’s query indices with more certain probabil-
ity then he should allow Alice to know more data bits in
a single query which violates our assumption 4 that none
of the parties reveal additional information from his side
to get more information from the other party.

After the measurements, Bob and Alice discuss all
their inputs and outputs publicly and calculate the value
of the parameter 8 as mentioned in the OBStest. From
this result, one can conclude the following.

Theorem 2 (DI testing of Bob’s measurement devices).
In OBStest, either Bob’s measurement devices achieve

_ 1 . . . .
8= Val(cos6—end)| (i.e., his devices measure correctly in

{10),|1)} and {]0"),]|1)} basis where |0') = (cosf|0) +
sinf 1)), |17) = (sin@]0) — cos@|1))), or the protocol
aborts with high probability in the asymptotic limit.

The detail proof of this theorem is given in Appendix
B which follows exactly the same approach that is men-
tioned in [14] for certifying non-maximally incompatible
observables.

This implies that the LocalCHSHtest certifies the
states provided by the third party and OBStest certifies
the projective measurement device (for the specific mea-
surement bases used in OBStest) of Bob. As Bob declares
a; values for all the shared instances before OBStest and
Alice randomly chooses some of those instances for OB-
Stest, the successful completion of OBStest also implies
that for all the remaining instances (i.e., for the instances
which are not chosen for OBStest), Alice’s state must be
either |0) (0| or |0") (0’| whenever Bob declares a; = 0 and
must be either [1) (1] or |1’) (1’| whenever Bob declares
a; = 1.

The third DI testing is done in DI testing phase for Al-
ice’s POVM elements. According to the protocol, Alice
and Bob lead to this phase whenever they have success-
fully passed the first two DI testing phases. So, Alice
and Bob are in this phase implies that both Bob’s pro-
jective measurement device and their shared states are
noiseless. Now, this testing phase basically guarantees
the functionality of Alice’s POVM device. Note that in
this phase, Bob need not test his measurement device
again. During OBStest, his devices are tested already.
However, Alice has to shift to a new measurement device
for better conclusiveness. Device independent security
demands that Alice’s new device should be tested fur-



ther for certification. In this phase, Alice measures the
chosen states using the device M° = {M{, M?, M3} or
MY = {M}, M{, M}} based on the declared a; values
for each of those instances. From the measurement out-
comes, she computes the quantity Q2° and Q! (as defined
in POV Mtest()) and checks whether each of these val-

ues equal to (fiicri%). Theorem 3 (Theorem 4) shows

that, for the instances where a; = 0 (a; = 1), if Al-

ice observes that Q9 = (fjicrfs%) (Ql = &jﬁ;%) then it

guarantees that the measurement devices are the desired
POVM {D9, DY, DS} i.e., M® = D° ({D§, D}, Di} ie.,
M = D).

Theorem 3 (DI testing of Alice’s measurement device
My). In POVMtest, for the instances where Bob declares
a; = 0, either the protocol aborts with high probability
in the asymptotic limit or Alice’s measurement devices

2sin? @ . .
Treosg L€, the devices are of the following

form (up to a local unitary),

achieve Q° =

1 / /
Mg = m(” (1)) (26)
M = g (I (27)
MY =1- M)~ MY, (28)

where |1’y = sin 0|0) — cos6|1).

Theorem 4 (DI testing of Alice’s measurement device
My). In POVMtest, for the instances where Bob declares
a; = 1, either the protocol aborts with high probability
in the asymptotic limit or Alice’s measurement devices
ffcrfsg, i.e., the devices are of the following
form (up to a local unitary),

achieve Q' =

]' / /
M, = m(lo ) (29)
- 1
M} = oo (000D (30)
My =1— My — M/, (31)

where |0') = cos 0|0) + sin6]1).

The proofs of these two theorems are deferred to
the subsection entitled DI testing of POVM elements
of the Appendix C. In the proof, we restate the func-
tionality of the POVM devices in the form of a two
party game (namely POVMgame), consider a gen-
eral form for the single qubit three outcome POVM
{M, MD, MY ({M}, M}, M}}) and show that if the
input states are chosen randomly between |0) (0] (|1) (1])

and [0') (0| (]1") (1]) and if Q° = fjigfsg Q' = fjicfsg)
then M{ = Dy (M3 = D}), MY = DY (M} = D}),

M3 = D§ (M; = Dj).
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Note: Here, we claim that if Alice and Bob success-
fully pass the LocalCHSH test, the OBStest and the
POVMtest mentioned in our DI proposal, then in the ac-
tual QPQ scheme, none of Alice and Bob can retrieve any
additional information in the noiseless scenario. Now,
suppose that our claim is wrong i.e., Alice and Bob can
pass all the tests mentioned in our scheme and later Al-
ice can retrieve more data bits (than what she intends to
know) in a single query or Bob can guess Alice’s query in-
dices with a more certain probability (than his intended
probability).

We now discuss this issue in the context of a partic-
ular form of non-i.i.d. attack, where a specific number
of states are independently corrupted (more general at-
tacks are also possible but these are outside the scope of
this work). In this context, we will show that if some
of the corrupted states are included during the testing
phases, then there is some probability of being caught in
the asymptotic limit.

At the beginning of our scheme, the untrusted third
party shares all the states with Alice and Bob. As in the
source device verification phase, both the parties choose
the states randomly from the shared instances for the lo-
cal tests at their end, the dishonest party can not guess
beforehand the shared instances that the honest party
will choose at his end for the local test. According to
our assumption, the dishonest party can not manipulate
the honest party’s device once the protocol starts. So,
to successfully pass the Local CHSH test at the honest
party’s end, the shared states must be EPR pairs as spec-
ified in our scheme. This implies that the source device
verification phase certifies all the states provided by the
untrusted third party.

We now explain these things more formally. Let us
suppose that initially, the untrusted third party colludes
with either the dishonest Alice or the dishonest Bob and
shares either K 4 corrupted states in favour of Alice (let
us denote this type of states as A-type) or Kz corrupted
states in favour of Bob (let us denote this type of states
as B-type) among K shared states. So, while choosing
randomly for the Local CHSH test at honest Bob’s end,
the probability that a chosen state is of A-type is %A
Similarly, for the Local CHSH test at honest Alice’s end,
the probability that a chosen state is of B-type is %
Let us further assume that for the A-type states, the
value of the parameter C is C4 (where C4 = C 4 €4 such
that €4 > 0) and for the B-type states, the value of the
parameter C is Cg (where Cg = C + € such that eg > 0).

Now, suppose that only Alice is dishonest and the third
party supplies IC 4 number of corrupted states (in favour
of dishonest Alice) along with (K — K 4) actual states.
Then, in the local CHSH test at Bob’s end, the probabil-
ity that a chosen state is not of the A-type is (1 — %“)
One can easily check that this probability is also same
for a chosen state in the final QPQ phase. As, dishon-
est Alice’s aim is to gain as much additional data bits as
possible in the final QPQ phase, she needs to choose the
value of K 4 such that (X — K4) = ¢ where ¢ is expo-



nentially smaller than K (i.e., she will try to maximize
the probability that a state chosen for the final QPQ
phase is of the A type). Then, the probability that Bob
will choose none of the corrupted states (i.e., the A type
states) among his chosen '“ZIC states for the Local CHSH
test at his end is,

which is very small compared to /. Similarly, when-
ever Bob is dishonest, the same thing can be shown for
the LocalCHSH test at honest Alice’s end. This im-
plies that if the third party colludes with the dishonest
party and supplies corrupted states then the probability
that none of those corrupted states are chosen for the
local CHSH test at the honest party’s end is very small.

In our scheme, we consider the ideal scenario where
there are no channel noise. So for dishonest Alice, to
successfully pass the Local CHSH test at the honest Bob’s
end, the following relation must hold in the noiseless con-
dition.

KaCa  (K-KA)C _ c
K K
KaCa + (K — KA4)C = KC
Ka(Ca—C) =0

Now, replacing the values of C 4 from the relation C4 =
C + €4, one can get,

ICAE_AZO (32)

As the value of ¢4 > 0, from this relation, one can
easily conclude that in the noiseless scenario, the value
of K4 must be zero to successfully pass the Local CHSH
test at the honest Bob’s end. Similarly, one can show that
whenever Bob is dishonest, the value of g must be zero
to successfully pass the Local CHSH test at the honest
Alice’s end. In practice, for finite number of samples,
one can show that the values of K4 and Kp must be
very small to successfully pass the local test at the honest
party’s end.

Here, all the states are shared between the two parties
before the start of the protocol and the dishonest party
can not manipulate the honest party’s device after the
start of the protocol. As in this work, we focus on the
i.4.d. scenario, it is straightforward to argue that either
Alice and Bob abort the protocol with high probability in
the asymptotic limit, or the Local CHSH test certifies that
the shared states involved in our QP(Q scheme achieve the
intended value of C.

The next DI testing is done in DI testing phase for
Bob’s measurement device where Bob and Alice perform
distributed test to certify Bob’s device. Here, one may
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think that if Bob is dishonest, then for the instances cho-
sen in DI testing phase for Bob’s measurement device and
in DI testing phase for Alice’s POVM elements, he will
measure in the actual measurement basis at his end to
detect the fraudulent behaviour of Alice, and later for the
instances to be used for the actual QPQ phase, he will
measure in some different basis to guess the positions of
Alice’s known key bits.

From the results derived in lemma 2 later, it is clear
that if dishonest Bob wants to guess Alice’s query indices
with more certain probability then he must allow dishon-
est Alice to know more number of data bits in a single
query. But this violates the assumption (more specifically
the assumption 4) that none of the parties leak more in-
formation from their side to gain additional information
from the other party. From the discussion in Lemma 1,
it is also clear that for our scheme, the client Alice per-
forms optimal strategy at her end. This implies that, for
dishonest Alice, it is impossible to retrieve more data bits
in a single query without manipulating the shared states
or Bob’s measurement device. Thus, to ensure that dis-
honest Alice is not getting any additional data bits, Bob
must behave honestly in DI testing phase for Bob’s mea-
surement device to certify his device after the successful
completion of source device verification phase.

In our scheme, before the DI testing phase for Bob’s
measurement device, Bob generates a random bit for each
of his qubits and measures his qubits accordingly. In the
DI testing phase for Bob’s measurement device, Bob gen-
erates random bits for each of the Alice’s qubits chosen
for DI testing phase for Bob’s measurement device and
declare those bits so that Alice can measure her parti-
cles accordingly. As Bob behaves honestly in DI test-
ing phase for Bob’s measurement device (to restrict Al-
ice from knowing additional data bits) and chooses all
the inputs randomly for OBStest, there is no possibility
that the inputs for OBStest are chosen according to some
dishonest distribution. From the analysis of Theorem 2,
it is clear that if the inputs are chosen randomly then
OBStest certifies that Bob’s measurement device mea-
sures correctly in {|0),]1)} and {]|0"),|1’)} basis for our
proposed QPQ scheme.

This implies that the successful completion of source
device verification phase and DI testing phase for Bob’s
measurement device certifies that the shared states are
EPR pairs and Bob’s measurement device measures cor-
rectly for all the instances. This also implies that for all
the remaining instances (that will be used for DI testing
phase for Alice’s POVM elements and in the actual QPQ
phase), Alice has non-orthogonal qubits (i.e., either |0)
or |0') for a; = 0 and either |1) or |1) for a; = 1) at her
end.

It is already mentioned that in our scheme, the client
Alice performs optimal (POVM) measurement at her end
to extract maximal number of data bits in a single query.
So, after successful completion of source device verifica-
tion phase and DI testing phase for Bob’s measurement
device, Alice must behave honestly in DI testing phase for



Alice’s POVM elements to ensure that her measurement
device is the optimal one. For this reason, Alice must
measure her qubits accordingly as mentioned in KEY-
gen() and POVMtest() to certify her device. From the
analysis of Theorem 3 and Theorem 4, it is clear that
the successful completion of DI testing phase for Alice’s
POVM elements certifies Alice’s POVM device.

Note that in the proof of Theorem 3 and Theorem
4 in Appendix C (entitled DI Testing of POVM Ele-
ments), we have not imposed any dimension bound like
the self-testing of POVM in a prepare and measure sce-
nario in [43]. So, the devices that perform a Neumark
dilation of this mentioned POVM (i.e., the equivalent
larger projective measurement on both the original state
and some ancilla system instead of the actual POVM
measurement) could still achieve the intended value of
Q. But both of these operations produce the same out-
put probabilities, which is sufficient for the purposes of
this work.

Hence from all these discussions, we can conclude the
following-

Corollary 3. FEither our DI proposal aborts with high
probability in the asymptotic limit, or it certifies that the
devices involved in our QPQ) scheme achieve the intended
values of C, 3, and Q°(or Q') in the LocalCHSH test,
OBStest and POV Mtest respectively.

2. Database security against dishonest Alice

In this subsection, we estimate the amount of raw key
bits that dishonest Alice can guess in the key establish-
ment phase of our proposed scheme.

Theorem 5. After the DI testing phase for Bob’s mea-
surement device, if Alice’s measurement device is not
tested then in the key establishment phase, dishonest Al-
ice can inconclusively (i.e., can’t know the positions of
the correctly guessed bits with certainty) retrieve (on av-
erage) at most (% + %sin 9) fraction of bits of the entire
raw key.

Proof. After the key establishment phase, dishonest Alice
(A*) and honest Bob (B) share kN raw key bits generated
from the kNN copies of EPR pairs. The i-th copy of the
state is given by |¢+>A:‘Bzﬂ = %‘00%42‘31 + %|11>A2‘Bm
where i-th subsystem of Alice and Bob is denoted by A
and B; respectively. At Alice’s side the reduced density
matrix is of the form

I,

pa; = Tra, [|67) ;s (07]] = 3

At the beginning, Bob measures each of his part of the
state |¢p*) 4=, in either {|0),|1)} basis or in {|0),[1")}
basis. The choice of the basis is completely random as
this choice depends on the random raw key bit values
chosen by Bob. Let p4:,, denotes the state at Alice’s
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side after the choice of Bob’s measurement basis. For
r; = 0, we have,

pariri=0 = Trp, (0% ) arp, (67 ]

= Tu, [(100) + [11)).4:5,((00] + (1))

=5

Similarly, for r; = 1, we have, ps|;,=1 = %2 = pAax.
This implies that pax|,, = par. In DI testing phase for
Bob’s measurement device, Alice knows the declared a;
values for all the instances. Let p4x,, denotes the state
of Alice given the value of a;. According to the protocol,

1 1
s1a.—0 = =|0){0] + =]0") (0’
paciaimo = 51001+ 510"

1 1
paciams = I+ SV

This implies that for a fixed a; = 0 (a; = 1) if
Alice wants to guess the value of r; then she needs
to distinguish the state from the ensemble of states
{(210)(0): (B[00} ({(3[1) (1)), (3)V'D}). In other
words, whenever Bob measures his qubit and announces
the bit a; = 0, Alice knows that Bob gets either |0) or
|0'). Similarly, when Bob announces the bit a; = 1, Alice
knows that Bob gets either |1) or |[1’). So, to retrieve
the value of the original raw key bit, Alice needs to dis-
tinguish between the states |0) and |0") or between the
states |1) or |1').

Now if Alice’s measurement device is not tested, then
Alice can choose any measurement device at her side to
distinguish the non-orthogonal states generated at her
side. As it is known that non-orthogonal quantum states
cannot be distinguished perfectly, Alice cannot guess the
value of each raw key bit with certainty. This distinguish-
ing probability has a nice relationship with the trace dis-
tance between the states in the ensemble [39]. According
to this relation we have,

1

1
Pr [1ilp azjai=o] = 5 (1 + S 110) (0] = [0)¢0"]l1)
guess

%(1 + /1= F(|0)(0], [0} {0']))

1 1 1
= 5(1 +sinf) = 3 + isinH.

IN

One can check that Prguess [ri|pA;|ai:0] =
Prguess[ri|pA;«‘ai:ﬂ. This implies that if Alice is al-
lowed to use any measurement device at her end after
DI testing phase for Bob’s measurement device then
Alice can successfully retrieve the i-th raw key bit r;
with probability at most (% + %sin 9). As after DI
testing phase for Bob’s measurement device, the qubits
at Alice’s side are all independent, dishonest Alice can
inconclusively retrieve (on average) atmost (% + %sin 0)
fraction of bits of the entire raw key.



Note : The term ‘inconclusive’ implies here that the
client Alice can’t predict the positions of the correctly
guessed key bits with certainty. For erample, whenever
Alice tries to guess each of the key bits randomly, she can
guess correctly for around half of the instances. However,
she can’t tell with certainty what are those instances for
which she guesses correctly.

Now let us consider the operator E = {FEy, E1, Es}
where,

1 '
Ey = @(smﬂ\@—cos0|1>)(51n0<0|—cos0<1|)
1
B, = 1) (1
! sin9| ) {1
E2 = ]_EO_El

One can easily check that this operator E =
{Eoy, E1, E2} is not a valid POVM as Es is not positive
semi-definite. Let us consider the operator E' = {E{, E{}
where

E
E) = Ey+ =2
2
E
Ei = E1+?2

Now, this is a valid POVM to distinguish |0) and
|0") = (cos8|0)+sin@|1)). If a party consider the strategy
that for the outcome E|, he consider the corresponding
input qubit as |0) and |0) otherwise, then one can check
that this is the POVM corresponding to the optimal suc-
cess probability (i.e., % + Sig‘g) in distinguishing |0) and
|0"). However, the guessing outcome of this POVM is un-
certain as the inconclusive element (the outcome which
can’t determine the state with certainty) Eo is involved
in both the elements E| and E| of the POVM E'. So,
in the proof of Theorem 5, we refer the optimal guessing
probability as inconclusive (i.e., uncertainty about the po-
sitions of the known key bits).

In theorem 5, we show that if Alice is allowed to choose
any measurement device at her side then, on average,
dishonest Alice can correctly retrieve at most around
(% + Sigg) fraction of bits of the entire raw key but she
remains uncertain about the positions of those known
bits.

However, in this DI proposal, dishonest Alice’s (A*)
main intension is to conclusively (i.e., with certainty
about the positions of the correctly guessed key bits) re-
trieve as many raw key (as well as final key) bits as pos-
sible because otherwise she can’t know which data bits
she has retrieved correctly. For this reason, dishonest Al-
ice has to perform the mentioned POVM measurement
at her end to retrieve maximum number of raw key bits
conclusively. Because of this, we can get a bound on the
number of raw key bits that dishonest Alice can retrieve
(on average) in this proposed DI-QPQ scheme.
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Lemma 1. After the key establishment phase of our pro-
posed scheme, either the protocol aborts with high proba-
bility in the asymptotic limit, or dishonest Alice’s strategy
(A*) can retrieve (on average) (1 —cos®) fraction of bits
of the entire raw key.

Proof. According to our proposal, after the DI testing
phase for Alice’s POVM elements, the client Alice has
kN independent non-orthogonal qubits at her end. For
each of these instances, dishonest Alice now tries to dis-
tinguish between the non-orthogonal states either |0) and
|0") (for a; = 0) or |1) and |1") (for a; = 1).

In this regard, she chooses the measurement device
{M§, M, MY} when Bob announces a; = 0 and measure-
ment device { Mg, M}, M3} when Bob announces a; = 1.

Whenever the outcome is M{ (Mg), Alice concludes
that the state is [0) (|1)). If it is MY (M{), she concludes
that the state is |0’) (]1’)). The guessing remains incon-
clusive (i.e., can’t guess the outcome with certainty) only
when the measurement outcome is M3 (M3).

In [26], it is already mentioned that the maximum
success probability in distinguishing two non-orthogonal
states is (1 — cos #). From Theorem 1, we get that in our
protocol, the success probability of Alice in guessing a
key bit correctly and conclusively is also (1 — cosf). As
Alice has to measure each of her qubits independently
depending on the declared a; values, on average she can
conclusively retrieve (1 — cos ) fraction of bits of the en-
tire raw key. This concludes the proof.

O

For this proposed DI-QP(Q scheme, the database con-
tains N number of data bits. Now relating definition 3
and equation 13, we can derive the following bound on
the value of 7.

Corollary 4. In our full DI-QPQ proposal, for dishonest
Alice and honest Bob, either the protocol aborts with high
probability in the asymptotic limit, or dishonest Alice can
guess on average T fraction of bits of the final key, where

7 < (1—cos H)k (33)
Replacing the value of (1 — cos G)k with the wupper

bound mentioned in equation 14, we can get the following
upper bound on the value of T.

2
— 4
T<N (34)

This relation shows that for this DI-QPQ proposal, 7
is small compared to V.

Now, we validate the probabilistic definition of data
privacy for this proposed scheme and show that the
probability Pr[|X — E[X]| > § A protocol doesn’t abort]
is negligible. More specifically, we will calculate the prob-
ability with which dishonest Alice can guess more than
the expected number of final key bits (with a deviation



more than the e fraction of the expected number of final
key bits).

The negligibility of the probability
Pr[|X — E[X]| > ¢ A protocol doesn’t abort] can
be shown wusing the properties of basic prob-
ability  theory. Note that the probability

Pr[|X — E[X]| > § A protocol doesn’t abort] is  up-
per bounded by both Pr[|X —E[X]|>J] and
Pr [protocol doesn’t abort], according to the prop-
erties Pr[A A B] < Pr[A] and Pr[A A B] < Pr[B]. As in
our scheme, we consider the i.i.d. assumption, there will
be two different subcases- 1) all the devices attain ideal
values in all the testing phases (i.e., in Local CHSHtest,
OBStest and POVMtest) 2) all the devices don’t attain
ideal values in all the testing phases.

For the first subcase, from the correctness result (i.e.,
the value of P. for our scheme in equation 22) and
the DI security statement in Corollary 3, one can eas-
ily conclude that Pr[|X — E[X]| > ] < negl(N) where
negl(N) denotes negligible in N. For the second sub-
case, by an analysis similar to the proof of Theorem 2
and from the DI security statement in Corollary 3,
it can be concluded that Pr[protocol doesn’t abort] <
negl(N). This implies that for both of these two
subcases, Pr[|X — E[X]| > d A protocol doesn’t abort] <
negl(N) (under the i.i.d. assumption).

Although it is easy to derive the negligibility of the ex-
pression Pr[| X — E[X]| > § A protocol doesn’t abort] for
both the two subcases, in general for the second sub-
case, it is hard to derive the exact bound on the prob-
ability with which dishonest Alice can guess more than
the expected number of final key bits. For our proposed
scheme, as Alice performs optimal POVM measurement
at her end, it is relatively easier to derive an upper bound
on the parameter Py for our scheme because it is unlikely
that dishonest Alice can retrieve more number of raw key
bits (on average) by performaing any other measurements
at her end.

To derive an exact bound on the parameter P, like the
discussion in Subsection B (entitled ”parameter estima-
tion for private query phase”), here also we consider that
the random variable X denotes the number of final key
bits known by dishonest Alice and E[X] is the expected
value in honest scenario.

Now, from the Chernoff-Hoeffding inequality [45] men-
tioned in proposition 1, we can write the following,

Pr[|X — E[X]| > dcu A protocol doesn’t abort]
< exp(—262 4 N) (35)

Here, we want to estimate the probability that
the value of X lie outside the error margin dcy =
e (1 — cos )" N from the expected value.

From the relation in equation 14, it can be easily de-
rived that whenever Bob chooses the value of 6 such that
(1 —cos G)k = %7 the equation 35 becomes,
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Pr[|X — E[X]| > € A protocol doesn’t abort]
< exp(—2€°N) (36)
So, according to the definition 3, in our proposed

scheme, for dishonest Alice and honest Bob, the value
of the parameter Py is upper bounded by,

| Py < exp(-22N) | (37)

In practice, this probability is low as the value of N is
very large. So, for our proposed scheme, the probability
that dishonest Alice can know more than the expected
number of final key bits (with a deviation more than the
e fraction of the expected number of final key bits) and
the protocol does not abort is very low.

As an example, here we consider our scheme as a 1
out of 2 probabilistic oblivious transfer (i.e., N = 2 and
k = 1) to evaluate the performance. From the expression
37, if we consider € = %7 we can conclude that for 1 out of
2 probabilistic oblivious transfer, the cheating probability
of dishonest Alice in guessing more than the expected
number of final key bits (which is 1 in this case) will be
upper bounded by

Py <e ' ~0.368 (38)

The comparative study between maximum inconclu-
sive (i.e., the positions of the correct bits can’t be guessed
with certainty) success probability and maximum conclu-
sive (i.e., the positions of the correct bits can be guessed
with certainty) success probability is shown in figure 2.
From the figure, it is clear that the maximum inconclu-
sive success probability outperforms maximum conclusive
success probability for small values of 6.

3. User security against dishonest Bob

Lemma 2. In our proposed DI-QPQ scheme, after [
many queries to the N-bit database by Alice, dishonest
Bob (B*) can successfully guess whether a particular in-
dex i belongs to Alice’s query index set I; (i.e., i € I;)
with probability atmost %, i.e,

Pr(Bob guesses i € I;) < %
Proof. At the key establishment phase of our proposed
scheme, Alice does not broadcast anything about her
measurement outcome. So, dishonest Bob has no in-
formation about Alice’s measurement outcomes and her
known key bits. Now, Alice queries [ many times to the
database and retrieves [ many data bits. After these I
many queries, dishonest Bob will try to guess those query
indices of Alice. As, Bob has no information about the
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FIG. 2: Comparison between maximum inconclusive
and conclusive success probability of the client

known final key bits of Alice, he has to guess these [ many
indices (out of the N data bits) randomly.

So, for any i-th data bit, dishonest Bob can guess
whether ¢ € Z; with probability atmost % This com-
pletes the proof. O

From the proof of Lemma 1, it is clear that if ¢ denotes
an index of the database then

l
Pr(Bob guesses i € 7;) < N

This implies that whenever Bob guesses a particular
index from the data bits, the chosen index will be in
Alice’s query index set with probability around % Now,
here we assume that after [ many queries, Alice’s query
index set Z; has [ many data bits and Alice chooses these
[ bits independently. That means if Bob guesses | many
indices after the query phases then the expected value of
the number of indices (Zp«) that dishonest Bob guesses
correctly from the index set Z; will be,

E|Z] = Pr(Bob guesses i € I;).1
12
< — 39
<& (39)
Now, comparing equation 39 with the expression in the
definition 4, we can derive the following upper bound on
the value of § for our proposed scheme.

Corollary 5. In our proposed QPQ scheme, for dishon-
est Bob and honest Alice, either the protocol aborts with
high probability in the asymptotic limit, or dishonest Bob
can guess on average § fraction of indices from Alice’s
query index set I; where,

5 < (ZZV> (40)
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Usually, in practice, the size of the database (i.e., V)
is exponentially larger as compared to the size of Alice’s
query index set (i.e., I). More precisely, N = [", for some
positive integer n.

Now, replacing this value of N in equation 40, we can
get the following bound on the value of 4.

1

where n is a positive integer such that n > 1. This
relation shows that for this full DI-QPQ proposal, § is
small compared to [.

Now, we validate the probabilistic definition of user
privacy against dishonest Bob for our full DI proposal
and derive the exact bound on the security parameter
P,. From the result of Lemma 1, it is clear that the
probability with which dishonest Bob can guess whether
a particular index i belongs to Alice’s query index set Z;
is upper bounded by %

Here in Lemma 1, the upper bound is calculated con-
sidering the scenario that the protocol does not abort.
This implies that,

Pr [Bob guesses i € Z; A protocol doesn’t abort]

l
< — 42
So, according to the definition 4, for dishonest Bob
and honest Alice, the value of the parameter P, in our
scheme is upper bounded by,

l

Puﬁﬁ (43)

One can easily check that this probability is low as, in
practice, the size of the database (i.e., V) is exponentially
larger as compared to the size of Alice’s query index set
(i.e., 1). So, for our proposed scheme, dishonest Bob
can correctly guess whether a particular database index
belongs to Alice’s query index set with small probability.

For performance evaluation, here also we consider our
scheme as 1 out of 2 probabilistic oblivious transfer (i.e.,
N =2 k=1and ! =1). From expression 43, we get
that the value of P, for our scheme is upper bounded by,

~ 0.5 (44)

IV. DISCUSSION AND CONCLUSION

Initially, all the QPQ schemes were proposed consider-
ing that the devices involved are trusted. Thus, a signif-



icant portion of the security issues depends on the func-
tionality of the underlying devices. To remove such as-
sumptions, Maitra et al [25] first initiated the idea of DI
in the QPQ domain by proposing a semi DI version of
the QPQ scheme [21]. In this present draft, we move one
step further and propose a novel QPQ scheme considering
maximally entangled states with full DI certification to
improve the robustness. We also discuss the optimality of
the number of raw key bits that client Alice can retrieve
for QKD-based QPQ schemes and show that in our pro-
posed scheme, Alice retrieves the optimal number of raw
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key bits. Contrary to all the existing QP(Q schemes which
analyze the security issues considering certain eavesdrop-
ping strategies, here in this draft, we analyze the secu-
rity of our scheme in the most general way considering
all the attacks that preserve the correctness condition.
We further manage to get upper bounds on the cheating
probabilities for both the dishonest client and the dishon-
est server. As the recent QPQ schemes incorporate the
idea of QKD, along with the other applications of oblivi-
ous transfer, QPQ may soon become a crucial near-term
application of quantum internet.
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Appendix

Here we mention the procedure of choosing the ini-
tial sample size such that the two parties can certify the
devices with desired accuracy and confidence. We also
mention here the proofs of Theorem 2, Theorem 3 and
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Theorem 4 which confirms the functionality of the mea-
surement devices involved in our protocol. We further
show how “up to unitary” devices preserve the correct-
ness condition of our proposed scheme. In the first sub-
section, we show how one can choose the initial sample
size for the protocol in practice. In the next subsection,
we restate Theorem 2 and mention the detail proof of
the Theorem. We further restate the functionality of the
POVM devices in the form of a two party game (namely
POVMgame) and mention the detail proofs of Theorem
3 and Theorem 4 in the next subsection. Finally, in the
last subsection, we show the correctness of our scheme
whenever the devices are “up to unitary” as compared to
the original devices.

Appendix A : Choice of Initial Sample Size in
Practice

In this section, we discuss how Bob and Alice choose
the initial sample size required for the proposed DI-QPQ
scheme. In practice, Alice and Bob have to allow some
deviation (from the actual value of the parameter be-
cause of finite number of samples) in each testing phase
to certify the devices.

It is well-known that the approximate number of sam-
ples required to distinguish two events having probabili-
ties p and p(1 + €) (for small €) is O(I#). One may re-
quire approximately 1% samples to achieve a confidence
of more than 99% in distinguishing these two events. A
more involved expression of the sample size is recently de-
rived in [47] using Chernoff-Hoeffding [45] bound which
is stated in proposition 1.

For the testing phases mentioned in our proposed
scheme, we consider X; = 1 whenever Bob and Alice
win the i-th instance and X; = 0 otherwise. Now if
we consider E[X;] = p and want to estimate the success
probability p within an error margin of ep and confidence
1—n, then from the result mentioned in [47], we can write
that the required sample size mycq will be,

In E (45)

n

From this expression of myeq, Bob and Alice can es-
timate the expected number of samples required for a
particular testing phase to certify a device with certain
accuracy and confidence.

Now to ensure that Bob and Alice get the expected
number of samples in each phase (to conclude with cer-
tain accuracy and confidence), they choose the total ini-
tial sample size (i.e., the value of K) as follows-

Threa = e

e Before the start of the protocol, Alice and Bob
(based on the protocol description) calculate the
minimum number of samples required (according
to the expression in inequality 45) in each testing
phase to conclude with chosen accuracy and confi-
dence.



e Then they choose the value of k to calculate the
total number of samples required in private query
phase.

e At last, they sum up all these number of samples
required in each testing phase along with the num-
ber of samples required in private query phase to
calculate the total initial sample size.

e After getting the initial sample size, Bob and Alice
proceed to each of the testing phases (according to
the description of the protocol), select the required
number of samples randomly from the shared in-
stances and check whether the value of a predefined
parameter lies within the interval [V — ep, V + ep]
where V is the actual value of the parameter ob-
tained for asymptotically large number of samples.
If this is the case, then with accuracy ep and chosen
confidence (1 — ), they conclude that the devices
behave accordingly.

As an example, here we demonstrate the method of
choosing samples for the first phase namely source device
verification phase. Before the start of the protocol, Bob
and Alice choose the accuracy and confidence parameter
for this phase with which they want to certify the source
device and let ny; be the required number of samples.
Now, similar to this source device verification phase, they
calculate the required number of samples for the other
phases also and from that calculate the required number
of total initial samples K.

Bob and Alice then calculate the value of v, such that,

ny = ’YlIC

After getting the value of ~;, Bob first chooses 712/c

number of samples randomly from the K shared states

and then from the rest (IC — "“;C) number of samples,

Alice randomly chooses % number of samples. They
then discuss their chosen instances publicly, get the
qubits from the other party and perform Local CHSHtest
for their chosen v/ samples. In this similar way, they
choose the samples for the remaining testing phases.

Note that this is a particular way of choosing samples
that we demonstrate here from the several other possi-
bilities. It is needless to say that one may follow any
other strategies for choosing samples in different testing
phases.

Appendix B : Statement and Proof of Theorem 2

Theorem 2:
devices achieve [ =

In OBStest, either Bob’s measurement

1 . . .
T (eos 6= B (i.e., his devices

measure correctly in {|0),]1)} and {|0"),|1)} basis where
|0") = (cos@|0)+sin b |1)), |17) = (sin @ |0) —cos b [1))), or
the protocol aborts with high probability in the asymptotic
limgt.
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Proof: Suppose, Alice’s measurement operators are
{A%}s,ceq0.1), corresponding to the input s and out-
put c. Similarly, Bob’s measurement operators are
{B} }rpef0,1}, corresponding to the input 7 and output
b. This implies that Alice’s observable, corresponding to
the input s € {0,1} is,

A= 3 (-4 (46)

ce{0,1}

Similarly, Bob’s observable corresponding to the input
r € {0,1} is,

B,= > (-1)'Bj. (47)

be{0,1}

Note that, in the OBStest, the fraction [ is being com-
puted as follows,

(—1)%reral®3 (¢ 5| AS @ By |d.an)

1
B = 1 Z
s,r,c,be{0,1}
(48)

= L (6a8lWalo.a5), (19)

where Wy = (Zsmc,be{o,l}(71)dsmbal®sAi®Bg>

which is the operator corresponding to the OBStest. We
can also rewrite the expression of W, in the following
way,

Y. ()BrraAle By |+
r,c,be{0,1}

S (-yteale B

r,c,be{0,1}
= W2, (50)

where W0 = (Zr7c,be{o71}(71)d4srcbOéA2®BZ) and
W, = (Zr,c,be{o,l}(*UdmbAi ®Bg). Note that, we

can simplify further the expression of W? in following
way,



wWl= > (-1)%adle®B;
r,c,be{0,1}
= Z aAd ® By — Z aA® @ By
r,c,be{0,1} r,c,be{0,1}
c®b=0 b0

=a(AS®@ By + A2 B+ A @ BY + AY® B} )~
a(AY® BY + A) @ B] + Al @ By + A @ BY)
= a[A§ ® (By — BY) — A} ® (Bg — B)+
A§® (By — Bi) — A @ (By — By)]
= a[(Ag - AY) @ (By — BY) + (4 — AY) @ (By — By)]
= a(4g - A}) @ [(By — BY) + (By — BY)l.

By substituting the values of (A§ — AY), (B§ — BY) and

(B} — B{) from equation 46 and equation 47 on the right-
hand side of the above expression we get,

Wg = O[A() X (B() + Bl) (51)

Using similar approach we get the following simplified
version of the expression W1.

Wl =A,®(By— By). (52)

By substituting the values of W2 and W! from equa-
tion 51 and equation 52 to equation 50 we get,

Wo = ady® (By+ B1) + 41 ® (By — By). (53)

Note that, the right-hand side of this OBStest operator
W, is exactly same as the tilted CHSH operator, de-
scribed in [44].

So, the expression of W2 can be written as

W2 =a?A2 ® (B2 + B + {Boy, B1})
+ A @ (B§ + Bf — {Bo, B1})
= (a?A2 + A2 + oAy, A,}) ® B?
+ (@A + A? — a{Ay, A1}) ® B?
+ (OzQA% — A%) ® {By, B1} — a[Ay, A1] ® [Bo, B1].

Using the property A? < I, we can rewrite this expres-
sion as,

W2 < [(@® 4 1)1+ a{Ay, A1} @ B2
+[(a®+1).0 - afAy, A1} ® B}
+ H@ (042 — 1){30,31} — a[Ao,Al] X [30731].

Since —2.I < {Ag, A1} < 2.1, we have,
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[(a® +1).I+a{As, A1}] >0

We can use the property B,% < T and get the following
simplified expression

W2 <2(a*+ 1) Ie1+1® (a® — 1){Boy, B1}
- (X[AQ, Al] ® [BOa Bl]
We can further upper bound the commutators by their

matrix modulus and use the relation |[Ag, A1]| < 2.1 to
get the following expression

W2<2?+1D)IRI+T, I (54)

where Ta = (a2 — 1){30, Bl} + 2&‘[B0, Bl]|

Now the expression of T, can also be upper bounded
by upper bounding the anti commutators by its matrix
modulus. So, the value of T, will be upper bounded by,

To < (a® —1){Bo, B1}| + 2a|[By, B1]|

Again one can easily check that,

[{Bo, Bi}|” + |[Bo, Bi][*

= |BoB; + B1Bo|* + |BoB;y — B1Bol?
= (ByBi1 + B1By)'(ByB, + B1By)

+ (ByB; + B1By) (ByB:1 + B, By)

= 2(ByB)"(BoB1) + 2(B1Bo)'(B1By) (55)

Let us consider that the measurement operators are
projective i.e., (A%)? = AS and (Bf)? = Bj. Now for the
projectors BY and BY, (B§+ BY) = I. From this relation
we can write,

(Bg + BY)(By + BY)' =
BY.BY" + BY.BY" + BY BY" + BY. BT =

I
(BY + BY) + (BS.B" + BY.BOY) =1

This implies,

(BB + BY.BYT) =0

Now By = (B — BY). From this we can get,

BoBf = (By — BY)(B) — BY)!
= BB — BB — BY.BYT 4 BY. By
= (BY + BY) — (BY.B" + BY.B")
=I+0=1I



Similarly, it can be shown that, BlBir = BIBl =1L
So, from equation 55, we can write that for unitary
observables By and By,

|{Bo, B1}|*> + |[Bo, B1]|* = 2(BoB1) ' (BoB1)

+2(B1Bo) ' (B1By)
=2+ 21 =4I
This implies,
|{Bo, B1}| = /4.1 — |[By, B1]|?

So, the simplified expression of T, will be of the form

Ta = (Oé2 — 1)\/4]1 — |[Bo,B1”2 + 20[|[B0,BlH

This is the maximum value of T, and here T, attains
this maximum value because of projective observables.
Now one can easily check that the value of |[By, Bi]
which maximizes the value of Ty, is |[By, B1]| = (affij‘_l).ﬂ
and the corresponding value of T, is 2(a? + 1).I. This

implies that,
T, =2(a®+1).I
From this value of T, and from the expression of W?2

mentioned in equation 54, we can easily write that the
value of W, is upper bounded by the following quantity-

Wa <22+ 1)IQ1+T,®1 (56)

where T, = 2(a? + 1).1.

Now, the value 8 obtained in OBStest of our algorithm
can be written alternatively as 8 = W where
pap is the density matrix representation of the shared
states |§) 45 1-€., paB = |¢) 45 (¢|. From this expression
of 3, one can easily derive that the value of 5% is upper

bounded by the following quantity,

52<w
- 16

Now if we assume ¢, := $Tr(Thpp) — 2(a? — 1) (where
pp is the reduced state at Bob’s side) then using this
value of t, along with the value of W, obtained from
expression 56 and the upper bound on the value of 32,
we can write that the 8 value mentioned in OBStest is

upper bounded by the following quantity,

Va2 +t
Now here, the observables are projective (i.e., BJQ- =1)
and the anti commutator {By, B1} is a positive semi

definite operator. Since we have already shown that
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the value of the anti-hermitian operator |[By, Bi]| is
|[Bo, B1]| = (a;*%l).]l for the maximum value of T, the
spectral decomposition of [By, B1] can be written as,

4ot

[Bo, B1] = @+

(Py — P-)

for some orthogonal projectors Py and P_ such that
(Py + P_) = 1. As it is well-known that for pro-
jective observables, the commutator holds the property
By[By, B1]By = —[By, B1], we can easily conclude that
BoP+By = Pz. Let us consider that {|eg>}j is an
orthonormal basis for the support of Py and {‘e;>}j
is an orthonormal basis for the support of P_ where
|e}> = By |e?>. We define the unitary operator Uy as

1
\ﬁ

for d € {0,1}. Then we can easily verify that

Uo |e?) = —=[]0) + (—=1)%i|1)] |5)

UO[BOaBl]Ug =

Since {I,ox,0y,0z} constitute an operator basis for
linear operators acting on C2, without loss of generality
we can write

UoBoUg=H®Ko+O’X®Kx+UY®Ky+Uz®KZ

for some hermitian operator Ko, K., K,,K,. For
projective observable By, one can easily check that
{Bo, [Bo, B1]} = 0. This relation satisfies only when
Ky = Ky, =0. As B2 =1, K, and K, must satisfy
the relation

K24+ K?=1 and [K, K.]=0

So, we can easily write K, and K, in the following
form.

K, =Y sin2y; ) (jl
J

K. =Y cos2v;|j) (jl
J

for some angle 7; and some orthonormal basis {[j)}.
This implies that

UoBongdx®Kw+0z®Kz

= Z(sin 2vj0x 4 cos2v;07) ® |7) (]
J



We now consider the following controlled unitary to
align the qubit observables.

U, = Zexp(wj.ay) @ 17) (]

Now for this defined unitary operator, one can easily
check that

U UyBoUlUS =07 @1
4a.i

(@@ +1)

Like observable By, an analogous reasoning can also
be applied for observable By and from that, without loss
of generality we can write

UyUs[Bo, B1JU U = oy ®1

U\ UyBWUIUS =ox @ Kl + 07 © K,

Since the commutators are positive semi definite and
the observables are projective, we can easily check that

{Bo, B1} = {Bo, B1}| = /41— |[Bo, B1][?
B 2(a? —1)
T (a2+1)°

a?+1
relation, imposing consistency on the anti commutator,
we get,

Now we define 20 := arcsin (0‘2_1) € [0, Z]. From this

K. =sin20.1

On the other hand, imposing consistency on the com-
mutator, we get,

K! = cos20.1

a®-1
a2+1

Now, from the relation 20 := arcsin( ), we can

get the value of o which is

(cos @ + sin0)
|(cos @ — sin 6)]

For this value of a, we can easily derive that ¢, = 1.
This implies that the simplified expression for § is,

V14 a?

= (58)

(eosO0tsin0)  Now from this value of «, we
|(cos 0—sin 0)| ’

can derive the value of v/1 + a2 which is,

where o =
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ﬁ?ﬁz——@—— (59)

|(cos @ — sin 6)]

So, the value of 5 corresponding to these observables
By and B, will be,

1

h= V/2|(cos 6 — sin 6)|

(60)

If we consider Ug = UOJr UIT then the observables By and
B; will be of the form

By = Up(oz @ U}
B; = Up(cos20ox + sin20oy ® ]I)U;

This implies that in the OBStest, if § is equal to

m7 then the corresponding observables of

Bob are same as the one described in the OBStest. This
concludes the proof.

Appendix C : DI Testing of POVM Elements

In the QPQ protocol, Alice needs to make sure her
measurement device works properly, i.e, she should be
able to distinguish between [0) (|1)) and |0") (|1’)) with
certainty for (on average) around (1 — cosd) fraction
of instances, where, |0') = cos6|0) + sinf|1) (|1') =
sin6|0) — cosf[1)). Let M° = {MJ, MY, MJ} (M* =
{Mg, M{, M}}) the set of Alice’s POVMs, which distin-
guishes the states {|0),|0")} ({|1),]1")}). Here we show
that if the input states are of the form |0) (|1)) or |0/)
(1)) and Alice manages to distinguish the states with
certainty for (on average) around (1—cos 6) fraction of in-
stances then M? = DY (M} = D}) fori € {0,1,2}. In or-
der to prove this, here we first represent the interactions
between Bob and Alice in the proposed DI-QPQ pro-
tocol in the form of a game, called POVMgame(MY,y)
for better understanding, where the agent A; represents
Bob and the agent As represents Alice. The game is as
follows,

Theorem 6. In POVMgame(MY,y), if A1 chooses y =
0 and the states at Ay’s end are pY = [0)(0| and pJ =
|0"Y(0'| and if Ay manages to win the game, i.e., Q =
2sin? 6
1+cos 6’
of the following form (up to a global unitary),

then this implies, As’s measurement devices are

1 / /
W:Hj@amMD (61)
1
My = m(”ﬂ”) (62)
MY =1- M)~ MY, (63)

where, |1’) = sin 0|0) — cos |1).



Algorithm 5: POVMgame(MY,y)

e A; declares y whenever the state at his side (and
also at Aa’s side) is either p¥ or p¥g, for the
randomly chosen z values (i.e., for z €r {0,1}),
where pg = [0)(0], p7 = [0)(0], pg = [1)(1] and

1= )L

o A; measures her state (which is either p¥ or plg;)
using the POVM MY (where MY = {M{, M{, MY})
and sends the outcome b € {0, 1,2} to A;.

e Ao wins if and only if,
x sin?
Q= Zb,me{og}(*l)b@ Tr[M) p¥] = f+‘ci>s%-

Proof. In the POVMgame(MY,y), Ay applies M on a
single qubit state pQ (where x €r {0,1}). So, without
any loss of generality we can assume that M € M° has
the following form,

= A1+ m?.5), (64)

where m{ = [m?o,mgl,m%] and it is the Bloch vector

with length at most one, & = [ox, 0y, 0z] are the Pauli
matrices and A\; > 0. In this case, one may wonder how
we can fix the dimension of M here in the proof in DI
scenario? The answer to this question is that here we are
able to fix the dimension of M? and choose this particu-
lar general form because of the tests mentioned earlier in
the source device verification phase (corresponding result
mentioned in Corollary 2) and DI testing phase for Bob’s
measurement device (corresponding result mentioned in
Theorem 2) which certifies that the states shared between
Alice and Bob are EPR pairs (up to a unitary) and af-
ter Bob’s projective measurements, the reduced states
at Ahce s side are one qubit states. Now, the condition
ZZ o M =T leads us to the following relations,

2
dAl=1 (65)
i=0

> A = 0. (66)

In terms of Bloch vector we can rewrite pJ, p in fol-
lowing way,

1

po = 5(]1 +0z) (67)
1

pY = 5(]1 +sin 200 x + cos200z). (68)

In the POVMgame(MVY,y) if As would like to maxi-
mizes her winning probability then she needs to maxi-
mize the following expression,

Q= ) (-1

b,xz€0,1

) O T [M ). (69)
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In terms of )\0 m ¢ we have,

Tr[Mg pg] = A(1 + mgsy)
Tr[M, ]P1] = >\8(1 + moo sin 20 + m02 cos 20)
Tr[M7 pg] = AD(1 + mf,)
Tr[M? 0] = AY (1 + mY, sin 20 + m, cos 26).

In terms of A, 7Y, & can rewrite Q° as,

Q% = A1 +mdy) + AV (1 + mY sin 20 + mY, cos 20)
(70)

— A0(1 + mby sin 20 + md, cos 20) — A (1 +mY,).

As both Tr[Mp{] and Tr[MY p8] are positive quantity,
hence

Q% < AJ(1+my) + A (1 4+mY, sin 20 +mYy cos 260), (71)

and this implies,

(1 +mb, sin 20 + mb, cos 20) = 0 (72)
(1+m3y) =0. (73)
According to the equation 73 we have m{y = —1. As

both of pJ, p? lie on the X Z plane and due to the freedom
of global unitary without loss of generality we can assume
m$, = mY; =mY; = 0. Due to the positivity constraint
(M? > 0) we have,

mgo +mo2 <1 (74)
mgo + mzz <L (76)

By combining the constraint equation 73 with the
equation 75 we get, m(l)0 = 0. Hence,

=[0,0, —1], (77)

and by substituting the values of m{;, m{, in equation
71 we get the following expression of 00,

Q% <A1 +my) + A)(1 — cos 20). (78)

Note that the expression of Q0 maximizes when
A, M8y, A9 maxmnzes and from the constraint equation
74 we get that moo + m822 < 1. Hence, without any
loss of generality we can assume that for the maximum
value of Q°, mY, 4 mdy > — 1. So, we can parameterize
mdy, MYy as sma cosa (0 < a < 27). By substituting
my, = sina, my, = cos a in equation 72 we get,



1+ sin asin 26 + cos awcos 20 = 0
This implies,
cos(ar — 20) = —1.

As 0 < a < 27, so cos(a — 26) = —1this implies,

a—20 =7 and,
a=m+26. (79)

From the equation 79 we get,

my = [—sin 26,0, — cos 26]. (80)

By substituting the expression of m in equation 78 we
get,

Q% < (A3 4+ AN (1 — cos 26). (81)

By substituting the values of 73, MY in equation 66 we
get,

Adm9y — A cos 20 = A9 (82)

A9m9y = A§ sin 26. (83)

Due to the constraint equation 76, similar to 179, here
we parameterize the expression of m9,, m9, as sin 3, cos 3

respectively. By substituting m3, = sin 8 and mJ, =
cos 3 in the equations 82 and 83 we get,

A9 cos B — A§ cos 20 = A9 (84)
A9 sin B = A sin 26. (85)

By solving equation 84 and equation 85 together with
equation 65 we get,

0 sin 3

Ao = sin 8 + sin 26 + sin(20 — ) (86)

o _ sin(260 — Q)
Al = sin 8 4 sin 20 + sin(20 — 3) (&7)

Hence,
0 \o sin 3 + sin(20 — 3)

Ao A= sin 3 + sin 260 + sin(26 — 3) (88)
cos(f — B3) (89)

" cosf+cos(0— B)

According to equation 81, for getting a tight upper

bound on 0° we need to maximize (AJ+\?). By equating

0 0
do‘?iig)‘l) = 0 in equation 89 we get,
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sin(f — B) cos 0

=0. 90
cos 0 + cos(6 — ) (90)
This implies,
B8 =40. (91)
It is also easy to check that for 8 = (3, the expression
2 0 0
% < 0. Hence, the expression AJ + A} maximizes

at the point 8 = 6. Substituting this relation in equations
86 and 87 we get,

1

AN=A= .
0 17 2(1 4 cosh)

(92)

By substituting the values of AJ + A} in equation 65
we get,

cos @
A= ———. 93
27 1+ cosh (93)
Hence, we get,
2sin% 0
< /= 94
~ 1+4cosf’ (94)
and
M) = ;(]I —sin200x —cos200z)  (95)
2(1 + cosb)
1
M) = — (1 — 96
! 2(1—}—0059)( oz) (96)
0
MY = T ooaf —T—O:osﬁ(]l +sinfox + cosboy). (97)

We can rewrite the above expressions as follows,

1 i /
Mg = m(ﬂ 1))
1
MY = m(mm)

M3 =T— My — MY,

where |1") = sinf|0) — cosf|1). This concludes the
proof.
O

Similarly for the input states |1),]1’), one can conclude
the following.

Theorem 7. In POVMgame(MY,y), if A1 chooses y =
1 and the states at Ay’s end are py = |1)(1] and p} =
|1Y(1'| and if As manages to win the game, i.e., Qt =



sin” 0
1+cos 0’
of the following form (up to a global unitary),

then this implies, As’s measurement devices are

1 _ 1 / /

M3 = T eosgy (040D (98)
1 1

M = T eosgy (060D (99)

M =1- M} - M}, (100)

where |0") = cos 6]0) + sin §|1).

Proof. In the POVMgame(MY,y), A, applies M! on a
single qubit state pl (where x €r {0,1}). So, without
any loss of generality we can assume that M} € M has
the following form,

M} = M1+ m}.5),

K2

(101)

where m} = [ml,,m},mb] and it is the Bloch vector
with length at most one, & = [ox, 0y, 0z] are the Pauli
matrices and A} > 0. The condition Z?:o M} =1 leads

us to the following relations,

da=1 (102)
=0
2
> A =0. (103)
=0

In terms of Bloch vector we can rewrite pd, p1 in fol-
lowing way,

o = %(H —0z) (104)

1
p1 = 5(]1 —sin20cx — cos26oz). (105)

In the POVMgame(MVY,y) if As would like to maxi-
mizes her winning probability then she needs to maxi-
mize the following expression,

Ol = 3 (1) TM g
b,xe0,1

(106)

In terms of A}, m}, & we have,

Te[Mg pg] = Ao(1 = mgy)
Tr[Mg pi] = M5 (1 — mgg sin 20 — mg, cos 20)
Te[M{ pg] = M (1 —mi,)
Tr[M{ pi] = A\ (1 — mi,sin 20 — m1, cos 26).

In terms of A}, M}, & can rewrite Q! as,
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Q' = A1 —my) + A\ (1 — mi,sin 20 — mi, cos 20)
(107)

— Ao(1 = mpysin 20 — mf, cos 20) — AL (1 — mi,).

As both Tr[M}pl] and Tr[M]p}] are positive quantity,
hence

Q' < AJ(1—=my)+A1 (1—mi, sin 20 —m], cos 260), (108)

and this implies,

(109)
(110)

(1 — mgysin 20 — m, cos 20) =0
(1 —myy) = 0.

According to the equation 110 we have mi, = 1. As
both of pg, p lie on the X Z plane and due to the freedom
of global unitary without loss of generality we can assume
my; = mi; = md; = 0. Due to the positivity constraint
(M} > 0) we have,

mot +mby <1 (111)
m%oz + m%zz <1 (112)
mby” +mb,” < 1. (113)

By combining the constraint equation 110 with the
equation 112 we get, mi, = 0. Hence,

mi =[0,0,1], (114)

and by substituting the values of m},, mi, in equation
108 we get the following expression of Q!,

Q' < AH(1 —mgy) + AT(1 — cos 26). (115)

Note that the expression of Q! maximizes when A}, A1
maximizes and m{, minimizes and from the constraint
equation 74 we get that méo2 + m(1)22 < 1. Hence, with-
out any loss of generality we can assume that for the
maximum value of Q! ml,> + md,> = 1. So, we can

parameterize mgy, my, as sina,cosa (0 < a < 27). By
substituting mg, = sina, m{, = cosa in equation 72 we
get,
1 —sinasin 20 — cos acos 260 = 0
This implies,
cos(ar — 20) = 1.

As 0 < a < 27, s0 cos(a — 26) = 1 this implies,



a—20=0 or
a=20 or

27 and,

(27 + 26). (116)

One can easily check that for both these values of a, the
value of m, and m}, are sin 20 and cos 26 respectively.
From the equation 116 we get,

mg = [sin 260, 0, cos 26)]. (117)

By substituting the expression of 7} in equation 115

we get,

Q' < (A + A1 — cos 26). (118)

By substituting the values of 7,71 in equation 103

we get,

ey + Ahcos20 + A} =0
Aamdy + Adsin 20 = 0.

(119)
(120)

Due to the constraint equation 113, similar to 1}, here
we parameterize the expression of m3,, mi, as sin 3, cos 3

respectively. By substituting mi, = sin3 and mi, =
cos 3 in the equations 119 and 120 we get,

A3 cos B+ Ajcos20 + A\ =0
A3 sin B+ A sin 26 = 0.

(121)
(122)

By solving equation 121 and equation 122 together
with equation 102 we get,

1 sin 3

Ao = sin 8 4 sin(20 — 3) — sin 260 (123)

1 sin(260 — B)
A= sin 3 + sin(20 — 8) —sin 260" (124)

Hence,
1 1 sin 8 4 sin(20 — 3)

Aot A= sin 8 4 sin(20 — 3) — sin 260 (125)
_ cos(f — ) (126)

cos(f — ) — cos B’

According to equation 118, for getting a tight upper
bound on Q! we need to maximize (A\)+A1). By equating

1 1
d()‘(c’lig/\l) = 0 in equation 126 we get,

—sin(f — ) cosf
cosf +cos(d — B) 0 (127)

This implies,
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=6 or (0—p)=m.

Now, one can easily check that for # = (3, the eigen
value of M3 becomes negative which is not possible. So,
the solution here is (§ — 5) = 7. One can also check that

2 1 1
for (8 — 8) = 7, the expression % < 0. Hence, the
expression A} + A} maximizes at the point (§ — 8) = 7.
Substituting this relation in equations 123 and 124 we
get,

either (128)

1

MN=A=——.
0 17 2(1 4 cosh)

(129)

By substituting the values of A} + A in equation 102
we get,

cos 6
A= —. 130
27 1+cosh (130)
Hence, we get,
2sin? 6
o< = 131
~ 14 cosf (131)
The corresponding measurement operators using which
Ay can achieve Q! = fjicnos% is given by,
M} L (I+sin200x +cos20oz)  (132)
= sin 200 o
O 7 2(1 4 cosh) X 7
1
Ml = ———(I 133
! 2(1+cos€))( +oz) (133)
0
M) = %(H—sin@ax —cosfoyz). (134)

We can rewrite the above expressions as follows,

1 _ 1 / /
MO - mqo ><0 |)
1
le1 = WOOMOD

My =T— Mg — My,

where, |0') = cos6|0) + sinf|1). This concludes the
proof.
O

From the results of theorem 6 and 7, it is clear that
the success probability (1 — cos#) in distinguishing two
non-orthogonal states {|0),]0")} (or {|1),]1")}) can be
achieved only when the chosen POVM’s are of the spec-
ified form as chosen by Alice for the QPQ scheme. From
the results mentioned in [26], one can easily conclude that
(1 — cos#) is the optimal success probability that can be
achieved in distinguishing two non-orthogonal states. So
from these two results, one can easily conclude that Al-
ice can get optimal number of raw key bits in this QPQ
scheme.



Appendix D : Correctness of the scheme considering
devices “up to a unitary”

In the device independent testing phases of our pro-
posed scheme (i.e., in source device verification phase,
Bob’s measurement device verification phase and Alice’s
POVM device verification phase), the tests certify that
the devices perform exactly same as that is mentioned
in the proposed scheme or “up to a unitary” of the ac-
tual device. This implies that the source device supplies
states that are exactly of the same form or “up to a uni-
tary” (i.e., the states received after applying a unitary
operation) of the original state and the measurement de-
vices measure in exactly the same specified basis or “up
to a unitary” (i.e., the measurement bases received after
applying a unitary operation) of the actual basis.

Thus, because of this “up to unitary” deviation, it is
necessary to check whether the protocol preserves its cor-
rectness condition whenever the devices are “up to uni-
tary” of the actual devices.

let us consider that the measurement devices of Alice
and Bob perform measurements in the bases which are
up to unitary Us such that

a b
Uy = [_ei¢b* ew’a*}

where, a,b € C such that |a]? 4 |b]? = 1 and ¢ is the
relative angle. Let us also assume that the source device
supplies states which are up to unitary Uy where

Uy =Uz @ U,

This implies that the states supplied by the source de-
vice are of the form
Us(das) =
4\PAB) = \/5

e (a*b — ab*) [10) + ezi‘i’(a*2 + b*Z) [11)]

[|00) + e (a*b — ab®)|01) +

Bob’s device measures in the basis {U2(0),U2|1)} =
{(a]0) b (1)), (b0) + €?a*|1))}  and
{U5|0"), U3 |1")} = {(acosf + bsin®) |0) + e (a* sin§ —
b*cosf) (1), (asind — beosh)|0) — e?(a*cosf +
b*sind)|1)} instead of the basis {[0),[1)} and
{]0"),]1)} respectively.  Alice’s POVM devices are
either D' = {D{, D'°, D} or D'* = {D{}, D{*, Di'} for
a; = 0 and a; = 1 respectively where

1
DY = —— (U V) (V| UJ
0 (1+COS€)(U2| >< |U2)
1
DY = —— (U |1) (1| UJ
1 (HCOSe)(UzIH\Uz)

DY =1- DY~ DY,
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and

1

Dy = m([fz 0") (0| U)
1

Dt = m(% 10) (0] U3)

D) =1- D§ — D},

One can easily check that whenever Bob measures in
{U210),Us 1)} or {U3 |0") ,Us |1’) } basis randomly on his
qubit of the shared state Us(dag), the qubit at Alice’s
side will also collapse to U |0) or Uy |1) for the first case
and Uz |0') or Uz |1’) for the second case.

Now, if Alice chooses POVM device D0 =
{DR, D, DY} for a; = 0, the probabilities of getting
different outcomes for two different input states are as
follows-

Pr(DY|Uz [0)) = (1 — cosf)
Pr(DY|U5|0)) = 0
Pr(DY|U; |0)) = cosé
Pr(DY|U2 [0')) = 0
Pr(DP|U 0")) = (1 —cosf)
Pr(DY|Uy [0")) = cos@

Similarly, if Alice chooses POVM device D'! =
{D{, D}, Dit} for a; = 1, the probabilities of getting
different outcomes for two different input states are as
follows-

Pr(Dy|Us 1)) = (1 —cosf)
Pr(D{ U 1)) = 0
Pr(D{U; 1)) = cosé
Pr(DG|U 1)) = 0
Pr(DP U2 1) = (1 —cos®)
Pr(DS Uy 1) = cos®

According to the protocol, whenever a; = 0 and Alice
gets DY (DY), she outputs 74, = 0(1). Whenever, a; = 1
and she gets D (D), she outputs r 4, = 0(1). So, in this
case, the success probability of Alice to guess the i-th raw
key bit r; of Bob will be,

Pr(T.Ai = Ti)
= PI‘(’I"Ai = 0,7’1' = O) +PI‘(7’Ai = ]_,ri — ]_)
= (1 —cosé).

This shows that whenever the devices (both source and
measurement devices) involved in this scheme are “up to
a unitary” of the original specified device, then also the
proposed scheme satisfies the correctness condition.
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