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We investigate how much randomness can be extracted from a generic partially entangled pure state of
two qubits in a device-independent setting, where a Bell test is used to certify the correct functioning of
the apparatus. For any such state, we first show that two bits of randomness are always attainable both if
projective measurements are used to generate the randomness globally or if a nonprojective measurement
is used to generate the randomness locally. We then prove that the maximum amount of randomness that
can be generated using nonprojective measurements globally is restricted to between approximately 3.58
and 3.96 bits. The upper limit rules out that a bound of four bits potentially obtainable with extremal
qubit measurements can be attained. We point out this is a consequence of the fact that nonprojective
qubit measurements with four outcomes can only be self-tested to a limited degree in a Bell experiment.

Although it was not the original motivation [1], Bell’s
theorem [2] allows for a very strong test of quantum ran-
domness. By preparing an entangled quantum system
and exhibiting a Bell inequality violation with it, we can
immediately know that the measurement outcomes were
not the result of an underlying deterministic process. This
observation is the basis of a class of quantum cryptography
protocols, called device independent, that incorporate a
Bell test as a self-test of the correct functioning of the
apparatus. The class includes device-independent ver-
sions of quantum key distribution and random number
generation [3-6].

This perspective prompts an obvious question: How
much randomness can we extract from a given quantum
system, and how might this depend on the degree of entan-
glement? Previous work (see table 1) has indicated that
the two do not seem strongly related; we cannot necessar-
ily get more randomness from a maximally entangled state
than a weakly entangled one of the same dimension. This
point was first made in 7] where it was shown that, with
the help of a suitable Bell test, a uniformly random bit
could be generated from the result of a projective meas-
urement performed on one part of any partially entangled
pure state of two qubits. Ref. [7] also considered the
possibility of generating more randomness from the joint
outcomes of projective measurements performed on both
subsystems. In this case, [7] found that the maximum
of two uniformly random bits could be generated, but
only confirmed that this was attainable using a maximally
entangled state |¢;) = (|00) + [11))/v/2 or one could get
arbitrarily close to it using a very weakly entangled state
of the form [1y) = cos(6/2)|00) +sin(6/2)|11) in the limit
6 — 0 where it becomes separable. Between these two
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|p+) )
PROJ 1 bit [5] 1 bit [7]
Local
POVM 2 bits [8] 2 bits
PROJ 2 bits [7] 2 bits
Global
POVM [3.58, 3.96] bits [3.58, 3.96] bits

Table 1: Maximum amount of randomness (quantified by
the min-entropy) extractable from one (local) or jointly
from two (global) projective (PROJ) or nonproject-
ive (POVM) measurements from the maximally (|¢))
and any partially (]¢g)) entangled two-qubit pure state.
Square brackets indicate a range (rounded outward)
within which the optimal amount of randomness is
known to lie. The results proved in this work are high-
lighted.

extremes, determining the amount of randomness that
can be generated remains an open problem.

As well as projective measurements, it is also possible
to perform nonprojective measurements on quantum sys-
tems. Nonprojective measurements can potentially gen-
erate more randomness as they can have more outcomes
than the dimension of the quantum system they act on.
Extremal qubit measurements in particular may have up
to four outcomes [9]. In a bipartite Bell-type experiment
this means that potentially up to two bits of randomness
could be generated locally or up to four bits globally using
nonprojective measurements. The first limit is known
to be attainable: Ref. [8] describes a way in which two
bits of randomness can be generated locally using a single
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measurement on one side. But it is currently an open
question whether the second limit of four bits is attainable
globally. The same work, [8], only confirmed numerically
that at least around 2.8997 bits of randomness can be
generated this way. Both results were established only for
the maximally entangled state.

In this work, we solve the question of how much ran-
domness can be generated using projective measurements
from a generic pure entangled state of two qubits and
show that the upper limit of two bits is always attain-
able regardless of how strong or weak the entanglement
is. We also show that, alternatively, two bits of random-
ness can be extracted locally from any such state using
a nonprojective measurement. It turns out however, as
we will detail below, that nonprojective measurements
can only be reconstructed to a limited degree from the
correlations observed in a Bell experiment and this limits
the amount of randomness that can be generated globally.
We rule out that any scheme can generate more than
about 3.9527 bits of randomness in this way, proving that
the potential upper limit of four bits is not attainable.
We nevertheless show that at least around 3.5850 bits
of randomness can be generated globally with suitable
nonprojective measurements from any partially entangled
state.

The Bell test.— To introduce the problem, we begin by
considering the form of an arbitrary partially entangled
state of two qubits. Such a state can always be expressed
in its Schmidt decomposition as

[1g) = cos(g) |00) + sin(g)|11> (1)
for an angle 6 that, without loss of generality, we can and
hereafter will take to be in the range 0 < 6 < 5+ The same

state is equivalently represented by its density operator
o = |1g)(tbp|, which we can express as

[1@1+cos(0)(10Z+201)

=

Yo =
+sn@O)(XeX-YeY)+z02z] (2

in terms of the identity and Pauli operators 1, X, Y, and
Z acting on each subsystem. We can see that Alice and
Bob will have to perform measurements in the X-Y plane,
for example A = X and B =Y, in order to extract two
uniformly random bits from this state, since this is the
only way to have (4) = (A® B) = (B) = 0. We would,
however, intuitively expect the maximum violation of a
Bell inequality on gy to be attained with measurements
having a component in the Z direction, since the correl-
ation terms involving Z in (2) are larger in magnitude
than the analogous terms involving X and Y. As such, we
anticipate that we will need a Bell experiment engineered
to exploit the entire Bloch sphere.

To this end, we propose the following Bell test in which
Alice and Bob perform +1-valued measurements A,, x =
1,2,3 and By, y =1,...,6, in each round. They use the
statistics to estimate the values of three Bell expressions.

The first two,
Ig = <ﬁA1 +A1(B1+BQ)+A2(31 —BQ)>, (3)
Jg = (BA1 + A1 (B3 + By) + A3(Bs — By)), (4)

are modified CHSH expressions of the kind introduced in
[7], while the third,

S = <A2(B5 + Bﬁ) + A3(B5 - BG)> s (5)
is an ordinary CHSH [10, 11] expression. We choose
2 cos(0
b= # (6)
1 + sin(6)?

for the value of the parameter g in the definitions of Ig and
Jg, depending on the angle # that identifies the intended
state [¢p). Alice and Bob should in particular check that
these Bell expressions attain the values

Is =2V2\/1+32/4, (
Js = 2V2/1 + B2/4, (8)
S = 2v2sin(h). (9)

The Bell expectation values (7), (8), and (9) can be
attained by measuring

A =7, Ay =X, As =£Y  (10)

on Alice’s side and performing suitable measurements
on Bob’s side on |1g) [7]. Crucially for the intended
application to randomness generation this is, up to trivial
modifications such as local changes of bases and extensions
to higher dimension, essentially the only way to attain
these expectation values. More precisely, in appendix A
we establish the following, which holds regardless of the
Hilbert-space dimension.

Lemma 1. The conditions Ig = Jg = 2v/24/1 +02/4
and S = 2v/2sin(f) identify an extremal point in the
quantum set and if they are attained there is a choice of
local bases in which:

i) the underlying state has the form
p=1vgdoamp, (11)

where g is the partially entangled state (2) and oarp/
is an ancillary state which may be of any dimension;

it) Alice’s measurements act on the state according to

A1 =7 R Tpr, (12)
A2:X®]]A’7 (13)
A=Y@ A (14)

where A’ is a +1-valued Hermitian operator;

i11) Bob’s measurements act on the state according to

B+ B Bs+ B
1+ B2 D3+ Dy — 7@y, (15)
\2A 4 v/ 24
B1 — B Bs + Bs
= =X®I1 ’ 16
o 7 B (16)
7B3—B4 Bs — Bg

=— =Y®B, (17

V2 V2



where Ay = 1+£3%/4 and B’ is a +1-valued Hermitian
operator;

iv) the ancillary state oapr in (11) and operators A’ and
B’ are related in such a way that
! !
(A ® B >‘7A/B’ =1. (18)

The operators A’ and B’ appearing in lemma 1 are in-
evitable and reflect the fact that we cannot distinguish a
set of qubit measurements from their complex conjugates
on both sides [12]. We should also remark that, strictly
speaking, 1) and i) give the form of Alice’s and Bob’s
measurements only on the supports of the respective mar-
ginals py = Trp[p] and pg = Tralp] of the underlying
state. This is not a problem for us since any action the
measurements may have on part of the Hilbert space not
containing the state cannot have any impact on the cor-
relations. In the following we will assume, for simplicity,
that the marginals are of full rank.

Randomness with projective measurements.— Lemma 1
makes it straightforward to show that we can device-
independently extract up to two bits of randomness using
projective measurements. To do this, we simply add a
seventh measurement, B7, to the Bell test on Bob’s side
and check that its correlation with A, is

<AQB7> = sm(9) . (19)

Using A = X ® 14 and p = 1y ® oasp from lemma 1
and tracing out everything on Alice’s side, we can rewrite
the correlation on the left as

(A3Br) = sin(0) Tr[Br :X @ op/] . (20)

The operator %X ® op has a trace norm of 1 and, since
we are assuming op/ is of full rank, the only way for the
right sides of (19) and (20) to be equal is with

Br=X® 1y . (21)

With this information we can prove that the results of
measuring Az and By are maximally random. The prob-
abilities of the four possible outcomes are

P(ab|37) = i((ﬂ fad)® (1408, (22)

a,b € {£1}. Direct calculation with A3 =Y ® A" and
B =X® 1 gives

P(ab|37) (23)

=71

Importantly, the fact that we can derive P(ab|37) = 1/4
from Iy = Jg = 2v/2y/1+ B2/4, S = 2v/2sin(6), and
(A2B7) = sin(f) shows that these conditions together
are extremal, i.e., they cannot be attained by averaging
quantum strategies that give different values of these
quantities. This rules out the possibility of a more detailed
underlying explanation of the correlations that might allow
better predictions to be made about A3 and Bs.

Tomographic reconstruction of POVMs.— POVMs per-
formed on qubit systems can have more than two outcomes
and can potentially be used to generate more random-
ness than projective measurements. The nature of the
device-independent scenario means we will only be inter-
ested in POVMs that are extremal, i.e., that cannot be
expressed as convex combinations of other POVMs. The
extremal qubit POVMs were classified in [9] and the only
nontrivial ones consist of at most four rank-one elements
g = |ag) (e, that are linearly independent.

We can certify the randomness of some POVMs device-
independently by using a form of tomography to partially
reconstruct them. To see how this works note first that,
in the device-dependent setting, we can reconstruct any
extremal qubit POVM {a,} on (for example) Alice’s side
from the correlations it produces with the Pauli operators
on Bob’s side. That is, it turns out that the expectation
values (a, ® 0u>¢9, for o, = (ﬂ,X,Y,Z) on Bob’s side,
contain sufficient information to uniquely identify {a,}
on Alice’s side provided that the underlying state |ig) is
known.

In the device-independent scenario, we do not know
that the quantum system we are manipulating is limited
to a pair of qubits. However, according to lemma 1 we can
verify that Alice is performing Pauli-type measurements
up to complex conjugation, and the linear combinations of
Bob’s measurements in (15)—(17) effectively give us such
operators on Bob’s side. With this, we can check that a
POVM {R,} on (for example, again) Alice’s side produces
correlations consistent with an extremal qubit one, i.e.,
that

(Ro®B)yyoo = (00 @00)y,,  (24)

with B, = (1©1,X®1,Y @ B,Z® 1), where {a,} is
some ideal reference qubit POVM. In appendix B, we
prove that this allows us to infer the following on the form
of {R,}.

Lemma 2. If the correlations obtained from a POVM
{R.} match those obtainable from an extremal reference
qubit POVM {a,} according to (24), then the elements
R, must be of the form
Ra :Ola@Aq_‘i’Oé:@Al_

o) (] @ K+ ag) ol @ ', (25)
where |a) is the complex conjugate of |ag), A, = (1 £
A")/2 are projectors on the positive and negative parts

of A" from lemma 1, and the K. satisfy the operator
inequalities

K K!T <A KK <A~ (26)
and the condition

S o) (] @ KL =0. (27)

Furthermore, if {Rq} has three outcomes or less then
K| =0 and (25) simplifies to

Ri=a,®A, +a;®A_. (28)



In other words, our Bell test allows us to reconstruct,
up to complex conjugation, extremal POVMs with two or
three outcomes but we can only partially constrain the
form of POVMs with four outcomes. As we elaborate on
in the appendix, the place where the number of outcomes
makes a difference is in the condition (27): when there
are three outcomes or less, the off-diagonal |, ) (| terms
in (25) are always linearly independent and thus (27) can
only be satisfied with K/ = 0. On the other hand, a
simple calculation shows that (a*|Y|a) = 0 for any qubit
state vector; this means that the |a,){a|s are restricted
to the three-dimensional space of operators spanned by
{1,X,Z} and they can never be linearly independent if
there are four of them. In that case it is always possible
to satisfy (27) with nonzero Ks.

Randomness with POVMs.— As we stated earlier, the
maximum amount of randomness that could potentially
be generated if both parties use extremal POVMs is lim-
ited to four bits. It is indeed possible to find extremal
qubit POVMs that can generate arbitrarily close to this
amount of randomness from any partially entangled state
[tbe). Unfortunately, the fact that we cannot fully self-test
POVMs means that this bound is not attainable in the
device-independent setting. To see this, let us suppose
that Alice and Bob unknowingly try to generate their ran-
dom results using four-outcome POVMs {R,} and {S;}
which are related to some ideal extremal qubit POVMs

{a,} and {Bp} by
Ry =0 ® [+)(+|ar + o @ [=)(—|as
+ Aa laa){ag] @ [+){(—]as
+ Ag log) (el @ [=)(+]ar, (29)
Sy =B ® |+){+]B + B @ | =) (s
+ 1 |Bo) By | @ [+) (B
+ 151 85) (Bol @ [ =) {+]B , (30)

where A, and p; are some complex coefficients with mag-
nitudes less than 1, while an eavesdropper at each round
randomly and equiprobably chooses and prepares one
of two states 1y ® X/, or s ® x" with different an-
cillary parts [x}) = (|++) £ |——))/v2. Using that
(a*B*|hg) = {(aB|te)*, we can work out that the joint
probability of Alice’s and Bob’s outcomes, conditioned on
either ancillary state being chosen by Eve, is

(R @ Sb>1/le®x'i
= [(caBolto)|” £ Re[Nopi(caBoltrn)?] . (31)

These probabilities average out to the ideal joint prob-
abilities ’(aaﬁb|1/)9>|2 that would be obtained from the
reference qubit POVMs on [¢y); hence, Alice and Bob
have no way to detect, device independently, that they
are measuring {R,} and {S,} rather than {a,} and {Gs}.
Eve, however, knowing which ancilla state she chose, also
knows which of the two joint distributions in (31) was
actually prepared in each round and can use this to make
a more informed guess about what the outcome will be.
Let us see how this could help Eve in the worst case.
As we pointed out above, the off-diagonal terms |a,){a|

and |Bp) (65| are never linearly independent and, thus, the
coefficients A, and py;, can be chosen nonzero. We are free
to scale them such that the largest coefficient on each side
is of magnitude one. By also exploiting the freedom to
choose their phases we can arrange that, for at least one
pair (a, b) of outputs, Re [/\Z,u; <aa,8b|¢9>2] = |<aaﬁb|w9>‘2
In other words, we are certain we can arrange for at least
one of the probabilities (Rq ® Sp),, o,/ to be zero. This

means that the probability of the most likely joint outcome,
conditioned on Eve choosing |x” ), cannot be lower than
1/15. It follows that the randomness that can be certified
device-independently for the entire protocol can never be
higher than

1/1 1
— log, [2 (15 + 16)] A 3.9527 bits (32)
regardless of the state and POVMs that Alice and Bob
try to use.

On a more positive note, the above-described complic-
ation does not manifest if only one of the parties uses
a measurement with four outcomes and, in that case,
the amount of randomness that can be generated device-
independently is the same as the amount of randomness
that can be generated using extremal qubit POV Ms per-
formed on |¢p). This means it is potentially possible to
generate up to two bits of randomness locally, or alternat-
ively potentially up to

— log,(1/12) & 3.5850 bits (33)

of randomness globally using a four-outcome POVM on
one side and a three-outcome POVM on the other. We give
explicit constructions of POVMs that yield these amounts
of randomuess (or arbitrarily close) in appendix C.

Conclusion.— Our work reinforces the observation that
the amount of randomness obtainable from a quantum
system does not in general increase with the degree of
entanglement. In two versions of the problem, we have
confirmed that an upper limit of two bits of randomness
is always obtainable from any partially entangled pure
state of two qubits. In the global case using POVMs,
although we do not know the optimal amount of extract-
able randomness we have significantly narrowed the range
to between about 3.58 and 3.96 bits for any state. The
nontrivial latter limit establishes that the upper bound of
four bits is not attainable in this case.

Our results rely on the fact that we can reconstruct
the underlying quantum state and measurements in our
Bell test sufficiently well to conclude that the outcomes
are genuinely random. This adds to a growing literature
showing that we can often infer substantial information
about the quantum resources available from a Bell test [13—
17]. Previous work has notably shown that the partially
entangled state [18, 19] or measurements spanning the
entire Bloch sphere (up to complex conjugation) [8, 20, 21|
can be self-tested, although before now not together in
the same test.

Our work also led us to investigate whether it is pos-
sible to self-test nonprojective measurements in quantum



physics and we found that qubit POVMs with four out-
comes can only be self-tested to a limited extent. The
ambiguity with respect to complex conjugation can thus,
as we found here, make a significant difference in the
device-independent setting. It will be interesting to fur-
ther explore this problem, both for qubit systems and
in higher dimension. In particular, closing the gap on
optimal randomness generation with POVMs is likely to
require developing a better understanding of the general
form that we found POVMs may take in lemma 2.

Note added.— While completing this work, we learned
that the authors of [22] had independently found using
a similar approach that two bits of randomness can be
generated globally using projective measurements from
the partially entangled state.

Acknowledgements.— This work was supported by the
Spanish MINECO (Severo Ochoa grant SEV-2015-0522),
the Generalitat de Catalunya (CERCA Program and
SGR 1381), the Fundaci6 Privada Cellex and Mir-Puig,
the AXA Chair in Quantum Information Science, the
ERC AdG CERQUTE and CoG QITBOX, and the EU
Quantum Flagship project QRANGE. J. K. acknowledges
support from the National Science Centre, Poland (grant
no. 2016,/23/P/ST2/02122). This project is carried out
under POLONEZ programme which has received fund-
ing from the European Union’s Horizon 2020 research
and innovation programme under the Marie Sktodowska-
Curie grant agreement no. 665778. B. B. acknowledges
support from the Secretaria d’Universitats i Recerca del
Departament d’Economia i Coneixement de la Generalitat
de Catalunya and the European Social Fund (FEDER).
R. A. acknowledges support from the Foundation for
Polish Science through the First Team project (First
TEAM/2017-4/31) cofinanced by the European Union
under the European Regional Development Fund.

REFERENCES

[1] T. Norsen, Am. J. Phys. 79, 1261 (2011).

[2] J. S. Bell, Physics 1, 195 (1964).

[3] A. Acin, N. Brunner, N. Gisin, S. Massar, S. Pironio,
and V. Scarani, Phys. Rev. Lett. 98, 230501 (2007),
arXiv:quant-ph/0702152.

[4] R. Colbeck, Quantum And Relativistic Protocols For
Secure Multi-Party Computation, Ph.D. thesis, Uni-
versity of Cambridge (2006), arXiv:0911.3814 [quant-
ph].

[5] S. Pironio, A. Acin, S. Massar, A. Boyer de
La Giroday, D. N. Matsukevich, P. Maungz,
S. Olmschenk, D. Hayes, L. Luo, T. A. Manning, and
C. Monroe, Nature 464, 1021 (2010), arXiv:0911.3427
[quant-ph].

[6] N. Brunner, D. Cavalcanti, S. Pironio, V. Scarani,
and S. Wehner, Rev. Mod. Phys. 86, 419 (2014),
arXiv:1303.2849 [quant-ph)|.

[7] A. Acin, S. Massar, and S. Pironio, Phys. Rev. Lett.
108, 100402 (2012), arXiv:1107.2754 [quant-ph].

[8] A. Acin, S. Pironio, T. Vértesi, and P. Wittek,

Phys. Rev. A 93, 040102(R) (2016), arXiv:1505.03837
[quant-ph].

[9] G. M. D’Ariano, P. Lo Presti, and P. Perinotti, J.
Phys. A: Math. Gen. 38, 5979 (2005), arXiv:quant-
ph/0408115.

[10] J. F. Clauser, M. A. Horne, A. Shimony, and R. A.
Holt, Phys. Rev. Lett. 23, 880 (1969).

[11] B. S. Cirel’son, Lett. Math. Phys. 4, 93 (1980).

[12] M. McKague and M. Mosca, in Theory of Quantum
Computation, Communication, and Cryptography,
Lecture Notes in Computer Science, Vol. 6519
(Springer Berlin Heidelberg, Berlin, Heidelberg, 2011)
pp. 113-130, arXiv:1006.0150 [quant-ph].

[13] L. A. Khalfin and B. S. Tsirelson, in Symposium on
the Foundations of Modern Physics (World Scientific,
Singapore, 1985) pp. 441-460.

[14] S. L. Braunstein, A. Mann, and M. Revzen, Phys.
Rev. Lett. 68, 3259 (1992).

[15] V. Scarani and N. Gisin, J. Phys. A: Math. Gen. 34,
6043 (2001), arXiv:quant-ph/0103068.

[16] D. Mayers and A. Yao, Quantum Inf. Comput. 4, 273
(2004), arXiv:quant-ph,/0307205.

[17] M. McKague, T. H. Yang, and V. Scarani, J. Phys.
A: Math. Theor. 45, 455304 (2012), arXiv:1203.2976
[quant-ph].

[18] T. H. Yang and M. Navascués, Phys. Rev. A 87,
050102(R) (2013), arXiv:1210.4409.

[19] C. Bamps and S. Pironio, Phys. Rev. A 91, 052111
(2015), arXiv:1504.06960 [quant-ph].

[20] J. Kaniewski, Phys. Rev. A 95, 062323 (2017),
arXiv:1702.06845 [quant-ph].

[21] O. Andersson, P. Badziag, I. Bengtsson, I. Dumitru,
and A. Cabello, Phys. Rev. A 96, 032119 (2017),
arXiv:1706.02130 [quant-ph].

[22] R. Ramanathan and S. Pironio, (unpublished).


http://dx.doi.org/10.1119/1.3630940
http://cds.cern.ch/record/111654/
http://dx.doi.org/ 10.1103/PhysRevLett.98.230501
http://arxiv.org/abs/quant-ph/0702152
http://arxiv.org/abs/0911.3814
http://arxiv.org/abs/0911.3814
http://dx.doi.org/10.1038/nature09008
http://arxiv.org/abs/0911.3427
http://arxiv.org/abs/0911.3427
http://dx.doi.org/ 10.1103/RevModPhys.86.419
http://arxiv.org/abs/1303.2849
http://dx.doi.org/10.1103/PhysRevLett.108.100402
http://dx.doi.org/10.1103/PhysRevLett.108.100402
http://arxiv.org/abs/1107.2754
http://dx.doi.org/10.1103/PhysRevA.93.040102
http://arxiv.org/abs/1505.03837
http://arxiv.org/abs/1505.03837
http://dx.doi.org/10.1088/0305-4470/38/26/010
http://dx.doi.org/10.1088/0305-4470/38/26/010
http://arxiv.org/abs/quant-ph/0408115
http://arxiv.org/abs/quant-ph/0408115
http://dx.doi.org/ 10.1103/PhysRevLett.23.880
http://dx.doi.org/10.1007/BF00417500
http://dx.doi.org/10.1007/978-3-642-18073-6_10
http://dx.doi.org/10.1007/978-3-642-18073-6_10
http://arxiv.org/abs/1006.0150
http://dx.doi.org/10.1103/PhysRevLett.68.3259
http://dx.doi.org/10.1103/PhysRevLett.68.3259
http://dx.doi.org/10.1088/0305-4470/34/30/314
http://dx.doi.org/10.1088/0305-4470/34/30/314
http://arxiv.org/abs/quant-ph/0103068
http://dx.doi.org/10.26421/QIC4.4
http://dx.doi.org/10.26421/QIC4.4
http://arxiv.org/abs/quant-ph/0307205
http://dx.doi.org/10.1088/1751-8113/45/45/455304
http://dx.doi.org/10.1088/1751-8113/45/45/455304
http://arxiv.org/abs/1203.2976
http://arxiv.org/abs/1203.2976
http://dx.doi.org/10.1103/PhysRevA.87.050102
http://dx.doi.org/10.1103/PhysRevA.87.050102
http://arxiv.org/abs/1210.4409
http://dx.doi.org/10.1103/PhysRevA.91.052111
http://dx.doi.org/10.1103/PhysRevA.91.052111
http://arxiv.org/abs/1504.06960
http://dx.doi.org/10.1103/PhysRevA.95.062323
http://arxiv.org/abs/1702.06845
http://dx.doi.org/10.1103/PhysRevA.96.032119
http://arxiv.org/abs/1706.02130

A. SELF-TEST OF STATE AND
MEASUREMENTS

The core behind our randomness results in the main text
is a self-test, lemma 1, that we prove here. To recapitulate,
we let

Is = (BAL + Ai1(B1 + Bz) + As(B1 — Bz)),  (34)
Js = (BA1 + A1(Bs + By) + A3(Bs — Bs)),  (35)
S = (Az(Bs + Bs) + A3(Bs — Bs)) (36)

denote the expectation values of three Bell operators in-
volving three £1-valued observables A, on Alice’s side
and six +1-valued observables B, on Bob’s side acting
on a shared underlying quantum system. We suppose,
furthermore, that the expectation values

I =2V2\/1+p%/4, (37)
Js = 2V2\/1 + p2/4, (38)

S = 2v/2sin(0) (39)
are attained, where 6 is related to the parameter 8 by

_ 2cos(0)
h= 1+sin(0)? (40)

According to lemma 1, this is only possible if there is a
choice of bases in which the quantum state is of the form

p =19 ®0oap, (41)

where

[ﬂ®ﬂ+cos(9)(Z®ﬂ+1]®Z)

> =

g =
+ sin(e)(X®X—Y®Y)+Z®z}, (42)

and Alice’s and Bob’s observables act on the supports of
their marginals of p according to

Al =7Z®1, A=X®1, A3=Y®A (43)
and
Bl+82: B3+ By =Z®]], (44)
V2 Nowm
By — B B B,
L_ 2 Dt By, (45)
V2 V2
B; — B Bs — B
B 3 4__ 5 6:Y®B/, (46)

2A_ V2

where A’ and B’ are £1-valued Hermitian operators and
A+ = 1+ 32/4. Furthermore, the ancillary state oa/p/ in
(41) and operators A’ and B’ are such that

Tr [(A/ ® B/)UA’B/] =1. (47)

We will proceed by deriving constraints on the state
and measurements implied by each of the three Bell ex-
pectation values (37), (38), and (39) in turn.

A. Ig constraint

The first condition Iz = 2v/2+/1 + B2/4 alone already
allows us to self-test the state as well as the measurements
Ay, As, By, and By. This was essentially proved in the
course of deriving the Tsirelson bound for the more general
family of I? expressions done in [7], particularly the steps
around Eqgs. (14)—(16). (The result is also closely related to
the self-test based on I in [19], although the formulation
is slightly different.) Since [7] is not very explicit about
this we will give an alternative and explicit proof here.

I3 is the expectation value of its corresponding Bell
operator,

Is = PA1+ A1(B1+ Bs) + A2(B1 — Ba). (48)

Without loss of generality, we take the measurements to
be projective, such that A4,*> = B,*> = 1. This allows us
to use the Jordan lemma to decompose the measurements
as

A =) Ay 15V @ Aar (49)
J

B, = Byx@K)(K|®B,., (50)
k

where we absorb any 1 x 1 Jordan blocks as well as 2 x 2
blocks where one of the measurements is +1 into A, |
and By . In other words, A, and B, contain the
Jordan blocks that we already know cannot contribute
to a violation of the Iz inequality because at least one
of the measurements in the blocks is deterministic. We
correspondingly decompose the Bell operator as

Is =) Ty @ iR )GH| @ s, (51)
7k

where

Zg|jk = BA1); + Avj(Buj, + Baj)
+ Az (B — Bajk) (52)

and Zg, is the part of Zg containing ‘1’ blocks on one or
the other side or both.

In order to attain the quantum bound, the measure-
ments A,|; and By, in each block must be optimised such

that every Zg);;, has an eigenvalue equal to 2v2,/1+ 32 /4
or the underlying state must have zero presence in the

corresponding part of the Hilbert space. From now, let
us redefine A, and B, to also absorb Jordan blocks
where the state has no presence and remove them from
further consideration. The remaining blocks must have
measurements optimised to attain the quantum bound.

Let us concentrate on a particular pair of remaining
blocks (7, k) and drop the indices jk while we do this to
lighten the notation. Squaring Zs and using that A, 2 =
By2 =1 gives

I,” = (4+ 5°)1+ 281 ® (B + By)

+ B{A1, A2} @ (B1 — Ba)
—[A1, As] ® [B1, Ba). (53)



We are free to choose the bases on both sides in such a
way that

A =17, (54)
As = cos(N)Z — sin(A\)X, (55)
Bi 4 By =2cos(4)Z, (56)
By — By =2sin(4)X (57)

with all of the coss and sins nonnegative. With this choice,

T2 /4= (14 B%/9)1 + Beos(4)1® Z
+ Beos(N)sin(4)1 ® X
+ sin(A\) sin(p) Y @Y. (58)

Notice here that only 1 and Y, which are simultaneously
diagonalisable, appear on Alice’s side. We can use this to
identify the eigenvalues of Iﬁz /4. The largest one (with
multiplicity two) is

1+p3%/4
—|—\/ﬂzcos %

+ 82 cos(N)? Sin(%)2 + sin(A)? sin(w)2.
(59)

This is maximised with either cos(A\)? = 1 or sin(\)? = 1,
depending on whether 32 sin(u/2)? or sin(u)? is larger.
We can ignore the former since it would mean that A; and
Ay commute and we would have already absorbed them
into A, and thus use sin(A) = 1 which fixes Ay = X
The term under the square root then is

B2 cos(%)2+4cos(%)2sin(%)2 (60)

which we can rewrite as

(2 cos(%)2 -

This is maximised with

cos() =4/ %, (62)

which is less than one in the range § < 2 where I3 has a
quantum violation, for which the maximum eigenvalues
(59) of Z,° /4 become 2(1 + 32/4).

Since the other two eigenvalues for the optimal measure-
ments are zero and Zg is traceless we can safely infer that
its only two nonzero eigenvalues are +2v/2,/1 + 32 /4 and
we can identify the corresponding eigenstates. Substitut-
ing in the now-known-to-be-optimal qubit measurements,
the Bell operator in our Jordan block is

Ty =BZ1+V2\/1+pB2/47 07
+V2/1-32/4X @ X. (63)

To identify the eigenstates we express Zg in spectral form

Ts = 2V2\/1+ B2/4(vg — ¢p) (64)

(1+6%/4) - a+5m) . 6

where
Yo = ﬂﬂ@ﬂ+cos(0)(2®ﬂ+ﬂ®z)
+sin(9)(X®X—Y®Y)+Z®Z], (65)
o = ﬂumfcos(e)(szn@z)

— sin(0) (X2 X+ Y®Y) _Z®z} (66)

are rank-one projectors corresponding to pure states

|1hg) = cos(%)]00) + sin(§)[11), (67)
|¢o) = sin(§)|01) — cos(£)[10). (68)
Precisely, the expressions (63) and (64) for Zg coincide if
262/4 1-p%/4
14 p2/4° 1+p32/4°

which fixes how 5 and p must be related to 6.

Returning back to the full Bell operator, in order to be
able to attain its quantum bound we find that it must be
of the form

Ty = 2V2/1+ B2 /4(ths — ¢o) @ Tare ® Zgr, (70)

and the underlying state must have no support on the
1z, part. The problem

Tr[Zsp) = 2V21/1 + 52/4 (71)

can thus be solved with, and only with, a state of the
form

p=1ty®oan . (72)

To verify this, we express an arbitrary state p in spectral
form,

k
with g > 0. Then

Tr[Zsp) = ZkaI‘Iﬂ‘I/k | =2V2/1+p32/4 (74)

is only possible if

Tr[Zs W] = 2V2+/1 + 52 /4 (75)

for all k. The left side is more precisely

Tr[Iﬂ\Ifk] = 2\/5 1+ 52/4 Tr[(i/)g — ¢9) ® ]]A’B’\Ijk]
+ Tr[Zp V4] (76)

From this we can see that, to attain the Tsirelson bound,
the second term Tr[Zg, ¥;] must be zero and we must
have

Tr (o — ¢p) ® Tarp Uy
= (Vo] Wk |te) — (0| Vo k|de)
1 (77)



where Wy, = Tra/p/[Vy] in the second expression is the
qubit marginal of ¥;. The above problem is only solvable
if Wo)s, = 1)y, i.e., if the [W}) are of the form

[Wk) = |1he) @ [Xk) (78)

for all k. This finally gives
p="1vp® (Z %X%) = 1o @ OA/B - (79)
k

Furthermore, the marginal states oa/ and op: are of full
rank in the Hilbert spaces we implicitly introduced to
contain the Jordan block indices, since we absorbed blocks
where the state has no presence into Zg .

In the remainder of this proof we will restrict our atten-
tion to the Hilbert space containing the state and take p
to be such that its marginals pp and pp are of full rank.

B. Jg constraint

The second Bell expression,
Jg = (BA1 + A1(Bs + Ba) + A3(Bs — By)), (80)

is the same as Iz except with different measurements

and the second condition Jg = 2v/24/1 + B2/4 implies
analogous conditions for the measurements, although not
necessarily in the same bases. In particular, the second
condition implies that, like A; and Ay, A; and A3 must
anticommute.

Having already identified p and fixed A;, we can derive
the most general As that anticommutes with A;. In
general we may expand Asz as

Az =10 A+ XAk +Y® Ay +Z0 A,  (81)

for some Hermitian operators Aj, Ay, Ay, and A7,. By
imposing the conditions 4;> = 1® 1 and {4;, A3} =0
for Ay = Z® 1 on A3 we derive constraints on the A’
operators. To satisfy the constraints we find that we must
take A7 = A, = 0 and Aj of the form

A3 =X® AA +Y ® Ay, (82)
with A% and A{, Hermitian and satisfying
A4 A =1, (83)
[Ax, Ay] =0. (84)
To state the same result differently, A3 is of the form
Az = (cos(p;)X +sin(e;)Y) @ i)', (85)
which we obtain by explicitly decomposing the co-diagonal
operators A% and A% .
C. S constraint

As the final step in the proof of our self-test, we will now
prove that satisfying the third condition,

S = (A3(Bs + Bg) + As(Bs — Bg)) = 2v/2sin(6), (86)

forces us to set Ax = 0 in (82). We start by writing the
expectation value explicitly as

S = TI‘[((AQ + Ag)B5 + (AQ — Ag)Bs) 1/}9 ®O’A/B/] . (87)

Using the form (42) of ¥y in terms of Pauli operators and
(85) of A3 and doing the trace on Alice’s side first we can
rewrite the CHSH expectation value as

S = sin(0) (Tr[pp+Bs) + Trlps—Bg]) (88)

where we introduce

1

PB+ = m Tra [(A2 + A3z)1hg ® UA’B'}

1
=3 S pi(AFe)XFs;Y)@opy;  (89)
J

and, in turn, ¢; and s; are shorthand for cos(¢;) and
sin(¢;) and p; and op|; are defined such that

piowy; = Tea [0 @ e )owm]  (90)

and Tr[op ;] = 1. Note that this implies } . p; = 1. We
can then upper bound the CHSH expectation value by

SIH(G) = TI‘[pB+B5] + Tr[pB—BG]

< llps+llr + Bl
< ij <;H(1 — ;)X = 5;Y| | llosr;lh
J
+ %||(1 +cj)x+sjY}|1|aB/|j||1)
= ij <\/(1 —¢j)? +5;2+ \/(1 +¢)?+ sﬂ)
J
=Y (V22 + 2+ 2)
J
< pv/2 - 20) + 2+ 2¢))
= 21/5. (91)

To determine the optimal As, observe that to attain
(91) all of the inequalities applied to derive it must hold
with equality. In particular, equality between the third
and second last lines requires

V2+2c; =+/2 -2, (92)

or ¢; =0 and s; = 1. We deduce that

Az =Y ® A (93)

where A’ = A/, — A’ is the difference of two orthogonal
projectors that sum to the identity. We can then extract
Bs and Bg by reevaluating CHSH with

Ay =X® (AL +A"), (94)
Az =Y® (A, —A). (95)



The result can be written

S
sin(6)

= %Tr[pB+B5] + %TT[PBfBG} (96)

where
ppr+r =P+ (XFY)@op 4 +p-(X£Y)®@op - (97)
and in turn
prop+ = Tras (A oarm] (98)

are Bob’s partial traces conditioned on projection on the
A’ subspaces on Alice’s side. Satisfying the CHSH con-
straint requires that Bs, Bg, and op/|+ be such that

3 Tr[ps4 Bs] = §llopt | = V2, (99)
3 Trlpn-Bs) = llon—[1 = V2. (100)

This is only possible if o'+ have orthogonal support and

X-Y X+Y
Bs=——®B +—-—

Tz YT A
X+Y X-Y
Bs=—— QB + ——

T Ve T e
where B!, are orthogonal projectors on the supports of
op/|+- The above forms for Bs and Bg can alternatively

be written

® B’ , (101)

® B, (102)

B;=—=(X@1-Y®B), (103)

Sl -

1

Bg (X@1+Y®B) (104)

S

with B’ = B/, — B’ , and orthogonality of o+ compactly
as the condition

Tr [(A/ ® B/)O'AIB/] =1 (105)

on oA'p’-

Similarly, computing the previous Bell expression, Jg,
with A; = VA I Az = Y®A', and p= P Roapr allows
the optimal measurements B3 and B, to be identified as
those given at the beginning of this section.

B. SELF-TESTING EXTREMAL POVMS

The self-test we have described, which among other things
allows the Pauli measurements X, Y, and Z to be identified
up to complex conjugation, allows us to perform a form
of tomography with nonprojective measurements. It is
stated as lemma 2 in the main text. To recall the problem:
we suppose that Alice performs a POVM {R,} and Bob
measures

B, =(1,X®1,Y®B,Z®1) (106)

on the state ¥y ® oa/p from our Bell test, and we check
that the correlations obtained match those that could be
obtained from an ideal reference qubit POVM, i.e., that

(Re ® Bu>¢9®g = (0 ® Uz/>¢9 ] (107)

where {a,} is a given extremal qubit POVM and o, =
(1,X,Y,Z). We will prove here that this implies that
the POVM elements R, must be of the form asserted in
lemma 2 in the main text, i.e.,

Ra:aa®Ag_+OK:®AI_
+ ) (] ® K, + i) (oo @ K47, (108)

where |a}) is the complex conjugate of |ay), A, = (1 +
A’)/2, and the operators K/ are such that
KK, < A, KK <A (109)
and
D laa) (o @ K, = 0. (110)

a

To begin with, we remark that we can always decompose
the reference qubit POVM {«, } in the basis of the identity
and Pauli operators as

P (111)

for some coefficients r#, where we use implicit summation
over the repeated Greek index p. The correlation on the
left side of (107) can be written as

(112)

<O‘a ® ‘71/> = mw?“,é‘

where 7, = (0, ® 0,) make up the components of a
matrix that can be read off the expression (42) of ¢y in
terms of the Pauli operators. Importantly, for § # 0, the
matrix (7,,) is invertible (for example, its determinant
is —sin(#)*), so that the correlations (o, ® 0,,) uniquely
identify the coefficients r2 and the POVM elements .
We can then combine (111) and (112) to express the
POVM elements directly in terms of the correlations as

ag =" {a, ® 0,,>¢e , (113)

where 0" are operators defined to be related to o, by
Nuvo” = 0y

By hypothesis, the correlations in (113) are the same
as those obtained with R, and B, according to (107); we
can thus reexpress a, as

aq =0"(Re ® By) (114)

PR prgs
Now we note that we can always decompose R, as

R,=0,2R"Y (115)

and we can write the operators B, together as

B, =0,® B +o0,®B’_. (116)

Using these and developing,
Qa = UV<U/‘ ® UV>@/19 <R/5 ® BS’_>0'A/BI
+ O-V<O"u’ ® O-’t>1//'9 <R/Z ® BL)‘TA/B/
= A RN, 9 1),
+ 0" N (AR A @ 1p/)
=0, Tr[R', A opn A, ]
+ a: Tr [R’f; A/_O'A/A/_] ,

OA/B/

(117)



where we used that ¢¥* = £o”

+0, and the property

in the same way as o}, =

A/:t ®BQF OA'B/ :0 (118)
to get to the second expression.
Let us now introduce diagonal decompositions
A/ OA ii— = Zpk_;,_lk/ <kg_| (119)
A oa A Zpl [ | (120)

with ), pr++>_, pi— = 1, of the two orthogonal operators
Al oasAly appearing in the traces. We then obtain

Qg = Zpk+ RaVH— +Zpl_ R, (121)
k 1
where one can verify that
Rojy = o (kK [RGIKL) (122)
Raji— = o (IL|R'G|IZ) (123)

are POVM elements. Since {a,} is by hypothesis extremal,
(121) is only possible if
(124)

=g .

Ra\k—&- =R,

all—

Put differently, this means that our uncharacterised
POVM {R,} must be such that

T [Ra(1 0 KK, =au. (125)
Trar [Ra(1@ [I)(I])] = af . (126)
To further constrain {R,}, we introduce states
1.
(6] = 25 (14) £11,)). (127
with j < k, and compute
(1@ (PLDRa(1®]p))
= aa + Trar [Ro(1T© X)), (128)
where
1 (A LCARNUATTA) FEGEY)

The left side of (128) is by construction positive semidef-
inite, which implies
+ Trar [Ro(1 0 X5)] < aa. (130)

Since «, is of rank one, this is only possible if the partial
trace term is itself a multiple of a4, i.e., if

Tra [Ra(1© X5)] = Aata - (131)
Since {Rq} is a POVM and ) R, =1,
ZTrA/ JTRXI] =) Naaa =0. (132)
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Linear independence of the «,s means that the second
part of this equality can only be solved with A, = 0, from
which we obtain the constraint

Trar [Ra(1® X)) =0. (133)
Repeating this reasoning starting with states
1
6h) = S5 (1) £ ). (134)
and
|¢) = 7(IJ+> +ilk))), (135)
¢%) = E(WJ +ilml)), (136)
we obtain analogous constraints
Tra [Ra(1®X;,,)] =0, (137)
Tra [R(1®@Y})] =0, (138)
Tra [R(1®Y,,,)] =0 (139)
for operators
- 1 / / / l
Ximn = 5 (Y + 1m0 ) (140)
1/, . . .
V= 5 (Sl kG ) (14)
1y / IR
Vi, = 5 (il +im)l]) . (142)
The sets of operators {|k})(k}[, X}, Y.} and

{11, X, Y, are bases of the spaces of Hermitian
operators acting on the supports of A’, and A’ , so the
constraints (125), (126), and (133)—(142) can be written
together as the single operator constraint

1T@8(

Ry) =0, @A +a @A, (143)

where the superoperator $ acts on operators on Ha: as

$(X)=A XA, +A XA (144)
The most general operator R, that satisfies (143) is one
of the form
Ri=a,@A, +a @A +K,+ K] (145)
where the off-diagonal operator K, is identified by
whatever
K,=(1®A )R,

(1T®A) (146)

is.

Now we reintroduce that R, is supposed to be a POVM
element. The property R, > 0 means, by definition, that
we must have (¢|R,|¢) > 0 for any state. Imposing this
for certain choice states allows us to further constrain the
form of R,. Dropping in the following the subscript ‘a’
for readability, we start with a family of states

6= (a0 +e¥aD)l=)). (147



where ¢ is some phase, |o ) and |a%) are the unique
(up to a phase) qubit states orthogonal to |a) and |a*),
and |+') are any states in the support of A’,, such that
Al |£") = |£') and AL|+') = 0. For the minimising phase
= o we get

(¢|Rl¢) = Rele" (oL [(+|K|a)|-")]
= —[{eL(+[Kla)]=")],

from which we conclude that (o [(+'| K|’ )|—")

(148)

Since we also have (o |(—'|K = 0 and K|o7 )|+'), we can
generalise this to the operator equality
({ar| @ TaNK(Ja)®1a/) =0. (149)
Next, for
|6) = cos(5)la)[+') + ¢ sin(F)|al)]=")  (150)
and the minimising (0, ¢) = (0o, o),
1 +cos(00)
(9| Rlp) = llee®
+ Sm(9o)Re[ o lal(+'[Klat)| -]
1 2 1 4 I * "2
= 5llal® = 5/ llel* + 4| tal+ [Kla) )],
(151)
where ||a|| = Tr[a]. The second expression is negative un-

less (a|(+'|K|a )|=') = 0; as above, this lets us conclude

(o] @ TaA)K(Ja} ) @ 1a) =0. (152)
Similarly, starting with a state
|6) = cos(§)lar)[+') +e¥sin(5)[a")[~')  (153)
we obtain
(arl@1a)K(ja®) @ Ta) = 0. (154)

These three constraints on K mean that the only re-
maining possibility is that it is of the form

= la){a|® K, (155)
and that R is of the form
R=a® A +a"®A_
+la)a®| @ K" + [o*)a| @ KT (156)

for some operator K’ taking states from the support of
A’ to the support of A, i.e., satisfying

A K'=K'A =K' (157)
and

A K = KA, =0. (158)

We can finally ensure that R is positive semidefinite by
requiring that all of its eigenvalues are nonnegative. We

write
K = ryld) Gl (159)
J
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where the x; > 0 are singular values of K’ and |/ ) and

|7) are states in the supports of A’, and A’ . It is then
a straightforward exercise to check that
¢) = le)|54) £ |a™)[52) (160)

are eigenstates of R with the form (156) above with eigen-
values

laf[(1 £ £5) (161)

from which we extract x; < 1. This and the conditions
(157) and (158) above together are equivalent to the op-
erator inequalities

K'K''<A,  and K'K <A .  (162)

Conversely, any R that satisfies these conditions is neces-
sarily positive semidefinite since the only other possible
eigenvalues of R are ||«|, associated to possible additional
eigenstates of A’ or A’ .

Reintroducing the subscript ‘a’, the only remaining
requirement for {R,} with the form above to be a valid
POVMis ) R, = 1; this translates directly to the second
condition,

> laa){ag] @ K; =0,

a

stated at the beginning of this section. This is as far as we
can go toward identifying {R,} if there are four outcomes.
As we pointed out in the main text, Tr[|a,){a}|Y] =0
and the operators |a,)(a| are thus linear combinations
of 1, X, and Z and cannot be linearly independent if there
are four of them. In that case it is always possible to
satisfy (163) with nonzero Ks.

On the other hand, the operators |a,)(a| are always
linearly independent if there are no more than three of
them provided that the o, are linearly independent. We
can see this from the fact that one can always change the
basis such that all three o, are real so that |a,){ak| =
Qg

(163)

To be precise, let U be a unitary such that, for
example, UonUT and UapUT are real. In terms of the
Bloch expressions

1
Qg = §||aa|\(1] +ng, - 0') (164)

of ay, this is any unitary that rotates the normal vector
n, X no onto the y axis, which necessarily rotates n,
and ny onto the x-z plane. Then, necessarily, UasUT =
1 — UaUT — UaxU' is also real. Applied to the kets,
Ulag) are real up to global phases which are a matter of
convention, although we allow for them explicitly anyway.
This means that

e e Ulag) = e U*|ak) (165)

are real for some phases ¢,. We can use this to relate

|aa) (@] to aq by

e 2% Ulag) (| UT = (166)

This tells us that the |ag){a| must necessarily be linearly
independent if the «, are, since if there were nonzero para-
meters A, such that > Al ]ag) (| = 0 then (166) would
imply that > Aqa, = 0 with the nonzero parameters
Ay = €%iPa ).



C. RANDOMNESS GENERATION WITH POVMS

Having identified the extent to which we can self-test
extremal qubit POVMs we can return to our original
problem of randomness generation. Here we prove that
the parties can generate two bits of randomness locally
and arbitrarily close to log,(12) = 3.5850 bits of random-
ness globally by adding POVMs to the Bell test. Before
confirming that there are indeed POVMs that yield these
amounts of randomness we verify, provided that only one
of the parties uses a four-outcome measurement, that the
randomness of the outcomes is the same as the randomness
yielded by reference qubit POVMs.

A. Reduction to qubits

In an adversarial scenario, Alice and Bob may share an
extension papg of their quantum state prepared by an
eavesdropper, Eve. From the Bell test, we can infer that
such a state must have the form

PABE = Yo @ OA'B'E, (167)

where oa/p/g is an extension of the ancillary state oa/p/
from the self-test. By performing a measurement {II.} on
her part, Eve can effectively prepare one of a number of
different ancillary states for Alice and Bob, given by

PeOA'B/|e = Trg [(HA’B’ ® HE)UA'B'E] (168)

with p, = Tr[Il.og], depending on the outcome e she
obtains. Alice and Bob’s part then is the average

OA'B — ZpeO'A/B/le (169)
€

of these and the joint probabilities of outcomes of POVMs
{R,} and {S,} they perform are averages

. ® Sp) = Zpe 0 ® Sb) (170)
of the corresponding joint probabilities
(Ro ® Sb>\e = Tr[(Ra ® Sp) o @ O'A’B’\e} (171)

conditioned on e. As we pointed out in the main text, with
such a strategy an eavesdropper can improve her chance
of correctly guessing Alice and Bob’s joint outcome if they
both use four-outcome POV Ms.

Now let us suppose that Alice uses a four-outcome
measurement {R,} and Bob a measurement {S,} with
three outcomes or less. By checking their correlations
with the other measurements in the Bell test, Alice and
Bob infer that the elements of their POVMs are of the
forms

Ri=a,® A +a,®A_

+lag) ek © KL + o) (ad @ KL, (172)
and

Sy =By ® By + By ® B_ (173)
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for some reference extremal qubit POVMs {a, } and {8p}.
The joint probability for an underlying state 1 ® oa/p/|e
expands to an expression,

(Ra ® Sb>\e = (0, ® ﬁb>¢9 <A’+ ® Bg_)
+ (Oé>k & 6b>

TA'B!|e
(AL @ BL)

OA'B/|e

+ (laa){ag] @ By),, (Kq ® BY)

+( N
(laf)(aal @ By),, (K, @ BL)
(o ® Bp)y, (AL ® BL)
(ag

(

(

G'A/B/

TA'B! |e

®B))y, (A ®BL),
*\®,6’b> <K’®B’_>
) oal @ 85, (K, @ BL)

|ova)
TA'B!|e

+
+
+
+
+ OA'Ble

(174)

which is quite lengthy but we can use properties of the
state and POVMs derived in the previous two sections
to show that most of the terms vanish. We recall first
that oa/p’ cannot be arbitrary and must be such that
(A ® B’) = 1, which requires that

[NG:YU

=1

li !
AeB), ., (175)

for all of Eve’s possible outcomes e. In terms of the

projectors A’y and B/, this means that

(A, @ B)

/ / _
tonme <A ® B >‘7A’B’\e =1

(176)

and

(AL ® BL) =(A_®B,) =0.

O'A/B/

(177)

UA’B’\

The second pair (177) of constraints already means that
the terms involving (a; ® By),,, and (o ® By),, vanish.
(177) furthermore implies the operator constraints

(Ail,-@B/—)ﬁ/UA’B"e = (178)
(AL ®B;),/O’A/B/‘e = (179)

while we recall that the K s satisfy
ALK, =K' A =K, (180)

These constraints can be used to show, for example,

(K, ® B;>0A,B,‘e =Tr[(K,A_ @ B')oap|e]
=0, (181)
with similar manipulations implying
(K eBy), =0, (182)
(K, ® B/—>0A/qu =0, (183)
(K!'® B o, = 0- (184)

In the joint probabilities we are thus left with only
(Ba Si)y, = (00 ® iy, (4 @ B,

T (0; ® B)y, (AL @ BL) (185)

0’//‘



which simplify to

(Ra ® Sy),, = (@ ® Bo),y, (186)

because
(o ® By >¢9

due to the state |1y) being real.

We conclude that the joint probability of Alice and Bob
obtaining outcomes a and b using the POVMs {R,} and
{Sp}, even conditioned on the outcome of a measurement
by Eve, is identical to the probability of obtaining the
same outcomes using the reference qubit POVMs {«,}
and {0} on |thg). This considerably simplifies the problem
of determining how much randomness we can generate
using POVMs provided that a four-outcome POVM is
used only on one side.

= (00 @ Bo)ys = (0 @ Bo)y,  (187)

B. Two bits of local randomness

We suppose here that Alice wishes to extract two bits of
randomness in the context of our Bell test. Following the
analysis of the previous subsection, we need only confirm
that there exist extremal qubit POVMs that produce a
uniformly random result from the ideal partially entangled
state [¢g).

In the ideal qubit setting, Alice’s marginal state is

voa = 3(1 + cos(0)2) (188)

and we are looking to construct a four-outcome POVM
{ay} where the POVM elements «, are of rank one, are
linearly independent, and yield the correct probabilities

1

Tr[aqtoa] = 1

Such POVMs can be constructed by adjusting a tetrahed-
ral POVM, which gives the correct amount of randomness
in the special case of the maximally-mixed state. A specific
example that works is to take

(189)

A
ay = 21 (1+72) (190)
and
Aa
Qg = ?<1] + cos(y)Z
+ sin(y)(cos(8,)X + sin(éa)Y)) (191)
with weights
M (192)
YT 24 2¢08(6)
3+ 4cos(b)
Ay = 22O o 0 =2,3,4 193
6+6cos(d) ¢ (193)
and, in (191), an angle v such that
cos(vy) = IR N (194)
= 3+ 4cos(8)

and for example 09, 3,04 = 0,27/3, 47 /3.
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C. log,(12) bits of global randomness

In this second variant, we suppose Alice and Bob both use
POVMs to generate randomness from their joint outcomes.
If one of the parties, say, Bob, uses a POVM with three
outcomes then it is in principle possible to generate up to
log,(12) bits of randomness. In the ideal qubit setting, at
least one way to get arbitrarily close to attaining this is
for Bob to perform a modified version of a Mercedes-Benz
POVM in the X-Z plane,

A
p=5(1+72), (195)
By :&O—NZ—%\/I—M?X), (196)
A3 3
fs == (11 —pZ—+1—p X) (197)
for parameters related to 6 by
2
AMNM=——- 1
' 3+ 3cos(h)’ (198)
2 + 3cos(6)
do=A3=——+ 199
2T T 34 3cos(0) (199)
1
=5 (200)
2 + 3 cos(6)
while Alice performs a measurement
1
1<ﬂ+\/1—52Y+&:Z>, (201)
1
- _ 2y
4( 1-e2y gz) , (202)
1
1(11 \/1—62Y+5X>, (203)
1
_1(7_ _ 2y
Q1= (11 122y eX) (204)

whose elements deviate only a small amount from the Y
axis. Importantly, Alice’s measurement is extremal for
any nonzero €. For small €, these measurements give joint
probabilities

(0 ® By, ~ (205)

T2
with equality in the limit € — 0.
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