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Privacy-preserving data analysis is a rising challenge in contem-
porary statistics, as the privacy guarantees of statistical methods
are often achieved at the expense of accuracy. In this paper, we
investigate the tradeoff between statistical accuracy and privacy in
mean estimation and linear regression, under both the classical low-
dimensional and modern high-dimensional settings. A primary focus
is to establish minimax optimality for statistical estimation with the
(ε, δ)-differential privacy constraint. By refining the “tracing adver-
sary” technique for lower bounds in the theoretical computer sci-
ence literature, we improve existing minimax lower bound for low-
dimensional mean estimation and establish new lower bounds for
high-dimensional mean estimation and linear regression problems.
We also design differentially private algorithms that attain the min-
imax lower bounds up to logarithmic factors. In particular, for high-
dimensional linear regression, a novel private iterative hard thresh-
olding algorithm is proposed. The numerical performance of differen-
tially private algorithms is demonstrated by simulation studies and
applications to real data sets.

1. Introduction. With the unprecedented availability of datasets con-
taining sensitive personal information, there are increasing concerns that sta-
tistical analysis of such datasets may compromise individual privacy. These
concerns give rise to statistical methods that provide privacy guarantees at
the cost of statistical accuracy, which then motivates us to study the optimal
tradeoff between privacy and accuracy in fundamental statistical problems
such as mean estimation and linear regression.

A rigorous definition of privacy is a prerequisite for our study. Differential
privacy, introduced in [17], is arguably the most widely adopted definition
of privacy in statistical data analysis. The promise of a differentially private
algorithm is protection of each individual’s privacy from an adversary who
has access to the algorithm’s output and possibly even the rest of the data.
Differential privacy has gained significant attention in academia [18, 1, 20,
16] and found its way into real world applications developed by Apple [11],
Google [24], Microsoft [12], and the U.S. Census Bureau [2].

∗The research was supported in part by NSF grant DMS-1712735 and NIH grants
R01-GM129781 and R01-GM123056.
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A usual approach to developing differentially private algorithms is per-
turbing the output of non-private algorithms by random noise [17, 35, 18],
and naturally the processed output suffers from some loss of accuracy, which
has been extensively observed and studied in the literature [48, 42, 32, 5, 23].
Our paper intends to characterize quantitatively the tradeoff between dif-
ferential privacy guarantees and statistical accuracy, under the statistical
minimax risk framework. Specifically, we study this tradeoff in mean es-
timation and linear regression problems with the (ε, δ)-differential privacy
constraint, which is formally defined as follows.

Definition 1 (Differential Privacy [17]). A randomized algorithm M :
X n → R is (ε, δ)-differentially private if for every pair of adjacent data sets
X,X ′ ∈ X n that differ by one individual datum and every (measurable)
S ⊆ R,

P (M(X) ∈ S) ≤ eε · P
(
M(X ′) ∈ S

)
+ δ,

where the probability measure P is induced by the randomness of M only.

According to the definition, the two parameters ε and δ control the level of
privacy against an adversary who attempts to detect the presence of a certain
individual in the sample. The privacy constraint becomes more stringent as
ε, δ tend to 0.

Our contributions and related literature.
Lower bounds based on tracing attacks. We establish the neces-

sary cost of privacy by proving minimax risk lower bounds with the (ε, δ)-
differential privacy constraint. Specifically, we improve existing minimax risk
lower bounds for low-dimensional mean estimation and prove new lower
bounds for linear regression problems as well as high-dimensional 1 mean
estimation. These lower bound results are based on the tracing adversary
argument, which originated in the theoretical computer science literature
[9, 43]. Early works in this direction were primarily concerned with the
accuracy of releasing in-sample quantities, such as k-way marginals, with
differential privacy constraints. Some more recent works [21, 28] applied the
idea to obtain lower bounds for estimating population quantities such as
mean vectors of discrete and Gaussian distributions. Below is a brief sum-
mary of our results as compared to existing results; the details are in Sections
3 and 4.

1In computer science literature, the term “high-dimension” refers to settings in which
the dimension is allowed to grow with the sample size, and asymptotic dependence on the
dimension is of interest. In statistics literature, including this paper, “high-dimension” typ-
ically implies that the dimension is greater than the sample size, so sparsity assumptions
are often introduced to make the problem feasible.
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(1) Improved lower bound for low-dimensional mean estimation. In Section
3.1, we show that the minimax squared `2 risk of sub-Gaussian mean

estimation with (ε, δ)-differential privacy is at leastO
(
d2 log(1/δ)

n2ε2

)
(The-

orem 3.1), which improves the O
(

d2

n2ε2

)
minimax lower bound by [28]

and matches the deterministic worst case lower bound by [43]. It is fur-
ther shown that our lower bound is optimal as it can be attained by a
differentially private algorithm, the noisy sample mean (Algorithm 1;
Theorem 3.2).

(2) New lower bounds for linear regression and high-dimensional mean es-
timation. To the best of our knowledge, our minimax risk lower bounds
for high-dimensional mean estimation and linear regression in both
low and high dimensions are the first of their kind in the literature. In
these three problems, the minimax squared `2 risk lower bounds are

of the order O
(

(s log d)2

n2ε2

)
(Theorem 3.3), O

(
d2

n2ε2

)
(Theorem 4.1), and

O
(

(s log d)2

n2ε2

)
(Theorem 4.3) respectively, where n, d and s denote the

sample size, the dimension, and the sparsity of true parameter vector.
For context, there exist several lower bound results for related but dif-
ferent problems: [44] found that the sample complexity lower bound of
selecting the top-k largest coordinates of d-dimensional data depends
linearly on k and only logarithmically on d; [5] established an excess
empirical risk lower bound of O

(
d
nε2

)
for (ε, δ)-differentially private

empirical risk minimization, by explicitly constructing a worst-case
strongly convex and Lipschitz objective function.

Differentially private algorithms. We show that the lower bound re-
sults are sharp up to logarithmic factors, by constructing differentially pri-
vate algorithms with rates of convergence matching the corresponding lower
bounds.

In low-dimensional problems, the algorithms (Algorithms 1 and 4) are
similar to existing algorithms, such as the noisy Gaussian sample mean [29]
or noisy gradient descent [5]. For low-dimensional regression, our contri-
bution is in obtaining an upper bound of the parameter estimation error

E‖β̂private−βtrue‖22 = Õ
(
d2 log(1/δ)

n2ε2

)
(Theorem 4.2) for the noisy gradient de-

scent algorithm, as opposed to the excess risk bound (or its empirical version)

by previous works [5, 4]: E[Ln(β̂private)−Ln(β̂non-private)] = O

(√
d log(1/δ)

nε

)
,

where Ln is the least-square objective function of linear regression.
For high-dimensional sparse estimation, our algorithms, to the best of

our knowledge, are the first results achieving optimal rates of convergence
with the (ε, δ)-differential privacy constraint up to logarithmic factors. The
high-dimensional mean estimation algorithm (Algorithms 3) is based on
a novel application of the “peeling” algorithm first proposed by [22] for
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reporting top-k coordinates of a vector. The high-dimensional linear re-
gression algorithm (Algorithm 5) can be understood as a private version
of iterative hard thresholding [7, 26], which, roughly speaking, is a pro-
jected gradient descent algorithm onto the set of sparse vectors. The fo-
cus of our theoretical analysis is again on the parameter estimation error

E‖β̂private − βtrue‖22 = Õ
(

(s log d)2 log(1/δ)
n2ε2

)
(Theorems 3.4 and 4.4), as op-

posed to excess risk results such as E[Ln(β̂private)−Ln(βtrue)] = O
(
s3 log d
nε

)
in [31] and E[Ln(β̂private)− Ln(β̂non-private)] = O

(
log d+log(n/δ)

(nε)2/3

)
in [45].

Other related literature. In theoretical computer science, [42] showed that
under strong conditions for privacy parameters, some estimators attain the
statistical convergence rates and hence privacy can be gained for free. [5,
23, 45] proposed differentially private algorithms for convex empirical risk
minimization, principal component analysis, and high-dimensional sparse
regression, and investigated the convergence rates of excess risk.

In the statistics literature, there has also been a series of works that stud-
ied differential privacy in statistical estimation. [48] observed that, locally
differentially private schemes [30] seem to yield slower convergence rates than
the optimal minimax rates in general; [15] developed a framework for deriv-
ing statistical minimax rates with the α-local privacy constraint; [40] proved
several minimax optimal rates of convergence under α-local differential pri-
vacy and exhibited a mechanism that is minimax optimal for linear func-
tionals based on randomized response. It has also been observed that α-local
privacy is a much stronger notion of privacy than (ε, δ)-differential privacy
that is hardly compatible with high-dimensional problems [15]. As we shall
see in this paper, the cost of (ε, δ)-differential privacy in high-dimensional
statistical estimation is quite different from that of α-local privacy.

Organization of the paper. The paper is organized as follows. Section 2
formally defines the “cost of privacy” in terms of statistical minimax risk
and introduces our technical tools for upper and lower bounding the cost
of privacy in various statistical problems. These technical tools are then
applied to mean estimation and linear regression problems in Sections 3 and
4 respectively. The numerical performance of the mean estimation and linear
regression algorithms are demonstrated by simulated experiments in Section
5 and by real data analysis in Section 6. Section 7 discusses implications of
our results in other statistical estimation problems with privacy constraints.
The proofs of our theoretical results are in Section 8 and the supplementary
materials [10].

Notation. For real-valued sequences {an} and {bn}, we write an . bn if
an ≤ cbn for some universal constant c ∈ (0,∞), and an & bn if an ≥ c′bn
for some universal constant c′ ∈ (0,∞). We say an � bn if an . bn and
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an & bn. In this paper, c, C, c0, c1, c2, · · · , refer to universal constants, and
their specific values may vary from place to place.

For a positive integer k, we write [k] as short hand for {1, · · · , k}. For a
vector v ∈ Rd and a subset S ⊆ [d], we use vS to denote the restriction of
vector v to the index set S. We write supp(v) := {j ∈ [d] : vj 6= 0}. ‖v‖p
denotes the vector `p norm for 1 ≤ p ≤ ∞, with an additional convention
that ‖v‖0 denotes the number of non-zero coordinates of v. For a positive
definite matrix Σ, we define ‖v‖Σ =

√
v>Σv. For v ∈ Rd and R > 0, let

ΠR(v) denote the projection of v onto the `2 ball {u ∈ Rd : ‖u‖2 ≤ R}.

2. Problem Formulation. In this section, we start with a formal def-
inition of the “cost of privacy” based on the minimax risk with differential
privacy constraint, in Section 2.1. In Sections 2.2 and 2.3, we provide an
overview of our technical tools for upper and lower bounding the cost of
privacy.

2.1. The Cost of Privacy. We quantify the cost of differential privacy
in statistical estimation via the minimax risk with differential privacy con-
straint, defined as follows.

Let P denote a family of distributions supported on a set X , and let
θ : P → Θ ⊆ Rd denote a population quantity of interest. The statistician
has access to a data set of n i.i.d. samples, X = (x1, ...,xn) ∈ X n, drawn
from some distribution P ∈ P.

With the data, we estimate a population parameter θ(P ) by an estima-
tor M(X) : X n → Θ that belongs to Mε,δ, the collection of all (ε, δ)-
differentially private procedures. The performance of M(X) is measured by
its distance to the truth θ(P ): let ρ : Θ × Θ → R+ be a metric induced by
a norm ‖ · ‖ on Θ, namely ρ(θ1,θ2) = ‖θ1 − θ2‖, and let l : R+ → R+ be an
increasing function, the minimax risk of estimating θ(P ) with differential
privacy constraint is defined as

inf
M∈Mε,δ

sup
P∈P

E [l(ρ(M(X),θ(P )))] .(2.1)

The quantity characterizes the worst-case performance over P of the best
(ε, δ)-differentially private estimator. The difference between (2.1) and the
usual, unconstrained minimax risk

inf
M

sup
P∈P

E [l(ρ(M(X),θ(P )))] .(2.2)

is the “cost of privacy”. As (2.2) is well understood for mean estimation
and linear regression problems, we focus on characterizing the constrained
minimax risk (2.1) in this paper. More specifically, we establish upper and
lower bounds of (2.1) with technical tools to be introduced in Sections 2.2
and 2.3.
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2.2. Construction of Differentially Private Algorithms. It is frequently
the case that differentially private algorithms are constructed by perturbing
the output of a non-private algorithm with random noise. Among the most
prominent examples are the Laplace and Gaussian mechanisms.

The Laplace and Gaussian mechanisms. As the name suggests, the Laplace
and Gaussian mechanisms achieve differential privacy by perturbing an al-
gorithm with Laplace and Gaussian noises respectively. The scale of such
noises is determined by the sensitivity of the algorithm:

Definition 2. For any algorithm f mapping a data set X to Rd, The
`p-sensitivity of f is

∆p(f) = sup
X,X′ adjacent

‖f(X)− f(X ′)‖p.

The sensitivity of an algorithm f characterizes the magnitude of change
in the output of f resulted from replacing one element in an input data
set; naturally, we introduce some perturbation of comparable scale, so that
the differentially private version of f is stable regardless of the presence or
absence of any individual datum in the dataset.

For algorithms with finite `1-sensitivity, differential privacy can be at-
tained by adding Laplace noises.

Example 2.1 (The Laplace mechanism). For any algorithm f mapping
a data set X to Rd such that ∆1(f) <∞, M1(X) := f(X)+(ξ1, ξ2, · · · , ξd),
where ξ1, ξ2, · · · , ξd is an i.i.d. sample drawn from Laplace(∆1f/ε), achieves
(ε, 0)-differential privacy.

Adding Gaussian noises to algorithms with finite `2-sensitivity guarantees
differential privacy.

Example 2.2 (The Gaussian mechanism). For any algorithm f mapping
a data set X to Rd such that ∆2(f) <∞, M2(X) := f(X)+(ξ1, ξ2, · · · , ξd),
where ξ1, ξ2, · · · , ξk is an i.i.d. sample drawn fromN(0, 2(∆2(f)/ε)2 log(1.25/δ)),
achieves (ε, δ)-differential privacy.

Although conceptually simple, these mechanism can often lead to complex
differentially private algorithms, thanks to the post-processing and compo-
sition properties of differential privacy.

Post-processing and Composition. Conveniently, post-processing a dif-
ferentially private algorithm preserves privacy.

Fact 2.1 (Post-processing [17, 48]). Let f be an (ε, δ)-differentially pri-
vate algorithm and g be an arbitrary, deterministic mapping that takes f(X)
as an input, then g(f(X)) is (ε, δ)-differentially private.
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Further, the privacy parameters are additive with respect to compositions
of differentially private algorithms.

Fact 2.2 (Composition [17]). For i = 1, 2, let fi be (εi, δi)-differentially
private, then f1 ◦ f2 is (ε1 + ε2, δ1 + δ2)-differentially private.

The mechanisms and composition theorem reviewed in this section shall
later enable us to construct differentially private algorithms for mean esti-
mation and linear regression.

2.3. Minimax Risk Lower Bounds with Differential Privacy Constraint.
Our technique for proving lower bounds of the minimax risk (2.1) is based
on the “tracing adversary” argument originally proposed by [9]. It has proven
to be a powerful tool for obtaining lower bounds in the context of releasing
sample quantities [43, 44] and for Gaussian mean estimation [21, 28]. In this
paper, we refine the tracing adversary technique to prove a sharper lower
bound for low-dimensional mean estimation compared to previous works
[21, 28] as well as new lower bounds for sparse mean estimation and linear
regression problems.

Informally, a tracing adversary (or tracing attack) is an algorithm that
attempts to detect the absence/presence of a candidate datum x̃ in a target
data set X, by looking at an estimator M(X) computed from the data set.
If one can construct a tracing adversary that is powerful given an accurate
estimator, an argument by contradiction leads to a lower bound: suppose
a differentially private estimator computed from the target data set is suf-
ficiently accurate, the tracing adversary will be able to determine whether
a given datum belongs to the data set or not, thereby contradicting with
the differential privacy guarantee. The privacy guarantee and the tracing
adversary together ensure that a differentially private estimator cannot be
“too accurate”. In Sections 3.1, 3.3, 4.1 and 4.3, we shall formally define and
analyze such tracing attacks for mean estimation and linear regression prob-
lems. For now, we illustrate this general approach with a concrete example
of sub-Gaussian mean estimation.

Example: a preliminary lower bound for mean estimation. To illustrate
this approach, we consider a tracing attack proposed by [21] and show
how its theoretical properties imply a minimax risk lower bound for dif-
ferentially private mean estimation of d-dimensional sub-Gaussian(σ) dis-
tribution. Let X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn from the
d-dimensional product distribution supported on {−σ, σ}d, which is clearly
sub-Gaussian(σ), with unknown mean vector µ ∈ [−σ, σ]d. The tracing at-
tack is given by

Aµ(x,M(X)) = 〈x− µ,M(X)〉.
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The theoretical properties of this tracing attack are presented in the follow-
ing lemma.

Lemma 2.1. Let X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn from
the d-dimensional product distribution supported on {−σ, σ}d with unknown
mean vector µ ∈ [−1, 1]d.

1. For each i ∈ [n], let X ′i denote the data set obtained by replacing xi in
X with an independent copy, then for every δ > 0, every i ∈ [n] and
every µ we have

P(Aµ(xi,M(X ′i)) > σ2
√

8d log(1/δ)) < δ.

2. There is a universal constant c1 such that, if n < c1

√
d/ log(1/δ), we

can find a prior distribution π of µ so that

PX,µ

∑
i∈[n]

Aµ(xi,M(X)) ≤ nσ2
√

8d log(1/δ), ‖M(X)− X̄‖2 < c2σ
√
d

 < δ

for an appropriate universal constant c2.

The lemma is similar in spirit to Lemma 12 in [21], and proved in Sec-
tion B.1 of supplementary materials [10]. We use a different attack and the
proof is rigorous and much simpler. According to the lemma, when M(X)
is close to the non-private sample mean X̄, the attack takes large values
if the candidate datum belongs to the data set X from which M(X) is
computed. As we have sketched informally, it is then possible to derive
a lower bound of ‖M(X) − X̄‖, as follows. If n < c1

√
d/ log(1/δ) and

M(X) is (ε, δ)-differentially private with 0 < ε < 1 and δ = o(1/n), let
C = {

∑
i∈[n]Aµ(xi,M(X)) ≤ nσ2

√
8d log(1/δ)},

PX,µ(‖M(X)− X̄‖2 < c2σ
√
d)

≤ PX,µ

(
C ∩ {‖M(X)− X̄‖2 < c2σ

√
d}
)

+
∑
i∈[n]

PX,µ

(
Aµ(xi,M(X)) > σ2

√
8d log(1/δ)

)
≤ PX,µ

(
C ∩ {‖M(X)− X̄‖2 < c2σ

√
d}
)

+ n
(
eεP(Aµ(xi,M(X ′i)) > σ2

√
8d log(1/δ)) + δ

)
≤ δ + n(eεδ + δ) = o(1).

The second inequality is due to differential privacy and the third inequality
uses Lemma 2.1. It follows that, when n < c1

√
d/ log(1/δ), we have

inf
M∈Mε,δ

sup
µ

E‖M(X)− X̄‖2 ≥ inf
M∈Mε,δ

EπEX|µ‖M(X)− X̄‖2 & σ
√
d.

(2.3)



THE COST OF PRIVACY 9

It should be noted, however, that the lower bound result is unsatisfactory in
two important ways. First, as formulated in Section 2.1, we are in fact inter-
ested in lower bounding a related but distinct quantity, infM∈Mε,δ

supµ E‖M(X)−
µ‖2. Second, the sample size range n < c1

√
d/ log(1/δ) is somewhat arti-

ficial; for low-dimensional mean estimation problems, the usual setting of
n & d is of greater interest. In Section 3.1, we shall resolve these issues and,
on the basis of the same tracing attack and Lemma 2.1, establish an optimal
lower bound for the mean estimation problem.

3. The Cost of Privacy in Mean Estimation. In this section, we
study the cost of (ε, δ)-differential privacy in estimating the mean vector of a
d-dimensional sub-Gaussian(σ) distribution. Formally, an Rd-valued random
variable x follows a d-dimensional elementwise sub-Gaussian(σ) distribution
if for µ = Ex and ek (the kth standard basis vector of Rd), we have

E exp (λ〈x− µ, ek〉) ≤ exp(λ2σ2),∀λ ∈ R, k ∈ [d].

We begin with sharpening the preliminary lower bound (2.3), in Section
3.1. The lower bound is then shown to be optimal via an (ε, δ)-differentially
private estimator with convergence rate attaining the lower bound.

We also study the cost of differential privacy in sparse mean estimation,
where the unknown mean vector µ ∈ Rd has only a small fraction of non-
zero coordinates. This sparse model is useful when the data’s dimension d
outnumbers the sample size n, rendering the usual sample mean estimator
sub-optimal. Instead, if the unknown mean vector is indeed sparse, thresh-
olding the sample mean have been shown to achieve optimal statistical ac-
curacy [14, 27]. We establish in Section 3.3 a minimax risk lower bound for
estimating sparse mean with differential privacy constraint, and match this
lower bound with a differentially private estimator of the sparse mean in
Section 3.4.

3.1. Lower bound of low-dimensional mean estimation. In this section,
we prove a sharp lower bound for estimating a d-dimensional sub-Gaussian
mean by improving the preliminary lower bound in Section 2.3. We consider
the class of d-dimensional sub-Gaussian(σ) distributions with mean vector
in Θ = {µ ∈ Rd : ‖µ‖∞ < σ} and denote the class by P(σ, d,Θ).

The first improvement is a relaxation of the sample size range n .√
d/ log(1/δ).

Lemma 3.1. Let Y = {y1,y2, · · · ,yn} be sampled with replacement from
a set of deterministic vectors Z = {z1, z2, · · · , zm} with n = km and k ≥ 1.
There exists a choice of Z with each zi ∈ {−σ, σ}d, m = c1

√
d/ log(1/δ) & 1

and k � log(1/δ)/ε such that

E‖M(Y )− Ey1‖2 & σ
√
d
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for every (ε, δ)-differentially private M if 0 < ε < 1, n−1 exp(−nε) < δ <
n−(1+ω) for some fixed constant ω > 0, and log(δ)/ log(n) is non-increasing
in n.

Lemma 3.1 is proved in Section 8.1. In essence, this lemma improves the
lower bound (2.3) by extending its range of validity to n .

√
d log(1/δ)/ε, as

the discrete uniform distribution described in the lemma is sub-Gaussian(σ)
with µ ∈ Θ thanks to the choice of zi ∈ {−σ, σ}d.

On the basis of Lemma 3.1, we are able to translate the lower bound
result to the more interesting large n regime, as described by the following
theorem.

Theorem 3.1. Let X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn
from some distribution in P(d, σ,Θ) with mean Ex1 = µ. If 0 < ε < 1,
n−1 exp(−nε) < δ < n−(1+ω) for some fixed constant ω > 0 with log(δ)/ log(n)
non-increasing in n, d/ log(1/δ) & 1 and n &

√
d log(1/δ)/ε, we have

inf
M∈Mε,δ

sup
P(d,σ,Θ)

E‖M(X)− µ‖22 & σ2

(
d

n
+
d2 log(1/δ)

n2ε2

)
.(3.1)

The theorem is proved in Section 8.2. The minimax lower bound char-
acterizes the cost of privacy in the mean estimation problem: the cost of
privacy dominates the statistical risk when d log(1/δ)/nε2 & 1. This mini-
max lower bound matches the sample complexity lower bound in [43], which
considered the deterministic worst case instead of the i.i.d. statistical set-
ting. [28] studied the Gaussian mean estimation problem but did not obtain
a tight bound with respect to δ; Theorem 3.1 improves the lower bound in
[28] by log(1/δ). In Section 3.2, we exhibit an algorithm for mean estimation

that attains the convergence rate of σ2
(
d
n + d2 log(1/δ)

n2ε2

)
, showing that the

lower bound (3.1) is in fact rate-optimal.

3.2. Algorithm for low-dimensional mean estimation. In this section, we
show that the minimax lower bound (3.1) can be attained by a differentially
private estimator, thereby implying a tight characterization of the cost of
privacy in low-dimensional mean estimation.

Let x1,x2, · · · ,xn be an i.i.d. sample drawn from a sub-Gaussian(σ) dis-
tribution on Rd, and we denote Ex1 by µ ∈ Rd. It is further assumed that
‖µ‖∞ < c for some constant c = O(1). We consider the following simple
algorithm based on the Gaussian mechanism, Example 2.2.
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Algorithm 3.1: Differentially Private Mean Estimation

Input : Data set X = {xi}i∈[n], privacy parameters ε, δ, truncation
level R.

1 Compute XR: for j ∈ [d], XR,j = n−1
∑

i∈[n] ΠR(xij) ;

2 Compute µ̂ = XR +w, where w ∼ Nd

(
0, 4R2d log(1/δ)

n2ε2
· I
)

;

Output: µ̂.

The truncation step guarantees that, over a pair of data sets X and X ′

which differ by one single entry, ‖XR−X ′R‖2 < 2R
√
d/n and therefore the

Gaussian mechanism applies. When R is selected so that most of the data
is preserved, µ̂ is an accurate estimator of the mean µ.

Theorem 3.2. If there exists a constant T <∞ so that ‖x‖∞ < T with
probability one, setting R = T ensures that

E‖µ̂− µ‖22 . σ2

(
d

n
+
d2 log(1/δ)

n2ε2

)
.

Otherwise, choosing R = Kσ
√

log n for a sufficiently large K guarantees

E‖µ̂− µ‖22 . σ2

(
d

n
+
d2 log(1/δ) log n

n2ε2

)
.

The theorem is proved in Section A.1 of the supplement [10]. The first
case applies to distributions with bounded support, e.g. Bernoulli, with the
rate of convergence exactly matching the lower bound (3.1). The second case
includes unbounded sub-Gaussian distributions such as the Gaussian, where
the convergence rate matches the lower bound up to a gap of O(log n). Over-
all, the upper and lower bounds suggest that the cost of (ε, δ)-differential

privacy in low-dimensional mean estimation is Õ
(
d2 log(1/δ)

n2ε2

)
.

It should be noted that Algorithm 1 lacks some practicality: the truncation
level R is a tuning parameter that needs to be set at the correct level for the
convergence rate to hold; we included this somewhat simplistic algorithm
here for the theoretical analysis of privacy cost. In Section 5, we consider
data-driven and differentially private proxies of the theoretical choice of R
and demonstrate their numerical performance. As the focus of this paper is
theoretical properties of private estimators, we refer interested readers to [29]
and [6] for more practical methods of differentially private mean estimation.

3.3. Lower bound of sparse mean estimation. We consider lower bound-
ing the minimax risk of estimating the mean vector of a sub-Gaussian(σ)
distribution when the mean vector is s∗-sparse. Concretely, we index this
collection of distributions by the set of mean vectors Θ = {µ ∈ Rd : ‖µ‖0 ≤
s∗, ‖µ‖∞ < 1}, and denote this class of distributions by P(σ, d, s∗,Θ). Let
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X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn from a sub-Gaussian(σ)
distribution with mean vector µ ∈ Θ, we would like to establish a lower
bound of infM∈Mε,δ

supP(σ,d,s∗,Θ) E‖M(X) − µ‖22 as a function of privacy
parameters (ε, δ) as well as d, n, s∗ and σ.

As sketched in Section 2.3, our strategy for proving the lower bound re-
quires the existence of a powerful tracing attack. For sparse mean estimation,
one reasonable choice of tracing attack is given by

Aµ,s∗(x,M(X)) = 〈(x− µ)supp(µ),M(X)− µ〉.(3.2)

In particular, this attack coincides with the tracing attack proposed by [44]
for differentially private top-k selection.

Similar to our lower bound analysis for low-dimensional mean estimation,
the key ingredient is to show that the attack typically takes a large value
when x̃ belongs to X and a small value otherwise. This is indeed the case
for the tracing attack (3.2), as described by the following lemma.

Lemma 3.2. Let X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn from
Nd(µ, σ

2I) with µ ∈ Θ. If s∗ = o(d1−ω) for some fixed ω > 0, for every
(ε, δ)-differentially private estimator M satisfying EX|µ‖M(X)−µ‖22 = o(1)
at every µ ∈ Θ, the following are true.

1. For each i ∈ [n], let X ′i denote the data set obtained by replacing xi
in X with an independent copy, then

EAµ,s∗(xi,M(X ′i)) = 0,E|Aµ,s∗(xi,M(X ′i))| ≤ σ
√

E‖M(X)− µ‖22.

2. There exists a prior distribution of π = π(µ) supported over Θ such
that ∑

i∈[n]

EπEX|µAµ,s∗(xi,M(X)) & σ2s∗ log d.

The lemma is proved in Section B.2 of the supplement [10]. On the basis
of Lemma 3.2, we have the following minimax risk lower bound.

Theorem 3.3. If s∗ = o(d1−ω) for some fixed ω > 0, 0 < ε < 1 and
δ < n−(1+ω) for some fixed ω > 0, we have

inf
M∈Mε,δ

sup
P(σ,d,s∗,Θ)

E‖M(X)− µ‖22 & σ2

(
s∗ log d

n
+

(s∗ log d)2

n2ε2

)
.(3.3)

The lower bound is proved in Section B.3 of the supplement [10]. In this
lower bound, it is worth noting that the term due to privacy, similar to
the statistical term, only depends logarithmically on the dimension d, sug-
gesting that mean estimation in high dimensions remains viable despite the
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(ε, δ)-differential privacy constraint. This is in marked contrast with high-
dimensional statistical estimation under the (much more demanding) local
differential privacy constraint [30, 15], where the minimax risk always de-
pends linearly on d. In the next section, we propose a differentially private
estimator that efficiently estimates the sparse mean vector and attains the
lower bound (3.3) up to factors of log n.

3.4. Algorithm for sparse mean estimation. Let x1,x2, · · · ,xn be an
i.i.d. sample drawn from a sub-Gaussian(σ) distribution on Rd, with mean
Ex1 = µ ∈ Rd. It is further assumed that ‖µ‖0 ≤ s∗ and ‖µ‖∞ < c for some
constant c = O(1).

In this section, we propose a differentially private algorithm for estimating
the sparse mean vector µ. At a high level, the algorithm selects the large
coordinates of the (truncated) sample mean vector in a differentially private
manner, and sets the remaining coordinates to zero. We start with describing
and analyzing the differentially private selection step.

The following “peeling” algorithm, developed by [22], is an efficient and
differentially private method for selecting the top-s largest coordinates in
terms of absolute value. In each of the s iterations, one coordinate is “peeled”
from the original vector and added to the output set.

Algorithm 3.2: “Peeling” [22]

Input : vector-valued function v = v(X) ∈ Rd, data X, sparsity s,
privacy parameters ε, δ, noise scale λ.

1 Initialize S = ∅;
2 for i in 1 to s do
3 Generate wi ∈ Rd with

wi1, wi2, · · · , wid
i.i.d.∼ Laplace

(
λ · 2
√

3s log(1/δ)

ε

)
;

4 Append j∗ = arg maxj∈[d]\S |vj |+ wij to S;

5 end

6 Set P̃s(v) = vS ;

7 Generate w̃ with w̃1, · · · , w̃d
i.i.d.∼ Laplace

(
λ · 2
√

3s log(1/δ)

ε

)
;

Output: P̃s(v) + w̃S .

The algorithm is guaranteed to be differentially private when the vector
v = v(X) has bounded change in value when any single datum in X is
modified.

Lemma 3.3 ([22]). If for every pair of adjacent data sets Z,Z ′ we have
‖v(Z) − v(Z ′)‖∞ < λ, then Algorithm 2 is an (ε, δ)-differentially private
algorithm.
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Another important property of the Peeling algorithm is its (approximate)
accuracy, proved in Section A.2 of the supplement.

Lemma 3.4. Let S and {w}i∈[s] be defined as in Algorithm 2. For every
R1 ⊆ S and R2 ∈ Sc such that |R1| = |R2| and every c > 0, we have

‖vR2‖22 ≤ (1 + c)‖vR1‖22 + 4(1 + 1/c)
∑
i∈[s]

‖wi‖2∞.

Now returning to the original problem of sparse mean estimation, we con-
struct a differentially estimator of the sparse mean by applying the “peeling”
algorithm to a (truncated) sample mean, as follows.

Algorithm 3.3: Differentially Private Sparse Mean Estimation

Input : Data set X = {xi}i∈[n], privacy parameters ε, δ, truncation
level R, sparsity s.

1 Compute XR: for j ∈ [d], XR,j = n−1
∑

i∈[n] ΠR(xij) ;

2 Compute µ̂ = Peeling(XR,X, s, ε, δ, 2R/n);
Output: µ̂.

The truncation step ensures that, over a pair of data setsX andX ′ which
differ by one single entry, ‖XR −X ′R‖∞ < 2R/n and therefore the privacy
guarantee, Lemma 3.3, applies. Algorithm 3 further inherits the accuracy
of “Peeling” and leads to an accurate estimator of the sparse mean µ, as
stated in the following theorem.

Theorem 3.4. If R = Kσ
√

log n for a sufficiently large constant K,
s ≥ s∗ and s � s∗, then with probability at least 1 − c1 exp(−c2 log n) −
c1 exp(−c2 log d), it holds that

‖µ̂− µ‖22 . σ2

(
s∗ log d

n
+

(s∗ log d)2 log(1/δ) log n

n2ε2

)
.

Theorem 3.4 is proved in Section A.3. With the usual choice of δ =
n−(1+ω), the convergence rate of Algorithm 3 attains the lower bound, The-
orem 3.3, up to a gap of log2 n. While the convergence analysis of Algorithm
3 requires some theoretical choice of tuning parameters R and s, in Section
5 we discuss data-driven methods of selecting these tuning parameters that
achieve reasonably good numerical performance.

4. The Cost of Privacy in Linear Regression. In this section, we
consider the Gaussian linear model

fβ(y|x) =
1√
2πσ

exp

(
−(y − x>β)2

2σ2

)
;x ∼ fx.(4.1)



THE COST OF PRIVACY 15

Given an i.i.d. sample (y,X) = {(yi,xi)}i∈[n] drawn from the model, we
study the cost of (ε, δ)-differential privacy in estimating the regression coef-
ficients β ∈ Rd. The primary focus is on the high-dimensional setting (Sec-
tions 4.3, 4.4) where the dimension d dominates the sample size n, and the re-
gression coefficient β is assumed to be sparse; the classical, low-dimensional
case of d = o(n) will also be considered (Sections 4.1, 4.2).

4.1. Lower bound of low-dimensional linear regression. Let P(σ, d,Θ)
denote the class of distributions fβ(y,x), as specified by (4.1), with β ∈
Θ = {β ∈ Rd : ‖β‖2 ≤ 1}. With an i.i.d. sample (y,X) = {(yi,xi)}i∈[n]

drawn from a distribution in P(σ, d,Θ), we shall establish a lower bound of
infM∈Mε,δ

supP(σ,d,Θ) E‖M(y,X)− β‖2Σx
via the tracing attack argument.

Consider the attack given by

Aβ((y,x),M(y,X)) =
〈
M(y,X)− β, (y − x>β)x

〉
.(4.2)

Similar to the tracing attacks for mean estimation problems, the attack takes
large value when (y,x) belongs to (y,X) and small value otherwise.

Lemma 4.1. Let (y,X) be an i.i.d. sample drawn from some distribu-
tion in P(σ, d,Θ) such that ‖x‖2 ≤ 1 with probability 1, and Σx = Exx>
is diagonal and satisfies 0 < 1/L < dλmin(Σx) ≤ dλmax(Σx) < L for some
constant L = O(1). For every (ε, δ)-differentially private estimator M sat-
isfying Ey,X|β‖M(y,X) − β‖22 = o(1) at every β ∈ Θ, the following are
true.

1. For each i ∈ [n], let (y′i,X
′
i) denote the data set obtained by replacing

(yi,xi) in (y,X) with an independent copy, then EAβ((yi,xi),M(y′i,X
′
i)) =

0 and

E|Aβ((yi,xi),M(y′i,X
′
i))| ≤ σ

√
E‖M(y,X)− β‖2Σx

.

2. There exists a prior distribution of π = π(β) supported over Θ such
that ∑

i∈[n]

EπEy,X|βAβ((yi,xi),M(y,X)) & σ2d.

The lemma is proved in Section B.4 of the supplement [10]. These prop-
erties of tracing attack imply a minimax lower bound for (ε, δ)-differentially
private estimation of β.

Theorem 4.1. If 0 < ε < 1 and δ < n−(1+ω) for some fixed ω > 0, we
have

inf
M∈Mε,δ

sup
P(σ,d,Θ)

E‖M(y,X)− β‖2Σx
& σ2

(
d

n
+

d2

n2ε2

)
.(4.3)
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The lower bound is proved in Section B.5 of the supplement [10]. In next
section, we show that the lower bound is sharp up to factors of log n by
analyzing a differentially private algorithm for estimating β.

4.2. Algorithm for low-dimensional linear regression. For the low-dimensional
linear regression problem, we seek a differentially private (approximate) min-
imizer of the least square objective function

Ln(β) =
1

n

n∑
i=1

(yi − x>i β)2.

We find this solution via the noisy gradient descent algorithm of [5]. We
tailor the convergence analysis to the linear regression problem to obtain
convergence in O(log n) iterations, as opposed to O(n) iterations required
by the general-purpose version in [5]. The algorithm and its theoretical prop-
erties are described in detail in this section.

Algorithm 4.1: Differentially Private Linear Regression

Input : Ln(β), data set {(yi,xi)}i∈[n], step size η0, privacy
parameters ε, δ, noise scale B, number of iterations T ,
truncation level R, feasibility parameter C, initial value β0.

1 for t in 0 to T − 1 do
2 Generate wt ∈ Rd with

wt1, wt2, · · · , wtd
i.i.d.∼ N

(
0, (η0)22B2 log(2T/δ)

n2(ε/T )2

)
;

3 Compute βt+1 = ΠC

(
βt − (η0/n)

∑n
i=1(x>i β

t −ΠR(yi))xi +wt

)
;

4 end
Output: βT .

The analysis of Algorithm 4 relies on some assumptions about x and β.

(D1) Bounded design: there is a constant cx <∞ such that ‖x‖2 < cx with
probability 1.

(D2) Bounded moments of design: Ex = 0 and the covariance matrix Σx =
Exx> satisfies 0 < 1/L < d · λmin(Σx) ≤ d · λmax(Σx) < L for some
constant 0 < L <∞.

(P1) The true parameter vector β satisfies ‖β‖2 < c0 for some constant
0 < c0 <∞.

In essence, the assumptions on design require that the rows of design ma-
trix are normalized, and the assumed `2 bound of β is consistent with the
parameter regime in our lower bound analysis, Section 4.1.

Assumptions (D1) and (P1) together guarantee that the algorithm is
(ε, δ)-differentially private if the noise level B is sufficiently large.

Lemma 4.2. If assumptions (D1) and (P1) are true, then Algorithm 4
is (ε, δ)-differentially private as long as B ≥ 4(R+ c0cx)cx and C ≤ c0.
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The lemma is proved in Section A.4 of the supplement [10]. If (D2) is true
as well, we obtain the following theorem which describes the convergence rate
of Algorithm 4.

Theorem 4.2. Let {(yi,xi)}i∈[n] be an i.i.d. sample from the linear
model (4.1). Suppose assumptions (D1), (D2), (P1) are true. Let the pa-
rameters of Algorithm 4 be chosen as follows.

• Set step size η0 = d/2L, where L is the constant defined in assumption
(D2).

• Set R = σ
√

2 log n, B = 4(R+c0cx)cx and C = c0, in accordance with
Lemma 4.2.

• Number of iterations T . Let T = (8L2) log(c2
0n), where L is the con-

stant defined in assumption (D2).
• Initialization β0 = 0.

If n ≥ K ·
(
Rd3/2

√
log(1/δ) log n log logn/ε

)
for a sufficiently large constant

K, the output of Algorithm 4 satisfies

‖βT − β∗‖2Σx
. σ2

(
d

n
+
d2 log(1/δ) log3 n

n2ε2

)
,(4.4)

with probability at least 1− c1 exp(−c2n)− c1 exp(−c2d)− c1 exp(−c2 log n).

Theorem 4.2 is proved in Section A.5 of the supplement [10]. For practical
application of the algorithm, we note that the theoretical choice of truncation
level R, which ensures the privacy protection of the algorithm, depends
on the often unknown quantity σ. We provide a data-driven, differentially
private alternative to this theoretical choice and demonstrate its numerical
performance in Section 5.

4.3. Lower bound of high-dimensional linear regression. We next con-
sider the high-dimensional linear regression problem where d potentially
dominates sample size n, but the estimand β is sparse. Concretely, let
P(σ, d, s∗,Θ) denote the class of distributions fβ(y,x), as specified by (4.1),
with β ∈ Θ = {β ∈ Rd : ‖β‖0 ≤ s∗, ‖β‖2 ≤ 1}. With an i.i.d. sam-
ple (y,X) = {(yi,xi)}i∈[n] drawn from a distribution in P(σ, d, s∗,Θ), we
consider lower bounding infM∈Mε,δ

supP(σ,d,s∗,Θ) E‖M(y,X)−β‖2Σx
via the

tracing attack argument.
Consider the attack given by

Aβ,s∗((y,x),M(y,X)) =
〈
(M(y,X)− β)supp(β), (y − x>β)x

〉
.(4.5)

Similar to the tracing attacks for mean estimation problems, the attack takes
large value when (y,x) belongs to (y,X) and small value otherwise.
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Lemma 4.3. Let (y,X) be an i.i.d. sample drawn from some distribution
in P(σ, d, s∗,Θ). Let S = supp(β); assume that ‖xS‖2 ≤ 1 and xSc = 0 with
probability 1, and that the restricted covariance matrix ΣS = {E(xx>)}i,j∈S
is diagonal and satisfies 0 < 1/L < s∗λmin(Σx) ≤ s∗λmax(Σx) < L for some
constant L = O(1).

If s∗ = o(d1−ω) for some fixed ω > 0, then for every (ε, δ)-differentially
private estimator M satisfying Ey,X|β‖M(y,X)− β‖22 = o(1) at every β ∈
Θ, the following are true.

1. For each i ∈ [n], let (y′i,X
′
i) denote the data set obtained by replacing

(yi,xi) in (y,X) with an independent copy, then EAβ,s∗((yi,xi),M(y′i,X
′
i)) =

0 and

E|Aβ,s∗((yi,xi),M(y′i,X
′
i))| ≤ σ

√
E‖M(y,X)− β‖2Σx

.

2. There exists a prior distribution of π = π(β) over Θ such that∑
i∈[n]

EπEy,X|βAβ,s∗((yi,xi),M(y,X)) & σ2s∗ log d.

The lemma is proved in Section B.6 of the supplement [10]. These proper-
ties of tracing attack (4.5) imply a minimax lower bound for (ε, δ)-differentially
private estimation of β.

Theorem 4.3. If s∗ = o(d1−ω) for some fixed ω > 0, 0 < ε < 1 and
δ < n−(1+ω) for some fixed ω > 0, we have

inf
M∈Mε,δ

sup
P(σ,d,s∗,Θ)

E‖M(y,X)− β‖2Σx
& σ2

(
s∗ log d

n
+

(s∗ log d)2

n2ε2

)
.(4.6)

The lower bound is proved in Section B.7 of the supplement [10]. Similar
to the cost of privacy in high-dimensional mean estimation, the lower bound
here depends only logarithmically on dimension d. We show in the next
section that this lower bound is achieved up to factors of log n by an (ε, δ)-
differentially private algorithm.

4.4. Algorithm for high-dimensional linear regression. When the dimen-
sion of β exceeds the sample size, directly minimizing Ln(β) = n−1

∑n
i=1(yi−

x>i β)2 no longer leads to an accurate estimate of β, as seen from the rank
deficiency of ∇2Ln(β) = n−1X>X. As a consequence, the differentially pri-
vate, noisy gradient algorithm for the low-dimensional setting is no longer
applicable.

To leverage the sparsity of β, we recall the “peeling” algorithm for sparse
mean estimation in Section 3.4, and arrive at the following modification of
Algorithm 4.
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Algorithm 4.2: Differentially Private Sparse Linear Regression

Input : Ln(β), data set (y,X) = {(yi,xi)}i∈[n], step size η0,
privacy parameters ε, δ, noise scale B, number of iterations
T , truncation level R, feasibility parameter C, sparsity s,
initial value β0.

1 for t in 0 to T − 1 do
2 Compute βt+0.5 = βt − (η0/n)

∑n
i=1(x>i β

t −ΠR(yi))xi;
3 βt+1 = ΠC

(
Peeling(βt+0.5, (y,X), s, ε/T, δ/T, η0B/n)

)
.

4 end
Output: βT .

If the “Peeling” step is replaced by non-private, exact projection of the
gradient step onto {v ∈ Rd : ‖v‖0 ≤ s}, we recover the well-known iterative
hard thresholding algorithm [7, 26] for high-dimensional sparse regression.

The analysis of Algorithm 5 requires some assumptions similar to their
low-dimensional counterparts in Section 4.2, as follows.

(P1’) The true parameter vector β satisfies ‖β‖2 < c0 for some constant
0 < c0 <∞ and ‖β‖0 ≤ s∗ = o(n).

(D1’) Bounded design: for every index set I ⊆ [d] with |I| = o(n), there is a
constant cx <∞ such that

√
|I|‖xI‖∞ < cx with probability 1.

(D2’) Bounded moments of design: Ex = 0 and for every index set I ⊆
[d] with |I| = o(n), the (restricted) covariance matrix ΣI = ExIx>I
satisfies 0 < 1/L < |I| · λmin(ΣI) ≤ |I| · λmax(ΣI) < L for some
constant 0 < L <∞.

These assumptions can be understood as restricted versions of their counter-
parts, (P1), (D1) and (D2), in the low-dimensional case, Section 4.2. When
assumptions (P1’) and (D1’) hold, the algorithm is guaranteed to be (ε, δ)-
differentially private as long as the noise level B is chosen properly.

Lemma 4.4. If assumption (P1’) and (D1’) are true, then Algorithm 5
is (ε, δ)-differentially private as long as B ≥ 4(R+ c0cx)cx/

√
s.

The lemma is proved in Section A.6. With assumption (D2’) in addition,
we can obtain the following convergence result for Algorithm 5.

Theorem 4.4. Let {(yi,xi)}i∈[n] be an i.i.d. sample from the linear
model (4.1). Suppose assumptions (P1’), (D1’) and (D2’) are true. Let R =
σ
√

2 log n, C = c0 and B = 4(R + c0cx)cx/
√
s in accordance with Lemma

4.4, and β0 = 0. Then there exists some absolute constant ρ such that, if s =

ρL4s∗, η0 = s/6L, T = ρL2 log(8c2
0Ln) and n ≥ K·

(
R(s∗)3/2 log d

√
log(1/δ) log n/ε

)
for a sufficiently large constant K, the bound

‖βT − β‖2Σx
. σ2

(
s∗ log d

n
+

(s∗ log d)2 log(1/δ) log3 n

n2ε2

)
(4.7)
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holds with probability at least 1−c1 exp(−c2 log(d/s∗ log n))−c1 exp(−c2n)−
c1 exp(−c2 log n).

The theorem is proved in Section 8.3. This convergence rate attains the
corresponding lower bound (4.6) up to factors of log n, for the usual choice
of δ = n−(1+ω). For selecting tuning parameters R and s in Algorithm 5, we
demonstrate in Section 5 data-driven and differentially private alternatives
to the theoretical choices required by Theorem 4.4.

5. Simulation Studies. In this section, we perform simulation studies
of our algorithms to evaluate their numerical performance and demonstrate
the cost of privacy in various estimation problems. The data are generated
as follows.

Mean estimation x1, ...,xn are independently drawn fromNd(µ, Id). Over
repetitions of the experiments, the coordinates of µ are sample i.i.d.
from Uniform(−10, 10) for the low-dimensional problem; in the high-
dimensional case, the first s∗ coordinates of µ are sampled i.i.d. from
Uniform(−10, 10) and the other coordinates are set to 0.

Linear regression The data (x1, y1), ..., (xn, yn) are generated from the
linear model yi = x>i β + εi. The entries of design matrix are sampled
i.i.d from the uniform distribution over (−1/

√
d, 1/
√
d) so that the

row normalization assumption (D1) in Section 4 is satisfied; ε1, ...εn
is an i.i.d sample from N(0, 1). β is sampled uniformly from the unit
sphere {v ∈ Rd : ‖v‖2 = 1} for the low-dimensional problem; in the
high-dimensional problem, the vector of first s coordinates is sampled
uniformly from the unit sphere {v ∈ Rs∗ : ‖v‖2 = 1}, and the other
coordinates are set to 0.

We shall carry out three sets of experiments with the simulated data:

• Compare the performance of our algorithms under different choices of
R, the truncation tuning parameter.

• Compare the performance of the high-dimensional algorithms under
different choices of s, the sparsity tuning parameter.

• Compare our algorithms with their non-private counterparts, and with
other differentially private algorithms in the literature.

5.1. Tuning of truncation level. For each of our four algorithms, we con-
sider three methods of determining the truncation tuning parameter R.

• No truncation.
• The theoretical choice: R is set to be the theoretical value of 4σ

√
log n.

• Data-driven: compute differentially private estimates of the data set’s
2.5% and 97.5% percentiles by Algorithm 1′ in [32] (see “Extension to
distributions supported on (−∞,∞)”, pp. 6), and truncate the data
set at these levels.
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As shown in Figure 1 below, the data-driven method incurs comparable
errors to the no truncation case and the theoretical choice of R, suggesting
that it is a viable method for choosing R in practice. It should be cautioned
that the optimistic performance of constant quantile truncation benefits
from the symmetry and light-tailedness of the Gaussian distribution; it may
not be applicable to all types of data distribution.
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Fig 1: Average `2-error over 100 repetitions plotted against sample size n, with
privacy level set at (0.5, 10/n1.1). (a) & (b): mean estimation and linear regression
with d = 20 and n from 5000 to 100000. (c) & (d): high-dimensional mean estimation
and linear regression with n increasing from 100 to 2000, d = n, and s = 20.

5.2. Tuning of s. Our algorithms for high-dimensional problems require
a sparsity tuning parameter s. We compare their performances when sup-
plied with the true sparsity s∗ and when s is chosen by 5-fold cross validation.
The cross-validation error is first computed over a uniform grid of values
from s∗/2 to 2s∗. We then truncate these cross-validation errors with Algo-
rithm 1′ in [32], so that the truncated cross-validation errors have bounded
sensitivity. With bounded sensitivity, the exponential mechanism [35] can
be applied to the (truncated) cross-validation errors to select a value of s in
a differentially private manner.
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Fig 2: Average `2-error over 50 repetitions plotted against sample size n, with
privacy level set at (0.5, 10/n1.1). (a) & (b): high-dimensional mean estimation and
linear regression with n increasing from 100 to 2000, d = n, and s = 20.
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Fig 3: Average `2-error over 100 repetitions plotted against sample size n, with
privacy level set at (0.5, 10/n1.1). (a) & (b): mean estimation and linear regression
with fixed d = 20 and n increasing from 5000 to 100000. (c) & (d): high-dimensional
mean estimation and linear regression with n increasing from 2000 to 4000, d = 2n,
and s = 20.

Informed by the previous section on tuning R, the truncation tuning pa-
rameters for experiments in this section are selected by the data-driven
method. In each problem, as the plots show, selecting s by cross validation
leads to errors comparable with their counterparts when the algorithms are
supplied with the true sparsity s∗.

5.3. Comparisons with other algorithms. We compare our algorithms
with their non-private counterparts, as well as other differentially private
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algorithms in the literature. For the low-dimensional problems, we consider
Algorithm 4 in [29] for mean estimation and Algorithm 1 in [41] for regres-
sion. For the high-dimensional problems, we compare with the method in
[45].

There are significant gaps in performance between our algorithms and
those in [41, 45]. It is important to note, however, that the primary strength
of Algorithm 1 in [41] is its ability to produce accurate test statistics with
differential privacy, and the algorithm by [45] is primarily targeted at min-
imizing the excess empirical risk, so these numerical experiments may not
be fully reflective of their advantages.

To further understand the improved numerical performance, we report
here some observations from the numerical experiments. For the private
Johnson-Lindenstrauss projection algorithm in [41], we observed that the
ridge regression subroutine of the algorithm is frequently activated even
when n is very large, resulting in a ridge regression solution with regulariza-
tion parameter of order O(log(1/δ)/ε) and leading to significant bias. For
the private Frank-Wolfe algorithm in [45], the solution is often non-sparse
with large values outside the true support of β, while our algorithm guar-
antees a sparse solution by construction and converges to the non-private
solution as n grows.

6. Data Analysis. In this section, we demonstrate the numerical per-
formance of the differentially private algorithms on real data sets.

6.1. SNP array of adults with schizophrenia. We analyze the SNP array
data of adults with schizophrenia, collected by [34], to illustrate the per-
formance of our high-dimensional sparse mean estimator. In the dataset,
there are 387 adults with schizophrenia, 241 of which are labeled as “av-
erage IQ” and 146 of which are labeled as “low IQ”. The SNP array is
obtained by genotyping the subjects with the Affymetrix Genome-Wide Hu-
man SNP 6.0 platform. For our analysis, we focus on the 2000 SNPs with
the highest minor allele frequencies (MAFs); the full dataset is available at
https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE106818.

Privacy-perserving data analysis is very much relevant for this dataset
and genetic data in general, because as [25] shows, an adversary can in-
fer the absence/presence of an individual ’s genetic data in a large dataset
by cross-referencing summary statistics, such as MAFs, from multiple ge-
netic datasets. As MAFs can be calculated from the mean of an SNP array,
differentially-private estimators of the mean allow reporting the MAFs with-
out compromising any individual’s privacy.

The data set takes the form of a 387 × 2000 matrix. The entries of the
matrix take values 0, 1 or 2, representing the number of minor allele(s) at
each SNP, and therefore the MAF of each SNP location in this sample can
be obtained by computing the mean of the rows in this matrix. Sparsity
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is introduced by considering the difference in MAFs of the two IQ groups:
the MAFs of the two groups are likely to differ at a small number of SNP
locations among the 2000 SNPs considered.
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Fig 4: (a): The estimate of E[‖µ̂− µ‖2] for the differentially private sparse
mean estimator as sample size increases from 50 to 120, with s = 20.
(b): The estimate of E[‖β̂−β‖2] for the differentially private OLS estimator,
compared with its differentially private counterpart, as sample size increases
from 2000 to 20000.

For m ranging from 10 to 120, we subsample m subjects from each of the
two IQ groups, say {x11,x12, · · ·x1m} and {x21,x22, · · ·x2m}, and apply our
sparse mean estimator to {x11 −x21,x12 −x22, · · ·x1m −x2m} with s = 20
and privacy parameters (ε, δ) = (0.5, 10/n1.1). The error of this estimator
is then calculated by comparing with the mean of the entire sample. This
procedure is repeated 100 times to obtain Figure 4(a), which displays the
estimate of E[‖µ̂−µ‖2] as m increases from 50 to 120. We also plotted the
corresponding curve for the method in [45] for comparison.

6.2. Housing prices in California. For the linear regression problem, we
analyze a housing price dataset with economic and demographic covari-
ates, constructed by [38] and available for download at http://lib.stat.

cmu.edu/datasets/houses.zip. In this dataset, each subject is a block
group in California in the 1990 Census; there are 20640 block groups in
this dataset. The response variable is the median house value in the block
group; the covariates include the median income, median age, total popu-
lation, number of households, and the total number of rooms of all houses
in the block group. In general, summary statistics such as mean or median
do not have any differential privacy guarantees, so the absence of informa-
tion on individual households in the dataset does not preclude an adversary
from extracting sensitive individual information from the summary statis-
tics. Privacy-preserving methods are still desirable in this case.

For m ranging from 100 to 20600, we subsample m subjects from the
dataset to compute the differentially private OLS estimate, with privacy
parameters (ε, δ) = (0.5, 10/n1.1). The error of this estimator is then cal-
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culated by comparing with the non-private OLS estimator computed using
the entire sample. This procedure is repeated 100 times to obtain Figure
4(b), which displays the estimate of E[‖β̂−β‖2] as m increases from 2000 to
20000. The design matrix is standardized before applying the algorithm. The
corresponding curve for the method in [41] is also plotted for comparison.

7. Discussion. Our paper investigates the tradeoff between statistical
accuracy and privacy, by providing minimax lower bounds with differential
privacy constraint and proposing differentially private algorithms with rates
of convergence attaining the lower bounds up to logarithmic factors. For the
lower bounds, we considered a technique based on tracing adversary and
illustrated its utility by establishing minimax lower bounds for differentially
private mean estimation and linear regression. These lower bounds are shown
to be tight up to logarithmic factors via analysis of differentially private
algorithms with matching rates of convergence.

Beyond the theoretical results, numerical performance of the private algo-
rithms are demonstrated in simulations and real data analysis. The results
suggest that the proposed algorithms have robust performance with respect
to various choices of tuning parameters, achieve accuracy comparable to or
better than that of existing differentially private algorithms, and can com-
pute efficiently for sample sizes and dimensions up to tens of thousands.
The numerical results corroborate the cost of privacy delineated in the the-
orems by exhibiting shrinking but non-vanishing gaps of accuracy between
the private algorithms and their non-private counterparts. The theoretical
and numerical results together can inform practitioners of differential pri-
vacy the necessary sacrifice of accuracy at a prescribed level of privacy, or
the appropriate choice of privacy parameters if a given level of accuracy is
desired.

There are many promising avenues for future research. It is of significant
interest to study the optimal tradeoff of privacy and accuracy in statisti-
cal problems beyond mean estimation and linear regression. Examples in-
clude covariance/precision matrix estimation, graphical model recovery, non-
parametric regression, and principal component analysis. Along the way, it
is of importance to further develop general approaches of designing privacy-
preserving algorithms, as well as more general lower bound techniques than
those presented in this work.

One natural extension is uncertainty quantification with privacy con-
straints, which is largely unexplored in the statistics literature. Notably,
[29] established the rate-optimal length of differentially private confidence
intervals for the (one-dimensional) Gaussian mean. The technical tools devel-
oped in our paper may provide insights for constructing optimal statistical
inference procedures in the context of, say, high-dimensional sparse mean
estimation and linear regression.

Yet another intriguing direction of research is the cost of other notions
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of privacy, such as concentrated differential privacy [19], Rényi differential
privacy [36], and Gaussian differential privacy [13]. These notions of privacy
have found important applications such as stochastic gradient Langevin dy-
namics, stochastic Monte Carlo sampling [47] and deep learning [8].

8. Proofs. In this section, we prove the lower bound of low-dimensional
mean estimation, Lemma 3.1 and Theorem 3.1, and the upper bound of
high-dimensional linear regression, Theorem 4.4.

8.1. Proof of Lemma 3.1.

Proof of Lemma 3.1. Let k = (C/2) log( 1
nδ )/ε, with the value of 0 <

C < 1 to be chosen later. By the assumed regime of δ as a function of n, we
have k � log(1/δ)/ε and k < n/2. We assume that k divides n without the
loss of generality.

For an arbitrary M ∈ Mε,δ, we define Mk(Z) ≡ M(Y ). Because M is
(ε, δ)-differentially private,Mk is also differentially private by post-processing.
To lower bound E[‖M(Y ) − Ey1‖2|Z], we observe that it suffices to find
some appropriate distribution of Z so that E‖Mk(Z) − Z̄‖2 can be lower
bounded: as ‖M(Y )−Ey1‖2 = ‖Mk(Z)− Z̄‖2 by construction, there must
be a realization of Z such that E[‖M(Y )−Ey1‖2|Z] is also lower bounded.

Since the sample size of Z does satisfy the assumption of the preliminary
lower bound (2.3), the bound does apply provided that Mk is a differentially
private algorithm with respect to Z. To this end, we consider the group
privacy lemma:

Lemma 8.1 (group privacy, [43]). For every m ≥ 1, if M is (ε, δ)-
differentially private, then for every pair of datasets X = {xk}k and Z =
{zk}k satisfying

∑
i 1(xi 6= zi) ≤ m, and every measurable set S,

P(M(X) ∈ S) ≤ eεmP(M(Z) ∈ S) +
eεm − 1

e− 1
· δ.

The group privacy lemma suggests that, to characterize the privacy pa-
rameters of Mk, it suffices to upper-bound the number of changes in Y
incurred by replacing one element of Z. Let mi denote the number of times
that zi appears in a sample of size n drawn with replacement from Z, then
our quantity of interest here is simply maxi∈[n/k]mi.

To analyze maxi∈[n/k]mi, we first show that δ as a function of n must
satisfy one of the following two statements.

1. There is a fixed constant τ such that n
(n/k) log(n/k) ≤ Cτ/ε when n is

sufficiently large.
2. Case 1 fails to hold: we have k > (C/2)τ/ε log(n/k) for any constant
τ , as long as n is sufficiently large.
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The dichotomy is made possible by the assumption that log(δ)/ log(n) is non-
increasing in n and δ < n−(1+ω) for some fixed ω > 0. Under this assumption,
we have either limn→∞ log(δ)/ log(n) = c < −1 or limn→∞ log(δ)/ log(n) =
−∞.

For the first case, we have k = (C/2) log( 1
nδ )/ε = (C/2ε) · (log(1/δ) −

log(n)) ∈ ((C/2ε) · c1 log n, (C/2ε) · c2 log n) for some c1, c2 > 0 when n is
sufficiently large. Therefore

n

(n/k) log(n/k)
=

k

log(n/k)
≤ c2 · (C/2ε) · log n

log(2nε/(C · c1 · log n))
≤ Cτ/ε,

for some τ > 0. This corresponds to the first statement.
For the second case limn→∞ log(δ)/ log(n) = −∞, we then have for any

constant c3 > 0 and sufficiently large n, log(1/δ) > c3 log(n). Then k =
(C/2) log( 1

nδ )/ε = (C/2ε) · (log(1/δ) − log(n)) ≥ (C/2ε) · (c3 − 1) log n.
Consequently we have

k

log(n/k)
>

(c3 − 1) · (C/2ε) · log n

log(n)
≤ (c3 − 1) · (C/2ε)

for sufficiently large n. Since c3 can take value of any positive number, this
corresponds to the second statement.

Case 1. As (m1,m2, · · · ,mn/k) follows a uniform multinomial distribu-
tion, we consider a useful result from [39], stated below:

Lemma 8.2 ([39]). If (y1, y2, · · · , yd) follows a uniform multinomial(`)
distribution, and `

d log d ≤ c for some constant c not depending on ` and d,
then for every ζ > 0,

P
(

max
i∈[d]

yi > (rc + ζ) log d

)
= o(1),

where rc is the unique root of 1 + y(log c− log y + 1)− c = 0 that is strictly
greater than c.

It follows that P (maximi ≤ r log n) = 1−o(1), where r is the unique root
of 1+x(log(Cτ/ε)− log x+1)− (Cτ/ε) = 0 that is greater than Cτ/ε. Such
a root exists, because fC,τ,ε(x) := 1 + x(log(Cτ/ε)− log x+ 1)− (Cτ/ε) is
strictly concave and achieves the global maximum value of 1 at x = Cτ/ε.

Let E := {maximi ≤ r log n}. Under E , Lemma 8.1 implies that Mk is
an (εr log n, δeεr logn)-differentially private algorithm. We may essentially
repeat the lower bound argument leading to the preliminary lower bound
(2.3), as follows. Let Z = {z1, z2, · · · , zn/k} be sampled i.i.d, from the
data distribution specified in Lemma 2.1 including the prior distribution
on µ = Ez1, so that Lemma 2.1 applies to Z. For every i ∈ [n/k], let
C = {

∑
i∈[n/k]Aµ(zi,Mk(Z)) ≤ (n/k)σ2

√
8d log(1/δ)}. We have

P(‖Mk(Z)− Z̄‖2 < cσ
√
d) ≤ P(Ec) + P

(
C ∩ {‖Mk(Z)− Z̄‖2 < cσ

√
d}
)

+ P(Cc)
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≤ P(Ec) + P
(
C ∩ {‖Mk(Z)− Z̄‖2 < cσ

√
d}
)

+
∑

i∈[n/k]

P
(
Aµ(zi,Mk(Z)) > σ2

√
8d log(1/δ)

)
≤ o(1) + δ + n(eεr lognδ + δeεr logn) = o(1) + δ + 2n−τ+εr.

This probability is always bounded away from 1, because εr < τ with ap-
propriately chosen C: since fC,τ,ε(τ/ε) = (τ/ε)(1 + logC − C) + 1 and
0 < ε < 1, for every τ > 0 there is a sufficiently small 0 < C < 1 such
that fC,τ,ε(τ/ε) < 0. Since fC,τ,ε(Cτ/ε) = 1 is the global maximum, we have
r < τ/ε, or equivalently εr < τ , as desired.

Case 2. each mi is a sum of n independent Bernoulli(k/n) random vari-
ables. Chernoff’s inequality implies that

P
(

max
i
mi >

1

ε
log

(
1

2nδ

))
≤ n

k
· exp

(
−(1/2C − 1)

3
k

)
.

Recall that k = (C/2) log( 1
2nδ )/ε by construction. By the assumption of

Case 2, we have k > (C/2)τ/ε log(n/k) for any constant τ , as long as n is
sufficiently large. Then we have

P
(

max
i
mi >

1

ε
log

(
1

2nδ

))
≤
(n
k

)1−(1−C/2)τ/3ε
.

The probability can be made arbitrarily small by fixing C = 1/2 and
choosing large τ . Now that we have a high-probability bound for maximi, the
group privacy lemma and union bound, as in Case 1, imply that P(C) = o(1),
and therefore by Lemma 2.1

P(‖Mk(Z)− Z̄‖2 < cσ
√
d)

≤P(Ec) + P
(
C ∩ {‖Mk(Z)− Z̄‖2 < cσ

√
d}
)

+ P(Cc) = o(1).

In each of the two cases, we found that P(‖Mk(Z)−Z̄‖2 < cσ
√
d) = o(1).

The proof is now complete by the reduction from E [‖M(Y )− Ey1‖2|Z] to
E‖Mk(Z)− Z̄‖2.

8.2. Proof of Theorem 3.1. It suffices to prove the second term of the
minimax lower bound, as the first term is the statistical minimax lower
bound for sub-Gaussian mean estimation.

For i ∈ [n], consider xi = 0 ∈ Rd with probability 1−α and xi = yi with
probability α, where yi follows the discrete uniform distribution specified in
Lemma 3.1. When n &

√
d log(1/δ)/ε, there exists some 0 < α < 1 such

that αn �
√
d log(1/δ)/ε. The distribution of xi is indeed sub-Gaussian(σ)

with µ ∈ Θ.
Consider the random index set S = {i ∈ [n] : xi 6= 0}. For every M ∈

Mε,δ, we have

E[‖M(X)− µ‖2] ≥
∑

S=S⊆[n],|S|≤nα

E[‖M(X)− µ‖2|S = S]P(S = S).
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Now for each fixed S, define M̃(XS) = α−1E[M(X)|S = S]. We note that
M̃(XS) is an (ε, δ)-differentially private algorithm with respect to XS , by
observing that E[M(X)|S = S] = M({xi : i ∈ S} ∪ {0}n−|S|) and therefore
modifying any single datum in XS = {xi : i ∈ S} incurs the same privacy
loss to M as it does to M̃ . By construction, it also holds that µ = Ex1 =
αEy1. We then have

E[‖M(X)− µ‖2|S = S] ≥ E[‖αM̃(XS)− αEy1‖2|S = S]

≥ αE[‖M̃(XS)− Ey1‖2] & ασ
√
d � σ

d
√

log(1/δ)

nε
.

For the last inequality, we invoked the lower bound proved in Lemma 3.1,
since the sample size of Y is αn �

√
d log(1/δ)/ε. The proof is complete.

8.3. Proof of Theorem 4.4.

Proof of Theorem 4.4. Let β̂ = arg min‖β‖2≤c0,‖β‖0≤s∗ Ln(β). While
global strong convexity and smoothness are no longer possible when d > n,
because βt and β̂ are sparse, we have following fact known as restricted
strong convexity (RSC) and restricted smoothness (RSM) [37, 3, 33].

Fact 8.1. Under assumptions of Theorem 4.4, it holds with probability
at least 1− c1 exp(−c2n) that

1

8Ls
‖βt − β̂‖22 ≤ 〈∇Ln(βt)−∇Ln(β̂),βt − β̂〉 ≤ 4L

s
‖βt − β̂‖22.(8.1)

Under the event E1 = {ΠR(yi) = yi,∀i ∈ [n]}, Fact 8.1 implies that Ln(βt)−
Ln(β̂) decays exponentially fast in t.

Lemma 8.3. Under assumptions of Theorem 4.4 and event E1, (8.1) im-
plies that there exists an absolute constant ρ such that

Ln(βt+1)− Ln(β̂) ≤
(

1− 1

ρL2

)(
Ln(βt)− Ln(β̂)

)
+ c3

∑
i∈[s]

‖wt
i‖2∞ + ‖w̃t

St+1‖22

 ,

(8.2)

for every t, where wt
1,w

t
2, · · · ,wt

s are the Laplace noise vectors added to
βt − (η0/n)

∑n
i=1(x>i β

t −ΠR(yi))xi when the support of βt+1 is iteratively
selected by “Peeling”, St+1 is the support of βt+1, and w̃t is the noise vector
added to the selected s-sparse vector.

We take Lemma 8.3, which is proved in Section A.7 of the supplement [10],

to prove Theorem 4.4. We iterate (8.2) over t and notateWt = c3

(∑
i∈[s] ‖wt

i‖2∞ + ‖w̃t
St+1‖22

)
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to obtain

Ln(βT )− Ln(β̂) ≤
(

1− 1

ρL2

)T (
Ln(β0)− Ln(β̂)

)
+
T−1∑
k=0

(
1− 1

ρL2

)T−k−1

Wk

≤
(

1− 1

ρL2

)T
8Lc2

0 +

T−1∑
k=0

(
1− 1

ρL2

)T−k−1

Wk.(8.3)

The second inequality is a consequence of the upper inequality in (8.1) and
the `2 bounds of β0 and β̂. We can also bound Ln(βT )−Ln(β̂) from below
by the lower inequality in (8.1):

Ln(βT )− Ln(β̂) ≥ Ln(βT )− Ln(β∗) ≥ 1

16Ls
‖βT − β∗‖22 − 〈∇Ln(β∗),β∗ − βT 〉.

(8.4)

Now (8.3) and (8.4) imply that, with T = (ρL2) log(8c2
0Ln),

1

16Ls
‖βT − β∗‖22 ≤ ‖∇Ln(β∗)‖∞

√
s+ s∗‖β∗ − βT ‖2 +

1

n
+

T−1∑
k=0

(
1− 1

ρL2

)T−k−1

Wk.

(8.5)

To further bound ‖βT−β∗‖22, we observe that under E1 and two other events

E2 =

{
max
t
Wt ≤ K

R2(s∗)3 log2 d log(1/δ) log2 n

n2ε2

}
,

E3 =

{
‖∇Ln(β∗)‖∞ ≤ 4σ‖x‖∞

√
log d

n

}
,

(8.5) and assumptions (D1’), (D2’) yield

‖βT − β‖2Σx
. σ2

(
s∗ log d

n
+

(s∗ log d)2 log(1/δ) log3 n

n2ε2

)
.

It remains to show that the events E1, E2, E3 occur simultaneously with high

probability. We have P(Ec1) ≤ c1 exp(−c2 log n) because y1, y2, · · · , yn
i.i.d.∼

N(0, σ2) and R � σ
√

log n.
For E2, we invoke Lemma A.1 in the supplement [10]. For each iterate

t, the individual coordinates of w̃t, wt
i are sampled i.i.d. from the Laplace

distribution with scale η0 · 2B
√

3s log(T/δ)

nε/T , where the noise scale B . R/
√
s

and T � log n by our choice. If n ≥ K ·
(
R(s∗)3/2 log d

√
log(1/δ) log n/ε

)
for a sufficiently large constant K, Lemma A.1 and the union bound imply
that, with probability at least 1 − c1 exp(−c2 log(d/(s∗ log n)), maxtWt is

bounded by K R2(s∗)3 log2 d log(1/δ) log2 n
n2ε2

for some appropriate constant K. For
E3, under assumptions (D1’) and (D2’), it is a standard probabilistic result
(see, for example, [46] pp. 210-211) that P(Ec3) ≤ 2e−2 log d.
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APPENDIX A: PROOFS OF UPPER BOUND RESULTS

A.1. Proof of Theorem 3.2.

Proof of Theorem 3.2. By the choice of R and ‖µ‖∞ ≤ c = O(1), we
have

‖µ̂− µ‖22 ≤ 2‖w‖22 + 2‖X − µ‖22.

Once we take expectation, the conclusion follows from the distribution of w
and the sub-Gaussianity of x.

A.2. Proof of Lemma 3.4.

Proof of Lemma 3.4. Let ψ : R2 → R1 be a bijection. By the selection
criterion of Algorithm 2, for each j ∈ R2 we have |vj |+wij ≤ |vψ(j)|+wiψ(j),
where i is the index of the iteration in which ψ(j) is appended to S. It
follows that, for every c > 0,

v2
j ≤

(
|vψ(j)|+ wiψ(j) − wij

)2
≤ (1 + 1/c)v2

ψ(j) + (1 + c)(wiψ(j) − wij)2 ≤ (1 + 1/c)v2
ψ(j) + 4(1 + c)‖wi‖2∞

Summing over j then leads to

‖vR2‖22 ≤ (1 + 1/c)‖vR1‖22 + 4(1 + c)
∑
i∈[s]

‖wi‖2∞.

A.3. Proof of Theorem 3.4.

Proof of Theorem 3.4. Let S, S∗ denote the supports of µ̂ and µ re-
spectively. By the choice of R = Kσ

√
log n and ‖µ‖∞ ≤ c = O(1), we

have

‖µ̂− µ‖22 ≤ 2‖w̃S‖22 + 2‖(X − µ)S∩S∗‖22 + ‖XS∩(S∗)c − µS∗∩Sc‖22(A.1)

For the last term,

‖XS∩(S∗)c − µS∗∩Sc‖22 = ‖XS∩(S∗)c −XS∗∩Sc +XS∗∩Sc − µS∗∩Sc‖22
≤ 4‖XS∩(S∗)c‖2 + 4‖XS∗∩Sc‖+ 2‖(X − µ)S∗∩Sc‖22.(A.2)

Since s∗ = |S∗| ≤ |S| = s by assumption, we invoke Lemma 3.4 to obtain
that

‖XS∗∩Sc‖ ≤ 2‖XS∩(S∗)c‖2 + 8
∑
i∈[s]

‖wi‖2∞.(A.3)
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Now combining (A.3) with (A.2) and further with (A.1) yields

‖µ̂− µ‖22 ≤ 2‖(X − µ)S∗‖22 + 12‖XS∩(S∗)c‖2 + 32
∑
i∈[s]

‖wi‖2∞ + 2‖w̃S‖22.
(A.4)

For the first two terms, since |S| = s � s∗, we have

2‖(X − µ)S∗‖22 + 12‖XS∩(S∗)c‖2 . s∗‖X − µ‖2∞.

X − µ is a zero-mean sub-Gaussian(σ/
√
n) random vector. Standard tail

bounds for sub-Gaussian maxima (see, for example, [46]) implies that ‖X−
µ‖2∞ < Cσ2 log d/n with probability at least 1− c1 exp(−c2 log n).

For the last two terms of (A.4), we have the following lemma.

Lemma A.1. Consider w ∈ Rk with w1, w2, · · · , wk
i.i.d.∼ Laplace(λ). For

every C > 1,

P
(
‖w‖22 > kC2λ2

)
≤ ke−C

P
(
‖w‖2∞ > C2λ2 log2 k

)
≤ e−(C−1) log k.

The lemma is proved in Section A.3.1. In our case, λ = 4R
√

3s log(1/δ)/nε
and k = d. It follows that

32
∑
i∈[s]

‖wi‖2∞ + 2‖w̃S‖22 . σ2 (s∗ log d)2 log(1/δ) log n

n2ε2

with probability at least 1 − c1 exp(−c2 log d). Combining the two high-
probability bounds above completes the proof.

A.3.1. Proof of Lemma A.1.

Proof of Lemma A.1. By union bound and the i.i.d. assumption,

P
(
‖w‖22 > kC2λ2

)
≤ kP(w2

1 > C2λ2) ≤ ke−C .

It follows that

P
(
‖w‖2∞ > C2λ2 log2 k

)
≤ kP(w2

1 > C2λ2 log2 k) ≤ ke−C log k = e−(C−1) log k.
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A.4. Proof of Lemma 4.2.

Proof of Lemma 4.2. As there are T iterations in Algorithm 4, it suf-
fices to show that each iteration is (ε/T, δ/T )-differentially private, and then
the overall privacy follows from the composition property of differential pri-
vacy.

Consider two data sets Z and Z ′ that differ by one datum, (y,x) ∈
Z versus (y′,x′) ∈ Z ′. For each t, by (D1) and (P1), we control the `2-
sensitivity of the gradient step:

η0

n

(
|x>βt −ΠR(y)|‖x‖2 + |(x′)>βt −ΠR(y′)|‖x′‖2

)
≤ η0

n
· 4(R+ c0cx)cx =

η0

n
B.

By the Gaussian mechanism of differential privacy, it follows that βt+1(Z)
is an (ε/T, δ/T )-differentially private algorithm, as desired.

A.5. Proof of Theorem 4.2.

Proof of Theorem 4.2. Let X denote the n × d design matrix. We
analyze the algorithm under the events

E1 =
{
d‖n−1X>X − Σx‖2 ≤ 1/2L

}
and E2 = {ΠR(yi) = yi, ∀i ∈ [n]} ,

and then show that they do occur with high probability.
Under E2, we have βt+1 = ΠC

(
βt − η0∇Ln(βt) +wt

)
. E1 and assumption

(D2) imply that the objective function Ln is (2L/d)-smooth and (1/2Ld)-
strongly convex. Let β̂ = arg min‖β‖2≤C Ln and β̃t+1 = βt − η0∇Ln(βt), it
then follows that

‖βt+1 − β̂‖22 ≤ (1 + 1/8L2)‖β̃t+1 − β̂‖22 + (1 + 8L2)‖wt‖22
≤ (1 + 1/8L2)(1− 1/4L2)‖βt − β̂‖22 + (1 + 8L2)‖wt‖22
≤ (1− 1/8L2)‖βt − β̂‖22 + (1 + 8L2)‖wt‖22.(A.5)

The second inequality holds by standard convergence analysis of gradient
descent for γ-smooth and α-strongly convex objective (see, for example, [?
]): when the step size η0 is chosen to be 1/γ, it holds that ‖β̃t+1 − β̂‖22 ≤
(1− α/γ)‖βt − β̂‖22.

Now by (A.5) and the choice of C = c0, T = (8L2) log(c2
0n), induction

over t gives

‖βT − β̂‖22 ≤
1

n
+
(
1 + 8L2

) T−1∑
k=0

(
1− 1/8L2

)T−k−1 ‖wk‖22.(A.6)

The noise term can be controlled by the following lemma:



THE COST OF PRIVACY 37

Lemma A.2. For X1, X2, · · · , Xk
i.i.d.∼ χ2

d, λ > 0 and 0 < ρ < 1,

P

 k∑
j=1

λρjXj >
ρλd

1− ρ
+ ∆

 ≤ exp

(
−min

(
(1− ρ2)∆2

8ρ2λ2d
,

∆

8ρλ

))
.

The lemma is proved in Section A.5.1. To apply the tail bound, we let
λ = (η0)22B2 log(2T/δ)

n2(ε/T )2
and ∆ = Kλd for a sufficiently large constant K,

then the noise term in (A.5) is bounded by Kλd � σ2 d
3 log(1/δ) log3 n

n2ε2
with

probability at least 1−c1 exp(−c2d). Now (A.5) combined with the statistical
convergence rate of ‖β̂ − β‖22 and assumptions (D1), (D2) yields

‖βT − β‖2Σx
. σ2

(
d

n
+
d2 log(1/δ) log3 n

n2ε2

)
.

It remains to control the probability that either E1 or E2 fails to occur.
For E1, standard matrix concentration bounds (see, for example, [? ]), im-
ply that there exists universal constant c1, c2 such that, as long as d < n,
P(Ec1) ≤ c1 exp(−c2n). Finally we have P(Ec2) ≤ c1 exp(−c2 log n) because

y1, y2, · · · , yn
i.i.d.∼ N(0, σ2) and R � σ

√
log n.

A.5.1. Proof of Lemma A.2.

Proof of Lemma A.2. Since E
∑k

j=1 λρ
jXj ≤ λd

∑k
j=1 ρ

j < ρλd
1−ρ , we

have

P

 k∑
j=1

λρjXj >
ρλd

1− ρ
+ t

 ≤ P

 k∑
j=1

λρj(Xj − EXj) > t

 .

The (centered) χ2
d random variable is sub-exponential with parameters (2

√
d, 4),

the weighted sum is also sub-exponential, with parameters at most

(
2λ
√
d
√∑k

j=1 ρ
2j , 4λρ

)
.

The desired tail bound now follows directly from standard sub-exponential
tail bounds.

A.6. Proof of Lemma 4.4.

Proof of Lemma 4.4. As there are T iterations in Algorithm 5, it suf-
fices to show that each iteration is (ε/T, δ/T )-differentially private, and then
the overall privacy follows from the composition property of differential pri-
vacy.

Consider two data sets Z and Z ′ that differ by one datum, (y,x) ∈ Z
versus (y′,x′) ∈ Z ′. For each t, by (D1’) and (P1’), we have

η0

n

(
|x>βt −ΠR(y)|‖x‖∞ + |(x′)>βt −ΠR(y′)|‖x′‖∞

)
≤ η0

n
· 4(R+ c0cx)cx/

√
s =

η0

n
B.

Lemma 3.3 then implies that each iteration of Algorithm 5 is (ε/T, δ/T )-
differentially private, as desired.
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A.7. Proof of Lemma 8.3.

Proof of Lemma 8.3. We begin with stating a key property of the
“Peeling” algorithm (Algorithm 2).

Lemma A.3. Let P̃s be defined as in Algorithm 2. For any index set I,
any v ∈ RI and v̂ such that ‖v̂‖0 ≤ ŝ ≤ s, we have that for every c > 0,

‖P̃s(v)− v‖22 ≤ (1 + 1/c)
|I| − s
|I| − ŝ

‖v̂ − v‖22 + 4(1 + c)
∑
i∈[s]

‖wi‖2∞.

The lemma is proved in Section A.7.1. We also introduce some notation
for the proof.

• Let α = 1/8Ls and γ = 4L/s so that (8.1) can be equivalently written
as

α‖βt − β̂‖22 ≤ 〈∇Ln(βt)−∇Ln(β̂),βt − β̂〉 ≤ γ‖βt − β̂‖22.(A.7)

Throughout the proof, we assume the truth of (A.7) to prove (8.2).
• Let St = supp(βt), St+1 = supp(βt+1), S∗ = supp(β̂), and define
It = St+1 ∪ St ∪ S∗.

• Let gt = ∇Ln(βt) and η0 = η/γ, where γ is the constant in (A.7).
• Let w1,w2, · · · ,ws be the noise vectors added to βt − η0∇Ln(βt)

when the support of βt+1 is iteratively selected. We define W =
4
∑

i∈[s] ‖wi‖2∞.

By (A.7), we have

Ln(βt+1)− Ln(βt) ≤ 〈βt+1 − βt, gt〉+
γ

2
‖βt+1 − βt‖22

=
γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥gtIt∥∥2

2
+ (1− η)〈βt+1 − βt, gt〉.(A.8)

We first focus on the third term above. In what follows, c denotes an arbi-
trary constant greater than 1. Since βt+1 is an output from Algorithm 2, we
may write βt+1 = β̃t+1 + w̃St+1 , so that β̃t+1 = P̃s(β

t− η0∇Ln(βt)) and w̃
is a vector consisting of d i.i.d. Laplace random variables.

〈βt+1 − βt, gt〉 = 〈βt+1
St+1 − βtSt+1 , g

t
St+1〉 − 〈βtSt\St+1 , g

t
St\St+1〉

= 〈β̃t+1
St+1 − βtSt+1 , g

t
St+1〉+ 〈w̃St+1 , gtSt+1〉 − 〈βtSt\St+1 , g

t
St\St+1〉.

It follows that, for every c > 1,

〈βt+1 − βt, gt〉 ≤ −η
γ
‖gtSt+1‖22 + c‖w̃St+1‖22 + (1/4c)‖gtSt+1‖22 − 〈βtSt\St+1 , g

t
St\St+1〉.

(A.9)
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Now for the last term in the display above, we have

−〈βtSt\St+1 , g
t
St\St+1〉 ≤

γ

2η

(∥∥∥∥βtSt\St+1 −
η

γ
gtSt\St+1

∥∥∥∥2

2

−
(
η

γ

)2

‖gtSt\St+1‖22

)

≤ γ

2η

∥∥∥∥βtSt\St+1 −
η

γ
gtSt\St+1

∥∥∥∥2

2

− η

2γ
‖gtSt\St+1‖22.

We apply Lemma 3.4 to
∥∥∥βtSt\St+1 − η

γg
t
St\St+1

∥∥∥2

2
to obtain that, for every

c > 1,

−〈βtSt\St+1 , g
t
St\St+1〉 ≤

γ

2η

[
(1 + 1/c)

∥∥∥β̃t+1
St+1\St

∥∥∥2

2
+ (1 + c)W

]
− η

2γ
‖gtSt\St+1‖22

=
η

2γ

[
(1 + 1/c)

∥∥∥gtSt+1\St

∥∥∥2

2
+ (1 + c)

γ

2η
W

]
− η

2γ
‖gtSt\St+1‖22.

Plugging the inequality above back into (A.9) yields

〈βt+1 − βt, gt〉 ≤ − η

γ
‖gtSt+1‖22 + c‖w̃St+1‖22 + (1/4c)‖gtSt+1‖22

+
η

2γ

[
(1 + 1/c)

∥∥∥gtSt+1\St

∥∥∥2

2
+ (1 + c)

γ

2η
W

]
− η

2γ
‖gtSt\St+1‖22

≤ η

2γ

∥∥∥gtSt+1\St

∥∥∥2

2
− η

2γ
‖gtSt\St+1‖22 −

η

γ
‖gtSt+1‖22

+ (1/c)

(
4 +

η

2γ

)
‖gtSt+1‖22 + c‖w̃St+1‖22 + (1 + c)

γ

2η
W .

Finally, for the third term of (A.8) we have

〈βt+1 − βt, gt〉 ≤ − η

2γ

∥∥gtSt∪St+1

∥∥2

2
+ (1/c)

(
4 +

η

2γ

)
‖gtSt+1‖22 + c‖w̃St+1‖22 + (1 + c)

γ

2η
W .

Now combining this bound with (A.8) yields

Ln(βt+1)− Ln(βt)

≤ γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥gtIt∥∥2

2
− η(1− η)

2γ

∥∥gtSt∪St+1

∥∥2

2

+
1− η
c

(
4 +

η

2γ

)
‖gtSt+1‖22 + (1− η)c‖w̃St+1‖22 + (1− η)(1 + c)

γ

2η
W

≤ γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
− η2

2γ

∥∥gtSt∪S∗∥∥2

2
− η(1− η)

2γ

∥∥gtSt∪St+1

∥∥2

2

+
1− η
c

(
4 +

η

2γ

)
‖gtSt+1‖22 + (1− η)c‖w̃St+1‖22 + (1− η)(1 + c)

γ

2η
W

≤ γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
− η2

2γ

∥∥gtSt∪S∗∥∥2

2
− η(1− η)

2γ

∥∥∥gtSt+1\(St∪S∗)

∥∥∥2

2
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+
1− η
c

(
4 +

η

2γ

)
‖gtSt+1‖22 + (1− η)c‖w̃St+1‖22 + (1− η)(1 + c)

γ

2η
W .

(A.10)

The last step is true because St+1\(St∪S∗) is a subset of St∪St+1. We next

analyze the first two terms, γ
2

∥∥∥βt+1
It − β

t
It + η

γg
t
It

∥∥∥2

2
− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
.

Let R be a subset of St\St+1 such that |R| = |It\(St∪S∗)| = |St+1\(St∪
S∗)|. By the definition of β̃t+1 and Lemma 3.4, we have, for every c > 1,

η2

γ2

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
= ‖β̃t+1

It\(St∪S∗)‖
2
2 ≥ (1− 1/c)

∥∥∥∥βtR − η

γ
gtR

∥∥∥∥2

2

− cW .

It follows that

γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2

≤ γ

2
‖w̃St+1‖22 +

γ

2

∥∥∥∥β̃t+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− γ

2
(1− 1/c)

∥∥∥∥βtR − η

γ
gtR

∥∥∥∥2

2

+
cγ

2
W

=
γ

2

∥∥∥∥β̃t+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− γ

2

∥∥∥∥|β̃t+1
R − βtR +

η

γ
gtR

∥∥∥∥2

2

+
γ

2
(1/c)

∥∥∥∥βtR − η

γ
gtR

∥∥∥∥2

2

+
cγ

2
W

+
γ

2
‖w̃St+1‖22

≤ γ

2

∥∥∥∥β̃t+1
It\R − β

t
It\R +

η

γ
gtIt\R

∥∥∥∥2

2

+
η2

2cγ
(1 + 1/c)

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
+
cγ

2
W +

γ

2
‖w̃St+1‖22.

The last inequality is obtained by applying Lemma 3.4 to
∥∥∥βtR − η

γg
t
R

∥∥∥2

2
.

Now we apply Lemma A.3 to obtain

γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2

≤ 3γ

4

|It \R| − s
|It \R| − s∗

∥∥∥∥˜̂βIt\R − βtIt\R +
η

γ
gtIt\R

∥∥∥∥2

2

+
3γ

2
W

+
η2(1 + c−1)

2cγ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2
+
cγ

2
W +

γ

2
‖w̃St+1‖22

≤ 3γ

4

2s∗

s+ s∗

∥∥∥∥˜̂βIt\R − βtIt\R +
η

γ
gtIt\R

∥∥∥∥2

2

+
3γ

2
W +

η2

2cγ
(1 + 1/c)

∥∥gtSt+1

∥∥2

2
+
cγ

2
W +

γ

2
‖w̃St+1‖22.

The last step is true by observing that |It \R| ≤ 2s∗ + s, and the inclusion
It \ (St ∪ S∗) ⊆ St+1. We continue to simplify,

γ

2

∥∥∥∥βt+1
It − β

t
It +

η

γ
gtIt

∥∥∥∥2

2

− η2

2γ

∥∥∥gtIt\(St∪S∗)∥∥∥2

2



THE COST OF PRIVACY 41

≤ γ

2

3s∗

s+ s∗

∥∥∥∥˜̂βIt − βtIt +
η

γ
gtIt

∥∥∥∥2

2

+
3γ

2
W +

η2

2cγ
(1 + 1/c)

∥∥gtSt+1

∥∥2

2
+
cγ

2
W +

γ

2
‖w̃St+1‖22

≤ 3s∗

s+ s∗

(
η〈β̂ − βt, gt〉+

γ

2
‖β̂ − βt‖22 +

η2

2cγ
‖gtIt‖

2
2

)
+

η2

2cγ
(1 + 1/c)

∥∥gtSt+1

∥∥2

2
+

(c+ 3)γ

2
W +

γ

2
‖w̃St+1‖22

≤ 3s∗

s+ s∗

(
ηLn(β̂)− ηLn(βt) +

γ − ηα
2
‖β̂ − βt‖22 +

η2

2cγ
‖gtIt‖

2
2

)
+

η2

2cγ
(1 + 1/c)

∥∥gtSt+1

∥∥2

2
+

(c+ 3)γ

2
W +

γ

2
‖w̃St+1‖22.

Until now, the inequality is true for any 0 < η < 1 and c > 1. We now
specify the choice of these parameters: let η = 2/3 and set c large enough
so that

Ln(βt+1)− Ln(βt) ≤ 3s∗

s+ s∗

(
ηLn(β̂)− ηLn(βt) +

γ − ηα
2
‖β̂ − βt‖22 +

η2

2γ
‖gtIt‖

2
2

)
− η2

4γ

∥∥gtSt∪S∗∥∥2

2
− η(1− η)

4γ

∥∥∥gtSt+1\(St∪S∗)

∥∥∥2

2

+
γ

2

(
3c+ 7

2

)
W +

( c
3

+
γ

2

)
‖w̃St+1‖22.

Such a choice of c is available because γ is bounded above by an absolute
constant thanks to the RSM condition (upper inequality of (A.7)). Now we
set s = 72(γ/α)2s∗ = ρL4s∗, where ρ is the absolute constant referred to in

Lemma 8.3 and Theorem 4.4, so that 3s∗

s+s∗ ≤
α2

24γ(γ−ηα) , and α2

24γ(γ−ηα) ≤ 1/8
because α < γ. It follows that

Ln(βt+1)− Ln(βt) ≤ 3s∗

s+ s∗

(
ηLn(β̂)− ηLn(βt)

)
+

α2

48γ
‖β̂ − βt‖22 +

1

36γ
‖gtIt‖

2
2

− 1

9γ

∥∥gtSt∪S∗∥∥2

2
− 1

18γ

∥∥∥gtSt+1\(St∪S∗)

∥∥∥2

2

+
γ

2

(
3c+ 7

2

)
W +

( c
3

+
γ

2

)
‖w̃St+1‖22.

Because ‖gtIt‖
2
2 =

∥∥gtSt∪S∗∥∥2

2
+
∥∥∥gtSt+1\(St∪S∗)

∥∥∥2

2
, we have

Ln(βt+1)− Ln(βt) ≤ 3s∗

s+ s∗

(
ηLn(β̂)− ηLn(βt)

)
+

α2

48γ
‖β̂ − βt‖22 −

3

36γ

∥∥gtSt∪S∗∥∥2

2

+
γ

2

(
3c+ 7

2

)
W +

( c
3

+
γ

2

)
‖w̃St+1‖22

≤ 3s∗

s+ s∗

(
ηLn(β̂)− ηLn(βt)

)
− 3

36γ

(∥∥gtSt∪S∗∥∥2

2
− α2

4
‖β̂ − βt‖22

)
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+
γ

2

(
3c+ 7

2

)
W +

( c
3

+
γ

2

)
‖w̃St+1‖22.(A.11)

To continue the calculations, we consider a lemma from [26]:

Lemma A.4 ([26], Lemma 6).

∥∥gtSt∪S∗∥∥2

2
− α2

4
‖β̂ − βt‖22 ≥

α

2

(
Ln(βt)− Ln(β̂)

)
.

It then follows from (A.11), the quoted lemma above and the definition
of ρ that, for an appropriate constant c3,

Ln(βt+1)− Ln(βt) ≤ −
(

3α

72γ
+

2s∗

s+ s∗

)(
Ln(βt)− Ln(β̂)

)
+ c3(W + ‖w̃St+1‖22)

≤ −
(

1

ρL2

)(
Ln(βt)− Ln(β̂)

)
+ c3(W + ‖w̃St+1‖22).

Adding Ln(βt)−Ln(β̂) to both sides of the inequality concludes the proof.

A.7.1. Proof of Lemma A.3.

Proof of Lemma A.3. Let T be the index set of the top s coordinates
of v in terms of absolute values. We have

‖P̃s(v)− v‖22 =
∑
j∈Sc

v2
j =

∑
j∈Sc∩T c

v2
j +

∑
j∈Sc∩T

v2
j

≤
∑

j∈Sc∩T c
v2
j + (1 + 1/c)

∑
j∈S∩T c

v2
j + 4(1 + c)

∑
i∈[s]

‖wi‖2∞.

The last step is true by observing that |S ∩ T c| = |Sc ∩ T | and applying
Lemma 3.4.

Now, for an arbitrary v̂ with ‖v̂‖0 = ŝ ≤ s, let Ŝ = supp(v̂). We have

1

|I| − s
∑
j∈T c

v2
j =

1

|T c|
∑
j∈T c

v2
j

(∗)
≤ 1

|(Ŝ)c|

∑
j∈(Ŝ)c

v2
j =

1

|I| − ŝ
∑
j∈(Ŝ)c

v2
j ≤

1

|I| − ŝ
∑
j∈(Ŝ)c

‖v̂ − v‖22

The (*) step is true because T c is the collection of indices with the smallest
absolute values, and |T c| ≤ |Ŝc|. We then combine the two displays above
to conclude that

‖P̃s(v)− v‖22 ≤
∑

j∈Sc∩T c
v2
j + (1 + 1/c)

∑
j∈S∩T c

v2
j + 4(1 + c)

∑
i∈[s]

‖wi‖2∞

≤ (1 + 1/c)
∑
j∈T c

v2
j + 4(1 + c)

∑
i∈[s]

‖wi‖2∞
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≤ (1 + 1/c)
|I| − s
|I| − ŝ

‖v̂ − v‖22 + 4(1 + c)
∑
i∈[s]

‖wi‖2∞.
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APPENDIX B: PROOFS OF LOWER BOUND RESULTS

B.1. Proof of Lemma 2.1.

Proof of Lemma 2.1. For the first part, we observe that M(X ′i) and
xi are independent, then by Hoeffding’s inequality,

P

 d∑
j=1

xijM(X ′i)j −
d∑
j=1

µjM(X ′i)j > σ2
√

8d log(1/δ)

∣∣∣∣∣M(X ′i) = q


= P

 d∑
j=1

xijqj −
d∑
j=1

µjqj > σ2
√

8d log(1/δ)

∣∣∣∣∣M(X ′i) = q

 exp

(
−

(σ2
√

8d log(1/δ))2

8σ4d

)
≤ δ.

Hoeffding’s inequality applies since
∑d

j=1(xij −µj)qj is a sum of d indepen-

dent, zero-mean random variables bounded by −2σ2 and 2σ2.
For the second part, since

√
d‖M(X)− X̄‖2 ≥ ‖M(X)− X̄‖1, it suffices

to show that

P

∑
i∈[n]

Aµ(xi,M(X)) ≤ nσ2
√

8d log(1/δ), ‖M(X)− X̄‖1 . σd

 < δ.

Now we introduce the prior distribution of µ: let µ = σp, where the coordi-
nates p1, p2, · · · , pd of p is an i.i.d. sample from Uniform(−1, 1). For j ∈ [d],
define

Wj =
M(X)j

σ

n∑
i=1

(xij − σpj) +
1

α
|M(X)j − X̄j |,

where α is a universal constant to be specified later. By the assumed sam-

ple size range, it suffices to show that P
(∑d

j=1Wj ≤ γ · σd
)
< δ for some

constant γ. In fact, if this is true, we then have

δ ≥ P

 d∑
j=1

Wj ≤ σγd


= P

 1

σ

n∑
i=1

 d∑
j=1

xijM(X)j −
d∑
j=1

µjM(X)j

+
1

α
‖M(X)− X̄‖1 ≤ σγd


≥ P


n∑
i=1

 d∑
j=1

xijM(X)j −
d∑
j=1

µjM(X)j

 ≤ σ2γd

2
,

1

α
‖M(X)− X̄‖1 ≤

σγd

2


≥ P


n∑
i=1

 d∑
j=1

xijM(X)j −
d∑
j=1

µjM(X)j

 ≤ nσ2
√

8d log(1/δ), ‖M(X)− X̄‖1 . σd

 ,
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which is the desired result.
To this end, we denote F = {X,M(X)} and compute the moment gen-

erating function

E[e−u
∑d
j=1Wj ] = E[E[e−u

∑d
j=1Wj | F ]] = E[e−u

∑d
j=1 E[Wj |F ] · E[e−u

∑d
j=1(Wj−E[Wj |F ]) | F ]].

We first bound E[e−u
∑d
j=1(Wj−E[Wj |F ]) | F ]. To control this term, we note

that p1, p2, · · · , pd are i.i.d. given X and therefore i.i.d given F . Let Xj

denote the jth column of X,

f(p|X) =
f(X|p)π(p)

f(X)
=

∏d
j=1 fj(Xj |pj)πj(pj)∏d

j=1 fj(Xj)
=

d∏
j=1

fj(pj |Xj).

It follows that

E[e−u
∑d
j=1(Wj−E[Wj |F ]) | F ] =

d∏
j=1

E[e−u(Wj−E[Wj |F ]) | F ].

For the ease of presentation, let us denote Wj =
M(X)j

σ

∑n
i=1(xij − σpj) +

1
α |M(X)j − X̄j | by φX,j(pj) +CM (X), where φX,j(pj) = −M(X)j

σ nσpj and

CM (X) =
M(X)j

σ

∑n
i=1 xij + 1

α |M(X)j − X̄j |. We have

E[e−u(Wj−E[Wj |F ]) | F ] = E[e−u(φX,j(pj)−E[φX,j(pj)|F ]) | F ].

Since |M(X)j | ≤ σ , we have |φX,j(pj)−E[φX,j(pj)| ≤ nσ and ‖φX,j(pj)−
E[φX,j(pj)‖ψ2 ≤ nσ, where ‖ · ‖ψ2 denotes the sub-Gaussian norm of a

random variable. This implies E [exp (−u(Wj − E[Wj | F ])) | F ] ≤ eCn2σ2u2 ,
and therefore

E

exp

u ·
∣∣∣∣∣∣
d∑
j=1

(Wj − E[Wj | F ])

∣∣∣∣∣∣
 | F

 ≤
d∏
j=1

E [exp (−u(Wj − E[Wj | F ])) | F ] ≤ eCn2σ2u2·d.

We then have

E[e−u
∑d
j=1Wj ] = E[e−u

∑d
j=1 E[Wj |F ] · E[e−u

∑d
j=1(Wj−E[Wj |F ]) | F ]] ≤ exp(Cn2σ2u2 · d) · E[e−u

∑d
j=1 E[Wj |F ]].

We know that given F , p1, ..., pd are i.i.d. For j ∈ [d], since
xij+σ

2σ | pj ∼
Bernoulli(

pj+1
2 ), and

pj+1
2 ∼ U(0, 1). It follows that

pj + 1

2

∣∣F d
=
pj + 1

2

∣∣Xj ∼ Beta

(
1 +

n∑
i=1

xij + σ

2σ
, n+ 1−

n∑
i=1

xij + σ

2σ

)
.

Therefore E
[
pj+1

2 | F
]

=
1+

∑n
i=1

xij+σ

2σ
n+2 , which implies E[pj | F ] =

∑n
i=1 xij/σ
n+2 .
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Denote Sj =
∑n

i=1 xij and S̃j = Sj/σ, we then have

E[Wj | F ] =
M(X)j

σ

n∑
i=1

(xij − σE[pj | F ]) +
1

α
|M(X)j − X̄j |

=
M(X)j

σ
· 2

n+ 2
Sj +

1

α
|M(X)j − Sj/n|

≥ min

{
Sj
αn

,
2

n+ 2
Sj +

1

α
(σ − Sj/n),

2

(n+ 2)nσ
S2
j

}
= σ ·min

{
S̃j
αn

,
2

n+ 2
S̃j +

1

α
(1− S̃j/n),

2

(n+ 2)n
S̃2
j

}
.

Take α = 1/3, then we have 2
(n+2)n S̃

2
j ≤ 2

n+2 S̃j ≤
3
n S̃j and 2

(n+2)n S̃
2
j ≤

2
n+2 S̃j ≤

2
n+2 S̃j + 3(1 − S̃j/n). It follows that E[Wj | F ] ≥ 2σ

(n+2)n S̃
2
j , and

then

E[e−u
∑d
j=1 E[Wj |F ]] ≤ E[e

−u· 2σ
(n+2)n

∑d
j=1 S̃

2
j ] =

d∏
j=1

(E[e
−u· 2σ

(n+2)n
S̃2
j ]).

Let us consider the marginal distribution of S̃j . Let p̃j =
1+pj

2 ∼ Uniform[0, 1].

We then have
S̃j+1

2 ∼ Binomial(n, p̃j). Then for k̃ ∈ {−n,−n+ 2, ..., n} and

k = k̃+n
2 ,

P(S̃j = k̃) = P

(
S̃j + 1

2
= k

)
=

∫ 1

0
P(
S̃j + 1

2
= k | p̃j = p) p.

=

∫ 1

0

(
n

k

)
pk(1− p)n−kp. =

(
n

k

)
B(k + 1, n− k + 1) =

n!

k!(n− k)!
· k!(n− k)!

(n+ 1)!
=

1

n+ 1
.

Therefore, S̃j is a uniform random variable, and

E[e
−u· 2σ

(n+2)n
S̃2
j ] =

1

n+ 1

∑
k∈{−n,−n+2,...,n}

e
− 2u·σ

(n+2)n
k2
.

With uσ = o(1), we have

1

n+ 1

∑
k∈{−n,−n+2,...,n}

e
− 2uσ

(n+2)n
k2 � 1

n+ 1

∑
k∈{−n,−n+2,...,n}

(1− 2uσ

(n+ 2)n
k2)

� 1− 1

n+ 1
· 2uσ

(n+ 2)n

∑
k∈{−n,−n+2,...,n}

k2 � 1− uσ

3
≤ e−uσ/3.

Combining all the pieces, we have obtained

E[e−u
∑d
j=1Wj ] ≤ exp(Cn2σ2u2 · d) · E[e−u

∑d
j=1 E[Wj |F ]] ≤ exp(Cn2σ2u2 · d− udσ/3)
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With u = 1
7Cσ·n2 , since

√
d/ log(1/δ)/n & 1 by the sample size range,

P

 d∑
j=1

Wj ≤
1

6
· σd

 ≤ exp(Cn2σ2u2 · d− udσ/6) = exp(− 1

294
· d

Cn2
) < δ.

B.2. Proof of Lemma 3.2.

Proof of Lemma 3.2. Throughout the proof, we denoteAi = Aµ,s∗(xi,M(X))
and A′i = Aµ,s∗(xi,M(X ′i)).

For the first part, observe that xi − µ and M(X ′i) − µ are independent
and therefore EA′i = 〈E(xi−µ),E(M(X ′i)−µ)〉 = 0. Also by independence,
we have

E|A′i| ≤
√

E(A′i)
2 ≤ σ

√
E‖M(X ′i)− µ‖22 = σ

√
E‖M(X)− µ‖22.

For the second part, we have∑
i∈[n]

EX|µAi =
∑

j∈supp(µ)

EX|µM(X)j
∑
i∈[n]

(xij − µj)

Let fµ(xi) = (2πσ2)−d/2 exp
(
−‖xi−µ‖

2
2

2σ2

)
denote the density of xi ∼ Nd(µ, σ

2I),

and fµ(X) denote the joint density of the sample. For each j, we have

EX|µM(X)j
∑
i∈[n]

(xij − µj) = σ2EX|µM(X)j
∂ log fµ(X)

∂µj
= σ2 ∂

∂µj
EX|µM(X)j

It follows that∑
i∈[n]

EX|µAi = σ2
∑
j∈[d]

∂

∂µj
EX|µM(X)j1(µj 6= 0).

Let the prior distribution π of µ be defined as follows. Let ν1, ν2, · · · , νd be
an i.i.d. sample drawn from the truncated normal N(0, γ2) distribution with
truncation at −1 and 1. Let S be be the index set of ν with top s∗ largest
absolute values so that |S| = s∗ by definition, and define µj = νj1(j ∈ S).
Denote gj(µ) = EX|µM(X)j ; the choice of prior π gives

Eπ
∑
i∈[n]

EX|µAi = σ2Eπ
∑
j∈[d]

∂

∂νj
gj(ν)1(j ∈ S).

We next apply Stein’s Lemma to analyze the right side.
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Lemma B.1 (Stein’s Lemma). Let Z be distributed according to some
density p(z) that is continuously differentiable with respect to z and let h :
R→ R be a differentiable function such that E|h′(Z)| <∞. We have

Eh′(Z) = E
[
−h(Z)p′(Z)

p(Z)

]
.

For each j ∈ [d], by Lemma B.1 we have

Eπ
∂

∂νj
gj(ν)1(j ∈ S) = Eνj

∂

∂νj
E(gj(ν)1(j ∈ S)|νj) = −Eνj

[
E(gj(ν)1(j ∈ S)|νj) ·

π′j(νj)

πj(νj)

]
.

It follows that

Eπ
∂

∂νj
gj(ν)1(j ∈ S) = −Eνj

[
E
(
gj(ν)1(j ∈ S) ·

π′j(νj)

πj(νj)

∣∣∣νj)]
≥ Eπ

(−νj1(j ∈ S)π′j(νj)

πj(νj)

)
− Eπ

(
|gj(ν)− νj |

∣∣∣∣π′j(νj)πj(νj)

∣∣∣∣1(j ∈ S)

)
Summing over j and plugging in the truncated normal density (truncated
at −1 and 1) for πj(νj) lead to

Eπ
∑
i∈[n]

EAi ≥
σ2

γ2

Eπ
∑
j∈S

ν2
j −

√
EπEX|µ‖M(X)− µ‖22

√
Eπ
∑
j∈S

ν2
j

 .

(B.1)

Now we set γ2 = 1/(4 log(d/4s∗)) and let |ν|(k) be the kth order statistic of
{|νj |}j∈[d]. Denote Y = |ν|(d−s∗+1) and observe that

P(Y > t) = 1− P(Y ≤ t) = 1− P

∑
j∈[d]

1(|νj | > t) ≤ s∗


Let ν̃j denote a non-truncated N(0, γ2) random variable. For t ∈ (0, 1), we
have

P(|νj | > t) ≥ P(|ν̃j | > t)− P(|ν̃j | > 1).

Since (t/γ)−1 exp(−t2/2γ2) ≤ P(|ν̃i| > t) ≤ exp(−t2/2γ2) for t ≥
√

2γ by
Mills ratio, as long as 4s∗/d < 1/2,

P(|νj | > 1/2) ≥ P(|ν̃j | > 1/2)− P(|ν̃j | > 1) ≥ 4s∗/d− (4s∗/d)2 > 2s∗/d.

Now consider N ∼ Binomial(d, 2s∗/d); we have P
(∑

j∈[d] 1(|νj | > t) ≤ s
)
≤

P(N ≤ s∗). By standard Binomial tail bounds [? ],

P(N ≤ s∗) ≤ exp

[
−d
(

(s∗/d) log(1/2) + (1− s∗/d) log

(
1− s∗/d
1− 2s∗/d

))]
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≤ 2s
∗
(

1− s∗

d− s∗

)d−s∗
< (2/e)s

∗

It follows that P (Y > 1/2) > 1 − (2/e)s
∗
> 0. Because Y = |ν|(d−s∗+1), we

conclude that there exists an absolute constant 0 < c < 1 such that cs∗ <
Eπ
∑

j∈S ν
2
j < s∗. Returning to (B.1), by our choice of γ2, the assumption

that s∗ = o(d1−ω) for some fixed ω > 0, and EX|µ‖M(X)− µ‖22 = o(1), we
have

Eπ
∑
i∈[n]

EAi =
∑
i∈[n]

EπEX|µAµ,s∗(xi,M(X)) & σ2s∗ log d.(B.2)

B.3. Proof of Theorem 3.3. It suffices to prove the second term of
the minimax lower bound, as the first term is simply the statistical minimax
lower bound for sparse mean estimation. Throughout the proof, we denote
Ai = Aµ,s∗(xi,M(X)) and A′i = Aµ,s∗(xi,M(X ′i)). Consider the following
lemma.

Lemma B.2. If M is an (ε, δ)-differentially private algorithm with 0 <
ε < 1 and δ > 0, then for every T > 0,

EAi ≤ EA′i + 2εE|A′i|+ 2δT +

∫ ∞
T

P (|Ai| > t) .(B.3)

This inequality has previously appeared in [44] and [28] in their respective
analysis of tracing attacks. We include a proof in Section B.3.1.

By (B.3) and the first part of Lemma 3.2, for every µ ∈ Θ we have∑
i∈[n]

EX|µAi ≤ 2nεσ
√
EX|µ‖M(X)− µ‖22 + 2nδT + n

∫ ∞
T

P (|Ai| > t) .

For the tail probability, as every µ ∈ Θ is assumed to satisfy ‖µ‖0 ≤ s∗ and
‖µ‖∞ < 1,

P (|Ai| > t) ≤ P(χ2
s∗ > t2/4s∗σ2) ≤ exp

(
− t2

c1s∗σ2
+ s∗

)
for some universal constant c1. By choosing T =

√
c1σs

∗√log(1/δ), we ob-
tain ∑

i∈[n]

EX|µAi ≤ 2nεσ
√
EX|µ‖M(X)− µ‖22 + c2σs

∗nδ
√

log(1/δ).

Combining with (B.2) leads to

σ2s∗ log d ≤ Eπ
∑
i∈[n]

EAi ≤ 2nεσ
√

EπEX|µ‖M(X)− µ‖22 + c2σs
∗nδ
√

log(1/δ).
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Since δ < n−(1+ω) for some ω > 0, for every (ε, δ)-differentially private M
we have

EπEX|µ‖M(X)− µ‖22 & σ2 (s∗ log d)2

n2ε2
.

As the Bayes risk always lower bounds the max risk, the proof is complete.

B.3.1. Proof of Lemma B.2.

Proof of Lemma B.2. let Z+ = max(Z, 0) and Z− = −min(Z, 0) de-
note the positive and negative parts of random variable Z respectively. We
have

EAi = EA+
i − EA−i =

∫ ∞
0

P(A+
i > t) dt−

∫ ∞
0

P(A−i > t) dt.

For the positive part, if 0 < T <∞ and 0 < ε < 1, we have∫ ∞
0

P(A+
i > t) dt =

∫ T

0
P(A+

i > t) dt+

∫ ∞
T

P(A+
i > t) dt

≤
∫

dtT0
(
eεP(A+

i > t) + δ
)
dt+

∫ ∞
T

P(A+
i > t) dt

≤
∫ ∞

0
P(A′i

+
> t) dt+ 2ε

∫ ∞
0

P(A′i
+
> t) dt+ δT +

∫ ∞
T

P(|Ai| > t) dt.

Similarly for the negative part,∫ ∞
0

P(A−i > t) dt =

∫ T

0
P(A−i > t) dt+

∫ ∞
T

P(A−i > t) dt

≥
∫ T

0

(
e−εP(A′i

−
> t)− δ

)
dt+

∫ ∞
T

P(A−i > t) dt

≥
∫ T

0
P(A′i

−
> t) dt− 2ε

∫ T

0
P(A′i

−
> t)− δT +

∫ ∞
T

P(A−i > t) dt

≥
∫ ∞

0
P(A′i

−
> t) dt− 2ε

∫ ∞
0

P(A′i
−
> t)− δT.

It then follows that

EAi ≤
∫ ∞

0
P(A′i

+
> t) dt−

∫ ∞
0

P(A′i
−
> t) dt+ 2ε

∫ ∞
0

P(|A′i| > t) dt+ 2δT +

∫ ∞
T

P(|Ai| > t) dt

= EA′i + 2εE|Ai|+ 2δT +

∫ ∞
T

P(|Ai| > t) dt.
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B.4. Proof of Lemma 4.1.

Proof of Lemma 4.1. Throughout the proof, we denoteAi = Aβ((yi,xi),M(y,X))
and A′i = Aβ((yi,xi),M(y′i,X

′
i)).

For the first part, observe that (yi − x>i β), xi and M(y′i,X
′
i) − β are

independent and therefore EA′i = E(yi − x>i β)〈Ex,E(M(X ′i) − β)〉 = 0.
Also by independence and assumptions for Σx, we have

EA′i ≤
√

E(A′i)
2 ≤ σ

√
E‖M(y′i,X

′
i)− β‖2Σx

= σ
√
E‖M(y,X)− β‖2Σx

.

For the second part, we have∑
i∈[n]

EAi =
∑
j∈[d]

EM(y,X)j
∑
i∈[n]

(yi − x>i β)xij .

For each j, we have

EM(y,X)j
∑
i∈[n]

(yi − x>i β)xij = σ2EM(y,X)j
∂ log fβ(y,X)

∂βj
= σ2 ∂

∂βj
Ey,X|βM(y,X)j .

It follows that ∑
i∈[n]

EAi = σ2
∑
j∈[d]

∂

∂βj
Ey,X|βM(y,X)j .

Let the prior distribution π of β be defined as follows. Let ν1, ν2, · · · , νd
be an i.i.d. sample drawn from the truncated N(0, 1) distribution with
truncation at −1 and 1, and let βj = νj/

√
d so that ‖β‖2 < 1. Denote

gj(β) = Ey,X|βM(y,X)j , we have

Eπ
∑
i∈[n]

EAi = σ2Eπ
∑
j∈[d]

∂

∂βj
gj(β).

For each j ∈ [d], by Lemma B.1 we have

Eπ
∂

∂βj
gj(β) = Eπ

∂

∂βj
E(gj(β)|βj) ≥ Eπ

(−βjπ′j(βj)
πj(βj)

)
− Eπ

(
|gj(β)− βj |

∣∣∣∣π′j(βj)πj(βj)

∣∣∣∣)
Summing over j and plugging in the truncated normal density for πj(βj)
lead to

Eπ
∑
i∈[n]

EAi ≥
σ2

1/d

Eπ
∑
j∈[d]

β2
j −

√
EπEy,X|β‖M(y,X)− β‖22

√
Eπ
∑
j∈[d]

β2
j

 .

(B.4)

Since Eπ
∑

j∈[d] β
2
j � 1 and EπEy,X|β‖M(y,X)−β‖22 = o(1) by assumption,

the proof is complete.
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B.5. Proof of Theorem 4.1.

Proof of 4.1. It suffices to prove the second term of lower bound 4.3 as
the first term comes from the statistical minimax lower bound. By Lemma
4.1 and the first part of Lemma B.2, for every µ ∈ Θ we have∑
i∈[n]

Ey,X|βAi ≤ 2nεσ
√
Ey,X|β‖M(y,X)− β‖2Σx

+ 2nδT + n

∫ ∞
T

P (|Ai| > t) .

For the tail probability term,

P(|Ai| > t) = P
(∣∣∣yi − x>i β∣∣∣ |〈xi,M(y,X)− β〉| > t

)
≤ P

(∣∣∣yi − x>i β∣∣∣√d > t
)
≤ 2 exp

(
−t2

2dσ2

)
.

By choosing T =
√

2σ
√
d log(1/δ), we obtain∑

i∈[n]

Ey,X|βAi ≤ 2nεσ
√

Ey,X|β‖M(y,X)− β‖22 + c1σnδ
√
d log(1/δ).

Combining with the second part of Lemma 4.1 leads to

σ2d ≤ Eπ
∑
i∈[n]

EAi ≤ 2nεσ
√
EπEy,X|β‖M(y,X)− β‖2Σx

+ c1σnδ
√
d log(1/δ).

Since δ < n−(1+ω) for ω > 0, for every (ε, δ)-differentially private M we have

EπEy,X|β‖M(y,X)− β‖2Σx
& σ2 d2

n2ε2
.

As the Bayes risk always lower bounds the max risk, the proof is complete.

B.6. Proof of Lemma 4.3.

Proof of Lemma 4.3. Throughout the proof, we denoteAi = Aµ,s∗((yi,xi),M(y,X))
and A′i = Aµ,s∗((yi,xi),M(y′i,X

′
i)).

For the first part, observe that (yi − x>i β), xi and M(y′i,X
′
i) − β are

independent and therefore EA′i = E(yi − x>i β)〈Ex,E(M(y′i,X
′
i)− β)〉 = 0.

Also by independence and assumptions for Σx, we have

EA′i ≤
√
E(A′i)

2 ≤ σ
√
E‖M(y′i,X

′
i)− β‖2Σx

= σ
√
E‖M(y,X)− β‖2Σx

.

For the second part, we have∑
i∈[n]

EAi =
∑

j∈supp(β)

EM(y,X)j
∑
i∈[n]

(yi − x>i β)xij .
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For each j, we have

EM(y,X)j
∑
i∈[n]

(yi − x>i β)xij = σ2EM(y,X)j
∂ log fβ(y,X)

∂βj
= σ2 ∂

∂βj
Ey,X|βM(y,X)j .

It follows that∑
i∈[n]

EAi = σ2
∑
j∈[d]

∂

∂βj
Ey,X|βM(y,X)j1(βj 6= 0).

Let the prior distribution π of β be defined as follows. Let ν1, ν2, · · · , νd be
an i.i.d. sample drawn from the truncated normal N(0, γ2) distribution with
truncation at −1 and 1. Let S be be the index set of ν with top s∗ largest
absolute values so that |S| = s∗ by definition, and define βj = νj1(j ∈
S)/
√
s∗, so that ‖β‖2 ≤ 1. Denote gj(β) = Ey,X|βM(y,X)j ; the choice of

prior π gives

Eπ
∑
i∈[n]

EAi = σ2Eπ
∑
j∈[d]

∂

∂βj
gj(β)1(j ∈ S).

For each j ∈ [d], by Lemma B.1 we have

Eπ
∂

∂βj
gj(β) = Eπ

∂

∂βj
E(gj(β)|βj) ≥ Eπ

(−βjπ′j(βj)
πj(βj)

)
− Eπ

(
|gj(β)− βj |

∣∣∣∣π′j(βj)πj(βj)

∣∣∣∣)
Summing over j and plugging in the truncated normal density for πj(βj)
lead to

Eπ
∑
i∈[n]

EAi ≥
σ2

γ2/s∗

Eπ
∑
j∈S

β2
j −

√
EπEy,X|β‖M(y,X)− β‖22

√
Eπ
∑
j∈S

β2
j

 .

(B.5)

Since the prior for β is a scaled version of our prior for µ in the sparse mean
estimation problem, by the same order statistic calculation as in the proof
of Lemma 3.2, the assumption that s∗ = o(d1−ω) for some fixed ω > 0, and
EπEy,X|β‖M(y,X)− β‖22 = o(1),

Eπ
∑
i∈[n]

EAi =
∑
i∈[n]

EπEy,X|βAµ,s∗((yi,xi),M(y,X)) & σ2s∗ log d.(B.6)

B.7. Proof of Theorem 4.3.
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Proof of 4.3. It suffices to prove the second term of lower bound 4.6
as the first term is inherited from the statistical minimax lower bound. By
Lemma 4.3 and the first part of Lemma B.2, for every β ∈ Θ we have∑
i∈[n]

Ey,X|βAi ≤ 2nεσ
√

Ey,X|β‖M(y,X)− β‖2Σx
+ 2nδT + n

∫ ∞
T

P (|Ai| > t) .

For the tail probability term,

P(|Ai| > t) = P
(∣∣∣yi − x>i β∣∣∣ |〈xi, (M(y,X)− β)S〉| > t

)
≤ P

(∣∣∣yi − x>i β∣∣∣√s > t
)
≤ 2 exp

(
−t2

2s∗σ2

)
.

By choosing T =
√

2σ
√
s∗ log(1/δ), we obtain∑

i∈[n]

Ey,X|βAi ≤ 2nεσ
√

Ey,X|β‖M(y,X)− β‖22 + c1σnδ
√
s∗ log(1/δ).

Combining with (B.6) leads to

σ2s∗ log d ≤ Eπ
∑
i∈[n]

EAi ≤ 2nεσ
√

EπEy,X|β‖M(y,X)− β‖2Σx
+ c1σnδ

√
s∗ log(1/δ).

Since δ < n−(1+ω) for ω > 0, for every (ε, δ)-differentially private M we have

EπEy,X|β‖M(y,X)− β‖2Σx
& σ2 (s∗ log d)2

n2ε2
.

As the Bayes risk always lower bounds the max risk, the proof is complete.
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