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Abstract. Twin-Field (TF) quantum key distribution (QKD) represents a novel QKD approach whose
principal merit is to beat the point-to-point private capacity of a lossy quantum channel, thanks to
performing single-photon interference in an untrusted node. Indeed, recent security proofs of various
TF-QKD type protocols have confirmed that the secret key rate of these schemes scales essentially as
the square root of the transmittance of the channel. Here, we focus on the TF-QKD protocol introduced
by Curty et al., whose secret key rate is nearly an order of magnitude higher than previous solutions.
Its security relies on the estimation of the detection probabilities associated to various photon-number
states through the decoy-state method. We derive analytical bounds on these quantities assuming
that each party uses either two, three or four decoy intensity settings, and we investigate the protocol’s
performance in this scenario. Our simulations show that two decoy intensity settings are enough to beat
the point-to-point private capacity of the channel, and that the use of four decoys is already basically
optimal, in the sense that it almost reproduces the ideal scenario of infinite decoys. We also observe
that the protocol seems to be quite robust against intensity fluctuations of the optical pulses prepared
by the parties.

The last few decades have witnessed major advancements in the field of quantum communication [1,2],
with quantum key distribution (QKD) [3-13] being its most developed application. Recent experiments
over about 400 km of optical fibers [14, 15] and over about 1000 km of satellite-to-ground links [16, 17]
demonstrated that QKD over long distances is possible. Despite such remarkable experimental achieve-
ments, the private capacity of point-to-point QKD is intrinsically limited by fundamental bounds [18,19].
These bounds state that in the high-loss regime the key rate scales basically linearly with the transmit-
tance of the channel connecting the end-users Alice and Bob, i.e. it decreases exponentially with the total
channel length. This imposes strict practical constraints on the possibility of achieving point-to-point
QKD over arbitrary long distances.

A way to overcome this limitation is to employ one or more intermediate nodes in the quantum chan-
nel connecting the parties. For instance, the use of quantum repeaters [20] yields a polynomial scaling
of the communication efficiency with the distance [21]. Moreover, a quantum repeater scheme can be
arbitrarily iterated along the quantum channel, thus increasing in principle the total communication dis-
tance between Alice and Bob as much as desired. Unfortunately, however, quantum repeaters are very
challenging to build in practice with current technology: they either require quantum memories [20-22]
or quantum error correction [23,24]. Of course, technology is improving, and quantum repeaters may
become viable in the future.

Other solutions, which attain a square-root improvement in the scaling of the key rate with respect to the
transmittance of the channel, are obtained by placing a single untrusted relay between Alice and Bob.
Such protocols include, for instance, Measurement-Device-Independent-QKD [6] (MDI-QKD) with quan-
tum memories [25,26] and adaptive MDI-QKD featuring quantum non-demolition measurements [27].
The philosophy behind both types of protocols is that the central relay is able to adapt the pairings of
photons received from Alice and Bob to the photon losses. In this way, for every signal sent by Alice
and Bob to the central relay, just one of the two signals is required to arrive, leading to the mentioned
square-root improvement in the key rate scaling. However, both protocols still require two-photon in-
terference in the central node, as in the original MDI-QKD scheme [6]. More recently, [28] proposed
the Twin-Field (TF) QKD protocol, still characterized by an untrusted central node, and conjectured
a square-root improvement in the key rate scaling. This scaling has been later on confirmed in [29, 30]



for two variants of the original scheme. The advantage of TF-QKD lies in the fact that it is designed to
generate key bits from single-photon interference in the central node, thus naturally retaining the scaling
with the square-root of the transmittance without the need to adapt to photon losses via sophisticated
devices.

Since the original proposal, there has been an intense research activity to develop different versions of
TF-QKD protocols equipped with their security proofs [29-33] as well as to investigate their experimental
feasibility [34-36]. Among these protocols, the one that seems to deliver the higher secret ket rate [37]
is that introduced in [33]. Its security relies on the ability to estimate the detection statistics (usually
called yields) of various Fock states sent by Alice and Bob through the decoy-state method [38-40]. The
key-rate simulations provided in [33] indeed exhibit an improved scaling with the loss, but the estimation
of the yields is only carried out by means of numerical tools based on linear programming and considering
only the case of three decoy intensity settings.

In this paper, we derive analytical bounds on the yields which are required to evaluate the key rate
formula of [33], assuming two, three and four decoy intensity settings. In so doing, we are able to show,
for instance, that the use of two decoy intensity settings is already enough to beat the point-to-point
private capacity bound reported in [19]. Also, we show that the use of four decoys is basically optimal
in the sense that the resulting secret key rate is already very close to the ideal scenario which assumes
infinite decoy intensity settings. Analytical bounds imply a fully-analytical expression for the protocol’s
secret key rate, which could be very convenient for performance optimization in scenarios where the
number of parameters is high, like for instance in finite-key security analyses. In addition, we study how
the performance of TF-QKD is affected under intensity fluctuations, which are inevitable in practice,
and we demonstrate that the protocol in [33] seems to be actually quite robust against such fluctuations.

Like in [33], for simplicity, here we focus on the asymptotic-key rate scenario. However, we remark that
by using the techniques reported in [41], it is cumbersome but straightforward to adapt our analytical
methods also to the finite-key rate scenario, where, as mentioned above, it becomes particularly useful
to have analytical bounds for the main quantities that enter the key rate formula.

The article is structured as follows. In Sec. 1 we present the TF protocol from [33] and highlight the
main yields that need to be bounded. In Sec. 2 we provide the analytical bounds on the yields for the
case of two decoys (the cases of three and four decoys are treated in Appendix C and Appendix D,
respectively). In Sec. 3 we provide simulations of the secret key rate versus the loss for a typical channel
model (briefly described in Appendix A), and we also evaluate the effect of intensity fluctuations. We
conclude the paper in Sec. 4.

1. The TF-QKD protocol
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Fig. 1: The Twin-Field QKD protocol introduced in [33].

As discussed above, we consider the TF-QKD protocol presented in [33] and sketched in figure 1. Alice
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and Bob establish a secret shared key by sending optical pulses to a central untrusted node, C. It is
assumed that the node C shares a phase reference with Alice and Bob, which can be achieved by the
transmission of strong optical pulses. The protocol is composed of the following five steps:

(i) Alice (Bob) chooses the X-basis with probability px and the Z-basis with probability pz = 1 —px.
Upon choosing the X-basis, Alice (Bob) prepares an optical pulse in a coherent state |a) or |—a)
at random, corresponding to the key bit by = 0 (bp = 0) or by = 1 (bp = 1), respectively. Upon
choosing the Z-basis, she (he) prepares an optical pulse in a phase-randomized coherent state:

5 Lo i0 i0 = (B3)re P
PBa = g/o df|Bae’”)(Bae”| = ;TWWI (L.1)
(Pps) whose intensity 8% (B%) is drawn randomly from a set Sq = {f%}; (Sp = {5]2}]) of real
nonnegative numbers.
(ii) Both parties send their optical pulses to the untrusted node C via optical channels in a synchronized

manner.

(iii) The central node C' applies a balanced beamsplitter to the incoming pulses and features two threshold
detectors at its output ports. The detector placed at the output port associated to constructive
(destructive) interference is denoted by D. (Dy).

(iv) The node C announces the measurement outcome k. (kq) of detector D, (Dg), with k. = 0 and
ke =1 (kq =0 and k4 = 1) corresponding to a no-click and a click event, respectively.

(v) Alice and Bob form their raw keys with the bits b4 and bp collected when both parties chose the
X-basis and node C reported a click in only one detector (k. + ks = 1). Bob flips his bits bp for
which the click occurred in D,.

1.1. Secret key rate formula

The security analysis performed in [33] yields the following lower bound on the asymptotic key rate R:

R > max{Rlo, 0} + max{R01, 0} , (12)
where the terms Ry, for (k., kq) € {(1,0),(0,1)}, are defined as:
Rins = e plkes k) [1 = F hlenrs) = h(eR,)] (13)

with h(z) = —zlogy 2 — (1 — z) logy (1 — x) being the binary entropy function, f the inefficiency function
associated to error correction, and p(k., kq) the conditional probability that node C' announces the
outcome (k¢, kq) when both parties selected the X-basis. The probability p(k., kq¢) can be expressed as:

1

plke,ka) = Y p(ba,bp)plke, kalba,bs) , (1.4)

ba,bp=0

where p(ba,bp) is the joint probability of Alice and Bob preparing the coherent states |(—1)*4a) and
|(—=1)%2a), respectively. According to the protocol description above, we have: p(ba,bg) = 1/4 Yba, bp.
p(ke, kalba,bp) instead denotes the conditional probability that node C announced (k., kq) given that
Alice and Bob sent the coherent states |[(—1)’4a) and |(—1)*2a), respectively. Since we consider
the asymptotic key-rate scenario, we assume that p(ke,kq|ba,bp) coincides with the correspondent
distribution observed by the parties.

Finally, the terms ey_, and eZi’kd in (1.3) represent the bit-error rate in the X-basis and an upper bound
on the phase-error rate, respectively. The former is defined as:

Zg,jzo\ie}j:l p(bA =i,bp = j) P(kc =1,kq = 0|bA =i,bp = j)

- p(ke = 1, kg = 0) ’ (15)

i op(ba =ibp = i) p(ke = 0,kg = 1|ba = i,bp = 1)
€o1 = — — 5 (16)
p(kc = kad - 1)

€10

and the latter as:

2 2
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h [ ke k [y ke k
eickd = p(ke, kq) ( Z C2nCam anmi) + ( Z Con+1C2m+1 Y2n+1d2m+1> ) (1.7)
cy vd

n,m=0 n,m=0
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where the coefficients ¢,, are defined as ¢, = efTaQ a™/v/n! and the yields Y;*¢F¢ are the conditional
probabilities that node C' announces the outcome (k., kg) given that Alice and Bob emitted an n-photon
state and an m-photon state, respectively. Note that the only yields contributing to (1.7) are those
Ykeka such that n + m is an even number.

The yields YXeka are quantities that are not directly observed by the parties, however they can be

nm

estimated either numerically or analytically with techniques based on the decoy-state method [38—40].
Here we consider the analytical approach. In particular, we assume that Alice and Bob have at their
disposal either two, three or four decoy intensity settings when choosing the Z-basis. To each further
decoy intensity correspond additional linear constraints on the yields, leading to tighter estimations of
Yleka and thus to a higher key rate. However, a finite number of decoys only allows to derive non-trivial
upper bounds? on a limited number of yields in (1.7), whereas the other yields are set to 1. Nevertheless,
even bounding just four yields in a non-trivial way is enough for the secret key rate to beat the point-
to-point private capacity bound (PLOB bound) [19] at high losses (see Sec. 3). Also, as we show below,
with four decoy intensity settings one can already obtain a secret key rate very close to that achievable
with infinite decoy intensity settings.

We remark that standard decoy-state-based QKD protocols require to lower bound the value of a
few yields (typically those associated to vacuum and single-photon pulses) [42], while the TF-QKD
protocol considered here upper bounds the value of the phase-error rate (1.7) by upper bounding several
yields. In particular, we upper bound the yields Y,f<: ¢ for (n,m) € Z, where T is a certain subset of
{(n,m)|n,m € Ng} which depends on the number of decoys. Thanks to the derived upper bounds on the
yields (which we shall denote by Y,7:Fekd) we are able to estimate the phase error rate (1.7) as follows:

2
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Plfie, d (2n,2m)€eT (2n,2m)¢T

2
U, ke, ka
+ ) Cant1C2m+1\/ Yor 11 2m+1 + ) Cont1C2m+1 . (1)
(2n+1,2m+1)eZ (2n+1,2m+1)¢T

2. Yields estimation

When both Alice and Bob choose the Z-basis in the first step of the TF-QKD protocol, they prepare
phase-randomized coherent states with intensities 33 and (%, respectively, and send them to C. From
Eve’s viewpoint, she cannot distinguish this scenario from the case in which the parties prepared number
states [n) and |m) according to the Poissonian distributions Pgz (n) and Pgs (m) (see Eq. 1.1), where
P,(n) = e #u™/n!. Therefore Eve’s attack can only depend on the number states |n) and |m) but not
on the signals’ intensities 33 and $%. As a consequence, the probability that Eve announces outcomes
(ke, kq) only depends on the number of photons (n,m) she received from Alice and Bob, i.e. the yields
Yleka are independent of the decoy intensities chosen by the parties.

For this reason, one can derive a set of linear constraints on the yields Ye*a by expressing the
experimentally observed gains Qﬁ;‘ki% —which are defined as the conditional probabilities that node
C announced the outcome (k., kq) given that Alice and Bob sent phase-randomized coherent states of

intensities 3% and 3%, respectively— in terms of the yields:

x 2\n( Q2 \m
B8 _ —B% B2 (B2)"(B3) Kook
Chok = H;OB T Yor™ - (2.1)

As it is clear from (2.1), to every distinct pair of decoy intensities (8%, 3%) corresponds a new constraint
on the set of infinite yields {Y%<:Fa}, .. which leads to tighter upper bounds and thus to a higher secret
key rate. On the other hand, having a large number of decoy intensities is experimentally demanding,

hence the need to derive the tightest possible bounds on the yields with a limited number of decoys.

In this Section we present a simple analytical method to obtain tight bounds on the yields of largest

i Every yield is a probability, thus it is trivially bounded by 1.



contribution§ in (1.7) —i.e. relative to the largest coefficients ¢,— when the parties use two intensity
settings in the Z-basis. It is basically a Gaussian elimination-type technique but involving infinite-size
coefficient matrices. In particular, the guiding principle that we use is to combine the constraints (2.1)
so that in the resulting expression the yield to be bounded is the one with the largest coefficient, while
the yields which had larger coefficients in the initial constraints have been removed in the combination.
However, in some cases it turns out that is not possible to remove all the yields with larger coefficients
than the one to be bounded, due to a lack of decoy intensity settings (i.e. constraints). In other cases,
we manage to remove from the resulting expression even some yields which had a smaller coefficient than
the one to be bounded. Such a procedure can be readily extended to the case of three and four decoy
intensity settings. The results for these last two cases are presented in Appendix C and Appendix D,
respectively.

From now on, we assume that both optical channels linking the parties to the central node C have the
same transmittance /7. Therefore the set of optimal decoy intensities % and (% is the same for both
parties [43] and we define it as: {uo, pt1}. In order to simplify the notation, we also omit the measurement
outcome (k., kq) from the constraints given by (2.1). Hence the yields are subjected to the following four
equality constraints:

(oo}
~ Y,
QM = et = Y T ™ k1€ {0,1} (2:2)
n,m=0 ’
and to the inequality constraints:
0<Y,m <1 Vn,m. (2.3)

Below we derive upper bounds on the yields: Yjq, Y11, Yoo and Yag.

2.1. Upper bound on Y71

Consider the following combination of gains:

Gu=Q"+Q" —(Q" + Q")

oo

Ynm n n m m
= Z il (ko — 11) (ug" — ) - (2.4)

n,m=0

The subscript in G711 indicates the yield that is going to be bounded with this combination of gains. In
(2.4) the coefficients of the yields Yy, and Y0, for any n and m, are identically zero. Thus (2.4) can be
rewritten as:

oo

Gi = Y11 (po — p1)* + Z

n,m=1
n+m>2

Yn?n
n!m!

(1o — pt) (o™ — p7") - (2.5)

We observe that the coefficients that multiply the yields Y,,,, are always positive, being the product of
two factors of equal sign. A valid upper bound for Y;; is obtained considering the worst-case scenario
for the other yields, taking into account that (2.3) holds. Since all the yields’ coefficients carry the same
sign in (2.5) —regardless of the relation between po and u;—, the yield Y77 is maximal when all the other
yields are minimal. Thus the upper bound on Y7; is extracted by setting all the other yields to zero in
(2.5):

G11
(Ho — m1)*’
where G171 is defined in (2.4).

Yy = (2.6)

We remark that by combining the gains as in (2.4), we manage to obtain a closed expression for Y7 in
which the contribution of all the yields Yp,, and Yo is removed. Additionally, Y71 is now the yield with
the “highest weight” in (2.5) since it has the largest coefficient. All the yields’ bounds presented in this
work follow the same philosophy.

§ The same method can —in principle— be applied to any yield, however the limited number of decoy settings prevents from
obtaining a non-trivial bound on every yield.



2.2. Upper bound on Yya

Consider the following combination of gains:
Goz = Q%" + Q"' — 1 Q" — po@"°

oo

Klm n m m
= Z lml (Hapg — popy) (16" — p1*) - (2.7)
n,m=0

In (2.7) the coefficients of the yields Y, and Y7, are identically zero. Thus (2.7) can be rewritten as:

Y02 > Omr m m
Goz = = You(uo — p1)* = == (o + p) (o — p1)* = > — (o = ) (" — i)
m=3 :
Z o (pg = H ) (g = ) (2.8)

Like in the derivation of Y71’s bound given by (2.6), a valid upper bound for Yy is obtained by considering
the worst-case scenario for the remaining yields in (2.8). More specifically, Y2 is maximal when the yields
whose coefficient has the same sign as Yjo's coefficient are minimal, and the yields whose coefficient has
opposite sign to Ypo’s are maximal. Recalling constraint (2.3), this means setting Yy and Yp,, to zero
and Y,,,, with n > 2 and m > 1, to 1 in (2.8). In so doing, after rearranging the terms we obtain:

2 = wo?
Yy = -G £ L 0 ot 2.9
” (o + p1) (o — p1)? [ 027+ <m_1 m! ) (Z i Ho ) » (29)
which leads to the following upper bound on Yjs:
2 (e#o — 6#1) (MO — p1 + preto — Moem) —2Goe
Yy = — . (2.10)
(1o + pa)(po — 1)
2.8. Upper bound on Yoo
Consider the following combination of gains:
G20 = 11 Q%% + Q" — k@t — 1 Q°
= Ynm n n m m
= Z ! (1o — p7) (apg” — popy”) - (2.11)
n,m=0 "

In (2.11) the coefficients of the yields Y,,; and Y, are identically zero. Thus (2.11) can be rewritten as:

oo

Y2O n n
Gao = = Yio(o — m1)” = =% (o + ) (o — )’ Z = (10 — p) (g — 1)

n=3
IR

“mopn (g — ) (gt = ) (2.12)
n=1

m=2

A valid upper bound for Y5 is obtained by setting to zero the yields whose coefficient has the same sign

as Ya('s coefficient, and by setting to 1 the yields whose coefficient has opposite sign to Ya¢’s. In the case

of (2.12) this means setting Y19 and Y, to zero and Y, with n > 1 and m > 2, to 1. In this way we
obtain:

Y4 = —Gog + =L _1 12X e 2.13

207 (o + pa) (o — )2 ne1 nl nl Z TR » )

m=2

which leads to the following upper bound on Ysq:
2 (elto _ eHl) (MO —p1 + 'ulelto _ Moeﬂl) _ 2G2O
(o + p11)(po — p1)?

U _
Y20_



2.4. Upper bound on Yy

Consider the following combination of gains:
Goo = 17Q™° + Q"' — popn (Q¥' + Q')

- Y n m
= D T (b — popd) (' — o) - (2.15)
n,m=0

In (2.15) the coefficients of the yields Y7, and Y1, for any n and m, are identically zero. Thus (2.15)
can be rewritten as:

- me m— m— - Yno n— n—
Goo = Yoo(po — p1)* — popa (o — i) Z W(No Ll 1)+27(Mo e Th
m=2 : n=2 :
+ pgpi Z n,m, S (T o I (2.16)

n,m=2

As usual we extract an upper bound on Yy by setting to their lowest value the yields whose coefficient
has the same sign as Yoo’s coefficient (which correspond to the Y, with n,m > 2), and by setting to
their maximum value the yields whose coefficient has opposite sign to Ypo’s coefficient (which correspond
to Yo and Y,0). We know that every yield is trivially bounded by (2.3). However, in order to derive
a tighter bound on Ypg, we employ non-trivial bounds for all the yields Y;,,, with n +m < 4 in (2.16).
The upper bound on Yy thus satisfies:

2 2
Goo = Yoo (ko — 111)? — pop (o — 1) {(”OQ’LI)(YO% +vy)+ W)

6 (Yoz + Y30)

(g = 13) o | Uy o (G =)
+T(Y04+Y40)+2ng5 —

M%M%(Mo - M1)2
4

+ Y5 . (2.17)

In this equation Yg are upper bounds and ng are lower bounds. From (2.17) we obtain the following

upper bound on Yyg:

G, _ 2 _ 2 3 _ ,3
00 n Hof1 [(MO 3 “1)(3/0’5+Y2%)+ (Mo #1) (Ho 1)

Y4 4+ YR ]
(o —p1)*  po— 6 24 oz + Yao)

2 3 4 2 3 4 2,,2
o [m(e%—l—“o—“o—“‘))—m(e“l—l—‘;l—“61—‘22”—“04“1333.(2.18)

where Y and Y3{ are given in (2.10) and (2.14), respectively. The expressions for Y% and Y] in (2.18)
can be found by starting from the same expression (2.8) that we used to derive Y3, i.e.:

> }/Om n— m m
Goz = — Z W(Mo —p1)(pg" — pi') + Z ,uolh ! 1) (ko' — m1") - (2.19)

m=1

Yg = (Yo + Yao) +

1= 1
From this expression we can extract an upper bound on any generic Yy, as follows:
m!
Y.V = min {
om (1o — pa) (g — pi)
where we employ the constraint (2.3). Similarly, the expressions for Y5 and Y] are obtained starting
from (2.12) and deriving an upper bound on a generic Y, as follows:
n!

YY) = min {

" (o = pa) (uy — )
At last, the expression for Y5 can be derived from the same combination of yields which led to Y.{. In
particular, from (2.5) we have that:

[—Goz + (e — e ) (o — p1 + p1e!® — poett)] 1} ) (2.20)

(= Gao + (¢ — ") (o — pn + jre™ — piget™)] | 1} . (2.21)

oo

Y,
Gu = 21 o g — ) (g — ) -
n,m=

Then, by setting to 1 all the yields whose coefficient has equal sign to Y25’s we obtain:

oo n n ,,m m 2 2\2 2 2\2
-y po — B3 gt — e (o —p1)? | (g —p1)° 1
G = n! m! B 4 + 4 Yas (2.22)

n,m=1



which yields:

4
(ko — 11)*(po + pa)
Note that the upper bounds derived on Yy, and Yy in this Section could be used to improve the estimation

of the phase error rate given by (1.8). However, the resulting improvement in the secret key rate would
be extremely small in this case and we neglect it for simplicity.

Yy5 = max{ 2 [G11 — (e — e )] + 1, 0} . (2.23)

3. Simulations

In this Section we provide plots of the secret key rate given by (1.2) against the overall loss (—101log,, 1)
measured in dB of the two optical channels linking Alice and Bob to node C. The channel model we
use to simulate the quantities that would be observed experimentally —i.e. the gains p(k., kq|ba, bp) and
Qf?}cﬁ}f is given in Appendix A [33]. It accounts for: the loss in the optical channels together with the
non-unity detection efficiency of D, and D, (altogether described by the parameter 7)), the polarization
and phase misalignments introduced by the channel and a dark count probability py in each detector.
For concreteness, in all the plots below we assume fixed polarization and phase misalignments of 2%,
independently of the channel loss. Note that, as pointed out in [33], the TF-QKD protocol analyzed in
this work is quite robust against phase mismatch. This is so because phase misalignment only affects
the quantum bit error rate but not the phase error rate.

For illustration purposes every plot is obtained for three different values of the dark count rate of the
detectors, pg € {1076,1077,1078}. The plots are obtained by numerically optimizing|| the secret key
rate —for every value of the loss— over the signal intensity (o) and over one decoy intensity, while for
simplicity the other decoy intensities are fixed to near-to-optimal values for all values of the overall
loss. More specifically, we preliminarily performed an optimization of the key rate over the whole set of
intensity settings and noticed that most of the decoy intensities are roughly constant with the loss and
tend to be as low as possible. For instance, if we consider the case with two decoy intensity settings (o
and pq, with po > p1), we observe that the optimal value for the weakest decoy p; is basically the lowest
possible for any value of the loss. In practice, however, it might be difficult to generate very weak signals
due to the finite extinction ratio of a practical intensity modulator [44], so we fix u; to a reasonable
small value from an experimental point of view, say p; = 1075 [34,36], while keeping the optimization
over the remaining intensities. Similarly, if we consider the case with three decoy intensity settings (uo,
w1 and po, with pg > p1 > po), we find that the optimal values for the weakest decoys p; and po
are also the lowest possible for any value of the loss. Moreover, in this last case, we show in Appendix
B that the system performance remains basically unchanged if one increases the value of the weakest
intensity to say us = 1073, which might be even easier to implement experimentally than 10~5. Thus,
we fix s = 1072 and we differentiate it from p; by, for example, one order of magnitude (i.e. we take
p1 = 1072). The same argument holds in the case with four decoy intensity settings (see Appendix B),
where we fix jp = 1072, py = 1072, and pp = 10~'. We remark, however, that our method is general in
the sense that the analytical upper bounds on the yields can be evaluated with any desired combination
of intensity settings, while we select these particular decoy intensity values only for illustration purposes.
Also, let us emphasize that the optimal decoy intensity values in the finite-key regime might be different
from the values mentioned above. The analysis of the finite-key regime is, however, beyond the scope
of this paper. Importantly, it turns out that the resulting asymptotic secret key rates in these scenarios
are almost indistinguishable from those obtained by optimizing the value of all the intensity settings.
The optimal values of the signal and decoy intensities which are optimized as a function of the loss are
also plotted in this Section. In this regard, we also study how the key rate is affected when the intensities
are subjected to fluctuations around their optimal values in Subsec. 3.4.

3.1. Two decoy intensity settings

In figure 2 we plot the secret key rate against the overall loss for the case where Alice and Bob use two
decoy intensity settings each. The solid lines are obtained by bounding from above the yields Ygg, Yp2, Yaq
and Y71 by means of the expressions derived in Sec. 2 and by optimizing the rate over the signal intensity
a? and the decoy intensity 19, while the other decoy intensity is fixed to u; = 10~° as explained above.

|| The optimization is carried out by using the built-in function “NMaximize” of the software Wolfram Mathematica 10.0.
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Fig. 2: Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C' and Bob-C' for
three different dark count rates (1075 green, 107 red, 10™® blue). The solid lines correspond to the case
where the yields Yoo, Yoo, Y20 and Y71 are estimated by means of two decoy intensity settings through the
bounds presented in Sec. 2 and the key rate is optimized over the signal intensity o (see figure 3a) and
the decoy intensity o (see figure 3b). The other decoy intensity, u1, is fixed to u1 = 107°. The dashed
lines assume that all the yields are known from the channel model and the secret key rate is optimized over
a?. That is, these lines show the maximum value of the secret key rate which could be achieved with an
infinite number of decoy intensity settings and the security analysis reported in [33]. The solid magenta line
illustrates the PLOB bound [19]. The plot shows that in the presence of a dark count rate of at most about
pa = 1077 the protocol can beat the PLOB bound even with just two decoy intensity settings.
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obtained from the optimization of the secret key obtained from the optimization of the secret key
rate (solid lines) of figure 2. rate (solid lines) of figure 2. The other decoy

intensity is set to: p; = 107°.

Fig. 3: Optimal values of the signal and decoy intensities o and j for the TF-QKD protocol [33] when the parties
have at their disposal two decoy intensity settings to estimate the yields.

The optimal values for o? and ji are shown in figure 3a and figure 3b, respectively. The dashed lines



are instead obtained by employing the exact expression of the yieldsq which is given by (A.6) for the
channel model considered. This represents the ideal scenario in which the parties have an infinite number
of decoys through which they can estimate all the yields precisely. Note that in order to obtain the dashed
lines in figure 2 we use the exact expression of the yields Y;,,, only for n,m < 12 while we set the other
yields to 1. This is enough to basically reproduce the behavior of the secret key rate when all the infinite
number of yields are computed via the channel model’s formula given by (A.6), as argued in [33]. The
dashed lines are only optimized over the signal intensity, since the yields are directly given by the channel
model. Finally, we also insert in figure 2 the PLOB bound on the secret key capacity [19], which reads
as follows in terms of the transmittance 7 :

K(n) = —logy(1 —n) . (3.1)
In figure 2 we observe that even by means of just two decoy intensity settings the key rate can beat the
PLOB bound, provided that the dark count rate is pg < 10~7 . This happens because with two decoys
the parties can already non-trivially estimate the yields Y, with n +m < 2 as we showed in Sec. 2,
and these yields are the most relevant terms in the phase-error rate formula given by (1.7) [33]. Note
that we did not estimate the yields Yp; and Yig since only the yields Y,,, with n + m an even number
contribute to the phase-error rate (1.7).
However, figure 2 also shows that there is a sensible gap between the rates where the yields are estimated
with two decoys (solid lines) and the best possible rates one could achieve (dashed lines) if all the
yields were known. This clearly indicates that, although two decoys allow to estimate the yields of
largest contribution in the phase-error rate, such estimations are not sufficiently tight and the ability to
estimate a larger number of yields would increase the performance of the protocol.
By considering figure 3 and the fixed value of the decoy intensity pi, one notices that the optimal
intensities are rather small and thus, in a real experimental implementation, intensity fluctuations might
be an issue. In Subsec. 3.4 we address this problem by studying how the key rate is affected under intensity
fluctuations and show that for fluctuations up to about 40% the change in the key rate performance is
minimal.
Also, we notice that the optimal values of the signal intensity a? (see figure 3a) and the decoy intensity
1o (see figure 3b) are almost constant with the loss, for losses 2 20 dB. This means that in a scenario
where the loss in the quantum channels varies dynamically with time within a reasonable interval, one
could still fix the signal intensity and both decoy intensities to constant values which happen to be close
to the optimal ones. This argument also holds in the case of three (see Subsec. 3.2) and four decoy
intensity settings (see Subsec. 3.3).

3.2. Three decoy intensity settings

In figure 4 we plot the secret key rate against the overall loss for the case where Alice and Bob use three
decoy intensity settings each. The solid lines are obtained by bounding from above the relevant yields
Yom such thatn +m < 4 (i.e. we upper bound the yields Yy, Yoz, Yoo, Y11, Y13, Y31, You, Yao and Yaa).
The exact expressions for the different upper bounds on the yields can be found in Appendix C, and we
omit them here for simplicity. The solid lines are optimized over the signal intensity a? and the decoy
intensity g, while the weakest decoy intensities are fixed for simplicity to p; = 1072 and pp = 1073.
As explained above, the resulting secret key rate in this scenario is almost indistinguishable from that
obtained by optimizing over all the intensity settings. The optimal values for a? and po are shown
in figure 5a and figure 5b, respectively. The dashed lines are again obtained by employing the exact
expression of the yields given by the channel model (A.6) and coincide with those plotted in figure 2.
We observe in figure 4 that the use of three decoys yields a significant improvement in the protocol’s
performance with respect to the two-decoys case (see figure 2). As a matter of fact, in figure 4 the solid
lines are almost overlapping the dashed lines for most values of the channel loss. This is due to the fact
that with three decoys the parties constrain the yields with nine independent equations (instead of four
equations as in the two-decoys case), which enable a tighter estimation of Yyo, Yoo, Yoo and Y71 and the
non-trivial estimation of five additional yields.

Moreover, in the case of three decoys the optimal signal intensity a? (see figure 5a) is roughly double
the value of the correspondent intensity when using two decoys (see figure 3a). The reason for this is
connected to the role of o in the protocol’s key rate. In fact, the prefactor p(k., kq) with k. + kg = 1 of

9 By “exact expression” we mean that if the experimental apparatus were accurately described by the channel model in
Appendix A, then the yields associated to that experimental setup would be precisely predicted by (A.6).
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Fig. 4: Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C' and Bob-C' for
three different dark count rates (1075 green, 107 red, 10™® blue). The solid lines correspond to the case
where the yields Yoo, Yoz, Y20, Y11, Yi3, Y31, Yo4, Yao and Yoo are estimated by means of three decoy intensity
settings through the bounds presented in Appendix C and the key rate is optimized over the signal intensity
(see figure 5a) and the decoy intensity 1o (see figure 5b). The other decoy intensities are fixed to 1 = 1072
and g2 = 1073, The dashed lines assume that all the yields are known from the channel model and the
secret key rate is optimized over a®. That is, these lines show the maximum value of the secret key rate
which could be achieved with an infinite number of decoy intensity settings and the security analysis reported
in [33]. The solid magenta line illustrates the PLOB bound [19]. The plot shows that already with three
decoy intensity settings the key rate (solid lines) is sensibly close to the ideal one in which all the yields are
known (dashed lines), meaning that the contribution of the other yields trivially bounded by 1 in the phase
error rate is minimal.

the key rate formula given by (1.3) increases for increasing a?: the higher the mean number of photons
sent by the parties (within certain limits) the higher the probability of having a click in one of the two
detectors. On the other hand, increasing a? excessively also affects the phase-error rate. Note that by
setting some yields to 1 in the phase error rate formula given by (1.7) we give rise to addends like coy,com
and cgy,41C2m+1 Which increase for increasing a?, leading to an overall increase of the phase-error rate
and thus decrease of the key rate. The optimal value of a? is thus given by the trade-off between the
effect of the prefactor p(k., kq) and that of the terms copcop, and cont1com+1. Now, by noting that the
contribution of the therms copcom and copq1c2my1 decreases for increasing n,m, we understand that
their negative effect on the key rate is diminished in the case of three decoys since we non-trivially
estimate more yields, i.e. a lower number of yields is set to 1. This allows a? to acquire higher values
with respect to the two-decoys case, as we observed in figure 5a.

Finally we point out that such an argument does not apply to the discussion about the optimal value of
the decoy intensity po in the case of two and three decoys. As a matter of fact, the key rate does not
depend on the decoy intensities in the same way as on the signal intensity: the decoy intensities only
appear in the yields’ bounds inserted in the phase-error rate. Additionally, the analytical bounds on the
yields when using two or three decoys cannot be compared in a straightforward way. Nonetheless we
observe a similar behavior of the optimal pg for two (see figure 3b) and three decoys (see figure 5b).

3.3. Four decoy intensity settings

In figure 6 we plot the secret key rate against the overall loss for the case where Alice and Bob use four
decoy intensity settings each. Like in the three-decoys case, the solid lines are obtained by bounding from
above the yields Yy, Yoo, Yag, Y11, Y13, Y31, Y04, Yao and Yoo by means of four decoys. In particular, for the

11
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(a) Optimal values of the signal intensity a® as a (b) Optimal values of the decoy intensity uo as a
function of the loss between Alice and Bob for function of the loss between Alice and Bob for
three different dark count rates. These values are three different dark count rates. These values are
obtained from the optimization of the secret key rate obtained from the optimization of the secret key
(solid lines) of figure 4. We observe that the optimal rate (solid lines) of figure 4. The other decoy
signal intensity is roughly doubled with respect to intensities are set to: p1 = 1072 and pp = 1073,

the two-decoys case (figure 3a).

Fig. 5: Optimal values of the signal and decoy intensities o and 1o for the TF-QKD protocol [33] when the parties
have at their disposal three decoy intensity settings to estimate the yields.

yields Yyo, Y02, Y20, Y11 and Yas we use the exact same analytical bounds derived with three decoys since
they are tight enough, and the use of a fourth decoy intensity would just make them more cumbersome
without providing a significant improvement of the resulting secret key rate. For the remaining four
yields we instead derived tighter bounds with the help of the fourth intensity us (see Appendix D). The
solid lines are obtained by optimizing the rate over the signal intensity o and the fourth decoy intensity
3. It turns out that the optimal values for the other decoy intensities are basically the lowest possible for
any value of the loss, so, as explained above, for simplicity we fix the smallest one to an experimentally
reasonable small value (say po = 1073), and then we differentiate it from the other two decoys, u; and
Lo, by one order of magnitude, i.e., we take u; = 1072 and u = 10!, Importantly, this decision has a
neglectable effect on the resulting secret key rate, when compared to that obtained by optimizing over
all intensity settings. The optimal values for o? and p3 are shown in figure 7a and figure 7b, respectively.
The dashed lines are the same as in figure 2 and figure 4.

With four decoys (see figure 6) the key rates basically reproduces the ideal ones (dashed lines) in which
all the yields are known, with the gap being at maximum of 1 dB at the very end of the plot lines (i.e.
in the very high loss regime). This demonstrates that there is no need to bound further yields than the
nine yields we bounded in the cases of three and four decoys. Of course, the tighter estimation of the
yields Y73, Y31, Yps and Yyo achieved with four decoys results in an improvement of the key rate with
respect to the case of three decoys (see figure 4), especially in the region of high losses.

Concerning the optimal signal intensity (see figure 7a), we notice a slight increase with respect to the
three-decoys case (see figure 5a) due to the tighter estimation of some yields in the phase-error rate
formula, which allows their correspondent coeflicients to acquire a slightly higher value under an increase
of a?.

Finally, the reason why the optimal p3 plot (see figure 7b) looks quite different (with values above 1) from
the optimal pg plots for the cases of two and three decoys (see figure 3b and figure 5b) is the following.
In the TF-QKD protocol considered, the most important yields (i.e., those with a bigger impact on the
resulting phase error rate) are those associated to pairs of pulses with zero or with a very low number
of photons. It is therefore very important to be able to estimate these yields as tightly as possible. For
this, we have that the optimal intensities ug and p1 (1o, g1 and ug) for the case with two (three) decoys
are well below 1, just like in standard decoy-state QKD protocols [39,40]. However, as explained above,
here we use the intensity ps to improve the upper bounds for the yields Y13, Y31, Yos and Yyy. That
is, the intensity us is only used to estimate yields associated to pairs of pulses with a total number of
photons equal to four. Thus, it is natural that the optimal value of p3 is not too low and greater than 1.
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Fig. 6: Secret key rate in logarithmic scale as a function of the overall loss in the channels Alice-C' and Bob-C
for three different dark count rates (107° green, 1077 red, 10™° blue). The solid lines correspond to the
case where the yields Yoo, Y02, Y20, Y11 and Y22 are estimated by means of three decoys through the bounds
presented in Appendix C (i.e., for simplicity here we disregard the information provided by the additional
fourth decoy intensity setting) and Yis, Y31, Yoa and Yio are estimated with four decoys via the bounds in
Appendix D. The key rate is optimized over the signal intensity o (see figure 7a) and the decoy intensity
w3 (see figure 7b), while the other decoy intensities are fixed to po = 107%, iy = 1072 and p2 = 1073, The
dashed lines are optimized over a? and assume that all the yields are known from the channel model. They
correspond to the maximum value of the secret key rate which could be achieved with an infinite number of
decoy intensity settings. The solid magenta line illustrates the PLOB bound [19]. The plot indicates that the
tighter estimation of the yields Yi3, Y31, Yos and Yio with respect to the case of three decoy intensity settings
is enough to basically reproduce the ideal scenario in which all the yields are known (dashed lines).

3.4. Intensity fluctuations

Here we investigate the robustness of the TF-QKD protocol against intensity fluctuations that may occur
in the preparation of the pulses sent by Alice and Bob. This is motivated by the fact that the optimal
signal and decoy intensities that the parties should adopt in order to maximize the key rate for a given
loss are quite small, thus the effect of intensity fluctuations might be an issue in practice. On the other
hand, we also note that the optimal value of a given decoy or signal intensity is either constant or varies
very moderately with the loss.

Here we consider the simple scenario in which the intensity fluctuations are symmetric, i.e., we assume
that the intensity of Alice’s signal matches perfectly with the intensity of Bob’s signal. Or, to put it in
other words, we consider that Alice’s and Bob’s signals suffer from the same intensity fluctuations and
thus their intensities are equal. This means that such analysis is only valid to evaluate auto-compensating
TF-QKD set-ups like, for instance, the one introduced in [36]. It cannot be used however to analyze
set-ups where more than one laser source is used [34,35]. Although we do not expect a dramatic change
of our results when asymmetric intensity fluctuations are considered in the latter case, specially if they
are not too large.

Also, we assume that the signal and all the decoy intensities suffer from a fluctuation of magnitude 30%,
40% or 50% around their optimal value. This means for example that, for a fluctuation say of 30%, the
signal intensity a? and all the decoy intensities y1 fluctuate in the intervals: 0.7 a2, < o < 1.302,; and
0.7 14" < < 1.3 ™, respectively, where g, and (1P represent the optimal values. We then account
for the worst-case scenario by numerically minimizing the key rate over all the intensities constrained in
their respective fluctuation interval. Only in this way we can still guarantee that the resulting key rate
is associated to a secure protocol.
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rate (solid lines) of figure 6. rate (solid lines) of figure 6. The other decoy
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p2 = 1073, The difference between this plot and
the optimal po plots (see figure 3b and figure 5b) in
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Fig. 7: Optimal values of the signal and decoy intensities o and 3 for the TF-QKD protocol [33] when the parties
have at their disposal four decoy intensity settings to estimate the yields.

The results of this study are given in figure 8. Here we plot the original key rates —i.e. without fluctuations
of the signal and decoy intensities— as dashed linest and the key rates affected by intensity fluctuations
as solid lines. The plots are given for the same dark count rates and misalignments used in Sec. 3, in
the case of two, three and four decoy intensity settings. The color of the solid lines becomes brighter for
increasing fluctuation magnitude.

We observe that the performance of the protocol is considerably affected by intensity fluctuations in the
case of two decoys, while the effect becomes almost negligible for three and four decoys. The reason for

+ The dashed lines of the key rates without fluctuations correspond to the solid lines in figure 2, figure 4 and figure 6.
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Fig. 8: Comparison of the secret key rate with optimal signal and decoys intensities (dashed lines, computed in
Sec. 3) with the secret key rates affected by increasing intensity fluctuations (solid lines): 30%,40% and 50%
(brighter colors; right to left). We assume that the fluctuations affect each decoy intensity and the signal
intensity as well. The plots show that the TF-QKD protocol is quite robust against intensity fluctuations,
and that its robustness increases with the number of decoys.

this lies in the fact that the tightness of the yields’ bounds has a stronger dependence on the value of the
decoy intensities when the number of decoys —and thus constraints on the yields— is low. In other words,
if the parties have at their disposal a larger number of decoys, they can properly combine the numerous
constraints on the yields and obtain inherently tight bounds, i.e. bounds that are tight regardless of
the actual values of the intensities involved. If, instead, the parties have few decoys, say two, then the
bounds they derive on the yields can be tight or loose depending on the values assigned to the decoy
intensities, since the constraints on the yields are fewer.

In conclusion, in the case of two decoys the parties can tolerate intensity fluctuations up to 40%, which
correspond to a decrease in the protocol’s key rate especially in the high-loss region, quantified by a
reduction of about 5 to 6 dB of the maximum tolerated loss®. Remarkably, with three decoys the
decrease of the maximum tolerated loss would be under 5 dB for fluctuations up to 50%. Finally, for four
decoys the protocol’s performance remains almost the same for fluctuations up to about 50% around

* By “maximum tolerated loss” we mean the loss threshold above which the protocol’s key rate becomes roughly zero.
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the optimal values (except when the dark count probability is the smallest considered: pg = 107%).
We deduce that the TF-QKD protocol introduced in [33] seems to be quite robust against intensity
fluctuations.

4. Conclusions

In this paper we have investigated in detail the performance of the Twin-Field quantum key distribution
(TF-QKD) protocol presented in [33] in the realistic scenario of a finite number of decoy intensity
settings at the parties’ disposal. Indeed, the protocol requires that Alice and Bob use the decoy-state
method [38-40] to estimate the phase-error rate by upper bounding certain yields. Unlike most QKD
protocols which employ such method, in this case the protocol’s key rate depends —in principle— on
infinitely many yields and it is essential to upper bound (rather than lower bound) their values. Clearly,
the more yields the parties tightly upper bound, the better the protocol’s performance is. We have
introduced an analytical method to perform such estimation when Alice and Bob use two, three or four
decoy intensity settings each. The yields’ analytical bounds provided in this work imply a fully-analytical
expression for the protocol’s secret key rate, which is very convenient for performance optimization (e.g.
in the finite-key scenario). Also, we remark that the secret key rates obtained with our analytical bounds
basically overlap those achievable with numerical tools like linear programming for most values of the
overall loss, which confirms that the analytical approach is actually quite tight.

In so doing, we have shown that the TF-QKD protocol can beat the PLOB bound [19] even with just
two decoys for reasonable values of the setup parameters, which include: the loss, the dark count rate,
the polarization misalignment and the phase mismatch. Furthermore the plots assuming four decoys
demonstrate that one can approximately achieve the best possible performance by tightly estimating
only nine yields. The optimization of the key rate over the signal and decoy intensities indicates that
their optimal values are all either constant or weakly-dependent on the loss of the channel. This means
that the protocol is particularly suitable for contexts where the channel loss varies in time, for instance
in the scalable MDI-QKD networks conceived in [43]. Finally we have investigated the scenario where
the intensities of the optical states prepared by Alice and Bob are affected by fluctuations and observed
that the protocol seems to be very robust against such phenomena.

A natural continuation of this work would take into account the finite-key effects due to the finite number
of pulses sent by the parties to the central relay. This could be done by combining the results presented
in this paper with the finite-keys estimation techniques used in [41].
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Appendix A. Channel model

The channel model that we employ to simulate the gains that would be observed experimentally in
the X-basis (i.e. the probabilities p(k., kq|ba,bp)) and Z-basis (i.e. the probabilities Qz;l’kd) is taken
from [33]. In all the expressions of this Section we assume k. + kg = 1.

In particular, a beam splitter of transmittance /7 accounts for the loss in the quantum channel linking
Alice (Bob) to node C and for the non-unity detection efficiency of detectors D, and D,4. The polarization
misalignment introduced by the channel Alice-C' (Bob-C) is modeled with a unitary operation mapping

the polarlzatlon input modes a (bT ) to the orthogonal polarlzatlon output modes alut and aout 1 (bF e

and bouu) according to: aiTn — cosfaal , — sinfaal outL (b — cosfpb., — sin HBbouu) for an angle
04 (05). Moreover, the phase mismatch between Alice and Bob’s signals arriving at node C' is modeled
by shifting the phase of Bob’s signals by an angle ¢ = 7, for a certain parameter §. Finally the model
considers that both detectors are affected by a dark count probability pg, which is independent of the
signals received and has the same value for both detectors.

With this setup, the gains in the X-basis can be written as:
p(ke, kalba,bg) = (1 — pa) [pae™>" + q(ke, kalba,bB)] | (A1)
where v = \/?]a2 (with a being the amplitude of the signal states) and

e—’y(l—cosqﬁcosa) —e 2 if ke®bs®bg =1

q(ke, kalba,bp) = { e~ ¥(l+cosgcos) _ =2y if ke@®@bs®bg =0 (A.2)

with § = 4 —60p. Starting from (A.1), one can readily compute the probability p(k., kq) and the bit-error
rate ey, , by means of equations (1.4) and (1.5),(1.6), respectively:

1
p(k'wkd) _ 7(1 _pd) (ef'ycos¢c050 + e’ycosq&cosﬁ) eV — (1 _pd)2672'y , (A3)
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B e—'ycosqﬁcosé) _ (l_pd)e—’Y
= efA/COSd)COSG+67COS¢COSO*2(17Pd)67’Y .

€ke kqg (A.4)

The gains in the Z-basis instead read:
Qb 4, = (1= pa) [(pa = D) VT80 o =Vt 0210 (S cos6) |, (A5)

where the function I(z) = 5L § e(=/2(t+1/9¢=14¢t is the modified Bessel function of first kind.

In the simulations shown in Sec. 3 we compare the key rate computed with our analytical bounds on the
yields with the key rate evaluated with the exact expressions of the yields, i.e. the expressions obtained
directly from the channel model. According to the above channel model, the yields read:

Yyeka = (1= pg) [(pa — (L — /)"t +yreka] (A.6)

where

-SSR (G50 TR ()

k=0 =0 r=0 p=0 p g=max(0,r+p—1 q

(r tp— q) (r+p) (k+1—17—p)lcos"™9(0,) cos™2P~9(0) sin® ~"79(0 4) sin® ~"2PT4(gp) .

(A7)

To conclude, we remark that all the quantities entering the key rate formula (1.2) i.e. (A.3),(A.4) and
the gains (A.5) indirectly through the yields’ bounds— are symmetric under the swap k. <> kq due to the
symmetries of the channel model.

In all the simulations shown in Sec. 3 we fix both polarization and phase misalignments to 2%, which
means that: 04 = —0p = arcsinv/0.02 and 6 = 0.02.

Appendix B. Stronger and weaker decoy intensities

E — PLOB bound E — PLOB bound | {
@ 10_2[ - pd=10’i @ 10_2[ - Pd=10’i 1
© _4[ — pa=10" © _4[ — pa=10" 1
oy 107 Y 1077 pa=10" 1
- 6r - 6r 1
G’GJ 107°} 55 107°} 1
g [ g [ o]
]_0_8r 10—8r “;\ ]
1 1 %I 1

10—10 | y : 10—10 i il

0 20 40 60 80 100 0 20 40 60 80 100

Loss Alice-Bob (dB) Loss Alice-Bob (dB)

(a) Optimal key rate as a function of the overall loss (b) Optimal key rate as a function of the overall loss
when the parties use three decoy intensity settings, when the parties use four decoy intensity settings,
for three different values of the dark count rate (pq). for three different values of the dark count rate (pq).
The solid lines are obtained by fixing the weaker The solid lines are obtained by fixing the weaker
decoy intensities to gz = 1073 and p; = 1072, decoy intensities to s = 1073, py = 1072 and
while the dot-dashed lines are obtained by fixing the po = 1071, while the dot-dashed lines are obtained
same intensities to u2 = 1075 and 1 = 107%. The by fixing the same intensities to pue = 1075, p; =
dashed lines assume that all the yields are known 107* and o = 1073, The dashed lines assume that
from the channel model and the magenta line is the all the yields are known from the channel model and
PLOB bound [19]. Note that the green dot-dashed the magenta line is the PLOB bound [19].

lines and green solid lines (pg = 107°) are almost
perfectly overlapping.

Fig. B1: Comparison of the optimal key rates achievable with different fixed values of the weaker decoy intensities.
The two cases analyzed (solid and dot-dashed lines) are almost indistinguishable.
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As explained in Sec. 3, the optimal key rates are basically not affected if their optimization is only
performed over the signal intensity («) and over one decoy intensity, while having the remaining weaker
decoy intensities fixed to near-to-optimal values for all losses. In figure B1, we compare the optimal
key rate that the parties can achieve when fixing their weaker decoy intensities to substantially different
values, in the case of three (left) and four (right) decoy intensity settings. In particular, the solid lines
are the same plotted in figure 4 and figure 6 for the three- and four-decoys case, respectively, i.e. they
are obtained by fixing the weaker decoy intensities to pp = 1072 and pu; = 1072 (three decoy intensity
settings) and to pp = 1073, g3 = 1072 and po = 107! (four decoy intensity settings). The dot-dashed
lines, instead, are obtained by fixing the weaker intensities to values which are two orders of magnitude
lower, that is ps = 107° and p; = 107% in the case of three decoy intensity settings and s = 1072,
w1 = 107* and gy = 1072 in the case of four decoy intensity settings. Clearly, the optimal key rates
are basically not affected by employing relatively stronger pulses (those with us = 1072 as the weakest
intensity) for the weaker decoy intensity settings. Such stronger pulses could be more easily implemented
experimentally and, for this, have been chosen in our simulations.

Appendix C. Yields’ bounds with three decoys

Here we derive analytical upper bounds on the yields appearing in (1.7), following the same lines of
Sec. 2. In this case we assume that Alice and Bob can prepare their phase-randomized coherent pulses
with three different intensity settings: {uo, t1, o}, which are the same for both parties. This choice is
optimal since we assumed that the two optical channels linking the parties to the central node C have
equal transmittance /7 [43].

The whole set of infinite yields is subjected to the following nine equality constraints:

A - Ynm n,, m
QFl = errtrihl — Z " k,le€{0,1,2}, (C.1)
n,m=0 ’

and to the inequality constraints given by (2.3).
We derive bounds on the yields Yyo, Y11, Yoo, Yoo, Yos, Y13, Y31, Y04 and Y.
Appendiz C.1. Upper bound on Yo

Consider the following combinations of gains in which all the terms Y3, and Y,,; are removed (i.e. their
coefficients are equal to zero):

G% = Q"+ 180" — o (@ + QM)

= Ynm n n m m
= Zo il (1o p1 — popt) (16" 11 — popt") 5
Gy = 113Q%° + 1§ Q** — pop2(Q%2 + Q*°)
_ 3 Jom (1t 2 — popity) (g 2 — popts') ;
0 n!m!
G%’; = 3N + Q> — papa(QM + Q1)
- Ynm n n m m
= Y (e — papd) (e — ) (C.2)
n:m.
n,m=0

where the superscripts in Gg’zl indicate which intensities are involved, while the subscripts indicate the
yield that is going to be bounded.
We now combine G5y, G5 and G55 with arbitrary real coefficients ¢y and ¢; and impose that the

resulting expression has the yields Yy, and Yo removed as well:

Ynm
n!m!

o0

Gy +coGay +a1Gyy = Y
n,m=0
+eo (Ho 2 — popy) (16 12 — pops') + e (1 2 — papy) (B pe — papg')] - (C.3)
Note that the linear combination above is already the most general for our needs. As a matter of fact,

. o 1 2 1,2 font
for every linear combination of G5y, G55 and Gy one can always factor out the coefficient in front of

[(Hgﬂl — popty) (%”ul — popy")
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Gg;, as far as it is not zero. However, if the partlcular combination of gains which removes the terms
Yo and Yo has a null coefficient in front of G22 , for symmetry reasons there would also exist another
combination —that also removes the yields Yj,, and Y,o— with a null coefficient in front of say G22 , and
this one could be found in our case given by (C.3).
For Yo, and Y,,0 to be removed in (C.3) it suffices that:
(11 — o) (pg" 11 — propey™) + co(pa — o) (pg 2 — popy’) + c1(pa — pa) (U"p2 — papy') =0 Vm, (C.4)
which implies:

16" (1 (o1 — po) + copa(p2 — o)l + w7 [—po(p1 — po) + crpa(pz — 1))

+ 3" [—copo(p2 — po) — crpr(p2 — )] =0 V. (C.5)
A sufficient condition for this is that every coefficient of ;] is identically zero, which happens for:

_ o —m)

= p2(po — p2) (C.5)
_ po(po — p1)
 pa(pn —p2) (C.7)

Substituting (C.6) and (C.7) back into (C.3) and multiplying both sides by p2, we get an expression where
all the terms Yy, Y1m, Yno and Y,,; are removed and where the term Yoy gives the largest contribution:

0,1 (Mo—,ul) 0,2 (Mo—m)
peGoy — 17— Goy + po——— =
> (po — p2) 22 (1 — p2) 2

oo

[uz (po 1 — popy) (o' 1 — popy")

n,m=2
- mM (kg 2 — pops) (1o 2 — popy') + MOM (1 2 = papiy) (1" po — umé”)} - (C8)
(1o — p2) (1 — pi2)

In order to extract a bound for Y55 we need to recast the yields’ coeflicients in such a way that their sign
becomes manifest. Each term of the sum in (C.8) may be recast as follows:

Y n—1 n—1 m m ( ) n—1 n—1 m m
—hopapa | (gt = g (g — popt") — (0 m) (1o~ =15 ") (15 12 — pops")
(Mo f1) -1 ]
> Mg — ), C.9
(’ul 112) ( — Mo )(M M2 — H1fto ) ( )
or equivalently as:
Ynm Mot 2
tml (Mo — HZ)(Hl — ”2) A22(M07,u1,,u2,m) : A22(,u0,,u1,u2»n) ) (C~10)
where
Aga(po, p1, pr2, m) = pi* (po — p2) + py" (11 — po) + po' (B2 — 1) - (C.11)
We can now rewrite factor Agg as:
Aga(po, prr, 2y m) = pa [ (po — p2) — (5" — p5)] + popa (g™ — p5* ™)
= pa |17 (o — pi2) — (po — p12) <Zum ok ’“) + popia(pto — p12) Zum T
[ m—2
= (1o — p2) |1 *ulzum RS pope > T
7=0

i m—1 m—1
m m—1— m—2— o
= (po — p2) | 17" + > g (—pap ™ F + popapl > 7F) — prop 1

= (no — p2) | —(u8" — pi") + Zu’%ué” (7 m)]
m—1 ] )

= (po — p2) (2 — pa) Z phpg =
=0

m—1
= (no — p2)(p2 — pa) > p (g =% — it (C.12)
k=0
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Of course we can employ this expression also for Ass(ug, i1, 2, n), under the substitution m — n. We
will apply this consideration from now on to similar scenarios. By substituting (C.12) into (C.10), we
get the final expression for each term of the sum in (C.8):

Yom Mo 2 2 2

nlm) (/JO _M2>(Ml _MZ) (N’O*:U‘Q) (HQ*IU‘l)

S DN e T s | B S A (7t ey T | (C.13)
k=0 =0

That is, the sign of Y,,,,,’s coefficient is independent of n and m and it is the same for all terms in (C.8)
(note that the product of the two sums in (C.13) is always positive). Thus a valid upper bound for Ya,
is obtained by setting all the other yields to zero in (C.8), except for Yas. We obtain:

0,1 (o — 1) 0,2 (o — p1) 12 Yoy popapio 2
[2Goy — p1s——— Gy + pio7———% Gay = “Z222 (g — o) (1 — o) (po — )2 C.14
22 (/1'0 . MQ) 22 (/f‘l o /12) 22 4 ( )( )( ) ( )

which implies the following expression for the upper bound on Yas:
Goy  _ Goy ., Gof
YQg —4 popa (po—p1)  pop2(po—p2) | pape(pi—pe) ) (C.15)
(1o = p1)(po — p2) (1 — pi2)
We remark that the bound given by (C.15) is not valid when any of the intensities ug, p1 or uo is equal
to zero. As a matter of fact, in any of these cases the starting expression given by (C.8) becomes trivial.

However, in most practical situations, due to the finite extinction ratio of amplitude modulators, none
of the decoy intensities is actually equal to zero.

Appendiz C.2. Upper bound on Y11

Consider the following combinations of gains in which all the terms Y;,, and Y,,o are removed:

Gcl),l1 _ Qo,o " Ql’l _ (Qog + Ql,O)

oo

Ynm n n m m
= Z il (ko — 11) (ug" — 1) 5
n,m=0 "
G?iz _ Q0,0 + QQ,Q _ (QO,Q + Q2,0)
- Ynm n n m m
= Z wtml (1o — 13) (16" — 13" ;
n,m=0 "
Ghz _ Ql,l + Qz,z _ (Ql,Q + @2,1)
— Y’ﬂm n n m m
= D = ) (- ) (C.16)
n,m=0 "

We now combine G%3',GY? and G};? with arbitrary real coefficients ¢y and ¢; and impose that the
resulting expression has the yields Y5, and Y2 also removed:
0,1 0,2 1,2
Gy +aGiy +aG)y =
[ee]

> ;";;, (1 — 1) (15" — 1) + colpg — p5) (g — ps') +ea(pf — p3) (i — p3')] (C.17)

n,m=0
For Y5, and Y;,» to be removed it suffices:
(g — 1) (g — 13) + co(ug — p5) (g — p3) + er (i — ps)(ui — p3) =0 Vn, (C.18)
which is fulfilled by:

(=13

TR ) (C.19)
_ (g — )

TR (C.20)
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Substituting these terms back into (C.17) yields a combination of gains in which the terms Yo, Y0, Yom
and Y,,» are removed:

2 2 2 2
oy~ =) oo (8= i) o
V7 R R 7 T T
(ho + 1) (1o + 111) ]
Y; - - - — 4 0 TR _
11(fo — p11) {(/io 1) (o +'u2)(/i0 12) o +M2)('u 1i2)

+ ) %(“O ) [(MB“ — ) - M(u? — 5" + MW - ué”)}

m=3

= Yo nomy . otp) o,y ot ), .,
+Z: W(Ho — 1) {(Ho —uy) - m(#e —py) + m(m —Uz)]

= 2 _ 2
+ > Yo [mgmme(u uz)(u?u?)+w(u?pg)(wugn)

(C.21)
In order to get a valid upper bound for Y7; we need to determine the signs of the coefficients of the

remaining yields. We start by recasting each term of the sum in (C.21) corresponding to the Y}, with
n,m > 3, as follows:

Yiim 1

A A C.22
nlml (,U% *H%)(,u% */L%) 11(,“07//‘1;,“125771) 11(,“107/1417/1'27’”) ) ( )
where
A (po, s p2ym) = py* (g — pi) + ps' (3 — ) + g (1 — 1) - (C.23)
The factor A;; can be rewritten as:
Avy (o, pa, pro,m) = iy [ 2 (g — 13) — (5" — p5")] + pgps (pg' % — py' =)
[ m—3
= (po — p2) |1 (o + pr2) — 13 Z T T T 17 ) S TH !
7=0
| — k k py 2 py' !
= (o — p2) | L (o + pi2) Z (—p3pg ™" 4 popspd > 7") — ugus ( 2#0 + ZQ )
k=0 0
B m—1
= (o — p2) | (" = ") (o + p2) + Y b =% (3 — u?)]
L k=0
[ m—1
= (1o — p2) | (o + p2)( Z ' = é — (1 + p2) (1 — pi2) Z pspg
k=0
m—1
= (o — p2)( Z Lo ,uo + po)p - — (1 + p2)pg'™ - k]
k=0
m—3
= (10 — ) (1 — u2>{ s [ =2 = 8 o (2 — g =2H]
=0
+ 5 (o — pa) + s (pa — No)}
m—3 [ o m—3—k
= (o — p2) (1 — p2) (i1 — o) >_ 15 | o Z TN g+ pom Z P g
k=0 7=0
m—3 [ m—3—k
= (po — p2) (1 — p2) (11 — po) ZNIQC (12 + po) Z P 4 g
k=0 i §=0
= (po — p2)(p1 — p2) (1 — po) F'(m) (C.24)
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where the factor F'(m) > 0, Vm > 3. Substituting (C.24) back into (C.22), we recast each term of the
sum in (C.21) corresponding to the Y, with n,m > 3, as:
Yom (o = p12)* (11 — p2)* (1 — po)?
nlm! (g — 13) (i — 13)
so that its sign is manifestly dependent on the factor (o — u2)(p1 — p2)-
In a similar fashion, one can rewrite each term of the sum in (C.21) corresponding to the Yi,,, with
m > 3, as:

F(n)F(m) (C.25)

Y (o — p1)* (1 — p2) (po — pi2)
m! (o + p2) (1 + p2)
thus deducing that this expression has opposite sign with respect to that given by (C.25). Same holds
for Y,,1, since it can be shown that its coefficient is exactly (C.26) with the substitution m — n.
Finally, by showing that the term corresponding to Y77 in (C.21) can be factorized as:

Yi, (o — p1)* (1 — p2)(po — pi2) 7 (C.27)
(o + p2) (1 + p2)
one concludes that this expression has the same sign as that given by (C.25).
Putting together these considerations into (C.21), a valid upper bound on Y7, is obtained when the yields
Yom, with n,m > 3, are set to zero and the yields Y7, and Y,,; are set to their maximum allowed value.
Since in Appendix C.5 and Appendix C.6 we derive upper bounds on Yi3 and Y31 (see C.65 and C.73),
we can employ them in (C.21) instead of trivially bounding these yields with 1. In this way we obtain:

o1 (o —p) (13 = 12) 12 _ yu (o = p1)* (i — p2) (1o — o)
11

F(m) , (C.26)

0,2
G+

(g — 13) (p3—p3) 0 (1o + p2) (11 + p2)
(Ho — 1) o v U [ 3 3 (Ho+p1), 3 3 (o +p1), 5 3
(Y3 +Y57) |po — i — (g — pa) + (g — )
6 13 31) 0 1 (/4L0 +M2) 0 2 (#1 +,LL2) 1 2
o [ — 1) (o + ) (uf — 1) | (po + pa) (U — u&‘)]
+2(uo — - + , C.28
(bo = i) ; [ n! (ko + pi2) n! (11 + p2) nl ( )
which leads to the following upper bound on Yiy:
+ p2) (p1 + po) o1 W—m1) o2, (W—pi) 12
YU: (/’LO G%l — 0 1G+ 0 1G’*2,LL*IUE
e B S T R R e A e
(L1 p2 + popr + pofiz)
+ G (V13 +Ya1) (C.29)

where the term FEq; is defined as:

2 2
By = ew—eﬂl—(uo—ul)<1+”0+‘“+“0+”1+“°‘“)

2 2 6 6 6

po+ i [ R R R - R Y
£ — _ — 142822, 1 "2
+ﬂ1+u2{e e R T T M M

o+ [ e fo | f2 | My | M3 | Hopiz
RO om0 gz (o — 14 B0 B2y Foy Fay PORZA (g0
ML oo — o — (o) (150 4 2 B0 B2 1) | o0

Appendiz C.3. Upper bound on Ypo and Yoy

Consider the following combinations of gains in which all the terms Y7, and , Y, are removed:
Gy = mQ"" + noQ"" — Q" — Q"

- Ynm n n m m
= Z W(Noﬂl — popt) (1" — K1) 5

n,m=0

G8’22 = 12Q" + 110Q*? — p2Q°? — 11y Q*°

— Ynm n n m m
= Z (o p2 — pops) (k6" — K3') 5

I'm)!
nom=0 n.m:
G(1)’22 = ﬂQQM + Ml@u - M2Q1’2 - mQQ"l
=Y,
= D0 o (it — ) () (C.31)
n,m=0 "
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We now combine G393, GJy and Gy with arbitrary real coefficients ¢y and ¢; and impose that the
resulting expression has the yields Y5, and Y,,; also removed:

Goy +coGoy +c1 Goy =

m

N Ynm n m n n m n n m
Y ol = o) — i) + colpg e — o) (5 — ') + ex (i — ppi) (" — )] -

n,m=0
(C.32)
For Y5, and Y1 to be removed the coefficients ¢y and ¢; must satisfy:
{ (g pr — popt ) (o — pa) + co(pg 2 — pops ) (o — p2) + c1(pf e — papy)(pa — p2) = 0 Vn
(Hom1 — popd) (ug — pi") + co(pgpe — pops) (ug" — p5*) + cr(pipe — pap3) (ui* — pst) = 0 Vm
(C.33)
or equivalently:
g (1 (o — pa) + copa(po — pr2)] + w7 [=po(po — p1) + crpa(pn — p2)]
=y [poco(po — p2) + paci(pr — p2)] =0 Vn
(C.34)

pg [ — popd + co(pepd — pop3)] + pi* [—(mapd — poud) + c1(papd — pap3)]

— i [co(papt — pops) + c1(pap? — pip3)] =0 Vm.

A sufficient condition for this is that the coefficient of every p? and every p}” is identically zero. This
imposes six conditions on ¢y and c¢1, however thanks to the inherent symmetries of the system a solution
exists, and reads:

__mlpo—m)

O (o — p2) (0.35)
_ po(po — 1)
B pa(p1 — p2) (0.36)

Substituting these expressions back into (C.32) and multiplying both sides by pe, yields a combination
of gains in which the terms Y;,0, Y1, Y1, and Y3, are removed. In particular, we obtain:

ao%l (o — p1) a2 po(po — f11) al2
e (ho—p2) % (p—p2) %

Zym(uo—m)[ pa (g — i) + i (g — 15 — o — )]

m=2
+i Yom ( n)( mo_ m)_Ml(,UO_Ml)( n, n)( — )
—~ il pa (g 1 — popt ) (o™ — py (o — p2) Ho 2 — Hotg ){Ho — M2
m=2
Ho{Ho — K1 n n m m
0 Z ) (s ) — )] GEY
(1 — p2)

In order to get a valid upper bound for Yo and Yy, we need to study the sign of the coefficients of the
remaining yields. We start by recasting each term of the sum corresponding to the Y,;,, with n > 3 and
m > 2, in (C.37) as follows:

Yom 1
ntm! (po — pa)(p2 — w1

)AQQ(MOaMIaMQam) 'BOQ(/’['(%/JIMMQan) ) (038)

where

Boa(po, pu1, pia, ) = papiopg (pn — pi2) + pg(papsy — popt) + po(papy — pins)  (C.39)
and Ags is the one found when bounding Yss, thus we know from (C.12) it can be recast as:
m—1

Az (o i, pioym) = (o — po) (2 — ) D s (pg =" = 1 75) (C.40)
k=0
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We can rewrite Bys as:

Boa (o, fi1, fi2, ) = popapa(pin — pa) | pg~" —quun 2=k k-f—ulugZu" Iyl

= popapz(pn — [ +Zu” 2R s (2 — po) — M"I]
= poppiz (11 — ) [uﬁ_l - ZM" 2 Mouz)]
k=0
n—2
= popp2(p1 — p2) (o — p2) [Zﬂzun 2k ZMQM” - k}
k=0
n—2
= popp2 (1 — pr2)(pto — pi2) Z:LLQ T (C.41)
k=0

Employing (C.40) and (C.41) into (C.38) we get:

n—2 m—1
Yom —2— 7 m—1—
o 2 — 1) (o — pr2) [E s (=2 — k)] [E ps(pg R = k)] , (C42)
k=0 k=0

which means that the sign of this expression is fully determined by the factor (u1 — p2) (o — pe2) (note
that the product of the two sums in (C.42) is always positive).
Concerning the terms that appear in the sum in (C.37) corresponding to the Yp,,, with m > 2, we have:

YOm
W(Nl — pto) [2(pg" — p1") — pa(pg' — pa') + po(py” — py')]
Yom
= W(”l — o) Asa (o, f1, 2, m)
Yom - Bk ym1-k
= W(#o — p2) (1 — p2)(po — p1) Z o ﬂo — ), (C.43)
' k=0

where we used (C.11) in the first equality and (C.40) in the second equality. Expression (C.43) implies
that its sign is always equal to the sign of the terms given by (C.42), since it is determined by the same
factor (u1 — pe)(po — p2) (note that the product of the last two factors in (C.43) is always positive).

A valid upper bound on Y is thus obtained by setting all the other yields to zero in (C.37). By doing
S0, we obtain:

/‘2Ggé “lGoz + “0G02
YU =9 Ho—H1 Ho—H2 H1— 2 ) (0.44)
P (o — pa) (= p2)(po — 1)
One can do the same when bounding Yo4, i.e. setting all the other yields to zero except for You, in (C.37).
We find that:

0,1 0,2 1,2
r2Goy  p1Gys oGy

YU = 4! Ho—H1 Ho—H2 H1—H2 ) (0.45)
O (g — pd) — po(pt — p3) — pa(ud — 1)

Appendiz C.4. Upper bound on Yoy and Yig

Consider the following combinations of gains in which all the terms Y;,, and Y,,; are removed:

Gay = mQ™ + noQ"" — Q™ — Q"

oo

Ynm n n m m
= D s — ) (i — po);
n,m=0 "
Gy = 112Q%° + 110Q*% — 110Q%?* — 112Q>°
- Y n m
= D o — i) (2 — pops')
n,m=0
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1,2 ~ ~ ~ ~
Gop = Qb + mQ*? — 1 Q-* — 112Q>"

oo

Ynm n n m m
= D o = ) (e e — ) (C.46)
n,m=0 "

We now combine G%',G%’ and Gj7 with arbitrary real coefficients ¢y and ¢; and impose that the
resulting expression has the yields Yi,, and Y,2 also removed:
Gy +coGoi + 1 Gy =

oo

Y s n n m m n n m m n n m m
D g — i) = o) + ol — ) (g 12 — mops") + e (i — i) (" iz — pa )] -
n,m=0 "
(C.47)
For Y7, and Y,,5 to be removed the coefficients ¢y and ¢; must satisfy:
{ (Mé"/h - Moléin)(uo — 1) + 00(156"/12 - MOQMT)(NO — p2) + 01(21/1"/12 - MQWQ”)(M —p2) = 0 Vm
(g1 — popt) (1f — 1) + co(pgpe — pops) (g — 15) + cr(pipe — paps) (U7 — pg) = 0 Vn.
(C.48)

This system of linear equations coincides with the one given by (C.33) that we found when bounding Yoo,
thus the solution is given by (C.35) for ¢y and by (C.36) for ¢;. Substituting these expressions back into
(C.47) and multiplying both sides by po, yields a combination of gains in which the terms Y1, Y2, Yom
and Y7, are removed:

e pa(po — f11) 0,2 Ho(po — 1)
20 T . N -

(o — p2) — 2° (1 —p2) 20

c- YnO n n n n n n
D (o = ) [= oy — i) + o (s — 1) = po (! — i)
n=2

> Ynm n n m m /’61(:“0 - /”'1) n n m m
+ Z_; ol [Mz(ﬂo — pi)(pg i — popt") — m(uo — 13)(pg' 2 — pops")

m=—3

Hollo — K1), p nNsom m
+¥(m — p3) (Y p2 — papiy )} : (C.49)
(11— p2)

Since the coefficients of Y,,o and Y,,,, coincide with those found when bounding Yjs if one exchanges
m <— n, we can directly use the results obtained in Appendix C.3 to recast the terms that contain the
Yom with n > 2 and m > 3. In particular, according to (C.42), we obtain:

Y’ﬂm m m n— n—1—
oz (pn — p2) (o — prz) [Z ps (p 2 — ’“] lZuz Rt R L, (C50)

and according to (C.43) the terms that contain the yields Y;,0 can be written as:

n—1
Y n n—1-—
(No — o) (p1 — p2) (o — 1) Y (g = R (C.51)
k=0
Like in the case of Y2 (see Appendix C.3), a valid upper bound on Yaq is thus obtained setting all the
other yields to zero in (C.49). We obtain:
paGo i Gay | poGay
YU —9__ HoTin Mo —H2 pH1—p2 ) (0_52>
207 (o — p2) (k1 — p2) (o — )
One can do the same to bound Yy, i.e. to set all the other yields to zero, except for Yyo. In this case we
obtain:

0,1 0,2 1,2
12Gag 11Gag BoGag

Y'Oli — 4! Mo —H1 Mo — 2 H1— 2 (0'53)

1 (pg — pg) — po(pd — pa) — palpg — pi)
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Appendiz C.5. Upper bound on Yq3

We look for that combination of gains in which all the terms proportional to Y,,q, Y1, Yo, and Ys, are
removed. In order to find it, we consider the most general combination of all gains:

2 0o 2
YN Yom
G13 eSS Z Ci,le’j = Z W Z C¢7ju?u§” s (054)
4,j=0 n,m=0 i,7=0

and impose proper conditions on the real coeflicients c; ;:

2 2
Y0 removed: Zu? Zcm =0 Vn <« c¢o+ci+ce2=0 fori=0,1,2 (C.55)
i=0 §=0
2
Y,,1 removed: Zuf Zﬂjcl‘,j =0 Vn <  poco+pic+pece=0 fori=0,1,2 (C.56)

=0 =0
Yom removed: Zu] (ch>—0 Vm << cojterjte; =0 forj=0,1,2 (C.57)
=0

Y5, removed: Zu}" <Z N?Ci,j) =0 Vm <« ,UJ%COJ' + ufcu +,Uz3627j =0 forj=0,1,2.(C.58)

i=0
The conditions given by equations (C.55, C.56, C.57, C.58) form an overdetermined system of equations

for the nine variables ¢; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; ;
exists and reads (we rescale every coefficient by requiring cg o = 1):

coo=1,
(o —p2)
o= ——"—">
M1 — K2
_ Mo — M1
co2=—1—co1=
M1 — M2
oo = _ o= 1)
’ p—p3
(g — 13) (o — p2)
C1,1

Il

Q

i

o

Q

o

.
|
—~
[

- M%)(Ml — p2) ’
(1 — 13) (o — 1)

C1,2 = —C1,0 — C1,1 = C1,0€0,2 = — »
(H% - N%)(Nl )
2,2
c20=—1—c10= “S ﬂ; )
KT — K3
(13 — ) (o — p2)
C21 = —Cp,1 —C1,1 = €0,1C2,0 = )
(13 — p3) (1 — p2)
2 _
co2=—Ca0—C21=1+c10)(1+co1)= (6 = 1)t — 1) (C.59)

(13— p3) (1 — p2)
By substituting (C.59) back into (C.54) we get an expression in which the terms Y0, Y1, Yo and Ya,,
are removed:

o Yim (pto — p1) (po — )
Gia = —_ <A 5 5 , M
b mzz m! (u — p)(p1 + p2) 22(00, 41, 42,11
Yom A , 1, A2, A s B, 2,
N Z 22(o, 1, p12,m) - Ant (pto, i, iz, m) - (C.60)

n!m! (1 — p2)?(pa + p2)
where A22 is the factor given by (C.11) also present in the bounds for Yps and Yao, whereas A7 is the

factor given by (C.23) which appears in the bound on Y7;. Note that this is somehow expected: when
bounding Yp2 and Yoy we removed the terms Y, and Y,,; as we just did for Y33, and in bounding Y7; we
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removed the terms Yy, and Y3, as we did here. Therefore, by exploiting the result given by (C.12) we
can recast each term of the sum corresponding to the Y1,,, with m > 2, in (C.60) as:

~ Yim (po — p2)® p2)? 1k 1k
- , C.61
ml (#1 ¥ o) (o — p1) Z ,Uz — M ) ( )

and realize that it is always negative, regardless of the value of the intensities.
By employing the results (C.12, C.24) we can recast each term of the sum corresponding to the Y,
with n > 3 and m > 2, in (C.60) as

Yom (o — p2)? (1 — pi2)? gy K 1—k 1—k
— ) S by mlR () C.62
R PR T (o — p11) 2 Ouz (kg — 1y )JF (n) (C.62)

and realize that it is always positivef,, regardless of the intensities.
A valid upper bound on Yj3 is then obtained by setting Y3, — 0 (except for Yi3) and Y,,,, — 1 for all
n >3 and m > 2 in (C.60). As a result we obtain:

Lfé (o — M2)2
31 (p1 + p2)
N i [ (o — pi2) + p* (1 — po) + pg (e — )] - [ (ud — p3) + ph (uf — ) + g (13 — 13)]

nlm! (p1 — p2)? (1 + p2)

Gig = — (o — 1) [ — #13 + p2(po — p1a)]

)

n=3
m=2
(C.63)
which implies:
Yi5 (1o = p2)*(po — p)* (o + i +p12) _
— — 413
6 p1 + p2
L= = 1) (o — pr2) + ("2 = o = D(pa = o) + (€M — o — 1)z — 1)
(1 = p2)? (1 + pi2)
M% 2 2 Ng 2 2 N% 2 2
< (€ = = = D)k — ) + (€M = T — 2 = 1)y — ) + (€ = 2 — po — 1)z — pii)
(C.64)

We thus obtain the following upper bound on Yij3:
6(p1 + p2)G13 . 6
(o — p2)? (o — p1)? (o + p1 + p2) — (po — p2)? (1 — p2)? (o — 1) (ko + pa + p2)
X [ (1 = po) + € (o — p2) + €0 (p2 — pa)]
x [eM2 (uf — pg) + e (g — p3) + e (3 — pd) = (o — ) (1 — p2) (o — p2)] (C.65)
where G13 is defined in (C.54) and the coefficients of the combination of gains in (C.59).

U _
Yiz =~

Appendiz C.6. Upper bound on Y3,

We look for that combination of gains in which all the terms proportional to Y;,q, Y2, Yo, and Y7, are
removed. In order to find it, we proceed like in the previous case. That is, we consider the most general
combination of all gains:

2 o) 2

Ga= Y ¢ ;Q" =Y ;nnn;' S cgutu| (C.66)

2,j=0 n,m=0 2,j=0

and impose proper conditions on the real coeflicients c; ;:

2

Y,.0 removed: Zuf ch =0 Vn <« c¢o+ci1+ce=0 fori=0,1,2 (C.67)
i=0 j
2 2
Y,,» removed: Z,u:‘ Z,u?ci,j =0 Vn <« ugci,o + ufcm + ,ugcm =0 fori=0,1,2 (C.68)
i=0 §=0

f F(n) is defined in (C.24).
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2 2
Yo, removed: Zu;” (Z Ci,j) =0 Vm <« cyj+cij+c;=0 forj=0,1,2 (C.69)
§=0 i=0

2 2

Y1m removed: ZHT <Z HiCi,j> =0 Vm < jpoco;+picrj+ pece; =0 for j=0,1,2. (C.70)
j=0 i=0

The conditions (C.67, C.68, C.69, C.70) form an overdetermined system of equations for the nine variables

¢;;. However, thanks to the symmetries of the problem, a unique solution for ¢; ; exists and reads (we

rescale every coefficient by requiring co o = 1):

coo=1,
e q = o= 1)
’ 1 — 13
2 9
co2=—1—co1 = ”3 M; )
MY — M3
(o —p2)
Ci0=—""—"—
M1 — K2

et = erocys — W0 = H3) (o — pr2)
’ S (W3 — )

(M% - N%)(No — i2)

C12 = —C1,0 —C1,1 = C1,0€0,2 = ,
(13 — 13) (1 — p2)
Ho — H1
c20=—-1—-cg=——"7—,
M1 — W2
(1 — 13) (o — 1)
a1 = —Cop1—Cl.1=C01C20 = — ,
2T T TR T R — 8) ( — o)
(g = 13) (o — 1)
Co2 = —C20 —C21 = (1 =+ 6170)(1 + 00,1) = . (C?l)
(13 — 13) (1 — p2)

By substituting (C.71) back into (C.66) we get an expression in which the terms Y0, Y2, Yo, and Yy,

are removed:
(o]

Y1 (o — p1) (o — pi2)
Gy = 3 2L  Aga(jto, fin f12.7) +
. Al (= i) + ) U012

n=2

i Yom Asa(po, pi1, pr2,m) - A1 (po, pi1, pr2, m) (C.72)
“— nlm! (11 = p2)?(p1 + pi2) ’

m=3

where Ass and Aj; are again the factors from Y3o and Yj; bounds given by equations (C.11,C.23),
similarly to what happens when bounding Yj3 (see Appendix C.5). Therefore the analysis of the
coefficients’ sign is the same as in Appendix C.5. Hence a valid upper bound on Y3; is obtained by
setting Y,,; — 0 (except for Y31) and Y;,,,, — 1 in (C.72) for all n > 2 and m > 3 in (C.72). Analogous
steps to those in Appendix C.5 lead to the following upper bound:

6(p1 + p2)Gsr + 6
(ko — 12)?(po — p1)? (o + p1 + p2) (1o — p2)? (1 — p2)? (o — p1)? (ko + p1 + p2)
x [ (1 — po) + €' (o — pa) + e (u2 — p1)]
X [eM2 (pd — pg) + e (g — p3) + e (13 — pd) — (o — ) (1 — p2) (o — pi2)] (C.73)
where G3; is defined in (C.66) and the coefficients of the combination of gains in (C.71).

U _
Yai = —

Appendiz C.7. Upper bound on Yoo

Consider the following combinations of gains in which all the terms Y7,, and Y,,; are removed:

G = IO + QM ~ popn (@ + @)

- Ynm n n m m
=) Tt oA = propt) (g — popy”")
n,m=0 "
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G862 13Q%0 + 13Q%% — pop2(Q™? + Q*°)

oo

Ynm n n m m
= > e — popd) (1 e — pops')
n,m=0
Goy = 13Q" + 13Q%? — pipa(QM% + Q1)
- Ynm n n m m
= > o (e — ) (W e — ) (C.74)
n,m=0

: 0,1 ~0,2 12 . . . .
We now combine G\, G, and Gy with arbitrary real coefficients ¢y and ¢; and impose that the terms
Yo and Yo are also removed in the resulting expression:

o0

Ynm n n m m
Goy +coGoy +enGoy = D~ (i — pop) (' — oy
n,m=0 "
teo (o2 — pops) (10" 2 — popts") + 1 (i po — papy) (u7" e — pips')] (C.75)

For Y3, and Y2 to be removed it suffices that for every m it holds:

(oms — popd) (g i1 — popd") + co(ugpe — poms) (g iz — pops') + cx(pipe — pap3) (pi pe — papd') =0,

(C.76)
which is fulfilled by:
2 _
o — _M;(Mo pi1) ’ (C.77)
13 (1o — p2)
¢ = M (C.78)
13 (p1 — p2)

Substituting (C.77) and (C.78) back into (C.75) and multiplying both sides by u3, we get an expression
where all the terms Yy, Yom, Yoo and Yo are removed and where the term Yo gives the largest
contribution. More precisely, we find that:

2.~0,1 o (o — 1) 0,2 o (o — 1) 1,2
15Goy — pi = Goy + pig——= Gy =

200 1(“0 _,UZ) 00 O('ul —,LLQ) 00

Yoo (13 (o — 1) = 13 (o — 1) (o — pr2) + g (po — pa) (p1 — piz)]

= }/Om m m m m m m
+ 3 B — n0) (i pn = o) + 53 (pao = ) (a2 — paons") — (o — pon) (' 2 — prapi")]
m=3 .

oo
Yoo
+ D (3 0m — o) (i pn = pos) + 3 (o — pia) iy 2 — o) — pu (po — pon) (1 12 — pra i)

n=3
= Y,
+ D g {(%“1 — ) g = )
n,m=3 ’
_ (/”'0 - ,ul) (Mn—l _ Mn—l)(’um—l _ Mm—l) + (MO - ,ul) (un—l _ ,U/n_l)(/’ém_l _ /J/m_l) . (C?Q)
(NJO_,UQ) 0 2 0 2 (,Ull_,qu) 1 2 1 2

In order to extract an upper bound on Yyy we need to study the sign of the yields’ coefficients. We start
by recasting the term corresponding to Yy as:

Yoo(po — 1) (5 (s — pa) — 13 (o — pi2) + pg (pa — pr2)]

= Yoo(po — p1)* (1 — pa) (po — p2) - (C.80)
We observe that the sign of this expression is determined by the factors (p1 — u2) (1o — p2)-
We then proceed by recasting each term of the sum corresponding to the Y, with n,m > 3 in (C.79)
as:

Yom Aoco(o, p1, pr2, m) - Aoo(po, pa, pra,m)

n!m! (o — p2) (1 — p12)

3 (0-81)

where

Ago(pto; p1, 2, m) = i (3po — papg) + p (Hgpa — popd) + pg (Hipe — p1ps) - (C.82)
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This factor can be rewritten as:
Ago(pto, 1, p2,m) = poppz [ (2 — po) + 8 (o — p1) + pf (1 — p2)]
= —popi1 fr2 Aaa(pto, i1, o, m — 1), (C.83)

where Ags is defined as (C.11) in Appendix C.1. Thus we can use the result (C.12) obtained in Appendix
C.1 to directly recast Agg as:

m—2
Aoo (o, pas p2s m) = prop piz(po — pi2)( Z I S T I (C.84)
k=0

By substituting (C.84) back into (C.81), we get the final expression for each term of the sum corresponding
to the Y., with n,m > 3 in (C.79):

L3 (1o — 12) (= pi2) Zug 0T ’“] lZuz i | IR (OX°5)

which has manifestly the same sign as the expression given by (C.80), for any value of the intensities
(the product of the last two factors is always positive).
Finally, we recast the Yp,,’s terms (Y,0’s terms are identical under the replacement m — n) as:

Yom m— m— — m— - m—
o (o — ) [yt = ) (g = g ) = ol = )]
Y;
= Om(NO_Ml)AOO(MOaMIaH% m)
Y m—2
= g (o = ) (o — p2) (i — Zu 0 =y (C.86)

where we employed (C.83) in the first equality and (C.84) in the second one. We observe that the sign
of the Yp,,,’s terms is again determined by the factors (ug — p2) (1 — pe).

We conclude that the coefficients of Yy, Y0 and Y, with n,m > 3, carry the same sign as Yyg’s, which
implies that a valid upper bound on Yy is obtained by setting all the other yields to zero in (C.79). In
so doing, we find that:

#2G01 [L1G02 /U'()G12

YU _ o — 1 Mo —p2 H1—p2 . C.87
00 (Mo - M1)(Mo - ,uz)(/h — p2) ( )

Appendix D. Yields’ bounds with four decoys

Here we derive analytical upper bounds on the yields appearing in (1.7), following the same lines of
Sec. 2. In this case we assume that Alice and Bob can prepare their phase-randomized coherent pulses
with four different intensity settings: {uo, 1, p2, 3}, which are the same for both parties. This choice
is optimal since we assumed that the two optical channels linking the parties to the central node C' have
equal transmittance /7 [43].

The whole set of infinite yields is subjected to the following sixteen equality constraints:

o]
Q! = errtrmhl — Z Z";Z' w ™ k1€ {0,1,2,3}, (D.1)
n,m=0

and to the same inequality constraints given by (2.3).
In this appendix we only obtain bounds on the yields Y13, Y31, Yo4 and Yy since the bounds derived on
the yields Ypo, Y11, Yoo, Y20 and Ya, in Appendix C are already good enough, i.e bounding them with
one additional decoy intensity would not result in a significant improvement of the performance of the
protocol.

Appendiz D.1. Upper bound on Yy,

Consider the following combinations of gains in which all the terms Y7, and Yo are removed:

oo
ol = m Q" + Q™ — QN — QM = Y

n,m=0

31



where 4, j € {0,1,2,3}. Since G§} = 0 and G = G%}, we only have six distinct combinations that read
01 ' ~0,2 0,3 1,2 2,3

(for j >1i): Gy ,G04 Goi > Gox ,G ,Goy -

We now take the linear combination of the Gw such that even the yields Yo, Y3, Yn1 and Yo are

removed:

'L Ynm
> eGol= Y. P2 i (g — ) (" = i) (D.3)

>t n,m=0 " >t

where we implicitly assume that both indexes 4, j run over the set {0,1,2,3}. For Ya,,, Yam, Yn1 and Yo
to be removed, the real coefficients ¢; ; must satisfy:

Ej>i ci,j(/‘j:“? - Niﬂ?)(ﬂ}n - N}n) = 0 Vm
D s Cig (g — pipd) (it — ') = 0 Vm D.4)
Zj>i cij(mgpy — Niﬂ?)(ﬂz pij) = 0 Yn

D s Cig (g — pip)(f —p3) = 0 Vn
In order to solve system (D.4), we look for those coefficients ¢; ; such that the multiplicative factors of
w and p? (for ¢ =0,1,2,3) are all set to zero. This corresponds to imposing sixteen conditions on the

six coefficients ¢; ;. These conditions are not all independent, and a solution can be found even when we
require (for simplicity) that ¢g; = 1:

Co,1 = 1 ;
_ (o — pa)pa (p1 — p3)
€02 = — )
(o — p2)p2(p2 — p3)
(o — pa)pa (1 — pi2)
(o — ps)ps(pe — ps)
(o — pa)po(po — p3)
Cl7 )
(i — p2)p2(p2 — p3)
_ (Mo — 1) o (po — p2)
C1,3 = — )

s

(Hl - #3)#3(#2 - #3)
_ Hopa(po — m)?

, (D.5)
paps(pz — pi3)?
By substituting the solution for the coefficients given by (D.5) back into (D.3), one gets:
e =3 w13 Y g n,m) (D.6)
,J 04 - m 04\ 05 15 25 35 1T nlm! 04\ oy 1y 2, (43, T2, ) .
J>i m=3 nj;
where:

A04(M0,H1,M27H37m) = *M

_ (1o (1 — p2)(pa — pa)(p2 — p3) — pi" (o — pa) (o — p3) (P2 — 13)
M2M3(M2 MS)

gt (o = k) (ko — pa) (1 = pz) = 5" (o — ) (ko — p2) (1 = pi2)]

_ (o — 1) (po — Mz)(ﬂ;;y)@)(ﬂo — p3) (1 — p13) Z iy My - Wi | (D.7)

and

—HoM1
(o — p2) (1 — p2) (1 — ps) (o — ps)(p2 — ps
=" (o — p2) (o — p3)(p2 — p3) + pg' (o — 1) (o — pa3) (1 — p3) — p" (o — p) (o — pr2) (1 — p2)]
X [—pg (1 — p2) (1 — pis) (2 — pa) + pi ™" (o — p2) (o — ps) (p2 — pa)
=™ (o — 1) (o — p3) (1 — p3) + 5~ (p0 — 1) (po — p2) (1 — pia)]

Boa(pto, pa, pa, prz, m,m) = B (o' (1 — p2) (1 — pi3) (p2 — pi3)

= ~Hotpizpts Aoa(pos pi, iz pig ) - Z Boig P+ oo Mg | - (D.8)
i1 <2< lip g

In (D.7,D.8) we again assume that the indexes in the sums run over the set {0,1,2,3} and we define
D iy <in<o iy Hit My * " Hip_glm=3= 1. From (D.7) we deduce that the sign of Yo,’s coefficient is

32



independent of m, while from (D.8) we deduce that Y;,,,,’s coefficient has always opposite sign to that of
Yom- Therefore a valid upper bound on Yy, is obtained by setting to zero all the other yields Yj,, and
to 1 the yields Y;,,, with n >4 and m > 3 in (D.6). We thus obtain:

4,5 B ) ) ) ’n m
> ciiGol = A04(#0,ﬂ17/l27ﬂ3, +Z oulpo, 41, s iy Ty ) (D.9)

n!m!
>t n=4

m=3

which implies the following upper bound on Yp4:

4! 7, = B04(M07M17M27M37nam)
Yoli = Z Ci,j Goi - Z ) (D.10)

Aoa(po, pa, 2, pis, 4 i ! nlm!
m=3

where ¢; ; are given in (D.5), G is defined in (D.2), the coefficient Aoy reads:
(o — p1)%(po — p2) (1 — p2) (o — ps) (1 — ps) (o + g1 + po + ps)

A04(:u’07/1'17/1'2>/1'374) = - s (Dll)
Hapt3
and the sum over the coefficient By reads:
(oo}
Z Boa (o, p1, pro, pr3,m, M) _ Mo
- n!m! (o — p2)(p1 — p2) (k1 — p3)(po — p3)(p2 — p3)?
m=3

x [( 1 gt = ) — ) (= )2 = prz) = (€0 = 1= a1 = 1) (10 — pr2) (o — pa) (22 = p1z)

PR (Y _ R (VO _ ol
(e =1 = pa = ) (o — pa) (ko — ps)(pa — pa) — (€ =1 = pig = =) (o — pu1) (ko — p2) (1 — pi2)

(D.12)

Appendiz D.2. Upper bound on Yy

Consider the following combinations of gains in which all the terms Y;,, and Y,; are removed:

Ynm
n!m!

Gl = 1,07 + 110V — QY — =Y

n,m=0

(g — ) (g™ — pape*) (D.13)

where i, j € {0, 17 2, 3} Smce G4 = O and Gig = Gi"oi, we only have six distinct combinations that read
(for j > ): G407G407G40aG40aG407G .

We now take the linear combination of the G such that even the yields Yi,,, Yom, Yoo and Y3 are
removed:

o0
> G = ) n,m,zcw F ) g ) (D.14)
Jj>1 n,m=0 Jj>1

where we implicitly assume that both indexes i, j run over the set {0,1,2,3}. For Yi,,,, Yo, Yoo and Yy,3
to be removed, the real coeflicients c¢; ; must satisfy:

D isi Cig (1 — p) (jpi — pap3) = 0 Vn
D s Cig (1 — p) (g — ) = 0 Vn (D.15)
S Cig (i = p) (g — ') = 0 ¥Ym

Ej>i Ciu‘(lh2 - M?)(Mj,u;n - uiu;”) = 0 VYm.

We now notice that the system (D.15) is exactly the same system solved in Appendix D.2 while bounding
Y04, thus the solution for the coefficients ¢; ; is given in (D.5). By substituting the solution (D.5) back
into (D.14), one gets:

ch,]GZg = Z 7"404(”07#1’”2’”37 + Z BO4 :U/Ou;ula,u%/ld,m n) P (D16)
7> n=3 n=3

m=4

where Agq and By, are the coefficients defined in (D.7,D.8) while bounding Yos. Hence we can adopt
the observations made on the sign of Agys and By from Appendix D.1 and conclude that a valid upper
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bound on Yjq is obtained by setting to zero all the other yields Yo and to 1 the yields Y,,,, with n > 3
and m > 4 in (D.16). The upper bound on Yo then reads:

4! 7, B04(M07M17M27M37m7n)
Yzfé = Z Ci,j G4g Z ) (D.17)

Aoa(po, pa, 2, pis, 4 i>i — nlm!
m=4

where ¢; ;, G4, Aoa(io, p1, i, 13, 4) and the sum over Boy are given in (D.5), (D.13), (D.11) and (D.12),
respectively.

Appendiz D.3. Upper bound on Y13

We consider the most general combination of all sixteen gains:

3 oo
‘ZO ¢i Q" = ZO ol ZO Cijlti 17| (D.18)
1,]= n,m= 2]

and require that the terms Y,0, Y1, Yn2, Yom, Yo, and Y3, are removed, by imposing proper conditions
on the real coefficients c¢; ;:

3 3
Y0 removed: Z cijpuy =0 Vn <« Zcm =0 for ¢=0,1,2,3 (D.19)
i,j=0 3=0
3 3
Y,,1 removed: Z cijpip; =0 Vn <« Zci’j“j =0 for i=0,1,2,3 (D.20)
i,j=0 3=0
3 3
Y2 removed: Z Ci,jﬂ?#? =0 Vn <« ZCMU? =0 for ¢=0,1,2,3 (D.21)
4,j=0 §=0
3 3
Yo removed: Z cigy =0 Vm <« Zcm' =0 for j=0,1,2,3 (D.22)
4,j=0 i=0
3 3
Y5, removed: Z cihju?u;” =0 Vm <« Zcmu? =0 for 57=0,1,2,3 (D.23)
4,j=0 i=0
3 3
Y3, removed: Z ci’j,uf’ugn =0 Vm <« Zcm;ﬁ =0 for j=0,1,2,3. (D.24)
4,j=0 i=0

The twenty-four conditions given by (D.19 - D.24) form an over-determined system of equations for the
sixteen variables c; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; ; exists
and reads (we rescale every coefficient by requiring ¢ o = 1):

coo0 =1,
o1 = (po — p2)(po — p13)
(e — ) (i — p3)
co (Mo — p1)(po — p13)
T (i — o) (pe — )
- (1o —ul)(uo — p2)
" (= ps) (s — p2)
o= (ko — p2) (o — p3)[po(p2 + p3) + pops]
YT (= o) (= ) (2 + pia) + pappa]
~ (po — p2)*(po — u3)2[uo(ﬂz + p13) + paps)
T (= p2)? (1 — ps)?[pa (p2 + ps) + pops]
10— (o — pa)(po — M2)(,uo — p3)?[po(pa + p3) + pops)
P (1 — 2)2(pa — p3) (2 — pta)[pa (p2 + pis) + paps]
o — (1o — /~L1)(/~L0 - M2)2(M0 — p13)[po (k2 + pi3) + papis]
b (1 — p2) (1 — p3)?(p2 — pa)[pa (2 + p3) + paps]
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e = (o = 1) (o — p3) o (g + pi3) + prapis]
(1 — p2)(p2 — p3)pa (p2 + p3) + pops]
ol = (NO — p1)(po — p2)(po — ps)?[po (1 + p3) + papes)
T (i — p2)?( — pa) (2 — pa) [ (p2 + pa) + pops)
o (o~ Ml)Q(Mo — 13)°[po(p + p13) + pia pis]
227 (i — )2 (a2 — pi)2 [ (2 + p3) + popia]
) )

o (Mo — 111) (po — p2) (o — ) o (paa + pi) + puapus]
237 (i — ) (1 — pis) (2 — p3)2[pa (2 + pis) + papts]
e = (o = p1)(po — pi2) [po (s + o) + papes]
SO (Gun — 1) (s — p2) [ (o + pia) + piopes]
— (1o — p11) (o — p2)* (o — p3) (1o (p1 + pr2) + pape)
T (= pe) (i — p3)?(p — pa) [ (p2 + p3) + pops]
Cop = — (1o — M1)2(M0 — pi2)(po — pi3)[po(p1 + pi2) + papia]
’ (11— p2) (1 — ps)(p2 — p3)? [ (p2 + p3) + paps]
(g — (o= 1) (o — uz) [o(p + p2) + ppa] - (D.25)
T (= ps)? (2 — ps)? [ (p2 + ps) + pzps]

By substituting these expressions back into (D.1 ) and by making some simplifications, one gets:

Yy,
Z cl,]Ql] = Z 1nA13(:u07:u1)/J’27,u37 M07M17M27M37 ) Cn ) (D26)
2,j=0 m=3 3
where:
(o — p11)* (1o — p2)* (po — p13)?
Axz(po, s pos piz, m) = Z Wiy lig - iy s | 5 (D.27)
Waps + prp2 + p1ps e
113125...5Tm -3
and C,, (n > 5) is defined recursively as:
n—4, j j j j
Cn = {ijl (kb + 11 + 13 + p3)Cj — pop1pi2pis (Zilgizg...gin_s fliy iz - uin_r))} /(n—4)
Cy = popap2 + popapis + popaps + Hip2ps -
(D.28)

In (D.27,D.28) we assume that the indexes i; in the sums run over the set {0,1,2,3} and we define
D ii<in<. <in s Hitlis =+ * iy _slm=3= 1. From (D.27) we deduce that the sign of Y1,,’s coefficient is

always pos?tive, while from (D.28) we deduce that Y,,,,,’s coefficient has always equal sign to that of Y7,,,
since C, is always a positive quantity. Therefore a valid upper bound on Yi3 is obtained by setting to
zero all the other yields in (D.26). The upper bound on Yj3 then reads:

3
6 ~. .
VY = ¢ Q% |, D.29
13 AlB(NJOaNJlaNJ%MBv?’) Z 7 ( )

i,j=0
where ¢; ; are defined in (D.25) and Aq3(po, ft1, p2, pt3, 3) reads:

—_ 2 — 2 - 2
(1o — p1)"(po — p12)” (10 — p13)” (D.30)
Hops + pifhe + pips

Avz(po, pi1, pro, pi3, 3) =

Appendiz D.4. Upper bound on Y3,

We consider the most general combination of all sixteen gains:

3 3
S 6,00 = i ML | e (D.31)
v - n' m' Z»]p’l :u‘j ’ .
i,j=0 n,m=0 i,j=0

and require that the terms Y,.0, Y2, Yn3, Yom, Y1im and Yo, are removed, by imposing proper conditions
on the real coefficients c; ;:

3 3
Y,,0 removed: Z cijpy =0 Vn <« ZCW =0 for ¢=0,1,2,3 (D.32)
i,j=0 j
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Y,,2 removed: Z cl-yj,u;‘p? =0 Vn <« Zci,jﬂ? =0 for i=0,1,2,3 (D.33)

i,j=0
3 3
Y,,3 removed: Z Ci,jﬂ?ﬂ? =0 Vn <« ZCLJU? =0 for ¢=0,1,2,3 (D.34)
i,j=0 §=0
3 3
Yo removed: Z cijpuy =0 Vm <= Zcm =0 for j=0,1,2,3 (D.35)
i,j=0 i=0
3 3
Y1 removed: Z cijpipy =0 Ym <= ch-,ui =0 for j=0,1,2,3 (D.36)
i,j=0 i=0
3 3
Y5, removed: Z ci7j,u?u;” =0 Vm <« ZCi:jM? =0 for j=0,1,2,3. (D.37)
i,j=0 i=0

The twenty-four conditions (D.32 - D.37) form an over-determined system of equations for the sixteen
variables ¢; ;. However, thanks to the symmetries of the problem, a unique solution for ¢; ; exists and
reads (we rescale every coefficient by requiring ¢ o = 1):

coo =1
o1 = — (o — p2) (o — p3)[po(p2 + p3) + pops)]
’ (11— p2)(pr — ps) [ (2 + ps) + paps]
co (o — pa)(po — p3) [po (p1 + pi3) + prapaa)
(i — p2) (pa — ps) [ (o + ps) + popss]
co ~ (po — M1)(M0 — pi2) [po(p1 + p2) + papiz)
" (w1 — ps) (s — po) [ (o + ps) + pops]
clo= (o — p2)(po — p3)
© (w2 = pa)(pa — ps)
el 1= (1o — M2)2(M0 - M3)2[M0(M2 + p3) + paps]
T (= p2)2 (i — pa)P [ (p2 + ) + paps]
o (uo - Ml)(Mo - uz)(uo — p3)°[po(p + p3) + paprs]
b (1 — p2)2 (1 — ) (2 — p3)[pa (po + ps) + pops]
o1 g — o= )0 = pi2)*(po = pts)lpo (ks + 12) + pafro]
T (= pe) (e — p3)? (p2 — ps) [ (e + ps) + popus]
ey = o = 1) (o — 13)
T (= ) (2 — p3)
o1 — ~ (po = pa) (o — MZ)(#O — 113)*[po(p2 + p3) + praps)
2T (i — 12)2 (i — ) (2 — poa) [ (2 + i) + pizpe]
Cog = (po — Ml)Q(Mo - M3) (o (1 + ) + a1 3]
T (= p2) (w2 — ps)? [ (2 + ps) + pops]
Cog = (NO - u1)2(u0 — p2)(po — p3)[po (g1 + p2) + pi1 2]
B (i — ) (i — ps) (2 — )2 [ (2 + p3) + paps]
Ca o= (Mo — 1) (o — Mz)
T (= ) (ps — p2)
¢y — (o= 1) (po — pr2)*(po — pis) oz + pia) + prapis)
’ (11 — p2)(p1 — p3)? (2 — pa) i (po + ps) + pops]
. (HO - M1)2(H0 — po)(po — p3)[po(per + p13) + pi1 3]
P (1 — ) (i — pa)(p2 — ps)?[pa (p2 + pis) + paps]
c (1o — Ml)Q(Mo — Mz) [0 (p1 + p2) + 1 peo] (D.38)
537 (ur — pis)(uz — ps)2 [ iz + p1z) + pizpis) '
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By substituting these expressions back into (D.31) and by making some simplifications, one gets:

3 s}
- Y,
Z Ochw - 23 T Avs (o, i1, iz pa, ) + E T Avs (o, o 2, i) - Con (D.39)
ij= n=

where A3 and Cy, also appear in Appendix D.3 when bounding Y3 and are defined as (D.27) and (D.28),
respectively. Thus, following the same lines of Appendix D.3, we conclude that all yields in (D.39) are
multiplied by a positive factor. A valid upper bound on Y3; is then obtained by setting to zero all the
other yields in (D.39). We obtain:

3
6 -~
YU = E C; 'QLJ ’ D4O
31 A13(MO7M17M27M373) ,7=0 v ( )

where ¢; ; and Ai3(po, p1, f12, p3, 3) are defined in (D.38) and (D.30), respectively.
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