
ar
X

iv
:1

90
4.

00
31

8v
1 

 [
cs

.I
T

] 
 3

1 
M

ar
 2

01
9

1

Optimal Detection of UAV’s Transmission with

Beam Sweeping in Wireless Networks
Jinsong Hu, Member, IEEE, Yongpeng Wu, Senior Member, IEEE, Riqing Chen,

Feng Shu, Member, IEEE, and Jiangzhou Wang, Fellow, IEEE

Abstract—In this work, an detection strategy based on multiple
antennas with beam sweeping is developed to detect UAV’s po-
tential transmission in wireless networks. Specifically, suspicious
angle range where the UAV may present is divided into differ-
ent sectors to potentially increase detection accuracy by using
beamforming gain. We then develop the optimal detector and
derive its detection error probability in a closed-form expression.
We also utilize the Pinsker’s inequality and Kullback-Leibler
divergence to yield low-complex approximation for the detection
error probability, based on which we obtain some significant
insights on the detection performance. Our examination shows
that there exists an optimal number of sectors that can minimize
the detection error probability in some scenarios (e.g., when
the number of measurements is limited). Intuitively, this can be
explained by the fact that there exists an optimal accuracy of the
telescope used to find an object in the sky within limited time
period.

Index Terms—Optimal detector, detection error probability,
beam sweeping, UAV networks.

I. INTRODUCTION

UNmanned aerial vehicle (UAV) based communication

as a promising technology has been extensively used

in both military and civilian applications (e.g., surveillance,

emergency communications) due to its advantages such as,

high mobility, and low cost. UAV systems are more-effective

and can be more flexibly deployed to provide on-demand cov-

erage and enhance capacity for emergency communications,

such as, unexpected disaster, military operation [1]–[4]. The

popularity and accessibility of UAVs have seriously surged

in recent years and obtaining a UAV is now possible for

anybody due to its low cost, thus leads to some illegal uses

of UAV. Due to its high mobility and low transmit power, it

is possible for a UAV to be stealthy to enter into restricted

military zones and transmit the intelligence (e.g., images) to

the nearby cooperator. The detection of UAV’s existence in

some sensitive areas is a critical task for public and military

security. However, the main challenges in the detection of

UAV’s with aid of traditional measures like radar are the low

flight height and the small radar cross section (i.e., the size

of UAV is small and the radar signal can be absorbed by
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the stealth UAV). Looking at the problem another way, the

detection of the UAV’s transmission is equal to detect of the

presence of UAV in some scenarios (i.e., the UAV transmits

covert message to cooperative node).

Wireless covert communication aims to enable a trans-

mission between two users while guaranteeing a negligible

detection probability of this transmission at a warden, which

has been widely studied recently and examined in various

scenarios. For example, covert communication in the context

of relay networks was examined in [5], which shows that a re-

lay can transmit confidential information to the corresponding

destination covertly on top of forwarding the source’s message.

The authors of [6] considered covert communications with a

poisson field of interferers. The effect of finite blocklength

on covert communications was examined in [7] and the covert

performance can be further enhanced by employing a artificial

noise aided full-duplex receiver [8]. On the other side of

the coin, understanding how to prevent unauthorised wireless

covert communication in order to avoid harm to our society is

also of extreme importance to government and the military. To

this end, the antennas array are utilized to monitor the sectors

for potential UAV. We mainly tackle the optimal detection

with beam sweeping for the covert transmission of UAV and

what are the optimal number of sectors for beam sweeping to

minimize detection error probability.

Notation: Scalar variables are denoted by italic symbols.

Bold upper and lower letters denote matrices and vectors,

respectively. E[·] denotes expectation operation. ⌊·⌋ denotes

round down operation. Given a complex vector, and || · ||
denotes the norm. For a complex matrix, (·)H refer to the

conjugate transpose. (·)−1 indicates the inverse of an invertible

matrix. IN denotes the N -th order identity matrix.

II. SYSTEM MODEL

A. Considered Scenario and Adopted Assumptions

As shown in Fig. 1, in this work we consider a UAV network

that UAV Alice wants to spy on the target Willie and transmit

covert message (e.g., intelligence information) to a cooperative

UAV or a ground user under the surveillance of the warden

Willie who equipped with antenna array. Due to the flight

altitude, the UAV usually has line-of-sight (LoS) channel to

the ground user Willie. We also assume that Alice is equipped

with a single antenna. The channel from Alice to Willie is

denoted by haw ∈ CN×1, where N is the number of antennas

at Willie. In this work, we consider the 2-D scenario with polar

coordinate system. The suspicious area for the surveillance

UAV is denoted as a sector with the angle θt as shown in

http://arxiv.org/abs/1904.00318v1
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Fig. 1. Detection with beam sweeping in UAV networks.

Fig. 1 and the corresponding value of phase shift for the

antenna array is given by Θt = 2d cos(θt)/λ, where d and

λ are the distance between two adjacent antennas and the

carrier wavelength, respectively. Without loss of generality,

we assume that the element spacing is one half wavelength,

i.e., d = λ/2.

When Alice transmits covert signal in the suspicious area,

the signal samples are assumed to be independent circularly

symmetric zero-mean random variables with complex Gaus-

sian distribution. We denote the hypothesis of the UAV signal

being active and inactive by H1 and H0, respectively. We

assume that the additive noise samples at different antennas

are independent zero-mean Gaussian random variables. Under

H0, we assume that Willie only receive the noise, while Willie

will receive the UAV signal plus the noise under H1. Let

Y = [y1, · · · ,yL] ∈ CN×Lt be a complex matrix containing

Lt observed signal symbols at each antenna. The minimum

angle of the sector for beam sweeping is given by [9]

Θs =
2

N
, (1)

thus leads to the fact that Mmax = ⌊Θt/Θs⌋ = ⌊NΘt/2⌋,

where Mmax is the maximum value of the number of sectors

M . Therefore, the actual value of the angle for one sector is

given by

Θ̃s =
Θt

M
, (2)

and the corresponding number of received symbols in a sector

is given by

Ls =
Lt

M
. (3)

B. Detection performance at Willie

Willie has a binary detection problem, in which Alice does

not transmit information in the null hypothesis H0 but it does

in the alternative hypothesis H1. The detection at Willie with

multiple antennas for a sector is given by

yl ∼

{

CN (0, σ2
wIN ), H0,

CN (0, Paρawhawh
H
aw + σ2

wIN ), H1,
(4)

where yl is the received symbols at Willie, l = 1, 2, . . . , Lt,

σ2
w and Pa are the variances of noise at Willie and UAV signal

power at Alice, respectively, ρaw , ω(daw)
−m is the pathloss

between Alice and Willie, where m is the path loss exponent,

ω is a constant value depending on carrier frequency, which

is commonly set as [c/(4πfc)]
2 with c = 3 × 108 m/s and

fc as the carrier frequency, daw is the distance from Alice to

Willie.

In this work, Willie adopt the optimal detection strategy to

detect the signal. The likelihood function of observation matrix

Y under H0 is given by

f(Y|H0) =

Lt
∏

l=1

1

(πσ2
w)

N
exp

{

−
1

σ2
w

yH
l yl

}

(5)

=
1

(πσ2
w)

NLt

exp

{

−
1

σ2
w

Lt
∑

l=1

yH
l yl

}

,

where tr(·) denotes the trace of the matrix. By taking loga-

rithm of (5), i.e., L0(Y) = ln[f(Y|H0)], and using (3), we

have

L0(Y) = −
tr(YYH)

σ2
w

−NMLs ln
(

πσ2
w

)

. (6)

Similarly, under H1, the likelihood function can be written

as

f(Y|H1) =

Ls
∏

l=1

1

πN det(R)
exp

{

−yH
l R−1yl

}

×

Lt−Ls
∏

k=1

1

(πσ2
w)

N
exp

{

−
1

σ2
w

yH
k yk

}

=
exp

{

−
∑Ls

l=1 y
H
l R−1yl −

1
σ2
w

∑Lt−Ls

k=1 yH
k yk

}

πNMLs det(R)Ls(σ2
w)

N(M−1)Ls

, (7)

where R , E[yly
H
l |H1] = Paρawhawh

H
aw + σ2

wIN and

det(R) = (Paρaw||haw||
2 + σ2

w)(σ
2
w)

(N−1). Then, using the

matrix inversion lemma [10], we have

R−1 =
1

σ2
w

I−
hawh

H
aw

(

σ2
w

Paρaw

+ ||haw||2
)

σ2
w

. (8)

Then, the logarithm of f(Y|H1) is given by

L1(Y) = −
tr(YYH)

σ2
w

+
||hH

awY||2

(
σ2
w

Paρaw

+ ||haw||2)σ2
w

−

Ls ln

(

Paρaw
σ2
w

||haw||
2 + 1

)

−NMLs ln(πσ
2
w). (9)
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Following (6) and (9), the Logarithm of Likelihood Ratio

(LLR) is given by

LLR = ln

(

f(Y;H1, σ
2
w, Pa)

f(Y;H0, σ2
w)

)

= L1(Y)− L0(Y)

=
||hH

awY||2

(
σ2
w

Paρaw

+ ||haw||2)σ2
w

−

Ls ln

(

Paρaw
σ2
w

||haw||
2 + 1

)

. (10)

As per the LLR, the optimal decision rule is given by

||hH
awY||2

(

σ2
w

Paρaw

+||haw||2
)

σ2
w

−Lsln

(

Paρaw
σ2
w

||haw||
2+1

)

D1

≷
D0

0. (11)

Following (11), the optimal decision rule can be written as

T , ||hH
awY||2

D1

≷
D0

ηLs, (12)

where D1 and D0 are the binary decisions that infer whether

Alice transmits covert message or not, respectively, and η is

defined as

η , ln

(

Paρaw
σ2
w

||haw||
2 + 1

)(

σ2
w

Paρaw
+ ||haw||

2

)

σ2
w, (13)

The antenna array can achieve high power gain by steering

toward a given sector with narrow beam. Using [11, Eq.

(2.22)], the maximum gain of antenna array is given by

||haw||
2 = 4π

f(θ, φ)|max
∫ 2π

0

∫
π

2

θ̃s
f(θ, φ) sin(θ)dθdφ

=
2

Θ̃s

, (14)

where cos(θ̃s) = Θ̃s, and f(θ, φ) represents for radiated far

field of the antenna array, which is normalized to 1 in this

work.

Theorem 1: The detection performance of Wiliie is nor-

mally measured by its detection error probability, i.e., the sum

of false alarm probability α and miss detection probability β,

which is given by

ξ , α+ β

= 1−
γ
[

Ls, Ls ln(1 + ϕw)
(

1 + 1
ϕw

)]

Γ(Ls)
+

γ
[

Ls, Ls ln(1 + ϕw)
(

1
ϕw

)]

Γ(Ls)
, (15)

where ϕw is the SNR at Willie, which is given by

ϕw ,
Paρaw||haw||2

σ2
w

. (16)

Proof: To evaluate the performance of detector, we

compute the complementary cumulative distribution function

(CCDF) of the decision statistic under H0 and H1, respec-

tively. Under H0, the random vector hH
awY has a Gaussian

distribution, i.e., hH
awY ∼ CN (0, ||haw||2σ2

wILs
). Then, from

(12), the decision statistic under H0 has the following distri-

bution

T

||haw||2σ2
w

∼ χ2
2Ls

, (17)

where χ2
2Ls

is a chi-squared random variable with 2Ls degrees

of freedom.

Therefore, the false alarm probability α is easily obtained

using CCDF of T as follows,

α = P [T > ηLs|H0]

= 1−
γ
(

Ls,
ηLs

||haw||2σ2
w

)

Γ(Ls)
, (18)

where Γ(Ls) = (Ls − 1)! is the complete gamma functions

and γ(·, ·) is the incomplete gamma function given by

γ(n, x) =

∫ x

0

tn−1e−tdt. (19)

Similarly, under H1, we have hH
awY ∼

CN (0, ||haw||2(||haw||2Paρaw + σ2
w)ILs

). Then, as per

(12), the decision statistic under H1 has the following

distribution

T

||haw||2(||haw||2Paρaw + σ2
w)

∼ χ2
2Ls

. (20)

Therefore, the miss detection probability β is easily evaluated

as follows

β = P [T ≤ ηLs|H1]

=
γ
(

Ls,
ηLs

||haw||2(||haw||2Paρaw+σ2
w
)

)

Γ(Ls)
. (21)

Utilizing the results in (18) and (21), we can achieve the

expression in (15).

The problem of minimizing the detection error probability

ξ in the considered system subject to a certain constraint is

given by

min
M

ξ

s. t. 1 ≤ M ≤ Mmax,
(22)

Due to the complex expressions in (15), the optimization

problem above can only be solved by numerical search.

C. Special Case of Detection Performance

In this part, we adopt this lower bound as the detection

performance metric, since the expressions of ξ in (15) are

too complicated to be used for further analysis. Following

Pinsker’s inequality, we have a lower bound on ξ, which is

given by [7]

ξ ≥ 1−

√

1

2
D(f(Y|H0)||f(Y|H1)), (23)

where D(f(Y|H0)||f(Y|H1)) is the Kullback-Leibler (KL)

divergence from f(Y|H0) to f(Y|H1). Then, using the
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Fig. 2. Minimum detection error probability ξ versus the number of sectors M
with different values of the noise power at Willie σ2

w
, where Pa = 30 dBm,

Θt = π/3, the number of antennas N = 128, the total number of symbols
Lt = 160 and daw = 100 m.

chain rule of relative entropy, D(f(Y|H0)||f(Y|H1)) is given

by [7]

D(f(Y|H0)||f(Y|H1)) = Ls

[

ln(1 + ϕw)−
ϕw

1 + ϕw

]

a
≈ Ls

[

ϕw −
ϕw

1 + ϕw

]

b
=

4Lt(Paρaw)
2M

(σ2
wΘt)2 + 2Paρawσ2

wΘtM
,

(24)

where
a
≈ is achieved by the approximation ln (1 + x) ∼ x

when ϕw is very small, which is due to the fact that ϕw is

normally very small in order to ensure a high detection error

probability at Willie [8].
b
= is obtained by using (2), (3), and

(14).

Remark 1: The value of D(f(Y|H0)||f(Y|H1)) decreases

with Lt for given other parameters such as Pa, σ2
w.

III. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we present numerical results to examine the

performance of the considered covert communications.

In Fig. 2, we plot the minimum detection error probability

ξ versus the number of sectors M with different values of the

noise power at Willie σ2
w. In this figure, we first note that ξ

monotonically increases as M increases. We also observe that

ξ is a monotonically decreasing function of σ2
w for a given M ,

which demonstrates that the covert message becomes easier to

be transmitted when σ2
w is larger.

Fig. 3 illustrates the minimum detection error probability

ξ versus the number of sectors M with different values of

the total number of symbols Lt. As shown in Fig. 3, ξ first

decreases and then increases as M increases. Then, we also

observe that ξ monotonically decreases as Lt increases for a

given M , which confirms the correctness of our Remark 1.

This is due to the fact that increasing Lt can increase the

received power at Willie.

From Fig. 2 and Fig. 3, we find that ξ monotonically

increases as M increases for a large Lt (i.e., Lt=160) or ξ

1 6 11 16 21 26 32
0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

Fig. 3. Minimum detection error probability ξ versus the number of sectors M
with different values of total number of symbols Lt, where Pa = 10 dBm,
σ2
w

= −50 dBm, Θt = π/3, the number of antennas N = 128, and
daw = 100 m.

first decreases and then increases as M increases for a small

value of Lt (i.e., Lt=32). This is mainly due to the fact that

the value of the received power at Willie are not limits of the

detection when Lt is large for a given M .

IV. CONCLUSION

In this work, we studied optimal detection strategy for

covert communication in UAV networks with the aid of mul-

tiple antennas. Specifically, we examined the detection error

possibility of using beam sweeping to detect the transmission

in each sector. Our examination shows that the number of

the sectors for searching the UAV’s transmission has a two-

side impact on the detection error possibility and setting up

the number of sectors appropriately can effective reduce the

detection error rate.
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