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In the original round-robin differential-phase-shift (RRDPS) quantum key distribution and its
improved method, the photon-number-resolving detectors are must for the security. We present a
RRDPS protocol with yes-no detectors only. We get the upper bounds of mutual information of
Alice and Eve, and Bob and Eve, and the formula of key rate. Our main idea is to divide all counts
into two classes, the counts due to the odd number of photons incident to the detectors and the
counts due to the even number photons incident to the detectors. The fact that the bit-flip error
rate of the later class is certainly 50% makes it possible for us to perform a tightened estimation
of the upper bound of the leakage information. The robustness of original RRDPS against source
flaws such as side-channel attacks still holds for the RRDPS with yes-no detectors. The simulation
results show that the key rate of RRDPS with yes-no detectors is close to that of RRDPS with
photon-number-resolving detectors. Our results make the RRDPS protocol much more practical.

Introduction Quantum key distribution (QKD) provides a information-theoretical secure key distribution method
between two parties, Alice and Bob, and the security is based on the laws of quantum physics. Since Bennett
and Brassard proposed the first QKD protocol [1], BB84 protocol, many new QKD protocols |2-12] and improved
methods |13-15] have been proposed to assure the security with imperfect devices and improve the key rate. The key of
those QKD’s security is that any eavesdropping of Eve would introduce disturbances, and we could evaluate the upper
bound of leakage information according the disturbances. Surprisingly, a QKD protocol named round robin differential
phase shift (RRDPS)) QKD protocol |16] was proposed in which the leakage information could be evaluated without
monitoring any signal disturbance. This is so remarkable that has attracted many attentions [17-22]. Not only has
it greatly simplified to realization in practice because there is no bases-switching, but also improved the security in
side-channel aspect [20]. Notabaly, Yin et al. [21] proposed a tighter upper bound of leakage information and greatly
improved the key rate especially with small L compared with the original RRDPS.

The detectors used in original RRDPS [16, [21), 22] are photon-number-resolving (PNR) detectors.This limits the
practical application of RRDPS. Thus it is crucially important to study the RRDPS protocol with yes-no detectors
only. Here we propose such a RRDPS protocol. Our main idea is to divide all counts into two classes, the counts due
to the odd number photons incident to the detectors and the counts due to the even number photons incident to the
detectors. The fact that the bit-flip error rate of the later class is certainly 50% makes it possible for us to perform a
tightened estimation of the upper bound of the leakage information.

This paper is arranged as follows. We first introduce the original RRDPS protocol. We then present the main
results of the upper bound of leakage information and the formula of key rate of RRDPS with yes-no detectors.
After that, we present some numerical results of RRDPS with yes-no detectors and compare with RRDPS with PNR
detectors. The article ends with some concluding remarks.

Main Results As shown in Figure.[ in the original RRDPS protocol [16], the communication parties are Alice and
Bob. Alice first prepares a train of L pulses and randomly modulates their phases into 0 or 7. If Alice’s source is
single-photon source, she will finally prepare the state as

L
W) a = %Z(—nki i), (1)

i=1

where |i) denotes there is one photon in the ith pulse and k; is randomly 1 or 0. If Alice’s source is weak coherent
state source, the final state she prepares is

)4 = 7 |(=1)"a), (2)

where |a) denotes there is a weak coherent state pulse with intensity |a|? in location i. Then Alice sends this L-pulses
train to Bob, and Bob performs interference measurement to the incoming pulses with the set-up shown in Figure.
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FIG. 1: Alice first prepares a train of L pulses and randomly modulates their phases into 0 or 7w and sends this pulses to Bob.
Bob performs interference measurement to the incoming pulses with the set-up above. In this set-up, the two detectors are
PNR detectors and the delay module will randomly produce r(r € [1, L — 1]) delay. If only one detector response one time in
the whole detection process, we call this L-pulses train caused a count and Alice and Bob will record the corresponding bit as
the sifted key.

In this set-up, the two detectors are PNR detectors and the delay module will randomly produce r(r € [1,L — 1])
delay. If only one detector responses one time in the whole detection process, we call this L-pulses train causes a
count and Bob will announce the detection result {a,b},b = a + r(mod L) to Alice through a public channel. Bob
records the measured phase difference as his sifted key bit Sp and Alice records S4 = k, @ ks as her sifted key bit.
In the original RRDPS protocol, to evaluate the maximum leakage information, the PNR detectors are needed
21, ], or else the formula of key rate will no longer hold. But as so far, the technology of PNR detectors are difficult.
Here we study the maximum leakage information and key rate formula if the two detectors are yes-no detectors in
Figure. Bl We take the single photon case as an example to briefly introduce our conclusions, and the other cases and
detailed proof is shown in Supplementary materials.
Inspired by Ref. ], Eve’s optimal collective attack can be given by the following equation if Alice prepares her

state as Eq. 22):

Uevel |€OOO Z Zczjnln] |€1]71 (3)
n=0j=1
where |eggo) is the initial state of Eve’s ancilla bits; |e;;) is the final state of Eve’s ancilla state after attacking and

In;) represents there are n photons in the jth pulse. The coefficient ¢;j, satisfies Y o Zle lcijn|*> = 1. While
considering the leakage information, only the states of n = 1 work if the detectors are PNR detectors, and this is just
the case of Ref. ﬂﬂ] But if the detectors are yes-no detectors, we have to take all the n > 0 states into consideration.

Consider the mutual information of Alice and Eve, I 4, we have that the state of Alice and Eve after Eve’s attacking
is

c L L
haz =303 D1 ealnlen). 4

If Bob measures such an incoming state and announces {a, b}, the density matrix (non-normallized) of Eve’s ancilla
bits will be [23]

Z{PZ ) C”" +Z b Cw"
+ P[> (~1)k C“““ +Z C;";"]},

7

()

where P(|z)) = |z)(z| and €;jn = ¢ijnl€ijn). The first part of Eq. [27) is caused by detector Dq, and the second part
is caused by detector Ds. We find that the upper bounds of I4g corresponding ton =1,3,5,... and n = 2,4,6,...
are totally different. Here we call the counting events of n = 1,3,5,... as odd-counts and the counting events of
n=2,4,06,... as even-counts.



If the single photon pulses train causes an odd-count, the density matrix of Eve is
Czan (—1)]“511711
= > iy Ay ppy (1) ©
n=0dd 4 %

The value of k;(i # a,b) is randomly 0 or 1, thus we can average p@% with random k;(i # a,b) to simplify the
calculation. Without compromising the secunty, we can assume

<eijn|eklm> = 5ik5jl5nm- (7)

Finally only the states P [c‘“m + cg‘;"] and P [55% + Egl;l"] accounts for the Holevo bound which measures the maximum
mutual information of two parties if they share a system in quantum information. Thus we can get the upper bound

OfIAE

(L — Dy, x2)

194 < ¢(1,L) = Mazy, o, 71 ,

(8)
where ¢(z,y) = —xlog, x —ylog, y+ (z+y) log, (z + y) and 21 +z2 = 1. Note that the assumption of Eq. (34]) would
certainly introduce 50% bit-flip error rate, thus Eq. (§) shows that the maximum leakage information of odd-counts is
limited even if Eve’s attack is optimal and introduces 50% bit-flip error rate. And in general case, ¢(1, L) < H(ﬁ),
where H(x) is Shannon entropy, H(z) = —zlogyz — (1 — x)log, (1 — z), and H(+15) is the upper bound of leakage
information proposed in original RRDPS [16].

In Supplementary materials, we prove that if the single photon pulses train causes an even-count, the upper bound
of IF%™ equals 1. Dose this mean that we can not extract any secure final keys if we don’t know whether the counts
is an odd-count or even-count? Luckily, the answer is no. We next consider the mutual information of Bob and Eve,
Igg. If the count {a,b} is detected by D1, the density matrix of Eve is

D1 _ Z P Z Czan + Z Czbn 9)

If the count {a, b} is detected by Ds, the density matrix of Eve is

P = Z P| Z C;‘;” + Z(—nki(—nn%ﬁj]. (10)

%

From Egs. (52)) and (B3)), it is easy to see that pgl and p% are the same if n are even numbers, which means Eve
can not distinguish whether an even-count is caused by D; or Dy at all, thus I5%™ = 0. Different from the situation
of I ggd, this result needs not the average of random phase and orthogonality assumption Eq. (34)). If the single photon
cause an odd-count, the upper bound of Ig%d equals 1. The detailed proof of single photon case and other general
cases are shown in Supplementary materials.

We list the main results as following:

If Alice sends out a train of L pulses contained N(N < ) photons, and Bob announces this pulses train causes a
count, the upper bounds of mutual information of Alice and Eve, I4g, and the mutual information of Bob and FEve,

Igg, are
I4(N) < ¢(N,L), IE¥"(N)=0, (11)

where

S (L — ke, kansn)
o(N,L) = max k=1 , (12)

L1,T2,-- ;3 TN+1 L—-1

and S0 ey = 1. And I5g™ = 1,194 = 1.

In short, I. If the train causes an odd-count, the maximum mutual information of Alice and Eve is ¢(N, L), but
the maximum mutual information of Bob and Eve is 1. II. If the train causes an even-count, the maximum mutual
information of Bob and Eve is 0, but the maximum mutual information of Alice and Eve is 1. This means if the



final counts contain many odd-counts, the mutual information of Alice and Eve is relatively small while the mutual
information of Bob and Eve is pretty large, and vice versa. Thus if the error correction step is based on Alice’s
or Bob’s sifted raw key bits, the final key bits we extract must be zero, since we have no idea about the ratio of
odd-counts or even-counts. But if the sifted raw key bits are randomly split into two parts, the first part accounts for
v, and the second part accounts for 1 — . The error correction of the first part is based on Alice’s sifted raw key bits
and the second part is based on Bob’s sifted raw key bits. The final key rate is

LR = max{ymax[Iap — [ag,0]
¥

+ (1 —~)max[Iap — Ipg,0]}.

And in general case, at least one of Iyp — [4g and Iop — Igg is greater than zero.

If Alice’s source is weak coherent state source, and she randomly modulates the mutual phase the different pulses
in the train, the state that she prepares is equivalent to the classical mixture of different photon numbers. And the
density matrix of the pulses train with intensity g in photon number space is

- Zak|k><k|, ap =2 ;(“ (14)

We denote the total counting rate and error rate of the L-pulses train are () and F, and the counting rate and error
rate of k-photons L-pulses train are Yj and eg, in which the ratio of odd-counts is o, and even-counts is B = 1 — ax,
we have

(13)

IAE < Z an an(b n, L) + Bn]

Nth

—Zan [ d(n, L) + Bul + 3 anYa (15)

n>ngp

Sa(Q - esrc)¢(nth7 L) + ﬁ(Q - esrc) + €esre,

where egpc = > an and a + 8 = 1. We use a fact in the last step of Eq. (7))

n>ngp

Nth Nih Nth

Z anYnon + Z anYan = Z anYn > Q — €sre-
n=0 n=0 n=0

And similarly we have
IBE' S a(Q - esrc) + Esrc- (16)

Here the nyy, is the boundary of tagged photons (n > ny,) and untagged photons (n > ngp,) and will be an optimized
parameters in the simulation parts to get a better key rate.

The Eqgs. (52) and (B8] show us an important fact that if a single photon count is an even-count, its bit-flip error
rate definitely is 1/2, whether Eve attacks it or not. This is different from the case of odd-counts, where the bit-flip
error rate is 1/2 only if Eve attacks all the key bits with his optimal attack strategy. And we show that this fact holds
for any k—photon counts in Supplementary materials. In fact, we can assume Eve’s attacks introduce ezdd bit-flip
error rate of the odd-counts, and we have

1
arep™ + §5k = €k (17)
which implies S < 2ex. Thus we have 3(Q — egr.) < 2FEQ, which implies
2EQ
>1— — 18
“= Q - esrc7 ( )

if Q—egre > 0.
Combine Eqgs. ([3)-(I0) and we could get the final key rate with observable values of experiment. Finally, we have
the following formulas of final key rate

LR = max min{v max[R;(«),0] + (1 — ) max[Ra(«), 0]},

™
2EQ
g 1—-————<a<l,
i Q — €src o o 0=
Rl (CY) = Oé(Q - esrc)(l - (nt}u

L)
RZ(O‘) = (1 - O‘)(Q - GSTC) fQH

<~v<1
) — fQH(E),
()

(19)



"d Pd f €o oy
40% 1.0 x 1077 1.15 0.5 0.2

TABLE I: List of experimental parameters used in numerical simulations. 74: the detection efficiency of Bob’s detectors; pq:
the dark counting rate of the Bob’s detectors; f: the error correction inefficiency; eq: error rate of the vacuum count; ay: the
fiber loss coefficient (dB/km).

FEq m Qmin o ¥ L Nth R
1.5% 8.89 0.97 0.97 1.0 93 19 412 x107°
3.0% 6.02 0.94 0.94 1.0 97 15 2.50 x 1075
6.0% 2.35 0.87 0.87 1.0 96 9 7.52 x 107°
10.0% 0.54 0.79 0.79 1.0 97 5 5.42 x 1077

TABLE II: List of optimal parameters and the corresponding key rate in different miallignment-error probability, F4. Here,
we set the distance between Alice and Bob is 100 km, and p: the intensity of the phase-randomized weak coherent state pulses
train; amin: the min value of « constrained by Eq. ([I8); aest: the optimal value of o according to our optimized algorithm; ~:
the accounts of the part that the error correction is based on Alice’s data, and defined in Eq. (I3]); L: the length of the pulses
train; n:,: the boundary of tagged and untagged photons; R: the final key rate.

Numerical Simulation We then show some numerical results and compare with the results of RRDPS with PNR
detectors |21]. To clearly show the advantage of our method, we assume the properties of Bob’s yes-no detectors
and PNR detectors including the repetitive rate, detection efficiency and dark counting rate, are the same. Besides,
we assume the PNR detectors could discriminate the single photon from zero, two or more photons perfectly. The
performance parameters of the detectors and other experiment devices are list in Table. [l We use the linear model
to simulate the observed values of the counting rate, @, and error rate, F, of the L-pulses train, and the detailed of
our numerical simulation method are shown in the Supplementary materials.

We list some optimal parameters and their corresponding key rate under different misalignment-error probability,
E,4, in Table. [[Il Here we set the distance between Alice and Bob is 100 km. The data in Table. [[Il show that the
while Ey = 1.5%, 3.0%, 6.0%, 10.0%, optimal v = 1 and apest = Qmin, Where aun, is the min value of a constrained
by Eq. (I8) and apes: is the optimal value of o according to our optimized algorithm. This implies that we can always
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FIG. 2: The key rates of the original RRDPS with PNR detectors and our protocol with yes-no detectors versus the distance
between Alice and Bob. The green line is the decent degree of the RRDPS with yes-no detectors compared with the key rate
of RRDPS with PNR detectors. Here we set the misalignment-error probability, Eq, as 1.5%.



sety=1landa=1-— sz; ?TC in the key rate formula of Eq. (85). Besides, we have the following fact that:
max min{y max[R; (a), 0] + (1 — ) max[Rz(«), 0]}
vy (o7

2EQ
>Ri(1l— ————
- 1( Q_esrc

where « is in the range constrained by Eq. (83]). Thus without comprising the security, we can rewrite the formula of
key rate in Eq. (85) as

)’

LR =[(1=2E)Q — esrel[l = ¢(nen, L)] — fFQH(E). (20)

And in general case, the key rate calculated by Eq. (20) is the same as Eq. (88]) with the same experiment conditions.

Fig. 2 shows the key rates of the original RRDPS with PNR detectors and our protocol with yes-no detectors
versus the distance between Alice and Bob, where we set the misalignment-error probability, Eg, as 0.015. The blue
solid line is the results of RRDPS with PNR detectors and the red dashed line is the results of RRDPS with yes-no
detectors. Those two line is almost overlapped except the tail of the lines. The green solid line is the decent degree of
the RRDPS with yes-no detectors compared with the key rate of RRDPS with PNR detectors, which clearly shows
that their key rates differ less than 10% with the distance of Alice and Bob range in 0 — 175 km. This results are
intuitive since the formula of key rate with PNR detectors proposed in Ref. [21] is

LRPNR = (Q - GSTC)[I - (b(nth, L)] - fQH(E) (21)

The only difference between Eq. (20) and Eq. 21 is the coefficient, 1 — 2F, of Q. Thus the results of RRDPS with
yes-no detectors and PNR detectors are almost the same if the bit-flip error rate E is small.

Conclusion We present a protocol for RRDPS with yes-no detectors and the upper bounds of mutual information of
Alice and Eve, and Bob and Eve as shown in Eq. [II)). We present the formula of key rate of RRDPS with yes-no
detectors by Eqgs. (85) and (20). Our main idea is to divide all counts into two classes, the counts due to the odd
number photons incident to the detectors and the counts due to the even number photons incident to the detectors.
The fact that the bit-flip error rate of the later class is certainly 50% makes it possible for us to perform a tightened
estimation of the upper bound of the leakage information. The major advantages of the original RRDPS protocol,
the realization simplicity without bases switching and the source side-channel-free property hold in our protocol. The
simulation results show that the key rate of RRDPS with yes-no detectors is close to that of RRDPS with PNR
detectors.

I. SUPPLEMENTARY MATERIALS
II. THE UPPER BOUND OF LEAKAGE INFORMATION IN THE SINGLE-PHOTON CASE

As shown in Figure. Bl Alice first prepares a train of L pulses and randomly modulate their phases. If Alice’s source
is single-photon source, the state she finally prepares is

1 & .
W)g = ﬁ;(—l)’“lw, (22)

where |i) denotes there is one photon in the ith pulse and k; is randomly 1 or 0. Inspired by the method of evaluating
the upper boung of leakage information in Ref. [21], Eve’s optimal collective attack can be given by the following
equation for the state shown in Eq. (22)):

e'ue| |6000 ZZCZJn|nj |6’Lj’n, (23)

n=0 j=1

where |egoo) is the initial state of Eve’s ancilla bits; |e;;,) is the final state of Eve’s ancilla bits after attacking and |n;)
denotes there are n photons in location j. The coefficient ¢;;,, satisfies Y~ Zle lcijn|? = 1. After Eve’s attacking,
the state of Alice and Eve (unnormalized) is

V)ap = Z Z Z Cwn|”J leijn)- (24)

n=0 i=1 j=1
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FIG. 3: Experiment set-ups of RRDPS. Alice first prepares a train of L pulses and randomly modulates their phases. Then
Alice sends this L-pulses train to Bob, and Bob performs interference measurement to the incoming pulses. If this L-pulses
train causes a count, Bob will announce the location of this counts {a,b}.Bob records the measured phase difference as his
sifted key bit Sp and Alice records Sa = kq @ kb as her sifted key bit.

Through Bob’s detection set-up, the state of Eq. ([24]) is involved into

di"
- (=1 Cijn 0), (25)
2 o
= S () g =l o+l df - )" I0) = (Wi, (26)
ijn 2 \/—
where ¢;jn, = ¢ijnl€ijn) and r is randomly chosen from 1,2,...,L — 1.

A. The mutual information of Alice and Eve

We first consider the upper bound of mutual information of Alice and Eve, I4g. If only one of Bob’s detectors
responses in location k, then only the states with superscript j = k —r or j = k account. We denote a = k — r and
b = k, the density matrix of Eve’s ancilla bits is

= 5 TP G+ T G PSR G e DO G en

2 2

where P(|z)) = |z)(x|. The first part of Eq. (27 is caused by detector Dy, and the second part is caused by detector
Dy. We find that the upper bounds of I4g for the case n =1,3,5,... or n = 2,4,6, ... are totally different. Here we
call the counting event of n = 1,3,5,... as odd-count and the counting event of n = 2,4,6,... as even-count.

1. The mutual information of Alice and Eve with odd-count

If the single photon pulses train causes an odd-count, the density matrix of Eve is
) Czan (_1)]%/511771
= 3 ey G pyyn (1 29
n=0dd i i

The value of k;, (i # a,b) is randomly 0 or 1, thus we can average p29¢ with random k;, (i # a,b) to simplify the
calculation. We denote

- kigian - kigin
iyt = Py TGy pyym (E G (29)



and then we have

C _ k?iE.
=y X 3 (P St py SR

j#ab k;j=0,1 i i

(—1)kag, (—1)ke, (—1)kag, (—1)kg c? (30)
- aan - ban - abn bbn zan ibn
=P P P an o p ibn .
o P + 3 A2 Plean) + 22 P(lewn))}
i#a,b
If ko @ Ky = 0, p&° will be
a,b vaaan Eban Eabn Cbbn zan Cibn
i = Plosen 4 Do)y p 3 (8 Pllein)) + 2 Pllean)) (31)
i#a,b
if ko @ ky =1, p®° will be
~ ~ ~ 2
a,b Caan Cban Cabn Cbbn zan Cibn
i = P Sony o pplabe Sy S (e p(ley,,) + B2 P(le) ), (32)
i#a,b
The mutual information of Alice and Eve if Bob announce {a, b}, I a’b, could be calculated by the Holevo bound
AE y
I5h < SIS so—(h + i) - 5810 3 )= 381o— 3 el (33)
AE —= 2Qab pO,n pl,n 9 Qab pO,'n, 2 Qab pl,'n, .
n=odd n=odd n=odd
Without compromising the security [21l], we can assume
<€ijn|eklm> - 5ik5jl5nm- (34)
Then we could get the upper bound of If"g
c? c? c? 02 2.+t 2. +c
" Ia,b < aanl aan banl “ban aan banl aan ban
Qavlyp _n%d( an Log2= — —itloge= B + T 0g2 =
2 2 2 2 2 2
Cabn Cabn bbn cbbn Cabn + Chbn Cabn + Chbn
—anj — lo l 35
g 092 T Ty R T 02T > (35)
cian cl27an bbn Cibn
= D lp(=gem, an) + p(22, =22,
n=odd
where
Z Z zan zbn (36)
n=odd 1
p(x,y) = —zlogrr — ylogz(y) + (z + y)logz(z + y) (37)
2
If we denote pfj = odd Ci%, with the concavity of ¢(x,y) and Jensens inequality, we have
QuvIi5 < ¢(DaasPha) + (P Py) (38)
where
Quv = > (Pl +13) (39)

i

The Eq. (B8)) is the same as Eq. (7) of the security proof in the single-photon case of Ref. |21]. The upper bound of



194 i

Igg'd _ Za<b Qabl,?g
Za<b Qab
Dt P(Paas Pha) + 0(0hy P2y)
Za<b Qab
(X0t Paa + Dips 2t Pia T Pas) (40)
> ach Qab
. el(L-1) Zipzziv Zi;ﬁj p?j]
(L - D pi + Zi;ﬁj pzzj)
_ (L = Dy, 2o

(L - 1)(171 + I2)7

IN

IN

where 21 = 37, pj; and zo = 37, p};. By maximizing the value of % for all 1 > 0 and x5 > 0, we could

get the upper bound of Iggd.

2. The mutual information of Alice and Eve with even-count

In this part, we want to prove that if the single-photon pulses train causes an even-count, Eve will have all
information of Alice’s raw key bits. Or in other word, the supremum of IF%" equals 1. According to Eq. 1), if n is

an even number, the density matrix of Eve’s ancilla bits will be

pp= Y0 (PIY (-1 S g (ke Sy, (a1)

n=even [ [

We set ¢;jn, =0if n# 2 or ¢ # j, and ¢;;2 = ¢. Then pg will be the following simple form

»Eaa vabb
PE = P[(—l)’“T2 + (—1)’“*’72]- (42)
If ko @ ky = 0,
0 _ pjlea2 | o 43
Pp = Pl=~+ =] (43)
If ko @ kp = 1,
1 _ pileaz _ G2y 44
rE =Pl 1) (44)

The mutual information of Alice and Eve if Bob announce {a, b}, IZ’g, could be calculated by the Holevo bound

. 1 1.1 1.1
Ity < S[m(ﬂ% +pp)] — 55[@9%] - 55[@@?] =1, (45)

even

where Qb = %. Here we use the orthogonality condition Eq. (34]). Thus the upper bound of I§)5" is

a,b
IOdd _ Ea<b QabIAE S 1. (46)

AE —
Za<b Qab
FEven

The only inequality we use here is Holevo bound, thus the supremum of I/5*" equals 1.
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3. The mutual information of Bob and Eve

If the single photon pulses train causes a count in detector Di, the density matrix of Eve is

por = Z Pl Z C;‘;” + Z(—l)’ﬂ'g%]. (47)

%

If the single photon pulses train causes a count in detector Dy, the density matrix of Eve is

=27 Z R Z -1y, (48)

Dy Do

It is easy to see that pp' and py* are the same if n is even, which means Eve can not distinguish whether an even-
count is caused by D; or Ds at all, thus I5%" = 0. Different from the situation of 192 this result need not the
average of random phase and orthogonahty assumption Eq. (34). Similar to the case of mutual information of Alice
and Eve with even-counts, we want to prove that if the single-photon pulses train causes an odd-count, Eve will have
all information of Bob’s raw key bits. If n is odd, pgl and p% will be

pgl _ Z P[Z( k Czan +Z k Czbn (49)
n=odd %

P =3 P (1) Cﬂ—z ki G (50)
n=odd i

1

If we set c;jn, =0if n# 1 ori# j, and ¢;s1 = c, pg and p% will be

PRt = P[El y (~1ykathn D0L) pDe  poacl _(qykathy L] (51)
2 2 2 2
Since the states of pEl and pD 2 with assumption Eq. (34]) are two orthometric pure states, Ig’g < 1. And thus

Igdd < 1.

IIT. THE UPPER BOUND OF LEAKAGE INFORMATION IN GENERAL CASE

In this part we want to evaluate the upper bound of leakage information in general case. We have shown that if
the single-photon pulses train causes an even-count, the mutual information of Alice and Eve is up to 1, and if the
single-photon pulses train causes an odd-count, the mutual information of Bob and Eve is up to 1. Honestly speaking,
this is a trivial conclusion, thus we will focus on the upper bounds of mutual information of Alice and Eve if the pulses
train causes an odd-count and the mutual information of Bob and Eve if the pulses train causes an even-count. Same
as the method in Ref. |21l], we will prove this in two cases, N is an odd number and N is an even number, where N
denotes Alice sends out a N-photons L-pulses train. We assume N < L/2 in this part.

A. The upper bound of leakage information if N is an odd number

If Alice prepares a N-photon L-pulses train where N is an odd number, the state will be

W)a =Y (=DFalin) + > (=D)Fatretha)ijig) + ..+ > (—1)kinthizthigtothin i dogg i),

i1 i1 <i2<i3 i1 <i2<iz<--<iN
(52)
where |i1i2i3 - - i) represents a sum of all states that there are odd number photons in the i1,142, 13, ..., ix-th pulses
and there are even number photons in the other pulses of the L-pulses train, for £ = 1,3,5,..., N. Eve’s optimal
collective attack can be given by the following equation for the state shown in Eq. (B2)):
Ueve|7;1i2i3 . |eanczlla Z Zczlzg zktn|nt |ezlzg zktn> (53)

n=0t=1
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and we denote
Civig-igtn = Civigeigtn|€irio-iptn) (54)

for k=1,3,5,...,N. Then Alice and Eve will share the following entanglement state

oo L
§ § § § k k kq
i Czltn + 11+ 12+ 3 ciligigt’ﬂ + e

n=0t=1 11 i1 <i2<i3 (55)

+ Z (_l)kil+ki2+ki3+m+kiNvai1i2i3'“iNtn ] |nt>

11<12<13<- <IN

Further, we denote

- E ki, ~ E kiy+kigtkig E kiy tkigtkig+-+kiy >
Ctn = (_1) LCiytn + (_1) ' 2 3Ciyigiztn +oee (_1) ! 2 3 N Ciyigig-intn;
] 11 <12<13 11 <i2<iz3<--<In

(56)

Through Bob’s detection set-up, the state of Eq. (B8 is involved into

oco L
‘I’>AE = Z Z vatn|nt> (57)

n=0 t=1

d“‘ K
— Z Ctn (58)
- Z Ctn t+r + et+r +d] — e))m|0) = [w)depeet (59)

If only one of Bob’s detectors responses in location k and we denote a = k — r,b = k, the density matrix of Eve’s
ancilla bits is

= 2 S P Can + Eon) + Plen + (<1} (60)

The first part of Eq. (60]) is caused by detector Dy, and the second part is caused by detector Do. It is easy to see that
those two parts are the same if n is an even and thus I£%"(N)=0. If n is odd, we have the following consideration
to evaluate the upper bound of mutual information of Alice and Eve.

PE = Z P(Ean) +P(Ebn) (61)
n=odd
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We first transform P(Cu,) and P(¢y,) into

P(¢un) :P{Z(_l)kilalan+ Z (—1)kunthiathig o
i1 11 <t2<13
+ Z (_1)]%1+ki2+ki3+m+kiNEi1i2i3”'iNan}
11 <t <iz<--<iN
=P{(=1)*Cpan + (=1)"Chan
+ Z (_1)ki[a1an+ (_1)ka+kb5i1aban]
7;175(1717
+ Y (DR ()R8 aan + (< 1) C saban]
i1 <i2,i1,i27#a,b
+ Z (_l)ki1+ki2+ki3 [(_1)ka+kbgi1i2i3aban+Ei1i2i3an] (62)

11 <i2<i3
i1,92,i37#a,b

+ Y (R tRe R ()R aan + (1) G i iaban]

i1 <ip <iz<iq

i1,92,13,547a,b
+ ..

Z kiy +hig +hig 4tk ko ko

+ (_1) e s zNil[(_l) “Ciyigig-in _10an T (_1) bcilizismiz\lflban]

11 <t2<iz<--<iN_1

k. k k e k ~
E (_1) i1 TRiy+Eig++ ZNci17;27;3"'7:Nl1’ﬂ

11 <ig<ig<--<in
11,02, N #a,b

The value of k;, (i # a,b) is randomly 0 or 1, thus we have

P(@an) = Pl(—=1)*Caan + (=1)*Can] + D Pléi,an + (—1)" %, apan]
il;éa,b
+ > PUDCinarn + (1) Caban] + Y Pl=DP T i aban + Ciigan]

i1 <ig,i1,i27#a,b i1 <i2<is
i1,i2,i37#a,b

+ Z P[(_l)kaa1i2i3i4aan + (_1)kbgili2i3i4ban] + ......

11 <tz <iz<ig (63)
i1,12,13,1470a,b
+ Z P[(_1)ka5i1i2i3mizv71aan + (_1)kbgi1i2i3mizvf1ban]

11 <i2<ig<-<iN_1
11,82, iN —17a,b

+ E P(Ciyigiy-inan)
11 <ig<ig<--<in
11,02, AN Fa,b
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Similarly, P(¢yy,) could be transformed into the following form

P(Ebn) = P[(—l)kagabn + ( 1)kbcbb ] + Z P[gilbn + (—1)k“+kba‘1abbn]
il;éa,b
+ Z P[(_l)ka5i1i2abn + (_1)kbgi1i2bbn] + Z P[(_l)kaJrkbgiliﬂsablm + giliziab"]

i1 <iz,i1,i27#a,b i1 <ig <13
i1,12,i37a,b

+ Z P[(_l)kaalizisizlabn + (_1)kba1i2i3i4bbn] .o

71 <12 <i3 <l4 (64)
11,12,13,i4Fa,b
+ Z P[(_l)kaaliﬂsmh\ulabn + (_1)kbfcvi1i2i3---i1vflbbn]

i1 <i2<iz<--<IiN_1
1,02, N —17a,b

+ Z P(Eiliﬂs'“iNlm)
11 <i2<iz<--<iN
11,02, iNFa,b
We denote pg as pQE if kg ® ky =0 and pg as p}E if kg @ kp = 1, thus the mutual information of Alice and Eve if Bob
announces {a, b}, [%} is

5%, < Slza— (s + pb)] - SSILE| - LS(2E] (65)
4 = 2Qa PeTrE Q' 27 Qu”
where
Qab = Z [Z('alan|2+|a’1bn|2)+ Z (|6i1i2i3a77,|2+|a17:27:3bn|2)+. Tt Z (lgilizis"'iNlln|2+|Ei1i2i3"'ian|2)]'
n=odd i1 i1 <tz <ig 11 <t2<i3<--<in
(66)
We denote p? ;i it = Yon—odd |Ciriziz-—intn|” Where & =1,2,3,..., N. And the upper bound of Isp is
IAE :Za<b Qab[jﬁ%
Ea(b Qab
>~ Z Z |Caan| + |Cbbn|2 |Cabn| + |Cban| )
Za<b Qab a<bn=odd
+ Z |Czlan| + |C’len| |Ci1aban|2 + |Ei1abbn|2)
i1#a,b
+ Z <P(|gi1i2aan|2 + |gi1i2bbn|27 |Ei1i2abn|2 + |a1i2ban|2)
11 <i2,i1,i27#a,b
+ Z go(|gi1i2i3an|2 + |a1i2i3bn|27 |Ei1i2i3aban|2 + |Ei1i2i3abbn|2) + """
st ab (67)

+ Z <p(|gili2i3"'iN—laan|2 + |a1i2i3“'iN—1bbn|27Ei1i2i3"'iN—labn|2 + |Ei1i2i3---iN,1ban|2)]
11 <t2<i3<-<IN-1
1,82, iN —17a,b

1
= Z Q Z[ (pga + pl%bvpgb + pl%a) + Z Sp(pzzla + pzzlbupzzlaba +p121abb)
a<b wab i17a,b

2 2 2 2 2 2 2 2
+ Z (Piyizaa + Diyisbbs Pivisab T Piyigba) + Z P(Piisisa T Pivigiabs Pivisisaba T Piyigigabb)

i1 <i2,i1,i27#a,b 11 <12<13
i1,i2i37#a,b

2 2 2 2
+.o.o E Sﬁ(pilizig---m,laa F Divinis-in_10bs Piyigis-in_1ab +pi1i2i3""iN—lba)]'
11 <i9<i3<--<iN—1
1,02, ,iN—17a,b
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As shown in Eq. (44) of supplementary note of Ref. |21l], we have the following mathematical identities

S Pkl =(L-1)> p,
i1

a<b i

N Pl AD =D Y Phi

a<b i1 dpFir

Z Z plzla +p121b = (L - 2) Z Z plzliz

a<biiF#a,b i1 o741

Z Z Piieina + Prrigeiny = (L —k = 1) Z Z Prineint
a<b ’L‘1<’L‘2<i'~<ik 11 <t <--<bp tF#01,02,...,0k

i1,12,...,i Fa,b

T2

2 2 _ 2
E E Diyig-ipaba + Pivig-ipaby = (K +1) E E Diyig-ipyat
a<b i1 <izg<--<ip 11 <tg< - <bpto t=1
01,02,...,ip7a,b
Th+2

2 2 _ 2
E E Divigeipsiraa T Piyigeip oo = (L — Kk —2) E E Diyinipyat
a<b i1<ia<-<ipi1 i1 <t < - <ipyo t=ti1

11,42,k +17a,b

Z Z pzzli2~~~ik+1ab +p121i2---ik+1ba =(k+2) Z Z plzlig---ik+2t7

a<b i1 <iz<-<ip41 i1 <ip<-<ipyo2 tFi1- ,ipy2
01,82,k +170,b

where £ =1,3,5,...,N. And we define

— E 2
xr1 = pilil
i1
—_ E 2
T2 = pil’iQ

i1 #£42

i
2
E E Pirig-vipt

11 <ig<---<ip t=i1

_ 2
Lr+1 = E E Dijig-ipt

i1 <tg < - <bp tF01,...,0k

T

It is easy to check ), Qap = (L — 1)(z1 + 22 + - - - + xn41). With the concavity of ¢(z,y) and Jensens inequality,

we have

Liy < S Pl = K)o k]
- (L-1)Y a7

(68)

By searching the maximum value of Eq. (68) in non-negative spaces,we could get the upper bound of I45.

B. The upper bound of leakage information if N is an even number

If Alice prepares a N-photon L-pulses train where N is an even number, the state will be

where |i1i2i3 - - - i) represents a sum of all states that there are odd number photons in the i1,19, i3, . .

|\I/>A :|i1> + Z (_1)]%1 +kiy |i1i2> + Z (_1)k¢1+ki2+k13+ki4 |i1i2i3i4> 4.

11 <i2 11 <t2<13<%4

+ Z (_1)ki1+ki2+ki3+“'+kiN|,L'1,L'2i3. "iN>7
11 <t <tz < <IN

(69)

., ix-th pulses

and there are even number photons in the other pulses of the L-pulses train, for k = 2,4,6,..., N. And [i1) represents
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a sum of all states that there are only even number photons in any pulse. Similarly to Eqs. (53) and (&4), Eve’s
optimal collective attack is

co L
Ueve|7;17;2 : |eanczlla Z Z Ciiig-- 1ktn|nt (70)

n=0 t=1

for k=1,2,4,6,...,N. And similarly to Egs. (53)-(G0), if only one of Bob’s detectors responses in location k and we
denote a = k — r, b = k, the density matrix of Eve’s ancilla bits is

5 S AP Gan + o) + Plean + (1)) ()

The first part of Eq. ([{1]) is caused by detector D1, and the second part is caused by detector Do. It is easy to see
that those two parts are the same if n is even and thus IE%"(N)=0. If n is odd, we have the following consideration
to evaluate the upper bound of mutual information of Alice and Eve.

PE = Z P(Ean) +P(Elm)a (72)
n=odd
where

P(Can) =P{Can + Y (1) tke panlivie) + Y (“)Fnthethathug o anlivisizia) + -

i1 <1z i1 <ip<i3<i4
+ Z (—1)kinthip kit thing, oo inan|itiziz - in)}
i1 <i2<iz<-<iN
:P{Eilan + (_1)ka+kbgaban
+ Z (_1)/%[(_1)16@*51_1(“1” + (_1)kba1ban]
il;éa,b
+ Z (_1)]%1 hig (Eiligan + (_1)ka+kb5i1i2aban)

i1 <dz,i1,da7#ab (73)
+ ) (FDRe R RS (1R i + (= 1) Cigigban] + -
i1 <i2<i3
11,192,137 a,b
+ Z (_1)kil+ki2+m+kiN71 [(_1)kafcvi1i2"'iN71aan + (_1)kbfcvi1i2"~i1v71ban]
i1 <ip<iz<--<iN-—1
'Ll,i2,...iN71;£a,b
+ Z (_1)ki1+ki2+m+kiNvai1i2'“iNan}
i1 <ig2<ig<-<iN
il,i2,...iN;éa,b
The value of k;, (i # a, b) is randomly 0 or 1, thus we have
P(gan) :P[Eilan + (_1)ka+kbgaban] + Z P[(_l)kagilaan + (_1)kbgi1ban]
il;éa,b
+ Z P[gilhan + (_1)ka+kbgi1i2aban] + Z P[(_l)ka5i1i2i3aan + (_1)kbgi1i2i3ban]
i1 <ig,i1,iaFa,b i1 <ia<i3 (74)
i1,92,i37#a,b
oot Z P[(_l)kaEiIiQ”'iN—laa" + (_1)kb5i1i2---izv71ban] + Z P(Eiliz"'izvan)
11 <tp<i3<--<IN_1 11 <iz<ig<--<in

7:1,7:2,...7;]\771#(1,1) 11 Zz,...ZN;éab
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Similarly,

P(@n) =P[Cison + (=1 ] + > P(=1)"Crabn + (—1)",00n)

7:1750,,17
+ Z P[Elllgbn + (_1)ka+kba1i2abbn] + Z P[(_l)kagiligigabn + (_1)kb5117,27,3bbn]
i1<i2,i1,i27a,b i1 <ip<is (75)
i1,42,i37£a,b
44 Z P[(_l)kagilig---izvf1abn + (—1)kb5i1i2...iN,1bbn] + Z P(Ehizmizvbn)
i1 <ip<iz<--<iN-1 11 <t2<ig< <IN
7;1,7;2,...7:]\[71#(1,{7 il,i2,...iN¢a,b

We denote pzzlizig»»»ikt = odd|Cirisig-irtn|> Where k =1,2,4,6,..., N. And the upper bound of I4f is

b
IAE — Za<b QabIZE
Za<b Qab
= Z Z |Czlan| + |Czlbn|2 |Caban| + |Cabbn| )
Za<b Qab a<bn=odd
+ Z |Cz1aan| + |Cz1bbn|2 |Czlban| + |Cnbbn| )
i1#a,b
+ Z (p(lgilizan|2 + |Ei1i2bn|27 |Ei1i2aban|2 + |Ei1i2abbn|2)
11 <i2,i1,i27a,b
~ 2 2 |~ 2 2
+ Z O(|Ciyigigaan]” F [Civigisbbn |5 |Cirisigabn|” + [Civigigban|~) + oot
inistsab (76)
+ Z <p(|gili2i3"'iN—laan|2 + |a1i2i3“'iN—1bbn|27Ei1i2i3"'iN—labn|2 + |Ei1i2i3---iN,1ban|2)]
11 <i2<13<-<IN_—1
’il,’i2,--- ,iN,l;éa,b
1
Siz 0 Z[%’(pia + D} 4 Daba + D) + Z (D} aa T PFibbs Piba + Pivab)
a<b «ab a<b i1#£a,b
+ Z P(D7 10 + Priabs Phrigath + Piizaba) + Z P07, 1ziaa + Dirinigbts Pirinigab T Pirizigba)
i1 <ig2,i1,i27#a,b i1 <iz<is
i1,i2i37fa,b
+...0 Z sﬂ(pflizig...m,laa+pfﬂzig...m,lbbaP%1i2i3---z‘N,1ab +p121i2i3mm,1ba)]a
i1 <ig<izg<---<IN_1
1,42, ,iN—17a,b
where
Qab = Z [(|Ei1an|2 + |Ei1bn|2) + Z (|Ei1i2an|2 + |Ei1i2lm|2) + Z (|Ei1i2i3i4an|2 + |Ei1i2i3i4bn|2)
n=odd i1 <iz 11 <t2<iz3<iq

+t > (ICiyinisinanl® + [Cirizig-intn|”)]

11 <ip<iz3< <IN
_ 9 2 2 2 2 2
=Dia T Pijp T+ E (Piyisa T Pivigy) + E (Pivisigisa T Pivinisisb)
i1 <io 11 <i2<i3<ia

2 2
+-t Z (D3yia...ina t Piyi...inb)

i1 <tp<ig<-<iN
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As shown in Eq. (54) of supplementary note of Ref. |21l], we have the following mathematical identities

> phatri,=@L-1)> p},,
i2

a<b
i2
§ 2 2 E § 2
Papa +pabb - pi1i2i3
a<b i1 <i2 i3=11
i2
2 2 _ 2
E E Piraa T Pies = (L —2) E E Diyigis
a<biiF#a,b i1 <i2 i3=1%1
2 2 _ 2
E E Divigeina T Piyigeiny = (L —k —1) E E Diyig--ipt
a<b 11 <ig<---<ig 11 <t <--<bp tF£41,02,...,0k
01,02,...,i7a,b
Th+2
2 2 _ 2
E E Diyin-ipaba T Diyigipaby = (K +1) E E Diyig-vigqat
a<b 11 <ig<---<ig i1 <tp<-<lpto t=11
i1,12,...,i 7a,b
Qg2
2 2 _ 2
E E Divig-vippraa T Piyigeipiq bb = (L—k—-2) E E Diyig-ipyat
a<b i1<iz<-<ip41 i1 <t < - <bpyo t=i1

01,82, 0k +170,b

Z Z plglig'”ik+1ab +p§1i2---ik+1ba = (k+2) Z Z pzzlig---ik+2t’

a<b i1<ia<-<ipi1 i1 <t <-<igy2 tF£iy k42
11,12, .,k +17a,b

where k = 2,4,6,...,N. And we define

_ § 2
Ty = piliz
i
i2
_ 2
T2 = E E Piyigis

i1 <tz i3=11

ik
_ 2
T = E E Piyigeipt

1 <tp <. <ip t=i1

_ 2
Tp4+1 = g E Piio it

11 <to<- <bp tF41,...,0k

It is easy to check Y, Qap = (L — 1)(z1 + 22 + - - - + xn41). With the concavity of ¢(z,y) and Jensens inequality,
we have

< Yooey (L = B)a, kg
O VD SR T
By searching the maximum value of Eq. ({8) in non-negative spaces,we could get the upper bound of I4g. Eq. (G8)

and Eq. ([[8) are actually the same, i.e., the expression of I4g is just Eq. ([8) whether N is an odd number or even
number.

Isg (78)
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IV. THE SIMULATION MODEL OF RRDPS WITH SINGLE PHOTON DETECTORS

If Alice prepares the L-pulses trains with phase-randomized weak coherent state source with intensity p and Bob’s
detectors are single photon detectors in RRDPS, the counting rate and error counting rate [21] are

_ )2L72r716*(L*7")77#/L (WIU/L —+ 2pd), (79)

)—‘

i*M‘
h h

- (1 o pd)2L72T7167(L7T)77,U./Lpd' (80)

T#: —

T

~

1

And the error rate is £, = T,,/Q,. The final key rate of RRDPS with single photon detectors is
LR = Q,u(l - fH(E,u)) — €sre — (Q - esrc)¢(ntha L)a (81)

_ ©
where €4 = Zk>nm E—=— and

% o((L — k)xy, k)
o(N,L) = max k=1 , (82)

1,225, TN 41 L—-1

N+1
and S0 oy = 1.

V. THE SIMULATION MODELS OF RRDPS WITH YES-NO DETECTORS

If Alice prepares the L-pulses trains with phase-randomized weak coherent state source with intensity p and Bob’s
detectors are single photon detectors in RRDPS, the counting rate and error counting rate are

L1
L—r Cop_q _nwL—r=1) _nu
Qu=D_ 71 -pa* e T 1= (1= pa)e ¥, (83)
r=1
g SR (L=7)
T, = T 1pd(1 —pa)?tr e T (84)

r=1

Egs. ([60) and (71 clearly show that the bit-flip error rate of even-counts is 0.5 no matter what Eve does. And thus
the final secure key rate is

LR = max min{v max[R;(«),0] + (1 — ) max[Ra(«), 0]},

By
st. 1— ﬂ <a<l 0<~<1

L. Q — eSTc = —_ ) — 7 — ? (85)
Rl(a) = O‘(Q,u - esm)(l - ¢(ntha L)) - fQuH(E,u)v

Ra(a) = (1 - O‘)(Qu — €sre) — fQ,uH(Eu)a
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