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Abstract

Motivated by recent distributed systems technology, Aguilera et al. introduced a hybrid model
of distributed computing, called message-and-memory model or mé&m model for short [1I]. In this
model, processes can communicate by message passing and also by accessing some shared memory
(e.g., through some RDMA connections). We first consider the basic problem of implementing an
atomic single-writer multi-reader (SWMR) register shared by all the processes in m&m systems.
Specifically, we give an algorithm that implements such a register in m&m systems and show that
it is optimal in the number of process crashes that it can tolerate. This generalizes the well-known
implementation of an atomic SWMR register in a pure message-passing system [5]. We then combine
our register implementation for m&m systems with the well-known randomized consensus algorithm
of Aspnes and Herlihy [4], and obtain a randomized consensus algorithm for m&m systems that
is also optimal in the number of process crashes that it can tolerate. Finally, we determine the
minimum number of RDMA connections that is sufficient to implement a SWMR register, or solve
randomized consensus, in an m&m system with ¢ process crashes, for any given t.

1 Introduction

Motivated by recent distributed systems technology [111 [12} 20} 211, 27, [3T], Aguilera et al. introduced a
hybrid model of distributed computing, called message-and-memory model or mém model for short [I].
In this model processes can communicate by message passing and also by accessing some shared memory.
Since it is impractical to share memory among all processes in large distributed systems [9] 22} 23] B3],
the m&m model allows us to specify which subsets of processes share which sets of registers. Among
other results, Aguilera et al. show that it is possible to leverage the advantages of the two communication
mechanisms (message-passing and share-memory) to improve the fault-tolerance of randomized consensus
algorithms compared to a pure message-passing system.

In this paper, we first consider the basic problem of implementing an atomic single-writer multi-
reader (SWMR) register shared by all the processes in m&m systems, and we give an algorithm that is
optimal in the number of process crashes that it can tolerate. This generalizes the fundamental ABD
algorithm of Attiya, Bar-Noy, and Dolev that implements an atomic SWMR register in a pure message-
passing system [5]. We then combine our register implementation for m&m systems with the randomized
consensus algorithm of Aspnes and Herlihy [4], and obtain a randomized consensus algorithm for mé&m
systems that is also optimal in the number of process crashes that it can tolerate. We now describe our
results in more detail.

A general m&m system Sy, is specified by a set of n asynchronous processes that can send messages
to each other over asynchronous reliable links, and by a collection L = {S4,Ss,...,S,} where each S;
is a subset of processes: for each S;, there is a set of atomic registers that can be shared by processes in
S; and only by them. Even though the m&m model allows the collection L to be arbitrary, in practice
hardware technology imposes a structure on L [9,[22]: for processes to share memory, they must establish
a connection between them (e.g., an RDMA connection). These connections are naturally modeled by an
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undirected shared-memory graph G whose nodes are the processes and whose edges are shared-memory
connections [I]. Such a graph G defines what Aguilera et al. call a uniform m&m system S¢, where each
process has atomic registers that it can share with its neighbours in G' (and only with them). Note that
S¢ is the instance of the general m&m system Sy, with L = {S1, Se,...,S,} where each S; consists of a
process and its neighbours in G. Furthermore, if G is the trivial graph with n nodes but no edges, the
m&m system Sg that G induces is just a pure message-passing asynchronous system with n processes.

We consider the implementation of an atomic SWMR register R, shared by all the processes, in both
general and uniform mé&m systems. For each general m&m system Sy, we determine the maximum
number of crashes ¢, for which it is possible to implement R in Sy: we give an algorithm that tolerates
tr crashes and prove that no algorithm can tolerate more than ¢; crashes. Similarly, for each shared-
memory graph G and its corresponding uniform m&m system Sg, we use the topology of G to determine
the maximum number of crashes tg for which it is possible to implement R in S¢. By specifying ¢t in
terms of the topology of GG, one can leverage results from graph theory to design m&m systems that can
implement R with high fault tolerance and relatively few RDMA connections per process. For example,
it allows us to design an m&m system with 50 processes that can implement a wait-free R (i.e., this
implementation can tolerate any number of process crashes) with only 7 RDMA connections per process;
as explained in Section [4] this is optimal in some precise sense.

We then show how to solve randomized consensus in m&m systems with optimal fault-tolerance[l]
This algorithm is derived in a simple way: we just substitute the atomic SWMR registers used by a known
randomized consensus algorithm with our implementation of such registers for m&m systems. It is not
obvious, however, that one can always obtain a correct randomized consensus this way: it was recently
shown that replacing the atomic registers of a randomized algorithm with register implementations that
are only linearizable may kill the termination property of that algorithm against a strong adversary [15].
So here we use a specific randomized consensus algorithm, namely the one by Aspnes and Herlihy in [4],
because it was shown that this algorithm works against a strong adversary even with regular registers [16].

We conclude the paper by determining the minimum number of RDMA connections required to
achieve any desired degree of fault-tolerance when implementing SWMR registers or solving consensus
in uniform mé&m systems. Note that without any RDMA connections, i.e., in a pure message-passing
system, one can implement a SWMR atomic register, and solve randomized consensus, for up to [5] —1
process crashes (where n is the number of processes). We show here that the minimum number of RDMA
connections required to tolerate ¢t > [4] — 1 crashes in a uniform m&m system is simply ¢.

An important remark is now in order. In this paper we consider RDMA systems where process crashes
do not affect the accessibility of the shared registers of that system. This is the case in systems where
the CPU, the DRAM (main memory), and the NIC (Network Interface Controller) are separate entities:
for example, in the InfiniBand cluster evaluated in [30], the crash of a CPU, and of the processes that
it hosts, does not prevent other processes from accessing its DRAM because it can use the NIC without
involving the CPU; see also [9, [12] [35].

2 Model outline

We consider m&m systems with a set of n asynchronous processes Il = {p1, ps, ..., p,} that may crash.
To define these systems, we first recall the definition of atomic SWMR registers, and what it means to
implement such registers.

2.1 Atomic SWMR registers

A register R is atomic if its read and write operations are instantaneous (i.e., indivisible); each read
must return the value of the last write that precedes it, or the initial value of R if no such write exists.
A SWMR register R is shared by a set S CII of processes if it can be written (sequentially) by exactly
one process w € S and can be read by all processes in S; we say that w is the writer of R [26].

2.2 Implementation of atomic SWMR registers

As in [5], we are interested in implementing atomic SWMR registers. By implementation, we mean a
linearizable implementation of such registers, as we now explain. In an object implementation, each
operation spans an interval that starts with an nvocation and terminates with a response.

IThis algorithm tolerates more failures than the one given for m&m systems in [I].



Definition 1. Let o and o' be any two operations.
e o precedes o’ if the response of o occurs before the invocation of o'.
e 0 is concurrent with o if neither precedes the other.

Roughly speaking, an object implementation is linearizable [17] if, although operations can be con-
current, operations behave as if they occur in a sequential order (called “linearization order”) that is
consistent with the order in which operations actually occur: if an operation o precedes an operation o,
then o is before o’ in the linearization order (the precise definition is given in [I7]).

It is well-known that linearizable implementations of atomic SWMR registers are characterized by
two simple properties. To define these properties, assume, without loss of generality, that the values
successively written by the single writer w of a SWMR register R are distinct, and different from the
initial value of RE| Let vy denote the initial value of R, and vy denote the value written by the k-th write
operation of w. We say that a write operation w immediately precedes a read operation r if w precedes
r, and there is no write operation w’ such that w precedes w’ and w’ precedes r. An atomic SWMR
register implementation is linearizable if and only if it satisfies the following two properties.

Property 1. If a read operation r returns the value v then:

e there is a write v operation that immediately precedes r or is concurrent with r, or

e no write operation precedes v and v = vg.

Property 2. If two read operations r and r' return values vy and vy, respectively, and r precedes r’,
then k < k'.

Henceforth, by “implementation of an atomic SWMR register”, we mean a linearizable implementa-
tion of such a register, i.e., one that satisfies the above two properties.

2.3 m&m systems

In this section, we define three types of m&m systems. In all models processes can communicate by
sending messages and also by sharing some objects. In the first model, processes can share objects of
arbitrary types; in the second one, they can share any type of atomic registers (e.g., SWMR or MWMR
registers); and in the third model, they can only share SWMR atomic registers. More precisely, let
L ={51,52,...,5n,} be any bag of non-empty subsets of Il = {p1,pa,...,Pn}-

Definition 2. Uy, is the class of mé&m systems (induced by L), each consisting of:

1. The processes in 11.
2. Reliable asynchronous communication links between every pair of processes in II.

3. The following set of shared objects: For each subset of processes S; in L, a non-empty set of objects
that are shared by the processes in S; (and only by them).

Definition 3. My, is the class of mém systems (induced by L), each consisting of:

1. The processes in 1.
2. Reliable asynchronous communication links between every pair of processes in II.

3. The following set of registers: For each subset of processes S; in L, a mon-empty set of atomic
registers that are shared by the processes in S; (and only by them).

Note that My, includes m&m systems that differ by the type and number of registers shared by the
processes in each S;. Since we are interested in implementing atomic SWMR registers (shared by all
processes in the system), here we focus on an m&m system of M, in which the set of registers shared by
the processes in each set S; are atomic SWMR registers. More precisely, we focus on the m&m system Sy,
defined below:

2This can be ensured by the writer w writing values of the form (sn,v) where sn is the value of a counter that w
increments before each write.




Definition 4. The general mém system Sr, (induced by L) consists of:

1. The processes in 1.
2. Reliable asynchronous communication links between every pair of processes in II.

3. The following set of registers: For each subset of processes S; in L and each process p € S;, an
atomic SWMR register, denoted R;[p|, that can be written by p and read by all processes in S; (and
only by them).

In this paper, for every L, we give an algorithm that implements atomic SWMR registers shared
by all processes in the m&m system Sp, and we show that this algorithm is optimal in the number of
process crashes that can be tolerated. In fact we prove a stronger result, any algorithm that implements
such registers in any m&m system in Uy, (where processes can shared arbitrary object, not just registers)
cannot tolerate more crashes.

Without loss of generality we assume the following:

Assumption 5. The bag L = {S1,52,...,Sn} of subsets of Il = {p1,p2,...,pn} is such that every
process in 11 is in at least one of the subsets S; of L.

This assumption can be made without loss of generality because it does not strengthen the system
Sy, induced by L. In fact, given a bag L that does not satisfy the above assumption, we can construct a
bag that satisfies the assumption as follows: for every process p; in II that is not contained in any S; of
L, we can add the singleton set {p;} to L. Let L’ be the resulting bag. By Definition above, adding
{pi} to L results in adding only a local register to the induced system Sy, namely, an atomic register
that p; (trivially) shares only with itself. So Sy is just Sy, with some additional local registers. Note
that a pure message-passing system (with no shared memory) with n processes p1,pa, ..., p, is modeled

by the system Sy, where L = {{p1}, {p2},...,{pn}}-

2.4 Uniform m&m systems

Let G = (V,E) be an undirected graph such that V' = TI, i.e., the nodes of G are the n processes
P1,P2, .., P of the system. For each p; € V, let N(p;) = {p; | (pi,pj) € E} be the neighbours of p; in
G, and let N*(p;) = N(p;) U {pi}.

Definition 6. The uniform mém system Sg (induced by G) is the mé&m system Sp where L =
{Sl, 527 ey Sn} with Sz = N+(pl)ﬁ

The graph G induces the uniform m&m system Sg where processes can communicate by message
passing (via reliable asynchronous communication links), and also by shared memory as follows: for each
process p;, and every neighbour p of p; in G (including p;) there is an atomic SWMR register R;[p] that
can be written by p and read by every neighbour of p; in G (including p;). We can think of the registers
R;[+] as being physically located in the DRAM of the host of p;, and every neighbour of p; accessing
these registers over its RDMA connection to p; (which is modeled by an edge of G)E|

For example, in Figures [1| and [2| we show a graph G and the uniform m&m system Sg induced by
G. Here G has five nodes representing processes p1, p2, P3, P4, P5; the edges of G represent the RDMA
connections that allow these processes to share registers. The uniform m&m system Sg induced by
G is the system Sy, for L = {57, 52, 53,54, 55} where each S; consists of p; and its neighbours in G:
specifically, 51 = {p1,p2}, 52 = {p1,p2,p3}, S3 = {p2,p3,pa,p5}, and Sy = S5 = {p3,pa, p5}. The box
adjacent to each process p; in Sg represents the atomic SWMR registers that are shared among p; and
its neighbours in G (intuitively these registers are located at p;’s host). For example, in the box adjacent
to process pa, the component labeled p; represents the register Ra[p;] that can be written by p; and
read by all the neighbours of ps in G, namely p1, p2, and ps. Similarly, registers Ra[pa] and Ra[ps] can
be written by ps and ps, respectively, and read by p1, p2, and p3. The dashed lines in Figure [2| represent
the asynchronous message-passing links between the processes of Sg.

3Note that L satisfies Assumption [5| because each S; = Nt (p;) contains p;.
4As we mentioned in the introduction, we assume that the crash of p; does not prevent the neighbours of p; from
accessing the shared registers R;[x].
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3 Atomic SWMR register implementation in general m&m sys-
tems

Let Sy, be the general m&m system induced by a bag L = {S1, ..., S} of subsets of IT = {p1,p2,...,pn}
Recall that in system Sy, for every S; in L, the processes in S; share some atomic SWMR registers that
can be read only by the processes in S;. In this section, we determine the maximum number of process
crashes t;, that may occur in Sy, such that it is possible to implement in S; a shared atomic SWMR
register readable by all processes in Sy. Intuitively, from the definition of ¢7: (a) if ¢ < ¢, processes
may crash, then any two subsets of processes of size n — t either intersect, or they each contain a process
that can communicate with the other via a shared SWMR register that it can write and the other can
read; and (b) if ¢ > t;, processes may crash, then there are two subsets of processes of size n — t that are
disjoint and cannot communicate via shared SWMR register.

Definition 7. Given a bag L = {S1,...,Sn} of subsets of II = {p1,p2,...,Pn}, tr is the mazimum
integer t such that the following condition holds: For all disjoint subsets P and P’ of II of size n —t
each, some set S; in L contains both a process in P and a process in P’.

Note that t;, < n — 1 because the maximum ¢ such that sets P and P’ of size n — t contain at least one
node each must be less than n. Moreover, if ¢ < [n/2] — 1 then there are no disjoint subsets P and P’
of II of size n — ¢ each, and so the above condition is vacuously true. Therefore ¢z, > [n/2] — 1. Recall
that for a pure message-passing system, L = {{p1},{p2},...,{pn}}, so in this system t;, = [n/2] — 1.
To illustrate Definition |7} suppose II = {p1,p2,p3,p4,ps} and L = {51, S2,S3} where S; = {p1,p2},
So = {ps,ps5}, and S3 = {p2,ps,psa}. By the definition of ¢t5: (1) t;, > 3 because for any two disjoint
subsets of IT of size 5 — 3 = 2 each, there exists a set S; in L that intersects both subsets; e.g., for subsets
{p1,ps} and {ps3,ps}, the set So = {p4, ps} intersects both of them. (2) t; < 4 because there are two
disjoint subsets {p1}, {ps} of size 5 — 4 = 1 each, such that no set .S; in L contains both p; and p5. So
in this example n =5 and t;, =3 > [n/2] — 1 =2.
We now prove that in the general m&m system Sy, it is possible to implement an atomic SWMR register
readable by all processes if and only if at most t; processes may crash in S;. More precisely:

Theorem 8. Let Sp be the general mém system induced by a bag L = {S1,...,Sm} of subsets of
II= {plap2a cee 7pn}

o [If at most t, processes may crash in Sg,, then for every process w in Sg,, it is possible to implement
an atomic SWMR register writable by w and readable by all processes in Sy,.

e Iftp +1 < n processes may crash in Sp, then for every process w in Sp, it is impossible to
implement an atomic SWMR register writable by w and readable by all processes in Sy,.

The above theorem is a direct corollary of Theorem [18] (Section and Theorem [L9| (Section .



3.1 Algorithm

We now show how to implement an atomic SWMR register R, that can be written by an arbitrary fixed
process w and read by all processes, in an m&m system Sy, where at most ¢, processes may crash. This
implementation is given in terms of the procedures WRITE() and READ() shown in Algorithm 1.

Without loss of generality we assume that for all ¢ > 1, the i-th value that the writer writes is of the
form (i,val), and the initial value of the register R is (0, ug). To write (¢, val) into R, the writer w calls
the procedure WRITE((i,val)). To read R, a process ¢ calls the procedure READ() that returns a value
of the form (i,val). The sequence number ¢ makes the values written to R unique.

Algorithm 1 Implementation of an atomic SWMR register writable by process w and readable by all
processes in Sy, provided that at most ¢;, processes crash.

SHARED VARIABLES

For all S; € L and all p € S;:

R;[p] : atomic SWMR register writable by p and readable by every process in S; € L;
initialized to (0, ug).

WRITE ({874, w)): > executed by the writer w
1: send (W, (sn,,,u)) to every process p in Sy,
2: wait for (ACK-W, sn,,) messages from n — t;, distinct processes
3: return

> executed by every process p in Sy,

4: upon receipt of a (W, (sn,,, u)) message from process w:
5: for every i in {1,...,m} such that p € S; do
6: (sn,—) < R;[p]
7 if sn,, > sn then
8: R;[p] < (snw, u)
9: send (ACK-W, sn,,) to process w
READ(): > executed by any process q
10: SN, < sn, + 1
11: send (R, sn,) to every process p in Sy,
12: wait for (ACK-R, sn,, (—, —)) messages from n — t;, distinct processes
13: (seq,val) + max{(r_sn,r_u) | received a (ACK-R, sn,., (r_sn,r_u)) message}
14: WRITE((seq, val))
15: return (seq,val)

> executed by every process p in S
16: upon receipt of a (R, sn,) message from a process ¢:
17: (resm,r_u) < max{(sn,u) | i € {1,...,m}:p€S; and Ip’ € S; : R;[p'] = (sn,u)}
18: send (ACK-R, sn,., (r_sn,r_u)) to process q

Algorithm [I] generalizes the well-known ABD implementation of an atomic SWMR register in pure
message-passing systems by Attiya, Bar-Noy and Dolev [5]. E| To write a new value into R, the writer w
sends messages to all processes asking them to write the new value into all the shared SWMR registers
that they can write in Sg. The writer then waits for acknowledgments from n — ¢, processes indicating
that they have done so. To read R, a process sends messages to all processes asking them for the most
up-to-date value that they can find in all the shared SWMR registers that they can read. The reader
waits for n — ¢y, responses, selects the most up-to-date value among them, writes back that value (using
the same procedure that the writer uses), and returns it. From the definition of ¢, it follows that every
write of R “intersects” with every read of R at some shared SWMR register of S;,. Note that since at
most t7, processes crash, the waiting mentioned above does not block any process.

5The ABD algorithm is the special case of Algorithm [1|for Sy, where L = {{p1}, {p2},..-,{pn}}-



We now show that the procedure WRITE(), called by the writer w, and the procedure READ(), called
by any process ¢ in Sy, implement an atomic SWMR register R. To do so, we show that the calls of
WRITE() by w and of READ() by any process satisfy Properties 1 and 2 of atomic SWMR registers given
in Section

Definition 9. The operation write(v) is the execution of WRITE(v) by the writer w for some tuple
v = (SN, u): this operation starts when w calls WRITE(v) and it completes if and when this call returns.
An operation read(v) is an execution of READ() that returns v to some process q: this operation starts
when q calls READ() and it completes when this call returns v to q.

Let vo = (0,up) be the initial value of the implemented register R, and, for k > 1, let vy, = (k,—)
denote the k-th value written by the writer w on R. Note that all vy’s are distinct: for all i # j > 0, v; #
Vj.

Let Sy, be the general m&m system induced by abag L = {51, ..., S} of subsets of Il = {p1,pa2,...,pn}.
To prove the correctness of the SWMR, implementation shown in Algorithm 1, we now consider an arbi-
trary execution of this implementation in Sy.

Lemma 10. If at most t;, processes crash, then any read(—) or write(—) operation executed by a process
that does not crash completes.

Proof. The only statements that could prevent the completion of a read(—) or write(—) operation are the
wait statements of line [2[ and line But since communication links are reliable, these wait statements
are for n — t;, acknowledgments, and at most ¢;, processes out of the n processes of Sy, may crash, it is
clear that these wait statements cannot block. O O

The proofs of the next two lemmas are straightforward and therefore omitted. The first one states
that every read operation returns some vy, for k£ > 0.

Lemma 11. Ifr is a read(v) operation in the execution, then v = vy for some k > 0.

The next lemma says that no read operation can read a “future” value, i.e., a value that is written
after the read completes.

Lemma 12. If r is a read(v) operation in the execution, then either v = vg, or v = vg such that the
operation write(vy) precedes r or is concurrent with .

Note that the guard in lines (which is the only place where the shared SWMR registers are
updated) ensures that the content of each shared SWMR register in Sy, is non-decreasing in the following
sense:

Observation 13. [Register monotonicity] For all 1 < i < m and all p € S;, if R;[p] = (k,—) at some
time t and R;[p] = (K',—) at some time ¢ >t then k' > k.

Lemma 14. For all k > 1, if a call to the procedure WRITE(vy) returns before a read(v) operation
starts, then v = vy for some £ > k.

Proof. Suppose a call to WRITE(vy,) returns before a read(v) operation starts; we must show that v = vy
with £ > k. Note that before this call of WRITE(vg) returns, (ACK-W, k) messages are received from
a set P of n — t, distinct processes (see line 2| of the WRITE() procedure). From lines which are
executed before these (ACK-W, k) messages are sent, and by Observation it is clear that the following
holds:

Claim 14.1. By the time WRITE(vy) returns, every shared SWMR register in S, that can be written by
a process in P contains a tuple (', —) with k' > k.

Now consider the read(v) operation, say it is by process ¢q. Recall that read(v) is an execution of the
READ() procedure that returns v to ¢. When ¢ calls READ(), it increments a local counter sn, and asks
every process p in Sy, to do the following: (a) read every SWMR register that p can read, and (b) reply
to ¢ with a (ACK-R, sn,., (r_sn, r_u)) message such that (r_sn,r_u) is the tuple with the maximum r_sn
that p read. By line[12|of the READ() procedure, g waits to receive such (ACK-R, sn,, (—, —)) messages
from a set P’ of n — ¢y, distinct processes, and g uses these messages to select the value v as follows:

v < max{(r_sn,r_u) | q received some (ACK-R, sn,., (r_sn,r_u)) from a process in P’}

Thus, by Lemma [11] it is clear that:



Claim 14.2. v = vy where £ = max{j | q received a (ACK-R, sn.., (j, —)) message from a process in P'}.

Claim 14.3. Some set S; in L contains both a process in P and a process in P’.

Proof. If P and P’ are disjoint, the claim follows directly from Definition[7of ¢7. If P and P’ intersect, let
p be a process in both P and P’. By Assumption pis in some set S; in L, and the claim follows. 0O [

By the above claim, some set S; in L contains a process p in P and a process p’ in P’. Since p € S; and
p' € S;, R;[p| is one of the SWMR  registers that can be written by p and read by p’. From Claim
by the time the call to WRITE(vy) returns, R;[p] contains a tuple (k’, —) such that k£’ > &k (*). Since
p’ € P’ during the execution of read(v) by ¢, p’ reads all the shared SWMR registers that it can read,
including R;[p]. Since read(v) starts after WRITE(vy) returns, p’ reads R;[p] after WRITE(vy) returns.
Thus, by (*) and the monotonicity of R;[p] (Observation [L3)), p’ reads from R;[p] a tuple (r_sn, —) with
r_sn > k' > k. Then p’ selects the tuple (j, —) with the maximum sn among all the (sn, —) tuples that
it read (see line; note that j > k. So the (ACK-R, sn,, (j, —)) message that p’ sends to ¢, and ¢ uses
to select v, is such that j > k. So, by Claim [I4.2] v = v, such that £ > j > k. O

Lemma [14] immediately implies the following:

Corollary 15. For all k > 1, if a write(vy) operation precedes a read(v) operation then v = vy with
(> k.

We now show that Algorithm 1 satisfies Properties 1 and 2 of atomic SWMR registers.
Lemma 16. The write(—) and read(—) operations satisfy Property 1.

Proof. Suppose for contradiction that Property 1 does not hold. Thus there is a read operation r =
read(v) such that:

(a) there is no write(v) operation that immediately precedes r or is concurrent with r, and
(b) some write(—) operation precedes r, or v # vg.
There are two cases.

1. v = vg. By (b) above, some write(—) operation, say write(vy), precedes r. Thus write(vy) precedes
read(vg). Since k > 1 this contradicts Corollary

2. v # vg. By Lemma v = v such that the operation write(vy) precedes r, or write(vy) is
concurrent with r. By (a) above, write(v) does not immediately precede r, and write(vy) is not
concurrent with r. Thus, write(vy) precedes, but not immediately, r. Let write(vys) be the write
operation that immediately precedes r. Note that write(vy) precedes write(vy ), so k < k’. Since
write(vy,) precedes r = read(v), by Corollary v = vy with £ > K/, so £ > k. This contradicts
that v = vy.

Since both cases lead to a contradiction, Property 1 holds. O
Lemma 17. The write(—) and read(—) operations satisfy Property 2.

Proof. We have to show that if a read(vy) operation precedes a read(vy/) operation then k < k’. Suppose
read(vy) precedes read(vys ). Note that during the read(vy) operation, namely in line there is a call
to the procedure WRITE(vg) which returns before the read(vg) operation completes. So this call to
WRITE(vy,) returns before the read(vy/) operation starts. By Lemma E<k. O

Lemmas [0} [16] and [I7] immediately imply:

Theorem 18. Let Sy, be the general mém system induced by a bag L = {S1,...,Sm} of subsets of
II = {p1,p2,...,Pn}- If at most t;, processes may crash in S, for every process w in S, Algorithm 1
implements an atomic SWMR register writable by w and readable by all processes in Sg,.



3.2 Lower bound

Theorem 19. Let S, be the general m&m system induced by a bag L = {S1,...,Sm} of subsets of
II = {p1,p2,.--,Pn}- If tr, +1 < n processes may crash in Si, then for every process w in Sg, there
is no algorithm that implements an atomic SWMR register writable by w and readable by all processes
m SL.

Proof. Let Sp, be the general m&m system induced by a bag L = {Si,...,Sn} of subsets of II =
{p1,p2,--.,Pn}. Suppose for contradiction that ¢ =t + 1 < n processes may crash in Sz, but for some
process w in Sy, there is an algorithm A that implements an atomic SWMR register writable by w and
readable by all processes in Sz, (*).

Q = [-P-P’

No S; contains both

a process in P and a process in P’
n-t n-t

Figure 3: Partition of II

Since t > ty, by the Deﬁnition of tr, there are two disjoint subsets P and P’ of II, of size n —t each,
such that no set S; in L contains both a process in P and a process in P/ (**).

Since P and P’ are disjoint, the sets P, P’, and @ = II— (PUP’) form a partition of II (see Figure [3).
Since ¢t < n, each of P and P’ contains at least one process, say p € P and p’ € P’. Since |[PUQUP’| = n,
clearly |[PUQ| = |P'UQ|=n—(n—t) =t (}). Since algorithm A tolerates ¢ crashes, it works correctly
in every execution in which all the processes in PU Q or in P’ U @ crash.

There are two cases.

Case 1: w € P or P’. Without loss of generality, assume w € P.
We now define three executions Fq, Es, and F3 of algorithm A. These are illustrated in Figure
Execution E; of algorithm A is defined as follows:

e The processes in P’ U Q crash from the beginning of the execution; they take no steps in E.

o At some time ¢, the writer w starts an operation to write the value v into the implemented register
R, for some v # vy, where vy is the initial value of R. Since the number of processes that crash
in By is |P'U Q| = t, and the algorithm A tolerates ¢ crashes, this write operation eventually
terminates, say at time 5.

o After this write terminates, no process takes a step up to and including some time 7 > ¢5.

Note that in Ey, processes in P are the only ones that take steps up to time ¢;.

Execution Fs of algorithm A is defined as follows:
e The processes in P U @ crash from the beginning of the execution; they take no steps in Fs.
e Before time t2, no process in P’ takes a step.

e At time ¢, some process r € P’ starts a read operation on the implemented register R. Since the
number of processes that crash in Fs is [P U Q| = t, and the algorithm A tolerates ¢ crashes, this
read operation terminates, say at time ¢{.

Since no write operation precedes the read operation in Es, Property [I] of atomic SWMR registers
implies:

Claim 19.1. At time t& in Ey the read operation returns the initial value vo of R.
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Figure 4: Scenarios for Theorem

We now construct an execution E3 of the algorithm A that merges F; and Es, and contradicts the
atomicity of the implemented R. Ej3 is identical to E; up to time ¢7, and it is identical to Ey from time
t? to t¢ (note that in E3 processes in () can only take steps after time t¢). To obtain this merged run
Es5, intuitively we delay the messages sent by processes in P to processes in P’ until after time t¢, and
we also use the fact that processes in P’ cannot read any of the shared registers in Sy that processes in
P may have written by time ¢2 (this is because of (**)).

Claim 19.2. There is an execution E3 of algorithm A such that

(a) up to and including time t,, Es is indistinguishable from Ey to all processes.

(b) up to and including time t¢, E3 is indistinguishable from Es to all processes in P’'.
(¢) No process crashes in E3.

Proof. Until time t7, E5 is identical to E;. We now show that it is possible to extend E3 in the time
interval [t2, t¢] with the sequence of steps that the processes in P’ executed during the same time interval

o r

in Egﬁ More precisely, let s, 52, ..., s’ be the sequence of steps executed during the time interval [t2, te]
in F,. Since only processes in P’ take steps in Fy, s, s2,..., s’ are all steps of processes in P’. Let CJ

be the configuration of the system S, at time ¢; in EQD and let C} be the configuration that results
from applying step s’ to configuration C ', for all i such that 1 <4 < ¢. We will prove that there are
configurations C9,C3, ... C% of Sy, extending F3 at time ¢5 such that:

(i) every process in P’ has the same state in C% as in C%;

(ii) the set of messages sent by processes in P’ to processes in P’; but not yet received, is the same in
C% as in C%;

(iii) every shared register readable by processes in P’ has the same value in C% as in C%; and

6A step of A executed by process p is one of the following: p sending or receiving a message, or p applying a write or a
read operation to a shared register in Sy,.

"The configuration of Sy, at time ¢ in execution E consists of the state of each process, the set of messages sent but not
yet received, and the value of each shared register in Sy, at time ¢ in E.
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(iv) if i # 0, C% is the result of applying step s’ to configuration C’;fl.

This is shown by induction on 1.

For the basis of the induction, i = 0, we take CJ to be the configuration of the system just before time
ts in E3. Since no process in P’ takes a step before time ¢2 in either Fy or E3, CY satisfies properties (i)
and (ii).

Claim 19.3. At time t5 in E3 the shared registers that can be read by processes in P’ have their initial
values.

Proof. Suppose, for contradiction, that at time ¢7 in Es3, some shared register R that can be read by a
process p’ in P’ does not have its initial value. By construction, F3 is identical to E; until time ¢2, and
so only processes in P take steps before time ¢ in F5. Thus, register R was written by some process p in
P by time t£ in F3. Since R is readable by p’ € P’ and is written by p € P, R is shared by both p and p’.
Thus, there must be a set S; in L that contains both p and p’ — a contradiction to (**). O

We now return to the proof of Claim By Claim the shared registers readable by processes
in P’ have the same value (namely, their initial value) in CJ as in C3. So, CY also satisfies property (iii).
Property (iv) is vacuously true for ¢ = 0.

For the induction step, for each i such that 1 < i < ¢, we consider separately the cases of s* being
a step to send a message, receive a message, write a shared register, and read a shared register. In
each case, it is easy to verify that, assuming (inductively) that C§_1 has properties (i)—(iv), step s° is
applicable to C3~!, and the resulting configuration Cj has properties (i)—(iv).

To complete the definition of Ej, after time tZ we let processes take steps in round-robin fashion.
Whenever a process’s step is to receive a message, it receives the oldest one sent to it; this ensures
that all messages are eventually received. Processes continue taking steps in this fashion according to
algorithm A.

Since FEj3 is identical to Fy up to and including time ¢S, E3 is indistinguishable from E; up to and
including time t¢, to all processes in P. This proves part (a) of the claim.

Note that in E3 and Ej, the processes in P’: (a) take no steps before time ¢2, and (b) during the
time interval [t5,t¢], they execute exactly the same sequence of steps, and go through the same sequence
of states. Thus, up to and including time ¢, F3 is indistinguishable from Fs to all processes in P’. This
proves part (b) of the claim.

Finally, every process takes steps as required by the algorithm in FE3, so no process crashes. This

proves part (¢) of Claim O

By Claim a), up to and including time t¢,, Es5 is indistinguishable from E; to the writer w € P.
So E5 contains the write operation that writes v # vy into R, which starts at time ¢j, and ends at time
t¢,. By Claim b), up to and including time t¢, E3 is indistinguishable from E3 to r € P'. So Ej
contains the read operation that returns vg, which starts at time ¢; and ends at time ¢¢. Since t{, < t7,
this read operation violates Property [I] of atomic SWMR registers. As there are no process crashes in Fj
(by Claim c)), this contradicts the assumption that A is an implementation of an atomic SWMR

register R that tolerates ¢ > ¢, crashes.

Case 2: w € Q.

We now construct a sequence of executions of A that leads to a contradiction. In all these executions
all the processes in @ except for w are crashed from the start: they take no steps.

Let E be the following execution of A (Figure [5)):

e All the processes in P’ are crashed: they take no steps.
e All the processes in P are correct.

e At some time t0, w starts an operation write(v) to write v # vg into the implemented register R,
where vg is the initial value of R.

During this write operation, w executes the sequence of communication steps s', ..., s¥, say s’ occurs
at time ¢! . Recall that each step s* is one of the following: receiving messages, sending a message,
reading a shared register, or writing a shared register.

e w completes its write(v) operation at time ¢F+1.

11



o At some time ¢, > tiffl, process w crashes.

Note that at this point all the processes in P’ U @ have crashed in E. By (}), this is a total of ¢
crashes.

e At some time 75 > t., process p starts reading R, and at time 7. this operation completes and

returns v.
Sl Sk—l Sk
O » - s X
L write(v) | i ! :
b : i i . read(v)
p : | : ; : | e—e
poxi o A
' - k k+1 '
td t} th=1 ¢k thtl to g 1
Figure 5: Execution F (only the steps of w, p and p’ are illustrated here)
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Figure 7: Execution F;_
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Figure 8: Execution Ej
We now construct a sequence of executions Fy, Fx_1,..., F1, Fy inductively as follows:

Execution Ej, of A is identical to E except that w crashes at some time t¥, where t* < tk < th+1,
that is, w crashes after executing all the communication steps of write(v), including s*, but before the
operation write(v) returns (see Figure [6).

Since w completes all the communication steps of write(v) before crashing, Fy and E are indistin-

guishable to all the processes in P, including p. So p behaves in Ej, as it did in E: at time 7% = ry,
process p starts reading R, and at time r*¥ = r, this operation completes and returns v.
For ¢« € {1,...,k}, E;_1 is obtained from E; by making process w crash one communication step

earlier, i.e., just before executing step s’ (see Figures @ More precisely, E;_1 is as follows:

e All the processes in P’ are crashed: they take no steps.

All the processes in P are correct.

e Process w behaves exactly as in execution FE; until it crashes at some time ¢.~!, where /1 <
ti=1 < t!  so w crashes before executing communication step s'.

All the processes in P behave exactly as in execution F; up to and including time ¢!,

At some time ri~! > 71 process p starts reading R, and at time r’~! this operation completes
and returns some v;_; € {vg, v}.

Note that in execution Ej, process w crashes at some time t9, where t0 < t9 < tL  before executing
its first communication step s! (see Figure. Since w crashes before executing any communication step,
processes in P cannot distinguish execution Ej from one where w crashes before starting any write()

operation. Thus, when p reads R in Ej, it reads the initial value of R, namely vyg.

Claim 19.4. There is ani € {1,...,k} such that process p reads vg from R in E;_1, and process p reads
v from R in E;.

Proof. This is because Vi,0 < ¢ < k, p reads either vy or v from R in F;, and p reads vg from R in Ej,
and reads v from R in E}. O

Henceforth, let j € {1,...,k} be such that p reads vy from R in E;_; and p reads v from R in E;
(see Figures [9] and [10).

Claim 19.5. The step s’ of w in execution E; is one of the following two types: w sends a message to
a process in P, or w writes a shared register that a process in P can read.

Proof. Note that: (1) the communication steps executed by w in F;_; and E; differ only in that w
executes s/ in E;, but crashes before executing s/ in E;_1; (2) process p is able to distinguish between
E;_1 and Ej; (because p reads vy from R in E;_, while it reads v from R in Ej).

From the definition of communication steps, step s/ of w is one of the following: w receives a set of
messages, w sends a message, w reads a shared register, or w writes a shared register. From (1) and (2),
it is clear that s/ cannot be a message receipt or a read step. Furthermore, since all the processes in P’

take no steps (in both E;_; and Ej), s’ must be either the sending of a message to a process in P, or
the writing of a register that can be read by a process in P. O
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We now construct execution Ej: roughly speaking, this execution is identical to E; except that all
the processes in P’ (which were crashed in E;) now “wake up” after p reads v from R; and, after waking
up, p’ € P’ reads v from R (see Figure .

More precisely, E’j is as follows:

e All processes behave exactly as in E; up to some time 7 > max(ri =1, rJ).

Recall that at time r~!, process p completes its read of vy from R in E;_1; and that at time r?,
process p completes its read of v from R in Ej.

So, as in Ej:
(i) Process w crashes at time tJ, where tJ, < tJ < tJ 1.
(ii) Process p reads v from R, and this operation starts at time rJ and completes at time rJ.

(iii) No process in P’ takes any step before time 7.

e At time 7, all the processes in P’ start taking steps.

After waking up, the processes in P’ receive all the messages that w and processes in P sent to
them up to and including time #/;71; let M be this set of messages. But all the messages sent to
them by w and processes in P after time tJ 1 are delayed until a time to be determined later.

Recall that by (**), in system Sz, no process in P can write to a register that a process in P’ can
read. Thus, as long as we delay the receipt of the messages that processes in P send to processes in
P’ after time tJ;-1, for processes in P’ this execution is indistinguishable from one in which all the
processes in P and @ have crashed by time 1. Note that by (1), |[P U Q| = t, so this is number
of crashes is possible.

e At some time 75 after processes in P’ have received all the messages in M, process p’ starts reading
R. Since this is after p completed its read of v from R at time 77, p’ also reads v from R. Let 7,
be the time when p’ completes this read operation.

e After time 7., all the processes in P’ receive all the delayed messages.

B We now construct execution Ej,l which is obtained from F;_; in the same way that we obtained
E; from E;: E;_; is identical to F;_; except that all the processes in P’ (which were crashed in E;_1)
now “wake up” after p reads vy from R; and after waking up, p’ € P’ reads R (see Figure . More

precisely, F/;_ is as follows:

e All processes behave exactly as in £;_; up to time 7. Recall that 7 > max(rd~1,rJ). So, as in
Ej,12
(i) Process w crashes at time tJ~1, where tJ;1 < tJ71 < tJ,, so w crashes “just before” executing
step s7.
(ii) Process p reads vo from R, and this operation starts at time 7J~! and completes at time 77 ~1.

(iii) No process in P’ takes any step before time 7.

e At time 7, all the processes in P’ start taking steps.

After waking up, the processes in P’ receive all the messages that w and processes in P sent to
them up to and including time #J71; let M’ be this set of messages. But all the messages sent to
them by w and processes in P after time tJ1 are delayed until a time to be determined later.

Recall that M is the set of messages that w and processes in P sent to processes in P’ up to and
including time #J;-% in execution E;.

Claim 19.6. M’ = M.

Proof. All the messages that w sends up to and including time #/~! are the same in Ej,l and E_’j.
Furthermore, by the construction of Ej_l from F;_; and of Ej from FEj, it is clear that up to and
including time 7,71, all the processes in P behave the same in E;_; and E;_1, and they also behave
the same in E’j and F;. Furthermore, by the construction of E;_; from Ej, up to and including
time #/-1, all the processes in P behave the same in E;_ and E;. So up to and including time
i1 all the processes in P behave the same in Ej,l and Ej. Thus, all the messages that processes
in P send to processes in P’ up to and including time ;! are the same in E_’j,l and E‘j.

From the above, and the definition of M’ and M, it is now clear that M’ = M. O
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Recall that in system Sy, no process in P can write to a register that a process in P’ can read.
Moreover, by Claim step s/ is not a write to a register that any process in P’ can read
(because PN P’ = () and no set S; contains a node in P and a node in P’). Thus, from Claim [19.6]
as long as we delay the receipt of the messages that processes in P send to processes in P’ after
time tJ71, for processes in P’, this execution is indistinguishable from Ej.

e At time 7, after processes in P’ have received all the messages in M’ = M, process p’ starts reading
R. Since for processes in P’ this execution is indistinguishable from E; (so far), p’ reads v from R
as in F;, and this read operation completes at time 7. as in Ej.

e After time 7., all the processes in P’ receive all the delayed messages.

Finally, we construct the execution E* that yields the contradiction. Roughly speaking, E* is obtained
from Ej_; by delaying the read operation of p: in Ej;_1, the read operation of p completes before the
read of p’ starts, while in E*, the read operation of p starts after the read of p’ completes (see Figure.
More precisely, E* is as follows:

e Process w behaves exactly as in execution E;_.

e Processes in P behaves the same as in Ef’j,l7 up to but not including time rJ~1; at time rJ~! they
pause (we will see later when they will resume taking steps). In particular, process p does not
invoke the read of R at time 771

e Every process in P’ behaves exactly as in E;_; up to and including time 7. In particular:
(1) No process in P’ takes any step before time 7.
(2) At time 7, all the processes in P’ start taking steps.

After waking up, the processes in P’ receive all the messages that w and processes in P sent to
them up to and including time /7! (i.e., they receive all the messages in M’ = M).

(3) After processes in P’ have received all these messages, at time 75 process p’ starts reading R,
p’ reads v from R, and this read operation completes at time 7.

Note that each process in P’ behaves exactly as in Ej_l up to and including time 7, since it cannot
“notice” that in E* (in contrast to E;_;) processes in P paused from time rJ~!. This is because:
(a) in Ej,l, all the messages that w and processes in P send to processes in P’ after time tJ, ! are
delayed and received after time 7., and (b) by (**), in system Sr,, no process in P can write to a
register that a process in P’ can read.

e All the messages that processes in P’ send after they wake up at time 7 are delayed until a time
to be determined later.

o After p’ completes reading v, at some time r} > 7. all the processes in P resume taking steps,
and the steps that they take from time r} are exactly the same as those that they take in Ej_l
from time 777! so these steps are just delayed by & = r* — rJ~1. Intuitively, processes in P do
not “notice” that this delay occurred. More precisely, processes in P cannot distinguish between
E* and E;_; up to and including time 7 = 741 +§ (1). To see why, note that: (a) up to and
including time 7}, processes in P do not receive any message from processes in P’, exactly as in
execution E;_; up to and including time 74~1; and (b) in system Sy, no process in P’ can write
to a register that a process in P can read.

By (1), p € P starts reading R at time r; = =1 +§ (just as it did at time r{~! in E;_,), it reads
vo and completes this read at time 77 = rZ~! +§ (just as it did at time ="' in E;_;).

o After time 7%, all the processes in P and P’ receive all the delayed messages.

Note that in execution E*, process p reads (the “old” value) vg from R but this read starts at time ¥
after the time 7. when process p’ completes reading (the “new” value) v from R. This new-old inversion
violates the atomicity of register R — a contradiction.

O
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Figure 14: A graph G Figure 15: The square G? of graph G

Note that the proof of Theorem [19|does not depend on the type or number of registers shared by the
processes in each set S; of the bag L. In fact, the proof of Theorem [19] does not even depend on the
type of objects that are shared by the processes in each set .S;; for example these objects could include
queues, stacks, and consensus objects. So the result of this theorem applies not only to Sy, but also to
every m&m system S in Uy where the processes in each S; share any number of objects of any type
among themselves (and only among themselves). Hence we have the following stronger result:

Theorem 20. Consider any mé&m system S in Uy, induced by a bag L = {S1,...,Sm} of subsets of
IT = {p1,p2,...,pn}. If tr +1 < n processes may crash in S, then for every process w in S, there is no
algorithm that implements an atomic SWMR register writable by w and readable by all processes in S.

4 Atomic SWMR register implementation in uniform mé&m
systems

Let G = (V, E) be an undirected graph where V' = {p1,pa,...,pn}, i-e., the nodes of G are the processes
P1,DP2,---,Pn- Let Sg be the uniform m&m system induced by G. Recall that in S¢g, each process p;
and its neighbours in G share some atomic SWMR registers that can be read by (and only by) them.

We now use G to determine the maximum number of process crashes that may occur in Sg such that
it is possible to implement a shared atomic SWMR register readable by all processes in Sg. To do so,
we first recall the definition of the square of the graph G: G* = (V, E') where E' = {(u,v) | (u,v) € E
or 3k € V such that (u,k) € F and (k,v) € E}.

Definition 21. Given an undirected graph G = (V, E) such that V = {p1,pa,...,Dn}, ta is the mazimum
integer t such that the following condition holds: For all disjoint subsets P and P’ of V' of size n — t
each, some edge in G connects a node in P with a node in P'; i.e., G* has an edge (u,v) such that
u€ P andveP.

Note that [n/2] —1 < tg < n — 1. Moreover, in a pure message-passing system (where G and G?
have no edges) tq = [n/2] — 1.

To illustrate the above definition of ¢, consider the graph G in Figurewhere V = {p1,p2, 03, P4, D5 }-
Figure [15| shows the corresponding G? graph. By the above definition of tg: (a) tg > 3 because for any
two disjoint subsets of V of size 5 — 3 = 2 each, G? has an edge that “connects” these two subsets (e.g.,
for subsets P = {p1,p2} and P’ = {p4,ps}, the edge (p2,ps) of G* connects a node of P to a node of
P’), and (b) t¢ < 4 because there are two disjoint subsets {p1 }, {ps} of size 5 —4 = 1 each, such that no
edge in G2 connects p; and ps. So in this example n = 5 and tg = 3.

In Theorem [23] given below, we show that in the uniform m&m system Sg induced by a graph G, it
is possible to implement an atomic SWMR register readable by all processes if and only if at most tg
processes may crash in Sg.

For example, consider the uniform mé&m system Sg of 5 processes induced by the graph G in Figure
In addition to message-passing links, Sg has 3 pairwise RDMA connections. Since tg = 3, by
Theorem [23] we can implement an atomic SWMR register readable by all 5 processes of S¢ if and only
if at most 3 of them may crash. In contrast, in a pure message-passing system with 5 processes, no
implementation of such a register can tolerate more than 2 process crashes.

To prove Theorem [23| we first show:
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Lemma 22. Let Sg be the wuniform mém system induced by an wundirected graph
G = (V,E) where V. = {p1,p2,...,pn}. Let St be the general mé&m system such that S, = Sg. Then
tag =tr.

Proof. By Deﬁnition@ Sy, is the general m&m system where L = {S1,Ss, ..., S, } such that S; = NT(p;),
ie, for all i, 1 < ¢ <n, S; is the set of neighbours of p; (including p;) in the graph G. Recall that ¢,
is the maximum ¢ such that for all disjoint subsets P and P’ of V of size n — t each, some set S; in L
contains both a node in P and a node in P’.

From the definitions of ¢ (Definition and tr,, it is clear that to prove that tg = tr, it suffices to
show that for all 0 < ¢ < n and all disjoint subsets P and P’ of V of size n — t each, the following holds:
some edge in G? connects a node in P with a node in P’ if and only if some set S; in L contains both a
node in P and a node in P’.

[ONLY IF] Suppose G? has an edge (p;, pj) such that p; € P and p; € P’; since P and P’ are disjoint, p;
and p; are distinct. By definition of G?, there are two cases:

1. (pi,p;) € E. In this case, p; € NT(p;) and p; € N*(p;). So the set S; = N*(p;) in L contains
both node p; € P and node p; € P’.

2. There is a node p; € V such that (p;,px) € E and (pg,p;) € E. In this case, p; € N*(p;) and
pj € NT(pg). So the set Sy = N*(pg) in L contains both p; € P and p; € P’.

So in both cases, some set S; in L contains both a node in P and a node in P’.
[IF] Suppose set Sy in L contains both a node p; in P and a node p; in P’; since P and P’ are disjoint,
pi and p; are distinct. Recall that S, = N (py) for node py € V.

There are two cases:

1. pi, p; and py are pairwise distinct. In this case, since p; and p; are in Sy, = Nt (pi), (pi, px) and
(pK,p;) are edges of G, i.e., (pi,pr) € F and (pg,p;) € E. Thus, by definition of G2, (p;,p;) is an
edge of G?; this edge connects p; € P and pj € P'.

2. pr = p; or pp = p;. Without loss of generality, assume that p; = p;. Since p; and p; are in
NT(pr) = NT(p;), (pi,p;) must be an edge of G, i.e., (p;,p;) € E. Thus, by definition of G2,
(pi,p;) is an edge of G?; this edge connects p; € P and p; € P'.

So in both cases, some edge in G? connects a node in P with a node in P’. O
From Lemma [22] and Theorem [§ we have:

Theorem 23. Let Sg be the uniform mém system induced by an wundirected graph
G = (V,E) where V= {p1,p2,...,0n}

o If at most tg processes may crash in Sg, then for every process w in Sq, it is possible to implement
an atomic SWMR register writable by w and readable by all processes in Sg.

o I[ftg + 1 < n processes may crash in Sg, then for every process w in Sg, it is impossible to
implement an atomic SWMR register writable by w and readable by all processes in Sg.
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To illustrate this theorem, we now give three examples. For our first example, consider a pure message-
passing system S with 50 nodes. In S, one can implement an atomic SWMR register R (readable by
all the processes) only if at most 24 process crashes may occur. But if we allow each process of S
to establish 7 pairwise RDMA connections, one can implement R in a way that tolerates any number
of process crashes (i.e., R is wait-free). This is because there is an undirected graph G with n = 50
nodes, each with degree 7, such that G2 has an edge between every pair of nodes (G is the well-known
Hoffman-Singleton graph [I8] shown in Figure (16| [34]); so t¢ = n — 1 = 49, and thus by Theorem
it is possible to implement R in the uniform m&m system Sg in a way that tolerates up to 49 process
crashes. Some simple graph theory arguments show that this is optimal in two ways: (a) one cannot
implement a wait-free register R that is shared by 50 processes with fewer than 7 RDMA connections per
process (more precisely, with any such implementation, if a process has fewer than 7 RDMA connections
there must be another process with more than 7 RDMA connections), and (b) with at most 7 RDMA
connections per process, one cannot implement a wait-free register R that is shared by more than 50
processes.

As another example, consider the uniform m&m system Sg with n = 10 processes and 3 RDMA
connections per process induced by Petersen graph G shown in Figure Since G has diameter 2, G2
has an edge between every pair of nodes, and so t¢ = n—1 = 9. Thus, by Theorem 23] one can implement
an atomic SWMR register R in S¢ in a way that tolerates up to 9 process crashes. In contrast, in a pure
message-passing system with 10 processes, no implementation of R can tolerate more than 4 process
crashes.

As our last example, we show that expander graphs with high vertexz expansion ratio [19] induce
uniform m&m systems that support highly fault-tolerant register implementations. To do so, first recall
the definition of the vertex expansion ratio:

Definition 24. Let G = (V, E) be any undirected graph.
1. The vertex boundary of a subset S CV is

0S={veV:(uv)€e E,uecSv¢S}
2. The vertex expansion ratio of G, denoted h(G), is defined as

|65
h(G) = o]
©) scvoLisi<ivi/z [9]

We now prove that any graph G with high vertex expansion ratio h also has a large tg.

Theorem 25. For any undirected graph G with n nodes and vertex expansion ratio h, tg > [(1 —

1
RZ¥2h+2 jn| = 1.

Proof. Let G = (V, E) be an undirected graph with n nodes and vertex expansion ratio h, To show
tg > [(1— myﬂ — 1, we must show that for every ¢, 0 <t < [(1 — m)n] — 1, the following
holds. For all disjoint subsets P and P’ of V of size n — t each: (*) some edge in G? connects a node in
P to a node in P’.

Let ¢ be such that 0 <t < [(1 — mm] — 1. Clearly, 0 <t < (1 — M)
any two disjoint subsets of V' of size m = n — ¢ each. We now show that (*) holds.

There are three cases: (1) |[PUJP| < n/2, (2) |P'UéP'| < n/2, or (3) |[PUJIP| > n/2 and
|P"USP'| > n/2.

Case 1: |[PUJOP| < n/2. Since |P| = m < |[PUJP| < n/2, by the definition of vertex expansion
ratio h, h < |6P|/|P|. Since |P| = m, we have (h+ 1)m < |P UJP|. Thus, again by the definition of
vertex expansion ratio h, (h + 1)?m < |[PUJSPUGS(PUGP)|.

n. Let P and P’ be

1
CR242h+2
—t

By assumption: ¢ < (1 n

n
:7
2iohi2 "
n
= h2 +2h +2 <m
= n < (h?* +2h +2)m
= n< (h+1)*m+m

8 As with the Hoffman-Singleton graph, Petersen graph is a Moore Graph with diameter 2 [I8].
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Since |P'| = m, |[PUSPUS(PUSP)| > (h+1)*m, and (h+1)?m+m > n, the sets P’ and PUSPUGS(PUGSP)
intersect. Thus, since P’ and P are disjoint, there is a node ¢ in P’ such that: either (i) ¢ is in 0P, so it
is connected to a node in P by an edge in G, or (ii) ¢ is in 6(P U dP), so it is connected to a node in P
by a two-edge path in G. Thus, by the definition of G2, (*) holds

Case 2: [P’ UJ0P’| <n/2. By a symmetric argument to Case 1, (*) holds.

Case 3: |[PUJOP| > n/2 and |P' UJP’| > n/2. Then the sets P UJP and P’ U P’ intersect. Thus,
since P and P’ are disjoint, there are three cases: (1) P and P’ intersect, so an edge in G connects a
node in P to a node in P’ or (2) P’ and § P intersect, so an edge in G connects a node in P’ to a node in
P, or (3) 6P" and P intersect, so there are nodes p € P and p’ € P’ that are connected by a two-edge
path in G. Thus, in all cases, by the definition of G2, (*) holds.

Therefore, in all cases, (*) holds. O

By Theorems 23] and 25| we have:

Corollary 26. Let G be any undirected graph with n nodes and vertexr expansion ratio h. If at most
[(1-— m)vﬂ — 1 processes crash in Sg, then for every process w in Sg, it is possible to implement
an atomic SWMR register writable by w and readable by all processes in Sg.

5 Optimal randomized consensus in m&m systems

In the consensus problem, each process proposes some value and must decide a value such that the
following properties hold:

e Validity: Each decision value is one of the proposal values.
e Agreement: No two processes decide different values.

e Termination: Every process that does not crash eventually decides a value.

This problem cannot be solved in asynchronous distributed systems either with message-passing [10],
or with shared registers [28], but there are randomized algorithms that solve randomized consensus,
a weaker version of the consensus problem that requires Termination “only” with probability 1. In
particular, in shared-memory systems, it is known that randomized consensus can be solved for any
number of process crashes, but in message-passing systems, it can be solved if and only if fewer than
half of the processes may crash.

We now show how to solve randomized consensus in mém systems with the maximum fault-tolerance
possible. To do so, we combine the randomized consensus algorithm by Aspnes and Herlihy [4] (henceforth
the AH algorithm), which was designed for shared-memory systems with atomic SWMR registers, with
the linearizable implementation of such registers for m&m systems that we gave in Section [3.1] Doing
so, however, is not as straightforward as it may seem: as pointed out in [I3], a randomized algorithm
that works with atomic registers does not necessarily work against a strong adversary if we replace the
atomic registers that it uses with linearizable implementations of these registers. In fact, it was shown
that such a substitution may kill the termination property of a randomized algorithm [I5].

In Section [5.1) we explain why we can indeed solve randomized consensus in m&m systems by re-
placing the atomic registers used by the AH algorithm, with the linearizable implementation of atomic
registers given in Section [3.1] In Section[5.2] we note that doing so is optimal in the number of processes
crashes that it can tolerate in (both general and uniform) m&m systems. These results are summa-
rized by:

Theorem 27.
o Let S be the general mém system induced by a bag L = {Si,...,Sn} of subsets of
IT = {p1,p2,.--,0n}- If at most ty, processes may crash, randomized consensus can be solved;

if tp +1 < n processes may crash, it cannot be solved.

o Let Sg be the uniform mém system induced by an undirected graph G = (V,E) where
V = {p1,p2,...,0n}. If at most tg processes may crash, randomized consensus can be solved;
ifta +1 < n processes may crash, it cannot be solved.
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The above theorem follows directly from Theorem [29] (Section [5.1]), Theorem [30] (Section [5.2), and
Lemma 221

It is worth noting that the (optimal) fault-tolerance achieved by our randomized consensus algorithm
for uniform mé&m systems is better than the fault-tolerance of the algorithm given for such systems in [I] E|
For example, consider the undirected graph G in Figure [18 and the corresponding m&m system Sg. It
turns out that the randomized consensus algorithm given in [I] tolerates at most 3 process crashes in
system Sg, but our algorithm tolerates up to 4 process crashes in this system (because tg = 4 for this G).

As another example, consider the Hoffman-Singleton graph G (Section |4 Figure and the corre-
sponding mé&m system Sg with 50 processes. As we explained in Section [} our randomized consensus
algorithm is wait-free, i.e., it tolerates up to tg = 49 process crashes in Sg. In contrast, it can be shown
that the algorithm given in [I] cannot tolerate more than 45 process crashes in Sg.

As a final example, consider any graph G with n nodes and expansion ration h. The randomized
consensus algorithm in [I] can tolerate at least [(1 — T{w)n] — 1 process crashes in the m&m system
Sc (Theorem 4.3 in [I]). In contrast, by Theorems [27] and Theorem [25| we have:

Corollary 28. For any undirected graph G with n nodes and verter expansion ratio h, there is a ran-
domized consensus algorithm that tolerates at least [(1 — m)rﬂ — 1 process crashes in the uniform
mém system Sg.

5.1 Solving randomized consensus

The randomized consensus algorithm by Aspnes and Herlihy [4] was originally proved to work against a
strong adversary in a shared-memory system under the assumption that the SWMR registers that it uses
are atomic (i.e., instantaneous). As we mentioned before, replacing the atomic registers of a randomized
consensus algorithm with linearizable implementations of atomic registers may kill the (probabilistic)
termination property of this algorithm against a strong adversary [I5]: to preserve termination may
require strongly linearizable implementations, rather than just linearizable implementations [13]. As
we show in Appendix [A] however, our atomic register implementation for m&m systems is not strongly
1inearizableE So prima facie, combining the AH algorithm with our implementations of atomic registers
may not work against a strong adversary in m&m systems.

It was recently shown [I6], however, that if we replace the atomic SWMR registers used by the AH
algorithm with any linearizable implementation of atomic registers (such as the one that we give for
mé&m systems in Section 7 we obtain a randomized consensus algorithm that does work against a
strong adversary. So, from Theorem [18|in Section and Theorem 20 in [16], we have:

Theorem 29. Let Sy, be the general mé&m system induced by a bag L = {S1,...,Sm} of subsets of Il =
{p1,p2,...,pn}. By replacing the atomic SWMR registers used by the randomized consensus algorithm
given in [JI] with the linearizable implementation of such registers for system Sy, given in Section we
obtain an algorithm that solves randomized consensus in Sy and tolerates up to ty process crashes.

It is worth noting that [16] proved that the AH algorithm does not need register atomicity or lin-
earizability to work: in fact this algorithm works against a strong adversary even with reqular SWMR
registers [26]. In contrast to atomic SWMR registers, each operation of a regular SWMR register spans

9[1] considers randomized consensus algorithms only for uniform mé&m systems.

10This also applies to the ABD register implementation for message-passing systems.
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an interval that starts with an invocation and terminates with a response. Moreover, in contrast to lin-
earizable implementations of atomic SWMR registers, a regular SWMR register satisfies only Property
but not Property [2 (Section [2), and so it allows “new-old” inversions [26].

5.2 Lower bound

A fault-tolerance lower bound on solving consensus in uniform mé&m systems was given in [I] (Theorem
4.4). A simple generalization of this result shows that the randomized consensus algorithm of Theorem
is optimal in the number of process crashes that it can tolerate in general m&m systems. More precisely:

Theorem 30. Let S;, be the general m&m system induced by a bag L = {S1,...,Sn} of subsets of
IT = {p1,p2,...,pn}. Iftr +1 < n processes may crash, randomized consensus can not be solved in Sy,.

Proof Sketch. As in [I], the proof for general general m&m systems is by a standard partition argument.
Suppose, for contradiction, that there is a randomized consensus algorithm A that toleratest =t +1 <n
process crashes in Sy, (*). Since ¢ > t1,, by the Definition [7|of ¢;, there are two disjoint subsets P and P’
of II, of size n — t each, such that: no set S; in L contains both a process in P and a process in P’ (**).
Since t < n each of P and P’ contains at least one process. Since P and P’ are disjoint, the sets P, P’,
and Q =1II — (P U P') form a partition of II (see Figure [3).

Consider the following execution of 4. Processes in @) take no steps (they crash at the start of this
execution). Processes in P and P’ propose 0 and 1, respectively. Processes in P “think” that all the
processes P’ U @ are crashed from the start, while processes in P’ “think” that all the processes P U Q,
because:

e Each of P and P’ contains n — t processes and up to t process can crash in Sy.

e All the messages between processes in P and P’ are delayed, and
e by (**)

— no value written by any process in P’ on a shared register can be read by any process in P.

— no value written by any process in P on a shared register can be read by any process in P’.

Since the consensus algorithm A tolerates ¢ crashes and terminates with probability 1, every process
in P and P’ eventually decides 0 and 1, respectively (all the delayed messages between them are received
only after they decide); this violates the Agreement property of consensus. O

6 Number of RDMA connections versus fault-tolerance degree

Recall that in a pure message-passing systems with n nodes, one can implement a SWMR atomic register,
and solve randomized consensus, for up to [§] — 1 crashes; so obtaining this degree of fault-tolerance
does not require any shared memory or RDMA connection. This raises the following question: what is
the minimum number of RDMA connections required to tolerate more than [ 4] — 1 failures in a uniform
mé&m systemﬂ In this section we show that m RDMA connections are necessary and sufficient to

tolerate m process crashes, for every m such that [§] —1<m <n—1.

Lemma 31. For all n > 2, and every undirected graph G with n nodes and [5] — 1 edges, we can
partition the nodes of G into two sets of nodes P and P of size | 2| and [%], respectively, such that there
is no edge between any node of P and any node of P.

Proof. We prove the theorem for the two possible cases: n is even (Claim[31.1)) and n is odd (Claim [31.2)).

Claim 31.1. For all k > 1, and every undirected graph G with n = 2k nodes and [5]—1 =k —1 edges,
we can partition the nodes of G into two sets of nodes P and P of size | %] = [%] =k, such that there
is no edge between any node of P and any node of P.

11 Recall that such a system is modeled by a graph G where nodes represent processes and each edge between two
processes represents an RDMA connection between these processes which allows them to share some SWMR registers.
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Proof. We prove this by induction on k.

BASE CASE: k = 1. Clearly, for any graph with n = 2 nodes and 0 edges, the two nodes can be
partitioned so that there is no edge between them.

INDUCTIVE STEP: Let k£ > 1. Assume that for every undirected graph with 2k nodes and k — 1 edges,
the nodes can be partitioned into sets P and P of size k each, with no edge between them (Induction
Hypothesis). We now show for every undirected graph with 2k + 2 nodes and k edges, the nodes can be
partitioned into sets P and P of size k + 1 each, with no edge between them

Let G be any undirected graph with 2k 4+ 2 nodes and k edges. Since each edge can “decrease” the
number of singleton nodes (i.e., nodes with degree 0) by at most 2, it is clear that G has at least two
singleton nodes, say u and v.

Case 1: G contains no cycle. Since G has k > 1 edge and no cycle, it must have at least one node a
with degree 1. Let (a, ) be the (only) edge incident to a in G. Let G’ be the graph obtained by removing
nodes v and v and the edge (a,b) from G. So G’ has 2k nodes and k — 1 edges.

By our Induction Hypothesis, the nodes G’ can be partitioned into sets P’ and P’ of size k each, with
no edge between them. There are two subcases:

Case (i): nodes a,b are in the same partition. Without loss of generality, suppose a,b are in P’. We
partition the nodes of G into sets P and P as follows: P = P'U{u} and P = P’U{v}. Clearly, P and P
are of size k + 1 each. Furthermore, G has no edge between P and P since (1) by Induction Hypothesis,
G’ has no edge between P’ and P’, (2) both a,b are in P/, and (3) v and v are singleton nodes.

Case (ii): nodes a,b are not in the same partition. Without loss of generality, assume node a is in
P’ and node b is in P’. We partition the nodes of G into sets P and P as follows: P = P’ U {u,v} — {a}
and P = P’ U {a}. Clearly, P and P are of size k + 1 each. Furthermore, G has no edge between P and
P since (1) by Induction Hypothesis, G’ has no edge between P’ and P’, (2) both a,b are in P’, and (3)
u and v are singleton nodes.

Therefore, in all subcases of Case 1, the nodes of G can be partitioned into sets of nodes P and P of
size k 4+ 1 each, with no edge between them.

Case 2: G contains cycles. Let (a,b) be any edge in a cycle. Let G’ be the graph obtained by
removing nodes u and v and the edge (a,b) from G. So G’ has 2k nodes and k — 1 edges.

By our Induction Hypothesis, the nodes G’ can be partitioned into sets P’ and P’ of size k each, with
no edge between them. Since nodes a,b are in a cycle in G, after removing (a,b), there is still a path
from a to b in G’. Since G’ has no edge between any node of P’ and any node of P/, nodes a, b must be
in the same partition of nodes, say P’.

The proof now proceeds as in Case 1(i). We partition the nodes of G into sets P = P’ U {u} and
P = P'U{v} of size k + 1 each. Clearly G has no edge between P and P because: (1) by Induction
Hypothesis, G’ has no edge between P’ and P’, (2) both a, b are in P’, and (3) v and v are singleton nodes.

So in all cases, the nodes of G can be partitioned into sets of nodes P and P of size k + 1 each, with
no edge between them. O

Claim 31.2. For all k > 1, and every undirected graph G with n = 2k + 1 nodes and [5] —1 = k
edges, we can partition the nodes of G into two sets of nodes P and P of size 5] =kand [5] =k+1,
respectively, such that there is no edge between any node of P and any node of P.

Proof. Let k > 1 and G be any undirected graph with 2k + 1 nodes and k edges. We now show that the
nodes of G can be partitioned into two sets P and P of size k and k + 1, respectively, such that there is
no edge between them.

Let G’ = G + {z} where z is a new singleton node. Clearly, G’ has 2k + 2 nodes and k edges. By
Claim the nodes of G’ can be partitioned into two sets P’ and P’ of size k + 1 each, with no edge
between them in G’. Without loss of generality, assume node x is in P’. We partition the nodes of G
into the two sets P = P’ — {2} and P = P’, of size k and k + 1, respectively. Since G’ has no edge

between P’ and P’, G has no edge between P and P. O
The lemma follows from Claim [31.1)) (n is even) and Claim (n is odd). O

Theorem 32. For alln > 2, every undirected graph G with n nodes and [5]—1 edges has tg < [5]—1.

Proof. Consider any undirected graph G' with n nodes and [5] — 1 edges where n > 2. By Lemma
the nodes of G can be partitioned into two sets P and P of size at least | 5] each such that G has no

edge between them. So G? does not have any edge between any node in P and any node in P. By the
definition of {¢g (Deﬁnition7 this implies that t¢ < n—|%§]. Therefore tqg <n—|§]-1=[5]-1. O
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Theorem 33. For alln>2 and all [5] —1<m <n—1:

1. Every graph G with n nodes and m edges has tg < m.

2. Some graph G with n nodes and m edges has tg = m.
Proof. Let n > 2.

1. We prove Part 1 by induction on the number of edges m.

BASE cASE: m = [§] — 1. By Theorem [32, every undirected graph G with n nodes and [§] —1
edges has tg < [g] —1.

INDUCTIVE STEP: Let [§] —1 <k <n — 1. Assume every graph G with n nodes and k edges has
te < k (Induction Hypothesis). Consider any graph G = (V, E') with n nodes and k + 1 edges. We
must show that G has t¢ < k4 1. To prove this, by the definition of ¢ (Definition , we must
show that: (*) G has two disjoint sets of nodes P and @ of size n — (k + 2) each such that G? has
no edge between a node in P and a node in Q.

For any set of nodes S of G, let (6S)g be the set of neighbours of S in G, ie., (6S)g={veV:
(u,v) € E,u € S,v ¢ S}. Note that proving (*) is equivalent to proving that G has two disjoint
sets of nodes P and @ of size n — (k + 2) each such that P U (0P)¢ and Q U (6Q)¢ are disjoint.

Observation 34. For any two disjoint sets of nodes P' and Q' in G, if P"U(6P")g and Q'U(6Q" )¢
are disjoint, then for any subsets P C P and Q C Q', PU(0P)g and QU (Q)¢ are also disjoint.

Let e be any edge of graph G (this edge exists because, n > 2, k> [§] —1> 0, and G has k + 1
edges). Let G’ be the graph obtained by removing edge e from G. Thus, G’ has n nodes and k
edges. By the induction hypothesis, ter < k. So, by the definition of ¢, G’ has two disjoint sets
of nodes P’ and Q' of size n — (k + 1) each such that G2 has no edge between a node in P’ and a
node in @’. This implies P’ U (§P")g and Q' U (§Q’ )¢ are disjoint (*). There are two cases:

Case 1: e is between two nodes in P’ or between two nodes in Q’. In this case it is clear that
(0P)g = (6P)¢ and (6Q")e = (6Q" ). Since by (*), P’ U (§P")g and Q' U (6Q’)¢ are disjoint,
P'U(6P')¢ and Q'U(0Q’)¢ are disjoint. Let P and @ be any two subsets of P’ and @', respectively,
of size n — (k + 2) each. By Observation [34] P U (6P)¢ and Q U (0Q)¢ are also disjoint.

Case 2: ¢ is not between two nodes in P’ or between two nodes in ). So e connects at most one
node in P’ and at most one node in Q’. Thus, since |P’'| = |Q'| = n — (k + 1), there exist subsets
of nodes P C P’,  C @' such that |P| = |Q| = n — (k + 2) and no endpoint of e is in P or Q). By
(*) and Observation PU(§P)g and Q U (Q)¢ are disjoint. Since G differs from G’ only by
having the extra edge e, and no endpoint of e is in P or @, it is clear that (0P)g = (6P)¢g and
(0Q)a = (0Q)¢. So, PU (0P)¢ and Q U (0Q)¢ are disjoint.

Since in all possible cases G has two disjoint sets of nodes P and @ of size n — (k 4 2) each such
that P U (6P)g and Q U (0Q)¢ are disjoint, Part 1 holds.

2. Let m be such that (%1 —1<m <n-—1. To show Part 2, we now describe a graph G with n
nodes and m edges that has tg = m.
The n nodes of G are vy, v1, ...,v,—1, and G has an edge between vy and v; for every 1 < i < m (so

there are n — m — 1 singleton nodes, namely vy, 41, ..., Up—1).

Claim 34.1. tg > m.

Proof. By the definition of tg, we must prove that for any two disjoint sets of nodes P and @ of
size n — m each, G2 has an edge between a node in P and a node in Q.

Consider any two disjoint sets of nodes P and @ of size n —m each. Since there are only n—m —1
nodes in {vp41, ..., Un—1}, each of P and @ must have at least one node in {vy, ..., v, }; say v; € P
and v; € Q. Since G has an edge between vy and vy, for every 1 < k < m, G? has an edge between
v; € P and v; € @), as we needed to show. O

By Claim and Part 1, tg = m.
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We can now answer the following question: what is the minimum number of RDMA connections
required to tolerate more than [4] — 1 failures in a uniform m&m system? The answer is given by
combining Theorem [33] with Theorems 23] and 27} m RDMA connections are necessary and sufficient to
tolerate m process crashes, for every m such that [§] —1 <m <n — 1. More precisely:

Theorem 35. Letn > 2 and [5]| —1 < m.

1. If m < n—1, for some graph G with n nodes and m edges, in the uniform mém system Sg induced
by G:

- there is an m-tolerant implementation of an atomic SWMR register for any writer w.

- there is an m-tolerant randomized consensus algorithm.

2. If m < n—1, for every graph G with n nodes and m edges, in the uniform mém system Sq induced
by G:

- there is no (m + 1)-tolerant implementation of an atomic SWMR register for any writer w.

- there is no (m + 1)-tolerant randomized consensus algorithm.

7 Concluding remarks

Hybrid systems that combine message passing and shared memory have long been a subject of study in
the systems community [3], 6] [, [8, 24 25 [29, [32]. To the best of our knowledge, however, such systems
have only recently been examined from a theoretical point of view. Aguilera et al. gave a rigorous model
for hybrid systems, namely the m&m model, and studied how the combination of message passing and
shared memory can be harnessed to improve solutions to certain fundamental problems: In particular,
they show that, compared to a pure message-passing system, a hybrid system can improve the fault
tolerance of randomized consensus algorithms and reduce the synchrony necessary to elect a leader [I].
A more recent paper by Aguilera et al. extends the m&m model to Byzantine failures, and shows
how to improve the inherent trade-off between fault tolerance and performance for consensus, for both
Byzantine and crash failures [2]. The present paper is another contribution to the theoretical study of
hybrid systems: whereas the well-known ABD algorithm implements an atomic SWMR register with
optimal fault tolerance in a pure message-passing system [5], here we implement such registers with
optimal fault tolerance in m&m systems. We also show how to solve randomized consensus with optimal
fault tolerance in such systems. Extending our results to hybrid systems with Byzantine failures is a
subject for future research.

Another possible extension to this work regards the design of uniform mé&m systems that maximize the
fault-tolerance under some constraints on RDMA connections. In this paper, we proved that to implement
SWMR registers (or solve randomized consensus) in uniform mé&m systems, m RDMA connections are
necessary and sufficient for tolerating m process crashes. In the “sufficient” part of our proof, however,
there is a process that has an RDMA connection to every other process in the system; the corresponding
graph G is a “star” graph where one node has degree n —1 and every other node has degree 1. In practice
it is often desirable to limit the number of RDMA connections per process to some k. So this raises the
following question: what is the maximum fault tolerance that can be achieved in uniform mé&m systems
S¢ induced by graphs G of degree k7 For k = 1, it is easy to see that the m&m system Sg induced
by the graph G that consists of pairs of connected nodes is optimal, but its fault tolerance is quite low:
with n nodes, Sg tolerates up to tg = n/2 process crashes if n = 2(2i + 1) for some ¢ > 0, but only
tg = [n/2] — 1 crashes otherwise (which is no better than a pure message-passing system). For k = 2,
the system S¢ induced by the graph G consisting of a simple cycle of n nodes is optimal; with n nodes,
S¢ tolerates up to t¢ = [n/2] 4+ 1 process crashes (see Appendix . The following is an open problem:
for each k > 3, find a graph G of degree k that maximizes the number of process crashes tolerated by
the induced m&m system Sg.
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Appendix A Algorithm [1| is not strongly linearizable

We now prove that our implementation of atomic SWMR registers for m&m systems given in Section
is not strongly linearizable. To do so, we show that the ABD algorithm [5] that implements atomic
SWMR registers for pure message-passing systems is not strongly linearizable; recall that the ABD
algorithm is a special case of Algorithm [I]

First recall the definition of strong linearizability [13]:

Definition 36. Let H be a prefix-closed set of histories. H is strongly linearizable if there exists a
function f mapping histories in ‘H to sequential histories, such that

e for any H € H, f(H) is a linearization of H, and
o for any G,H € H, if G is a prefix of H, then f(G) is a prefiz of f(H).

Definition 37. An implementation of a shared object type is strongly linearizable if the set of histories
of the implementation is strongly lineam’zableB

27


https://en.wikipedia.org/wiki/RDMA_over_Converged_Ethernet
https://en.wikipedia.org/wiki/RDMA_over_Converged_Ethernet
https://commons.wikimedia.org/w/index.php?curid=10378641
https://commons.wikimedia.org/w/index.php?curid=10378641

Algorithm 2 The ABD implementation of an atomic SWMR register writable by process w and readable
by all processes in a message-passing system &, provided that at most [n/2] — 1 processes crash.

R[p] : local register writable and readable only by p ;

initialized to (0, ug).

WRITE ({874, ©)): > executed by the writer w
L: send (W, (sn,,u)) to every process p in S
2: wait for (ACK-W, sn,,) messages from [2$1] distinct processes
3: return

> executed by every process p in S

4: upon receipt of a (W, (sn,,,u)) message from process w:
5: (sn,—) < R[p]
6: if sn,, > sn then
7: Rlp| < (sny,u)
8: send (ACK-W, sn,,) to process w
READ(): > executed by any process ¢
9: SNy < sn,. + 1
10: send (R, sn,) to every process p in S
11: wait for (ACK-R, sn,, (—, —)) messages from [2}!] distinct processes
12: (seq,val) < max{(r_sn,r_u) | received a (ACK-R, sn,, (r_sn,r_u)) message}
13: WRITE((seq, val))
14: return (seq,val)

> executed by every process p in S
15: upon receipt of a (R, sn,) message from a process ¢:
16: (r_sm,r_u) < RIp]
17: send (ACK-R, sn,, (r_sn,r_u)) to process ¢

Theorem 38. The ABD implementation of an atomic SWMR register in pure message-passing systems
(shown in Algorithm@) is not strongly linearizable.

Proof. Consider a pure message-passing system S with 3 processes, namely, w, p, ¢. Let R be the atomic
SWMR register implemented by Algorithm [2]in S. R can be written by w and read by all processes of
S.

Let H be the set of histories of the Algorithm [2| (in these histories we omit all steps other than the
invocations and responses of read and write operations on R)). To prove that Algorithm is not strongly
linearizable, we show that # is not strongly linearizable. More precisely, we prove that for any function
f that maps histories in H to sequential histories, there exist histories G, H € H such that G is a prefix
of H but f(G) is not a prefix of f(H).

Let f be a function that maps histories in H to sequential histories. Consider the following history
G € H (shown in Figure [L9):

e Initially, R contains vg, and so all the local registers R[—] contain the value vg.

e At time t1, process p starts an operation R to read R. According to line [10| of Algorithm [2] p first
sends (R, sn,.) to all processes, then:

— preceives (R, sn,) from itself, reads (0, vo) from R[p] (line[L6)), and sends (ACK-R, sn,., (0, vo))
to itself (line[I7). And so p receives (ACK-R, sn,, (0,vp)) from itself.

— let mg denote the message (R, sn,) from p to w; delay mq. Since w does not receive mq, w
takes no step.

121n a history of an object implementation, we omit all steps other than the invocation and response steps on that object.
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Figure 19: History G

— g receives the message (R, sn,) from p and reads (0, vo) from R[g] (line[16). Then g sends back

(ACK-R, sn, (0,v9)) to p (line, say at time to. Let my denote the message (ACK-R, sn,., (0, vg))

from ¢ to p and delay m;.

e At some time t3 > ¢y, the writer w starts an operation w to write the value v; into R with sequence
number 1, for some vy # vy. Process w first sends the message (W, (1,v1)) to all processes (line
including itself, but the message to p is delayed. Processes w and ¢ receive (W, (1, v1)) from w, and
since R[w] and R[g] contain (0, vo), by line [6] of Algorithm [2] both w and ¢ write (1,v1) to R[w]
and R[q] respectively (line[7), and they send (ACK-W, 1) to w (line[§). So w receives (ACK-W, 1)
from w and ¢. By line[2] the write operation W terminates, say at time ¢4.

e After time t4, w receives the delayed message mg from p. Since now R[w] contains (1, v1), w reads
(1,v1) in line[I6] And so w sends (ACK-R, sn,, (1,v1)) to p (line[17)), say at time t5. Let my denote
the message (ACK-R, sn,, (1,v1)) from w to p; delay mo.

Note that in G, messages m; = (ACK-R, sn,, (0,vg)) and ma = (ACK-R, sn,, (1,v1)) are sent to p

but not yet received by p. As we will see, the order p will receive these two messages determines the
value that p will read, and hence determines how p’s read is linearised with respect to w’s write.

Since the write operation W terminates in G and f(G) is a linearisation of G, w is in f(G). Since
the read operation R is concurrent with w, there are two cases: (1) R is before w in f(G), (2) R is not
before w in f(G).

H
A
[ G \
A
[ wite(lv,) m,
W —a e C’o
A
1 (AC . \\\(?(
q - - _ _\OY i X—-R.I“> N,
-
I >
P " read A.
|
t, t,t, t, t

Figure 20: History H of Case 1

Case 1: R is before w in f(G). Consider the following history H € H (Figure :
e H is an extension of G, i.e., G is a prefix of H.

e At time tg > t5, p receives the delayed message mgy from w. Since p receives (0, vg) from itself and
receives (1,v;) from w, by line[12} p selects (1,v;), writes back (1,v1) in line [13]and returns (1, v)
in line i.e., the read operation R of p returns v;.
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Since the read operation R of p returns vy in H, and f(H) is a linearisation of H, by Property [1| of
linearizable atomic SWMR register implementation, R is after w in f(H). However, since, by assumption,
R is before w in f(G), f(G) is not a prefix of f(H).
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Figure 21: History H of Case 2

Case 2: R is not before W in f(G). Consider the following history H € H (Figure :
e (G is a prefix of H.

e At time tg > t5, p receives the delayed message m from g. Since p receives (0, vg) from both itself
and ¢, by line p selects (0, vg), writes back (0,vp) in line and returns (0, vp) in line ie.,
the read operation R of p returns vg.

Since the read operation R of p returns vg in H, and f(H) is a linearisation of H, by Property
of linearizable atomic SWMR register implementation, R is before w in f(H). However, since, by
assumption, R is not before w in f(G), f(G) is not a prefix of f(H).

So in both cases, there is a history H € H such that G is a prefix of H but f(G) is not a prefix of
f(H). Therefore the theorem holds. O

Appendix B Optimal uniform m&m systems limited to 2 RDMA
connections per process

We show that in uniform mé&m systems with n processes, if we limit the number of RDMA connections
to only two per process, then the maximum number of process crashes that can be tolerated (for imple-
menting a SWMR register or solving randomized consensus) is [n/2] + 1, and this can be achieved by
connecting the n processes into a simple cycle. This follows from Theorems 23] and the theorem below:

Theorem 39.
(1) Every graph G with n nodes and degree 2 has tg < [n/2] + 1.
(2) The graph G that consists of a simple cycle of n nodes has tg = [n/2] + 1.

Proof.

(1) Let G be a graph with n nodes and degree 2. To prove t¢ < [n/2] + 2, we show that there are two

disjoint subsets of nodes of size n— ([n/2] +2) = |n/2| —2 each such that G? has no edge between them.
First we partition the nodes in G into two subsets P and @ such that |P| = [n/2], |Q| = [n/2], and

there are at most two edges in G between nodes in P and nodes in Q. This can be done as follows. Let

C1,C5,...,Cy be the connected components of G, and let n; be the number of nodes of C; for 1 <14 < /.

There must be a component C; such that either:

(1) ny+ne+---+n;_1=mnj;+nj1+- - +ngor

(11) ny+ng+---+n;_1<n;+njp1+---+ng andn1+n2+---+nj_1—|—nj>nj+1—|—-~-—|—ng
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In the case (i), P is the set of nodes in C1, Cs,...,Cj_1, and Q is the set of nodes in C;,Cj11,...,Cy.
Clearly |P| = |Q| = n/2, and there are no edges between the nodes of P and the nodes of Q.

In the case (ii), it is easy to see that it is possible to split the n; nodes of component C; into njl and
n? nodes such that ny +ng +--- +n;_1 +nj = [n/2] and nf +n;1 +--- +ng = [n/2]. Furthermore,
since G has degree 2, Cj is either a chain or a cycle, and so we can select the njl and n? nodes from
C; such that C; has at most two edges between these two sets of nodes. Let P be the set of nodes in
C1,Cs,...,Cj_1 and the n} nodes from Cj, and @ be the set of nodes in Cj,Cj41,...,C¢ and the n?
nodes from C;. Clearly |P| = |n/2], |Q| = [n/2], and there are at most two edges between the nodes of
P and the nodes of Q.

Now we remove the endpoints of the edges between P and @), if such edges exist; note that this takes
out at most two nodes from P and two nodes from Q. This gives two subsets P’ and Q' of P and Q
such that: (a) there are no edges between the nodes of P’ and the nodes of @', and (b) |P'| > |n/2| —2,
|Q'| > [n/2]—2. Note that any node in P’ is at least 3 edges away from any node in Q’. So no edge in G?
connects a node in P’ and a node in Q'. Thus, there are two disjoint sets of nodes (namely, P’ and Q) of
size |n/2] — 2 each such that G? has no edge between them. Therefore, tg < n—(|n/2|—2) = [n/2] +2.

(2) Consider the graph G that consists of a simple cycle of n nodes. We show that tg > [n/2] + 1. For
any subset P of nodes of size n — ([n/2] + 1) = [n/2| — 1 in the cycle G, P has at least two neighbours
in G, i.e.,, P > 2, and so |[PUJP| > |n/2]| + 1. Thus, for every two sets P, @ of nodes of size [n/2| —1,
PUGSP and QUQ intersect. This implies that G? has an edge between any two disjoint subsets of nodes
of size [n/2] — 1. Therefore, tg > n— (|n/2] —1) = [n/2] + 1. O
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