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The capability to reliably transmit and store quantum information is an essential building block
for future quantum networks and processors. Gauging the ability of a communication link or quan-
tum memory to preserve quantum correlations is therefore vital for their technological application.
Here, we experimentally demonstrate a measurement-device-independent protocol for certifying that
an unknown channel acts as an entanglement-preserving channel. Our results show that, even under
realistic experimental conditions, including imperfect single-photon sources and the various kinds
of noise—in the channel or in detection—where other verification means would fail or become in-
efficient, the present verification protocol is still capable of affirming the quantum behaviour in a
faithful manner without requiring any trust on the measurement device.

The ability to transmit and store quantum states, and
coherently manipulate the timing of photonic signals is a
crucial requirement in quantum technologies [1]. Quan-
tum communication links in combination with quantum
memories form the quantum channels that offer these
capabilities. These quantum channels thus play a piv-
otal role in enabling full scale quantum networks [2],
promising unconditionally secure communication and the
prospect of distributed quantum computing.

With the development of such quantum channels, espe-
cially quantum memories, comes the challenge of certify-
ing their capabilities [3, 4]. In particular, we seek the abil-
ity to discern a truly non-classical channel from a cheap
knock-off, such as a channel that simply measures the in-
put state and approximately re-prepares it at the output.
While the latter could preserve some information about
the state, it cannot preserve the exact quantum state nor
any previously established correlations, rendering it use-
less for quantum applications. We denote channels of this
sort as entanglement-breaking (EB), in contrast to true
quantum memories or coherent quantum channels, which
preserve entanglement at least to some extent.

Consider an unknown channel that is claimed to be
non-classical, i.e. entanglement preserving. The most
straightforward approach to obtain a complete charac-
terization of the channel is a tomographic reconstruction
of the channel’s process matrix [5]. In practice, how-
ever, this approach is too resource intensive for all but
the smallest channels and further requires precise con-
trol and trust in all parts of the experiment. In most
cases, such trust is undesirable or cannot be guaranteed
at all. One way to overcome this is by using the corre-
lations of entangled quantum systems, where a violation
of a Bell inequality certifies the presence of entanglement
even when the measurements are performed by untrusted
black-box devices. Consequently, Bell-test-based proto-
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cols allow for the verification of quantum channels in a
so-called device-independent way, that is without requir-
ing any trust in the experimental devices [6], even pro-
viding guarantees on the quality of the channel via self-
testing [7]. On the flip side, these approaches cannot cap-
ture all non-classical channels [§] and are subject to chal-
lenging loopholes [9-11] that make them very fragile to
losses and experimentally difficult to implement. More-
over, in practice we rarely face the situation where noth-
ing can be trusted such that a fully device-independent
approach is necessary. Instead, while we might face an
untrusted measurement device, we typically have access
to a trust-worthy state preparation device allowing us
to generate well-defined quantum states of our choice: a
scenario commonly referred to as measurement-device-
independent (MDI).

MDI schemes were first proposed in the context of
entanglement verification [12] for spatially separated
subsystems, within the framework of semi-quantum
games [13]|, with several advantages over Bell tests [14].
These methods have since been extended to quantum
steering [15] and to the analysis of entanglement struc-
ture [16] and its quantification [17-19], which has been
demonstrated experimentally [20-22]. Moving beyond
the classic scenario of two spacelike separated parties,
the MDI approach and semi-quantum games can be
adapted to situations where one party wants to test an-
other party’s ability to maintain quantum coherence over
time [23], such as in a quantum memory.

Here we demonstrate experimentally, that MDI verifi-
cation of quantum memories and more general quantum
channels is a simple technique that is highly robust to
experimental imperfections and viable with current tech-
nology. We study the performance and success probabil-
ity of the method for channels suffering from depolarizing
and dephasing noise, taking into account all experimental
imperfections (such as imperfect state preparation when
multiple copies of the input state are prepared), a prob-
lem that so far hasn’t received sufficient attention. Under
all conditions achievable with current technology, we find
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that the MDI approach outperforms Bell-test based tech-
niques in terms of resource requirements as well as noise
resilience without the need for extra assumptions such as
fair sampling. This method can thus certify a much wider
range of channels, and remains practical under realistic
experimental conditions.

We now consider a typical experimental scenario,
where a client (Alice) wishes to test a potentially dis-
honest quantum memory (provided by Bob) before de-
ployment in a quantum network. Alice is assumed to
possess a trusted preparation device, which is a scenario
that naturally lends itself to the use of semi-quantum
games. Here, Alice repeatedly asks Bob a set of ran-
domized “questions” by sending him quantum states and
gets back a classical answer from Bob in every round.
Bob is then asked to maximize a payoff function cho-
sen to witness whatever quantum property Bob claims
to possess. Since the questions are non-orthogonal, Bob
merely knows the set of possible questions, but cannot
know which question is asked in each round and thus
cannot cheat. This method thus allows Alice to witness
whether Bob possesses the claimed quantum property
without having to trust him.

In each round, Alice sends successively two questions
with a time delay between them, which forces Bob to
store the first question until the second one arrives. In
our notation, the first question is a state chosen at ran-
dom from a finite set {¢,} indexed by z, while the sec-
ond question is chosen from a finite set {t,} indexed
by y; both questions are sampled with uniform prob-
ability. After receiving the second question, Bob re-
turns a classical answer b back to Alice. Bob is asked
to maximize a pre-arranged payoff function w(b,z,y) us-
ing the quantum channel A/ at his disposal. In analogy
with Bell scenarios, we write the payoff then achieved
W =3, w(b 2,y)P(blzy). The combination of the co-
efficients w(b, z,y) with the sets {£,} and {¢,} is a tem-
poral semi-quantum game [11]. Every such game has an
upper bound Wgg on the payoff achievable when Bob has
only an entanglement breaking channel at its disposal.

In our experiment, the sets {{,} and {i,} are identi-
cal and composed of symmetric informationally-complete
(SIC) single-qubit quantum states which form a non-
orthogonal basis of the Hilbert space with constant pair-
wise overlap of 1/3 [26]. As shown in the Supplemen-
tary Materials, other set of states can be chosen for
the protocol with some implementation benefits. Non-
orthogonality ensure that, although Bob knows the set of
possible questions, he cannot with certainty know which
questions are being asked in each round of the game.
We write z,y = 0,1,2,3 the indices of these two suc-
cessive questions &, 1, sent to Bob, while Bob sends
back a classical answer b = 0,1. The property we are
testing is a claim made by Bob that he possesses a non-
entanglement-breaking channel corresponding to a Choi
matrix ® [27]. Accordingly, this Choi matrix is entangled,
a fact that can be tested by an entanglement witness 28]
F such that tr [F®] > 0 while tr [F'®gg] < 0 for Choi ma-

FIG. 1. Experimental Setup. (a) MDI entanglement wit-
ness setup. Pairs of 1550 nm single photons are generated via
degenerate PDC in a custom-poled potassium titanyl phos-
phate (KTP) crystal [24, 25] pumped by 775 nm, 1.6 ps pulses
with 80 MHz repetition rate. After being separated from the
pump with a dichroic mirror (DM), one photon of each pair
is transmitted on a polarizing beam-splitter (PBS) and de-
tected by a superconducting nanowire single-photon detector
(SNSPD), providing the heralding signal for its twin photon.
The heralded photons are manipulated using a sequence of a
polarizer (POL), half-wave (HWP), and quarter-wave plate
(QWP) to prepare the questions of the MDI protocol. The
left-green (right-yellow) shading indicates the trusted (un-
trusted) parts of the experiment. (b) Untrusted channel ver-
ification setup via Bell test.

trices of entanglement breaking channels. Our payoff co-
efficients w(b, z,y) are chosen so that w(b = 1,z,y) = 0,
while w(b = 0, z, y) provides a decomposition of that wit-
ness ' = > w(0,2,y) (&) @1, ). This ensures [11]
that Wgg = 0 while W > 0 when Bob actually im-
plements the channel he claims to possess and projects
the joint two-photon state onto a singlet state |¥). In
each round, Bob announces his result b to Alice, who
computes the payoff using her knowledge of the prepared
questions. We studied the effects of an imperfect quan-
tum channel by simulating additional depolarizing Np
noise or dephasing noise Ny, defined as:

Ne(p) =1 —p)p+pl/2,

p p
No(p) = (1 - §)P+ 5730935
where 1 and o3 are the identity and Pauli Z operator
respectively, and 0 < p < 1 is the noise strength. In both
cases, the optimal payoff coefficients are found to be

(1)

-5/8 ifx=y

b=0 =
w( 2, Y) {1/8 otherwise (2)

wb=1,z,y) =0,

where b = 0 corresponds to a successful projection of the
joint state onto the singlet state and b = 1 to any other
measurement outcome.



Experimentally, we use a heralded parametric down-
conversion (PDC) source to emulate a single photon
source at telecommunication wavelength (the experimen-
tal setup is shown in Fig. 1 (a)). Alice encodes a probe
state &, in the heralded photon using a sequence of POL,
HWP and QWP. This probe state represents the first
question in our semi-quantum game, which Bob receives
at time t1, and is asked to process in his alleged quantum
channel. Bob’s quantum channel is a 15 m single-mode
fibre emulating a quantum memory with fixed storage
time of ~75 ns. A HWP and a QWP are used to imple-
ment a noisy channel with variable noise-strength p by
applying a combination of Pauli operators according to
Eq. (1) for a measurement time proportional to p. At a
later time to, Alice prepares in the same way a second
probe state 1),—corresponding to the second question in
the game—and sends it to Bob, who is asked to perform
a joint measurement on the two states via two-photon
interference on a beam-splitter (BS) and broadcast the
outcome: only a coincidence click event of the detectors
after the BS corresponds to b = 0 in eq. (2) (i.e. a suc-
cessful projection on the singlet state), while any other
event corresponds to b = 1.

Unlike the MDI protocol described above, a Bell-test
approach, i.e. a fully device-independent verification of
a quantum channel, requires Alice to prepare entangled
quantum state. We produce entangled pairs of photons
via PDC in Sagnac interferometric scheme [29], as shown
in Fig. 1 (b). Alice then sends one photon of the en-
tangled pair to Bob, who sends it through his channel.
An additional set of HWP, QWP, and POL is used to
introduce controllable dephasing and depolarizing noise.
After the stored photon has been retrieved a Clauser-
Horne-Shimony-Holt (CHSH) Bell-test [30] is performed
on the joint system, and a violation of the inequality
guarantees the genuine quantumness of the channel.

Figure 2 (a) shows the result of our MDI channel ver-
ification for dephasing and depolarizing noise compared
to a Bell-test approach with fair sampling assumption
(i.e. neglecting the losses in the untrusted part of the
setup). We show that, even in this idealized scenario,
the MDI approach outperforms the Bell-test as it can cer-
tify quantumness for larger noise strength than the Bell-
test (where the magnitude of noise each experimental ap-
proach can tolerate is computed from the intersection of
the average payoff with the EB threshold). In theory, the
quantum nature of the depolarizing channel can be wit-
nessed up to a noise level of p < 2/3, while the Bell-based
tests can only certify the channel up to p ~ 0.29. Surpis-
ingly, the quantumness of a dephasing channel can be
certified for any finite amount of noise, while a Bell-test
approach can at best verify the channel up to p < 0.58.
Crucially, under ideal experimental conditions—i.e. no
loss and perfect single photon sources—the best strategy
Bob can use to convince Alice that he is in possession
of a genuine quantum channel is to truthfully reveal the
result of the joint measurement. Any other tactic would
not maximize the payoff function [11].
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FIG. 2. Experimental results. MDI entanglement witness
measures (a) with and (b) without fair sampling assumption.
Lines and points represent the theoretical prediction and the
experimental data, respectively. The grey-shaded area cor-
responds to entanglement breaking channels, whilst the red-
shaded area represents the actual threshold for entanglement
breaking channels, taking into account Bob’s optimal cheat-
ing strategy. The discrepancy between theory prediction and
data points is mainly due to imperfect two-photon interfer-
ence on Bob’s BS (we estimate a Bell-state measurement fi-
delity < 95%). Note that the theoretical lines are computed
for illustration purposes only using the full knowledge of the
setup, and therefore would not be available to Alice in the
actual implementation of the protocol. The error bars in
the data points represent 3o statistical confidence regions ob-
tained via Monte-Carlo re-sampling (n=10°) assuming a Pois-
sonian photon-counting distribution.

In order to guarantee device independence, the Bell-
test approach would require very high detection efficien-
cies that are at best at the limit of current technical ca-
pabilities. The MDI approach, on the other hand, is
less demanding in terms of experimental requirements.
The effects of losses and imperfections on our protocol
are twofold. Firstly, lost photons lead to a decreased
payoff, and secondly, Bob can exploit imperfections to
cheat. Studying the latter possibility in some more de-
tail, we note that most state-of-the-art photon sources
suffer from a small probability of emitting multiple pho-
tons at a time, which Bob can exploit to extract infor-
mation about the questions sent by Alice. Bob could
then use this information to artificially inflate the payoff
function by the following strategy: Whenever he gets no
more than one photon in each question, he announces an
unsuccessful projection on the singlet state (i.e. b = 1). If
he gets more than one photon in one of the questions and



FIG. 3. MDI channel verification tradeoffs. Shown is the
ideal expectation value (W) of an MDI entanglement witness
for an identity channel with depolarizing noise of strength p
and different amounts of loss. The multi-photon contribution
is fixed at ~ 0.25%, as in our experimental setup, and results
in a decreased size of the parameter region where certification
of quantum behaviour is possible.

at least one in the other one, he can gather information
on the question itself and perform a conveniently cho-
sen local operation and classical communication (LOCC)
positive-operator valued measure (POVM) to furtively
inflate his payoff. In the Supplementary Materials, we
derive the maximal payoff that Bob could achieve with
a EB channel using these strategies and the known char-
acteristics of Alice’s photon source. By using this new
threshold in our protocol we can reliably certify whether
a channel is quantum, even if Bob is actively trying to
cheat. Figure 3 shows the theoretical trade-off between
losses, noise and protocol success for depolarizing noise
at a fixed ratio of multi-photon emission.

Taking into account both losses and multi-photon
emissions according to our experimental parameters—
overall heralding efficiency of ~ 17% and multi-photon
contribution of ~ 0.25%—puts us in a regime far beyond
where a fully-DI approach would apply due to its sensitiv-
ity to loss. On the other hand, the MDI protocol reveals
itself to be significantly more robust to such experimental
imperfections, being still capable of certifying the nature
of a quantum channel, as we show in Fig. 2 (b).

So far, we have discussed MDI certification of a noisy
identity channel. In practice, an imperfect channel might
also apply some unknown unitary rotation to the stored
qubit. In this case a nominally entanglement-preserving
channel might appear to be EB due to the wrong choice
of witness/payoff. In order to verify such channels, Alice
uses a modified protocol, where she splits the answers
obtained from Bob into two sets. The first set is used
to reconstruct the channel’s process matrix via quantum
process tomography, and then computing the correspond-
ing entanglement witness (as discussed, for example, in
Ref. [28] or in the Supplemental Material STA5). Al-
ice can then perform the standard MDI verification with

the adapted witness on the second data set. Since only
the second stage of this extended protocol is MDI, Bob
could attempt to cheat in the first stage. However, all
this would achieve is that Alice computes a sub-optimal
witness, which inevitably lowers the achievable payoff in
the second stage. Bob’s best strategy to have his chan-
nel certified is thus to broadcast the true outcome of the
joint measurement he performs whilst Alice performs the
process tomography of the channel, so that she can build
the optimal witness for the channel at hand.
Experimentally, the unknown unitary rotation was im-
plemented by means of a HWP and a QWP at the output
of the channel, and the MDI protocol was performed in
the context of certifying its quantumness in the presence
of dephasing noise. The results are shown in Fig. 2(b)
with losses and multi-photon corrections taken into ac-
count. We note that this protocol behaves as the stan-
dard MDI protocol for the identity channel, confirming
the suitability of using a MDI approach in more complex
scenarios where non-trivial noisy channels are involved.
Discussion.— We have shown a MDI framework that
achieves quantum channel verification with sustained
performance in the presence of noise and loss much be-
yond the capabilities of fully-DI methods, without the
necessity of trusting the device under examination (as
process-tomography-based methods would). With min-
imal demands on the trusted side (i.e. a single pho-
ton source), this method is ideally suited as a depend-
able benchmark for quantum memories and more gen-
eral quantum channels. With the future vision of large
scale quantum networks, this type of verification proto-
col can be a powerful tool for a skeptic who wishes to
use the network, but does not necessarily trust the third
party operating the network. A natural extension of this
work would be probing different properties of a quantum
memory simultaneously. Fidelity, storage time and re-
call properties could be tested by changing the timing
between the probe photons. On the theory side, the pro-
tocol could be extended to quantify the quantum nature
of the channel instead of verifying it as has been done for
the MDI quantification of entanglement [17-19]; in this
direction, one would need to use a capacity that quan-
tifies specifically the quantum part of the channel: the
negativity of the channel Choi state, or the quantum rel-
ative entropies [31] could be used for that purpose.
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SI. SUPPLEMENTARY MATERIAL

The Supplementary Material investigates the correc-
tions required to the witness (2). In Section STA we
summarize the relevant definitions, describe for the first
time methods to approximate the entanglement-breaking
upper bound of a semi-quantum game, and how to con-
struct optimal semi-quantum games from experimental
data. We compute the corrections for our particular wit-
ness in Section SIB, while explicit constructions for the
cheating strategies are described in Section SI C. Finally,
in Section ST E we investiage the robustness of sparse wit-
ness decompositions to higher order events as well.

A. Semi-quantum temporal games

We consider an arbitrary semi-quantum game; it is de-
fined using sets of quantum input states {¢; }, and {¢y },,
given as density matrices acting on Hilbert spaces Hx
and Hy respectively. We write P(b|zy) the probability
distribution of getting the measurement outcome b after
the quantum inputs &, and 1, have been entered into
the box. Later, we will consider the maximization of a
given w(b, x,y) payoff; currently, we want to character-
ize the correlations P(b|zy) that Bob can achieve using
various resources. When Bob has access to a quantum
channel A/, he can use channel to store the first input
state £,. When he receives the second input state v, he
retrieves the state N (§;) from the channel and measures
them jointly with the positive-operator valued measure
(POVM) {Bs}s, so that the probability of the outcome b
given input state indices = and y is:

P(blry) = tr[By (N (&) @ ¥y)] - (S1)

Note that Bob can pre-process the first input state before
using the quantum channel N; we refer the reader to [11]
for the full details. In general, Bob’s procedure can be
seen as an effective joint measurement {II,}, acting on
Hx ® Hy, so that

P(blry) = tr (I, (£ @ 4y)] - (52)

When the sets of input states {&;}, and {¢y}, are to-
mographically complete, the correlations P(blzy) fully
describe this effective POVM.

1. Entanglement breaking channels

We now consider the case when the quantum channel
is entanglement breaking. Such channels can be mod-
eled as measure-and-prepare channels: instead of storing
the input state £, the channel performs a quantum mea-
surement on &, with outcome A =1, ..., L. This classical
outcome is stored in a classical memory, and a state &,
approximating &, is prepared at retrieval time. In our

framework, the state retrieved from the channel is mea-
sured jointly with the second input state ¢,. In the en-
tanglement breaking case, the distributed POVM {II,};
is a 1-way local operation and classical communication
(LOCC) POVM of the form

M=) (Xa® Yya), (S3)
A

where { X} is a POVM acting on Hx, and {Yy5}s is a
POVM acting on Hy for each A:

d X =1, D> Yy =1, VA (S4)
A b

We write IIgg the set of such distributed POVMs.
We also remark that the POVM elements of all
entanglement-breaking {11} are separable. This is how,
in essence, MDIEWs can be constructed directly from a
decomposition of entanglement witnesses over the quan-
tum input states. We now turn to computable relaxations
of the set Ilgg.

2. Semidefinite relaxations for entanglement breaking
semi-quantum devices

Inspired by [33], we construct semidefinite relaxations
of the set IIgp by observing that the form (S1) admits
symmetric extensions. In particular, we can define a
POVM acting on ‘Hx ® Hy, ® Hy,, where both Hy,
and Hy, are isomorphic to Hy:

M, = Y (X3 @ Vi x @ Yiyn) s (S5)
A

and that POVM {II,,5, }»,5, obeys the following condi-
tions. First, that POVM is symmetric. Let S be the
operator that swaps the spaces Hy, and Hy,. We have

STy, 5, St = My,  Vbi, by . (S6)

Second, the POVM elements and their partial transposes
are all semidefinite positive:

My, >0, T35 >0, T,5 >0 (S7)

(the other partial transposes are redundant by sym-
metry). Finally, the extended POVM {II;,;,} obeys
nonsignaling constraints: from Eq. (S5), we see that after
summing over by, the POVM

ST = (X0 0Ypn0l) =1L, 01 (S8
b2 by

cannot possibly depend on the input given in Hy,. Fi-
nally, we need to enforce normalization of II,,;, by re-
quiring Zbl by TIy,5, = 1; that constraint can be replaced
by > 6, TIy,5, = al with o > 0 when the conic span is
required.

More refined relaxations are easily obtained by using
additional copies of the second subsystem.



8. Semi-quantum games and mazimal payoffs

A semi-quantum game is described by the payoff coef-
ficients w(b, x,y), so that the expected payoff is

W = Zw(b, x,y)P(blxy) . (S9)

bxy

To any semiquantum game, we can associate the fol-
lowing maximal payoffs. First, Wgp is the maximal pay-
off that can be obtained when the channel Bob uses is
entanglement breaking as in (S3). We also write W
the maximal payoff that can be achieved with a quan-
tum channel as in (S1) or its generalizations. Finally,
we consider the situation where Bob has full knowledge
of the indices x and y, instead of only having access to
the states &, and . In that case, Bob can simply store
the classical label z in a classical memory, and process
it along with y to output b*(z,y) = argmax,w(b,z,y),
thus achieving the maximal algebraic value Wy, of the
payoft:

Warc = ngxw(b,x,y) . (S10)

Ty

In the main text, we discussed a construction [11] of
payoffs from entanglement witnesses, in which case we
have Wgg = 0 and Wq > 0 by construction. Proving
convergence of the sequence of such relaxations is left
open.

4. Approzimating Wgp

A crude upper bound on Wgg is given by the algebraic
bound Wxrg. Otherwise, the semidefinite relaxations de-
scribed in Section SI A 2 enable the computation of finer
upper bounds on Wgg. Indeed, one can simply maximize

max Zw(b,x,y)tr [Hb (§I ®¢y)] (Sll)

Wip = s
{IIy }p €IIEB bry

where IIgp is a semidefinite representable set coming
from a symmetric extension of some order. This upper
bound is then compared with the lower bound obtained
by the following search for explicit realizations. We fix
the maximal cardinality L of the classical information,
and optimize over POVMs {Xx}x and {Yj5}». The re-
sulting optimization problem is not convex; nevertheless,
by alternating optimization on {Xx}x and {Yy}p, we
can reduce the problem to a tractable optimization. For
that purpose, we start by sampling a random POVM
{X 9}, and solve the following convex optimization prob-
lem:

w(b, ,y) (X} &] tr[Yyn v,] (S12)

{Yoa} b
subject to Y Yyjx = 1,¥A (S13)
b
Yoia > 0,Vb, A . (S14)

Now, fixing the set of POVMs {35 }s, we solve the con-
vex optimization problem:

Wiy = max > w(b, @, y) X &) Yo vy] (S15)
M \bzy

subject to ZXA =1, (S16)
A

Xy >0,VA. (S17)
We alternate both optimizations until no improvement
in the objective value is observed. At any point in this
iterative process, the variables {Xx} and {Yj»} rep-
resent a valid explicit model for semiquantum correla-
tions out of an entanglement breaking channel, and thus
Wik < Wgp. The whole optimization procedure should
be repeated a few times with different initial random
POVMs to avoid getting trapped in a non-optimal local
maximum (which happens in the majority of tries).

5. Constructing semi-quantum games from experimental
data

Let assume we estimate correlations P(b|zy) from ex-
perimental data. We sketch below a translation of the
method of [19, 22] to the case of temporal correlations.

First, one has to ensure that there exists a POVM
with positive semidefinite elements {II;};, satisfying (S2);
a possible regularization procedure is described in [19].
Then, one solves the following feasibility problem:

minimize 0
over {Il,}, € s

tr 1T (§2 ® 1by)] = P(blzy) (518)
where ﬂEB is the conic span of one of the semidef-
inite relaxations of IIgxp described in Section SIA 2.
The dual of this problem maximizes the objective d =
> by W(b, 2, y) P(blzy); by weak duality, we have d < 0
when the primal problem is feasible, and thus d > 0 is a
signature of P(blzy) describing correlations coming from
a non-entanglement-breaking channel. Then the coeffi-

cients w(b, x,y) form the payoff of a semi-quantum game
(for details about weak duality, see the Appendix of [19]).

B. Correction for higher-order emissions

In our implementation, there is a large probability that
no input state is produced although a heralding event is
recorded. There is a small probability of obtained a single
photon, and a very small probability of producing mul-
tiple copies. We write n1, no the number of copies of the
first and second input state respectively. By considering
the experimental parameters of the source (PDC squeez-
ing parameter equal to 4.4 - 1073, “trusted” heralding ef-
ficiency in Alice’s part of the setup of ~ 35%, 80 MHz



(n1,n2)  [Wo W2 P(n1,7n3)
(0,0)

(n1 > 0, 0)

(0,n2 > 0)|0 0 0.75

(1,1) 1/2 0 0.24

(1,2) 2/3 1/3 1.5-1073
€ [V2/3,0.474]

(1,3) = (0.947|€ [0.471,0.474]|5 - 107°

(2,1) 2/3 1/2 1.5-1073

(2,2) 10/9 |2/3 8-107°
2v/2/3

(3,1) = 0.947|2 0.943 5-107°

other <3/2 |<3/2 9.107%

TABLE S1. The maximal payoff Wq can be obtained with

the ideal identity channel that fully preserves quantum states.
We present the optimal payoff Wgg obtained by using an
entanglement breaking channel. When the lower and up-
per bounds match within machine precision (¢ = 1077), we
present a single number, otherwise the lower/upper bound
interval. P(n1,n2) are the probabilities that Bob receives
(n1,m2) copies of the questions at each run of the protocol.

laser repetition rate and detector dead time of ~ 50 ns),
we can deduce the probability of (n1,ns) heralded copies
produced from the experimental device and successfully
sent to Bob, which are presented in Table S1. We com-
pute the maximal quantum payoff achievable; note that
our experimental implementation only performs the op-
timal measurement for ny = ny = 1, whereas higher
order events will add noise to the result. As we want
to falsify the case where Bob has only an entanglement-
breaking channel at his disposal, we compute the max-
imal entanglement-breaking payoff Wgp when using the
multiple copies available to cheat:

WgB = Z P(n17n2)Wé%1’n2)7

S19
o= (519)
where an explicit construction of those cheating strate-
gies are given in the next section (SIC). The non-EB
nature of the channel is therefore verified whenever

w
P} >WEB7

Ntrusted

(S20)

where the left hand side is the measured witness renor-
malized with the trusted heralding efficiency per ques-
tion 7Mgusted- In our experimental implementation the
EB boundary is Wgg ~ 1.25 - 1073.

C. Cheating strategies for the game implemented

We now consider the semi-quantum game described
in the main text with payoff (2). Let us assume that
instead of a single copy of the input states &, and 1y,

multiple copies of those states are prepared and sent to
the untrusted devices:

=80 gy =5m

where ny,no = 1,2,3,... denote the number of copies,
which happens with probability P(ni,ns). Bob will learn
more information about the input when several copies are
provided. We are interested in the maximal payoff possi-
bly obtained when the channel is entanglement breaking.
We use the two methods described above to obtain lower
and upper bounds on Wgp for the payoff (2).

In Table S2 we compute the entanglement-breaking
bound Wé’g’nﬂ for ny + ngy < 4 copies of £ and v re-
spectively. We also compute the algebraic bound Wxrq,

(S21)

which will be used as an upper bound for Wé%l"nz) for
niy +ng > 4.

<1 1,2 1,3 2,1 2,2
Wes" Wig® Wig® Wig? wiz?
0 1/3 0474* 1/2 2/3

W]E;?]’g’l) Warc
2,/220.943 3/2

TABLE S2. Wéél) contains the cases (ni,n2) €
{(0,0),(0,1),(1,0),(1,1)}. Except for the case marked *, the
lower and upper bounds match within a precision of e = 1077.

In the next subsection, we will compute explicitly

the optimal strategies achieving Wé%l’m) and show that
Bob’s strategy depends on the number of incoming pho-
tons nq; thus optimal cheating requires a non demolishing
photon counting measurement. In our

D. Explicit strategies for higher-order emissions

We now describe the optimal cheating strategy for
various numbers of copies (ni,n2). In this part of the
manuscript, we work with state vectors instead of density
matrices and denote the quantum input states by |£;) €
C2. We fix the basis in which the four non-orthogonal
inputs are expressed. With i = /—1, a = 1/2 + 1//12,
we write in the computational basis:

[€0) = Val0) + VI — ael™4|1),

and the other states are given by [£;) = 0;|¢p) where o7,
09 and o3 are the Pauli X,Y and Z matrices respectively.
Note that the states |¢,) are taken from the same set,
and thus we reuse |¢,) = |§,) for simplicity. At the single
copy level, the global phases in those definitions do not
matter; however, such phases will affect the derivations
below. For a number of copies n we define [¢]"0) = |¢;)®™.

(S22)

1. Method

For each pair (n1,ns) under investigation, we worked
as follows. We computed a best effort locally opti-
mal explicit strategy using the method described in Sec-



tion STA4, by using the iterative procedure on ran-
dom starting points, with various cardinalities for A.
In all cases considered, the optimal cardinality for A
is A € {0,1,2,3}, hinting at a close relation between
A and the input state z. Indeed, we observe that the
POVM elements {X,} has the same symmetries as the
set {|€7"°)};. This led us to the following Ansatz, the op-
timality of which was verified using the numerical upper
bound obtained by semidefinite relaxations.

Let S;, be the symmetric group of degree n, and 7 :
S, — (C%)®", g — 7, the representation that permutes
subsystems. Then

Vg € Sn,  mgl€0) = 1677), (523)
and

oile )y = €M%, i=1,2,3. (S24)
We define

€0) = VI—ae™/*0) — Val1), (S25)

with }Ev> =0y |Eo> so that Ev> is orthogonal to |&;):

|<Ei|£j>|2 = %(1—51']')- (S26)

On the Bloch sphere, the |¢;) form a tetrahedron, and |¢;)

its reflection. We note that |Ei>®n obeys the invariance
requirements (S23)-(524) by construction. In general, for

n = m + m, the set of states { &™™

&y = L5 (160 [6)°)

gESn

(S27)

fit those requirements as well. We now consider the cases
ny = 1,2,3 separately, building our POVM elements

from the states {‘fzmm>} The part of our POVMs

that acts on the antisymmetric subspace is irrelevant,
and we chose to distribute it uniformly among elements;

we define it formally as:
e o)

anti

=1-

m-+m=n

(S28)

2. Strategies for n1 =1

For the case n1 = 1 in our Ansatz, we consider the first
POVM {X,}a. In the cases ny = 1,2, 3 considered, that

optimal POVM was always build out of |¢;) = 3!

X3 =6 (&l /2 (529)

where the POVM element X has zero overlap with |¢,),
and thus the outcome A communicates that the input

state is not |€,). What is being done with this informa-
tion for the second measurement, described by a set of
POVMs {Y}5}» indexed by A with outcome b? It would
make sense to maximize the overlap of Yy, with the sec-
ond input state |€n2’ ), with Yy, = 1 — Y».

For ny = 1,2, this is exactly what happens. The opti-
mal POVM elements are given by

ot =160

We then get Wé}g’l) = 0 and WI%’Z) = 1/3, which is
verified to be optimal up to solver precision using a sym-
metric extension of level 3.

C Y =180

(S30)

For ny = 3, using the same strategy (Yo(|1>\3) =
63°)(€3°]) gives a payoff W(15) = 4/9 = 0.4444 which

is suboptimal. Indeed, keeping {X}}, fixed as above, the
corresponding optimal second measurement is obtained
by semidefinite programming, and corresponds to

Y& = )l (331)
with!
[7a) = BIE30) + /1 — Be /4103 | (832)

beta = 1/\/5—1— 1/\/6, which provides W1:3) = \/5/3 =
0.4714. A gap still remains with the upper bound ob-
tained through symmetric extensions of level 3:

2 P
V2 o wisY < 0.47402.

. (933)

As no better explicit strategies were found after extensive
search, we believe the left bound to be tight. However,
we use the upper bound from symmetric extensions in
our analysis to be safe.

3. Strategies for nqy = 2

For n1 = 2 with ny = 1,2, the optimal first measure-
ment becomes

2,0
Xi _ 3|€A >< | + Hantl

4 )

(S34)

where the measurement outcome A indicates that the in-
put state is now [likely to be \5/2\) and II2 ,, is the projec-
tor on the antisymmetric subspace of Eq. (528). When
ny = 1, it seems to make sense to minimize the over-
lap with |£)), indeed we observe that the optimal second
measurement, is

YD =10 (el

ol (S35)

I Note that the relative phase between [¢3:0) and |¢03) depends
on the global phase used in the definition of the ‘El>



providing Wé%l) = 1/2. For ny = 2, the optimal second
measurement is actually of rank two, and written

Vi = (620X + el e, (S36)

which gives W]%Q) = 2/3. Those bounds were verified up
to machine precision using symmetric extensions of level

3.

Strategy forni =3 and ne =1

For (n1,mn2) = (3,1), the optimal first measurement is
projective

3

X3 = Piado| + 2 (537)
using (S32); while an outcome i indicates that the input
state is likely to be |€3), the state |,) is not the one with
maximal overlap with the [£3).

As in (S35), the second measurement minimizes the
overlap with |€,):

(3,1) =1 =1
R =)&)
which gives W{%" = 2/2/3 = 0.9428. This bound

matches the upper bound obtained using symmetric ex-
tensions of level 3 up to machine precision.

(938)

E. Sparse witness decomposition

The entanglement witness decomposition into the SIC
states discussed in the main text is not unique: indeed,
other decompositions into set of non-orthogonal states
can be used. A relevant example is the so-called sparse
decomposition, which minimises the number of questions
needed for implementing the MDIEW protocol [11]. The
sparse decomposition involves the following set of quan-
tum states for both the first and the second question:

1
fo=5
1+o,
6="5
1
52:72% (S39)
1+o,
&= —5-
¢ 1+ (04 +0y +0:)/V3
4 = .

2

10

This set results in only six non-zero coeflicients

w(0,0,0) = 2(v/3 — 1),
w(0,0,4) = w(0,4,0) = —V/3,

w(0,1,1) = —w(0,2,2) =w(0,1,1) =1, (S40)
(n1,n2) WeB Weg e
(0,0)
(0,1)
(1,0) 0 0
(1,1) 0 0
(1,2) 1/3 ~0.757
(1,3) € [0.471,0.474] | € [1.113,1.119]
(2,1) 1/2 € [0.491,0.607]
(2,2) 2/3 ~1.334
(3,1) ~0.943 € [1.068, 1.075]
ni +ng > 4(<3/2 <12 = 3.46

TABLE S3. Resistance to higher order events for the
sparse witness decomposition, as evidenced by the entangle-
ment breaking maximal payoff Wgg ¢, compared to bound
for the standard decomposition Wgg computed in Table S1.

corresponding to six input pairs of questions that need
to be measured. We implemented the protocol in the
presence of simulated dephasing noise, obtaining the re-
sults shown in Fig. S1. As expected, the entanglement
witness behaves qualitatively analogously to the SIC de-
composition chosen in main text. We note that, despite
the reduced number of joint measurements required by
the sparse decomposition, the set of states in (S39) can’t
be easily generated with our parametric source, while
requires the generation of different pure states that are
therefore statistically mixed in post-selection for obtain-
ing the needed set. While this is theoretically equiv-
alent to directly generate the correct states, it’s not
a convenient strategy in general when considering our
photon source, and we therefore showed the decompo-
sition into the SIC set as our main result. While the
sparse decomposition as the same maximal quantum pay-
off W™ = 1/2, the resistance to cheating strategies is
worse, see Table S3.
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FIG. S1. Sparse decomposition implementation of the
MDI protocol. MDI entanglement witness without fair
sampling assumption. Lines and points represent the theoret-
ical prediction and the experimental data, respectively, and
the shaded areas correspond to entanglement breaking chan-
nels. The red-shaded area takes into account cheating strate-
gies. The error bars in the data points represent 3o statisti-
cal confidence regions obtained via Monte-Carlo re-sampling
(n=10%) assuming a Poissonian photon-counting distribution.
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