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Abstract

In this paper we define a new (output) multiplicative differential,
and the corresponding c-differential uniformity. With this new concept,
even for characteristic 2, there are perfect c-nonlinear (PcN) functions.
We first characterize the c-differential uniformity of a function in terms
of its Walsh transform. We further look at some of the known perfect
nonlinear (PN) and show that only one remains a PcN function, under
a different condition on the parameters. In fact, the p-ary Gold PN
function increases its c-differential uniformity significantly, under some
conditions on the parameters. We then precisely characterize the c-
differential uniformity of the inverse function (in any dimension and
characteristic), relevant for the Rijndael (and Advanced Encryption
Standard) block cipher.
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1 Introduction and motivation

In [3], the authors used a new type of differential that is quite useful from
a practical perspective for ciphers that utilize modular multiplication as a
primitive operation. It is an extension of a type of differential cryptanalysis
and it was used to cryptanalyse some existing ciphers (like a variant of the
well-known IDEA cipher). The authors argue that one should look (and
some authors did) at other type of differentials for a Boolean (vectorial)
function F' not only the usual (F(x + a), F(x)). In [3], the differential used
in their attack was (F(cz), F(z)). Drawing inspiration from the mentioned
successful attempt, we therefore here start a theoretical analysis of an (out-
put) multiplicative differential. We first connect the differential uniformity
(under this new concept) to the Walsh coefficients. We next investigate
some of the known perfect nonlinear p-ary functions and show that with one
exception (under a different condition on the parameters, though) they do
not remain perfect nonlinear under the new concept. We also look at the
Rijndael inverse function and its c-differential uniformity (for example, we
show that in some instances the uniformity drops to 3).

The objects of this study are Boolean and p-ary functions (where p is an
odd prime) and some of their differential properties. We will introduce here
only some needed notions, and the reader can consult [4], [5] [6 12} 15, [18] for
more on Boolean and p-ary functions.

Let n be a positive integer and IF,» denote the finite field with p" ele-
ments, and Fy. = Fyn \ {0} (for a # 0, we often write 1 to mean the inverse
of a in the considered finite field). Further, let F} denote the m-dimensional
vector space over F,. We call a function from F,» to F, a p-ary Boolean
function on n variables. The cardinality of a set S is denoted by #5S. For
f:Fpn — ), we define the Walsh-Hadamard transform to be the integer-
valued function Wy(u) = Z Cg(x)_Tr”(“x), u € Fpyn, where ¢, = e’ and

z€F,n
Tr, : Fpn — I, is the absolute trace function, given by Tr(x) = 2?2_01 zP"

Given a p-ary Boolean function f, the derivative of f with respect to a €
[F,n is the Boolean function D, f(z) = f(z + a) — f(x), for all 2 € Fyn.

For positive integers n and m, any map F' : F) — [} is called a vec-
torial p-ary Boolean function, or (n,m)-function. When m = n, F can
be uniquely represented as a univariate polynomial over F,» (using the
natural identification of the finite field with the vector space) of the form
F(x) = Zfﬁg ! a;z', a; € Fpyn. The algebraic degree of F is then the largest
Hamming weight of the exponents i with a; # 0. For an (n, m)-function F,



we define the Walsh transform Wg(a,b) to be the Walsh-Hadamard trans-
form of its component function Tr,,(bF(x)) at a, that is,

Wr(a,b) = Z CpTrm(bF(ﬂﬁ))—Trn(am), where a € Fpn, b € Fpm.

wE]Fpn

For an (n,n)-function F', and a,b € Fyn, we let Ap(a,b) = #{z € Fpn :
F(x +a) — F(z) = b}. We call the quantity Ap = max{Ap(a,b) : a,b €
Fyn,a # 0} the differential uniformity of F. If Ap <6, then we say that F
is differentially d-uniform. If 6 = 1, then F'is called a perfect nonlinear (PN)
function, or planar functions. If § = 2, then F is called an almost perfect
nonlinear (APN) function. It is well known that PN functions do not exist
if p=2.

2 c-Differentials

It is natural to reflect about how the functions would respond, not only
to the usual derivative, but to a more general derivative. Our proposal is
inspired from a practical differential attack developed in [3].

Definition 1. Given a p-ary (n,m)-function F : Fpn — Fpm, and ¢ € Fpm,
the (multiplicative) c-derivative of F with respect to a € Fyn is the function

DoF(z) = F(x + a) — cF(x), for all x € Fpn.

(Note that, if ¢ = 1, then we obtain the usual derivative, and, if ¢ = 0 or
a =0, then we obtain a shift of the function.)

For an (n,n)-function F, and a,b € Fpn, we let [Ap(a,b) = #{z €
Fpn @ F(z + a) — cF(z) = b}. In the following, we call the quantity
Ap = max{:Ap(a,b) : a,b €Fpn, and a # 0 if ¢ = 1 the c-differential
uniformity of F. If \Arp = 6, then we say that F' is differentially (c,0d)-
uniform. If § = 1, then F is called a perfect c-nonlinear (PcN) function
(certainly, for ¢ = 1, they only exist for odd characteristic p; however, one
wonders whether they can exist for p = 2 for ¢ # 1, and we shall argue
later that that is actually true). If § = 2, then F' is called an almost perfect
c-nonlinear (APcN) function. It is easy to see that if F'is an (n,n)-function,

ncluding a = 0 for the case ¢ # 1, the equation F(z) — cF(x) = b is of course,
F(z) =b(1—c)"!, so we are looking here at how close F is to a permutation polynomial,
and similarly in the case ¢ = 0 for any a.



that is, F' : Fpn — Fpn, then F' is PcN if and only if (D, F' is a permutation
polynomial.

Furthermore, any nonconstant affine function is PcN for any ¢ # 1. Let
F(x) = Az + B,0 # A,B € Fyn, and let ¢ # 1. Then D, F(z) = «a (for
some «) is equivalent to A(x +a) + B — Acx — cB = «, that is, A(1 —¢)z =
a+ (¢—1)B — Aa, which has a unique solution. By a similar argument, the
function F(x) = AzP* + B,0 # A, B € Fynis PcN for any ¢ # 1. We shall
call these trivial PcN functions.

The solutions to the differential equation .D,F(z) = b for various c,b
are not independent as the next proposition shows.

Proposition 2. Let F': Fpn — Fpm, by, by € Fym, and ¢1 # c2 € Fpym. If 20
is a solution for ., Do F(x) = by, then xq is also a solution for .,D,F(x) = by

b1 —b
if and only if F(xg) = cl 02.
2 —C1

Proof. Assume that
chaF(IEO) - bl and CQ-D(IF(I‘O) = b2.
Then

by = F(zo + a) — c1 F(x0)
by = F(zp + a) — caF'(xg),

which, by subtracting, renders the claim identity. The reciprocal is imme-
diate. n

3 Characterizing c-differential uniformity via the
Walsh transform

In this section, we shall be using a method of Carlet [7] (which generalized
the classical result of Chabaud and Vaudenay [9]) connecting the differential
uniformity of an (n, m)-function to its Walsh coefficients. Since there are
some subtle differences between the classical differential uniformity and our
concept, we shall be proving (in any characteristic) the following result and
some of its consequences, using the techniques of 7, @]. Generalizing the
usual convolution of two functions f, ¢ in two variables over some cartesian
product of fields F x K, namely, (f®g¢)(a,b) = Z flx,y)g(a+x,b+y),
zeFyeK



we define a generalized convolution of the Walsh transforms (with a twist)
of F' by

(WrWs)®t(0,0)
J J

i=1 i=1

J
T we(ui, vi) W (us, CUz’))
i=1

(observe that it is a convolution since the sum of the variables in each com-
ponent is 0). We show the next theorem, which extends [7, O] to odd char-
acteristics, as well as to the c-differential context.

Theorem 3. Let ¢ € Fpm and n,m,d be fized positive integers. Let I be
an (n,m)-function, that is, F' : Fyn — Fpm. Let ¢s(z) = ;50 Ajx? be a
polynomial over R such that ¢5(x) =0 for x € Z,1 < x <, and ¢ps(x) > 0,
forx € Z,x > 9. We then have

PP Ao + 3 p I A (W) 2O (0,0) > 0,
Jj=1
with equality if and only if ' is c-differentially §-uniform.

Proof. Let a € Fyn,y € Fym be arbitrary elements. Certainly, the set {z €
Fpn | cDoF(x) = v} is empty if v is not of the form .DgF(b), for some
b € Fpn. Therefore, it is enough to consider only the cardinality np(a,b,c) =
Hz € Fpn | Do F(z) = ¢DoF(b)}| > 0. From the imposed condition on the
polynomial ¢s, given F': Fy,n — Fpm, for all a,b € Fyn, then,

S 4; (np(a,b,)) > 0,

Jj=0

with equality if and only if ;Ap(a,b) < §. Consequently, running with all
a,b € Fpn, any (n, m)-function F' satisfies

ZA]' Z (nF(CL’baC))jEOa

7>0  abeF,n

with equality if and only of ;Ap < 6.



Observe that

nF(ay b7 C) = p_m Z Erm(U(CDaF(:E)_CDaF(b)))7
rEFpn ,veF,m

since

T () = {Om a0 W

veFom D if a =0.
For a fixed j > 1, we then have

> (npla,bc))

a,bE]Fpn

im z: Trm (vi(e Do F(x;)—cDa F (b
_ Z Z sz 1 (vi( € (b))

a,bE]Fpn T1yee Ty GFpn
V4.0,V E]Fpm

i Z Z ST Trm (v (F(zs+a)—cF(z;)— F (b+a)+cF (b))
=p Jm Cp 1 .
a,beF,n x1,...,.x;€Fn

VU ,..0,U5 E]Fpm

We need to insert some factors in the above expressions to make up the
Walsh coefficients. By identity (), Z CpTr”(“i(m”“_yi)) =p" ify; = x;+a
u; €Fpn
and 0, otherwise. Similarly, Z CpTr”(uo(d_“_b)) =p", ifd=a+0band0,

uoern
otherwise. Therefore,

Z (np(a,b, c))j =p ™ p—(j+1)" Z Z

a,beF n a,b,de€Fpn  x1,..,25,y1,.-,Y; EFpn
UQ,-., U EFpn ,v1,.., 0 EFpm

szg:1 [Trom (v (F(y;)—F (d)—cF (z;)+cF (b)) +Trn (ui (zi+a—y;))]+Trn (uo (d—a—b))

j J
_ p_j(m+n)—n Z W—F <U07 Zv,) Wg (uo, czvz)
i=1 =1

uo,ul,...,u]EIFpn
V15,0 EFpm

] .
H WF uza'Uz)WF ’LLZ,CUZ Z Cp n 2= 1uz_u0))
i=1

a€lfyn



J J J J

_ o —jm4n)—m . n

= pdmin)=n E WF(E Ui,E Ui>WF<E Ui,CE Ui)
ULy EFpn i=1 i=1 i=1 i=1
V1., EFpm

. H (WF(Ui, v) W (us, Cvi))
i=1

= W) 2O (0,0).

For j =0, Za’beﬁ‘«pn (np(a,b, c))j = p®" and the theorem follows. O

Remark 4. For a fixed §, an example of such a polynomial ¢s satisfying the
conditions of the above theorem is simply ¢s(x) = (x — 1)(x —2)--- (x — §),
which certainly satisfies the conditions ¢s(x) =0, for 1 <x <6, x € Z and
ops(x) >0, forx >0, x € 7.

While we can take other values, we will only consider below the particular
cases of perfect and almost perfect c-nonlinear functions, as the results are
quite nice.

3.1 The case 6 =1 — perfect c-nonlinear (PcIN)

We can take the polynomial ¢;(x) = x — 1, which certainly satisfies the con-
ditions of Theorem Bl Thus Ay = —1, A; = 1 and the relation of Theorem
simplifies to

—p*" 4~ N W (u,0) P W (u, ev) P > 0.

uern
UEFpm

Thus, we obtain the next result.

Proposition 5. Let m,n be fized positive integers and ¢ € Fpm, ¢ # 1. Let
F be an (n,m)-function. Then

> IWe(u,v)PWe(u, )P > p?tm,
uE]Fpn
UE]Fpm

with equality if and only if F is a perfect c-nonlinear (PcN).



3.2 The case 6 = 2 — almost perfect c-nonlinear (APcN)

We can take the polynomial ¢(z) = (x — 1)(x — 2) = 2% — 3z + 2, which
certainly satisfies the conditions of Theorem[Bl Thus Ag = 2,41 = —3, A5 =
1 and the relation of Theorem [3] simplifies to

2.2 =3 p~ "N Wi, 0) P Wr (u, cv)
uern
’UE]Fpm
+ p2(mAn) Z We (u1 + ug, v1 + vo)Wp(u1 + ug, c(v1 + v2))

uy,u2€F pn
v1,V2 EFpm

Wr(u1, v1)We (uz, v2)Wr(u1, cv1)Wr (ug, cvg) > 0.
We then have the following result.

Proposition 6. Let m,n be fized positive integers and ¢ € Fpm, ¢ # 1. Let
F be an (n,m)-function. Then

Z Wr(u1 + ug, v1 + v2)Wr (ur + ug, c(vr + v2))
ul,uzeFPn
vl,UQE]Fpm

“Wr (w1, v1)Wr (u2, v2)Wr (u1, cv1)Wr (uz, cvs)

>35S [Wiu, ) P IW(u, co)l? — 2. p2Em+m),
UE]Fpn
UGFpm

with equality if and only if F is an almost perfect c-nonlinear (APcN).

In the spirit of Berger et al. [I] and Carlet [8], we can also express
the c-differential uniformity of an (n,m)-function F' in terms of the Walsh
transform of the c-derivative of F'. We will omit the proof as it is similar to
the one of the classical case.

Theorem 7. Let 1 # ¢ € Fpm, n,m,d be fizred positive integers, and let I
be an (n,m)-function. Let ¢s(x) = ;5 Ajx? be a polynomial over R such
that ¢ps(x) =0 forx € Z,1 < x < 9, and ¢5(x) > 0, for x € Z,x > 6. We
then have

J J
prAc+ D pImA; > Wiper <0, > Ui) [TW.0.r(0,0:) >0,
=1/ i=1

7j>1 vl,...,ijFpm

with equality if and only if F' is c-differentially §-uniform.



4 c-Differential uniformity for some known PN classes

If ¢ = 1, the following are some of the known classes of PN [I11 [13] (recall
that they exist if and only if p is odd).

Theorem 8. The following functions : Fyn — Fpn are perfect nonlinear:
(1) F(x) = 22 on Fpn.
(2) F(z) ="+ on Fpn is PN if and only if s is odd.

T)==x x° —x° 1S over F3n if and only if n =2 or n is odd.

3) F 104 26 — 22 is PN F3n if and only if n = 2 dd
In general, for u € Fan, F(z) = 2'% — ux® — u?2? is PN over Fsn if n
is odd.

(4) F(z) = zB"tD/2 js PN over Fan if and only if ged(k,n) =1 and n is
odd.

It is not surprising that the above monomials are the only known planar
(PN) functions since it was shown by Rényai and Szényi [I7] that all planar
functions are quadratic and by Zieve [19] that if the degree n of Fy» is large
enough, namely, p” > (k — 1)%, then the only PN monomials z¥ are in the
list above. It is conjectured that these are the only PN power functions.

Below we will investigate the same functions regarding their PcN prop-
erty for ¢ # 1. We first start with a lemma, which is possibly known (but
we could not find an appropriate reference).

Lemma 9. Let p,k,n be integers greater than or equal to 1 (we take k < n,
though the result can be shown in general). Then

" 2gcd(2k,n) .
n _ .
ged(2” +1,2" —1) = et 1 and if p > 2, then,
n
gcd(pk +1,p"—1) = pgcd(k,n) +1, if m s even.

Consequently, if either n is odd, or n = 2 (mod 4) and k is even, then
ged(2F 4+ 1,27 — 1) =1 and ged(p® +1,p" — 1) = 2, if p > 2.

Proof. We shall use below the well-known identity

ged(p” —1,p" — 1) = p&io) — 1.



Using the above identity, we first write ged(p?* —1,p"—1) = pged(kn) 1 and
since ged (p*—1, p+1) = 2, unless p = 2, in which case ged (28 —1,2F+1) = 1,
then we get

ged(2% —1,2" —1) = ged(2F — 1,27 — 1) - ged (28 +1,2" — 1)
- (2%“1(’%") _ 1) ged(2F + 1,27 — 1),

and the first claim is shown.
We now assume that p > 2. If £ = 1, we observe that

ged(p4+1,p" —1) =ged(p+1,p" —1+p+1) =ged(p + 1,p" 1 +1).

If n is even, then n — 1 = 2r + 1 (for some r) is odd and using the de-
composition p? 1 +1 = (p+ 1)(P*" +p* 1+ --- +p+ 1), we see that
ged(p +1,p" P +1) = p+ 1. If nis odd, then n — 1 = 2r (for some 7)
is even and consequently we continue the displayed reduction and arrive at
ged(p +1,p" — 1) = ged(p + 1,p?" + 1) = ged(p + 1,p* 2+ 1) = --- =
ged(p+1,p° + 1) = 2.

We next let k& > 2, next. Let d = ged(n, k) and n = dm,k = d¢, with
ged(m, £) = 1. First observe that

gcd <pdz 41, pim 1) — ged <pdz 41, pim _|_de>
— ged (pdz 41, pdm=0 4 1)
— ged (pdz 41, pdm=0) _ pde) (2)

~ Jged (p* + 1,ptm=20 —1) if m > 2¢
B ged (pdg + 1, pdt=—m) _ 1) if m < 24.

In both cases, we see that |m — 2¢| < m. We continue the process and apply
Fermat’s descent method below. We consider two cases.
Case 1 : m is odd. Since m is odd, the process above arrives at

ged (pdé + 1, pPm — 1) = ged (pdé +1,p — 1) )
Now, we switch sides and concentrate on the first expression. We obtain
gcd <pd —1,p% 4 1) — ged <pd —1,p% 41 _pd(é—l)(pd _ 1))
= ged <pd _ 1,pd(4—1) + 1) — ...

= ged (pd —-1,p% + 1) =2.

10



Case 2 : m is even. Then the reduction from (2)) arrives at (recall that now,
¢ is odd)

ged (pdé—i-l,pdm—l) = ged pd€+1 p >

— ged <p2d_1 p 2d)
— oed <p2d d(Z 2) 4
:gcd<p —1,pt +1) —pd 1.

Lastly, if n be odd and k arbitrary, then ged(2k,n) = ged(k,n), and
so the above used identity becomes (Zg"d(kv") — 1) ged(2F + 1,27 — 1) =
280d(kn) _ 1 = ggcd(kn) _ 1 rendering ged(2F +1,2" — 1) = 1. If n = 2
(mod 4) and k is even, say n = 4t + 2, and k = 2¢ for some t,¢, then
ged(2k,n) = ged (44,4t + 2) = 2ged (4,2t + 1) = ged (24,4t + 2) = ged(k, n),
and the displayed identity implies ged(2¥ +1,2" —1) = 1. A similar analysis
works for p > 2, as well. O

It is easy to see that if F'(z) = 2", then .Ap(a,b) =. Ap(1,b/a™), so we
shall be using this often below.

Theorem 10. Let F : Fyn — Fpn be the monomial F(x) = x%, and ¢ # 1
be fixed. The following statements hold:

(i) If d =2, then F is APcN, for all ¢ # 1.

(i) If d = p* + 1, then F is not PcN, for all ¢ # 1. Moreover, when
(1-— c)pk_:l =1 and n/ged (n, k) is even, the c-differential uniformity
Ap > p9 + 1, where g = ged(n, k).

k
(iii) Letp—3. Ifd— >

1s odd.

, then F is PcN, for ¢ = —1 if and only if

_n
ged(n, k)

(iv) If p=3 and F(z) = 2'° — ux® — w222, the c-differential uniformity of
Fis Ap > 2.

Proof. We first take d = 2 and consider the equation c¢D,F'(x) = b. Thus,
b=F(z+a)—cF(z) = (1 —c)a® + 2az + a?,

and since we have the choice of b (for example, b = 0), the above equation
has two solutions if and only if ¢ # 1, and therefore it is APcN.

11



We now consider d = p* + 1. The equation c¢D, F(x) = b becomes

k k
b= (z+a)P T —cat" !
k k k k k
— Pt P Pt L gP e — P T
k k k k
=(1—c)a? T +ax? +aP x+a T

cap"+1

“4—— the equation transforms into

Assuming ¢ # 1, and choosing b = —
k

(1 - e +a)a? +- 2 (1 - e ta) =0,

which is equivalent to

0=((1—¢)z+a) <<pp’“+ o )

1-c
a\?"
=((1-c)z+a) <x+a) ;
where 7 is one of the pF-roots of 1 — ¢ # 0.

If 1 — ¢ = r?" # r (which always happens if gcd(k,n) = 1) there are
at least two roots of the equation ¢D,F(x) = b and consequently, F' is not
PcN.

If 1 —c =" = d (equivalently, for ¢ # 1, (1 — ¢)?*~! = 1), then we
write the equation ¢D,F(x) = b, for some a # 0, as (we first multiply it by
d /apk“)

(r:n/a)plchl + (T‘x/a)pk +rx/a+r(l— b/apkﬂ) =0,
and relabeling y = rx/a, by = r(1 — b/aphrl), we then get
Yy b =0, (3)

If b; = 0, then the equation becomes yP“+1 +yP* +y = y(ypk yptl +1)=0
with the obvious solution y = 0.

We next consider the roots of second equation, that is, ypk—i-ypk_l—i-l =0,
or equivalently (with z = 1/y), 24 241=0. In [14] it is shown that,
a trinomial 2#" — az — b in Fpn has either zero, one, or pJ roots, where
g = ged(n, k).

We can perhaps approach this equation directly, but we can be more
precise and use the method of [I0], which fixed some errors of [14] and made

12



its results more accurate. We will recall what was shown in [10]. Let f(z) =
# —az—bin Fyn, g = ged(n, k), m = n/ged(n, k) and Try be the relative
trace from Fyn to Fpe. For 0 < i < m — 1, we define ¢; = Z;n:_f pnath),
ag = a,By = b. If m > 1 (note that, if m = 1, then k = n, so F(z) = 22,
treated in case (7)), then, for 1 <r <m — 1, we set

T
ap = a' P TP and B, = E a®bP

where s; = Z;;Zl kG4 for 0 < i < r—1and s, = 0. The trinomial f has no
roots in Fy» if and only if a,—1 =1 and B,,—1 # 0. If ay,—1 # 1, then it has
a unique root, namely = = S,,—1/(1 — ayp—1), and, if a1 = 1, By = 0,
it has pY roots in Fp» given by x + 07, where § € F,g, 7 is fixed in Fj,» with
?l=g (that is, a (pk—l)—root of a), and, for any e € [y, with Try(e) # 0,

Z ! | atitP™ . We could easily simplify some of
=0 7=0
these parameters using the sum of the geometric sequence, namely

then z =

pk(r—l—l) —p
S = P , ap=a

k(i+1) pRlr+1) _y
ph—1

though, for our case, these closed forms will not be useful.

For our case, a = b = —1 and we further compute the involved parame-
ters, splitting the analysis in two cases. We denote by o, =t (mod 2) the
parity of ¢, that is ¢ (mod 2) € {0,1}. First, recall that ag = By = —1.
Case 1. m = m = 20 4+ 1, for some ¢ € Z. Let r = m — 1. Recall
that s,,—1 = 0, thus o5, , = 0. The parities of s5;, 0 < i < m — 2, are
05, =(m—2—1i+1) (mod 2) = g; (since m — 1 is even). Further,

K3

—(— 1)1+p +eepph(m=1) = (—-1)7" = —1,
m—1 m—2

Bm—l — Z Sz-i-p Z(_1)5i+pki 4 (_1)Sm71+pk(m—1)
i= =0

RS NS
1=0

Therefore, we conclude that the equation " 4241 =0 has a unique

solution in Fp». Thus, when m, then F(z) = a?"+1 is not PcN, for

13



all ¢ # 1 with (1 — c)f”k_1 = 1, and consequently, for all ¢ # 1, given our
previous argument.

Case 2. m = m = 20, for some ¢ € Z. Let r = m — 1. Recall
that s,,—1 = 0, thus o5, , = 0. The parities of s5;, 0 < i < m — 2, are

os;, =(m—2—1i+1) (mod 2) = ;41 (since m — 1 is odd). Further,

(3

(_1)1+pk+---+pk(m71) _ (_1)0’m =1,

AUm—1 =
m=1 ) m—2 .
Bm-1 = Z(—l)siﬂ)kl = Z(_l)sﬁ-pkl + (_1)sm71+pk(mfl)
m—2
=-1+) (-1)"=0
1=0

Therefore, we infer that the equation " +2+1=0has p? solutions in Fyn.
Thus, the initial equation (B]) has p? 4+ 1 solutions and so, the c-differential
uniformity in this case (under (1 —¢)?*~1 =1 and 2T () €ven) is at least
p? + 1, where g = ged(n, k).

Let us treat now the case of d = (3¥4+1)/2 under ¢ = —1, in F3n. As used

k k

in [10], our function is PcN if and only if the c-derivative (m—l—l)% —ex’ T
k k

is a permutation polynomial if and only if h.(z) = (z—1) i clx+1) -

is a permutation polynomial. Since 2|3"™ — 1, for all n, then we can always
write = y + y~!, for some y € F3.. Our condition (for general ¢ # 1)
becomes

3k 41 3k41
he(@)=(y+y ' =17 —cly+y ' +1)
3k 3k
WPyt )T Pyt )T
o 3k 41
Yy 2

B (y + 1)3k+1 — ey — 1)3k+1
- 3k 41

yT
A=+ 0+ + Ayt (1—c)
- 3k 41

yT
3k 41 k 3k

=(1-c)y 2 —I—(l—l—c)yngi1 +(1+c)y% +(1—cy =
=L =0)Ty i (y) + (1 + )Ty, ()

2

is a permutation polynomial (7} is the Chebyshev polynomial of the first
kind). If ¢ = —1, we obtain that 7', (y) must be a permutation polynomial
2

14



3F4+1

which happens [10] if and only if ged < R 1> = 1 if and only if

ged <3k +1,3% — 1) = 2. By Lemma [0 a necessary and sufficient condition

for that to happen is for — "t be odd.
ged(n, k)
We now consider the function F(x) = x
equation .D,F(x) = b becomes

10 6 2

— uz% — u2? over F3n. The

(1—¢)z'% + az® + u(c — 1)2° + ua®z® + v (c — 1)2?

+ (a® 4+ av®)z + a'® — ua® — u?a® —b=0.

Taking a = 0,b = (¢ — 1)(u? + u — 1) the above equation will have solutions
x = 1,2 and so, ;A > 2 (surely, one can take even nonzero values of a, in
many instances, if not all; for example, for ¢ = 2 and u = 1, we can take
a = b = 2, rendering the solutions x = 0, 1). O

4.1 Some computational data

Table 1 shows the maximal c-differential uniformity (for a,c # 0) for the
Gold function F(z) = 22*! and the Kasami function G(z) = 22 ~2"+1
over Fon, for k£ = 2. Note that, for k = 1, these two functions are equal.
The maximal c-differential uniformity (for a,c # 0), taking k = 1 for both
functions, is equal to 2 for n > 2, and equal to 3 for n > 3, which can be
argued theoretically. The cases n = 1,2 are straightforward. Let n > 3.
The c-derivative of F(x) = 23 over Fan is

D1F(z) =1+ + 2>+ + 1.

Taking b = 1, the equation .D; F(x) = bis equivalent to z((1+c)z?+2+1) =
0. This equation always has x = 0 as a solution, while the quadratic equation
has two solutions if and only if T7r(1+¢) = 0. Taking ¢ = a® +a+1 # 0 for
n > 3, where « is a primitive root of Fon, we obtain three solutions to the
equation Dy F(z) = b, and therefore the maximal c-differential uniformity
(for ¢ # 0) for the Gold/Kasami function F(z) = 23 over Fon is 3.

For k = 2 and n > 3, the results for the Gold and Kasami functions
(respectively, F(z) = 2% and G(x) = 2'?) show a maximal c-differential
uniformity (over a,c # 0) of 3 for n odd (i.e. for ged(n,k) = 1), and of 5
for n even. Note that, by Theorem [I0l(é¢), taking p =2 and n =0 (mod 4),
the result is shown for the Gold function with k£ = 2, since, for these cases,
the lower bound is 5, and, since the degree of the function is also 5, the
c-differential uniformity must be exactly 5 for all ¢ such that (1 —¢)3 = 1.
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Gold function, k = 2 | Kasami function, k = 2
2 2

|| U =W =B

QY W | O W| Ot QW W=~
QY W | O W| O W =~

Table 1: Gold and Kasami functions, k = 2.

Hence, the maximal c-differential uniformity (for ¢ # 0) for the Gold function
is 5, when k = 2. We simply double checked computationally (for small
dimensions) our proof of Theorem [I0}i7). It would be interesting to prove
theoretically whether our observations hold also for other dimensions, and
for 13, or perhaps, for the general Kasami functions.

Table Bl shows the maximal c—differential uniformity for the functions
F(z) = 2042522 over F3n,c € F32\{0,1}. The tests indicate the following
behaviour for both polynomials: The maximal c-differential uniformity (for
c#0,1)is2ifn =2, n+1forn =1,3,5and 10 for n > 7,n odd. It would be
nice to have a proof for the general case 219 — ua® — u?2?, u € F3n especially
showing that the maximal c-differential uniformity is 10 for n > 7,u = +1
and to see the mathematical reason for jump from 6 to 10 in Table 2l

n | Flx)=20—2°%-22 | F(z) = 210 4+ 25 — 22
1 2 2
2 2 2
3 4 4
5 6 6
7 10 10
9 10 10
11 10 10

Table 2: F(z) = 20 4+ 25 — 22 over F3n,c € F3n \ {0,1}.
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5 c-Differential uniformity for the inverse function

Since there has been quite a bit of effort to investigate the inverse function
over Fon as it is relevant in Rijndael and Advance Encryption Standard, it
is natural to wonder how it behaves with respect to c-differential uniformity.
We will need the following lemma (see [2], for the first part; the second part
is probably known and easy to derive by completing the square in the given
quadratic equation, that is, writing (2ax + b)? = a? — 4b).

Lemma 11. Let n be a positive integer. We have:

(i) The equation x>+ ax+b =0, with a,b € Fan, a # 0, has two solutions
in Fon 4f Tr (a%) =0, and zero solutions otherwise.

(i3) The equation z* + ax +b = 0, with a,b € Fyn, p odd, has (two,
respectively, one) solutions in Fyn if and only if the discriminant a’—4b
is a (nonzero, respectively, zero) square in Fpn.

5.1 The inverse function in even characteristic

We first treat the even characteristic.

Theorem 12. Let n be a positive integer, 1 # ¢ € Fon and F : Fon — Fon
be the inverse function defined by F(x) = 2" ~2. We have:

(1) If c=0, then F is PcN (that is, F is a permutation polynomial).

(i7) If ¢ # 0 and Try(c) = Try(1/c) = 1, the c-differential uniformity of F'
is 2 (and hence F' is APcN).

(i7i) If ¢ # 0 and Try(1/c) = 0, or Tr,(c) = 0, the c-differential uniformity
of F is 3.

Proof. We start with the c-differential uniformity equation at a, namely,
(x+a)*" 2 +cx® 2 =0

If ¢ = 0, we have at most one solution for the c-differential equation, since
then the above c-differential uniformity equation becomes (z + a)?" =2 = b.
If b = 0, then = = a is the only solution, otherwise, multiplying by x + a, we
get b(z + a) = 1, which has also only one solution. The proof of (i) is done.

So, next, we may assume ¢ # 0. If a = 0, the equation becomes (1 +
c)z?" =2 =b. If b = 0, then = = 0 is the only solution. If b # 0 (so = # 0),
multiplying by x, the equation becomes 1 4+ ¢ = bz, which has only one
solution.
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We next assume that ¢ # 0,a # 0. Recall that, if F(z) = 2 and a # 0,
then Ap(a,b) =. Ap(1,b/a%), so we can look at the equation

(z4+ 1) 24?2 =0 (4)

If b = 0, we easily get only one solution, since the above equation is equiva-
lent to ¢(z + 1) = x, so we may assume below that b # 0.

Case 1. Let b=1# c¢. Then x = 0 is a solution of (). Assume now that
x # 0,1 (certainly, = 1 is not a solution). Multiplying @) by x(z + 1)
we get x + c¢(x + 1) = x(x + 1), which is equivalent to x? + cx + ¢ = 0.
By Lemma [[1(¢), this equation has two solutions (we would have only one
solution if ¢ = 0) if and only if Tr,(1/c) = 0. Thus, altogether, we have
three solutions for (@) under Tr,(1/c¢) = 0. If Tr,(1/c) = 1, then {@) has
only the solution z = 0.

Case 2. Let b =c # 0, 1. Certainly, x = 1 is a solution of (), while z = 0 is
not a solution, so we assume now that = # 0,1. Again, multiplying () by
z(x+1) we get x+c(x+1) = cx(x+1), which is equivalent to 22 +c~tz+1 = 0,
which has two solutions if and only if Try, (1/¢72) = Trp(c?) = Tr(c) = 0.
Thus, altogether, we have three solutions for (@) under Tr,(c) = 0.

Case 3. Let b # 1,¢ (so, x # 0,1). Multiplying @) by z(z + 1) we get
x4+ c(x + 1) = bx(zr + 1), which has a unique solution if b = 0, ¢ # 1;
otherwise, equation () is equivalent to 22 + (HLbH) r+;=0 Ifb=c+1,
then we have a unique solution, otherwise, we have two solutions if and only
if Tr,, (bg_i_bﬁ
Tr,(c) = Trp(1/c) = 1, since otherwise, we have three solutions for some
b. Below, we argue that we always can find some b # 0 for which this last

trace, Tr, (EQJF—bCCm) = 0.
If n is odd, then we claim that there exists some value of u such that

> = 0. As we saw, it will be enough to consider the case of

uc c+1 1
= :1+—7
w2 4+c2+1 c c

which follows from the fact that this last equation is equivalent to (c+1)u?+
c2u+(c+1)? = 0, that is, uz—i-C‘_:F—zlu—k(c—i-l)2 = 0, which, by Lemmal[ITl(4), has
2 4

solutions if and only if 0 = Tr, (%) = Tr, <(CJCF41) > = Tr, (%) =
Tr, (1+1). Since Tr,(1/c) = 1 and n is odd (thus, Tr,(1) = 1), then
Tr, (1 + %) = 0. Taking b = u such solution, then the condition Tr,, <ﬁ) =
0 will hold and consequently, we have two roots of the c-differential equation

in this case.
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1
We now let n be even and consider the equation =14c+ -,
c

2

uc
w2 +c2+1

which is equivalent to u? + 3 u+ (c+ 1) = 0. This last equa-

cc+c+1

tion has solutions (by Lemma [[1](7)) if and only if 0 = Tr,, <%) =

c+1 c+1)(c24+c+1 3
()=, (E220) 1, (25) Ty 11 -
Tr,(¢) + Trp(1/¢) = 0, which will certainly happen. By taking b to be equal

to such a solution wu, then, Tr, (ﬁ) = Trp,(1+c+1/c) = 0, and

consequently, the c-differential equation will have two solutions. O

5.2 The inverse function in odd characteristic

We now treat the case of the inverse for odd characteristic.

Theorem 13. Let p be an odd prime, n > 1 be a positive integer, 1 # ¢ €
sz and F : Fyn — Fpn be the inverse p-ary function defined by F(x) =
2P" 2. We have:

(1) If c=0, then F is PcN (that is, F is a permutation polynomial).

(i1) Ifc#0,4,47", (P—4c) € (Fpn)?, or (1—4c) € (Fpn)?, the c-differential
uniformity of F' is 3.

(iii) If ¢ = 4,47, the c-differential uniformity of F is 2 (and hence F is
APcN).

(iv) If ¢ # 0, (2 —4c) ¢ (Fpn)? and (1 — 4c) ¢ (Fpn)?, the c-differential
uniformity of F is 2 (and hence F is APcN).

Proof. The proof for (i) (¢ = 0, as well as a = 0) is similar to the one for
characteristic 2.

We next assume that ¢ # 0. For @ = 0, as in the case of even char-
acteristic, the corresponding equation (z + a)?" 2 — cz?"~2 = b has one
solution. We assume now that a # 0. As in characteristic 2, we only need
to investigate the equation

(x+1)P" "2 —ca?P" "2 =b. (5)

If b = 0, we easily get only one solution, so we may assume below that b # 0.
Case 1. Let b = 1 # ¢. Then x = 0 is a solution of (Bl). Assume now
that  # 0 (also, # # —1, since then, 1 = b = ¢, which is impossible).
Multiplying (Bl by z(z+1) we get z—c(z+1) = x(z+1), which is equivalent
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to #2 4 cx + ¢ = 0. By Lemma [[1](i7), this equation has solutions if and only
if the discriminant D; = ¢ —4c € (Fpn)? (that is, Dy is a square in Fyn); we
have two solutions if Dy # 0 and one solution if D; = 0. Thus, altogether,
we have three solutions for (@) if 0 # Dy € (Fpn)z. If D1 =0 (that is, ¢ = 4;
we operate under ¢ # 0), then (B has only the solutions x = —2 and the
prior x = 0.

Case 2. Let b=c # 0,1. Now, x = —1 is a solution of (f), so we next assume
that x # —1 (also,  # 0, since this is not a solution unless ¢ = 1, which is
impossible) . Multiplying (@) by xz(x + 1) we get x — ¢(xz + 1) = cx(xz + 1),
which is equivalent to 2% 4+ (2 — ¢7!)x + 1 = 0, which, by Lemma [IT{(i4)
has two (respectively, one) solutions if and only if Dy = (2 — ¢ 1)2 — 4 =
(1 —4c)c? € (Fpn)? and Dy # 0 (respectively, Dy = 0). Thus, altogether,
we have three solutions for (&) under 0 # 1 — 4¢ € (Fp»)? and two solutions
if c=4"1

Case 3. Let ¢ # b # 0,1 (so, x # 0,—1). Multiplying (@) by z(x + 1)
we get  — c(z + 1) = ba(z + 1), that is, 2% + (=)o + £ = 0. If
D3 = (WT_1)2 — 47 =0, that is, (b+ ¢ — 1)? = 4bc, then we have a unique
solution, otherwise, we have two solutions if and only if 0 # D3 € (Fpn)z,
that is, 0 # (b + ¢ — 1) — 4bc € (Fpn)?.

Below, we argue that we always can find some b # 0,1, ¢ for which
(b+c—1)% —4dbc € (F;n)2, except for ¢ = —1, p = 3, n = 2, where, we can
only find some values of b for which (b + ¢ —1)? — 4bc = 0.

If ¢ # —2,2,4, then we can take b = 27 (¢ — 2) and consequently, b #
0,1, ¢, and

(b4+c—1)% —dbe =2"2(c —4)2 #0.

If c =2, 0or c =4, and p # 3,5, then, we can take b = 2(c + 1), and
b#0,1,¢, and
(b+c—1)? —4bc= (1 —c)* #0.

Let ¢ = 2, and p = 3. Then, (b+c —1)2 —4bc = b?> + 1. If n > 2, then
we can take b = a — a~!, where « is a primitive root of Fz» (we here avoid
the primitive polynomials 22 + 2 — 1 = 0 over F3, since then, b € {—1,1}).
Consequently, b # 0,1, —1, and

V+1l=(at+aH2£0.

Equation (Bl has then, in this case, two or fewer solutions. If n = 2, then, we

(xQ]F —SEZEL) = F3(«), where « is a root of the primitive polynomial

7?2 —x —1 = 0. Note that (recall Case 1) D; =22 —4.2 = —4 =2 =

write Fg2 =
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(a+1)2 € (F3n)? # 0. Since, if b # 0,1, ¢, equation (F) cannot have more
than two solutions, we conclude that the c-differential uniformity is 3.

Let c=2,and p=>5. Then, C; =c? —2c=-4=1=1%¢ (F5n)27$0.
Since, if b # 0,1, ¢, equation (B]) cannot have more than two solutions, the
c-differential uniformity is 3 in this case.

If c =4, and p = 3, then ¢ = 1, which is a contradiction with ¢ # 1.

Let ¢ =4 and p = 5. Then, (b+ ¢ —1)? — 4bc = b + 4. If n > 2, then,
as before, we can take b = o — a~ !, where « is a primitive root of Fsn, and
consequently, b # 0,1, —1, and

(b—22+4b=b*+4=(a+a )2 £0.
If n = 2, then, we write F52 = @3‘_57% = F5(«), where « is a root of the
primitive polynomial 2 — 2z +2 = 0. Taking b = o+ 3 # 0,1, —1, then
(recall that a? — a +2 — 0)

(b—2)% +4b = (2a +2)? # 0.

Let now ¢ = —2. Note that, then Dy = (%)2 € (Fpn)2. Furthermore, for
p # 3, Dy # 0, rendering at least three solutions of () for p # 3. If p = 3,
¢ = —2 =1, which is excluded from this theorem, since it is covered by the
classical results.

Note that, by Cases 1, 2 and 3, equation (B cannot have more than
three solutions, so the c-differential uniformity is always at most 3.

The proof of the theorem is done. O
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