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Abstract Functions with low differential uniformity can be used in a block cipher

as S-boxes since they have good resistance to differential attacks. In this paper we

consider piecewise constructions for permutations with low differential uniformity. In

particular, we give two constructions of differentially 6-uniform functions, modifying

the Gold function and the Bracken-Leander function on a subfield.
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1 Introduction

Let n be a positive integer, we will denote by F2n the finite field with 2n elements

and its multiplicative group by F
⋆
2n . Permutation maps defined over F2n are used

as the S-boxes of some symmetric cryptosystems. So, it is important to construct

permutations with good cryptographic properties in order to design a cipher that can

resist known attacks. In particular, among these properties we have a low differential

and boomerang uniformity for preventing differential and boomerang attacks [1,36],

high nonlinearity for avoiding linear cryptanalysis [25] and also high algebraic degree

to resist higher order differential attacks [21].

Over a field of even characteristic, the best differential uniformity of a function

F is two. Functions achieving this value are called almost perfect nonlinear (APN).

Many works have been done on the construction of APN functions (see for instance

[4,8,9,10,11]). For odd values of n there are known families of APN permutations;

while for n even there exists only one example of APN permutation over F26 [7] and

the existence of others remains an open problem. For ease of implementation, usually,
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Table 1: Primarily-constructed differentially 4-uniform permutations over F2n (n

even) with the best known nonlinearity

Name F(x) deg Conditions In

Gold x2i+1 2 n = 2k, k odd gcd(i,n) = 2 [18]

Kasami x22i−2i+1 i+1 n = 2k, k odd gcd(i,n) = 2 [20]

Inverse x2n−2 n−1 n = 2k, k ≥ 1 [27]

Bracken-Leander x22k+2k+1 3 n = 4k, k odd [5]

n = 3m, m even, m/2 odd,

Bracken-Tan-Tan ζx2i+1 +ζ 2m
x2−m+2m+i

2 gcd(n, i) = 2, 3|m+ i [6]

and ζ is a primitive element of F2n

the integer n is required to be even in a cryptosystem. Therefore, finding permutations

with good cryptographic properties over F2n with n even is an interesting research

topic for providing more choices for the S-boxes.

The construction of low differentially uniform permutations with the highest non-

linearity over F2n (with n even) is a difficult task. In Table 1 we give five families of

primarily constructed differentially 4-uniform permutations with the best known non-

linearity. For all these primarily constructed permutations, but the Kasami function,

the boomerang uniformity as been determined [3,12,26]. Note that amongst these

functions, the Gold, Bracken-Leander and the Bracken-Tan-Tan functions have alge-

braic degrees 2 or 3.

In the last years, many works on permutations with low differential uniformity

have been done. Several constructions of differentially 4-uniform permutations have

been found by modifying the inverse function on some subsets of F2n [28,29,31,

32,33,34,37,39]. For example, some new constructions of differentially 4-uniform

functions were obtained by shifting the inverse function on some subsets of F2n [32,

33]. While in [28,37,39] the authors change the inverse function on some subfields of

F2n . Moreover, all the functions constructed in those references were proved to have

the optimal algebraic degree (n− 1) and high nonlinearity.

For the case of 6-uniform permutations, in [2] the authors studied the differential

spectra of some power functions. In [16], the authors study some particular sparse

permutation polynomials showing, in particular, that we can obtain 6-uniform per-

mutation polynomials of type x−1 + γ Tr(xr). In [40], the authors give two examples

of 6-uniform permutations modifying the Gold function.

In this paper, we investigate the piecewise construction as in [28,37,39] by mod-

ifying the image of other well-known 4-uniform permutations on some subfields of

F2n . In particular, we consider the case of the Gold and of the Bracken-Leander func-

tions. We show that in these cases it is possible to obtain permutations with differen-

tial uniformity at most 6. Moreover, if we modify these functions using the inverse

function (or a function equivalent to it) on a subfield of F2n , then we can obtain

permutations with algebraic degree n− 1 (which is the highest possible) and high

nonlinearity. These results extend those given in [40].

The paper is organized as follows. In Section 2, we give some notations and pre-

liminaries. In Section 3, we give just a result for obtaining 4-uniform permutation
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using the piecewise construction with APN permutations. In Section 4, we report

our study on the piecewise construction coming from the Gold and Bracken-Leander

functions. We show that for these functions the construction can produce a permu-

tation with differential uniformity at most 6. Moreover, when we use the inverse

function on the subfield, the obtained function has also algebraic degree n− 1 and

high nonlinearity. In the last section, we give some results on the boomerang unifor-

mity for some type of piecewise permutations. In particular, we give an upper bound

on the boomerang uniformity of piecewise permutations obtained using a 4-uniform

Gold function.

2 Preliminaries

Any function F from F2n to itself can be represented as a univariate polynomial of

degree at most 2n − 1, that is

F(x) =
2n−1

∑
i=0

aix
i.

The 2-weight of an integer 0≤ i ≤ 2n−1, denoted by w2(i), is the (Hamming) weight

of its binary representation. It is well known that the algebraic degree of a function F

is given by

deg(F) = max{w2(i) | ai 6= 0}.

Functions of algebraic degree 1 are called affine. Linear functions are affine functions

with constant term equal to zero and they can be represented as L(x) = ∑n−1
i=0 aix

2i
.

For any permutation F : F2n → F2n it is well known that the algebraic degree can be

at most n− 1.

For any m ≥ 1 such that m|n we can define the (linear) trace function from F2n to

F2m by

Trn
m(x) =

n/m−1

∑
i=0

x2im

.

When m = 1 we will denote Trn
1(x) by Tr(x).

For any function F : F2n → F2n we denote the Walsh transform in a,b ∈ F2n by

WF(a,b) = ∑
x∈F2n

(−1)Tr(ax+bF(x)).

With Walsh spectrum we refer to the set of all possible values of the Walsh trans-

form. The Walsh spectrum of a vectorial Boolean function F is strictly related to the

notion of nonlinearity of F , denoted by NL (F), indeed we have

NL (F) = 2n−1 −
1

2
max

a∈F2n ,b∈F⋆
2n

|WF(a,b)|.

When n is odd, it has been proved that NL (F) ≤ 2n−1 − 2
n−1

2 ; for n even, the

best known nonlinearity is 2n−1−2
n
2 , and it is conjectured that NL (F)≤ 2n−1−2

n
2 .

All the functions in Table 1 reach this value.

The concept of differential uniformity of a function F is related to the number of

solutions of the equation F(x+ a)+F(x) = b for a ∈ F
⋆
2n and b ∈ F2n .
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Definition 2.1 For a function F from F2n to itself, and any a ∈ F
⋆
2n and b ∈ F2n , we

denote by δF(a,b) the number of solutions of the equation F(x+a)+F(x) = b. The

maximum

δF = max
a∈F⋆

2n ,b∈F2n

δF(a,b)

is called the differential uniformity of F , and F is said to be differentially δF -uniform.

A function F is called almost perfect nonlinear (APN) if δF = 2. Note that the

possible minimum value of δF is 2, since if x is a solution of F(x+ a)+F(x) = b,

then x+ a is also a solution of the equation.

In [17], Cid et al. introduced the concept of Boomerang Connectivity Table for a

permutation F over F2n . Next, in [3] the authors introduced the notion of boomerang

uniformity.

Definition 2.2 Let F be a permutation over F2n , and a,b in F2n . The Boomerang

Connectivity Table (BCT) of F is given by a 2n × 2n table TF , in which the entry for

the position (a,b) is given by

TF(a,b) = |{x ∈ F2n : F−1(F(x)+ a)+F−1(F(x+ b)+ a) = b}|.

Moreover, the value

βF = max
a,b∈F⋆

2n

|{x ∈ F2n : F−1(F(x)+ a)+F−1(F(x+ b)+ a) = b}|

is called the boomerang uniformity of F , or we call F a boomerang βF -uniform func-

tion.

In [17], the authors show that δF ≤ βF for any function F . Moreover, δF = 2 if and

only if βF = 2. So, APN permutations offer an optimal resistance to both differential

and boomerang attacks.

There are several equivalence relations of functions for which the differential

uniformity and the Walsh spectrum (and in particular the nonlinearity) are preserved.

Two functions F and F ′ from F2n to itself are called:

– affine equivalent if F ′ = A1 ◦F ◦A2 where the mappings A1,A2 : F2n → F2n are

affine permutations;

– extended affine equivalent (EA-equivalent) if F ′ = F ′′+A, where the mappings

A : F2n → F2n is affine and F ′′ is affine equivalent to F;

– Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if for some affine permu-

tation L of F2n ×F2n the image of the graph of F is the graph of F ′, that is,

L (GF) = GF ′ , where GF = {(x,F(x)) : x ∈ F2n} and GF ′ = {(x,F ′(x)) : x ∈
F2n}.

Obviously, affine equivalence is included in the EA-equivalence, and it is also

well known that EA-equivalence is a particular case of CCZ-equivalence and every

permutation is CCZ-equivalent to its inverse [14].

The algebraic degree is invariant for the affine equivalence and also for the EA-

equivalence for nonlinear functions, but not for the CCZ-equivalence. The boomerang

uniformity is preserved by affine equivalence and inverse transformation, but not from
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EA- and CCZ-equivalence in general [3].

Some secondary construction methods have been introduced to find new low dif-

ferentially uniform functions from the known ones. For example, some constructions

of differentially 4-uniform permutations over F22m , of degree m+ 1, by using Gold

APN functions over F22m+1 , were obtained by Li and Wang in [24], inspired by the

idea introduced by Carlet in [13]. In [15], Carlet et al. give a construction of a dif-

ferentially 4-uniform function over F22m from the inverse permutation over F22m−1 . In

the following we will denote the inverse function by x−1 (with 0−1 := 0).

The inverse function is APN over F2n when n is odd, and is differentially 4-

uniform when n is even [27]. In the recent years, it has been found that a large number

of differentially 4-uniform permutations can be obtained by modifying the inverse

function on some subset of F2n . Among these constructions we have

– The function

F1(x) =

{

x−1 + 1 if x ∈ S

x−1 if x /∈ S

where S is some specific subset of F2n (n even). Some classes of differentially

4-uniform permutations of this form are given in [29,31,32,34,41]

– The function

Ft1,t2(x) =

{

t1x−1 + t2 if x ∈ F2s

x−1 if x /∈ F2s

where n = sm with s even and n/s odd, t1, t2 ∈ F2s and t1 6= 0 [39].

– The function

Fα ,β (x) =

{

β (x+ 1)−1+α if x ∈ F2s

x−1 if x /∈ F2s

where n = sm with s even and n/s odd, α,β ∈ F2s and β 6= 0 [28].

– The function

Fγ(x) =

{

(γx)−1 if x ∈U

x−1 if x /∈U

where Tr(γ) = Tr(γ−1) = 1 and U is some specific subset of F2n (n even such that

n/2 is odd) [30].

– The function

Fγ(x) =

{

(γx)−1 if x ∈ F2s

x−1 if x /∈ F2s

where n = sm with s even and n/s odd for any γ ∈ F
⋆
2s , and with also s odd if

Tr(γ) = 0 [37].

In the next sections, we will study the piecewise construction for the case of Gold

and Bracken-Leander 4-uniform permutations and we will show that it is possible to

obtain permutations with low differential uniformity.
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3 Differentially 4-uniform piecewise functions from APN functions

If we use APN permutations in the piecewise construction, then we can obtain a

differentially 4-uniform function. This applies in particular to the case of n odd for

which some families of APN permutations are known.

Proposition 3.1 Let n = sm, with m odd. Let f be an APN permutation over F2s and

g ∈ F2s [x] an APN permutation over F2n . Then, the function

F(x) = f (x)+ ( f (x)+ g(x))(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

g(x) if x /∈ F2s

is a differentially 4-uniform permutation.

Proof We need to check that for any a ∈ F
⋆
2n and b ∈ F2n the equation

F(x)+F(x+ a) = b (1)

admits at most 4 solutions. First consider a ∈ F
⋆
2s . Then we can have the equations

f (x)+ f (x+ a) = b

and

g(x)+ g(x+ a) = b

if x ∈ F2s or x /∈ F2s . In both cases we can have at most 2 solutions which implies that

we can have at most 4 solutions for (1).

When a is not in F2s , then we can have two cases:

– a solution x is in F2s and x+ a not;

– both the solutions x and x+ a are not in F2s .

Let us count the solutions of first type, that is, we want to count the number of pairs

in F2s × (a+F2s) which are solutions of our equation. To do that, we can count the

number of solutions which belong to a+F2s . Then, consider x ∈ a+F2s , from (1) we

obtain

g(x)+ f (x+ a) = b. (2)

Raising (2) to the power 2s and adding the result to (2) we have

g(x)+ g(x2s

) = b2s

+ b,

recall that g(x)2s
= g(x2s

) since g ∈ F2s [x]. Moreover, since g is a permutation over

F2n , for b ∈ F2s we have no solution of this type. If b /∈ F2s , then we have x2s
= x+ c

whit c = a2s
+ a 6= 0. Thus, the equation g(x)+ g(x2s

) = b2s
+ b admits at most two

solutions x and x + c (recall that g is APN over F2n). Since x ∈ a+ F2s , we have

that x+ c ∈ a2s
+F2s and a2s

+F2s ∩a+F2s = /0. Indeed, if a2s
+F2s ∩a+F2s 6= /0,

then a2s
+a ∈ F2s and thus a22s

= a, implying F22s ⊆ F2n , which is not possible. This

implies that we can have at most one solution of (2) in a+F2s . This leads to at most

two solutions of (1).
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For the second case, we have that (1) is given by

g(x)+ g(x+ a) = b,

which admits at most 2 solutions. This implies that for a /∈ F2s Equation (1) admits

at most 4 solutions. ⊓⊔

Remark 3.1 Note that if in Proposition 3.1 one APN function is a permutation and the

other one no, then the piecewise function is still differentially 4-uniform but it may

not be a permutation. In particular, the restriction on m odd is necessary for having g

to be an APN permutation (see for instance [19]).

4 Differentially 6-uniform permutations from the Gold and Bracken-Leander

functions

In this section we will study the piecewise construction for the case of Gold and the

Bracken-Leander function. Before to consider these functions, we will give a general

result on the differential uniformity of some piecewise functions.

Theorem 4.1 Let n = sm for some positive integers s and m. Let f and g be two poly-

nomials with coefficients in F2s , that is f ,g ∈ F2s [x], and g permuting F2n . Suppose

that:

(H1) f is a δ f -uniform function over F2s ;

(H2) g is a δg-uniform function over F2n;

(H3) for any a ∈ F
⋆
2s and b ∈ F2s the equation g(x)+ g(x+ a) = b has no solution in

F2n \F2s .

Then, the function

F(x) = f (x)+ ( f (x)+ g(x))(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

g(x) if x /∈ F2s

is such that

δF(a,b)≤

{

max{δ f ,δg} if a ∈ F2s

δg + 2 if a /∈ F2s .

Proof We need to check the number of solutions of the equation

F(x)+F(x+ a) = b. (3)

Suppose that a ∈ F
⋆
2s . Then, we can have that both the solutions x and x+a are in F2s

or none is in F2s . In the first case, (3) becomes

f (x)+ f (x+ a) = b,

which has at most δ f solutions if b ∈ F2s and none when b /∈ F2s .

In the second case, we have the equation

g(x)+ g(x+ a) = b.
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From (H3) we have no solution in F2n \F2s if b ∈ F2s . If b /∈ F2s we can have at

most δg solutions. Then, for a ∈ F
⋆
2s we have at most δ = max{δ f ,δg} solutions for

Equation (3) for any b.

Consider, now, a /∈ F2s . We can have two cases:

(i) a solution x is in F2s and x+ a not;

(ii) both the solutions x and x+ a are not in F2s .

We want to count the number of pairs (x,x+a) in F2s × (a+F2s) which are solutions

of Equation (3). Without loss of generality, we can suppose x ∈ a+F2s . Then (3)

becomes

g(x)+ f (x+ a) = b. (4)

From this, raising (4) by 2s and adding the result to (4), we obtain the equation

g(x)2s
+ g(x) = b2s

+ b. Denoting by y = g(x), we obtain

y2s

+ y = b2s

+ b.

The solutions of this last equation are the elements of the coset b+F2s . Since we

supposed that x ∈ a+F2s and g permutes F2n we need to check how many elements

we have in g(a+F2s)∩ (b+F2s), where g(a+F2s) := {g(x) : x ∈ a+F2s}. Suppose

that |g(a+F2s)∩ (b+F2s)| ≥ 2. Then, there exist z1,z2,w1,w2 ∈ F2s such that b+
z1 = g(a+w1), b+ z2 = g(a+w2) and z1 6= z2, w1 6= w2. Thus,

g(a+w1)+ g(a+w2) = z1 + z2.

Denoting by x′ = a+w1 and a′ = w1 +w2, we obtain that

g(x′)+ g(x′+ a′) = z1 + z2.

Thus we would have a solution x′ /∈ F2s for the equation g(x)+ g(x′+ a′) = z1 + z2,

which is not possible by (H3). Therefore, |g(a+F2s)∩ (b+F2s)| ≤ 1, implying that

in F2s × (a+F2s) we have at most one pair (x,x+ a) which can be solutions of (3).

For the second case we have the equation

g(x)+ g(x+ a) = b,

which admits at most δg solutions for any b. Then, in total for the case a /∈ F2s Equa-

tion (3) admits at most δg + 2 solutions. ⊓⊔

It is easy to note that if also f permutes F2s , then F is a permutation over F2n .

Remark 4.1 Note that Proposition 3.1 and Theorem 4.1 use a similar analysis. How-

ever, the proof of Proposition 3.1 relies strictly on the APN property of g for the case

x ∈ F2s and x+ a /∈ F2s and not on Condition (H3). So we cannot include the result

of Proposition 3.1 into Theorem 4.1.
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Remark 4.2 When the function g in Theorem 4.1 is a power function, i.e. g(x) = xd ,

Condition (H3) can be checked only for a = 1. Indeed, for any nonzero a we have

that studying

xd +(x+ a)d = b

is equivalent to study
( x

a

)d

+
( x

a
+ 1

)d

=
b

ad
.

Thus, for the case of Gold and Bracken-Leander functions we need to check if

the equation xd +(x+ 1)d = b has no solution in F2n \F2s whenever b is in F2s .

For the Gold function we have the following.

Lemma 4.1 Let n = sm with s even and m odd. Let k be such that gcd(k,n) = 2. For

any b ∈ F2s the equation

x2k

+ x = b

does not admit any solution x in F2n \F2s .

Proof Suppose that there exists b ∈ F2s for which the equation admits a solution

x /∈ F2s . Then, we have that x2k
+ x = x2k+s

+ x2s
, which also implies (x2s

+ x)2k
=

x2s
+ x. Then, x2s

+ x ∈ F2n ∩F2k = F4 ⊂ F2s . Since m is odd and x /∈ F2s this is not

possible. Indeed, x2s
+x∈ F2s implies (x2s

+x)2s
= x2s

+x and thus x22s
= x, and then

x ∈ F2n ∩F22s = F2s . ⊓⊔

Thus, we have immediately the following result.

Theorem 4.2 Let n = sm with s even such that s/2 and m are odd. Let k be such that

gcd(k,n) = 2 and f be at most differentially 6-uniform permutation over F2s . Then

F(x) = f (x)+ ( f (x)+ x2k+1)(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

x2k+1 if x /∈ F2s

is a differentially 6-uniform permutation over F2n .

Proof Lemma 4.1 implies that we have no solution in F2n \F2s of x2k
+(x+1)2k

= b

when b ∈ F2s . Then, we have our claim from Theorem 4.1. ⊓⊔

For the Gold function it was considered in [40] the case of changing its image on

the subfield F4 composing the function with the cycle (1,ω ,ω2), where ω2 = ω +1;

or modifying it using f (x) = x2k+1+1 over a subfield F2s , with s/2 odd. Theorem 4.2

generalizes the results given in [40].

Also for the case of Bracken-Leander function it is possible to prove a similar

result as in Lemma 4.1.

Lemma 4.2 Let n = 4k = sm with k and m odd. For any b ∈ F2s the equation

x22k+2k

+ x22k+1 + x2k+1 + x22k

+ x2k

+ x = b (5)

does not admit any solution x in F2n \F2s .
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Proof The proof is obtained following similar steps to those used in [5, Theorem 1]

for proving the differential 4-uniformity of the map x22k+2k+1.

Denoting by Tr4k
k the trace map from F24k to F2k , since

Tr4k
k (x22k+2k

+ x22k+1 + x2k+1 + x22k

+ x2k

) = 0,

from (5) we obtain Tr4k
k (x) = x23k

+x22k
+x2k

+x = Tr4k
k (b) = c and thus x22k

+x2k
=

x23k
+ x+ c. From this, Equation (5) can be rewritten as

x22k+2k

+ x(x23k

+ x+ c)+ x23k

= c+ b (6)

Now, using always the fact that x23k
+ x22k

+ x2k
+ x = c, we have that raising (6)

to the power 22k and adding the result to Equation (6) we obtain

(x+ x22k

)2 +(c+ 1)(x+ x22k

) = b22k

+ b+ c= b′. (7)

Note that, since b ∈ F2s then also c ∈ F2s and b′ ∈ F2s .

Now, suppose that c = 1, then Equation (7) becomes

x+ x22k

= b′
2−1

= b′′.

Thus, we can substitute x22k
= x+ b′′ in Equation (5) obtaining

x2 + b′′(x+ x2k

)+ x2k

= b+ b′′. (8)

If we raise (8) by 2k and we add it to (8), we have

(x+ x2k

)2 +(b′′+ b′′2
k

+ 1)(x+ x2k

) = b′′2
k+1 + b+ b2k

+ b′′2
k

.

Noting that b′′+ b′′2
k
= (x+ x22k

)+ (x+ x22k
)2k

= c = 1 we have

x+ x2k

= (b′′2
k+1 + b′′2

k

+ b+ b2k

)2−1

= t.

Now, substituting x2k
= x+ t in (8) we obtain the equation

x2 + x = b+ b′′+ b′′t + t.

Since b+ b′′+ b′′t + t ∈ F2s we have that x2 + x = x2s+1
+ x2s

. Therefore, x2s
+ x ∈

F2 ⊂ F2s . This is not possible since it would imply x = x22s
and x ∈ F2n ∩F22s = F2s .

Then, if c = 1 we cannot have solutions x /∈ F2s .

Consider now, c 6= 1. Substituting x = (c+ 1)y in (7) we obtain

(c+ 1)2[(y+ y22k

)2 +(y+ y22k

)] = b′.

Note that c ∈ F2k ∩F2s and then if x /∈ F2s so do y. Now, we have that y+ y22k
is a

solution of the equation z2 + z = b′/(c+ 1)2. Then, y+ y22k
= t or t + 1 for some t ∈

F2s ∩F22k (note that b′ ∈ F2s and we cannot have solution in F2n \F2s for z2 + z = b′).

If y+ y22k
= t then we can substitute y22k

= y+ t in Equation (5) giving

(c+ 1)2((y+ y2k

)t + y2)+ (c+ 1)(y2k

+ t) = b. (9)
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Adding Equation (9) to itself raised by 2k we get

(c+ 1)2(y+ y2k

)2 +[(c+ 1)2(t + t2k

)+ (c+ 1)](y+ y2k

)

+(c+ 1)2t2k+1 +(c+ 1)t2k

+ b+ b2k

= 0. (10)

Since x = (c+1)y we have c = Tr4k
k (x) = (c+1)Tr4k

k (y) and Tr4k
k (y) = t2k

+ t. There-

fore, t2k
+ t = c/(c+ 1) and

(c+ 1)2((y+ y2k

)2 +(y+ y2k

))

+(c+ 1)2t2k+1 +(c+ 1)t2k

+ b+ b2k

= 0. (11)

Note that also considering y+ y22k
= t + 1 we would obtain the same equation.

Now, from (11) we have that y+ y2k
= r or r+ 1 for some r ∈ F2s .

If y2k
= y+ r then y22k

= y+ r+ r2k
and, substituting in (5), we obtain

(c+ 1)2((y+ r+ r2k

)(y+ r)+ (y+ r+ r2k

)y+(y+ r)y)+ (c+ 1)(y+ r2k

) =

(c+ 1)2y2 +(c+ 1)y+(c+ 1)2(r2k+1 + r2)+ (c+ 1)r2k

= b

which is the same as

x2 + x+(c+ 1)2(r2k+1 + r2)+ (c+ 1)r2k

= b,

and then x2 + x = d for some d ∈ F2s , which is not possible as seen above.

If y2k
= y+ r+ 1, then we would obtain

x2 + x+(c+ 1)2(r2k+1 + r2k

+ r2 + r)+ (c+ 1)(r+ 1)2k

= b.

Then, Equation (5) does not admit solutions in F2n \F2s when b ∈ F2s . ⊓⊔

Theorem 4.3 Let n = 4k = sm, with k, m odd and s even. Let f be at most differen-

tially 6-uniform permutation over F2s . Then

F(x) = f (x)+ ( f (x)+ x22k+2k+1)(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

x22k+2k+1 if x /∈ F2s

is a differentially 6-uniform permutation over F2n .

Proof From Lemma 4.2 we have that x22k+2k+1+(x+1)22k+2k+1 = b has no solution

in F2n \F2s when b ∈ F2s . So the claim follows from Theorem 4.1. ⊓⊔

From Theorem 4.2 and Theorem 4.3 we obtain a general construction for piece-

wise functions with differential uniformity at most 6. In the following, we will show

that using a function f which is affine equivalent to the inverse function we can obtain

a permutation of maximal degree n− 1 with high nonlinearity.

We, first, give the following result.
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Lemma 4.3 Let F be a function defined over F2n . Then, F in its polynomial rep-

resentation has a term of algebraic degree n− 1 if and only if there exists a linear

monomial x2 j
such that ∑x∈F2n F(x)x2 j

6= 0.

Proof We note that for any i ≤ 2n − 1 and j ≤ n− 1 we have

w2(i)+ 1 ≥ w2(i+ 2 j)≥ deg(xi+2 j

mod x2n

− x).

Indeed, let us consider the first inequality. If 2 j is not in the binary expansion

of i, that is i = ∑n−1
k=0 bk2k with b j = 0, then w2(i+ 2 j) = w2(i)+ 1. If b j = 1, then,

denoting by h = min{n,k : j+1 ≤ k ≤ n−1, bk = 0}, we have i+2 j = ∑
j−1
k=0 bk2k +

2h +∑n−1
k=h+1 bk2k, implying w2(i+ 2 j) = w2(i)− (h− j)+ 1< w2(i)+ 1.

For the second inequality, we have that if i + 2 j ≤ 2n − 1, then w2(i + 2 j) =

deg(xi+2 j
mod x2n

−x)= deg(xi+2 j
). If i+2 j > 2n−1, then it means that i=∑

j−1
k=0 bk2k+

∑n−1
k= j 2k and i+ 2 j = 2n +∑

j−1
k=0 bk2k. So, denoting by h = min{ j,k : 0 ≤ k ≤ j −

1, bk = 0}, we have

xi+2 j

mod x2n

− x = x · x∑
j−1
k=0

bk2k

= x2h+∑
j−1
k=h+1

bk2k

,

and so w2(i+ 2 j)≥ deg(x2h+∑
j−1
k=h+1

bk2k

).

Thus, since for any function G we have ∑x∈F2n G(x) 6= 0 if and only if deg(G) = n,

we obtain that if w2(i)< n− 1, then ∑x∈F2n xi+2 j
= 0.

Now, consider the function F . We can write F(x) = cx2n−1 +∑n−1
k=0 akx2n−1−2k

+
G(x), where deg(G)≤ n− 2. Note that for any k = 0, ...,n− 1 and 0 ≤ j ≤ n− 1, we

have

x2n−1−2k+2 j

mod x2n

− x ≡











x2n−1 if j = k

x(2
n−1)−(2k−1+...+2 j) if j < k

x2 j−1+...+2k
if j > k.

Let k̄ = min{k : ak 6= 0}, we have that

∑
x∈F2n

F(x)x2k̄

=c ∑
x∈F2n

x2k̄

+ ak̄ ∑
x∈F2n

x2n−1 +
k̄−1

∑
k=0

∑
x∈F2n

akx2k̄−1+...+2k

+
n−1

∑
k=k̄+1

∑
x∈F2n

akx2n−1−(2k−1+...+2k̄)+ ∑
x∈F2n

G(x)x2k̄

= ak̄.

Thus, if F(x) has a term of algebraic degree n− 1, that is, there exists ak 6= 0, then

we can find a monomial x2 j
for which ∑x∈F2n F(x)x2 j

6= 0.

Vice versa, from above we have that if, by contradiction, F(x) = cx2n−1 +G(x),

with deg(G)≤ n−2, then ∑x∈F2n F(x)x2 j
= c∑x∈F2n x2 j

+∑x∈F2n G(x)x2 j
= 0 for any

j. ⊓⊔



Differentially low uniform permutations from known 4-uniform functions 13

Remark 4.3 If F is a permutation, Lemma 4.3 gives a necessary and sufficient condi-

tion for having deg(F) = n−1. Moreover, it is possible to generalize Lemma 4.3 also

for the case deg(F) = n− t, using monomials xd with w2(d) = t. This result is similar

to that given in [28,33], where the authors use an n-variables Boolean function to

give a sufficient condition for having deg(F) = n− 1. In particular, they show that if

there exists a Boolean function h(x) of degree n− k such that ∑x∈F2n F(x)h(x) 6= 0,

then deg(F)≥ k.

Corollary 4.1 Let n = sm with s even such that s/2 and m are odd. Let k be such that

gcd(k,n) = 2 and f (x) = A1 ◦ Inv ◦A2(x), where Inv(x) = x−1 and A1,A2 are affine

permutations over F2s . Then

F(x) = f (x)+ ( f (x)+ x2k+1)(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

x2k+1 if x /∈ F2s

is a differentially 6-uniform permutation over F2n . Moreover, if s > 2 then the alge-

braic degree of F is n− 1.

Proof We need to prove only that the degree of F is n− 1. From Lemma 4.3, since

f (x) is affine-equivalent to the inverse function over F2s , there exists a monomial

h(x) = x2 j
in F2s [x] (with j ≤ s− 1) such that

∑
x∈F2s

f (x)h(x) 6= 0.

Thus, since x2k+1 has algebraic degree equal to 2 < s− 1 over F2n and also over

F2s , we obtain

∑
x∈F2n

F(x)h(x) = ∑
x∈F2s

f (x)h(x)+ ∑
x∈F2n

x2k+1h(x)+ ∑
x∈F2s

x2k+1h(x)

= ∑
x∈F2s

f (x)h(x) 6= 0.

Then, we have a term of degree n− 1 in the polynomial representation of F(x), im-

plying deg(F) = n− 1 since F is a permutation. ⊓⊔

Remark 4.4 When s = 2, we have that x2k+1 has algebraic degree s−1 = 1 over F2s ,

and we could obtain a permutation F(x) = f (x)+ ( f (x)+ x22k+2k+1)(x2s
+ x)2n−1 of

degree less than n− 1 (an example is provided for n = 6 and n = 10 in Table 2 and

Table 3).

Similarly we have the following construction using the Bracken-Leander func-

tion.

Corollary 4.2 Let n = 4k = sm with k, m odd and s even. Let f (x) = A1 ◦ Inv◦A2(x),
where Inv(x) = x−1 and A1,A2 are affine permutations over F2s . Then

F(x) = f (x)+ ( f (x)+ x22k+2k+1)(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

x22k+2k+1 if x /∈ F2s

is a differentially 6-uniform permutation over F2n . Moreover, if s > 4 then deg(F) =
n− 1.
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Remark 4.5 For s = 4, we have that x22k+2k+1 has algebraic degree s−1= 3 over F2s ,

and we could obtain a permutation F(x) = f (x)+ ( f (x)+ x22k+2k+1)(x2s
+ x)2n−1 of

degree less than n− 1 (we will provide an example for n = 12 in Table 4).

Proposition 4.1 The nonlinearity of the functions in Corollary 4.1 and Corollary 4.2

is at least 2n−1 − 2
n
2 − 2

s
2+1.

Proof Consider any function

F(x) =

{

f (x) if x ∈ F2s

g(x) if x /∈ F2s

where f and g have coefficients in Fqs .

Then the Walsh coefficient WF(a,b) satisfies the following

WF(a,b) = ∑
x∈F2s

(−1)Tr(ax+b f (x))+ ∑
x∈F2n\F2s

(−1)Tr(ax+bg(x))

= ∑
x∈F2s

(−1)Tr(ax+b f (x))+ ∑
x∈F2n

(−1)Tr(ax+bg(x))− ∑
x∈F2s

(−1)Tr(ax+bg(x))

= ∑
x∈F2s

(−1)Trs
1(Trn

s (a)x+Trn
s (b) f (x))+ ∑

x∈F2n

(−1)Tr(ax+bg(x))

− ∑
x∈F2s

(−1)Trs
1(Trn

s (a)x+Trn
s (b)g(x)).

Then,

|WF(a,b)| ≤| ∑
x∈F2s

(−1)Trs
1(Trn

s (a)x+Trn
s (b) f (x))|+ | ∑

x∈F2n

(−1)Tr(ax+bg(x))|

+ | ∑
x∈F2s

(−1)Trs
1(Trn

s (a)x+Trn
s (b)g(x))|

=|W
(s)
f (Trn

s (a),Trn
s (b))|+ |W

(s)
g (Trn

s (a),Trn
s (b))|+ |Wg(a,b)|.

where W (s) denotes the Walsh transform computed over F2s . For the inverse function,

Gold function and Bracken-Leander function the maximal values of the module of a

Walsh coefficient is 2
t
2+1 [5,27], where t is the degree of the field extension where

we are computing the Walsh coefficient.

Thus, for F as in Corollary 4.1 or Corollary 4.2 we have

|WF(a,b)| ≤ 2
s
2+2 + 2

n
2+1,

implying

N ℓ(F)≥ 2n−1 − 2
s
2+1 − 2

n
2 .

⊓⊔
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Remark 4.6 We can note that, whenever we modify the Gold or Bracken-Leander

function with a bijective vectorial Boolean function f (x) ∈ F2s [x], which is at most 6-

uniform of algebraic degree s−1, we can obtain a 6-uniform permutation of maximal

algebraic degree. Moreover, the nonlinearity of the obtained function is greater or

equal to 2n−1 −
maxa∈F⋆

2s ,b∈F2s
|W

(s)
f (a,b)|+2

s
2
+1

2
− 2

n
2 .

It is well known that the algebraic degree is not preserved by the CCZ-equivalence

and in particular by the inverse transformation. However, for any permutation of max-

imal algebraic degree, from Lemma 4.3, we have the following easy observation.

Proposition 4.2 Let F be a permutation defined over F2n . Then, deg(F) = n− 1 if

and only if deg(F−1) = n− 1.

Proof Suppose deg(F) = n−1. From Lemma 4.3 there exists a linear monomial h(x)
for which we have ∑x∈F2n F(x)h(x) 6= 0. Since F is a permutation we have

∑
x∈F2n

F(x)h(x) = ∑
x∈F2n

xh(F−1(x)),

which implies deg(h ◦ F−1) = n − 1. Since h is a linear monomial we have that

deg(F−1) = n− 1. ⊓⊔

From this result we have that also the compositional inverses of the functions

given in Corollary 4.1 and Corollary 4.2 are differentially 6-uniform functions with

high nonlinearity and algebraic degree n− 1.

In Table 2 and Table 3, we give the CCZ-inequivalent functions that can be ob-

tained by Corollary 4.1 for n = 6,10. Let F⋆
2n = 〈ζ 〉, we denote by ω = ζ

2n−1
3 the

primitive element of F4. Since over F4 all the permutations are linear (affine) we con-

sider f (x) = A ◦ Inv. In both cases, we have 5 CCZ-inequivalent functions. One is

the Gold function x5, obtained for A(x) = x and it is differentially 4-uniform, three

of these were obtained also in [40] and one is new. Note that the new function has

degree n−2, indeed as pointed out in the proof of Corollary 4.1 when s = 2 we could

obtain functions with degree lower that n− 1.

Table 2: CCZ-inequivalent permutations from Corollary 4.1 over F26

A(x) deg Nℓ(G) Bound on Nℓ δ

x 2 24 20 4

x+ω 4 20 20 6

ωx2 +ω 5 20 20 6

ωx 5 22 20 6

ω2x2 +ω 5 22 20 6

In Table 4 we report some permutations constructed from Corollary 4.2 for n= 12

(in this case s = 4 and m = 3). As before, we denote by ω = ζ
2n−1

3 the primitive ele-

ment of F4 ⊂ F2s and we consider f (x) = A◦ Inv with A affine permutations defined

over F4[x]. Note that for A(x) = x2 we obtain the Bracken-Leander permutation.
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Table 3: CCZ-inequivalent permutations from Corollary 4.1 over F210

A(x) deg Nℓ(G) Bound on Nℓ δ

x 2 480 476 4

x+ω 8 476 476 6

ωx2 +ω 9 476 476 6

ωx 9 478 476 6

ω2x2 +ω 9 478 476 6

Table 4: CCZ-inequivalent permutations from Corollary 4.2 over F212

A(x) deg Nℓ(G) Bound on Nℓ δ

x2 3 1984 1976 4

x2 +1 8 1976 1976 6

ω2x2 +ω 11 1976 1976 6

x+ω 11 1978 1976 6

ωx2 11 1980 1976 6

5 Remarks on the boomerang uniformity for some piecewise permutations

Recently, the boomerang uniformity of some permutations has been studied in [3,12,

22,26,23,35,38]. However, the analysis has been focused, principally, on the case

of quadratic or power functions. Only in [22] and in [12], it has been determined

the boomerang uniformity of some piecewise functions obtained from the inverse

function modified on the subfield F4.

In this section, we give some results about the boomerang uniformity of piecewise

permutations as in Theorem 4.1.

It was noted in [22], that the entry TF(a,b) of the BCT of a function F can be

given by the number of solutions (x,y) of the system

{

F−1(x+ a)+F−1(y+ a) = b

F−1(x)+F−1(y) = b.

Moreover, for the functions F and F−1 we have that TF(a,b) = TF−1(b,a). So,

the boomerang uniformity of F is given by the maximum number of solutions of the

system
{

F(x+ a)+F(y+ a) = b

F(x)+F(y) = b.
(12)

Denoting y = x+α and DaF(x) = F(x)+F(x+ a) , we obtain

{

Dα F(x+ a) = b

Dα F(x) = b.
(13)

Therefore, let

βF(a,b) =|{(x,y) ∈ F
2
2n : (x,y) is a solution of (12)}|

=|{(x,α) ∈ F
2
2n : (x,α) is a solution of (13)}|,
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the boomerang uniformity of F is given by

βF = max
a,b∈F⋆

2n

βF(a,b).

For piecewise permutations as in Theorem 4.1 we obtain the following result.

Proposition 5.1 Let n = sm. Let

F(x) = f (x)+ ( f (x)+ g(x))(x2s

+ x)2n−1 =

{

f (x) if x ∈ F2s

g(x) if x /∈ F2s

be a permutation over F2n where f ,g are as in Theorem 4.1, with g satisfying (H3).

Then, for any a,b ∈ F
⋆
2n

βF(a,b)≤











β f (a,b)+βg(a,b) if a,b ∈ F
⋆
2s

βg(a,b) if a ∈ F
⋆
2s and b /∈ F2s

βg(a,b)+ 4 ·N+ 2 if a,b /∈ F2s ,

where N = |{α /∈ F2s | f (x)+ g(x+α) = b has solutions x ∈ F2s}|.

Proof Note that System (12) could be divided into sixteen systems depending on x,

x+ a, y and y+ a lying in F2s or not. However, for four of these systems we can

immediately see that they are not possible, such as

{

f (x)+ f (y) = b

f (x+ a)+ g(y+ a)= b,

since it would mean that x,x + a and y are in F2s and y+ a is not. But then, also

a ∈ F2s and so y+ a ∈ F2s , which is a contradiction.

Therefore, the possible systems that we could obtain are twelve:

(S1)











f (x)+ f (y) = b

f (x+ a)+ f (y+ a) = b

x,y,a ∈ F2s ,

(S2)











g(x)+ g(y) = b

g(x+ a)+ g(y+ a)= b

x,y,x+ a,y+ a /∈ F2s ,

(S3)











f (x)+ g(y) = b

f (x+ a)+ g(y+ a)= b

x,a ∈ F2s ,y /∈ F2s ,

(S4)











g(x)+ f (y) = b

g(x+ a)+ f (y+ a)= b

y,a ∈ F2s ,x /∈ F2s ,

(S5)











f (x)+ g(y) = b

g(x+ a)+ f (y+ a)= b

x,y+ a ∈ F2s ,a /∈ F2s ,

(S6)











g(x)+ f (y) = b

f (x+ a)+ g(y+ a)= b

x+ a,y ∈ F2s ,a /∈ F2s ,

(S7)











f (x)+ g(y) = b

g(x+ a)+ g(y+ a)= b

x ∈ F2s ,y,y+ a,a /∈ F2s ,

(S8)











g(x)+ f (y) = b

g(x+ a)+ g(y+ a)= b

y ∈ F2s ,x,x+ a,a /∈ F2s ,
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(S9)











g(x)+ g(y) = b

f (x+ a)+ g(y+ a)= b

x+ a ∈ F2s ,x,y,y+ a /∈ F2s ,

(S10)











g(x)+ g(y) = b

g(x+ a)+ f (y+ a)= b

y+ a ∈ F2s ,x,x+ a,y /∈ F2s ,

(S11)











f (x)+ f (y) = b

g(x+ a)+ g(y+ a)= b

x,y ∈ F2s ,a /∈ F2s ,

(S12)











g(x)+ g(y) = b

f (x+ a)+ f (y+ a) = b

x+ a,y+ a∈ F2s ,a /∈ F2s .

First of all, note that:

– (x,y) ∈ F2s × (F2n \F2s) is a solution of (S3) if and only if (y,x) is a solution of

(S4);

– (x,y) ∈ F2s × (F2n \F2s) is a solution of (S5) if and only if (y,x) is a solution of

(S6);

– (x,y) ∈ F2s × (F2n \F2s) is a solution of (S7) if and only if (y,x) is a solution of

(S8);

– (x,y) ∈ F2s × (F2n \ F2s) is a solution of (S7) if and only if (x + a,y+ a) is a

solution of (S9);

– (x,y) ∈ F2s × (F2n \ F2s) is a solution of (S7) if and only if (y + a,x+ a) is a

solution of (S10);

– (x,y) ∈ F2s ×F2s is a solution of (S11) if and only if (x+a,y+a) is a solution of

(S12).

So, we need to count the number of solutions of (S1), (S2), (S3), (S5), (S7) and (S11).

Let a,b ∈ F
⋆
2s . Then, the first equation of (S3) cannot be satisfied (recall that f

acts on F2s and g over F2n \F2s). The same for (S5) and (S7), while for (S11) the

second equation is not possible. So, only (S1) and (S2) could admit solutions, and

thus we have at most β f (a,b)+βg(a,b) solutions, where β f (a,b) is computed over

F2s .

Let b ∈ F
⋆
2s and a /∈ F2s . As before, (S3), (S5) and (S7) have no solutions. The

same for (S1) since x+ a is not in F2s . Let us check the solutions of (S11).

Denoting by y = x+α , we would obtain

{

Dα f (x) = b

Dα g(x+ a) = b,

where α ∈ F2s . So x+ a ∈ F2n \F2s would be a solution for Dα g(x+ a) = b with

α and b in F2s , which is not possible from hypothesis (H3). Then, only (S2) admits

solutions, implying at most βg(a,b) solutions.

Let b /∈ F2s and a ∈ F
⋆
2s . Then, the first equation in (S1) is not admissible. Similar

for (S11). Moreover, (S5) does not admit solutions since x should be in F2s and x+a

not. The same for (S7).

Consider now (S3). Denoting by y = x+α , then we would obtain

{

f (x)+ g(x+α) = b

f (x+ a)+ g(x+ a+α)= b.
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From the proof of Theorem 4.1 we can have only one solution of f (x)+g(x+α) = b

with x ∈ F2s (α /∈ F2s). Then, x = x+ a, implying a = 0. So, also in this case, only

(S2) can admit solutions.

Now, let a,b /∈ F2s . Then, with same arguments as above, (S1) and (S11) are not

admissible. Also (S3) is not possible since x and x+a should be both in F2s . Then, we

need to analize the solutions of (S5) and (S7). Consider (S5) and denote y = x+α .

System (S5) is given by

{

f (x)+ g(x+α) = b

g(x+ a)+ f (x+ a+α)= b,

where α ∈ F2n \F2s . From the proof of Theorem 4.1 we have at most one solution x

in F2s for f (x)+ g(x+α) = b. This implies x = x+ a+α , and thus α = a. So, we

have only one possible pair (x,x+α) which can be a solution of (S5), and so also for

(S6).

Consider, now, (S7). We get the system

{

f (x)+ g(x+α) = b

g(x+ a)+ g(x+ a+α)= b.

Since from Theorem 4.1 we have at most one solution x in F2s for f (x)+g(x+α) =
b, the number of solutions of (S7) are at most N = |{α /∈ F2s | f (x) + g(x+α) =
b has solutions x ∈ F2s}|. This implies, also, at most N solutions for (S8), (S9) and

(S10). To conclude, (S2) admits at most βg(a,b) solutions. ⊓⊔

Remark 5.1 Since f and g are permutations for any x ∈ F2s we have a unique α /∈ F2s

such that f (x) + g(x+α) = b. In particular, when s = 2, we can have at most 4

solutions for (S7), and when it admits 4 solutions, (S5) has no solution. Thus, for

s = 2, the boomerang uniformity of the functions as in Theorem 4.1 is upper bounded

by βg + 16.

In the following we consider the case when g(x) is a 4-uniform Gold function,

and f (x) = g(x)+ γ for some γ ∈ F
⋆
2s , i.e. F(x) = g(x)+ γ + γ(x2s

+ x)2n−1. Since g

is a power function, F(x) = g(x)+ γ + γ(x2s
+ x)2n−1 is equivalent to F ′(x) = g(x)+

1+(x2s
+ x)2n−1 = 1

γ F(g−1(γ) · x), so we can suppose that γ = 1. Note that, such

functions are differentially 6-uniform from Theorem 4.2.

Proposition 5.2 Let n = sm with s even such that s/2 and m are odd. Let k be an

integer such that gcd(k,n) = 2 and g(x) = x2k+1. Let

F(x) = x2k+1 + 1+(x2s

+ x)2n−1 =

{

x2k+1 + 1 if x ∈ F2s

x2k+1 if x /∈ F2s .

Then, for any a,b ∈ F
⋆
2n we have

βF(a,b)≤

{

4 if a ∈ F
⋆
2s or b ∈ F

⋆
2s

22 if a,b /∈ F2s .
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Proof First of all, we can note that (S1) and (S2) in this case coincide. So for the

case a,b ∈ F
⋆
2s we have βg(a,b) solutions, where βg(a,b) is computed on F2n , and

the boomerang uniformity of the Gold function x2k+1, over F2n , is equal to 4 (see for

instance [3]).

System (S7) in this case is given by

{

Dα f (x) = b+ 1

Dα f (x+ a) = b,

which is equivalent to
{

Dα f (x) = b+ 1

DaDα f (x) = 1.

Since f is quadratic the second derivative DaDα f (x) = a2k
α +aα2k

does not depend

on x. So, for System (S7) the equation DaDα f (x) = 1 is satisfied if and only if α ∈

ρ +aF4, where ρ is such that a2k
ρ +aρ2k

= 1. This, implies that we can have at most

four α’s admitting solutions in F2s for the equation Dα f (x) = b. ⊓⊔

For the functions given in Table 2 and 3, we give the boomerang uniformity in

Table 5 and 6, respectively. From the analysis given in Proposition 5.1, we need to

compute, principally, the number of solutions of Systems (S2), (S5) and (S7).

Note that for A(x) = x+ω , since x5 = x−1 over F4, we obtain the function studied

in Proposition 5.2.

Table 5: Boomerang uniformity of the CCZ-inequivalent permutations from Corol-

lary 4.1 over F26

A(x): x x+ω ωx2 +ω ωx ω2x2 +ω

βF : 4 12 12 16 12

Table 6: Boomerang uniformity of the CCZ-inequivalent permutations from Corol-

lary 4.1 over F210

A(x): x x+ω ωx2 +ω ωx ω2x2 +ω

βF : 4 8 8 8 8
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