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1 Introduction

6RADDP HAD DIBZ V SHRS®I ARP SOQHY OQG RUDQMVDIRY/ R H FKOQIH RUKDUH
LQRUP DARQ\KFK D/SIEMUV YIG-RY FOBHILQMIV LG/ SKARARSK. BMRQVHF \R
YIWMOD FRP P XQWAY DQG GHERIY : HEWW @\H <RAXEH ) CRHERRN / LQNHEQ

3LQMMWHE SIRNGHH I HAYH SDIARP | RUFRP P XQFDINRQLP RQ) SHRSBIDRXQG\WH
ZRE 2 Q WHRKHIKDGG P LXHR KK STMRP VR LOXOVIEXVH KOUDX RABLIHA
RKHY DH QRAKGFRP P RQMQPH\WHH Z HEVWMY DUH XVHG B\ \KH SXEQE DADL HDQG\WH
LQRUP DARQ FRYH HG FDQ EH QWMEQ) RUFRQARYHMDD $ P RY \WH RAHJ\RADD
P HADRRY YIG-R FRQMAKDY | DUP RUH RANHIFK DQGKDVERY WY LP SCRAS HAHQV
\MAH/ KDYH \KRZ Q WDAKRAWEH 9P HR 7Z WK DG’ OO PRIRQ DIHRHR \WH
P RIWSRSXOU YIGHR KDWY Z HEVMW \RAD. $PRY WHP \ RAWEH KDV \KH @UHW
DXAHFHEDHZ MIWDRXQG  YAQRQP RQMD CRWHXVHYZ WP RHWDD — KRAWR

YIGR XSBOGHG HHY P LOAM 6XFK TP RXQAR PAMRP [LGMIQ) R YIG-RVP DQOD LV
LP SRWE®IDQGLY SURHWR KXP DQH.URY DG DR KDV QI XD HEDUWHY

&RP SDQHYDQG RUDQVDARQ DZ D VW \R SURKAWKHUELDQGLQM) UMY DQG GROVZ DOV
\R P MBDGWHUDXGHFHRUSURP RMVRP HMQ) Z KLFK FDQDH HAAKHUBIDQG MY | W
YIRDARQP D HDMO® KDSSHRL WHUDGYHMYHP HVIXQYRQFRQMZ KLFK DUHVAYHUHD

LPBSURSUDM DQG SUR OGH |, | SURSHUI LOMIKY DOGAKHANGQ) LVQRWERH IVBUIRYHAR EH
GHYDXBIY \R FRP SDQHY BUIG UBXBIRY ,Q D&11 LQMKMDIRQKDVIRXQG
WDADGYIURP RYHU  FRP SDQHVDQG RUDQMDIRYYZ KUK LGFOGHVWK JLDQV P DNV
UABIBLY QHZ \GCSHY DQG JRYHLGP HOADJHZAHY UDQ RQ < RAMEH FKDQCHY SURP R

ZKOM QOWRDIMWW 101 SHRSKID FROALUR \WHRUH/ DG 1RW . RUD
SURSIDD ( YHQ DO/ IURP 86 JRYHIP HWDIHAHY \XAK D/ \WH ' HEDWW HOAR

7 DQSRIBANRY DQG \WH &HOMY IRU' VHDH &RQARO DBR CESHIHG RQ LEBSURSUDM
FKOQEHY &RP SDQHY SD V DWRINRQ \R Z KHHDQGKRZ \WHUELDQGY DHUHSUAHOAG \R
HQXUH DI QP HQAZ W \WHUMARQ) FRP SDQHY YDOH/ 7KH Z RN YHY KOUG \R \BLJHWV
\WH UWIKWPXWRP HY DQG HOUXUH \WDARHUDGY DESHIUZ [WWLQ DESURSUDM FROMINVE XN

XOMOHON R D BRBEXVMNVDG WHIDE® [1GM) P HKDQW  FDQ GDG \R Z DAWH R
P LA@RQVR RO/

2 [ HQLYH YIG-RVFUDAM DEL) [P STRARQ D @UH UK R SHRSB < RANMEHKD/DVHAR
IXGHIQH/ DP HG R UHOAH WH LODSSURSUDAM YIG-RY RQ WHUZ HEVWM ' FVSAM \WHH
IXGHIQH/ \WHH DL QL LFDQABUIRSRIRYY R IGHRVAKDKDYHXZ DOMGRUR [ HQUYH
FROMQA7 KHUH LV QR CESURSUDM | LOMMR FKHAN WHFRQAMVR  YIG-RRQZ KUK RGHADQ
XQDB/RY 7KWV XDYDMEMV R DVAHHIQ) P HKOQWP R | LAMURWIGHR FKDQCHY
ZKIFK PD LQXOWRP H UHIJLRQ FUMA] H WFH P DNH\H LWAFRP P HQV P DNHIXQR
QAVCEMV SURP RM H WHP IMARUWLIRIMAFRQMAP D GH P H D BUDQGY UBXBIRQ L
DOV DUH UXQ RQ KK AKDQHY |, WKDY BHFRP H YHY FKDEBQILY) | RUFRP SDQHVDQG
RJDQDNRQ \R XQ DEHMYHP HOV FROUGHIQ) WH | CRAKDAKHUH LY D @UH SRROR
\IKFK SUR DOHARQIMARQ\ RAMEH



&RP SDQH/ KDQGD! WLV \WADIRQ B\ KIWQ) SHRS®H | RU P DQXO0I LAMIQ) R\ RAMEH
FKDQEHY Z KUFK KDYH R I HQULYH RUSUR DQH FRQIMIV7 KLY SUTRIYH\KI T HY [ URP - YDURXY

@YV ONH DEAMREIBOH SHWH WP HFRQAXP 1Q) SURHWR KXP DQHIRY DG @QIXDIH
BHY

,QRXUZ RN Z H KDYHWIHG VR \RYH\KY SUREBP B\ GYHIILQ) \WHSRZ HUR P DFKLCH
®OQQ) DUGS$, : HKDYHSIRNIGHGDPMRP |LGMIZ KIFEK FOQEHXVHGE! RUDQMDMRY/
R | LGMJRWRID \HBRMGWSH R LESSURSUDM FRQMNEDHE RQWHUFRUH YOOH/DQG
HAMEV 7KLY | Gf LELOW DIBZ VD RH R XVH \WH | P HZ RIN \KAMG \R \WHUGHHBY DQG
GMUY $ GAWRID \WHHLY DWWUAKRG\R | LAMMURGHNZ KIFK KHS \R GA.GHZ KDV
GYHCR DSOMFX@USUR DQW FOQEH\RBLIED]

7TKHNH FRP SRHQV R RAUSURSRHG PXMRP VG TLAMUIQ) X WP DUH

&RIMANRQR \ RAMEHEB\MURXIK \ALSHY DQGCEL

YX@Q) R DOEHBGOBHNRIFDMI LEDIRY

([ WERMRQR DXGR YIXDO HDMUA/

1/ 3 R \M \WOO HDMBYDQGSURRHMQ) R YIG-R | HDMUBY
YXTQ) &DWILFDNRQP RAHCDGFRP SOUQ) \WHUSHURIP DFH
" RUJQQ) WHIUP HZ RNIQRDDS$ 3,

© H KDH IO Z ISSHG XS RXU HYLGHIQ) IQR D ZRNQ) $3, ZKIFK FRXG
LOXBREHRA® SURYIGH UKWV \KRZ Q) LDBSURSUDAM FROMOAR D\ RAXEH FKDQQHD
RODVBIR R 7KH XVHU GHHBY W LOBXWER 11OV 2 (H FRQBIQQ) \KH
RIHQLYHZ RGARRIY Z KK FRQEQ/\WH QMR Z RUB/Z KIFK WHXVHUGRQIAZ DNV
RQ WH \ RAMEH YIGR RQ Z KIFK DB/ DHWQ 6HRIGLYDOMR \ RAMEH FKOQIHODMW
Z KIFK FRQEQV DIDWWH \ RAWEH FKDQHY Z KIFK WH XVHU Z DOV \R | LOMJRXN URP
+DAQY |HEWHH\ER | LBVARWHS 3, Z RXG UAXOVQ DO LSSURSUDMHX VADIBH URP

| RUHCFK DQG HYHY  YLG-R AKDQGHOQWWH QW7 KHXVHUFDQ\KHDP DO \HAD
WUAKRT R \WH WIR@HW Z KIFK FDQ EHVRBLIE®! | RJXQRQ) DBV DG | LOMIQY \WRH
YIGRVRANR WHUAW



Project Pipeline

0000

Offensive Word
Dictionary

Dictionary

(Safe Mode) \
i1

Query
YouTube AP|

Scrape

—
Video Ids l

Offensive
Filter

|

Labeled
data

Preprocess
ing

Feature
Engineering

+ Title

* Subtitle

« Description
* Likes

+ Dislikes

« Tags

+ Comments

« Threat
+ Non - Threat

+ Text Preprocessing

« Numeric Preprocessing

= Sentiment Analysis
« Likes/ Dislikes Ratio

+ Offensive words / total words

» Embedding

_‘m_. -

) LUUXH  3ISHIXHIRUPMKEP MG YIGHR T LAMUIQ) RO\ RXAXEH

.

Non Threat

Feature

Prepraoce : :
Engineering

ssing

@ - sempe | — -

YouTube
Channel List

Literature Survey

&KHQHADD > @QANRGAG\WWHIGDR 1[G 1QJ RIHMYH@QIXDIH IQVRADCP HAD
7KH SURSRHG D Bf LFDOM QERIN DFAKIWWAMUHZ KIFK LFRISRIDMYERK P FAVRIH GYHD
DQG XVHUGYHD HDXMUAV R IG-QIN  RIHQULYH P BADIHY/ DG RITHQUUYH XVHY , WEDHG
RQ \KH LG-D\WDAIQ D VHRMFH UL SUR DQWHY DUH DVRADMG Z W XVHURUFRQEIQ RKHJ
RIHQIYH Z RG/ WHQ \WH\FRMIFH LV RITHMYH ) RUKLY SXUERH KLY DESURCFK X\VHY
R GRANRDUH/ LH WRQY DGZ HN RIHMYHZ RGGRANRIDUHY ) RUQIEGAH | N
DGV N ARPH XQ@EHUJVARY SUR QWA WYSIG DQG ADUDH Z HN SUR DQWY 7KH
DUAKOWWAMUH DMIQY GILTHIHQAZ HIKW IRUMIRY) DG Z HN RIHQUYH ZRBY |, WXVH
6WQRG GBHEHR SWH W IGRQN DARADNQ R RIHQUIYH ZRGV RUXHJ
IG-QNHM\R RITHMYHZ RG ' LIONDUHADD > @SURSRVHG DQCBSURTRK \R GHRRVWY \XDO
A EHE@®@IQ) 7KLY DESURAK [ IWWAXVHY BV FOWIIHUWR [G-QN  VHQUMYH \W W
$ WU \GRNQ) \VFQMYH W WKLY [P HZ RIN EXLA@V \RSIF VHQUMYH FODWILHY B\

DD0] LY W \WDOFRP P HQIV SRUMG RQ D\RSIF 7 KLY DBSURCFK P NV XVHR DOWR

SRODH ZRGB/ 7) ,') O[IFRQ R QIDMNWH ZRG/ DG QEHOSHALLF XQJIWPV
BJWPV DVIHDMBV ' DEYDUHADD > @P SIRYHG GHMANRQR R BHEXDLQ) Z W XVHU
IQRPDIRQ 7KH FROBAMG WS WUHYIGRVIURP Gl HHQWIGR FDMRUBY/ \WKFK DV
HQMIBEGP HQVSRDWFY DG \GRW 7 KLVIUP HZ RINFRP SIMAVR WUHHVAVR THDMUY
@PHY FRQMAEDAG IHDMWW R BHUEXOLQ THDXMWBY DQG XVHUEDWHS |HDMUY
5H QRDV HAVDD > @SURSRHG DR DBSURDK \R GHMAWA BHEXDLQ) XMQJ P DRKICH
60NQ ,WAVRHY GQIXIIH SDWOQY X5 B EXAHY DG YIRWP V EDHG RQ KDUG
FRI-GUO®V 7KHIGDR \WYZ RINIVVR I RPXVRQQP BHUR EDGZ RG/DRY Z LW \KHU
QAW XVHG LIQWHYIGR $ JDOZ DOHAID > @ RPXVHG RQ GHMANY) SUYTR LQYDAQ)
KDUDAP HQADQG P \NGHP HOGRUYIGRY ) FDMUH\VANR WHUDBSSURTRK LQFOGHY QI XMIF



SHAQMHR N Z RG/1QW®I DQGCHAUSIRY  SRIXOUW IDARR CNA/DQGYLHZ V
WMR R FRPPHOV DG YIHZV GADARY) GADARQ R YIGR DQGFDMIRY  <RX7XEH
FOMRY ,WXH/ RH FOW FOWL LHWR GAMPARBVRIRIE®! YIG-RY 5 01T HADD> @
GMIQHS D \WKQTXH \R GIAMAWA BHEX®LQ) QXU IQ 9LGH D P RELG! EDHG
YIGR \KDUQ) \RADOGHE RN \WDADTBZ V XVHY R UHFRUG DG HAWK]  \HRRQG YIGRY
7KHUZ RIN QWM X\KHY R BHEX@LQ) DGR BHUDIJWAMRY , WH/&URZ G GZ HJ

D FURZ G\RXUAHS Z HEVWW \R DQCRBM P HAD \AMRY/ |RUR EHEX®LQ) DG R BU
DIJUAMRY ) X HVDD> @SURSRVHG DQ CESURTAK W IGHRI H WHP LMAWLGHRV LQ RIICH
YIGR \KOUQ) \WY 7KLY Z RIN XV XVHUIHHDAG FROMAKAK D/ FRP P HON \R
GO H WP MAJURXSY ) HDMUH VAAVR \KLY Z RN LGFOGHY B LFDD \X QBRI DQG
FROMONGHRLLE [HDMBY R LG H WP MVIURXSY 690 ZOK IR RRW
YDIEDARQZ D/DEFRIM\R FDMI\ H WP MANGRY

QPPN WH HIMMY ZRN KDV BHH) GRH RQ FDMI\ Q) IGRY EDHG RQ
FRP P HQW DG XVHUSUR LGV EXWRQD D @P WG UK KDV EHQ EDHG RQWHYIGR
EDHG | DMWY/, Q RXUDSSURTFK Z H KDYH WHG \R EUGIH MY UAHIUK JOS B XMQY

YIG-R EDHG | DMV ONH\KEN®Y GHAUSIRY W@ QP BHUR YLHZ V QN GVINAY

FRPPHON [PDJHY DQG YIGR IUPH/ 7KV PHARRBI\ QRAVRID JLYH/ UHBYDQN
LQRP DIRQ CERXAMAH YLG-R IWHD EXWDAKH \CP H WP H WA WH HIRUWSHY 1Q
FOWILFDMRQGHWR YOUHG GYIMRQR! | HDMUY

Methodology

Building offensive word dictionary

) RULQWOMRQQ) DG SIRFHMQ) ZH ARP SIOG D MR ZRG/ DG SKIDH/
Z KIFK LGFOGHVDYDWRIMRMRQR  LODSSURSUDMDQG SUR DOHYRATEX@Y  Z KLIFK FRX@
SRME® EHX@WICHS Z W \WHFRGHR HMEVR DARP SIQ %4J FRERDIRQ/P D GRW
EH Z L) \R LXQ DB/ RQ YIG-RY SURP RIY \KAK FROMMNRUFRQEIQQ) \KFK Z RGBV/RU
SKDHY : HWHG\R DBGDVP DQ RIHQMYHZ RO/ WDQILQ) [URP CEXVHY WTAMMAH LWV
@ L WURJIDQGKOUDAP HAZ KHRHARP SIOWMRQNHYHS DY RAULQUICRXRP VDIRQI RU
I LMY RAWKAK IGHRV FRQEIQQ) DY UHBYDFHR WHHZ RB/IQWHUFRQAMA H
DOR EXOWHSOUDM YRCEX@Y R Z RB/Z KIFK Z HH\BLIHMG\R RH SDMFX@UIHIHR

RITHQLYHZHW | RUHDH | RUMH XVHY R ARRHWHURZ QVHAR YRACEXT@LY | RUI LOMICY

WHIE, DIRZ Q) PXRP LMDARQ [P XVHY MCH &RP SDQHY DG EDQB/P D DBGRU
FUDM WHURZ Q YRATEX@Y | RUILGMIQY RAWIGHRY EDHG RO WHUUHATXULHP HOADQG
BEDQGYOOH/ARH DIQWR

Dataset generation

+ DAQY WH YRFCEX@W  DAKDQG WH GH WIBW LQYRYHSP DNGQJ DFRIDRMRQR \ RAMEH
YIG-RV Z KIFK KOG R1HLYH DG QRQ RITHQLYH FRQMOV7 KLY Z D P DFKICH GDWQQ)
P RGHOGL I HHQMDM EHE HHQ R HQLYH FROMADE QRQ R | HLYH FRQAAH | HARYHD
. HXVHG <RAOMEHS$ 3, \R BIMD WH VHIK UAXOVR YIG-RY UHDAG \R D SOMFXOU



ZRG RJSKUIDH HOMR <RX7XEHS$ 3, $ @WHFRP SOGOWMR RIHMYHZ RB/Z HH
VHOMR <RX7XEH$ 3, \R UMY WHDAMG YIG-RY FRQEIQQ) \KAK FRQMOV+ DVQ) GRCH
WYZHZHHIEGI\R PP XDMORXQG  YIGRIG/R \ RAWEHYIGRVZ KIFK KOG
KUK SRUMEDNV R FRQEQQ) R1THLYH FRQMON 7 KHII WU D P LOUSURAHEUHZ DY
FOUIHG RAR FRIBAWGHR LG/R YIG-RY KDYLQ) GHRHQAFRQIMV, WZ DV \R P DNH\KUA
\WDAMKH YIG-RY Z HH FRTBARG |URP AYHYH ECANJURXQBY DG FRQMIMQ REHU W
P OQEQ KRP RIHHW DG WP RYH BIDV R GH \R QRQ QYHMILFDIRQ 7KH
SURFHEXUH CFRXP XOAG YIGR 16/ FRQEQQ) RIHMYH DUG QRO RIHLYH
FROMIZ KLEK Z RX@B EHXVHG | RUXURHUSURAHWLQ SISHICH

Scraper to extract video features

7KHYIGR IG/JHHDAGE \ RAXEHS 3, DUHXVHG R \VADS RAWP SRMIDAC RP DARD
IURP \KHYLG-RY <RX7XEHYIG-RVFRQEIQ/DBRR X\H X0

"7

" eXEN®

"INV

" &RPPHIN

" 9LV

" BXBWRUEHY

" 7KPEDO

© H XVHG B-DAMXORXS \AS. DG D S S STANDJH  \ RAMEH WIQAUSATEL IRU
\ALSQ) RWAEW IR HIK OJG HHY \ RAXEH YIGR SBWHOMQ RAU N VIGR
FRIBAMRY GRS ZD/ XVHG \R \ALS 70\@ ' HAUSIRD / INV ' DNV 9PV
6XEVRUEHY DOQG WXP EQLY 94-DAMVXO6RXS Z DV XVHG \R ALY O\WH \ RAXEH IRU
H WERMRQ RAWFRP P HQIV | URP HOFK DG HYHY  YIG-RY Z KLBH \ RAMEH WEQAUSWIAL
Z DV X\VHG\R FRIDAMEQAUSV\VEW®IR \WHYIG-RY ' DBFRRIRQZ D/DWP HVINGQ)
SRHW $WWH HIG R \WH ZHE RIZ @) DQG VAR ZH KOG D KXIH @BHV
FROEQQ) DIOOWH | FDXMUWR \WHYLGRY 7 KH | HDMUA/ FRQEICHS Q<P HUIF DQG\M \MDD
@Y $GEAMRID ZH DOR \AIBSHE RWARP SURHG WXP ECDOY R HIFK \ RAMEH
YIGRV DG WRUG WP \FEDDMY  7KH P HEEDD R\ RAOMEH YIGR FDQ BH \HHD 1Q
ILIXUH

© H DOR LGARSRDMS [P H GYHODXG YIGR GYHO | HDMBY 1Q \WH CDBHNZ KIFK
FRQEIGHG P HEEDBR \WH YLG-R FRQMMAMWHD 7KLY GOBKD/ULY. LQRP DIRQR Z KDV
IV WH CRXMDOFRQMAR  HIFK YIGR : H XVHG WH |HDMH H WERRU SIRVIGHS 1Q
\RAWYEH P UBRIRY RQJNKME 7KLY | HDMUH H \WERRULY EXCONE. \ RAMEH IWHD R
H WERAWLGHR DQG P DIH GYHDI FDXUW IURP DQ YIGR 7KHUZ. H \MIRWG | HDMBY
Z HH 1Q WHRBY | RUP DAZ KLFK Z HiH FRQYHMG R GDISI P H DQG DSSHIG W H LY
IFDMH\HAR HFK YIGR 1O/ 7KHYIG-R OYHOIHDMUWVKDG  LQG-BHIGHQWVHDWMUY
Z KIBIWHIP DJHOYHO FDXUWVKDG | HDMUW
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YLUXH  <RANEHP HEMEDIH WIRHG | RUEX@Q) WHEOBHN

TKY WXGMG 1Q D @BHVARQMQQ) QP HIF W WO DG IPDJH |HOMUA
WXP EY SRVIAQ) DAYHIH I HDMUHVHNRUSUIRSH® FIDMIN 1Q) WHYIG-RVEDHG

RQWHFRQMUWH FRQIIQ

Offensive Filter and labelling

+DNQ) \WH HQMH YIG-RV QD 1Q SOFH MY RZ. GHFHADY \R @EHD\WWH YIG-RV D/
RIHQLYH RJGQRQ RIHMYH EDHG RQ \WWH RITHQLYHHY : H EXODQ RIHMYH | LGMJ
Z KIFK Z RX@ XVH WH \M \WOODB H WRAURP YIG-RV I RUWH SXERHR 1 LGMIQ) DG
OEHIY \WHP | RULQMNIORDW LFDINRY 7 KH R | HWYH LAMUXVHDFRXQALI RUFRXQIY
\WH QP EHUR RIHQLYH Z RB/ RUSKUDHY \KDAZ RXTS RFFXULQ \WH HIMH W WA
YDHS RQ WY FRXQIM IWAKHANY Z KDASHIHQIIH R \KHHZ RB/1URP \KH HOMH W] W
@B 7KV \M WD LGFOGH/ \WB! \KEWSI DOG GHAUSIRY 7 KHHWKUHH | HDMUHI LHTY
ZHHPHIHG \R IRP RH VQI®! \M WILH [RUWH QEHIQ) | \WH SHRHQWH R
R1HQLYH Z RB/SKUDAY LQ \KH HMH \M \WIHDAMG R DYIGHR LVP RIHWDQDSUHEH LGHG
WUHKRT \WH | LGMJZ RX@ @E-OWHP DV R HULYHRUHDHQRQ RTHQUYH + HIHZ HDGG
KLY \WIRVEHY SOUIP HMU  \MUAKRTES \R DEBZ. \WH XVHY/\R GHA.CH RQWHURZ QZ KDV
GYHOR \RBLDGAH WH  FRX@ BHIUZ W WH YIG-RVZ KIBI XQQRQ) \WHUDG/ RQ\WMHP
7KV Z D XVHY FDQ FRQMROKRZ. P XAK P DUJLQWH  FDQ JLYHWR \WH | LGMIG YIG-RV\R

KDYHSUR DLHARQMWV

: HDBSIHG \WLY CBSURTFK BHFDAH Z HZ DQIMG \R @BHORHHYLG-RYDQG | ROKSHYLMVHG
GDNQ) Z HQHEE\RWIVZ W FHWSIQ@EHIBG AN , QI XWMUHZ RINDEHMUR | HOUYH
[LAMJFRX@ EHEXOWXMQ) WHVHYIFH/ONHS P 0 RQO HKDQFDO7 XN $ PO RQ0 7XN
HIEGV FRP SDQH/ \R KDWHW \WH FRIDAMYH LOMIMIHIFH WN.GY DG LOLIKWIURP D



JOEDD ZRNRIFH R WP @H BAMGHW SIRRHXHY  DAIP HWVEDD FRIBANRD DG

DDOMY DQG CFRHBLDM P DFKIGH GDWYQ) GHYHBSP HQV7 KHZ RIN RIHFDQ EHDINHG

\R P DO ZDRK YIG-RY DG @EHOWHP D/ LESSURSUDM RUDSSURSUDAM | RUBHWU

P RG-DEX@Q) DQG FOWILFDIRY 7 KH OEHIY HIGHG XS Z W QEHIQ) P RUHWDQ
YIGRVD/SIR DHDEG YIGRVD/QRQ SUR DCH

Preprocessing and feature Engineering

7KH \ RAWEH OBHVARQEIQ/ QP HIF DQG \M WOD | DMWY LGFOGQ) WXP EQRIO
P DJHVR WHYLGR 7 KLY @DBQHB/AR EHSUBIRHXHG RUGSXWG) LOR\WHP CAKUGH

GDAQ WP HZ RN ) LXZ HZ RXG GVRXW\RHSUHBUIRHAQ) GRHRQ\M WOODW |, Q
\M \WOOEDDZ HKDYH7 M3 ' HAUSINRODQGEXEW® :  HARP B.GHG\M \WDOEDW\R | RUP
RHVQOI®RY GHR W WQGDSSIHG 1 DXMDY DYXIH3URFHMQ) \R FODQ\WWHDD
DOGWIQVRP LQDIRP UG 1RUP RGHIXY 7KLY SWBURFHMQ) LOYRYHY UP RYDOR
RS ZRG/ \R\HJ] DIRQ ®P P DIy DIRQ DG WP RYDOR \SHADOW P ERY [URP \KH
M VEDHG | HDMUH 7R\HD] DINRQ LV \WHSURFHWR EUINGQI DVFQMFPHIQR P HIQQII XO
HBP HQV FDIBG \RNHYY 7RNHDY \KDADH YHY  FRP P RQ EXVWKDAGR CRAFRQUEXM \R
\LJ QU LFDQAHDY DQAFRQAMNDHFDIBG MRS Z RUB/Z KIFK GHHG\R BHHIP LCDAG  LGMIHG
$ 1\WUVRNHQ] DIRQ Z H SURYLGH D WBIELE RS Z R.G OWWR UHP RYH WK Z RGBV 1 URP
VRNHD OV BLP LD ZH WP RYH XQUHHWOY \SHADOM PERY : H X\HG WIX@QU
H SUAKMRQ SDAKLD \R FCBMUH \SHADOM P ERY\R EHHIP QDM : HXVHG \WRS Z R/
QWURP 2 Q] 7H Vi HMHYDO7 RRDIW

$I\MUWH 1/ 3 ZH FRHWG \WH \M WEDHS |HDMUY LQR HPEHRAQIV @ H XVHG
7) ,' ) DG SHWIQHG ZRG HP BHEAQIV R WIQURP \KH [HDMUWV\R ' 9HRRY
UBUAHOMY \WH QDB :© H XVHG WBM R \WH DW * G9H  IDWIH WDQG: RG 9HF
SURGHS HP BHEAQIV | RUVY \WOOU-BUIAHQBMRQ LOWH IRP R YHRRLY * GOHLYDQ
XQXSHYMG GOQ) DORBKP |1RU RREIQQ) YHRARU WSIAHBIRYY |RU ZRGBY

3UINDGHS HP EH3AQ) Z DV WRGHS RQ DIJWHIDMS JEGEDDZ REG Z RG AR REXUMHFH
VBMXEY 1URP ZINSHAD FRSXV DG WH UAKANY UWSUAHQBIRYY \KRZ FDHG
LQMIXNDY QQHIUNEWKFMUVR \WHZ RG YHARUNGCFH © KUG | DWRH W/ D QR

IRUGDNQ R ZREG HP BHEAQIV DG W WADWI LFDARQ FUDMG B\ ) CRHERR\V' S,

S5HHUK @E 7KH PRGDDIRZ V \R FUDM DQ XQKSHYLMHE GDRQ) RUMKSHYLMG
GDNQ DORMP |RURRNIQQ) YHRRUUSUAHOBMRY/IRUZ RBY $ QG: RG YHLVD
\& R @ HUGHUDOGHAKDABURAHMAAR W, WLCEXWA/D\M WARLEXV DG LWRXEXWA/ DAV
R YHRRY |HDMUH YHRRY IRUZRG/ IQWH FRSXV © KB : RG YHF LV QRAD GHB
GHXUIDOHE RN WD WQR DQP HIFDO RP \KDIGHS GHVFDQXQGH NG

© H KDYH X\HG DODWH HP EHEAQIVZ KIFK Z HH SHWRGHS RY:  INSHADFRSXV 7KH
SURICHS HP BHEAQIV \RYHG WH IMKH R WDQQ) WHP RQ RAURZ Q GDBWVHAZ KLFK
ZRX@ KDYH BHHD FRP SVIMRID® H SHMYH : H X\VHG DDWUH WEBM R \WH DW
HP BHEAQIV R FRQYHYWKH W WEDHG | HDMUBY LQR DD Q AP HMRIDYHRRY IRJ
IHHAQ) RXUP CRUGH®OLIQ) DORIKP VIRUBIQQ



+DNQ) GRGH WY Z H KOG QP EHY EDHG | HDMUY @\H/ INY ' DMINY 1 XPEHY R
\KEVFUEHY 917V 1P DJH DQG YIGR | HDXUWV + DY 0 MIQ) YOOHY DQG RA@HU
GHAMIRY ZD/ GRH \R FODQ \WH AU 7KH DMV Z HH QRP DDVHG DG ZHM
WEQ/RP H3 \R WDMKH  IRTZ CRIP DOGMUEXIR) %R &R \WDQVRUWP DARQ Z D/
RHWRWIQ/RP WP LQR JDAWDD AMMBXMRY ) HDMUH Z HIH QP HIF 1Q QDM
DG ZHXHG3&$ \RUBAHWHGAP HMIRDDWV R \WHOBAN  HBEFHEWHI HDMBY
R © H DOR KOG WXPEQIY R \WH YIGRV : H FRYHWG WH WXP B R
JUD \FDBIDQG H WERMG RS FOYDOHVR WH ;  IPDIH 7KHLP DDHA@WBZ DY
@RP DDHGDUGZ DVN-BWMGHI RUHHEQ) IQR' H5/ HAQQ) ) UP HZ RN

7KXVZ HKBG WUH GHHHONAAR IGRITHDMEY W VEDHG THDMBY 1 XP HIF
[P DJHDIGYIG R EDHGIHDMBY 7 KXP BEQQOY BEDHG THDXMWY - 7 KRH \KUHH GLTHHOW
I HDMUH VAWV | RGBZ HG AL THHAP RGHDSISHIXH Z KRH AKXV Z HH [ LD P HIHGTRU

EHMUSUHERNRQR \WHLCDSSURSUIDM DQG DSSURSUDMFRQMV

Sentiment Analysis

6HIP HY/$ COOMYIVWHSURFHWR | FRP SUBIRDD T GHMP 1QQ) Z KHKMHUDSIHHR
Z UMY 1VSRIMYH QHIDRYHRUGHMWED, W/DBRNJRZ QDVRSIQRQP 1QQ) GHIMQY \WH
RSIQRQRUDMYGHR D\SHINHU : H EHIHYHG \WDAFRP P HQIVRQ\ RAMEHYLG-RLVDBR
D JUDAQRP DIRQ Z KIFK FRQM VKRZ \WH YIG-R CBSHIBG R \WH DXAHIFH DQG KRZ

AGWH UIPARI HXVHGDSXEQD DYDOEGIE MG KIFK KDGFRP P HQV
IURP \&Z LWWLLISRW 7 KH GDIBMAKDIG VB HAYDUIDE®! DV QNP HV Z KHRHKHVHQWP HOVY
LVKDIK RUGFHOV, WDHDWRHEHEHD O  IRUGFHADG IRKIUK : H
WILGHG DYHRXQD 1 CLYH 9D HY P RGHOWR SUHERNKH VHIP HOAR \KH\E HAVDQG X\VHG
\WHWDGHG P RG-OW SUHZFVIKHVHQINP HOANR \ RANEHFRP P HQV : HDYHDIHGRXVWRH
VFRIHIRU  FRP P HQIV SHUYIGHR DG JDYH D VFRUH\R HOFK YIGHR EDVHG RQVHQIP HOVY
DDOMY 7 KIVVARHI HDMUHG DV DVHSCUDM I HDMUHLQWHI HDMUHVAN

Modelling

$ 1\WJ DODWH SUBUIRHAQ) DQG | HDXUH H WERMRQ Z H EXOND EDHICH P RG-OXMQ)
P SB! GIMIF WIUAMRY © H IOMWGHE WH ' YHRRWY Z KIFK Z HH XVHG \R |RDP
HP EHRAQIV DQG P HIHG DEDWH | HDMUAY DOGLCEXWHG LOR\KH RO LHU 7 KHFDWI LHU
HIRMGWHYIGRVD/D RJU  EHQ GRORIHMYHDG EHQ) RIHQMLYH 7KH

CFRXUIR RBBIGHGE XMQ) \WHEDHIGHP RAGHY DY

© HX\VHG D QL HHQABLSHICHI RUP RGHIQ) GLHHHQMSH/R THDXUWY © HXHG/ 670
Z W + HDAKFDO$ WHQIRQ 1 HERIN RQ WH ' HPBHEAQ) |HDMUWY &11 RQWH
\KXP EQOLY | HDIMUY DQG D\KDERZ. GHXUDOCHE RINRQQMP HUE EDHG I HDXMUWY ) LD
\KHHGHB QHXUDOCHE ROWZ HHP HIHE\RIHK-UDG Z HIHI OWIHG\R SDVRQR | XE
FROGHAMG @ HUIRTZ HG B\ D\R\WW [ @ HUIRUFDMI LFDARY 7 KHERWIFFXUR Z DV
DMIGHG B\ KLY DUFKMAAMUH $ FRXUIR GYHBGXS\WR  LQFDWILFDIRY 6RPHR



\WH RKHUP CRUGHOOQ) DORIMP X\VHGZ W QLI HIHWRP BCQDIRQY/R HP BHEAQIV
DH\KRZ QLQ7CE®

TDEOBRGHPFXUDGHP EHGKV QG

Model + CNN+ Shallow NN Embedding Accuracy(%)
1 RIMIF 5 HIUAMRQ 7.)
690 7.
&RQYROMRQ1 1 * ®RvyH
/ 670 ) DWEIH W
*58 ) DWEiH W
*58 + HDFAKIADCH WNRQ1 HEZRIN * ®RvyH

Prediction Pipeline

+DNQ) EXLOMKH FOWL LFDNRQ SISHICH IMZ DV QHRHADY 1RUXV\R P DNH D SUHERIRQ
SSHICH IRUFDMI\ Q) D Q. XQHD YIG-R WDMY HFRQMIG 7KH SUHERANRY
SISHICH I RTWRZ VD MP S DURKMMANUH WK \WH\ RANEHRKDQCHY SIRMGGE. DXV
ZH KOG RU \RISHU 1Q SOFH ZKIEK ZRX@ XWH VRIS  BHXWXOWRXS DG
\ RAMEH WIQAUSACS. R |HAK DIDWH LQRP DIRQ [P \ RAXEH YIG-RY LQ DID\WH
FKOQEHY 7 KH | HDMUH \HAZ DV MP LOUWR WH RQH Z HXVHG | RURDLLEDARQ SXSRH

7KLY \AISSHE @ Z RXT \WHD BH SUHBSURFHAHG DQG | HDMUH HILGHHIQ) Z RX@S EH
RHRWP D/ARWGIQ 7KV ZD/ IRBZHZ B XMQ) \WH BHWAP RG-DIRU
SUARAIRY 2 XU SHARNRY PRAID XWHG D /670 DAKOMMMH HPBHIGG ZIW
+ IHIUKLEDD$S WHIRQ GHE RV 1Q FRP ECDIRQ Z W &1 1 1RULP DIH DG \KDIRZ

QHXUIDDQHM RU QP HIF EDHG [HDMBV 7KLY P RI-DSUHIARMS Z KHKHWH YIGR LV
L(TSSURSUDM RU CSSURSUDM  9DWHG RQ WY FOMILFDIRY ZH FOBXDMS Z KDV
SHAQWHR YIGRV R D SOMFXOURKDQQHOLY LDSSURSUDM | RUXQRQ) DBV 7KH
SISHICHI RUSUHARIRQIVAKRZ QLOILIXUH

@ - Scrape <—»  Preproce — 2l — gl Prediction -
ssing Engineering Non Threat

YouTube
Channel List

YLIXUH  3UHERNRQDUAMANUHI RUFDWMI\ LQ) LOR\KUBDADQG GRO\WUDV



Flask API

$ I\WUEX@RQ) \KH FOWILFDINRQ DQG SUHARNRY SISHIGH/ Z HZ WDSSHE XS \WH Z KRB
DURKAWRMUHLQ DO HDX \RXVHS 3, HEXIODQDBLRQI MWNZ KIFK Z RXG QRGO
\HYHJDQGZ RXG SUHWHADFBDQLQMICFHR XVHY R LOMIRZ WK 7KH) OW$ 3, KDG
\KUHP DOQBAY

* HAKGY \WHLGBXW

YOANHIG RO LFDIRD

SUAHOMY) WXV DOG WA

7 KH XVFULQMIDAH \RRN R LGBXW  DQ R 1 HQLYH YRACEX@W D/ DWW WG DQG DI L
FROEIQQY \ RANEH FDQCHY XY 6XEP DY \WHH\E R LCBXW\R \WHDSLZ RXGS UKV
LQ CARYDAY WHSUHARNRQSISHICH , W RXG\ADS RAVKHYIG-R DR DIDKHIGRY
FKOQCHY LOBXWG | RTBZ HG B\ SUMBURAHWICQ) WH | HDXUH VFIALQR \WH | RIP DABTXULHG
IRJ FIWILLFDNRY  7KH FODQ DG SIRFHAVHG CDW LV 1HG LOR \KH HQHP EBG GHS
GOQQ) DIRKIWRMUH Z KIFK Z RXTS UMD EDAN \R \WH XVHULQMIDRH Z W SHIHQBDHY
R LCBSURSUDM YIGHR LQ HIFK \ RXMEH FKDQEHD 7 KHWUDAGHMANRD 8 , LV\KRZ QLQ
IXH  $ GRNRQWR MY Z H DGEHE \RP H WIINAYDOI ULSKV DQG YVODDNRQ R HIFK

\ RAWEH RKDQEHD Z KLIFK Z RX@ G-ELAMKH YVXDDDMRQ R \WH WIBIYKFDO! MUY 1Q
HORK FKDQQHD 7 KH WYV LGFOGHG ONHVAVINHVDIR QP BHUR YLHZ V QP BHUR

KBV YIGR KDYIQ) PO IPXP LCDSSURSUDM FRQMV YIG-RV KDYQ) BDWAVSUR DCH
FROMWZ RGIUP R LCSSURSUDM \M W | RXQG LQ \WH FKDQGHO $ (DSWKRAR \WH
\KUDAMEIV ST HIVAKRZ QLOI LIXUA

Channel_id Threat Percentage

UC-hazBlaqrk rSYncpS32Zw

46.43%
UC3USHoHRKWNSTnaaxXIMYTrNA .

8.30%

62.82%

[

70.97%
UCF2hbSz1 2tuieK4gDGwXRuw -

12.16%
YCY1KMZp3BIQSYNX_SndmpCo -

14.49%

) LIXH  60P SHIWUDNHAHQMH/R YIGRVIQD\ RAXEHRDQHD



Non-Threat
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)LIXUWH  6\BNANDCEDIHIRUD \ RANEHRDHD

Conclusion

, QWY SDBHJ Z HSURSRHG DI UIP HZ RIN R LGHOI YIG-RVWDAR | HIGOWHJWRXSVR
SHRSBIQDFRPPXQW : HFRBAMG N YIGRVEDHGRQMN Z RG/DGH WIRMS
RMDDKHNH 1QRP DINRQ DYDIOE®! : HH SHIP HIMG Z (W YDURXVFRP ECQDIRQVR
I HDMUA \RK DV VHQIP HQWV TURP FRP P HQIV WWXP EQIOLP DIHY \M VEDHG | HDMUAY/
YIGR DG WP HGYHO DMWY : HKDHXHGWBIMR \WHDW H-5/ HQQ P RGHY
DG HP BHEAQIV R JHHDM UK | HDMH VAWRUEHWUDIOMY : HKDYH DUG W
XVH DL Z KIFK FRX@ HDIO® EHXVHG \R | LARUR | HQULYH\ RAWEHRKDQHY : HKDYHDOR
WHGWR SURYLGHDPXWRP MDIRQIQWLP VR WSH/R R ITHQUYH@DMHR YIG-RVWD/AMH
XVHUZ DQWV\R | LAMURXW7 KLY FRX@ KHS LQVFDDHAW R WHMW WP VDG FRX@ DOR EH
XVH XA RUGH T HHQWRDHQIV DQG PXMRP HYMQAHIWDQ YHY  Z HODASWR \KHUGHHRY

2 (HR RXUQP WBIRQ/R RXUDSSURTRK LV \KH@P MG @BHAT KHIP RXQAR @B\KDN
ZH XWHG \R FOWMI\ WH YIG-RY DiH YHY GW 1Q ARP STUMRQ \R WH [P RXQAR GO
XSBOGHE RQ\ RANEH 7R NHHB LQ SDUZ LW \XFK DP DALYH@BIHHDIRY RXUM WP

\KRX@ EH HP BHEEHG LQ\ RAXEHFRUHI WP HZ RIN\R \WDAWDQXSCDMWHOOLQ) DQG
FOQ EH CEG \R FOMI\  BHWU $ QRXHU QP LMIIRQ LY WH URMRNRQ R @QIXDIH © H
UMMRMG RAUIUP HZ RN R RD ( Q@K IGRY : HFDQH WG \MY | UIP HZ RIN R
\XSSRWP XGMIQIXD0 FRQMIVP HEEDE $ QR FRP SXEMNRY R RKHU | HDMUHY |RU
H WIAMY DXAR WBQAUSADXRADAG Z W \WH YIG-R DV\M WDQG | XUKHUDQDD] LQ) W
\RSIF P RGHIQ) R \WHFRP P HQWP D P SURYHSHIRP DFHR \WHFDWI LHJ
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