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Abstract

In this paper, we extend the protocol of classical verification of quantum computations
(CVQC) recently proposed by Mahadev to make the verification efficient. Our result is obtained
in the following three steps:

e We show that parallel repetition of Mahadev’s protocol has negligible soundness error.
This gives the first constant round CVQC protocol with negligible soundness error. In this
part, we only assume the quantum hardness of the learning with error (LWE) problem
similarly to the Mahadev’s work.

e We construct a two-round CVQC protocol in the quantum random oracle model (QROM)
where a cryptographic hash function is idealized to be a random function. This is obtained
by applying the Fiat-Shamir transform to the parallel repetition version of the Mahadev’s
protocol.

e We construct a two-round CVQC protocol with efficient verifier in the CRS+QRO model
where both prover and verifier can access to a (classical) common reference string generated
by a trusted third party in addition to quantum access to QRO. Specifically, the verifier can
verify a QTIME(T) computation in time poly(n,logT) where n is the security parameter.
For proving soundness, we assume that a standard model instantiation of our two-round
protocol with a concrete hash function (say, SHA-3) is sound and the existence of post-
quantum indistinguishability obfuscation and post-quantum fully homomorphic encryption
in addition to the quantum hardness of the LWE problem.

1 Introduction

Can we verify quantum computations by a classical computer? This problem has been a major
open problem in the field until Mahadev [Mah18] finally gave an affirmative solution. Specifically,
she constructed an interactive protocol between an efficient classical verifier (a BPP machine) and
an efficient quantum prover (a BQP machine) where the verifier can verify the result of the BQP
computation. (In the following, we call such a protocol a CVQC protocol.') Soundness of her
protocol relies on a computational assumption that the learning with error (LWE) problem [Reg09]
is hard for an efficient quantum algorithm, which has been widely used in the field of cryptography.

*This work was done in part while the author was visiting Academia Sinica.
L«CVQC” stands for “Classical Verification of Quantum Computations”
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We refer to the extensive survey by Peikert [Peil6] for details about LWE and its cryptographic
applications.

Though her result is a significant breakthrough, there are still several drawbacks. First, her
protocol has soundness error 3/4, which means that a cheating prover may convince the verifier
even if it does not correctly computes the BQP computation with probability at most 3/4. Though
we can exponentially reduce the soundness error by sequential repetition, we need super-constant
rounds to reduce the soundness error to be negligible. If parallel repetition works to reduce the
soundness error, then we need not increase the number of round. However, parallel repetition may
not reduce soundness error for computationally sound protocol in general [BIN97, PW07]. Thus,
it is still open to construct constant round protocol with negligible soundness error.

Another issue is about verifier’s efficiency. In her protocol, for verifying a computation that
is done by a quantum computer in time 7', the verifier’s running time is as large as poly(T).
Considering a situation where a device with weak classical computational power outsources com-
putations to untrusted quantum server, we may want to make the verifier’s running time as
small as possible. Such a problem has been studied well in the setting where the prover is
classical and we know solutions where verifier’s running time only logarithmically depends on
T [Kil92, Mic00, KRR13, KRR14, GKR15, RRR16, BHK17, BKK"18, HR18, CCH*19, KPY19].
Hopefully, we want to obtain a CVQC protocol where the verifier runs in logarithmic time.

1.1 Our Results

In this paper, we solve the above drawbacks of the Mahadev’s protocol. Our contribution is divided
into three parts:

e We show that parallel repetition version of Mahadev’s protocol has negligible soundness error.
This gives the first constant round CVQC protocol with negligible soundness error.

e We construct a two-round CVQC protocol in the quantum random oracle model (QROM)
[BDF*11] where a cryptographic hash function is idealized to be a random function that is
only accessible as a quantum oracle. This is obtained by applying the Fiat-Shamir transform
[FS87, LZ19, DFMS19] to the parallel repetition version of the Mahadev’s protocol.

e We construct a two-round CVQC protocol with logarithmic-time verifier in the CRS+QRO
model where both prover and verifier can access to a (classical) common reference string gener-
ated by a trusted third party in addition to quantum access to QRO. For proving soundness,
we assume that a standard model instantiation of our two-round protocol with a concrete
hash function (say, SHA-3) is sound and the existence of post-quantum indistinguishability
obfuscation [BGI*T12, GGH'16] and (post-quantum) fully homomorphic encryption (FHE)
[Gen09] in addition to the quantum hardness of the LWE problem.

1.2 Technical Overview

Overview of Mahadev’s protocol. First, we recall the high-level structure of Mahadev’s 4-
round CVQC protovol.? On input a common input z, a quantum prover and classical verifier
proceeds as below to prove and verify that x belongs to a BQP language L.

Fist Message: The verifier generates a pair of “key” k and a “trapdoor” td, sends k to the prover,
and keeps td as its internal state.

2See Sec. 3.1 for more details.



Second Message: The prover is given the key k, generates a classical “commitment” y along with
a quantum state [stp), sends y to the verifier, and keeps [stp) as its internal state.

Third Message: The verifier randomly picks a “challenge” ¢ < {0, 1} and sends ¢ to the prover.
Following the terminology in [Mah18], we call the case of ¢ = 0 the “test round” and the case
of ¢ =1 the “Hadamard round”.

Forth Message: The prover is given a challenge ¢, generates a classical “answer” a by using the
state [stp), and sends a to the verifier.

Final Verification: Finally, the verifier returns T indicating acceptance or L indicating rejection.
In case ¢ = 0, the verification can be done publicly, that is, the final verification algorithm
need not use td.

Mahadev showed that the protocol achieves negligible completeness error and constant sound-
ness error against computationally bounded cheating provers. More precisely, she showed that if
x € L, then the verifier accepts with probability 1 — negl(n) where n is the security parameter,
and if x ¢ L, then any quantum polynomial time cheating prover can let the verifier accept with
probability at most 3/4. For proving this, she first showed the following lemma:?

Lemma 1.1 (informal). For any x ¢ L, if a quantum polynomial time cheating prover passes
the test round with probability 1 — negl(n), then it passes the Hadamard with probability negl(n)
assuming the quantum hardness of the LWE problem.

Given the above lemma, it is easy to prove the soundness of the protocol. Roughly speaking,
we consider a decomposition of the Hilbert space Hp for the prover’s internal state |1)p) into two
subspaces Sy and Sp so that Sy (resp. Sp) consists of quantum states that lead to rejection (resp.
acceptance) in the test round. That is, we define these subspaces so that if the cheating prover’s
internal state after sending the second message is |sg) € Sy (resp. |s1) € S1), then the verifier
returns rejection (acceptance) at last of the protocol. Here, we note that the decomposition is
well-defined since we can assume that a cheating prover just applies a fixed unitary on its internal
space and measure some registers for generating the forth message without loss of generality. Let
IT, be the projection onto Sy, and |iy) := I} [p) for b € {0,1}. Then [¢)p) leads to rejection in the
test round (with probability 1), so if the verifier uniformly chooses ¢ & {0,1}, then |¢)) leads to
acceptance with probability at most 1/2. On the other hand, since |¢1) leads to the acceptance in
the test round (with probability 1), by Lemma 1.1, |1)1) leads to the acceptance in the Hadamard
round with only negligible probability. Therefore, the verifier uniformly chooses ¢ & {0,1}, then
|1)1) leads to acceptance with probability at most 1/2 + negl(n). Therefore, intuitively speaking,
[p) = |1o) + |11) leads to acceptance with probability at most 1/2 + negl(n), which completes the
proof of soundness. *

3Strictly speaking, she just proved a similar property for what is called a “measurement protocol” instead of CVQC
protocol. But this easily implies a similar statement for CVQC protocol since CVQC protocol can be obtained by
combining a measurement protocol and the (amplified version of) Morimae-Fitzsimons protocol [MF18] without
affecting the soundness error as is done in [Mah18, Section 8§].

“Here is a small gap since measurements are not linear and thus we cannot simply conclude that |vp) leads to
acceptance with probability at most 1/2 4 negl(n) even though the same property holds for both |¢o) and |¢1).
Indeed, Mahadev just showed that the soundness error is at most 3/4 instead of 1/2 + negl(n) to deal with this issue.
A concurrent work by Alagic et al. [ACH19] proved that the Mahadev’s protocol actually achieves soundness error
1/2 4 negl(n) with more careful analysis.



Parallel repetition. Now, we turn our attention to parallel repetition version of the Mahadev’s
protocol. Our goal is to prove that the probability that the verifier accepts on = ¢ L is negligible if
the verifier and prover run the Mahadev’s protocol m-times parallelly for sufficiently large m and
the verifier accepts if and only if it accepts on the all coordinates. Our first (failed) attempt is
to apply a similar argument to the one for the stand-alone Mahadev’s protocol. Specifically, we
consider a decomposition of the Hilbert space Hp into S;o and S;; for each i € [m] so that S; ¢
(resp. Si1) consists of quantum states that lead to rejection (resp. acceptance) in the test round
on the i-th coordinate.® Then for a ¢ € {0,1}"™, we can decompose |¢p) as

[p) = [P1) + oo 4 [Um) + [¢)

so that |i;) € S;, for i € [m] by recursively applying projections onto S;o and S;;. Then, |1;)
leads to acceptance on the i-th coordinate with a negligible probability if the challenge on the
i-th coordinate is ¢; by using the same argument as in the stand-alone setting. Moreover, if we

decompose it in this way for randomly chosen ¢, we have E S [l 1"} ||] < 2™ since an expected
c ,1 ™

norm is halved whenever we apply either of projections onto S; o or S; 1 randomly. Overall, each
term |1);) leads to rejection on the i-th coordinate with overwhelming probability and the expected

norm of the remaining term |¢)’) is negligible if the verifier randomly picks a challenge ¢ & {0,1}™.
Therefore it seems that we can conclude that the probability that the verifier accepts on the all
coordinate can be only negligible.

However, this does not work as it is. The problem is that a cheating prover’s behavior in the
forth round depends on challenges ¢ = ¢j....c;, € {0,1}" on all coordinates. Thus, even if we
focus on analysis of the test round on the i-th round (i.e., the case of ¢; = 0), all other challenges
C_j = C€1...Ci_1C;...Cmp still have flexibility, and a different choice of c¢_; leads to a different prover’s
behavior. In other words, the prover’s strategy should be described as a unitary over Hce ® Hp
where Hc is a Hilbert space to store a challenge. Therefore S; 9 and S; 1 cannot be well-defined as
a decomposition of Hp.

Here, we observe that what is essential to make the above approach work is to decompose Hp
into subspaces ;o and S; 1 so that the following property holds:

For b €{0,1}, any state |s;p) € Sip and any fived ¢ € {0,1}" such that ¢; = b,
|s:b) leads to acceptance on the i-th coordinate with “small” probability.°

Here, our idea is that instead of decomposing Hp into “always-reject” space and “always-
accept” space as above, we introduce a certain threshold +, and we define S; (resp. S;1) as a
subspace consisting of states that leads to acceptance in the test round on the i-th coordinate with
probability smaller (resp. grater) than the threshold .

Then the case of b = 0 is easy to analyze: Since any state s; o € ;¢ leads to acceptance in the
test round on the i-th coordinate with probability at most v when c_; is uniformly chosen from
{0,1}™~1. This implies that s:.0 € Si0 leads to acceptance in the test round on the i-th coordinate
with probability at most 27!~ for any fixed c_;. Thus, we can show the first property if we set
parameters so that 271y is “small”. ”

5As explained later, this sentence actually does not make sense.

SIf we could prove that the probability is negligible, then that would have made the rest of the proof simpler.
However, we can only prove a slightly weaker statement that for any polynomial p, there exists a choice of parameters
such that the probability is at most 1/p(n). We use “small” probability to mean this in this overview. We note that
this is still sufficient for the rest of the proof.

"One may think that the exponential loss in m is problematic since we consider super-logarithmic number of
parallel repetition. However, by a standard technique, we can focus on the case of m = O(logn) without loss of
generality. See the first paragraph of Sec. 3.3 for details.



The case of b = 1 is a little trickier to argue. First, we note that any state |s; 1) € S;1 leads
to acceptance in the test round on the i-th coordinate with probability at least v by definition.
Then our idea is to amplify the probability to 1 — negl(n) by repeating the cheating prover’s forth-
message-generation algorithm O(1/7) times. If we can do this, then we would be able to show
that |s; 1) leads to acceptance in the Hadamard round with only a negligible probability by Lemma
1.1. However, an obvious problem is that we cannot amplify the probability of passing the test
round by simply repeating the cheating prover since the state |s; 1) may be broken once the prover
runs. We overcome this problem by using the idea of [MW05, NWZ09], which give amplification
theorem for QMA. Very roughly speaking, they show that we can “reuse” the same quantum state
to amplify the probability to pass verification if the original state is an eigenvector of a certain
operator associated with the verification procedure. Based on this idea, we define S; o and S; 1 as
spaces spanned by eigenvectors with eigenvalues smaller or grater than the threshold + so that we
can amplify the probability to pass the verification when arguing the second property.

Now, we get close to our final goal, but there still remains an issue. In the analysis for the case of
b =1, we apply Lemma 1.1 for a cheating prover that posseses |s; 1), which is S; ; component of |stp)
as its internal state. However, for applying this lemma, we have to ensure that we can efficiently
generate |s; 1) because the lemma can be applied only to efficient cheating provers. On the other
hand, though we can assume that [stp) can be efficiently generated, we do not know how to efficiently
generate |s; 1) since we do not know how to perform projection onto S; ;. As explained above, we
define S; 1 as a space spanned by eigenvectors of a certain operator with eigenvalues larger than -, so
our primary idea is to use the phase estimation to estimate the eigenvalue as is done in [NWZ09].
However, a problem is that we can only perform phase estimation with accuracy 1/poly(n) in
polynomial time in n. Therefore, if the magnitude of |stp) on eigenvectors with eigenvalues within
the range of v &+ 1/poly(n) is non-negligible, then the “error” of the projection becomes non-
negligible. Our final idea is to randomly chooses the threshold v from T possible values. Then the
expected magnitude on eigenvectors with eigenvalues within the range of v + 1/poly(n) is at most
1/T over the random choice of . By taking T sufficiently large, we can finally resolve the problem
and complete the soundness of parallel repetition version of the Mahadev’s protocol.

It is worth noting that constructing the efficient projection mentioned above is the most tech-
nically involved part in this work. We will provide further explanation before Lemma 3.5 in Sec-
tion 3.3.

Two-round protocol via Fiat-Shamir transform. Here, we explain how to convert the par-
allel repetition version of the Mahadev’s protocol to a two-round protocol in the QROM. First,
we observe that the third message of the Mahadev’s protocol is public-coin, and thus the parallel
repetition version also satisfies this property. Then by using the Fiat-Shamir transform [FS87], we
can replace the third message with hash value of the transcript up to the second round. Though
the Fiat-Shamir transform was originally proven sound only in the classical ROM, recent works
[LZ19, DFMS19] showed that it is also sound in the QROM. This enables us to apply the Fiat-
Shamir transform to the parallel repetition version of the Mahadev’s protocol to obtain a two-round
protocol in the QROM.

Making verification efficient. Finally, we explain how to make the verification efficient. Our
idea is to delegate the verification procedure itself to the prover by using delegation algorithm for
classical computation. Since the verification is classical, this seems to work at first glance. However,
there are the following two problems:

1. There is not a succinct description of the verification procedure since the verification pro-



cedure is specified by the whole transcript whose size is poly(7") when verifying a language
in QTIME(T). Then the verifier cannot specify the verification procedure to delegate within
time O(log(T)).

2. Since the CVQC protocol is not publicly verifiable, the prover cannot know the description
of the verification procedure, which is supposed to be delegated to the prover.

We solve the first problem by using the succinct randomized encoding, which enables one to
generate a succinct encoding of a Turing machine M and an input x so that the encoding only
reveals the information about M (z) and not M or z. Then our idea is that instead of sending the
original first message, the verifier just sends a succinct encoding of (V4,s) where Vi denotes the
Turing machine that takes s as input and works as the first-message-generation algorithm of the
CVQC protocol with randomness PRG(s) where PRG is a pseudorandom number generator. This
enables us to make the transcript of the protocol succinct (i.e., the description size is logarithmic
in T') so that the verifier can specify the verification procedure succinctly. To be more precise, we
have to use the strong output-compressing randomized encoding [BFK'19], where the encoding
size is independent of the output length of the Turing machine. They construct the strong output-
compressing randomized encoding based on iO and other mild assumptions in the common reference
string. Therefore our CVQC protocol also needs the common reference string.

We solve the second problem by using FHE. Namely, the verifier sends an encryption of the
trapdoor td by FHE, and the prover performs the verification procedure over the ciphertext and
provides a proof that it honestly applied the homomorphic evaluation by SNARK. Then the verifier
decrypts the resulting FHE ciphertext and accepts if the decryption result is “accept” and the
SNARK proofis valid. We note that it is recently shown that SNARK exists in the QROM [CMS19],
but here is one thing we have to be careful about: They only proved the non-adaptive soundness for
the SNARK, which only ensures the soundness in the setting where the statement is chosen before
making any query to the random oracle. However, in the CVQC protocol, a cheating prover may
choose a false statement while making queries to the random oracle. To deal with this issue, we first
expand the protocol to the four-round protocol where the verifier randomly sends a “salt” z, which
is a random string of a certain length, in the third round and the prover uses the “salted” random
oracle H(z,-) for generating the SNARK proof. Since the statement to be proven by SNARK is
determined up to the second round, and the salting essentially makes the random oracle “fresh”,
we can argue the soundness of the CVQC protocol even with the non-adaptive soundness of the
SNARK. At this point, we obtain four-round CVQC protocol with efficient verification. Here, we
observe that the third message is just a salt z, which is public-coin. Therefore we can just apply
the Fiat-Shamir transform again to make the protocol two-round.

1.3 Related Works

Verification of Quantum Computation. There are long line of researches on verification of
quantum computation. Except for solutions relying on computational assumptions, there are two
type of settings where verification of quantum computation is known to be possible. In the first
setting, instead of considering purely classical verifier, we assume that a verifier can perform a
certain kind of weak quantum computations [BFK09, FK17, ABOEM17, MF18|. In the second
setting, we assume that a prover is splitted into two remote servers that share entanglement but
do not communicate [RUV13]. Though these works do not give a CVQC protocol in our sense, the
advantage is that we need not assume any computational assumption for the proof of soundness,
and thus they are incomparable to Mahadev’s result and ours.



Subsequent to Mahadev’s breakthrough result, Gheorghiu and Vidick [GV19] gave a CVQC
protocol that also satisfies blindness, which ensures that a prover cannot learn what computation
is delegated. We note that their protocol requires polynomial number of rounds.

Concurrent Work. In a concurrent and independent work, Alagic et al. [ACH19] also shows
similar results to our first and second results, parallel repetition theorem for the Madadev’s protocol
and a two-round CVQC protocol by the Fiat-Shamir transform. We note that our third result, a
two-round CVQC protocol with efficient verification, is unique in this paper.

We mention that we have learned the problem of parallel repetition for Mahadev’s protocol
from the authors of [ACH19] on March 2019, but investigated the problem independently later as a
steppingstone toward making the verifier efficient. Interestingly, the analyses of parallel repetition
in the two works are quite different. Briefly, the analysis in [ACH19] relies on the observation that
for any two different challenges ¢; # co € {0,1}™, the projections of an efficient-generated prover’s
state on the accepting subspaces corresponding to ¢; and cy are almost orthogonal, which leads to
an elegant proof of the parallel repetition theorem. On the other hand, the key step of our analysis
is to construct an efficient projection that (approximately) projects the prover’s state to two states
that will be rejected by the test and Hadamard round with high probability, respectively. We
analyze the soundness error of the parallel repetition by applying the efficient projection to each
coordinate sequentially. We believe that our construction of the efficient projection is a general
technique which may find other applications.

2 Preliminaries

Notations. For a bit b € {0,1}, b denotes 1 — b. For a finite set X, 2 < X means that = is
uniformly chosen from X. For finite sets X and ), Func(&X',)) denotes the set of all functions with
domain X and range ). A function f : N — [0,1] is said to be negligible if for all polynomial
p and sufficiently large n € N, we have f(n) < 1/p(n) and said to be overwhelming if 1 — f is
negligible. We denote by poly an unspecified polynomial and by negl an unspecified negligible
function. We say that a classical (resp. quantum) algorithm is efficient if it runs in probabilistic
polynomial-time (resp. quantum polynominal time). For a quantum or randomized algorithm A,

y < A(z) means that A is run on input z and outputs y and y := A(z;7) means that 4 is run on
input z and randomness r and outputs y. For an interactive protocol between a “prover” P and
“verifier” V, y < (P(zp),V(2y)))(zp) means an interaction between them with prover’s private
input zp verifier’s private input zy, and common input x outputs y. For a quantum state [¢)),
Mx o |¢) means a measurement in the computational basis on the register X of |¢)). We denote by
QTIME(T) a class of languages decided by a quantum algorithm whose running time is at most 7.
We use n to denote the security parameter throughout the paper.

2.1 Learning with Error Problem

Roughly speaking, the learning with error (LWE) is a problem to solve system of noisy linear
equations. Regev [Reg09] proved that the hardness of LWE can be reduced to hardness of certain
worst-case lattice problems via quantum reductions. We do not give a definition of LWE in this
paper since we use the hardness of LWE only for ensuring the soundness of the Mahadev’s protocol
(Lemma 3.1), which is used as a black-box manner in the rest of the paper. Therefore, we use
exactly the same assumption as that used in [Mah18], to which we refer for detailed definitions and
parameter settings for LWE.



2.2 Quantum Random Oracle Model

The quantum random oracle model (QROM) [BDF*11] is an idealized model where a real-world
hash function is modeled as a quantum oracle that computes a random function. More precisely,
in the QROM, a random function H : X — Y of a certain domain X and range ) is uniformly
chosen from Func(X,)) at the beginning, and every party (including an adversary) can access to
a quantum oracle Oy that maps |z) |y) to |z) |y ® H(z)). We often abuse notation to denote A
to mean a quantum algorithm A is given oracle Op.

2.3 Cryptographic Primitives

Here, we give definitions of cryptographic primitives that are used in this paper. We note that they
are only used in Sec 5 where we construct an efficient verifier variant.

2.3.1 Pseudorandom Generator

A post-quantum pseudorandom generator (PRG) is an efficient deterministic classical algorithm
PRG : {0,1}* — {0,1}™ such that for any efficient quantum algorithm A, we have

$Pr [A(PRG(s))] — $Pr [A(y)]| < negl(n).
s<{0,1}¢ y«—{0,1}™

It is known that there exists a post-quantum PRG for any ¢ = Q(n) and m = poly(n) assuming
post-quantum one-way function [HILL99, Zhal2]. Especially, a post-quantum PRG exists assuming
the quantum hardness of LWE.

2.3.2 Fully Homomorphic Encryption

A post-quantum fully homomorphic encryption consists of four efficient classical algorithm IIppg =
(FHE.KeyGen, FHE.Enc, FHE.Eval, FHE.Dec).

FHE.KeyGen(1™): The key generation algorithm takes the security parameter 1™ as input and out-
puts a public key pk and a secret key sk.

FHE.Enc(pk, m): The encryption algorithm takes a public key pk and a message m as input, and
outputs a ciphertext ct.

FHE.Eval(pk, C,ct): The evaluation algorithm takes a public key pk, a classical circuit C, and a
ciphertext ct, and outputs a evaluated ciphertext ct’.

FHE.Dec(sk, ct): The decryption algorithm takes secret key sk and a ciphertext ct as input and
outputs a message m or L.

Correctness. For all n € N, (pk,sk) < FHE.KeyGen(1"), m and C, we have
Pr[FHE.Dec(sk, FHE.Enc(pk,m)) =m| =1
and

Pr[FHE.Dec(sk, FHE.Eval(pk, C, FHE.Enc(pk,m))) = C(m)] = 1.



Post-Quantum CPA-Security. For any efficient quantum adversary A = (A;,.4,), we have

|Pr[1 < As(|sta),ct) : (pk,sk) < FHE.KeyGen(1™), (mg, m1, |sta)) < A;(pk), ct < FHE.Enc(pk, mq)]
— Pr[1 <& Ay(Jsta) ,ct) : (pk,sk) < FHE.KeyGen(1™), (mg, m1, |sta)) < A1 (pk), ct < FHE.Enc(pk, m,)]]
< negl(n).

FHE is usually constructed by first constructing leveled FHE, where we have to upper bound the
depth of a circuit to evaluate at the setup, and then converting it to FHE by the technique called
bootstrapping [Gen09]. There have been many constructions of leveled FHE whose (post-quantum)
security can be reduced to the (quantum) hardness of LWE [BV11, BGV12, Bral2, GSW13]. FHE
can be obtained assuming that any of these schemes is circular secure [CLO1] so that it can be

upgraded into FHE via bootstrapping. We note that Canetti et al. [CLTV15] gave an alternative
transformation from leveled FHE to FHE based on subexponentially secure iO.

2.3.3 Strong Output-Compressing Randomized Encoding

A strong output-compressing randomized encoding [BFK™'19] consists of three efficient classical
algorithms (RE.Setup, RE.Enc, RE.Dec).

RE.Setup(1”, 1¢, crs) : It takes the security parameter 1", output-bound ¢, and a common reference
string crs € {0, 1}* and outputs a encoding key ek.

RE.Enc(ek, M, inp, T): It takes an encoding key ek, Turing machine M, an input inp € {0,1}*, and
a time-bound 7" < 2" (in binary) as input and outputs an encoding Minp.

RE.Dec(crs, ]\/4;,,): It takes a common reference string crs and an encoding m as input and outputs
out € {0,1}* U{L}.

Correctness. For any n € N, ,T € N, crs € {0,1}, Turing machine M and input inp € {0, 1}*
such that M (inp) halts in at most 7" steps and returns a string whose length is at most ¢, we have

—

Pr [RE.Dec(m,crs) = M (inp) : ek & RE.Setup(1", 1Z,crs),]\4inp & RE.Enc(ek, M, inp,T)| = 1.
Efficiency. There exists polynomials p1,ps, p3 such that for all n € N, £ € N, crs & {0,1}*:
o If ek <& RE.Setup(1™, 1%, crs), |ek| < p1(n,log £).

—

e For every Turing machine M, time bound 7', input inp € {0, 1}, if M, & RE.Enc(ek, M, inp, T),
then |an| S p2(|M|, |inp|7 IOg Ta IOggv ’I’L),
e The running time of RE.Dec(crs, m) is at most min(7', Time(M, x)) - p3(n,logT)
Post-Quantum Security. There exists a simulator S such that for any M and inp such that
M (inp) halts in T* < T steps and |M (inp)| < ¢ and efficient quantum adversary A,
| Pr[1 < Afcrs, ek, m) cers < {0,1}¢, ek < RE.Setup(1", 1Z,crs),]\/4.in\p & RE.Enc(ek, M, inp,T)]
—Pr[1 & A(crs,ek,]\/Jm\p) : (crs, M,n\p) & s, 1M Almel af(inp), T%), ek <& RE.Setup(17, 1%, crs)]| < negl(n).

Badrinarayanan et al. [BFK'19] gave a construction of strong output-compressing randomized
encoding based on i0 and the LWE assumption.



2.3.4 SNARK in the QROM

Let H : {0,1}*" — {0,1}" be a quantum random oracle. A SNARK for an NP language L
associated with a relation R in the QROM consists of two efficient oracle-aided classical algorithms
PH_ and VH

snark snark*

Psﬁark: It is an instance x and a witness w as input and outputs a proof .

stark: It is an instance x and a proof 7 as input and outputs T indicating acceptance or | indicating

rejection.

We require SNARK to satisfy the following properties:
Completeness. For any (z,w) € R, we have

H $ H
nark(x’ﬂ-) =T:7m« Psnark(x’w)] =1

PV,
Extractability. There exists an efficient quantum extractor Ext such that for any x and a malicious

quantum prover Psfark making at most ¢ = poly(n) queries, if

$
%r[‘/;ﬁrk(x7 7T) S Psﬁark(x)]

is non-negligible in n, then
Pl’qr[(x,w) ER :w & Extlenan (x,19,1™)]
is non-negligible in n.

Efficient Verification. If we can verify that (z,w) € R in classical time 7', then for any 7 &
PH  (z), VH  (z,7) runs in classical time poly(n, |z|,log T).

Chiesa et al. [CMS19] showed that there exists SNARK in the QROM that satisfies the above
properties.

2.4 Lemma

Here, we give a simple lemma, which is used in the proof of soundness of parallel repetition version
of the Mahadev’s protocol in Sec. 3.3.

Lemma 2.1. Let [¢) = > ", |1i) be a quantum state and M be a projective measurement. Then
we have

Pr(M o ) = 1] <m S || ) [P e o 12—

2 Tee) |

Proof. Since M is a projective measurement, there exists a projection II such that

Pr[M o [¢) = 1] = (¢[TL[¢)) .

10



Then we have

(T |) = || > I ]ey) |12

i=1
<my_||I]g) |°
i=1
=my (Wi I]ey)
i=1
= mz || [i) || Pr[M o ) 1]
=1 I11%3) |l
where we used the Cauchy-Schwarz inequality from the second to third lines. ]

3 Parallel Repetition of Mahadev’s Protocol

3.1 Overview of Mahadev’s Protocol

Here, we recall the Mahadev’s protocol [Mahl8]. We only give a high-level description of the
protocol and properties of it and omit the details since they are not needed to show our result.

The protocol is run between a quantum prover P and a classical verifier V on a common input
x. The aim of the protocol is to enable a verifier to classically verify x € L for a BQP language
L with the help of interactions with a quantum prover. The protocol is a 4-round protocol where
the first message is sent from V' to P. We denote the i-th message generation algorithm by V; for
i € {1,3} or P; for i € {2,4} and denote the verifier’s final decision algorithm by V,u. Then a
high-level description of the protocol is given below.

Vi: On input the security parameter 1" and x, it generates a pair (k,td) of a“key” and “trapdoor”,
sends k to P, and keeps td as its internal state.

Py: On input x and k, it generates a classical “commitment” y along with a quantum state |stp),
sends y to P, and keeps |stp) as its internal state.

V3: It randomly picks a “challenge” ¢ & {0,1} and sends ¢ to P.® Following the terminology in
[Mah18], we call the case of ¢ = 0 the “test round” and the case of ¢ = 1 the “Hadamard
round”.

Py: On input |stp) and ¢, it generates a classical “answer” a and sends a to P.

Vout: On input k, td, y, ¢, and a, it returns T indicating acceptance or L indicating rejection. In
case ¢ = 0, the verification can be done publicly, that is, V,,+ need not take td as input.

For the protocol, we have the following properties:
Completeness: For all x € L, we have Pr[(P,V)(x)] = L] = negl(n).
Soundness: If the LWE problem is hard for quantum polynomial-time algorithms, then for any
x ¢ L and a quantum polynomial-time cheating prover P*, we have Pr[(P*,V)(z)] = 1] < 3/4.
We need a slightly different form of soundness implicitly shown in [Mah18], which roughly says
that if a cheating prover can pass the “test round” (i.e., the case of ¢ = 0) with overwhelming

8The third message is just a public-coin, and does not depend on the transcript so far or z.
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probability, then it can pass the “Hadamard round” (i.e., the case of ¢ = 1) only with a negligible
probability.

Lemma 3.1 (implicit in [Mahl8]). If the LWE problem is hard for quantum polynomial-time
algorithms, then for any x ¢ L and a quantum polynomial-time cheating prover P* such that
Pr[(P*,V)(x)] = L | ¢ = 0] = negl(n), we have Pr[(P*,V)(x)] =T | ¢ = 1] = negl(n).

We will also use the following simple fact:

Fact 1. There exists an efficient prover that passes the test round with probability 1 (but passes the
Hadamard round with probability 0) even if x ¢ L.

3.2 Parallel Repetition

Here, we prove that the parallel repetition of the Mahadev’s protocol decrease the soundness bound
to be negligible. Let P™ and V™ be m-parallel repetitions of the honest prover P and verifier V
in the Mahadev’s protocol. Then we have the following:

Theorem 3.2 (Completeness). For all m = Q(log?(n)), for all = € L, we have Pr[(P™, V™)(x)] =
1] = negl(n).

Theorem 3.3 (Soundness). For all m = Q(log?(n)), if the LWE problem is hard for quantum
polynomial-time algorithms, then for any x ¢ L and a quantum polynomial-time cheating prover
P*, we have Pr[(P*,V™)(z)] = T] < negl(n).

The completeness (Theorem 3.2) easily follows from the completeness of the Mahadev’s protocol.
In the next subsection, we prove the soundness (Theorem 3.3).

3.3 Proof of Soundness

First, we remark that it suffices to show that for any u = 1/poly(n), there exists m = O(log(n))
such that the success probability of the cheating prover is at most u. This is because we are
considering w(log(n))-parallel repetition, in which case the number of repetitions is larger than
any m = O(log(n)) for sufficiently large n, and thus we can just focus on the first m coordinates
ignoring the rest of the coordinates. Thus, we prove the above claim in this section.
Characterization of cheating prover. Any cheating prover can be characterized by a tuple
(Up,U) of unitaries over Hilbert space Hc ® Hx ® Hz @ Hy ® Hk. A prover characterized by
(Up, U) works as follows.”

Second Message: Upon receiving k = (ki, ..., kn,), it applies Uj to the state [0)x ® [0)5 ® |0)y ®
|k), and then measures the Y register to obtain y = (y1, ..., ¥m ). Then it sends y to V and
keeps the resulting state |¢(k, y)>X,Z over Hx 7.

Forth Message: Upon receiving ¢ € {0,1}™, it applies U to [c)c [¢(k, y))x z and then measures
the X register in computational basis to obtain a = (aq,...,a,,). We denote the designated
register for a; by X;.

Here, we first introduce a general lemma about two projectors that was shown by Nagaj, Wocjan,
and Zhang [NWZ09] by using the Jordan’s lemma.

9Here, we hardwire into the cheating prover the instance x ¢ L on which it will cheat instead of giving it as an
input.
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Lemma 3.4 ([NWZ09, Appendix A]). Let Iy and 11y be projectors on an N -dimensional Hilbert
space H and let Ry := 21y — I, Ry := 2111 — I, and Q := R1Ry. H can be decomposed into two-
dimensional subspaces S; for j € [£] and N — 2¢ one-dimensional subspaces Tj(bc) for b,c € {0,1}
that satisfies the following properties:

1. For each two-dimensional subspace Sj, there exist two orthonormal bases (|a; ), |ozj>) and
(185) |5JL>) of Sj such that (a;|B;) is a positive real and for all |s) € S;, Iy |s) = (os) |a;)

and |s) = (Bj|s)|B;). Moreover, Q is a rotation with eigenvalues e*% in S; corre-
sponding to eigenvectors ]¢;r> = %(\aﬁ + z]ajl>) and |¢;) = %(\aﬁ — z]ajl>) where

0; = 2arccos(a;|B;) = 2arccos \/ (o] Iy |j).

2. Each one-dimensional subspace Tj(bc) s spanned by a vector ]a§b0)> such that Ty |a
b1al") and 01 [a") = c|al’).

(be)y _
) =

We first give ideas about Lemma 3.5 that is the main lemma for this section. For each coordinate
i € [m], we would like to separate the space Hx z into subspace that “can pass the test round”
(Si1) and the subspace that “cannot pass the test round” (S;p). The first attempt is applying
Lemma 3.4 to separate the space Hx z into S; o and ;1 such that the prover can make the verifier
accept by using the amplification algorithm in [MWO5] if the prover’s state is in S; ;. Then, the
same prover will be rejected with 1 — negl(n) probability by Lemma 3.1.

However, two things are making this approach fail. First, since the prover’s unitary also operates
on C_;, we also need to consider C_; in addition to X,Z. Second, to have the binding property
in Lemma 3.1, the prover’s inner state must be constructed efficiently, which is not guaranteed by
Lemma 3.4. We bypass these difficulties by assuming the state in C_; is a uniformly superposed
state and constructing an efficient procedure in Procedure 1 to separate the space Hx z. Assuming
the state in C_; is a uniformly superposed state will time the prover’s success probability by o(m=1)
which is still small if m = O(log n).

Fix k and y for now (until we finish the proof of Lemma 3.6). For i € [m], we consider two
projectors

I := [0™)(0™[c ® Ix z
Wiout = (UHe )T ) ai)ailx, ® Iox . z)(UHc.,),

aieAccki,yi

where X_; := Xy,..., X1, Xj41,...,X,,, Hc_, means applying Hadamard operators to registers
Ci,...,Ci—1,Ci41,...,Cy, to produce uniformly random challenges, and Accy, ,, denotes the set
of a; such that the verifier accepts a; in the test round on the i-th coordinate when the first and
second messages are k; and y;, respectively. Note that one can efficiently check if a; € Accy, ,,
without knowing the trapdoor behind k; since verification in the test round can be done publicly
as explained in Sec. 3.1. We apply Lemma 3.4 for IIy = II;, and II; = II; 5, to decompose the
space Hc x,z into the two-dimensional subspaces {S;}; and one-dimensional subspaces {T;’C}j,b,c.
In the following, we use notations defined in Lemma 3.4 for this particular application. We can
write [aj)cx 7z = [0) ® |&;)x 7 since Iy |aj) = (ajlay) |oy) = |oy). Similarly, we can write

10 . (10 11 (11 . ~(1e
M oxz = 100 @al”) exz = 10 @af), . Then {|a;)}; and {af')) )
span Hx z.

We let S;1 be the subspace spanned by eigenvectors |d>x7z which have large eigenvalues (cor-

responding to high accepting probability) and S; ¢ be the subspace spanned by eigenvectors \(54>X7Z

e and |«

X,Z X.,Z"
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which have small eigenvalues (corresponding to low accepting probability). For the efficient proce-
dure in Procedure 1, one possible approach is using the amplification algorithm by Marriotts and
Watrous [MWO05]. Then, we let S; o be the subspace accepted by the verifier in the test round with
probability 1 — negl(n) after the amplification. However, this approach does not work since there
will be a big subspace where the verifier accepts with non-negligible probability but not 1 — negl(n)
probability, i.e., not in either S;¢ nor ;. It is hard to analyze the prover’s success probability
when its state is in this subspace. To overcome this difficulty, we apply the phase estimation to the
operator @ given in Lemma 3.4, set a threshold v for eigenvalues, and undo the phase estimation.
Then, we let the subspace spanned by eigenvectors with eigenvalues greater than v be S;; and
the subspace spanned by the others be S; 9. Note that this approach still gives the error from
the accuracy of phase estimation. For instance, let § be the accuracy. Then the subspace with
eigenvalues in [y — d,7] will be the subspace which cannot be in either S; nor S; ;. We handle
this by choosing a random threshold v from 7" thresholds such that the average size of the “grey
subspace” will be < 1/T. In this way, we can get an approximate efficient projector G; such that
it separates the space of X, Z into three subspaces: S; 0, S;1, and a small error subspace. we will
formalize this approach in Lemma 3.5.
Now, we prove the lemma which gives a decomposition of a cheating prover’s state.

Lemma 3.5. Let (Uy,U) be any prover’s strategy. Let m = O(logn), i € [m], v € [0,1], and
T € N such that 3 = 1/poly(n). Let v be sampled uniformly randomly from [7%,2%,,%]
Then, there exists an efficient quantum procedure G; ., such that for any (possibly sub-normalized)

quantum state [{)x 7,

Giy 0™ V) x 7 ‘Ot>ph 10)4,10)5, = 20 [0™) ¢ |Y0) x 7 ‘Ot01>ph,th,in + 21 |0™) ¢ [Y1)x 2 ’0t11>ph,th,in + |9ers)

where t is the number of qubits in the register ph, zy,z1 € C such that |z9| = |z1| = 1, and zy, 21,

|71Z)0>X,Z: |7/)1>X,z; and |¢ew>x,z may depend on 7.
Furthermore, the following properties are satisfied.

1. If we define [Yerr)x 7 = [¥)x 7z — [P0)x z — [¥1)x 7, then we have Ey[|| [Yerr)x 7 117l < £ +
negl(n).

2. For any fized vy, Pr[Mppnthin © |Wry) € {0001,0°11}] = 0. This implies that if we apply the
Giv"/‘Om>C‘w>X,Z‘Ot>ph|0>th|0>in

measurement Mpp, b in 0N Ty 2] , then the outcome is 0'b1 with probability
[ 1¥n)x z |? and the resulting state in the register (X, Z) is ”miﬁ ignoring a global phase
factor. ’

3. For any fived v, Eyeponylll [¥n)x 2 1”] < 31l 1) x z II*-

4. For any fivred v and ¢ € {0,1}™ such that ¢; = 0, we have

’C>c W’O>X,z

Pr MXi olU
[ TTo)xz |

€ Acckhyi] < 2" 1y + negl(n).

5. For any fixed vy, there exists an efficient quantum algorithm Ext; such that

Pr | Ext; M € Accy, ;| =1 — negl(n).
)%z | ’
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Procedure 1 G; ,

1. Do quantum phase estimation Ueg; on @ = (211, — I)(21L; 0y — ) with input state
10™) |1,Z)>X7Z and 7-bit precision and failure probability 2= where the parameter 7 will
be specified later, i.e.,

Uest |U>C7X,Z |0t>ph — Z Qg |U>C,X7Z |9>ph
oe(—m,x]
such that 3 5ap 0 |ag|? < 277 for any eigenvector |u) o x,z of @ with eigenvalue et

Ut o
2. Apply Uy, : \u>c7x7z |6’>ph 0),,, — ‘u>C,X,Z |6’>ph |b),;,, where b = 1 if cos?(0/2) > v — 4.

3. Apply Ul

est*

4. Apply Uin : [0)g [0V, 22 |c) |b)s,, Where b =1 if ¢ = O™

Proof of Lemma 3.5. Procedure 1 defines an efficient process G, which decomposes \¢>X7Z into
\¢0>X7Z , ]1/11>X’Z , and \zbem)xz described in Lemma 3.5. Here, G; , = UmU

est
on register C, X, Z, and additional registers ph, th, and in, and we let ¢ := g%

In the procedure, we choose 7 so that for any € and ¢ such that |6/ — 6] < 277, we have
| cos?(6'/2) — cos?(6/2)] < §/2. Since we can upper and lower bound cos?(6’/2) — cos?(6/2) by
polynomials in 6’ — 6 by considering the Taylor series, we can set 7 = O(—log(d)) for satisfying this
property. Since phase estimation with 7-bit precision and failure probability 27" can be done in
time poly(n,27) [NWZ09] and 6 = g% = 1/poly(n) by the assumption, the procedure runs in time
poly(n).

For each j € [¢], we define p; := cos?(0;/2) = (| IL; out |oj). We define the following projections
on szt

Ui Uest Operates

(10)y
Min<y25 = Y. |a)(dlxz+ ) |a x 7,
Jipj<y—26 J
A (1), £ (11)
Min >y = Y la)aslxz+ Y [65) el [x 2,
Jpi=y J
i mid == Z &) (G|x,z-

Jp;€(y—=28,7)

We let |¢§’Y—25>X,Z = Hm,gy—% |71Z)>X7zv |¢27>X,Z = Hin,Z“{ |¢>X,Z> and |¢mid>x7z = Hin,mz’d |¢>X 7Z

Then we have
Whxz = Wr—2sdx 2 + [¥37) 5.2+ [Ymid)x 2 - (1)

Roughly speaking, [v<y—26)x 7, [¥>+)x 7+ [¥mid)x,z Will correspond to [tho), |¢1), and [ther,) With
some error terms as explained in the following

It is easy to see that E.[|| [mia) [|?] < 7 since IL;, niq with different choice of ~ are disjoint. In
the following, we analyze how the first two terms of Eq. 1 develops by Gj .

th<y-26)x 7 is a superposition of states {|d;)x 5};:p;<y—26 and {|d}1>x,z}j' By Lemma 3.4,

laj)exz = 0™ @ |4j)x 7z can be written as [aj)cx 7z = %(W;wc,xz + ‘¢;>C,X,Z) where
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is an eigenvector of Q with eigenvalue e where §; = 2 arccos(,/p;) > 2arccos(v/7 — 20).

oxz=10Mc®1d; )
we remark that m > 2arccosz for any 0 < z < 1. Thus, after applying U.s to |¢§7_25>X’Z,
(1—27")-fraction of the state contains 6 in the register ph such that |#| > 2arccos(y/y — 26) —277.
which implies cos?(6/2) < v — 36 < v — & by our choice of 7. For this fraction of the state, Uy,

does nothing. Thus, we have

+
wj >c,x,z

10 . . o ,
Moreover, |oz§» )> ,, 18 an eigenvector of ) with eigenvalue —1 = ¢'". Here,

TD(Uest ’0m>c ’wS7—25>X,Z ‘Ot00>ph,th,in s UnUest ‘Om>c ‘¢S7—25>x7z ’0t00>ph,th,in) <2

and thus

TD(|0m>C |¢§v—2f5>x,z |0t00>ph,th,in ) UeTstUthUest |0m>c |¢§v—26>x,z |0t00>ph,th,in) <27

where TD denotes the trace distance.
Therefore we can write

Giny [0™) g [¥<y—25)% 7 10°00) o, th in = 2<v—25 |0™) & [0 <y-26) % 7 10°01) g i + [Verr<y—26)  (2)

by using z<,—2s such that |z<,_25> > 1 — 27" and a state [¥err <y—2s) that is orthogonal to

10™) ¢ [W<y—25)x 7 10°01) 1 1 iy SUCH thatt [[[Y0,, o o) 2 <277
By a similar analysis, we can write

Gm ‘Om>c W’zﬁx,z ‘Ot00>ph,th,in = 2>y ’0m>c ‘¢Z’Y>X,Z ’0t11>ph,th,in + W’émzﬁ (3)

by using z> such that |z>,[? > 1—27" and a state |¢// ) that is orthogonal to [0™) ¢ [¥>4)x 7 0°01) ;14 in

err, >y
such that ” ‘wérr,27> H2 < 27"

Combining Eq. 1, 2, and 3, we have

Giy 0™ V)x .z |0t00>ph,th,in
= 0™ (224 [¥21)x 7 + [mid0)x 7 + Mother,0)x.2) 10°01) pp thim
+10™) ¢ (ZS“/—% ‘¢S'y—25>x,z + ’nmid,1>X,Z + \ﬁother,1>x,z) ‘Ot11>ph7th7in

+ |terr) -

where ‘nmid,0>x7za ‘nother,0>X7Z7 ‘nmid,1>x7za and ‘nother,1>x7z are defined so that

Icxz® |0t01><0t01|ph,th,me |0m>c |¢mid>x,z |0t00>ph,th,m = |0m>c |77mid,0>X,Z |0t01>ph,th,in’

(5)
Iex,z @ [0 (0" 1L | th,in Gy [0™) G [¥mia) x. 2 10700) s im = 10™) & 1hmid, 1) x 2 10°11) s t1im
(6)
Icx,z @ |0°01)(0° 0L pn,th,in ([¥err, <y—26) + [Yerr, 1)) = 10™) ¢ [Mother,0)x 7 10°01) yp 41 i » (7)
IC,XZ ® ‘Ot11><Ot11’Ph,th,i”(’wérr,gfy—25> + W}érr,zfy» = ’0m>C ‘nother,1>x,z ’0t11>ph,th,in : (8)
and [¢,,) is defined by
|11Z)é7‘7‘> = Z IC,X,Z ® |8> <S|Ph7th7i"(Giﬁ |0m>C |¢mid>X,Z |0t00>ph,th,in + |¢ér7’,§'y—26> + |¢ér7‘,2~/>)'
s¢{0t01,0¢11}
(9)
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We remark that ‘nmid70>x,zv ’nOth@T70>X7Z’ ‘nmid71>x7zv and ’nother,1>x7z are well-defined since
after applying G -, the value in the register in is 1 if and only if the value in the register C is 0™.

We let 2z := ;i::z;, 21 1= %:‘, and
[Yo)x,z = l2<y-25| [V<y-25)x 7 + Z0(IMmid.0) x 7 T [Mother,0)x 7) (10)
|¢1>X,Z = |zZ’Y| |¢Z’Y>X7Z +El(|77mid,l>X,z + |770ther,1>x7z), (11)

where Zp and Z; denotes complex conjugates of zg and z;. By Eq 4, 10, and 11, we have

Gi,’Y |0m>C |¢>X,Z |0t>ph |0>th |0>7,n =20 |0m>C |¢0>X,Z |0t01>ph,th,in + 2 |0m>C |¢1>X,Z |0t11>ph,th,in + |¢ér7‘> :

Now, we are ready to prove the five claims in Lemma 3.5.

Proof of the first claim. By Eq. 1, 10, and 11, we have

W}err>X7Z = W}>X,Z - \¢0>sz - W}l>x,z
=(1- ’ZS7—25’) WS’Y-25>X,Z + (1 - ‘227’) ‘w27>x,z + ‘¢mid>x,z
- E0(|"7mid,0>x7z + |770ther,0>x7z) - 21(|"7mid,1>x7z + |770ther,1>X’Z)a

Since |z<y—25| and |z>,| are 1 — negl(n), the norms of the first two terms are negligible. By

Eq. 7 and 8, we have H ’nother,0>x,z H2 + H ’nother71>x7z H2 < ” ‘wérr,g'y—26> + ‘wérr,z-y> ”2 < negl(n)'
Therefore we have

H |¢err>X,Z ||2 < H |¢mid>X7Z — 20 |77mid,0>x7z —Z1 |77mid,l>X,z ||2 + negl(n)
2 2
< 3(l [¢mia)x z I + | nmia.0)x z I” + |l [nmia,1)x 7 II”) + negl(n)

where the latter inequality follows from the Cauchy-Schwarz inequality. As already noted, we
have B, (|| [¥mia)x z 1?] < 7 By Eq. 5 and 6, we have E,[[| [1mid0)x z > + [l [nmid1)x 7 II] <
Ey (| [mia)x 7 II’] < #. Therefore, we have E,[|| [¢err)x 7 II)] < 2 + negl(n) and the first claim is
proven.

Proof of the second claim. By Eq 9, we can see that

Icx,z ® (|001)(001|pp thin + 1011)(011]pp thin) [¥hrr) = O.

This immediately implies the second claim.

Proof of the third claim. By the second claim, [0™) ¢ [t0)x 7 0°01) ;14 ins 10™) e [¥1) % 2 [0°11) b i1 im
and [¢,,) are orthogonal with one another. Therefore we have
1G4 10™) ¢ [¥) 2 10700) 5 I
=20 [0™) ¢ |¢0>X,z |0t01>ph,th,in ||2 + [|21 10™) ¢ |¢1>X,z |0t11>ph,th,m ||2 + |l |¢érr> ||2
Since we have |G 4 [0™) W>X,Z ’0t00>ph,th,in 12 = W>X,z |? and ||z 0™ e Wb>x,z ’0t51>ph,th,m 12

= | 1) x z |2, the above implies || Y0)x 7 %2+ | lv1)x z 12 < |l ) x z |2, which implies the third
claim.
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Proof of the forth claim. Roughly speaking, we first show that [0™)q [to)x z can be writ-

ten as a superposition of states {|a;)};p, <, and {]a§10)>}j except for a term with a negligible
norm. Since each of the above states has eigenvalues at most v w.r.t. Il; 5, we can show that
1L 0ut [0™) ¢ [Y0)x 2 |? is at most v + negl(n). This means that 0)x z leads to acceptance in
the test round on the i-th coordinate with probability at most v + negl(n) if c_; € {0,1}™ ! is
chosen randomly. Since the number of possible choices of ¢ is 277!, the probability is at most
2m=1y 1 negl(n) for any fixed ¢, which implies the forth claim. The detail follows.

We analyze each term of Eq. 10 separately. First, since we have |¢§V—25>X,Z = 1L, <y—25 |¢>X,Z’

|9<~—25)x 7 18 a superposition of states {|d;)};.p;<y—25 and {|d§-10) )}; by the definition of IL;, <y—25.

Therefore, |0™) ¢ [th<y—26)x 7 is a superposition of states {|a;)}.p;<y—25 and {]a§10)>}j
Second, we analyze |1miq,0). By the definition of ‘wmzd>x 7. the state [0™) & ‘wmid>x 7 is in the

subspace Spid, which is the subspace spanned by {S;};..e(y-25)- We define [¢];; ) cxz % that

Gi»’Y ’0m>C ‘wmzd> ‘Ot00>ph,th,in = Z ‘wmzd 5>C X, Z ‘ >ph,th,in '
s€{0,1}t+2

Since each subspace S; is invariant under the projections II;, and II; gy, each [/ is also

mzd 3>C X.Z

|y is in the subspace Sid-

in the subspace Sp;q. In particular, |0™)s |77mid,0>x7z = mid,0t01>c7x,z
That is, [0™) ¢ [mid,0)x z i @ superposition of {|a;)};.pe(—26.7)-
Third, we can see that || [fother,0)x 7z || = negl(n) from Eq. 7and that || [{,, < _o5)F¥0.5,) || =

negl(n).
Combining the above together with Eq. 10, we can write

j: (10)
’ >CW}0 X,Z — E : d ‘04] CXZ+ d j >CXZ+’1/}67‘T‘O>CXZ (12)
Jpi<y

10)

for some d;, dg- € Cand a state [{¢,,.0) o xz'

we remark that the first term comes from both |2<y—25] [0™) ¢ [V<y—26)x 7z and Zo [0™) & [mid0),

=20 |0™) & |Mother,0)x 7z Whose norm is negl(n). Here,

and the second term comes from |z<,_as|[0™) [V<y—26)x 7
By the definition of II; 4, we have

(0™ (vholx z Liout [0™) ¢ th0) x 7
| 1Y0)x z I

|Cl---ci—100i+1---cm>c |1,Z)0>X
| 1Yo)x z |
where c_; denotes cy...c;—1Ci11...Cm

By Lemma 3.4, we can see that (a;| IL; out |rjr) = 0 for all j # j" and II; g |Oéj(1o)> = 0 for all j.
By substituting Eq. 12 for Eq. 13, we have

(13)

Pr [Mxi olU Z ¢ Acckhyi] =

c1..-¢;—10¢;11...com,
Pr [Mxi oU’ 1 10¢i41--Cm) ¢ [Y0)x 7 A ky]

IY0)x.z

1
= m Z |dj|2 <Oéj| Hi,OUt |Oéj> + Z ( <Oé]| HZ out W)err 0> <¢err0| Hi,OUt |Oéj>)
0/X.2 Jpi<y Jpi<y
< 7 + negl(n)
where the last inequality follows from Jips<y |d;|? < | [v0)x 7 |? and || ’wer?“0>c,x,z || = negl(n).

2m—1

This immediately implies the forth claim considering that the number of possible ¢_; is and

m = O(logn).
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Proof of the fifth claim. By a similar argument to the one in the proof of the forth claim, we
can write

11)
0™ lxz= Y. dilojdoxz+ Z A1) W oxs  (14)
Jpi>y—26
where [¢) 1>C X,z is a state such that || [¢7,. 1>C7X’Z || = negl(n).

The algomthm Ext; is described below:

) ‘0m>c‘¢1>x,z) . : ‘0m>c|7/’1>x,z : . .
Ext; <7|||1/’1>x,z|| : Given Toxal 28 input, Ext; works as follows:

e Repeat the following procedure N = poly(n) times where N is specified later:

1. Perform a measurement {II; ou¢t, Icx,z — ILi out }. If the outcome is 0, ie, II; oyt is
applied, then measure the register X; in computational basis to obtain a;, outputs
a;, and immediately halts.

2. Perform a measurement {Il;,, Ic x,z — Ilin}.

e If it does not halts within IV trials in the previous step, output L.

By the definition of II; oy, it is clear that Ext; succeeds, (i.e., returns a; € Accy, ,,) if it does not
output L. Since the algorithm Ext; just alternately applies measurements {II; oy, Ic x.z — i out }
and {Il;,, Ic x,z —I1;»} and each subspaces S; and Tj(ll) are invariant under II;, and II; 4., we can
analyze the success probability of the algorithm separately on each subspace. Therefore, it suffices

to show that Ext; succeeds with probability 1 —negl(n) on any input |a;)y , such that p; > v —2§
or |a§-11)> for any j. First, it is easy to see that on input |a§-11)>, Ext; returns a; € Accy, ,, at the

first trial with probability 1 since we have <o¢§-11) | IL; out |oz]1-1> = 1. What is left is to prove that Ext;
succeeds with probability 1 — negl(n) on any input |a;)y , such that p; > v — 26.
By Lemma 3.4, it is easy to see that we have

@) xz = VPilBi)xz + V1—-Pi |5jl>x,z’
’ﬁj>x,z = \/I’—j’aﬁx,z + V1 =pj ’aﬁx,z‘

Let P, and Pk be the probability that Ext; succeeds within k trials starting from the initial
state \a]>x z and \a ) respectively. Then by the above equations, it is easy to see that we have

Py = P;- =0 and

X,Z’

Py = (1_27]) Pk—i—(l—p])p]Pk,
Ppyy = (1 —pj) +pj(1 = pj)Pe + P3Py

Solving this, we have
Py =1—(1-2p; +2p})" 11 —p)).

Since we assume p; > 7 —2 > 3% = 1/poly(n), we have 1—2pj+2p? = 1—1/poly(n). Therefore
if we take N = poly(n) sufficiently large, then Py = 1 — negl(n). This means that Ext; succeeds
within IV steps with probability 1 — negl(n) starting from the initial state |a;)y ,. This completes
the proof of the fifth claim and the proof of Lemma 3.5. ’ O
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In Lemma 3.5, we showed that by fixing any ¢ € [m], we can partition any prover’s state \¢>X7Z
into |¢0>X7z, |¢1>X,Zv and |¢e7‘r>x,z with certain properties. In the following, we sequentially apply
Lemma 3.5 for each i € [m] to further decompose the prover’s state.

Lemma 3.6. Let m, o, T be as in Lemma 5.5, and let ; < %, 2%,...,%] for each i € [m)].
For any c € {0,1}™, a state |¢>X7Z can be partitioned as follows.

|¢>X,Z = |¢01>X,Z + |¢51702>X7Z +ot |¢51,~~75m71,6m>x7z + |¢E1,...,Em>x7z + |¢err>X,Z

where the way of partition may depend on the choice of ¥ = v1...Ym. Further, the following properties
are satisfied.

1. For any fized 4 and any c, i € [m] such that ¢; = 0, we have

‘Om>c ’7/}517---,Ei7170>x,z

’ ’1/}517---752'7170>X7Z ’

Pr [Mxi oU € Acckhyi] < 2™ 1yg + negl(n).

2. For any fixed 4 and any c, i € [m] such that ¢; = 1, there exists an efficient algorithm Ext;

such that

0™ ¢ Ve, e-11)

Pr | Ext; SRR P € Acck, 4, | =1 — negl(n).
” ‘¢517---7Ei71,1>x,z ”

3. For any fized 4, we have E.[|| [Yz,,. an)x 7 I} < 27™.

4. For any fized c, we have E5| [terr)x 7 7] < % + negl(n).

5. For any fized i and c there exists an efficient quantum algorithm H . that is given \¢>X7Z

' [%&1,....6,_1,¢;)
as input and produces Moa Xz
C1,e--

7 with probability I Yer,..cic1.ei)x 7 |? ignoring a global

Ci__1,C;
1—1> Z>X,Z

phase factor.

Proof. We inductively define |¢61>X,Z""’|¢51,~~,Em>x 7 as follows.
First, we apply Lemma 3.5 for the state ]1/1>X’Z with v = ;1 to give a decomposition

Wixz = 1o)x z + ¥1)x z + [Werr)x 7

where |{e,r,1)x 7 corresponds to |¢err>x,z in Lemma 3.5.
For each i = 2,...,m, we apply Lemma 3.5 for the state ]1/1517___751.71>XZ with v = v; to give a
decomposition

|7p517~~75i71>x7z = |¢517~~~75i7170>x,z + |7p51,m,5i71,1>x7z + |¢6W,i>x7z
where |¢61,...,Ei,1,0>x’zy |¢517~~~75i—171>X,Z’ and |¢err,i>x7z corresponds to |¢0>X,Z’ |¢1>X,Z’ and |¢err>x7z
in Lemma 3.5, respectively.
Then it is easy to see that we have
|¢>X,Z = |¢01>X,Z + |¢51702>X,Z +oee Tt |¢51,~~,5m71,6m>x7z + |¢E1,~~,Em>x,z + |¢err>X,Z

where we define [Verr)x 7 = 20 [Yerri)x z-
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The first and second claims immediately follow from the forth and fifth claims of Lemma 3.5
and ; < g for each i € [m)].

By the third claim of Lemma 3.5, we have Eq, ||| ‘¢517___7Ei>x7z Il < %Ecl___CFl Il [Yer....e1)
Ths implies the third claim.

By the first claim of Lemma 3.5, we have Ev,[[| [Verri)x g 1] < £ + negl(n). The forth claim
follows from this and the Cauchy-Schwarz inequality.

Finally, for proving the fifth claim, we define the procedure H; . as described in Procedure 2
We can easily see that Hj . satisfies the desired property by the second claim of Lemma 3.5.

x.z Il

Procedure 2 H; .

On input |1,Z)>X7Z, it works as follows:
For each i =1, ..., m, it applies

1. Prepare registers C, (phy,thy,iny),..., (phm,thy,in,,) all of which are initialized to be
|0).

2. For each ¢ =1, ..., m, do the following:
(a) Apply Gi., on the quantum state in the registers (C, X, Z, ph;, th;,in;).

(b) Measure the registers (ph;, th;,in;) in the computational basis.

(c) If the outcome is 0’c;1, then it halts and returns the state in the register (X, Z). If
the outcome is 0'¢;1, continue to run. Otherwise, immediately halt and abort.

Given Lemma 3.6, we can start proving Theorem 3.3.

Proof of Theorem 3.3. First, we recall how a cheating prover characterized by (Uy, U) works. When
the first message k is given, it first applies

Y
Uo |0>X7z 0)v k) LA W(k’,y»xz k) -

to generate the second message y and W(kay»x,z- Then after receiving the third message c, it
applies U on [c)q [¢(k,y))x z and measures the register X in the computational basis to obtain
the forth message a. In the following, we just write |¢)x 5 to mean [1)(k,y))x 5 for notational
simplicity. Let M; g, d; y;,c; be the measurement that outpulcs the verification result of the value in
the register X; w.r.t. k;,td;, y;, c;, and let My, g, . be the measurement that returns T if and only
if M; i, td;,yi,c; Teturns T for all i € [m] where k = (ki,...,kp), td = (tdi,...,tdy), ¥ = (Y1, s Ym)
and ¢ = (¢, ..., ¢y ). With this notation, a cheating prover’s success probability can be written as

Pr [Mk,td,y,cU |C>C |71Z)>X 7~ T]'
k,td,y,c ’

Let 70, 4, and T be as in Lemma 3.6. According to Lemma 3.6, for any fixed 4 and ¢ € {0,1}"™,
we can decompose |¢)x 7 as

W}>x7z = ‘¢cl>x,z + W}El,cg>x7z +eee ‘¢E1,...76m717cm>x,z + ‘¢E1,---76m71,6m>x7z + W}err>x,z .
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To prove the theorem, we show the following two inequalities. First, for any fixed 4, i € [m)],
¢ € {0,1}™ such that ¢; = 0, k;, td;, and y;, we have

U |C>C |¢517~~~75i7170>X,Z

=T
H |¢El,---75i7170>x7z H

< 2™ 1y + negl(n). (15)

Pr [Mivkiytdiyyivo o

This easily follows from the first claim of Lemma 3.6
Second, for any fixed 4, i € [m], and ¢ € {0,1}" such that ¢; = 1,

E ‘C>C ‘wélv---@;hﬁx,z
k,td,y

=T
H ’1/}517---752'7171>X7Z ”

= negl(n) (16)

| |71Z)517...,Ei7171>X,Z ||2 Pr [thi,tdi,yi,l oU

assuming the quantum hardness of LWE problem.
For proving Eq. 16, we consider a cheating prover against the original Mahadev’s protocol on
the i-th corrdinate described below:

1. Given k;, it picks k_; = ky...ki—1, ki+1, ..., ki as in the protocol and computes Uy \O>X’Z 10)y 1K)k
and measure the register Y to obtain y = (yi,...,ym) along with the corresponding state

Vyxz =Yk, y))x 7

‘¢Ely~'~a6i71a1>xyz

2. Apply Hj . to generate the state Moa
1,

T which succeeds with probability || |1z, ,...z_1,1)x 1%
cCi1s X,Z )

(ignoring a global phase factor). We denote by Succ the event that it succeeds in generating
the state. If it fails to generate the state, then it overrides y; by picking it in a way such that
it can pass the test round with probability 1, which can be done according to Fact 1. Then
it sends y; to the verifier.

3. Given a challenge ¢}, it works as follows:

e When ¢, = 0 (i.e., Test round), if Succ occurred, then it runs Ext; in the second claim
0™ clvder,.ei_1.1)x 5

of Lemma 3.6 on input to generate a forth message accepted with

Mey.z_ 1105 gl
probability 1 — negl(n). If Succ did not occur, then it returns a forth message accepted
with probability 1, which is possible by Fact 1.

. . . o) cler,.eiq.,1)
e When ¢, =1 (i.e., Hadamard round), if Succ occurred, then it computes U ||sz : L%z
Cq,-

gl
and measure the register X; to obtain the forth message a;. If Succ did not occur, it
just aborts.

Then we can see that this cheating adversary passes the test round with overwhelming probability
and passes the Hadamard round with the probability equal to the LHS of Eq. 16. Therefore, Eq. 16
follows from Lemma 3.1 assuming the quantum hardness of LWE problem.

Now, we are ready to prove the theorem. As remarked at the beginning of Sec. 3.3, it suffices
to show that for any u = 1/poly(n), there exists m = O(log(n)) such that the success probability
of the cheating prover is at most u. Here we set m = log “—12, 70 = 272" and T = 2™. Note that

this parameter setting satisfies the requirement for Lemma 3.6 since m = log u% = log(poly(n)) =
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O(logn) and 2 = 273" = 15 = 1/poly(n). Then we have

Pr [Mk,td,y,c oUlec)g W>x,z = T}

k,td,y,c
= m(fic’A [Mk tdy,c o Ulc) (Z Ve ,...e 1761>X 7zt [Ve,...c >X 7zt [Verr)x ) =T
|C>C |¢517~~~,Ei7170i>x Z
< (m+2 Pz i 1,Ci Pr | My, 14 olU = =TT
( )k Ad,y,6% Z ” ‘ C1,04,Ci—1,Ci >X Z ” [ td,y,c © H ’1/}61"”761_71’02_>X7Z H
|C>C |¢E ,...,Em>X VA
+ [ Yz, >XZ” Pr | Mjtdy.coU . — =T
H |¢517---75m>X,Z
|C>C |¢67‘7‘>XZ
+ | [err)x z [IP Pr | Mya y,e 0 Umrm———= =T
| Werr)x z I

| >C|71Z)61, Ci— 1701>XZ

Z ” ‘¢01, +Ci—1,C >XZ ”2 Pr Zk'utduyucz =T
R T———

< (m+2)
k d,ycm/

+ H |¢61, -C >X Z ||2 + H |7;Z)err>XZ ||2]

2

< (m+2)(m(2™ 5o + negl(n)) + 27" 4+

7 +negl(n))

< poly(log ™ ') u® + negl(n).

The first equation follows from Lemma 3.6. The first inequality follows from Lemma 2.1. The
second inequality holds since considering the verification on a particular coordinate just increases
the acceptance probability and probabilities are at most 1. The third inequality follows from Eq. 15
and 16, which give an upper bound of the first term and Lemma 3.6, which gives upper bounds
of the second and third terms. The last inequality follows from our choices of vy, T', and m. For
sufficiently large n, this can be upper bounded by u. O

4 Two-Round Protocol via Fiat-Shamir Transform

In this section, we show that if we apply the Fiat-Shamir transform to m-parallel version of the
Mahadev’s protocol, then we obtain two-round protocol in the QROM. That is, we prove the
following theorem.

Theorem 4.1. Assuming LWE assumption, there exists a two-round CVQC protocol with over-
whelming completeness and negligible soundness error in the QROM.

Proof. Let m > n be a sufficiently large integer so that m-parallel version of the Mahadev’s protocol
has negligible soundness. For notational simplicity, we abuse the notation to simply use V;, F;, and
Vout to mean the m-parallel repetitions of them. Let H : Y — {0, 1} be a hash function idealized
as a quantum random oracle where X’ is the space of the second message y and ) = {0,1}"™. Our
two-round protocol is described below:

First Message: The verifier runs V; to generate (k,td). Then it sends k to the prover and keeps
td as its state.
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Second Message: The prover runs P, on input & to generate y along with the prover’s state |stp).
Then set ¢ := H(y), and runs Py on input |stp) and y to generate a. Finally, it returns (y, a)
to the verifier.

Verification: The verifier computes ¢ = H(y), runs Vout(k, td, y, ¢, a), and outputs as Vo, outputs.

It is clear that the completeness is preserved given that H is a random oracle. We reduce the
soundness of this protocol to the soundness of m-parallel version of the Mahadev’s protocol. For
proving this, we borrow the following lemma shown in [DFMS19].

Lemma 4.2 ([DFMS19, Theorem 2]). Let Y be finite non-empty sets. There exists a black-box
polynomial-time two-stage quantum algorithm S with the following property. Let A be an arbitrary
oracle quantum algorithm that makes q queries to a uniformly random H :Y — {0,1}™ and that
outputs some y € Y and output a. Then, the two-stage algorithm S* outputs y € Y in the first
stage and, upon a random c € {0,1}™ as input to the second stage, output a so that for any r, € X
and any predicate V :

1
O(¢?)

: s o411
Pr [V Hp), o) : (r0) & A7) —

where (y,a) & (SA, ¢) means that SA outputs y and a in the first and second stages respectively on
the second stage input c.

We assume that there exists an efficient adversary A that breaks the soundness of the above
two-round protocol. We fix x ¢ L on which A succeeds in cheating. We fix (k,td) that is in the
support of the verifier’s first message. We apply Lemma 4.2 for A = A(k) and V = Ve (k,td, -, -, +),
to obtain an algorithm S*®*) that satisfies

Pr [ Vour (k. td,y,c,0) : () & (S0, c)|

1 $ H 1
<— . _
<o) b [Vouhstos Hw). ) - (o) & AT — g
Averaging over all possible (k,td), we have
. $ A(k)

Pr [Vow(k.td.y.c.0) - (y.a) & (§40).)]
<1 p [Vourk. 4,4, H(y),a) : a)ﬁAH(k)}—;
_O(q2) ktd, H out{”,1d, Y, Y), Y, 2m+1q'

Since we assume that A breaks the soundness of the above two-round protocol,

o [ Vou(k .y H(y).0) : (y.) & A" (k)]

is non-negligible in n. Therefore, as long as ¢ = poly(n),

Pr | Voulk:td,y.c",0) : (y,a) & (SA0), )]
k,td,c*

is also non-negligible in n. Then, we construct an adversary B that breaks the soundness of parallel
version of Mahadev’s protocol as follows:

Second Message: Given the first message k, B runs the first stage of SA*) to obtain y. It sends
y to the verifier.
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Forth Message: Given the third message ¢, B gives ¢ to SA*) as the second stage input, and let
a be the output of it. Then B sends a to the verifier.

Clearly, the probability that B succeeds in cheating is

Pr [ Vou(k,td,y',a) s (,0) & (840,
,td,c*

which is non-negligible in n. This contradicts the soundness of m-parallel version of Mahadev’s

protocol (Theorem 3.3). Therefore we conclude that there does not exists an adversary that succeeds
in the two-round protocol with non-negligible probability assuming LWE in the QROM. U

5 Making Verifier Efficient

In this section, we construct a CVQC protocol with efficient verification in the CRS+QRO model
where a classical common reference string is available for both prover and verifier in addition to
quantum access to QRO. Our main theorem in this section is stated as follows:

Theorem 5.1. Assuming LWE assumption and existence of post-quantum iO, post-quantum FHE,
and two-round CVQC protocol in the standard model, there exists a two-round CVQC protocol for
QTIME(T) with verification complezity poly(n,logT) in the CRS+QRO model.

Remark 1. One may think that the underlying two-round CVQC protocol can be in the QROM
instead of in the standard model since we rely on the QROM anyway. However, this is not the
case since we need to use the underlying two-round CVQC in a non-black boxr way, which cannot
be done if that is in the QROM. Since our two-round protocol given in Sec. 4 is only proven secure
i the QROM, we do not know any two-round CVQC protocol provably secure in the standard
model. On the other hand, it is widely used heuristic in cryptography that a scheme proven secure
in the QROM 1is also secure in the standard model if the QRO 1is instantiated by a well-designed
cryptographic hash function such as SHA-3. Therefore, we believe that it is reasonable to assume
that a standard model instantiation of the scheme in Sec. 4 with a concrete hash function is sound.

Remark 2. One may think we need not assume CRS in addition to QRO since CRS may be replaced
with an output of QRO. This can be done if CRS is just a uniformly random string. Howewver, in
our construction, CRS is non-uniform and has a certain structure. Therefore we cannot implement

CRS by QRO.
5.1 Preparation

First, we prepare a lemma that is used in our security proof.

Lemma 5.2. For any finite sets X and Y and two-stage oracle-aided quantum algorithm A =
(A1, A2), we have

Pr [1 & A (Ist),2) : sta) & A{f()] —Pr [1 & ATEC (st 4) 2) ¢ Jsta) & A{f()] < 2!
where z < {0,1}, H < Func({0,1}* x X,Y), G < Func(X,Y), Hlz,G] is defined by

H(z, G)(7,x) = {lff((gcz2 x) Z; -

where q1 denotes the maximal number of queries by Aj.

This can be proven similarly to [SXY18, Lemma 2.2]. We give a proof in Appendix A for
completeness.
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5.2 Four-Round Protocol

First, we construct a four-round scheme with efficient verification, which is transformed into two-
round protocol in the next subsection. Our construction is based on the following building blocks:

e A two-round CVQC protocol Il = (P = P,V = (V1,Vout)) in the standard model, which
works as follows:

Vi: On input the security parameter 1" and x, it generates a pair (k,td) of a“key” and
“trapdoor”, sends k to P, and keeps td as its internal state.
P,: On input x and k, it generates a response e and sends it to V.

Vout: On input z, k, td, e, it returns T indicating acceptance or L indicating rejection.

A post-quantum PRG PRG : {0,1}% — {0, 1} where ¢, is the length of randomness for V.

An FHE scheme IIgye = (FHE.KeyGen, FHE.Enc, FHE.Eval, FHE.Dec) with post-quantum CPA
security.

A strong output compressing randomized encoding scheme IIgg = (RE.Setup, RE.Enc, RE.Dec)
with post-quantum security. We denote the simulator for IIgg by Sre.

A SNARK TIsyark = (Psnark, Vsnark) in the QROM for an NP language Lgnak defined below:

We have (x, pkee, Ct, ct’) € Lgnark if and only if there exists e such that ct’ = FHE.Eval(pkee,
Clz, e],ct) where C[z, €] is a circuit that works as follows:

Clz,€](s): Given input s, it computes (k,td) < V4(1", z; PRG(s)), and returns 1 if and only
if Vout(z,k,td,e) = T and 0 otherwise.

Let L be a BPP language decided by a quantum Turing machine QTM (i.e., for any = €
{0,1}*, =z € L if and only if QTM accepts z), and for any T, Ly denotes the set consisting
of x € L such that QTM accepts x in T steps. Then we construct a 4-round CVQC protocol
(Setupesr, Pefr = (Pefr 2, Pefra), Vet = (Verr,1, Vefr,3, Veffout)) for L in the CRS+QRO model where
the verifier’s efficiency only logarithmically depends on T'. Let H : {0,1}?" x {0,1}?" — {0,1}" be
a quantum random oracle.

Setupeg(1™): The setup algorithm takes the security parameter 1" as input, generates crsye & {0, 1}
and computes eke & RE.Setup(17, 1¢, crs,e) where ¢ is a parameter specified later. Then it

outputs a CRS for verifier crsy,, := ek, and a CRS for prover crsp, := crsee. 10
Vﬁ,f Given crsy,, = eky and z, it generates s & {0,1}% and (pkeye, skne) < FHE.KeyGen(1™),

computes ct < FHE.Enc(pkge, s) and m & RE.Enc(ekpe, M, s,T") where M is a Turing
machine that works as follows:

M (s): Given an input s € {0,1}%, it computes (k, td) < V;(1", z; PRG(s)) and outputs k

and 7" is specified later. Then it sends (m, PKehes Ct) to Per and keeps skee as its internal
state.

We note that we divide the CRS into crsy,, and crsp,, just for the verifier efficiency and soundness still holds
even if a cheating prover sees crsy.
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Pﬁ ot Given crsp, = crsee,  and the message (Minp, pke,e, ct) from the verifier, it computes k <

€
RE.Dec(crsre,m), e & Py(z,k), and ct’ + FHE.Eval(pkg,, Clz, €], ct) where Clz, €] is a
classical circuit defined above. Then it sends ct’ to P and keeps (pkee, ct,ct’, €) as its state.

Veﬁg Upon receiving ct’, it randomly picks z & {0,1}?" and sends z to Pe.

((x, pkepe, Ct,ct’), €) and sends Tgnark 10 Vs

H .. . $ H(z,)
Pefr, 4 Upon receiving z, it computes Tsnark < Py

VH . Tt returns T if VH(Z")

eff,out” snark
otherwise.

((x, pkehes €ty ct’), Trsnark) = T and 1 < FHE.Dec(skgpe,ct’) and L

Choice of parameters.

e We set ¢ to be an upper bound of the length of k where (k,td) & Vi(1", z) for x € Ly. We
note that we have ¢ = poly(n,T).

e We set 7" to be an upperbound of the running time of M on input s € {0,1}% when = € L.
We note that we have 7" = poly(n,T).

Verification Efficiency. By encoding efficiency of Ilgg and verification efficiency of Ilsnyark,
Vefr Tuns in time poly(n, |z|,log T).

Theorem 5.3 (Completeness). For any x € L,
Pr [(Pi(crsp), Vet (crsv)) () = L] = negl(n)

where (crsp,y, crsy,, ) < Setupeg(17).
Proof. This easily follows from completeness and correctness of the underlying primitives. O

Theorem 5.4 (Soundness). For any x ¢ Ly any efficient quantum cheating prover A,
Pr [(AH(chPeﬁ,CI’SVeﬁ), Veﬁ(crs‘/efr»(x) = T] = negl(n)

where (crsp., crsy,.) < Setupeg(17).

Proof. We fix T and x ¢ Lp. Let A be a cheating prover. First, we divides A into the first stage
Aji, which is given (crsp,,crsy,,) and the first message and outputs the second message ct’ and
its internal state |st4), and the second stage Az, which is given the internal state |st4) and the
third message and outputs the fourth message mgnark. We consider the following sequence of games
between an adversary A = (A1, A2) and a challenger. Let ¢; and g2 be an upper bound of number
of random oracle queries by A; and As, respectively. We denote the event that the challenger
returns 1 in Game; by T;.

Game;: This is the original soundness game. Specifically, the game runs as follows:

1. The challenger generates H <~ Func({0,1}2" x {0,1}2",{0,1}"), crspe < {0,1}¢, s <&

{0, 1}, and (pkpe, Skehe ) & FHE.KeyGen(1™), and computes ekye & RE.Setup(17™, 1¢, crs,e),
ct & FHE.Enc(pkghe, 5), and Minp < RE.Enc(eke, M, s, T").
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2. A{{ is given crsp, := crspe, crsy,, = eky and the first message (Minp, pkepe, ct), and
outputs the second message ct’ and its internal state |st4).

3. The challenger randomly picks z < {0,1}?".

4. Al is given the state |st4) and the third message z and outputs Tsnark-

5. The challenger returns 1 if Vsﬂi")((az, PKhe, €ty €t'), Tenark) = T and 1 «— FHE.Dec(skipe, ct’)
and 0 otherwise.

Games: This game is identical to the previous game except that the oracles given to Ag and Vinark
are replaced with H[z, G] and G in Step 4 and 5 respectively where G <~ Func({0,1}2",{0,1}")
and H[z,G] is as defined in Lemma 5.2. We note that the oracle given to A; in Step 2 is
unchanged from H.

Games: This game is identical to the previous game except that Step 4 and 5 are modified as
follows:

4. The challenger runs e < Ext™ [H’|St““>’z]((x, Pkene, Ct, ct’), 192,1™) where AL[H, st4, 2] is an
oracle-aided quantum algorithm that is given an oracle G and emulates Af [ (Ista),z).

5. The challenger returns 1 if e is a valid witness for (x, pkge,ct,ct’) € Lgpark and 1 <
FHE.Dec(skfhe, ct’) and 0 otherwise.

Gamey: This game is identical to the previous game except that Step 5 is modified as follows:

5. The challenger returns 1 if e is a valid witness for (x, pkg,e, ct, ct’) € Lgnark, and Voue(z, k, td, €) =
T where (k,td) <& V(1" 2; PRG(s)) and 0 otherwise.

Games: This game is identical to the previous game except that ct is generated as ct & FHE.Enc(pkfhes
02") in Step 1.

Gameg: This game is identical to the previous game except that crse, ekye, and m are generated in
a different way. Specifically, in Step 1, the challenger computes (k,td) & Vi(1™", x; PRG(s)),
(crsre,m) & Sre(17, 1M1 18 k. T*), and ekye & RE.Setup(17™, 1¢, crs,e) where T* is the
running time of M (inp). We note that the same (k,td) generated in this step is also used in
Step 5.

Gamey;: This game is identical to the previous game except that PRG(s) used for generating (k, td)
in Step 1 is replaced with a true randomness.

This completes the descriptions of games. Our goal is to prove Pr[T;] = negl(n). We prove
this by the following lemmas. Since Lemmas 5.8, 5.9, and 5.10 can be proven by straightforward
reductions, we only give proofs for the rest of lemmas.

Lemma 5.5. We have | Pr[Ty] — Pr[Ty]| < ¢;2-(+1).
Proof. This lemma is obtained by applying Lemma 5.2 for B = (B1, By) described below:

BY1(): Tt generates crs,e < {0,1}¢, s <= {0,1}%, and (pkgne, ske) < FHE.KeyGen(1™), computes
ekre < RE.Setup(17™, 1¢, crse), ct & FHE.Enc(pkehe, ), m & RE.Enc(ekse, M, s, T"), and
ct < FHE.Enc(pkeye, 5), and sets crsp,, = Crsee and crsy,, := ekre. Then it runs (ct’, [st4)) &
A9 (crsp,, crsy,., (m, pkee, Ct)), and outputs |stp) := (|st4) ,x,]\/4;,ct,ct’,sk,che).11

H(lassical strings are encoded as quantum states in a trivial manner.
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8202(|st3> ,2): It runs mgnark & A202(|stA>), and outputs 1 if Vs?azr(kz")((;n, PKehe, Cty '), Tonark) = T
and 1 + FHE.Dec(skgpe, ct’) and 0 otherwise.

0

Lemma 5.6. If llsyark satisfies the extractability and Pr[Ta] is non-negligible, then Pr[Ts3] is also
non-negligible.

Proof. Let transs be the transcript of the protocol before the forth message is sent (i.e., transg =
(crsp, sy, Minp, PKehe, Ct', 2)). We say that (H, skne, transg, [st4)) is good if we randomly choose

G < Func({0,1}2,{0,1}") and run menark < Af[z’G}ﬂstA)) to complete the transcript, then the

transcript is accepted (i.e., we have VS, (@, pKehe, Ct, Ct'), Tonark) = T and 1 <— FHE.Dec(skhe, ct’))

with non-negligible probability. By a standard averaging argument, if Pr[Ts] is non-negligible, then
a non-negligible fraction of (H,skhe, transg, |st4)) is good when they are generated as in Games.
We fix good (transs, skene, [st4)). Then by the extractability of Ilsyark, Ext succeeds in extracting
a witness for (z, pkge, ct, ct’) € Lgnark With non-negligible probability. Moreover, since we assume
(H, skene, transs, [st4)) is good, we always have 1 <— FHE.Dec(skhe, ct’) (since otherwise a transcript
with prefix transg cannot be accepted). Therefore we can conclude that Pr[Ts] is non-negligible. [

Lemma 5.7. We have Pr[T4] = Pr[T3].

Proof. 1f e is a valid witness for (z, pkene, Ct, ct’) € Lgnark, then we especially have ct’ = FHE.Eval(pkg,.,
C[z, €], ct). By the correctness of gy, we have FHE.Dec(skne, ct’) = Clz, e](s) = (Vout(x, k, td, €) Z
T) where (k,td) < Vi (1", z; PRG(s)). Therefore, the challenger returns 1 in Gamey if and only if
it returns 1 in Games. O
Lemma 5.8. If Ilgne is CPA-secure, then we have | Pr[Ts] — Pr[T4]| < negl(n).

Lemma 5.9. If IIgg is secure, then we have | Pr[Tg] — Pr[Ts]| < negl(n).

Lemma 5.10. If PRG is secure, then we have | Pr[T7] — Pr[Tg]| < negl(n).

Lemma 5.11. If (P, V) satisfies soundness, then we have Pr[T7] < negl(n).

Proof. Suppose that Pr[T7] is non-negligible. Then we construct an adversary B against the under-
lying two-round protocol as follows:

B(k): Given the first message k, it generates H < Func({0, 1}27x{0,1}2",{0,1}"), G < Func({0,1}2",
{0,137), 2 & {0,1}27, (k,td) & VA(1", 23 PRG(S)), (crSre, Minp) < See(17, 1M1 16 &, T%),
ekre <~ RE.Setup(1™, 1%, crsye), and (pkge, skine) <~ FHE.KeyGen(1™), computes ct <~ FHE.Enc(
Pkene, 027), and sets crsp,. = crsge and crsy,. := ekye. Then it runs (ct’, [st4)) < A (crsp,, crsy,,,
x, (m, ke, ct)) and e < Ext2HIst4)2] (1 pke.o, ct, ct’), 192,17) and outputs e.

Then we can easily see that the probability that we have Vo (z, k, td, €) is at least Pr[T7]. Therefore,
if the underlying two-round protocol is sound, then Pr[T7] = negl(n). O

By combining Lemmas 5.5 to 5.10, we can see that if Pr[T1] is non-negligible, then Pr[T7] is also
non-negligible, which contradicts Lemma 5.11. Therefore we conclude that Pr[T;] = negl(n). O
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5.3 Reducing to Two-Round via Fiat-Shamir

Here, we show that the number of rounds can be reduced to 2 relying on another random oracle.
Namely, we observe that the third message of the scheme is just a public coin, and so we can
apply the Fiat-Shamir transform similarly to Sec.4. In the following, we describe the protocol for
completeness.

Our two-round CVQC protocol (Setupes.fs, Pefr-fs, Vef-ts = (Vefr-fs 1, Veff-fsout)) for Lp in the
CRS+QRO model is described as follows. Let H : {0,1}?" x {0,1}*® — {0,1}" be a quantum
random oracle and H’ : {0,1}% — {0,1}?" be another quantum random oracle where £ is the
maximal length of ct’ in the four-round scheme and ¢ and T” be as defined in the previous section.

Setupeg.(1™): The setup algorithm takes the security parameter 1" as input, generates crsy. &

{0,1}* and computes ek & RE.Setup(1™, 1%, crsee). Then it outputs a CRS for verifier

Crsy.q.. ‘= ekre and a CRS for prover crsp, . := crspe.

ff-fs ff-fs

Veﬁlgll: Given crsy,, . = ekre and z, it generates s & {0,1} and (pkge, skine) <~ FHE.KeyGen(1™),

computes ct < FHE.Enc(pkg,s) and m & RE.Enc(ekye, M, s,T") where M is a Turing
machine that works as follows:
M(s): Given an input s € {0, 1}, it computes (k,td) < Vi (1", z; PRG(s)) and outputs k.

Then it sends (m, PKehes Ct) 10 Pefr.fs and keeps skge as its internal state.

! —_—
PGI;IF’_ZQ: Given crsp,,, = crsye, « and the message (Minp, Pkee, Ct) from the verifier, it computes

k « RE.Dec(crsre,m), e & Py(z,k), and ct’ « FHE.Eval(pkee, Clz, €], ct) where Clz, €]

is a classical circuit defined above. Then it computes z := H'(ct'), computes Tgnark &
H(z,
Psna(rzk )((337 pkfhe7Ct7Ct/)7 6) and sends (Ctlaﬂ—snark) t0 Vefr_fs.
Vbt e Tt tes z := H'(ct’) and returns T if V1o (@, peye, ct, ct! =T and 1
eff-fsout’ 1t computes z = (ct’) and returns T if V"7 ((x, pKepes Ct, Ct'), Tgpark) = T an «—

FHE.Dec(skfhe, ct’) and L otherwise.

Verification Efficiency. Clearly, the verification efficiency is preserved from the protocol in
Sec. 5.2

Theorem 5.12 (Completeness). For any x € L,

H,H H,H
Pr | (Pl s, (crspg)s Vegrlrs (Crsvge)) (@) = J—] = negl(n)

$
where (Crspg ., Crsve,) < Setupegr(1™).

ff-fs ? ff-fs )

Theorem 5.13 (Soundness). For any x ¢ Ly any efficient quantum cheating prover A,

/ H,H'
Pr [<AH7H (CrsP g TSV )s Vegrlgs (Crsviges)) () = T] = negl(n)

$
where (CrSPeFf-fs’ CrsVeff-fs) < Setupesr_(1")-

This can be reduced to Theorem 5.4 similarly to the proof of soundness of the protocol in Sec. 4.
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A  Proof of Lemma 5.2

Here, we give a proof of Lemma 5.2. We note that the proof is essentially the same as the proof of
[SXY18, Lemma 2.2].

Before proving the lemma, we introduce another lemma, which gives a lower bound for a
decisional variant of Grover’s search problem.

Lemma A.1 ([SY17, Lemma C.1]). Let g, : {0,1} — {0,1} denotes a function defined as g.(z) :=
1 and g.(2') := 0 for all 2 # z, and g, : {0,1}* — {0,1} denotes a function that returns 0 for all
inputs. Then for any quantum adversary B = (By,B2) we have

Pr[1 & By(lsts) , 2) | |sts) < B ()] — Pr[l & Ba(Jstg) , 2) | [sts) < BI()]| < g1 - 27271

where z < {0,1}* and q1 denotes the mazimal number of queries by Bj.

Then we prove Lemma 5.2.

Proof. (of Lemma 5.2.) We consider the following sequence of games. We denote the event that
Game; returns 1 by T;.

Game;p: This game simulates the environment of the first term of LHS in the inequality in the
lemma. Namely, the challenger chooses z < {0,1}¢, H & Func({0,1}* x X,)), A; runs with
oracle H to generate |st4), Az runs on input (|st4), z) with oracle H to generate a bit b, and
the game returns b.

Games: This game is identical to the previous game except that the oracle given to A; is replaced
with H|[z, G] where G < Func(X,)).

Gameg: This game is identical to the previous game except that the oracle given to A; is replaced
with H and the oracle given to As is replaced with H[z,G]. We note that this game simulates
the environment as in the second term of the LHS in the inequality in the lemma.

What we need to prove is | Pr[T;] — Pr[Ts]| < q12_%+1. First we observe that the change from
Gamesy to Gameg is just conceptual and nothing changes from the adversary’s view since in both
games, the oracles given to A; and Ay are random oracles that agrees on any input (2’,z) such
that 2z’ # 2 and independent on any input (z,x). Therefore we have Pr[T3] = Pr[T3]. What is left
is to prove |Pr[T;] — Pr[Ty]| < q12_§+1. For proving this, we construct an algorithm B = (B, B2)
that breaks Lemma 5.2 with the advantage | Pr[T;] — Pr[Ts] as follows:
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Bi]*(): It generates H < Func({0,1} x X,)) and G < Func(X,)), implements an oracle O; as

)

O1(7', 2) = {G(x? if g*(z') =1

H(Z,z) else

runs |sty) < .,4101() and outputs |stg) := [st4)
By(|stg) = |sta),z): It runs b < AX(|stg), z) and outputs b.

It is easy to see that if ¢* = ¢, then B perfectly simulates Game; for A and if ¢* = g,, then B
4
perfectly simulates Gamey for A. Therefore, we have | Pr[T1]—Pr[Ts]| < ¢127 27! by Lemma 5.2. [
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