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The no-masking theorem states that it is impossible to encode an arbitrary quantum state into the correla-
tions between two subsystems so that no original information about is accessible in the marginal state of either
subsystem. In this paper, we generalize this theorem to allow for failure of the protocol. We then bound the
performance of a masking protocol when we are allowed a (probabilistic) approximate protocol.

I. INTRODUCTION

A quantum cloning machine, that can make perfect copies
of an arbitrary quantum state, is forbidden by the structure
of quantum mechanics [1, 2]. This simple, yet profound,
phenomenon plays a central role in many quantum informa-
tion tasks, such as quantum teleportation [3, 4] and quantum
key distribution [5, 6]. This pioneering result has paved the
way for a number of similar no-go theorems, such as the no-
broadcasting theorem [7-9], the impossibility of a bit com-
mitment protocol [10, 11], the no-deleting theorem [12], and
the no-hiding theorem [13, 14]. On the other hand, the struc-
ture of quantum mechanics allows for several potential ap-
plications, such quantum key distribution [15, 16] and secret
sharing [17-19]. In essence, all these phenomena are conse-
quences of the superposition principle, along with the unitary
evolution of quantum mechanics. Importantly, each theorem
and task here sheds light on the boundary between the classi-
cal and the quantum worlds, which is of fundamental of inter-
est in physics.

An important classical protocol that enables secrete com-
munication is the one-time pad: here a classical message is
combined with a random key (of the same size) so that nei-
ther the message nor the key contains the original information.
However, the information if perfectly preserved in the corre-
lations between the message and the key [20]. It is natural to
consider the quantum analogue of the classical one-time pad.
That is, can quantum information be hidden from both sub-
systems and reside entirely in the correlation? Once again, the
answer turns out to be no. Recently, Ref. [21] showed that this
is impossible and named such phenomenon as the no-masking
theorem. As a by-product, this result implicates a quantum
version of the well-known impossibility of bit commitment
protocols [10, 11], i.e., the impossibility of a protocol that al-
lows the commitment of qubits. However, it turns out that,
while universal masking is impossible, the set of states that
can be masked is non-trivial [21-24]. Moreover, when one
allows for some trusted randomness in the protocol, the set of
maskable states grows [25, 26], even to a point where univer-
sal masking becomes possible. These non-trivial features of
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the no-masking theorem has generated significant interest in
the recent years [27-32].

When dealing with information-theoretic protocols, it is im-
portant to account for their robustness. That is, while making
an exact copy of a quantum state is forbidden, is it also for-
bidden to make an approximate copy? This question was ex-
amined by several authors [33, 34], who found that it is pos-
sible to make imperfect copies of a quantum state. Similarly,
others examined if probabilistic cloning of quantum states is
possible [35]. Then one natural question is to ask whether
approximate or probabilistic quantum masking machines are
allowed? If so, then some conditionally secure quantum qubit
commitment could also be possible. In this paper, we prove
that probabilistic universal masking is impossible and provide
bounds on the achievable fidelity for an approximate universal
masking machine. Finally, we show that this bound remains
intact if we make the approximate masker also probabilistic.
We begin by defining the masking protocol.

II. PRELIMINARIES

The masking protocols involves two parties, A and B. Let
Ha Hp be Hilbert spaces of dimension 7 > 2 and s > 2,
respectively. We denote the set of all pure states in Hx as
P(Hx), while D(H x) denotes all the density matrices of the
system X, and the set A = {|ax)a € Ha} is the set of mask-
able states.

Definition 1 An operation S is said to mask quantum in-
Sformation contained in states A by mapping them to states
{|¥k)a € Ha Q@ Hp} such that all the marginal states of
|U1) ap are identical, i.e.,

pa=Tra(|¥i)ap(¥r|) and pp=Tra(|¥r)an(¥r|), (1)

for all k. The masker can be modelled by a unitary operator
Us on AB, where B is an ancillary system in a fixed state |b):

S Uslag)alb)p = [Vi) . 2

One can think of the masker to be a triple M = (Us, pa, pB)-
An interesting goal is to determined the maximal set .S of
states that can be masked by a given masker.
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Theorem 1 [21] An arbitrary quantum state in P(H 4) cannot
be masked.

By linearity the proof also applies for masking states in
D(#H 4). The above theorem assumes that the initial state of B
is pure. This is because, as stated in Ref. [21], for more than
two parties masking is allowed [18, 19]. Indeed Refs. [25, 26]
have shown that if this initial state is allowed to be mixed,
i.e., there exists another system C' that purifies B, then uni-
versal masking is possible. The no-masking theorem states
there is no M that can mask all states in 7 4. Similarly to
the no-cloning theorem, this impossibility also stems from the
structure of quantum mechanics. However, for the no-cloning
theorem if we do not demand that the cloning protocol works
with certainty or precision it is possible to overcome the the-
orem, to some extent. Below, we extend the no-masking the-
orem to show the impossibility of probabilistic masking and
bound the performance of an approximate masker.

III. IMPOSSIBILITY OF PROBABILISTIC UNIVERSAL
MASKING

The first condition we relax is on the probability with which
masking process succeeds. We can do this by replacing the
unitary transformation Ug by a linear transformation Ls.

Definition 2 An operation S, is said to probabilistically
mask quantum information contained in states of set A
when Ug in Eq. (2) is replaced by a a completely-positive
and trace-decreasing linear transformation Ls, that maps
{lar)albyp € Ha @ Hp} to {pp|Vi)ap} where |Ui)ap €
P(Ha ® Hp) such that all of the marginal states of |V)ap
satisfy Eq. (1).

Here, Ls, is trace decreasing since the image occurs with
a probability less than unity. In other words, this masking
process is probabilistic, i.e., the process fails with probability
1 — py, for a given input |ay) 4. We also need to require that
Ls, is invertible, i.e., there exists mapping from [¥y) ap —
|ax) 4|b) p. Clearly, such a machine will be less powerful than
one that is guaranteed to achieve masking. We now show that
Ls, also cannot mask all states of P(H ).

Theorem 2 A probabilistic masker, that can mask all the
states in P(H 4), is impossible.

Proof. We prove this claim by contradiction. Suppose

(Ls,,pa,pB) is such a process. Without loss of generality,

we can assume pa = 7y Aj|7)(j], with A; > 0. Set
Ls,[1)[b)

=p1|V), Ls,[2)[b) = p2|¥s). &)

By assumption, |¥1),|Us) are linearly independent and can
be seen as two different purifications of p4. Therefore, they
can be written as the following form

01) Z\/—U l15), W) =

n

VNI, @)

where {|p;)}7_, and {|v;)}"_, are both orthonormal sets.
Now for any pair u;, v; € C, such that |u;|? + |v;|? = 1,

Ls, ((ui]1) +v;]2))[b)) = wip1|¥1) + vip2|¥2)  (5)

we get a nonzero vector as Lg, is invertible. Let IV; be the
normalization for this vector. By assumption, the resulting
states are purifications of p4 and thus can be expressed as

uip1|py) +Uzp2|’/7>
Z VAili) N (©)

This means that the set of states {M} are

orthonormal and for all 1 < j # k < n, we have
P1P2uT (Vi| 1) + P1paivi (pe|v;) = 0, here w; means the
complex conjugation of ;.

Particularly, choosing two sets (u1,v1) and (ug,vs) such
that w1 D1u2v2 1s not in R, then we have

’U,11)_1<I/k|,uj> + Ui <,LLk|Vj> =0, (7
w22 (Vi | f15) + Tava (pk|v;) = 0.

The condition ‘“u;D7u5v; is not in R* implies that the determi-
nant of the above coefficients is nonzero. Therefore, we can
deduce that (v4|p;) = 0 for all j # k. The states correspond-
ing to the images of Ls can be also viewed as purifications of
pp and by Eqgs. (4), we have

D Nl sl = ps =Y Melve) (val- ®)
7j=1 k=1

Calculating Tr(pp|ui){u|) by substituting pp in two ways,
we have \; = N[ (u|v1)|?, hence |{(p|v)|> = 1 for A, # 0
and |v;) = €¥|y;) for some 0; € [0,27] withl =1,2,...,n

This turns the coefficient in the numerator of Eq. (6) into
P1 ui—i—pgviewf. Using the fact that the states in Eq. (6) are also
purification of pg, we have equalities: |pyu; + pov;e?i|? =
|pru; + poviet®|? for all j,k € {1,2,...,n}. To see this, we
trace out system A of |®,), which gives us

1 = 1612
o = 77 Ll e Pl O

Comparing this with the pp in Eq. (8), we must have |pu; +
pavieti|? = N2 forall j € {1,2,...,n}. This is equivalent to

ulv_l( —if; _ 71'91@) +u—1,01( i0; _ i9k> =0 (10)
UQ'U_Q( 7,0] —e Z@k) +u_2U2( 19J _ elek) — O'
. U101 Uv .
The nonzero of determinant 1o gives us
U2V2 U2V2

e Wi — 70k = % _ ¢ = (forall 1 < j,k < n, which
simply means |W5) = ¢%1|W,). This is in contradiction with

the assumption of linear independence of |¥1) and |¥5). W

Remark: From the above proof, with the assumption
that with |¥;) and |¥3) are linearly independent and
w1 uav2 18 not in R, we can indeed obtain that four



states {|U1),|P2), |P1),|P2)} cannot simultaneously purify
PA;PB-

One can note that the probabilistic protocol here is dif-
ferent from the probabilistic cloning machine introduced in
Ref. [35]. There, the machine makes a measurement M after
a unitary transformation U and the set of states there are re-
stricted to be of finite. A probabilistic masker akin to Ref. [35]
is derived in Ref. [36]. Our result goes in the converse direc-
tion and shows the impossibility of a universal probabilistic
masker. Thus, giving up certainty for the success of the pro-
tocol does not help; perhaps giving up precision may help.
We now ask can we have a masking process that can approxi-
mately mask all states in P(H.4)?

IV. BOUNDS ON ¢-APPROXIMATE UNIVERSAL
MASKING

Physically, two states p4 and p/; are said to be close to
each other if we find it difficult to distinguish between them.
Consider a masker maps a set of input states to states whose
marginal states are close to a fiducial state. In this case,
the information of the original states can only be obtained
under some threshold hence approximate masking would be
achieved. To formally quantify the distibguishiblity between
two states we employ the quantum fidelity, F/(P,Q) :=

Tr\/ vV PQ+/P, where P, Q are two density matrices [37, 38].
Notice that 0 < F'(P, Q) < 1 where the greater the fidelity the
more difficult it is to distinguish this two matrices P and Q).
With this we define an e-approximate masker as the following.

Definition 3 An operation S, is said to e-approximately mask
quantum information contained in states of set A by mapping
them to states {|V1,) ap € Ha @Q Hp} such that all marginal
states of |Vi) ap approximately satisfy Eq. (1), i.e., they are
only € distinguishable from each other:

F(pajkspaw) 21 =€, Flppg, paiw) =2 1—¢,  (11)
forallk,k'. Here p a1, and pgyy, are the marginals of Vi) ap.

An e-approximate masker can be designed by replacing Us
in Eq. (2) with another unitary Us, and demanding condi-
tions (11). Quantum fidelity is closely related to the trace
norm || e ||| by the inequality (see Ref. [38], p161):

F(P.Q) < \[1-4IP-Ql}

If the approximate conditions of Ineq. (11) holds, the above
inequality implies that

loxk — pxiw|l, <2v2e with X € {A,B}. (12)

We now bound how well e-approximate masking is possible.

Theorem 3 An approximate universal masker S., that can
mask all states in P(H ) with fidelity greater than 1 — ¢,

can only do so for € > %(—1 + 1+ 5228 ), where r =
dimHa, s = dimHp.

Proof: Set t := min{r,s}. Let {|j)a|l < j < r} and
{|k)B|1 < k < s} be orthonormal basis of 4 and Hp re-
spectively. Suppose that Us_|1) 4|b) g = |¥), Us.|2)alb)p =
|®). The matrices representation of |¥) and |®) are denoted
by two matrices M = (mji), N = (n;i) € Mat, «s(C) re-
spectively, ie., [U) = >0 1 37 mkli)alk)s, |®) =
> im1 2op—1 Mjkl7) alk) 5. Then the partial traces of [W) (V|
and |®)(P| can be calculated as follows:

Tra(|U)(¥]) = MTM, Tra(|®)(D]) = NTN;

Trp(|0)(¥]) = MMT, Trp(|®)(®]) = NNT. -

The definition of e-approximate quantum masking yields

|MMT— NNT||, <2v2¢, |[MTM — NN, <2v2e
(14)

Moreover, considering another general state |Q) = u|¥) +
v|®) € P(Ha®Hp) forall |u|?+ |v|? = 1, we may find that
the matrix corresponding to |€2) is just uM + vN. Therefore,
Tre(|Q)(Q]) = (uM + vN)(uM + vN)T. By the defini-
tion of e-approximate quantum masking, we should also have
| Tra(12)(Q]) — Trp(|®)(®])]|, < 2v/2¢. Writing it into the
matrix form, we deduce the following inequality

[lul?(MM' — NNT) + wtMNT + vaNMT||| < 2v2e.
(15)

By triangle inequality, ||uo M NT + vuNM?|| is less than

lul?|[(MMT - NNT)||1

16
+ || [uP(MMT = NN') + wwMNT + vuN M|, (1o

which is less than 2v/2(1 + |u|?)e. Therefore,

|wTMNT +vuNMH|, < 2v2(1 +[uf)e.  (17)

Choosing (u, v) as the following pairs (u1,v1) = (%, %)
and (ug,ve) = (\/Li’ %) the above inequality becomes

||%MNT + %NMTHl < 3+/2¢. Using the triangle inequality
of trace norm, we obtain HMNTH1 < 6v/2¢, and HNM‘LH1 <

61/2¢. Using the compatible condition of norm, we obtain
an upper bound of the modulo of Tr(M NTNMT). That is,
[Te(MNTNMY)| < ||[MNTNMT|| < ||MNT|||[NMT|
and the last term is less than 72¢2.

On the other hand, T((M NTNMT) = Tr(MTMNTN).
We will give a lower bound of |[Tr(MTMNTN)|. Set L =:
NTN—-MTM € Mat,(C). Substituting NTN = MTM+L
into the above trace, we obtain

ITe(MTMNTN)| = [Tr((MTM)?)4+Tr(MTML)]|
> H(Te(MTM))2—|Te(MTML)).

1°

(18)

We claim that [Tr(MTML)| < 2v/2¢, which we prove below.
Using this claim and the fact that Tr(M M) = 1, we have

1
ITe(MTMNTN)| > T ITe(MTML)| > = — 2v2e. (19)

o~ | =



Hence we obtain the inequality which we need to prove
1
7262 > |Te(MNTNM)|=|Tr(MTMNTN)| > i 2v/2€.

Using the quadratic formula we find the lower bound on €
given in the statement of the theorem.

Now we focus on proving the claim stated above. First,
the second inequality of (14) implies that ||LH2 < ||LH1 <
2+/2¢. There exists some unitary matrix U € U(s) such that
UMTMUT is diagonal and the diagonals are z, o, ..., Zs.
Let (y1,¥2,...,ys) be the diagonal elements of ULUT. As
[U20t]l, = 2] we have

Te(MTML)| = [Te(UMIMUTULUY| < Y35, aly;|
il Ll =Ll <2v2e.

Remark: In the case ¢ = 0 for the above theorem, we can
also arrive at the conclusion of the no-masking theorem.

Buzek and Hillery showed that a universal approximate
cloning machine can clone of an arbitrary unknown qubit state
with the surprisingly high fidelity of 1/5/6 ~ 0.913 [33]. Our
bound here places restrictions on the performance of a univer-
sal masker in terms of the fidelity between the marginals of
different masked states. It is interesting to compare our bound
with that of BuZek and Hillery for the case of a qubit. In
this case, the fidelity of the local states cannot greater than
0.6411, which quantifies how much of the input information
is revealed by the marginals.

Probabilistic e-approximate masking.— Before we make
our conclusions, we look at the case where approximate mask-
ing is also allowed to be probabilistic. The next theorem is
stronger statement contains the last theorem as a limiting case.
Here, we bound the fidelity of an approximate masker if we
allow for a probability of failure.

IA I

Definition 4 An invertible operation Ls_ is said to probabilis-
tic e-approximate masking quantum information contained in
states A = {|ar) o € Ha} by mapping them to {pi|Vi)ap €
HaQ Hp} such that the marginal states of |Vy) ap cannot
be distinguished with each other in the sense of ¢, i.e., they
satisfy the approximate bounds in (11).

Theorem 4 An e-approximate-probabilistic masker Ls, that
can mask all states in P(H 4) with fidelity greater than 1 — e,

V2
can only do so for € > 5 (—

min{rs} /)

Proof: Since Lg,_ is invertible, dimg(Ls, (Ha ® |b))) =
dime(H4) = 7 > 2. Hence there exist |a1), |a2) € P(Ha)
such that Ls_|a;j)alb) = p;|¥;),7 = 1,2 with p1,p2 > 0
and (¥|¥y) = 0. The matrix representation of |¥;) is de-
noted by the matrix M; = (m,(jl)) € Mat,»s(C). That is,
W) = >0y Doy m,(jl) |k) 4|l) 5. Then we have the follow-
ing partial traces

Tra(1W;)(W,]) = MM, Tep(|0;)(¥;])=M,;M]. (20)

The definition of e-approximate probabilistic quantum mask-
ing yields

| MM — Mo M|, < 2v/2e. @21)

=

FIG. 1. Here are some examples for the curve z? + 2r cos 6 zy +
y? = 1. The blue circle corresponds to the parameters r = 0.9, § =
/2. The red ellipse corresponds to the parameters » = 0.9, § = 0.
And the line is y = 5.

We define S(0) = {(z,y) € R? | z|a1) + ye|as) €
P(Ha)} forall § € [0,2x]. For all (z,y) € S(6), we have

Ls.((xlar)+ye”|az))[b) ) =/ (xp1)?+ (yp2)? [ y.0),
Qy.0) = (@p1| V1) + yp2e®|W2)) //(zp1)? + (yp2)? is a

normalized state, where we have use the orthonormality of
|¥;) and |¥s) which plays a significant role in the proof.
Lemma I, given below, states that for any 6 € [0,27] we
can find some (z,y) € S() such that xp; = ypo. For such
parameters, |, 0) = (|¥1)+¢€*|¥3))/+/2. The matrix rep-
resentation of such state €2, , o) is (M7 + € My)/+/2. The
partial trace Trp (|Q4.4,0)(Q4.4.6|) can be computed as

(My M + MyMJ 4+ e My MJ + e Mo M{).  (22)

N | =

The definition of e-approximate probabilistic quantum mask-
ing yields || Trp(|Qu,y.0) (Q,y.01) — MiM[||, < 2/2¢. That
is,

| MaM — My M + e My M + e Mo M ||| < 4v/2e.
(23)

Then by Ineq. (21) and the triangle inequality, one has
e~ My MJ + e Mo M ||, < 6v/2¢. As this holds for all
0 € [0, 2], particularly, we have

| My MJ = MM ||, < 62 (24)



Therefore, by using triangle inequality again, we deduce
| MiMJ||, < 6v2e, ||M2M]||, < 6v/2¢. Using the com-
patible condition of norm, we obtain an upper bound of the
modulo of Tr(M; MJ M, M]). That is,

| My MIMoM] ||, < || MuMT || || MaM] ], < 7262 (25)

Iy
Then we can take similar argument as the proof of Theorem 3
to complete the proof and therefore we omit it here. |

V.  CONCLUSIONS

In this paper, we have considered three generalisations of
the no-masking theorem. First, by replacing the unitary op-
eration with an invertible linear operation we obtain the im-
possibility of probabilistic universal masking. While giving
up certainty does not help for masking, we find that giv-
ing up the precision does. We derive a necessary condition
of the precision ¢ to make the approximate masking possi-
ble. At last, we combine the previous process together and
consider the e-approximate-probabilistic masker. These re-
sults can be seen as the robustness of the no-masking theo-
rem. On the other hand, our results and methods open up
new research questions, namely, finding optimal approximate
maskers and testing the tightness of our fidelity bounds. The
implications of our results the subsequent open questions have
important applications quantum secret sharing, data hiding,
and other quantum information protocols that require stor-
ing of information in composite quantum systems. Some
important examples include the studies of interacting prover
problems [39], quantum error correction methods, and out of
time order correlators, which are important for the black hole
physics and the black hole information paradox.

Appendix A: Appendix

Lemma 1 Let |aq),|ae) € P(Ha) and 0 < {(ai|ag) < 1.
For any positive real numbers p1,pa € Ry and 6 € [0, 27],
there exists ©,y € R such that x|ay) + ye'|ag) € P(Ha)
and p1x = pay.

Proof. Denote r := {ay|as). The vector z|a;) + ye'?|ay) €
P(H4) if and only if

z? 4+ 2rcosb zy 4+ % = 1. (A1)
Fixed r and 6, the above function defines an elliptic curve

whose center is (0, 0). In fact, we can write it into the follow-
ing normal form:

(x + rcosf y)? y?

1 (1 —1r2cos?26)~

-=1 (A2)

Obviously, the curve defined by Eq. (A1) has incidents with
the line defined by

pP1IT = Pay. (A3)
Equivalently, there is some common solution of the Egs. (A1)

and (A3) as shown in Fig. 1. This completes the proof. |
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