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Abstract Efficient computation of pairings with Miller algorithm has recently
received a great attention due to many applications in cryptography. In this
work, we give formulae for the optimal Ate pairing in terms of elliptic nets
associated to twisted Barreto-Naehrig (BN) curve, Barreto-Lynn-Scott(BLS)
curves and Kachisa-Schaefer-Scott(KSS) curves considered at the 128, 192 and
256-bit security levels. We show how to parallelize the computation of these
pairings when the elliptic net approach is used and we obtain more efficient
theoretical results with 8 processors compared to the Miller loop approach for
each corresponding case.

1 Introduction

Many new protocols such as the Identity-Based Encryption [I], the tri-
partite Diffie-Hellman key exchange [2] and short signatures [3] are based on
pairings and so the efficiency of pairing computation has become a field of
active research. The classical method for computing pairings is the Miller’s
algorithm [4]. In 2007, Katherine Stange [] introduced a new algorithm to
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evaluate pairings. The algorithm is based on elliptic nets which is the general-
ization of elliptic divisibility sequences to a higher rank. Both methods com-
pute pairings using O(foga(r)) field operations over an r—torsion subgroup.
Based on present results, the Miller algorithm remains the fastest method for
computing pairings. However, one can observes that formulae for the Doubling
and Addition steps in the elliptic nets algorithm are suitable for parallel calcu-
lations. This work aims at parallelizing elliptic net algorithms for the optimal
Ate pairing on Barreto-Naehrig(BN) curve, Barreto-Lynn-Scott(BLS) curves
with embedding degree 12, 24 and 48 ([6]) and Kachisa-Schaefer-Scott(KSS)
curves with embedding degree 16 ([7]), in other to compare their computa-
tional costs to the Miller loop ones.

Our contribution.

1. We give explicit formulae for computing the optimal Ate pairing on the
above mentioned curves in terms of elliptic nets associated the twisted
curves.

2. We provide algorithms to parallelize the computation of the obtained el-
liptic net formulae.

3. We give the computational cost for the part without the final exponenti-
ation of optimal Ate pairing on each chosen curve in this work, and we
compare these costs to those for the corresponding Miller loops.

This paper is organized as follows. Section 2l summarizes notions on el-
liptic nets and elliptic curves, Section [ gives calculations of the optimal Ate
pairing on twisted elliptic curve in terms of elliptic nets, Section (] provides
parallel algorithms for 4 and 8 processors, the computational costs for the
step without the final exponentiation of optimal Ate pairings, and their com-
parisons to those for the corresponding Miller loop, Section [l concludes the
work.

2 Elliptic nets and elliptic curves.

In this section, we define an elliptic net, we state the theorem which gives
the bijection among elliptic nets and elliptic curves and we express pairings in
terms of elliptic nets.

Definition 1 ([5]) Let A be a finite generated free abelian group and R an
integral domain. An elliptic net is a map W : A — R which satisfies the
recurrence relation

W(p+q+s)W(p—qW(r+s)W(r)+

W(g+r+s)W(qg—r)W(p+s)W(p)+

W(r+p+s)W(r—p)W(g+s)W(q) =0 (1)
forp, g, r, s€ A
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Let {ei}icf1,... n}, be the natural basis of A. W is normalized if W (e;) = 1
for all 4 and W(e; +¢;) =1forall 1 <i<j<n.

W is non-degenerate if W(e;) # 0, W(e;+e;) # 0, W(e;—e;) # 0, W(2e;) #
0.

Theorem 1 [8, Page 54] Let W : Z* — A be a normalized non-degenerate
elliptic net. Then there is a curve E given by

E : Y24+ XY +asY = X3+ a3 X%+ as X +ag

where

~ W(2,0) - W(0,2)
T We ) —wa,2)
as = 2W(2,1) — W(1,2)
a5 = W(2,0), as=(W(2,1) = W(1,2)W(2,1), ag=0

with Y(P,Q,Cns) = W, where P = (0,0) and @ = (W(1,2) — W(2,1),0) are
non-singular points and Cps the non-singular part of the curve E.

Theorem 2 [J] Let E be an elliptic curve defined over C, and let I" be its
corresponding lattice. Let Py and Py be two points in E(C) such that Py, Py #
O and PL£ P, # O. Let z = (z1,292) € C? be such that z1 and zo correspond to
Py and Py respectively, under the isomorphism C/I" =2 E(C). For v(vi,vs) €
72, define a function V(1 ,0s) ON C? in variables z = (21, 22) as follows:

o(viz1 +vaza; I')
J(Zl; F)vf—vwzg(zl + 29; F)’UI'UZO'(Z2; F)v%—uwz

¢(U1,UQ)(21,Z2; F) =

3

we have
VYo (Pr, P2y E(C)) = Y0, ) (21, 225 1)
and
w. 7?2 - C
(v1,v2) = VYo, ) (21, 225 1),

is an elliptic net associated to the curve F and the points P; and Ps.

Stange proved this result to any field K [5]. In this work, we consider an elliptic
curve E in the reduced form y? = 23 + Az + B, P(x1,v1), Q = (22,12) €
E(F,x). Initial values of the elliptic nets W (i,0) and W (i, 1) associated to
E, P Q are:

W(1,0) =1, (2)
W(2,0) = 2y, (3)

W(3,0) = 323 + 6A2? 4+ 12Bx; — A?, (4)
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W(4,0) = 4y (28 + 5Ax] + 20Bx? — 5A%2% — 4ABx; — 8B% — A3), (5)

W(0,1) = W(1,1) = 1, (6)
W(2,1) = 2z, + 2o — (%)2 (7)
W(-1,1) = 2y — 2o, (8)

W (2,-1) = (41 +y2)* — 221 + 22) (21 — 22)*. (9)

There is a bijection between the set of elliptic curves and two points P and Q)
with P, Q, P+Q and P—Q # O, and the set of elliptic nets W (n, m) associated
to E, P,Q, such that W(1,0) = W(0,1) = W(1,1) = 1 and W(1,-1) # 0.
This works for higher ranks. Since pairings are classically defined on elliptic
curves, one can then express pairings in terms of elliptic nets.

2.1 Tate Pairing in terms of Elliptic Nets.

In this subsection, we are summarizing Stange construction of the Tate

pairing via elliptic net and also the double-and-add algorithm for its compu-
tation [5].
Let E be an elliptic curve defined over a finite field F;,, with p a prime number
greater than 3. Let r be a large prime dividing the order of the elliptic curve
group such that ged(p,r) = 1. Let k be the smallest positive integer and also
called an embedding degree of the curve with respect to r. Let P € E(F,)[r]
and Q € E(F,»)[r]. The Tate paring is

. WP_VQ(T +1, 1)WP7Q(1, 0)
WP,Q(T +1, O)WP,Q(L 1)
where Wp ¢ is the elliptic net associated to £, P and Q.
One can show from Definition 1 that Wp(0,0) = 0 and Wpg(—a,—b) =

—Wp.g(a,b). Since elliptic nets which are in bijection with elliptic curves sat-
isfy Wpg(1,0) = Wpg(1,1) = Wpg(1,1) = 1, the Tate pairing is then

T, p (10)

_ WpﬁQ(T +1,1)

T p=
P Wpo(r +1,0)

(11)
Stange provided a double-and-add algorithm for computing Wp g (r + 1,0)
and Wpo(r+1,1)in loga(r + 1) — 1 steps.

The method consists on defining an initial block V' (Table 1) with a first vector
of 8 consecutive terms of the sequence W (4,0) centered on W (k,0) and W (k +
1,0) and a second vector of 3 consecutive terms of the sequence W (i, 1) cen-
tered on the term W (k,1). Two functions Double(V) and DoubleAdd(V)
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(k-1,1) | (k1) (k+1,1)
[ (&3,0) [ (2,0 | (k1,0) [ (k0) [ (k+1,0) | (k+2,0) [ (k+3,0) | (k+4,0) |

Table 1 Block V centered at k

are provided and described as follows:

Double(V): given a block V' centered at k, returns the block centered at 2k.
DoubleAdd(V): given a block V centered at k , returns the block centred
at 2k 4 1.

Based on Definition [[] Double(V) and DoubleAdd (V) can be obtained
from the following proposition:

Proposition 1 [5] Let W be an elliptic net associated to an elliptic curve E
and 2 rational points. We then have the following relations:

W(2i —1,0) = Wi+ 1,00W( —1,0)% — W(i — 2,0)W (4, 0)3,

W (24,
12 ( LO)W (i +2,0)W (i — 1,0)2 — W(i,0)W (i — 2,0)W (i + 1,0)?),

fori=k—1---, k+3 and

W2k —1,1) = wy Wk + 1L, DW(k — 1, DW(k — 1,1)% = W (k, )W (k — 2,0)W (k, 1)?),

W(2k,1) = W(k — 1, )W (k + 1,1)W(k,0)% — W(k — 1,0)W (k + 1,0)W (k, 1)2,

W2k +1,1) = iy Wk = L, )W (k + 1, YW (k + 1,00 = W (k, 0)W (k +2,0)W (k, 1)?),

W(2k+2,1) = wtegy (W(k =L, DW(k + 1L, HW(k +2,0)° = W(k +1,0)W (k +3,0)W (k, 1)%).

2.2 A Simplified Tate pairing in terms of Elliptic Net.

N. Ogura, N. Kanayama, S. Uchiyama, and E. Okamoto [9] have ex-
pressed the reduced Tate pairing in term of elliptic net. They used a process
of normalization for elliptic net function to simplify the Tate pairing as it is
given in the following definition.

Definition 2 ([9]) Let E be an elliptic curve defined over a finite field F,,, r
a large prime number such that r divides $E(F,) and ged(r,p) = 1. k the
embedding degree of the curve E. Let P € E(Fy)[r] and Q € E(F,x)[r],

k

THUPQ) = frr(Q) T =Wegl(n, i (12)

where Wp ¢ is an elliptic net associated to E, P and Q.
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3 Computation of the Optimal Ate Pairings on Twisted elliptic
Curves in terms of Elliptic Nets

Pairing-friendly curves are generally parameterized as (p,r,t) where p,r are
given as polynomials in a variable x and ¢ is the trace of the Frobenius of the
curve. A value of x gives the suitable primes p and r defining an elliptic curve
with cardinality p + 1 — ¢ divisible by r at the corresponding security level.
This section describes optimal ate pairing on pairing-friendly elliptic curves in
terms of elliptic nets.

3.1 The Optimal Ate Pairing

The method for the construction of the optimal Ate pairing is given in
[10]. Let 7, be the Frobenius map on an elliptic curve defined by m,(z,y) =
(P,yP). Let t be the trace of the Frobenius on E(F,) and T' = ¢t — 1. Let
P € Gy = E(F,)[r] N Ker(m, — [1]) and Q € Gy = E(F,)[r] N Ker(m, — [p]),
that means @ satisfies m,(Q) = [p]Q.
Let ¢ = mr be a multiple of r such that r { m and write £ = Zé:o cip' = h(p),
(h(z) € Z[z]). Recall that hg g is the Miller function [4]. For i = 0,---1 set

8; = Zé:z cjp’; then the map

€o : Gg X Gl — /Lrv
(Q,P) —> (Il 12 o (P)- (13)

k

-1 pr—1
Hi:O h[5i+1]Q,[Cipi]Q(P)) "
defines a bilinear pairin% and non degenerate if
mkp® # ((p" —1)/r)->;_y ic;p'~! mod r. The coefficients ¢; : i = 0,- -+, can
be obtained from the short vectors obtained from the lattice

r 0o 0 ---0

—p 1 0 --- 0
L= —p? 0o 1---0 (14)

—p*HE-1 0 0 ... 1
Theorem 3 [8, Page 71]. Let E be an elliptic curve defined over a field F .
Let Ep be the twist curve of E defined over Fpx/s, where 0 is the degree of
twist, 0 a generator of the basis of Fyk, seen as a Fr/s —vector space. Let
o9 : Ey — E be the twisting isomorphism such that (z,y) — (202, y63),
E: y>»=234+band By : y?> = 23 + b9_6~. Lft Wg 5 be theflliptic net
associated to a twist curve Eg and the points Q, P, such that og(P) = P and

09(Q) = Q respectively. We then have the following relations:

Wo.p(n,0) = 0" W5 5(n,0) (15)

)

Wo.p(n,1) =0""Ws 5(n,1) (16)
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One can prove Theorem Bl by induction.

We can now express the optimal Ate pairing in terms of elliptic nets associated
to the twist curves.

In the following, W denotes W 5 and W denotes Wq, p.

3.2 Pairing on Twisted BN-Curves

The family of BN-curves [I1] has embedding degree k = 12 and is given
by the following parametrization:

p = 362* 4+ 362> 4 2422 + 62 + 1,
r = 36x* + 362> + 1822 + 6z + 1
t=6z2+1

The optimal Ate pairing for BN-curves is given in [I0] by:

e1: Go x Gy — Mo

pl12_1

(@, P) = (foot2.Q “Lisz+21Q.p)Q * Lisz+2+p10Q,1-p21@(P) 7,

where f, ¢ is the Miller function [4] and ¢ g, the line passing through R and
S. The optimal Ate pairing in terms of elliptic nets associated to twisted BN-
curve is already calculated in [I2]. The costs of the Double and DoubleAdd
steps for the parallelization of the Elliptic Net Algorithm is given for 1, 4,
6, 8 and 10 processors. We are focus on 4 and 8 processors in this work. We
little bit improve the costs of the Double and DoubleAdd steps for 4 and
8 processors compared to theirs and we also noticed that one can appreciate
the importance of the parallelization of the Elliptic Net Algorithm compared
to the Miller loop from these numbers of processors. We will give the cost of
the part without the final exponentiation of the optimal Ate pairing in terms
of elliptic nets which is not yet given.

The BN-curve j—invariant 0 has a twist of order § = 6. Let W be the elliptic
net associated to the BN-curve E and the points @, P, and W the elliptic net
associated to the twist curve as considered in [12].

Using (I6]) and the fact that the final exponentiation eliminate 6, The op-
timal Ate pairing is given by:

el : Gg X Gl — jrs
__ p12_1

(Q,P) — (W(6xr+2,1)-Ly-Lo) =,

where L, = 6[614-2]@ IO and Ly = €[6Z+2+p@ (Lp2)0 BTe the line evaluations.
The following theorem helps to compute the coordinates in terms of elliptic

nets for a multiple point.
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Theorem 4 [J, page 11] Let n € Z and S = (x,y), a point on an elliptic
curve E. The multiple point [n)S in terms of elliptic nets is given by:

le/nflwnJrl W2_1Wn+2 - WQ

S = (o = gy o), P2 ) (17)

where U, (x,y) is the elliptic net of rank 1 associated to [n]S

These lines are calculated as follow:

Coordinates of [6x + 2]Q :

s
$[61+2]é = m Where S = SC@W(GSC + 2, 0)2 — W(GZL' —+ 1, 0>W(6$ + 3, 0)
o T W (62+1,0)2W (62+4,0)— W (62+3,0)>W (6x,0)
Y6u+21Q = W (6z+2,0)3 where T' = 1y5 :
Coordinates of [p]Q :
_ _ p2(p—1) P _ _ p3(p—1),p
g = 00 Ypg = 0T

_p3tp—Lyy 3 p
Yi6z+210 " Yp1d _ T—-6 rV\[//(61+210) ve ‘ L
Toet2@ " TpIQ  S—02TDW(6242,0)22) T W(62+2,0)
YPY6ut2Q _ ysW (62+2,0)° =T o 1
Tp—Tiepto0  apW(62+2,02—S ~ W(6x42,0)

Equation of the line evaluation L; is then :

Ly : (S—62-DW (6z+2, O)Qx%)(yﬁW(Gx—i—Q, 0)3—T)— (T —63P-DW (62 +

2,0)%5) (epW (62 +2,0)* — 5)

Coordinates of [6x 4+ 2 + p]@ :

N N A S T 2(p—1)..P 3(p—1),,pP
[60+2+p]Q = [62+2]Q+[p]Q = (W(6z+2,0)2 ’ W(sz+2,o)3)+(9 3 oo o7 y@)

The calculation with good reduction using the equation of the twisted curve

gives:

Tlorr24p0 = 2> where U = 200~CW (62 + 2,0)6 + SS(S + S) — 2TT.

S = 072~V (6x + 2.0)%7, T = 0-30-DW (62 + 2.0%5, 7=
(S — S)W (6 + 2,0).

Yoo 2490 = 25 Where V = (T=T)(TT—30~°W (62+2,0)%)+3SS(ST-T5).

The terms S , T and Z are as defined above.
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Coordinates of [—p?]Q :

L= 920D P 2071y

30 =1), P p3(p*—1),,_
Tp2§ = 3 5 Vg = 0 TIyG = =03 Dy

Since the coordinates of @ are in IF ).
Equation of the line evaluation Ly with good simplification is then :

Lo (ypZ® = V)(U — 020" Va52%) — (v52% - U)(V + 030"~ Dy52%)

3.3 Pairing on Twisted BLS-Curves of Embedding degrees 12, 24 and 48

The BLS12 family of elliptic curves [6] are parameterized by:
p=(z—1*x*—2*+1)/3 + =,
r=zt—2?+1
t=xz+1

The BLS24 family of elliptic curves [6] are parameterized by:
p=(z -1 —2*+1)/3 + =,
r=a—az'+1
t=x+1

The BLS48 family of elliptic curves [6] are parameterized by:
p=(r—1)2%x" —28+1)/3 +u,
r=az%—2%+1
t=x+1

The optimal Ate pairing for BLS12, BLS24 and BLS48 curves is given in

T3] by:

e : Gy x Gy — Loy
(Q.P) = fua(P)

where f; o is the Miller function [4] and k = 12, k = 24 and k = 48 respec-
tively.

The BLS12 BLS24 and BLS48 curves with j—invariant 0 have a twists
of order § = 6. From the isomorphism described in theorem [ let W be
the elliptic net associated to the BLS12, BLS24 or BLS48 curve and the _ o
points Q, P, and W the elliptic net associated to the twist Fy and the points @, P, where @, P
correspond to @, P via oy respectively. Using (IG]) and the fact that the final
exponentiation eliminates 0, we have

k_q

pF—1 e pT—1
eQ:fI7Q(P) " :W(‘Tal) T
where k = 12, 24 or 48 respectively.
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3.4 Pairing on Twisted KSS Curves of Embedding Degree 16

The K5S516 family of elliptic curves [7] are parameterized by:

1
p= %(xlo + 227 + 52® + 4825 + 15225 4 240" + 62522 + 2398 + 3125),
= (2% + 482 + 625)

1
t = —(22° + 41z + 35)

35
The optimal Ate pairing for KSS16 curves is given in [10] by:

€3 : GQ X Gl — o
(@ P) = (f20(P) Lo paP)? - loo(P) =,

where f; q is the Miller function [4], and where £[;)q,y)q is the line trough
[z]Q and [p]@, and £ o(P), the tangent line trough Q.

The j—invariant is 1728 for KSS16-curve and then has a twist of order 4. Let W
be the elliptic net associated to the KSS16-curve £ : y? = 2% + az and the
points @, P, and W the elliptic net associated to the quartic twist E, : y* =
2% + n~*ax where n € Fris, (1., n%,1m%), a basis of the Fa-vector space Fe,

and the points @, ]3, where Q, P correspond to @), P respectively, via the
isomorphism o, : E,(Fps) = E(Fp6), (z,y) — (nz,n%y).
Using ([I8) and the fact that the final exponentiation eliminates 0, we have

pl6_1 e pl6_1

fe@(P) 7 =W(z,1)

Let’s compute {1 and ¢; the values {5 [p]é(ﬁ) and {3 = {5 5(P) respectively:
Based on Theorem (], we then have:

Coordinates of [2]Q :

L6 = W(f,o)z where A = z@W(x,0)2 ~W( —1,0)W(x +1,0).

B _ W(z—=1,0*W (2+2,0)—W (z+1,0)>W (z—2,0)
Yo = 0 where B = g .

Coordinates of [p]@ :

g = 1P Vag, ypie =P Vyg.

Equations of the line evaluations ¢; and #s:

b (AP0 DWW (2, 0)%%) (W (2, 0)%yp—B)—(B—* = VW (2, 0)*y2) (W (2, 0)*zp—
A)
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Sec. level Curve Curve Eq. k Parameter x [logar] [logap]
BN[14] yr=2>—4 | 12 z =217 2100 _oI1 7 280 280
128-bit BLS12[14] | y?* =a>+4 | 12 x = —277 4250 4 233 273 616
KSS16[14] | vy =2%+a | 16 | o =2 — 252 218 1 98 11 281 340
[ 192-bit | BLS24[4] [ v° =2 -2 [24 [ 2=-20_2% 42925 [ 427 [ 558
BLS24[M4] | v =2 -2 [ 24 [ o = —2105 2101 1 988 1 550 581 1028
256-bit BLS48 y2 =24+ 11 | 48 z =252 _ 218 910 _ 94 512 575

Table 2 Selected Parameters for our chosen curves.

) 4.2 I S 4,2 9 4,3 _ .
O : (3n T5 +a)ry —2n YoYp + 2n Y5 3n TH — aTg-
We then have

€3 : GQ X Gl — o
p16_1

(@Q.P) = (W(x,1) )7 o)+,

In Table 2, we give some good parameters collected from [14] for
the chosen BN, BLS12, KSS16, and BLS24 curves and we also provide a good
parameter for BLS48 curve in order to give the computational cost of the
Miller loop for each corresponding optimal Ate pairing.

3.5 Computational Costs of the Miller Loop for the Studied curves

In this section, we give the computational costs for the Miller loop [4] using
the selected parameters in Table 2. Computational costs at 128-bit security
level are given in [I4]. That’s, BN-curve (12068M), BLS12-curve (7708 M)
and K SS16-curve (7534M) . The remaining computational costs for 192-bit
security level and 256-security level will be provided in this work.

The most efficient formulae for the doubling steps (doubling of points and
line evaluations) and the addition steps (addition of points and line evalua-
tions) for curves with sextic twists are given in [I5]. The doubling step costs
53M and the addition step is T6M.

The best choice for the parameters x at 192-bit and 256-bit security levels

for BLS24-curves given in [I4] are z = —256 — 243 4+ 29 — 26 and z = —2103
21014 968 4 950 regpectively. The doubling step costs 68 and the addition step
is 110M. For the parameter x = —2°6 — 243 129 — 26 the computational cost

for the Miller loop is 56 doubling steps, 3 addition steps, 55 squarings and 58
multiplications in Fis. That is, 56(68M ) + 55524 4 3(110M ) + 58 Ma4. That’s
19474 M. For the parameter z = —2103 — 2101 4 968 4 950 "the computational
cost for the Miller loop is 103 doubling steps, 3 addition steps, 102 squarings
and 105 multiplications in Fj,1s. That is, 103(68M) 4 102(108 M) 4+ 3(110M ) +
105(162) = 35360M. In the same consideration, the computational costs of
the Miller loop using BlS48-curve is 34778 M [16].
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4 Computational costs of the optimal Ate pairing using
parallelizing elliptic net algorithm

In this section, we parallelize the computation of the optimal Ate pairing
on the studied curves. The method we used is stated in [12], Section 4]. This
method helps to save one multiplication in the addition step when a modified
elliptic net is_considered. The method consists of defining a modified elliptic
net W of W as

WO (u,v) = W(=1,1)W(u,v) YuVv €Z. (18)
For simplicity, we generalize the study by considering a field F,x. We
set e = k/0, where § denotes the degree of the twisted curve. We then have,
W(1,1) = 1, W(=1,1) € Fpp, WH(1,1) € Fpupn, WHO(2,-1) € Fy,
WM (-1,1) =1,
A modified elliptic net is an elliptic net. One can see this from Definition [
The elliptic net W) satisfies the following relations:

Ly:= WO 2k —3,0) = WD (k,0)WD (k — 2,002 - WD (k — 3,0)0WD (k — 1,0)3,

wOE—1,0wDE+1,0Ww D k-2,02-wD x-1,0Ww D k-3,0Ww D) (5,02
w (1) (2,0)

Ly := W (2k—-2,0) =

)

Ly:= WKk -1,00=WD (k+1,00WD (k- 1,0)° — WD (k — 2,00)WD (k,0)3,

wD k,owD k+2,0Ww D (k—1,02-wD k,0ow D) (k—2,00Ww D) (k+1,0)2

Ly = W (2k,0) = w@(2,0)

)

Ls:= W2k 4+ 1,00 = WD (k+2,0WD (k,0% — WD (k — 1,00WD (k +1,0)3,

WD (k+1,0Ww D k+3,0Ww D (6,002 - wD k+1,0w D) (k—1,00Ww D) (k+2,0)2
w (D (2,0)

Le := WM (2k+2,0) =

)

L= WDR2E4+3,00 =W (k+3,0WD (k+1,00° - WO (k,0)WD (k + 2,0)3,

wD k42,0w D k440w D k41,02 —w D (k+2.0Ww D) (k00w 1) (k43,002

Lg := W(l)(2k+410) = w (1) (2,0)

)

Lo:= W2k +50=WD(k+4,0WD(k+20)7> WD k+1,0WD (K +3,0)3,

w1, WD k-1, HWw D k—1,1)2-wD koowD k—2,0w D) (£,1)2

o= W (2k-1,1) = TR CoreweY

)

Tyi= WORED=WDO k-1, )WDE+1, ) WD (k02 - WDk -1,0WD (k+1,0)
WO (k,1)%,

Ty = WORE+1, 1) =W k-1, D)WD(k+1, WD (k+1,0)2 = WD (k, )W D (k + 2,0)
WO (k,1)%,

WO -1, )W D G+1,HWD (k42,002 -wD k+1,0w D) (k43,00 w 1) (,1)2
w1 (—2,1) '

Ty:= W (2k+2,1) =

The doubling step consists of calculating Ly, Lo, Lo, L4, Ls, Lg, L7,
Lg, Ty, Ts and T3 whereas the addition step consists of calculating Lo, L3, Ly,
Ls, Lg, L7, Ls, Lo, T, T and Ty. The doubling step in terms of W
and the doubling step in terms of W have the same computational costs
whereas the addition step in terms of W (1) entirely has 1 multiplication cost
less than the computational cost of the addition step in terms of W. That
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Operations Values Costs
Uy = WD (k,00WD (k — 2,0) Uy = WO (k, ) WD (k — 2,0) M,
Uz := W (k —2,0)? | U= W (k —2,0)2 S
Us : = WO (k—3,00WH(k-1,00° | Us=wD (k- 3 O)W(l)(k —1,0) M.
Uy := WO (k —1,0)2 Us = W (k—1,0)? S
Us := WO (k—1,00W® (k + 1,0) Us =W (k — 1 O)W(l)(k +1,0) M.
Us := W (K, 0)2 Us = W (k, 0)2 S,
Uz := WO (k, )W (k 4 2,0) Ur = WO (k, )W (k + 2,0) M.
Us := W) (k +1,0)2 Us =W (k+1,0)2 S.
Ug := WD (k+1,00W® (k + 3,0) Ug =W (k+1,00W® (k +3,0) M.
Uro := WO (k + 2,0)2 Uio = WO (k + 2,0)? S,
Upp := WDk +2,0WD (k44,00 | Uy = WD (k+200WD (k& +4,0) M,
Upg := WO (k + 3,0)2 Uis = WO (k + 3,0)2 Se
Ly :=U1Uz — U3Uy Li=U1Uz — UsUs M.
Ly := WM(ULﬁUz — UsUs) Ly = W(USUZ — UsUs) 2Me
L3 = U5U47U1U6 LS :U5U4*U1U6 2M€
Ly = 355y (UrUs — UrUs) La = iz (UrUs — U1Us) ZM.
Ls := UsUs — UsUs Ls = UzUg — UsUs 2M,
Lé := w5y (UsUs — UsUto) Lo = 350y (UsUs — UsUto) 2Me
Ly :=UgUg — U7Uqg L7 =UgUg — U7U1¢ 2M.
Lg := W(UHUS — UzU12) Lg = W(UHUS — UzU12) 2M.
Lg :=U11U10 — UgUi2 Lg = U11U10 — UgUs12 2M.
Vii=W®O(k+1,1)W® (k—1,1) Vi=WODE+1,DWD(k-1,1) My,
Vo i= W (k, 1)2 Vo = W (K, 1)2 Sy,
X0 := ViU, Xo=ViUy M,
= VaU, X1 = VWU SM.
X2 = V1U6 Xz = V1U6 51\/15
X3 = V2U5 XS = V2U5 51\/15
V1Us X4 =WV1Us SM.
VoUy X5 = VaUr M,
VaUy X = VoUg OM.
V1U10 X7 = VlUlo 51\/[e
Y, = Xo — X3 Yi = Xo — X1
Yy =X — X Yy=Xe— X
T;l = 6+7Y1 T;l = 6+7Y1 2M,
w@ (1,1) w®D (1,1) k/2
T222X27X3 T2:X27X3
Ty = X4 — X5 Ty = X4 — X5
Ta:= W(l)(2,71)Y4 Ta = W(l)(2,—1)Y4 My

Table 3 Computational costs for some factors and terms in the doubling and addition steps
formulae

is, with the new elliptic net, one multiplication is save.

In this work, we study the computational cost for elliptic net algorithm
with 4 and 8 processors.
Table 3 gives some notations and computational costs for elementary factors
and terms in the doubling and addition steps formulae, in order to clearly
present our parallel executions of optimal Ate pairings.

Table 4, Table 5, Table 6 and Table 7 give details for algorithm with 4 and
8 processors respectively. For an embedding degree k and a twist § of a curve,
we set e = k/0.
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processor 1 Processor 2
Operations Costs Operations Costs
Ui, Us, Us 3(Me.) Ui, Us, Us
Uz, Us, Usg 3(Se) Uz// Us Mece// Se
Vi My Va Sk
Ly :=UUz — U3Uy 2M. Ls :=UsUy — U Ug 2M.
Ly := W(l)l(“) (UsUz — UsUs) | 2M. Ly := m(mw — U1Us) 2M,
Xo :=V1Us oM. X1 :=VU M
X2 = VlUG §ME X3 = V2U5 51\/15
(74 20)Mc + 35c + My, (54+28)M: + Se + Sk
processor 3 Processor 4
Operations Costs Operations Costs
Us, Us, Uz, Us Uz, Us, Ug, Uio
Us// Uio M./] Se Ui1// Uiz M.// Se
i L. Vs .
Ly := UrsUg — UsUs 2M, Ly := UgUg — UrU1o 2M,
Lg := m(UgUg — UsUio) | 2M. Lg := W(UllUS —U7U12) | 2M.
X4 = VlUg §ME X5 = V2U7 51\/15
Xo, X1, X2, Xy Xa, Y1, T3
Yl, T2 T1 = myl QMk/Q
(54+8)M. + Se (54 8)Me + Se + 2My, /o
Computational cost of the longest path (7 + 26) M. + 3S. + M,

Table 4 Computational costs of the Doubling step for algorithm with 4 processors

processor 1

Processor 2

Operations Costs Operations Costs
Ui, Us, Us 3(Me.) Ui, Ua, Us, Us, Us
Uz, Ua, Us, Ug 4(Se) Uz M.
1% M, Va Sk
Lo := M(USUQ — UsUs) 2M, Ly := M(mw — U1Us) 2M,
L3 :=UsUy — U1 Ug 2M. Ls :=Ur7Ug — UsUsg 2M.
X2 = VlUG §ME X3 = V2U5 51\/15
X4 := V1 Ug SM., X5 := WUz SM.

X2, X4

TQ, T3

(7T4+20)Me + 4Sc + My, (5+ 28) M, + Sy,
processor 3 Processor 4
Operations Costs Operations Costs
Us, Us, U7, Ug Uz, Us, Ug, Uio
Us// Uio M./] Se Ui1// Uiz M.// Se
i L. i .
Lg := M(UQUG —UsUiyp) | 2M. Lg := M(UHUS — U7U12) | 2M.
L7 :=UgUg — U7U19 2M. Lg :=U11U10 — UgUj2 2M.
X6 = V2U9 §ME X7 = V1U10 51\/15
X7, Ya s
T4 = m}ﬁ 21\/Ik/2
(5+ &)Me + Se + 2My, /o (5+0)M. + S.

Computational cost of the longest path (7 + 26)M,. + 4S. + M,

Table 5 Computational costs of the Addition step for algorithm with 4 processors
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processor 1 Processor 2
Operations Costs Operations Costs
Ui, Us 2(M.) Us, Us
Uz, Uy 2(Se) Us// Us Me// Se
Vi M, Vi cee
L1 = U1U2 — U3U4 21\/[e L2 = m(U%Uz — U3U6) 21\/[e
Xo = ViUs M. Xy = ViUs M.
(4+6)M. + 2Sc + My, (3+8)Me + Se
processor 3 Processor 4
Operations Costs Operations Costs
Ui, Us, Us, Us Ui, Uy
Va Sk Uz// Us Mec// Se
Ly :=UsUs — U Us 2M, Ly = m(ww — U1Us) 2M,
X1 = Vol M. Xo, X1
X4, X5 s Y1 s
Y3 T := myl 2Mj, /o
(2+6)M. + Sk 3M. + Se +2My /o
processor 5 Processor 6
Operations Costs Operations Costs
Us, Us, Uz, Us Us, Us
L5 = U7U6 7U5U8 21\/15 UQ// U10 Me// Se
Va Lg := M(UQUG —UsUio) | 2M.
X3 = V2U5 §ME
2+ oM. 3M. + Se
processor 7 Processor 8
Operations Costs Operations Costs
Uz, Us, Us, Uro Uz, Us
L7 :=UgUs — UzU1o | 2M. Ui1// U2 Mec// Se
Vi co Ls = W(l)l(z,()) (U11Us = Url12) 2Me
X4 = V1 Ug §ME V2
X2, X3
T .
2+ oM. 3M. + S.

Computational cost of the longest path (4 + ) M. + 2S. + M,

Table 6 Computational costs of the Doubling step for algorithm with 8 processors

4.1 Notation and cost of the arithmetic in finite field

In this work, M, S and I denote the cost of one multiplication, one squaring,
one inversion in the finite field I, respectively. M;, S; and I; denote the com-
putation costs for one multiplication, one squaring and one inversion in the
finite extension field F): of IF,,.
From [17], one can have the following costs:

My =3M, Sy =
Mg = 27M, Sg

2My Ms =6M, Ss =5M, My =9M, Sy = 6M, Mg = 18M,
= 18M, Mgy = 36M, Sg = 25M, Mg = 81M, Sis = 54 M,

Mg = 108M, S5 = 55M, Myy = 162M, Soy = 108M, Myug = 486M,
Sis = 324M,. Iy = 37M + I. 1 p and p?>— Frobenius in Fp12 are respec-
tively 10M and 15M, 1 p and p3— Frobenius in 16 are 15M each.




16

Narcisse Bang Mbiang et al.

processor 1

Processor 2

Operations Costs Operations Costs
Us, Us 2(M.) Us, Us
Uz, Us 2(Se) Ui// Us Mec// Se
Vi My, Vs Sk
L2 = WUBUQ — U3U6 21\/[e L3 = U5U4 — UlUG 21\/[e
X5 :=V1Us oM. X3 :=WUs oM.
(4+ 6)M. + 2S5 + My, (B34 8)Me + Se + Sk
processor 3 Processor 4
Operations Costs Operations Costs
Uy, Uy Us, Us, Uz, Us
U7// Us ME// Se Ls :=U7Ug — UsUg 2M.
Ly := m(ww — U1Us) 2M, Vs o
4 X5 := VU7 dMe
X4 = VlUg 5Me
(3+6)M. + Se (24 6)M.
processor 5 Processor 6
Operations Costs Operations Costs
Us, Us Uz, Us, Ug, Uio
UQ// Ui ME// Se L7 :=UgUg — U7Uqg 2M.
Lg := W(UQUG —UsUso) | 2M. Vi
Vs X7 :=ViUio oM.
X6 = V2U9 5Me
(B+ )M, + Se (24 6)M.
processor 7 Processor 8
Operations Costs Operations Costs
Uz, Us Ug, Uio, U1, Uiz
Ui1// Uiz M.// Se Lg := U11U10 — UgU12 | 2M.
Ls := M(UHUS —U7Ur2) | 2M. Ya
Xz, Xg, X4, X5, XG, X7 T4 = m}ﬁ Mk
Ty, T, Ya Vo
3M. + S. 2M. + My

Computational cost of the longest path (4 + ) M. + 2S. + M},

Table 7 Computational costs of the Addition step for algorithm with 8 processors

4.2 Computational costs of optimal Ate pairing on the studied curves.

In this subsection, we provide the computational costs of the part without the
final exponentiation of the optimal Ate pairing at 128, 192 and 256-bit security

level on our chosen curves.

4.2.1 Computational costs at 128-bit security level.

— Case of BN-curve. Let f;

W(6xz + 2,1) - Ly - Ly be the part with-

out the final exponentiation of the optimal Ate pairing on a BN-curve.
Then the value = 2114 4 2101 _ 214 _ 1 from Table 2 gives 6z + 2 =

9116 4 9115 | 9103 | 9102 _ 916 _ 915 _
steps and 6 addition steps.

22. W(6z +2,1) costs 116 Doubling
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1. For 4 processors,the doubling step costs (742 x 6) M2+ 352 + M12 and

the addition step costs (7 4+ 2 x 6)Ms + 4S9 + Mo, that is 117M and
119M respectively, contrary to 108 M and 126 M from [12].
Then, W(6x+2, 1) costs 116 Doubling steps and 6 addition steps, that is
116(117M)+6(119M ) = 14286 M. [6x + 2]Q, [p]@ and L, together cost
2M3+215, 2 p-Frobenius in [Fj,12 and 76 M, that is 100M +1. [62+2+p]Q,
[—p?]Q and Ly cost 340M + 21, 2 p>-Frobenius in F 12 and 222M, that
is B77M + 21. fy costs 14286 M + (100M + I) + (577TM + 2I) + 2M;2,
that 15071 M + 31.

2. For 8 processors, the doubling step and addition step cost (4 + 6)Ms +
2S5 + My and (4 + 6) My + 2S5 + Mo respectively. That is 88M and
88M respectively, contrary to 90M and 90M from [12]. W(Gz +2,1)
costs 116(88M) + 6(88M) = 10736M. f1 then costs 11521 M + 31.

— Case of BLS12-curve. Let fy = W(a@, 1) be the part without the final expo-
nentiation of the optimal Ate pairing on a BLS12-curve. For the selected
parameter = —277 + 250 4+ 233 W (x, 1) costs 77 Doubling steps and 2
addition steps.

1. For 4 processors, the doubling step and the addition step cost (7 + 2 X
6)Ms + 353 + Mio and (7 + 2 x 6) M3 + 4S5 + Mo respectively, that

is 117M and 119M. W (z, 1) then costs 77(117M)+2(119M) = 9247M.

2. For 8 processors, the doubling step and addition step cost (4 4+ 6) Mz +
2S5+ Mo and (446) Mo+2S9+ Mio. That is 88 M and 88 M respectively,

contrary to 90M and 90M from [12]. W (z, 1) costs 77(88M)+2(88M) =
6952M . fo then costs 6952M .

— Case of KSS16-curve. Let f3 = (W(x,1)- 1) - £ be the part without the
final exponentiation of the optimal Ate pairing on a KSS16-curve. For the
selected parameter x = 23° — 232 — 218 4 98 1 1 W (x, 1) costs 35 Doubling
steps and 4 addition steps.

1. For 4 processors, the doubling step and the addition step cost (7 + 2 X
4)My + 354+ Myg and (74 2 x 4) My + 4S54 + My respectively, that is
234M and 240M. W (x, 1) costs 35(234M) + 4(240M) = 9150M. [2]Q,

[p]Q, €1 and (W (x,1)-£1)P" together cost 395M +21. £y costs 92M and
f3 then costs 9637M + 21.

2. For 8 processors, the doubling step and addition step cost (4 +4)M, +
254 + Mys and (4 + 4)My + 254 + Mig. That is 165M and 165M re-
spectively. W (x, 1) costs 35(165M) +4(165M ) = 6435M. f3 then costs
6922M + 21.
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4.2.2 Computational costs at 192-bit security level.

— Case of BLS24-curve. Let f5 = (:c 1) be the part without the final expo-
nentiation of the optimal Ate pairing on a BLS24-curve. For the selected
parameter x = —2°¢ — 243 4+ 29 926 1J/(2, 1) costs 56 Doubling steps and
3 addition steps.

1. For 4 processors, the doubling step and the addition step cost (7 +
2 X 6)M4 + 3S4 + M24 and (7 + 2 x 6)M4 + 4S4 + M24 respectively.
That is 351M and 357M respectively. fs = W (z,1) costs 56(351M) +
3(357TM) = 20727M.

2. For 8 processors, the doubling step and addition step cost (4 + 6)My +
254 + May and (4 + 6)My + 254 + Moy respectively 264M and 264M
respectively. f5 = W(x, 1) costs 56(264M ) + 3(264M) = 15576 M

4.2.8 Computational costs at 256-bit security level.

— Case of BLS24-curve. Let f5 = (:c 1) be the part without the final expo-
nentiation of the optimal Ate pairing on a BLS24-curve. For the selected
parameter z = —2103 — 2101 4 968 4 950 "1}/(1 1) costs 103 Doubling steps
and 3 addition steps.

1. For 4 processors, the doubling step and the addition step cost 351.M
and 357M respectively. f5 = W(z,1) costs 103(351M) 4+ 3(357M) =
37224 M.

2. For 8 processors, the doubling step and addition step cost 264M and
264 M respectively. fs = W(x,1) costs 103(264M )+3(264M) = 27984 M .

— Case of BLS48-curve. Let fg = (:c 1) be the part without the final expo-
nentiation of the optimal Ate pairing on a BLS48-curve. For the selected

parameter x = 232 — 218 — 210 _ 24 "}/ (2 1) costs 32 Doubling steps and
3 addition steps.

1. For 4 processors, the doubling step and the addition step cost (7 + 2 x
6) Mg + 3Ss + Mys and (7 + 2 x 6)Ms + 4Sg + Mg respectively. That
is 1053M and 1071M respectively. fo = W (z,1) costs 32(1053M) +
3(1071M) = 36909M.
2. For 8 processors, the doubling step and addition step cost (4 + 6)Ms +
25s + Myg and (4 + 6)My + 254 + Moy respectively 264M and 264 M
respectively. fg = W (z, 1) costs 32(792M ) + 3(792M) = 27720 M.
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Level 128
//1//1/11111/ Type of comp. f1 (BN-curve) | fo (BLS12-curve) | fs (KSS16-curve)
Number of Proc. | Miller loop [14] | 12068M 7708 M 7534 M
4 Elliptic net 15071M 4 31 9247M 9637M + 21
8 Elliptic net 11521M 4 31 6952 M 6922M + 21

Table 8 Computational costs of the path without the final exponentiation of the optimal

Ate pairing for the BN, BLS12 and KSS16 curves for 4 and 8 processors

Level 192
TT77TT777T777 T Tyve of comp. | 5 (BLSZA-curve)
Number of Proc. Miller loop 19474 M
4 Elliptic net 20727M
8 Elliptic net 15576 M

Table 9 Computational costs of the path without the final exponentiation of the optimal
Ate pairing for BLS24 curves with 4 and 8 processors.

Level 256
/17777717117/ Type of comp. | fs (BLS24-curve) | fs (BLS48-curve)
Number of Proc. | Miller loop 35360M 34778 M
4 Elliptic net 37224 M 36909M
8 Elliptic net 27984 M 27720M

Table 10 Computational costs of the path without the final exponentiation of the optimal
Ate pairing for the BLS24 and BLS48 curves for 4 and 8 processors.

4.3 Comparison

One can see from Table 8, 9 and 10 that our parallel execution of the
Elliptic Net Algorithm with 4 processors is less faster than the Miller method.
But, for parallel execution with 8 processors, the elliptic net method becomes
more faster. The parallel execution of BLS48-curve with 8 processors is more
faster that the Miller method and when observing the results in the last line
of Table 10, the parallel execution of the optimal Ate pairing on BLS48-curves
is more faster than the one on BLS24 curves.

5 Conclusion

In this work, we have computed the optimal Ate pairing on BN, BLS12, KSS16,
BLS24 and BLS48 curves in terms of elliptic nets associated twisted corre-
sponding curves. We have given the computational costs of the path without
the final exponentiation of the optimal Ate pairings with 4 and 8 processors.
We have seen that the parallel execution with 8 processors give faster results
with elliptic nets, compared to Miller method.
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