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RESEARCH OF CALLER ID SPOOFING LAUNCH, DETECTION, AND DEFENSE

Abstract. Caller 1D parodying produces the valid Caller character, in this manner deciding seem
to start from another client. This apparently basic assault strategy has been utilized in the
developing communication fake and trick calls, bringing about significant financial trouble.
Unfortunately, callerlD spoofing is easy to implement but yet it is difficult to have protection
against it. In addition, there are not effective and defense solutions available right now. In this
research it is suggested the CIVE (Callee Inference & VErification), a compelling and viable guard
against Caller ID spoofing. This way it is described how it’s possible to lunch call spoofing and
between line describe how CIVE approach method can help to prevent somehow this kind of
attacks. Caller ID Spoofing could cause huge financial and political issues special nowadays, when
many things even sometimes authentication and verification are available by phone call, like banks
approving transactions or two factor authentications and many other things. We believe critical
industries specially banks and payment service providers should be protected against such
vulnerabilities with their system and make an approach to prevent it, also it is very important to
learn people specially who has special social place like politicians or celebrities to know such kind
of attack are already exist. For this paper we implemented a call from white house to show there is
no limitation and no matter whom you try to spoof, but destination which is the victim receive the
call and that make this attack vector dangerous. And even modern communication and even
devices like 4G and smart phones are not able to prevent or even detect this kind of attack. This
study is a demonstration of the vulnerabilities available. All experiments were conducted on
isolated mock-ups.

Keywords: caller ID; spoofing; CIVE; callee inference; callee verification; callee; caller; SIP;
Session Initiation Protocol.

1. INTRODUCTION

Caller ID spoofing is uncomplicated to lunch nevertheless difficult to detect and defend
from, even in 4G LTE networks. This work is connected with previous studies on the work
with wireless systems presented in [1]-[7].

Fig. 1 portrays a conventional call setup stream for any call innovation. Call signaling
runs first to build up a call session and afterward begins voice discussions once again the
session. The signaling begins with a setup ask from the Caller to the callee, trailed by all
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signaling required by the call setup system. The two gatherings acquire call service from their
own career network (CN). CNs are co-associated so that call parties from various CNs can
converse with each other. Considering the callee’s CN as the 4G LTE system. 4G supports
two voice arrangements: Voice-over-LTE (VOLTE) [8] and Circuit Switched Fall Back
(CSFB) [9]. VOLTE adopts Voice-over-IP (VolP) and conveys voice calls (and its signaling)
in IP bundles; CSFB use inheritance 3G/2G systems to initiate a CS voice calls. Both
theoretically bolster comparative signaling however utilize diverse conventions. VOLTE
utilizes Session Initiation Protocol (SIP) [10], while CSFB utilizes Call Control (CC) [11]. In
spite of the fact that they talk distinctive convention languages, e. g., the primary demand via
INVITE in SIP for VOLTE and via SETUP in CC for CSFB/CS, the interpretation is taking
care of their border gateway for co-working. For example, INVITE is mapped into SETUP
once leaving 4G and entering 3G/2G. Each call party has an all-inclusive exceptional 1D,
frequently a phone number (e. g., +1 XxX-xxx-xxxx). 1D engages as a permanent address-of-
record which is doled out upon membership and is verified before use. In particular, cell
systems run Authentication and Key Agreement (AKA), which uses the shared secret key,
which is hold by SIM (locally) and known just by the administrator (client database) to
validate one another.

: ' 1) Request Caller ID
Caller Callee’s
carrier 2) More Signaling for call setup carrier
network network

\ I'E , \3) Call conversation in an stablished call] y /

Gateway Public Network
Fig. 1. Conventional call setup stream

2. CALLER ID TESTS

Caller ID spoofing uses a counterfeit ID. In this research, it was considered the
parodying scenario where Caller Ellen (E, in the future) calls the victim Brian (B) by
fabricating Alex’s ID (A.ID). In reality, Caller ID mocking is in fact plausible and simple.
Spoofer E only adjusts the Caller ID conveyed in the configuration request, which is
permitted where E’s CN does not implement the forwarded Caller ID if it is an equivalent to
the authenticated one. Use VolIP/VoLTE for instance.

By using the header ‘From’ in the INVITE message to count the Caller ID. E places
A.ID instead of E.ID, with the goal that B just observes an approaching call from ‘A.” The
worst thing which is happening is that the caller ID spoofing offered as one open
administration by phony ID suppliers To utilize it, E just needs to include B’s phone number
as the objective one and A’s telephone number as the ideal fake Caller ID. Spoofing is free to
use and takes a couple of seconds to run it after implementation.

Fig. 2 demonstrates how clients can in simple way use spoofing like an attacker. Local
SIP server which truncated with another SIP service provider over the internet and effectively
make spoofing assaults towards our test phones (HUAWEI P9) is used. A similar ID was
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utilized in late genuine trick call, which has brought about more than $1,000,000 loss for a
targeted individual [12-15]. Likewise, it is seen that the answer for fighting Caller name
spoofing, e.g., True-Caller [16] and Google’s dialer [17], probably won’t work. Both
neglected to distinguish when the genuine trick call occurred in Jan. 2018 (see Fig. 2),
however it was published for a half year back [18, 19]. In our research of fake tests 20 days
after the fact, TrueCaller attempted to certain degree for the telephone with Internet intern
access, but fizzled at the telephone without Internet intern access. In our controlled trials (the
both aggressors and victims hold by both researchers), are tested by creating other telephone
numbers (mobile or landline, individual or business, from various states and countries, >100
altogether). The research made confirms that, all are easy to spoof with no indication of
limitations.

truecaller

== Missed call 0 min. ago =, Missed call 0 min. ago
‘ﬁ: i The White House (Elected Officials) f M] W The White House (Elected Official

\

+1 202-456-1414 +1202-456-1414

. © o 2 . e

CALL MESSAGE VIDEO CALL EDIT CALL MESSAGE v

Fig. 2. Screenshots of the callee phones (Huawei p9) in a real scam
and two controlled caller ID spoofing tests

3. BASIC IDEA AND FEASIBILITY OF THE STUDY

The essential thought in Fig. 3 confirms whether the caller ID (A.ID) is a spoofer or not,
by looking at the call states of two call sessions. For an approaching call inCall, CIVE asks
the callee (i. e., B) to make an auCall back to the starting ID (1). B uses the inCall’s setting to
surmise the condition of Caller X (An or E in the nonappearance/nearness of spoofing). For
instance, X is dialing when in Call rings. In the meantime, B utilizes its own perception on
auCall to derive A’s call state (2), and evaluate it with X’s (3). In case of an inconformity, and
is attested to be not X, and spoofing to inCall. The above basic arrangement idea has a few
decent highlights. No control is expected on different parts (the carrier infrastructure or
different gadgets). It doesn’t require participation by others or additional data intern access.

It also works under two terms: (1) B’s perception can gather A’s particular call state. In
the moment when the call state of auCall. Callee changes, the state of auCall. Caller ought to
be changed too for making the derivation possible (2).

The interfered A’s call state has to contrast from the genuine call state at any rate once
upon spoofing. Further possible tests to address a key technical issue shows: which accessible
data from the auCall. Caller side can be used to construe the particular state on the remote
auCall. Firstly, basic call data provided by mobile OSes (utilizing Android as an instance)
something like PRECISE_CALL_STATE, PHONE_STATE in telephony manager and
framework logs were exanimated. Nonetheless, it is presumed that such data neglects to
deduce the state on the remote callee side, because it just gives call states alone side.
Particularly, the two sides are in a similar call session, and the Caller ought to almost certainly
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realize what occurs at the ending part. By the way, in practice these abnormal state APIs
cover up fine-grained call setting and fail the run surmising, required by CIVE. In such way
there have been looked for pure context call setting data. While experiments it was set out
that, the succession of call setup signaling messages (SIP for VOLTE and CC for CSFB/CS)
comply with expectations.

@3N ' — nCall: caller ID=A.ID —>1  @E})

| | | (Dialing)
le— auCall: call ee ID=A.ID < 1 |
I X.satus

—1 2 —»Infer A.status—3-»
e.g idle

Fig. 3. Sequencing detection whether the caller ID (A.ID) is a spoofer or not

~Caller CNs Calleg @ /InCaII (ring) \

1

1
1 1
1 1
[ 1
I BLACKBOX I
I 1
1 [
I 1

4. BASELINE FEASIBILITY TESTS

Initially essential possibility tests to approve that the call signaling messages received
by the Caller’s side are sufficient to deduce the callee’s call state have been run, moreover run
out the trials in three ordinal call settings:

e (C1) A calls B (no-spoof)
e (C2) E calls B while A is idle (spoof-idle)
e (C3) E calls B while A is on a call (spoof-conn)

SIP signaling messages for auCall utilizing tcp-dump or wireshark at telephone B, an
established Android gadget were gathered. 10+ telephone models (from Samsung, Google,
Huawei, Sony, Xiaomi, and so on) and found no distinction have been attempted with.

They were also tested with all of the four best level US carriers: AT&T, T-Mobile,
Verizon and Sprint. The studied material differences incidentally, while all are demonstrated
feasible (Fig. 4). The T-Mobile results to delineate CIVE’s possibility were utilized.
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Time A Source Destination Protocol Length Info
2 0.00.. 2607:fc.. fde@:97.. SIP/SDP 984 Request: INVITE sip:+1l
5 0.38.. fd00:97.. 2607:fc.. SIP 496 Status: 100 Trying |
9 2.79.. fd0@:97.. 2607:fc.. SIP/SDP 332 Status: 183 Session Prog!
11 2.87.. 2607:fc.. fdee:97.. SIP 884 Request: PRACK sip:sgc_c(
w 4.22.. fd00:97.. 2607:fc.. SIP 984 Status: 180 Ringing |

v Status-Line: SIP/2.0 180 Ringing
» To: <sip:+ISSeEES=lemsg.pc. t-mobile.com;use
» From: <sip:leSe=Sg@msyg.pc.t-mobile.com>;1
» Record-Route: <sip: [FD@0:976A:C206:1821::1]:¢
P-Charging-Vector: icid-value=sgcll.nvatf0e2.
[P-Early-Media: sendrecv
» Feature-Caps: *;+g.3gpp.srvcc
[Alert-Info: <urn:alert:service:call-waiting>|

23 10.8.. 2607:fc.. fdee:97.. SIP 864 Request: CANCEL sip:+1MM
25 10.9.. fde@:97.. 2607:fc.. SIP 572 Status: 200 OK |

27 [11.0.. fdee:97.. 2607:fc.. SIP 788 Status: 487 Request Term:
33 11.1.. 2607:fc.. fd@@:97.. SIP 684 Request: ACK sip:+1i

Fig. 4. Multi variable baseline feasibility test findings

Fig. 5 plots the charts of SIP signaling messages observed at B in C1-C3 scenarios.
auCall is started, when inCall rings yet isn’t recognized by B. Three objective facts were
separated.

The First one: the sequences of call signaling messages share numerous common parts
in each of the three situations. Specifically, all begin with INVITE, pursued
by100—183—---—180---—200---. These numbers show the SIP state and response codes,
which all are standards [20].

The second illustrated that each sequence contains certain basic data to recognize three
call settings. For instance, in the received ‘180 Ringing message,’ there are two fields: P-
Early-Media (PEM) and Alert Info (detailed signs in Fig. 5). Table 1 lists their particular
qualities in each one of the three situations.

® ®
| o .\s fing call | o |
@ ] ] poofing ca @ Spoofing call o
= m at T ml | mE . s m
B | A (idle) B | A (ide) B |
| | |

PARCK o
200 OK —p

e—200 0|<(invite)———>l

4——ACK——q
BYE: —|

————200 OK(BYE)—— |

ﬂk

_________—F}—_________

4—auCall fromBto A————@ |

<——100 INVITE——0|
o—————100Trying—» |

@————183 Session Process———»> l

PARCK-—_.l

—
T

|
@®———180 Ringing(PEM=sendolny)— |

200 OK

1'

o——200 OK(CANCEL)———>|
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—|
I
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|
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T

PARCK
200 OK:

|
180 Ringing(PEM=sendrecv) > |
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— @

CANCEL: *
e——200 OK(CANCEL)———>|
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—
I

ACK

ﬂx

Fig. 5. Caller ID count research by using the header ‘From’ in the INVITE message
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The third, additionally was found repetitive features which can induce distinct call
state also C1 observes 200 but C2/C3 uses ‘487 Request Terminated,” responding to INVITE;
C1 utilizes BYE while C2/C3 uses CANCEL at the end. Therefore, it is abused the
unexplored side channel of call setup signaling messages. As a result, particular callee state:
dialing (C1), idle (C2), and conn (C3) were gathered, while the final state in C2/C3 contrasts
from the anticipated state without spoofing (C1).

Table 1
Caller trials in three ordinal call settings
True state Key observations (features)
C1 A is dialing 180.PEM= sendonly
C2 Aisidle 180.PEM= sendrecv
C3 A is conn 180.PEM= sendrecv,
180.ALERT= call-waiting

5. CLARIFICATION OF ARRANGEMENT EFFICIENCY

Now it will clarified why the above arrangement should work. The main reason lies in
the call setup technique modeled by Internet RFCs and cellular determinations. Table 2
exemplifies such vital information. First, call setup signaling messages contain detailed or
latent data, which is related to the callee’s state to facilitate the call setup.

The call request can come to the callee if (s)he is available. In case the callee is
occupied, the research can be dropped from the ringtone or being changed to the voice
mailbox. If the callee has call pausing, the request call in any case can contact him/her if (s)he
isinacall.

Second, standard terms command a rich arrangement of signaling messages, which
convey rich setting data and can be abused to induce the call state on the other party. SIP
defines numerous parameters and response codes. For example, ‘180 Ringing’ indicates that
the call request reached the callee; ‘181 Call Is Being Forwarded’ is utilized when the call is
sent to a voice mailbox for an occupied callee; ‘486 Busy Here’ demonstrates an occupied
callee. In addition, SIP characterizes extensions to pass more information.

For instance, the P-Early-Media (PEM) field authorizes like an early media (e. g.,
ringtone), with ‘sendrecv’ indicating bidirectional line, ‘sendonly,” ‘recvonly,” and ‘inactive’
indicating a directional line to the Caller, from the Caller, and no line. Another example is
URN-Alert (Fig. 5), which gives ordinary understandings of the referenced tones. ‘Call-
pausing’ demonstrates that the callee is in an active or held call, and ‘forward’ shows the call
will be forwarded. Third, these signaling messages are related with the call setup’s limited
state machine (FSM), which together shows more call state data.

11
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Table 2

Exemplification of call setup technique modeled by Internet RFCs
and cellular determinations

Field References and values
SIP response codes RFC3261 [21]:

+ 200—ok

+ 180—ringing

* 181—call is being forwarded

* 182—queued

* 183—session progress

+ 301—moved permanently

* 480—temporarily unavailable

* 481—call/transaction does not exist
* 486—Dusy here

* 487—request terminated

PEM RFC5009 [19]:

* sendrecv

+ sendonly

* recvonly

* inactive

URN-Alert RFC7462 [20]:

« normal (default)

« call-waiting

» forward

« recall:callback

« recall:hold

« recall:transfer

VOLTEFSM TS24.229 [22], TS24.628 [23], and TS24.615 [24]:
carrying early-media value or alert-info in 180/183,
call terminated by network when busy

As an example, the request ‘487 Request Terminated’ suggests the demand to be
finished by a BYE or CANCEL request [23]. The Caller sends CANCEL when intending to
finish a call before the call is replied. It sends BYE if the first INVITE still returns ‘200 OK.’
CANCEL is seen without ‘200 OK’ as a response of INVITE. Cellular terms [22-24]
additionally declare that VOLTE receives certain signaling messages, which are helpful for
callee state interference from the Caller side observations. In outline, call setup utilizes a
Stateful FSM and its signaling likely collects enough data to conclude callee state. This makes
callee state inference dependent on the signaling message arrangement, saw on the Caller
side.

6. CONCLUSION AND FUTURE WORK

All industries specially banking system should check this vulnerability into their system
and make an approach to prevent it, also it is very important to learn people specially who has
special social place like politicians or celebrities to know such kind of attack are already exist
and don’t be scam by same method.

The research exhibits the plan and assessment of CIVE while real Caller 1D spoofing
attack lunched and described how easy possible to change call header information. Therefore,
it introduces a non-typical, just callee arrangement against Caller ID spoofing. It devises
different derivation procedures to construe the remote Caller state, by analyzing an
unexplored side channel of 4G networks.

12
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We are looking for a better solution to protect against Caller-1D spoofing with detection
method, on victim (call destination) side, because we believe even if there be mitigation
methods by providers, still possible to be a malicious provider, but in such cases best solution
to move main layer of protection to end-point.
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JOCJ/IIZKEHHSA CIHY®IHT'Y ITEHTUPIKATOPA ABOHEHTA
IIPU PEECTPAIIII: BUSIBJEHHS TA IPOTUIIA

Anoramnis. [Ipu nigpoGnenHi inenTudikaTopa aOOHEHTa HAAAETHCS AIWCHUI TOCTYI JIO CEPBICIB
Bix iMeHI iHIIoro aGoHeHTa. L1 OCHOBHA cTpaTeris Hamagy 4acTO 3aCTOCOBYETHCS B iCHYIOUHX
TENeKOMYHIKaIlIMHUX Mepexax Ui MiapoOku U (anbcudikaiii JocTymy, M0 CIPUYHHSIE 3HAYHI
¢inancoBi 30uTkn. Hakanb, migpoOky ifeHTHdikaTopa abOHEHTa 3MIMCHUTH JOCHTh JIETKO, a
3axXMCTHTHCS Bij Hel BKkpail Baxkko. KpiM Toro, 3apa3 He icHye e()eKTHBHUX pillleHb [0 MPOTHIIT
Hiit BpaziauBocTi. Y 1poMy nociipkenHi npornonyerhbest 3acrocyBands CIVE (Callee Inference &
VErification) — wmoxnuBuii 3axuct Bif mimpoOneHHs imentudikaropa abonenta. B crarti
NPEJICTABICHO, SK MOXHA MiJAPOOJSITH BHUKIMKH, a Takox npexacrasienuii merox CIVE, 3a
JIOTIOMOT'0I0  SIKOTO MOXJIMBO YAacTKOBO MPOTUIIATH TONIOHMM Hamaaam. [limpoGiieHHs
ineHTugikaTopa abOHEHTa MOXE CHPUYMHUTH BelW4Ye3Hi (HiHAHCOBI Ta MONITHYHI MPOOIEMHU,
0COOJIMBO CHOT'O/IHI, KOJM 0arato peuei, HaBiTh aBTEeHTH(DIKAIS Ta MiATBEPAKESHHS, TOCTYIIHI 32
JIOTIOMOT 010 TeJIeOHHOr0 J3BiHKA, HANpPHKIAA, NpPU JOCTYMi JO OaHKIBCHKHX PAaxyHKIB,
MiATBEP/DKEHHs] TpPaH3aKIlii 3a JOMOMOrow JBO(GAaKTOpHOI aBTeHTH(]ikamii Ta 0arato iHIIKX
pedeil. Mu BBaXkaeMo, [0 Y KPUTHYHUX Taly3sX, 30KpeMa a1 OaHKiB Ta IOCTaYaJIbHHUKIB 1HIINX
IUIATDKHUX TOCHYT, 1H(OpPMAIiiiHI CHCTEMH TOBHHHI OYyTH 3aXMINEHI BiJi TAKMX Bpa3iMBOCTEH 1
MaTH Ha 030po€Hi MeToaM 3anobiranHs. Tako BaXKJIMBO HABUMUTH MEPCOHAN, KU Mae 0cOONMBe
collialbHE 3HAYEHHS — IOJITHUKIB 1 3HAMEHUTOCTEH, 1[0 TaKi BUIH aTaka BXX€ iCHYIOTh 1 MOXYTb
MIPU3BECTH 0 iMIPKEBUX BTpat. /g 1IbOro JOKyMEHTY MU peaii3yBaid I3BiHOK 3 bimoro momy,
00 MOKa3aTH BiJICYTHICTh OOMEXEHb HPU BHOOpPI KEPTBH, a MOTEPIUIMN OTPUMYE N3BIHOK i
pobuTh 1ieli BeKkTOp Hamaay HeOe3medyHUM. AHI CydacHi  TeleKOMYHIKamiiHI KOMIMaHii, aHi
BUPOOHHMKM TPUCTPOiB Ha 3pa3zok 4G cmapTdoHIB He 37aTHI 3amo0irti abo HaBiTh BHUSBUTH
moniOHnit Haman. Lle JocmipkeHHS € JEMOHCTpAIli€l0 HasSBHUX YpasidHBHX MicCIb. Yci
eKCIIEPUMEHTH IIPOBOMIIMCS Ha 130JIbOBAHMX MaKeTax.

Keywords: imentndikatop aGonenta; cmydinr; CIVE; BusHaueHHS abOHeHTa; MepeBipka
aboneHTa; abonenT; SIP; mpoToko iHiliFOBaHHS cecii.
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