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Abstract— The threats posed by botnets in the cyberspace 
continue to grow each day and it has become very hard to detect 
or infiltrate the cynicism of bots. This, is owing to the fact, that, 
the botnet developers each day, keep changing the propagation 
and attack techniques. Currently, most of these attacks have been 
centered on stealing computing energy, theft of personal 
information and Distributed Denial of Service (DDoS) attacks. In 
this paper, the authors propose a novel technique that uses the 
Non-Deterministic Polynomial-Time Hardness (NP-Hard 
Problem) based on the Traveling Salesperson Person (TSP) that 
depicts that a given bot, bj, is able to visit each host on a network 
environment, NE, and then it returns to the botmaster, in form of 
instruction(command), through optimal minimization of the hosts 
that are (may) be attacked. Given that bj represents a piece of 
malicious code and TSP-NP Hard Problem, which forms part of 
combinatorial optimization, the authors present this as an 
effective approach for the detection of the botnet. It is worth 
noting that the concentration of this study is basically on the 
centralized botnet architecture. This holistic approach shows that 
botnet detection accuracy can be increased with a degree of 
certainty and potentially decrease the chances of false positives. 
Nevertheless, a discussion on the possible applicability and 
implementation has also been given in this paper. 
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I. INTRODUCTION  

With the increasing sophistication of modern 
technologies,the world is, on the other hand, experiencing a 
significant increase in botnet attacks such as Distributed Denial 
of Service (DDoS), malware dissemination, and phishing 
attacks among other types of botnet-based attacks. Additionally, 
the ability to want more computing power has made people find 

ways of controlling IT resources which in reality do not even 
belong to them. It is on these grounds that it has enabled 
adversaries to utilise botnets as threat agents for malicious gains. 

Cyber-adversaries have the ability to give botnets such a 
high computing power to use for whatever reason they please-
ranging from financial gains, service disruption, DDoS and 
sensitive information theft. In most cases, anyone who creates a 
botnet has the capability of controlling and managing the 
infected computers on the network remotely over the Command 
and Control (C&C) infrastructure, with virtually no risk of being 
detected in some instances. This is because the owners of the 
infected computers (zombies) are often unaware that they are 
infected and that someone somewhere is controlling them. 

The detection of botnets can be very hard. It is for this reason 
that we propose in this paper a technique that uses the Non-
Deterministic Polynomial-Time Hardness (NP-Hard Problem) 
based on the Traveling Salesperson Person (TSP), that shows 
diverse traversal techniques, in order to detect the presence of a 
botnet through optimal minimization of the host endpoints. 

As for the remaining part of this paper, Section 2 covers the 
background while section 3 handles the related works. 
Thereafter, Section 4 presents an overview of the proposed 
approach followed by a discussion in Section 5. Finally, the 
paper concludes in Section 6 and makes mention of future work. 

II. BACKGROUND 

This section presents a background study of the following areas: 
Botnets, Centralized Botnet Architecture and the TSP-NP-Hard 
Problem. 
 



A. Botnets 

A botnet can simply be understood as a robot network. In a 
botnet, compromised computers or IT infrastructure are put 
under the control of a malicious actor. Each device in a botnet is 
referred to as a bot and can run autonomously and automatically. 
However, bots can also be addressed as “zombie computers” due 
to their ability to operate under remote direction from a 
malicious actor without their owners’ knowledge once a 
victims’ computer is compromised.  

Research by  Liu et al.,[1] shows that botnets have become 
prevalent mostly in wired as well as wireless networks and also 
the cloud. Also, internet technology plays a big role in the spread 
and control of exiting botnets. Besides, the Internet has also 
made it very hard to detect botnets due to their evolving and 
complex techniques used by botnet controllers to avoid 
detection. 

Compared to other existing malware, the authors in [2] argue 
that botnets are emerging as the most serious threat against 
cybersecurity, as they provide a distributed platform for several 
illegal activities. This includes but not limited to launching 
DDoS attacks against critical targets, malware dissemination, 
phishing as well as click fraud. Other research in botnet 
detection strategies and propagation has been mentioned in [4-
7]. 

In this paper, the authors argue that the threats posed by botnets 
in cyberspace are increasing each day and it has become very 
hard to detect or infiltrate bots given that the botnet developers 
keep changing propagation and attack techniques. It is for this 
reason that this paper concentrate on proposing an effective 
approach for botnet detection based on TSP-NP-Hard Problem 
that is based on centralized botnet architecture. The next section 
will briefly explain the centralized botnet architecture. 

B. Centralized Botnet Architecture 

For a very long time, a bigger percentage of created botnets 
have had a common centralized architecture [3]. In essence, 
centralized botnet architecture means that the bots in the botnet 
connect directly to some special hosts also called "command-
and-control" (C&C) servers under the control of the botnet 
operator.  

The primary work of the C&C server is to receive commands 
and signals from the operator named the botmaster, and then 
propagate them to other bots in the same network automatically 
[4]. Figure 1 shows how a centralized botnet architecture would 
look like.  

Figure 1, infer that the C&C server is responsible for 
monitoring the status of all connected bots, issues commands 
originating from the botmaster, in order to collect data and 
constantly wait to connect new bots as well as registering them 
in its database for further attacks. 

 

 

  Fig 1: Centralized botnet architecture 

Based on the centralized botnet architecture, the authors 
propose in this paper a technique that uses the Non-
Deterministic Polynomial-Time Hardness (NP-Hard Problem) 
based on the Traveling Salesperson Person (TSP) to show that a 
given Bot, bj, is able to visit each host on a network environment, 
NE, and then returns to the botmaster in form of instruction 
through optimal minimization of the hosts that are attacked. The 
TSP-NP-Hard Problem is briefly discussed in the subsection to 
follow. 

C. TSP-NP-Hard Problem 

 
A Traveling Salesperson Problem (TSP) is represented given (௡ିଶ)௡/ଶ  integers based on the ݊ pair of traversals, where all cities 

can be visited and back to the origin [8]. TSP problems were 
first realized in 1930 by Viennese Mathematician Karl Menger. 
The TSP tries to find the shortest path through joining a finite 
set of points with the distance between them given. One point 
could easily be determined based on a particular ordering ݅ଵ, ݅ଶ ……… , ݅ଵ௡ାଵ and the length of the distance can be given 
by ܥ௜ଵ௜ଶ, ௜ଶ௜ଶܥ ……… , ଵ௡ାଵ,௜ଶାଵܥ  where the rules of the origin 
depend on the number of permutations for the cities to be 
traversed [9],[10]. 
 
 The authors consider the following TSP-NP Hard problem 
definitions: 
 
Definition 1: If for the set of vertices a, b, c ∈ V, it is true that 
t (a, c) ≤ t(a, b) + t(b, c) where t is the cost function, we say that 
t satisfies the triangle inequality [11]. 
 
A Minimum Spanning Tree (MST) represents the weight of 
which is a lower bound on the cost of an optimal traveling 
salesman tour. Using this MST, one would create a tour of the 
cost of which is at most 2 times the weight of the spanning tree. 
 
 
 



Definition 2: If an NP-complete problem can be solved in 
polynomial time then P = NP, else P ≠ NP [11]. 
 
Given a problem, there can be an approximation for the solution 
based on the cost of the optimal solution. If the cost is not able 
to satisfy the given traversal (inequality) then the polynomial-
time may not be enough to find the acceptable approximation 
to the traversals across the hosts/vertices. 
 
Definition 3: The domination number for the TSP of a heuristic 
A, is an integer such that for each instance I, of the TSP on n 
vertices A, produces a tour T, that is now worse than at least 
d(n) tours in I including T. This also includes the greedy 
approaches and the aspect of the Nearest Neighbor (NN) [11]. 
 
The TSP also depends on the optimization of the greedy 
approaches and the aspects of the nearest neighbors which helps 
in the traversals. 

III. RELATED WORK 

Research in [12] has solved the NP-complete problem of an Ant 
Colony Optimization (ACO), which has been able to compare 
the performance matrix of ACO in order to solve the Soduko 
Puzzle. While this research employs the TSP-NP Hard problem, 
no focus has been given entirely on the botnet detection 
strategies at the time of writing this paper. Nevertheless, 
research by [13] has formally presented a decision problem 
where if A is a decision problem, then A has a succinct 
certificate property, A ∈ NP and A is transferable to Integer 
Programming in polynomial time. Based on this problem, the 
authors have been able to deduce also that P ⊆ NP, then if A ∈ 
P, then A ∈ NP. Another research in [14] has brought insights 
into the design of parameterized complexity analysis of 
heuristics. Important to highlight is that in that research, an 
ACO approach for Euclidean TSP has been used and a more 
effective ACO algorithm is able to be obtained.  
 

IV. DETECTING CENTRALIZED ARCHITECTURE-BASED 

BOTNETS USING TRAVELLING SALESPERSON NON-
DETERMINISTIC POLYNOMIAL-HARD PROBLEM-TSP-NP 

TECHNIQUE 

This section gives the proposed approach that forms the main 
contribution of this research study. This approach concentrated 
on finding suitable techniques for detecting centralized 
architecture-based botnets based on the Traveling Salesperson 
Problem Non-Deterministic Polynomial-Hard problem-TSP-
NP. 

A. Problem Formulation 

The problem has been formulated based on the following 
approach: Let ݔ be the number of nodes in a network and ݊ be 
the number of hosts that a botnet can attack in a network 
environment, ܰܧ. For each ݊, in a network, there exists ௝ܾ bots 
that form pieces of malicious code that can compromise a 

number of hosts and form part of the remote-controlled entities 
that constitute a botnet, ݐܤ. The ௝ܾ are represented as entities 
that can attack an existing number of hosts. The author takes a 
single host, ℎ௜ as a primary attack point that ௝ܾ can attack. Next, 
the author refers to the ܭ௧௛ − attack on ℎ௜  ܵ. ܶ  ℎ௜, ݇ =1…݇௡ାଵ . We then define the probability of an attack on ℎ௜ 
based on the number of bots that are dispatched and the defense 
mechanism of the victim’s knowledge of the attack. A victim 
can easily suffer a botnet attack if one is able to trigger a 
malicious code to be executed unknowingly. An assumption is 
made that there is a probability, ௜ܲ  that any ℎ௜  can be 
compromised and each ௝ܾ  can be taken to be independent. 
Based on this assumption, in the attacker’s perspective, ௜ܲ  that ℎ௜ can be attacked depends on the propagation techniques. The 
objective function on the TSP propagation techniques that are 
represented as follows: 
 
                       ∑ ௜ܲ(ܾ௜)ݔ௜        (1) 
 
Which is the probability function  ௜ܲ  that shows that ℎ௜ can be 
attacked. The notations have been represented as is shown 
(Table 1). 
 

Table 1. Notations 
 

Notation Description ௜ܲ  The probability that a host may be attacked ܾ௜ Possible defense mechanisms for botnet where ݅ ∈  ௜ Returns 1 if a host is attacked by a botnetݔܰ
otherwise it returns 0 ݓ௫௡ାଵ Weight function of a 
network/directed/undirected graph 

 

B. TSP-NP-Hard Problem Approach in Botnet Detection 

 
The process of TSP is represented as a complete graph: 
 
,ܩ}ܲܵܶ  ݂, :{ݐ ,ܸ)ܩ ,ℎ݌ܽݎ݃	ܽ	ݏ݅	ܩ	݁ݎℎ݁ݓ	(ܧ ܸݔܸ			 	,݊݋݅ݐܿ݊ݑ݂	ܽ	ݏ݅	݂ → ݐ	݀݊ܽ	ܼ ∈ ܼ. 
 
 G is also a graph with vertices ܸ and edges ܧ over which a 
botmaster can be able to dispatch malicious codes (bots) 
between ܸ	ܽ݊݀	ܧ, which are also used as end-points and hosts 
respectively.  
 
The authors take the TSP-NP hard problem approach where a 
botmaster can initiate bot traversals and the bots can 
communicate back to the botmaster. This has been shown in 
Figure 2. Based on the TSP end-points in Figure 2, a botmaster 
can traverse the shortest route through which ܾ௜ can attack ℎ௜ 
either through ܶܵܲ	[ܤ{ݔ௜}, ,{௜௜ݔ}ܤ ,{௜௜ݔ}ܤ ,{௜௩ݔ}ܤ  .{௜௩ݔ}ܤ



                            
     Fig. 2: Weighted TSP end-points 

 
The TSP proof lies in showing that TSP belongs to NP. To 
check this, the botmaster can take a tour (injection) and a bot 
can propagate on each vertex once and then communicate back 
to the botmaster. 

C. Outline-TSP-Botnet-Attack-Detection Proof 

The authors make an assumption based on how the bots are able 
to propagate in a network. This shows that there is always ℎ௜ 
that may be vulnerable to attacks.  The proof for the TSP-Attack 
is represented using Lemma 1, 2 and 3 as follows: 
 
Lemma 1:  If there is no defense mechanism in ℎ௜ during initial 

bot injection and secondary infection by ௝ܾ, then ௝ܾ 
can be successful, given that ௝ܾ ∈ ܰ where the ௝ܾ 
binaries are able to be executed in ℎ௜ to perform a 
wide range of cynical activities. 

 
Proof:   We denote {ܾ௜, ܾଶ, ……… ௝ܾାଵ}  as a set of bots ܵ. ܶ	 ௝ܾ ∈ ܰ  that are executed at the node end-

points or the hosts. Based on this, a set of bots that 
are delivered to extract information from {ℎ௜, ℎଶ, ………ℎ௡ାଵ} may be executed as follows: [< ܾଵ → ℎଵ >,< ܾଶ → ℎଶ …………… . , < ௝ܾାଵ →ℎ௡ାଵ >] . We can also represent ൛ݐ௜, ,ଶݐ ………  as the time it takes for a bot to	௝ାଵൟݐ
travel from one host (vertice) to another and back 
to the botmaster. 

 
The bots are executed as the hosts and based on TSP, there is a 
frequent message exchange between the botmaster and the bots 
and to finalize this communication, there is usually a message 
exchange ൣ< ௝ܾୀଵ → ℎ௡ାଵ >൧ → ݎ݁ݐݏܽ݉ݐ݋ܤ  in order to 
complete the process: ܶܵܲ: ܸݔܸ →  .ℎܿܽ݋ݎ݌݌ܽ	ܼ
 

Lemma 2: A bot ௝ܾ 	 traversing a host, ℎ௜  (vertices) will 
propagate based on the time ൛ݐ௜, ,ଶݐ ………  ௝ାଵൟ andݐ
no update from a botmaster may be missed. 

 
Proof:    We consider a situation where a propagating bot fails 

to hit the target host. This may require the botmaster 
to send more bot updates. A newer version of a bot 
will replace the existing and the code will be 
executed, hence no bot update is likely to be missed, 
(See Lemma 1). 

 
Lemma 3: Once a bot is successfully executed inside a host 

(vertices), the bot can change its state of execution to 
appear to be deterministic as possible. 

 
Proof:  This implementation shows that based on TSP-NP, it 

is indeed deterministic based on how a bot behaves 
after execution. This can be shown based on how ൣ< ௝ܾୀଵ → ℎ௡ାଵ >൧ behaves over ൛ݐ௜, ,ଶݐ ………  ௝ାଵൟݐ
(see lemma 1 and lemma 2). 

 

D. Optimization of TSP-NP Botnet Detection using Greedy 

 
Based on the botnet traversal and propagation techniques [see, 
Lemma 1, 2 and 3], we access ܶܵܲ − ܰܲ − ℎܽ݀ݎ	݈ܾ݉݁݋ݎ݌ 
based on how the bot traverses or travels once it is dispatched 
using ൣݎ݁ݐݏܽ݉ݐ݋ܤ − ݎ݁ݒݎ݁ݏ	ܥ&ܥ− < ௝ܾୀଵ → ℎ௡ାଵ >൧ ݎ݁ݒݎ݁ݏ	ܥ&ܥ→ → ݎ݁ݐݏܽ݉ݐ݋ܤ  to host and back as is shown in 
Figure 3. 

An assumption is made that the TSP-NP hard problem is 
represented using ஻ܶ௡   traversals, where ݊ܤ  represents the 
botnet in a directed/weighted graph ܩ = (ܸ, ,(1ݔ)ݓ with weights (ܧ ,(2ݔ)ݓ (4ݔ)ݓ	݀݊ܽ(3ݔ)ݓ  respectively. This also 
commensurate with infection happening every time a bot moves 
from ℎ௡[ ௝ܾାଵ]  hosts and when all ℎ௡[ ௝ܾାଵ]  are visited, 
instructions can be dispatched back to the origin ܾݎ݁ݐݏܽ݉ݐ݋ 
using ܶܵܲ → ܥ&ܥ →  We optimize this solution .ݎ݁ݐݏܽ݉ݐ݋ܤ
using greedy approaches using the following assumptions 

1. Assuming that a bot that is dispatched by a 
botmaster can have the worst tour, then it is 
imperative to have exceptions. 

2. Assume that all the botnet traversals happen 
between the edges, then there needs to exist a 
Nearest Neighbor (NN) that has a cost based on 
the starting point which is 1 if there exists an NN 
or 0 otherwise. 



                    
 
                                                      Fig .3: Centralized TSP Botnet Traversals 

 
3. A consideration that the TSP-for bots prove that 

the NN has domination of bots on the hosts 
 

Based on the three assumptions that are labeled [1-3] above we 
coin the following botnet traversal equations [2 to 6]. [ ஻ܶ௡, (ܹ௫௡ାଵ)]               (2) 

Which shows the bot travels and the distance covered based on 
TSP-NP as shown in Equation 3 ∑ (ܺ௡ାଵ ൅ ஻ܶ௡)௡ିଵ௜ୀଵ                             (3) 

which shows the exceptions in the worst tour as,  

              ∑ ݇ܰ − ܰ ൅ 1௡ିଵ௞ୀଵ 																																		(4) 

then it shows the NN node that a bot is likely to visit as, 

    ∑ ݇ܰ > 1௡ିଵ௞ୀଵ      
            (5) 

If the process begins with a 1 if a NN exists 

ேேܥ                  = ……1,2]ܥ . ݊] = ∑ ݅ܰ ൅ ܰ ൅ 2௡ିଵ௜ୀଵ   
     (6) 

Represents the cost to the TSP-NP hard problem that a bot may 
take in the NN or the nearest host/node. Having looked at the 
TSP-NP Hard problem approaches that can be used to aid in 
centralized botnet detection, in the next section a discussion of 
this study is given. 

V. DISCUSSION 

The authors have mainly focused on two distinct issues: First, 
the attention of the study has focused on the assessment of the 
centralized botnet topology and how easily the bot organization 
can influence major botnet attacks. Consequently, the authors 
have been able to give this study a TSP-NP-hard problem 
approach in order to foster botnet detection. Normally in a 
centralized botnet architecture, the most important aspect is to 
know where the C&C server sits because it is the central point 
through which a botmaster uses to dispatch instructions to bots 
and it is the same point over which bots can report to the 
botmaster about the stolen information. 

Given that the centralized architecture is organized using 
point/nodes that are connected [15-16], the attacker bots begin 
to attack nodes from a point ݔ, then they are able to traverse to 
different nodes {ݔଵݔଶݔଷ …………… .  ௡ାଵ}, through a visit ofݔ
all the nodes in the shortest path possible and then, convey the 
message back to the botmaster in a TSP-NP hard problem 
approach. This means that the attacker needs to compromise a 
number of nodes. Based on the TSP-NP hard problem 
approach, to detect the influx of bots at nodes/hosts, the cyber-
defender would be required to easily pay attention to the node-
traversing patterns and the node characteristics. This is owing 
to the fact that the TSP-NP hard problem allows a bot to visit 
each node/host depending on the instruction from the 
botmaster, then the characteristics that may include the ability 
for the bot to do phishing attack, click fraud and malicious 
attachments, etc. This could easily be detected based on how 
they traverse on each node. It is the authors’ opinion that the 



proposed TSP-NP-Hard problem approach is effective enough 
and it also provides a holistic approach that can easily be 
employed in an attack and defense-based scenarios. 

As part of the implementation of this study, the authors aim to 
simulate a network by creating an army of zombies and then 
use the TSP-NP and NN  to identify and provide security of the 
network against botnets based on DDoS, Internet Relay Chat 
(IRC), click-fraud, port scan and identification of worm traffic 
from a C&C server perspective. This enables one to be able to 
profile an adversary based on the cynicism that is identified on 
the network based on the botnet attack characteristics. Forensic 
modeling and analysis [17]–[19] of these attack characteristics 
can then be carried out to ascertain the feasibility of 
investigating such an attack. Furthermore, this process will 
entail the development of a proactive forensic framework which 
can be leveraged to address such attack. Whilst the potential of 
such an attack presents a daunting challenge, the development 
of such a proactive approach could provide a baseline for 
addressing botnet-based cyber-incident. Modeling of the 
resulting behavioral characteristics of each contributing zombie 
can provide a pointer for understanding such an attack. A 
subsequent study will attempt to provide insight into methods 
and approaches that can be used to prevent zombie-net. This is 
essential in a typical user identification process, and forensic 
investigation, as false positives can be easily induced. Attempt 
to minimize the potential of false error rates during the 
investigation of such centralized attack architecture will also be 
explored.  

VI. CONCLUSION AND FUTURE WORK 

This research study has mainly employed the TS-NP- non-
deterministic polynomial Hard Problem to aid in the detection 
of the centralized-based botnets. The authors have presented 
this approach using mathematical approaches which have also 
summed up as a major contribution of this research. For future 
work, the authors aim to extend this technique to Peer-to-Peer 
botnet architecture with real-time attack-defense scenarios 
within a network. 
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