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Abstract

We defined in [2I] a new multiplicative c-differential, and the cor-
responding c-differential uniformity and we characterized the known
perfect nonlinear functions with respect to this new concept, as well
as the inverse in any characteristic. The work was continued in [29],
investigating the c-differential uniformity for some further APN func-
tions. Here, we extend the concept to the boomerang uniformity, in-
troduced at Eurocrypt '18 by Cid et al. [16], to evaluate S-boxes of
block ciphers, and investigate it in the context of perfect nonlinearity
and related functions.
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1 Introduction

In this paper we extend the notion of boomerang uniformity using a previ-
ously defined [2I] multiplier differential (in any characteristic). We charac-
terize some of the known perfect nonlinear functions and the inverse function
through this new concept. We also characterize this concept via the Walsh
transforms as Lie et al. [24] did for the classical boomerang uniformity.

The objects of this study are Boolean and p-ary functions (where p is an
odd prime) and some of their differential properties. We will introduce here
only some needed notation, and the reader can consult [9} 121 13 19, 27, 30]
for more on Boolean and p-ary functions.



For a positive integer n and p a prime number, we let F,» be the finite
field with p” elements, and Fy. = Fy \ {0} be the multiplicative group
(for a # 0, we often write % to mean the inverse of a in the multiplicative
group). We let [F; be the n-dimensional vector space over F,. We use #.5
to denote the cardinality of a set S and Zz, for the complex conjugate. We
call a function from Fyn (or F) to F) a p-ary function on n variables. For
positive integers n and m, any map F' : Fyn — Fpm (or, F} — F7) is
called a vectorial p-ary function, or (n,m)-function. When m = n, F' can
be uniquely represented as a univariate polynomial over Fp» (using some
identification, via a basis, of the finite field with the vector space) of the
form F(z) = p —0 Lt a; € [y, whose algebraic degree is then the largest
Hamming welght of the exponents ¢ with a; # 0. For f : Fy» — I, we define
the Walsh-Hadamard transform to be the mteger -valued functlon Wy(u) =

Z Cf —Try, (uz) L u € Fp , where Cp = e P and Tr, : Fp — Fp is the
z€F,n
n—1

absolute trace function, given by Tr,(z Z 2 (we will denote it by Tr,

if the dimension is clear from the context). The Walsh transform Wr(a, b) of
an (n,m)-function F at a € Fyn,b € Fpm is the Walsh-Hadamard transform
of its component function Tr,,(bF(z)) at a, that is,

Z Trm bF(z)) Trn(az)'

z€Fyn

(If one wishes to work with vector spaces, then one can replace the Tr by
any scalar product on that environment.)

Given a p-ary function f, the derivative of f with respect to a € Fp» is
the p-ary function D, f(x) = f(x+a) — f(x), for all © € Fyn, which can be
naturally extended to vectorial p-ary functions.

For an (n,n)-function F, and a,b € Fyn, we let Ap(a,b) = #{z € Fpn
F(z 4+ a) — F(x) = b}. We call the quantity ér = max{Ap(a,b) : a,b €
Fyn,a # 0} the differential uniformity of F. If 6p = ¢, then we say that F' is
differentially J-uniform. If § = 1, then F is called a perfect nonlinear (PN)
function, or planar function. If § = 2, then F is called an almost perfect
nonlinear (APN) function. It is well known that PN functions do not exist
if p=2.

The paper is organized as follows. Section [2| contains some background
on differential and boomerang uniformity and our extension to c-boomerang
uniformity. Section [3| contains some characterizations of this concept and



connections with prior c-differential uniformity, and Section (4] gives its de-
scription via Walsh transforms. Section [5f puts together two lemmas needed
in the remaining of the paper, and Section [6] deals with perfect nonlinearity
and c-boomerang uniformity. Section [7] characterizes this uniformity for the
inverse function in any characteristic and Section [8| concludes the paper. An
appendix with some computational data follows the references.

2 Differential and boomerang uniformity

Wagner [32] introduced the boomerang attack against block ciphers using
S-boxes. The concept was picked up and used in [3,22] on some real ciphers
(see also [2, 23]). Ten years later, however, a theoretical new cryptanalysis
tool based upon this attack was introduced at EUROCRYPT 2018 by Cid et
al. [16] namely, the Boomerang Connectivity Table (BCT) and Boomerang
Uniformity. In [16], the authors analyzed some of the properties of BCT, like
its relationship with the Differential Distribution Table (DDT). They proved
that perfect nonlinear (APN) S-boxes (that is, with 2-uniform DDT) always
have 2-uniform BCT and for any choice of the parameters, and also showed
that the BCT uniformity is greater than or equal to the DDT uniformity
(we will display below precisely the relationship between these).

The initial concept of boomerang uniformity was defined for permuta-
tions (of course, proper S-boxes) in the following way.

Definition 1. Let F' be a permutation on Fan and (a,b) € Fon x Fon. We
define the entries of the Boomerang Connectivity Table (BCT) by

Br(a,b) = #{x € Fou|F 7Y (F(2) + b) + FY(F(x +a) +b) = a},

where F~1 is the compositional inverse of F. The boomerang uniformity of
F is defined as
Br = max Bp(a,b).

a,b€F pn *

We also say that F' is a Bp-uniform BCT function.

Recently, BCT and the boomerang uniformity were further studied by
Boura and Canteaut [6]. They showed that the boomerang uniformity is
only an affine equivalence invariant but not necessarily, extended affine nor
C(CZ-equivalence invariant. Further, they also obtained the boomerang uni-
formity of the inverse function F(x) = 22" ~2 over Fan, for n even, namely,
Br = 4,6, when n = 2 (mod 4), respectively, n = 0 (mod 4). Also, for the



Gold function G(z) = 22! over Fon, where n = 2 (mod 4), t even with
ged(t,n) = 2, then dg = fg = 4.

Mesnager et al. [28] continued the work and showed that the differential
uniformity for quadratic functions on Fy» (g is a 2-power) is always > g,
and if it happens to be equal to ¢ for a permutations F then its boomerang
uniformity must be ¢, as well. In fact [24], in general, for quadratic permu-
tations F', then we have,

dr < Br < 0p(dp —1).

It is also easy to show that for monomials F'(z) = 2%, then B = ril?éag( Br(1,b).

For the Bracken-Tan-Tan function (which is an extension of Budaghyan-
Carlet function [10]), F(z) = ax® ™ + o2 227" 2" (under some condi-
tions on the parameters), then Sr = 4 (see [28]). More work has been done
recently on BCT, and we mention here [7, 1], 25 [31].

Surely, Ap(a,b) = 0,2" and Bp(a,b) = 2" whenever ab = 0. It is
well-known from prior work that dp = §p-1 and Bp = Bp-1. In general, for
permutations, Sr > 0 and they are equal for APN permutations. A natural
question is what is the algebraic difference between these two concepts and
Boura and Canteaut answered that question in [6], showing that

Br(a,b) = Ap(ab)+ > #(uf, n(b+ul,')).
YEFn ™ y#£b

where L[i i ={z e Fpn|DyF~Y(x) = a}. This was reformulated by Mes-
nager et al. [2§8] in the following way:

Bp(a,b) = Z # (Z/{WF;a N (b+u’€a)) ’

YEFn ™
where Z/Lfa = {z € Fyn|D,F(x) = a}, and further, by Li et al. [24], as

Br(a,b) = # {(3«"7 y) € Fpn x Fpn ‘F(fii%i?éil—iﬁzb}

and easily observed in [28] that this transforms into (labeling y = x + ),

Br(a,b) F(x4~)+F(x)=b }

# {(xv 7) € Fpn X Fpn | F(z+y+a)+F(z+a)=b

= Y #{¢€Fp|D,F(z) =band D,F(z+a) =b}.
YEF,n

(1)



Avoiding the inverse of I, allows these last expressions to define the boomerang
uniformity for functions that are not necessarily permutations.

Before, we continue with our approach, let us recall the concept we (along
with others) introduced in [2I] (we will define it in general on Fy», p prime,
not only for p = 2).

Inspired by a practical differential attack developed in [5] (though, via a
different differential), we extended the definition of derivative and differential
uniformity in [2I], in the following way. For a p-ary (n,m)-function F :
Fpn — Fpm, and ¢ € Fpm, the (multiplicative) c-derivative of F' with respect
to a € Fpn is the function

Do F(x) = F(z+a) — cF(z), for all z € Fpn.

(Observe that, if ¢ = 1, then we obtain the usual derivative, and, if ¢ = 0 or
a = 0, then we obtain a shift of the function, in the input/output.)

For an (n,n)-function F, and a,b € Fyn, we let the entries of the c-
Difference Distribution Table (¢-DDT) be defined by Ap(a,b) = #{z €
Fpn @ F(x + a) — cF(x) = b}. We call the quantity

drc =max{:Ap(a,b)|a,b e Fpn, and a #0 if ¢ = 1}

the c-differential uniformity of F (observe that we slightly change here the
way we denoted the c-differential uniformity in [21]). If . = 0, then we say
that F is differentially (c,d)-uniform (or that F' has c-uniformity 0, or for
short, F' is -uniform c-DDT). If 6 = 1, then F is called a perfect c-nonlinear
(PcN) function (certainly, for ¢ = 1, they only exist for odd characteristic
p; however, as proven in [2I], there exist PcN functions for p = 2, for all
c#1). If § =2, then F is called an almost perfect c-nonlinear (APcN)
function. When we need to specify the constant ¢ for which the function is
PcN or APcN, then we may use the notation ¢-PN, or ¢-APN. It is easy to
see that if F' is an (n,n)-function, that is, F' : Fyn — Fyn, then F' is PcN if
and only if D, F' is a permutation polynomial.

In light of the formulations via differentials, by using our c-differential
concept of [21], we extend the notion of boomerang uniformity to c-boomerang
uniformity for all characteristics, in the following way (see Figure [1)).
Definition 2. For an (n,n)-function F, ¢ # 0, and (a,b) € Fpn X Fpn, we
define the c-Boomerang Connectivity Table (¢c-BCT) entry at (a,b) to be

Br(a,b) = #{z € Fyn

Further, the c-boomerang uniformity of F' is defined by

FY e YF(z +a) +b) — F~Y(cF(x) +b) = a} . (©

Br.= max Br(a,b).

a,beF yn *
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Figure 1: View on the c-boomerang uniformity
If Br. = B, we also say that F' is a B-uniform c-BCT' function.

3 Characterizations of c-boomerang uniformity

As in the classical case, we find an alternative formulation that avoids in-
verses, allowing the definition to be extended to all (n, n)-function, not only
permutations. Though the proof is not complicated, we label as a theorem,
since it is the way to extend the definition to non-permutations.

Theorem 3. For an (n,n)-permutation function F, ¢ # 0, the entries of
the c-Boomerang Connectivity Table at (a,b) € Fyn X Fpn are given by

Br(a,b) = # {(1’7 7) € Fpn X Fpn F(iﬁﬁﬁ?ﬂ%ﬂ):b}

= > #{weFp|cDyF(x)=b and 1D, F(z+a) =b}.
’YEFpn

(We shall call the system above, the c-boomerang system, for easy referral.)

Proof. Lety = F~!(cF(z)+b) in (2). If that is the case, then F(y)—cF(z) =
b. Further, from , we obtain,

F Y 'F(z+a)+b) =y +a,



and so,
c'Fz+a)+b=F(y+a) <= F(y+a)—c 'F(z+a)=0b.

The reciprocal is immediate by backtracking the argument: the second equa-
tion in the system implies F(y+a) = ¢ ' F(z +a)+ b and applying F~!, we
get PN (e IF(x+a)+b)=y+a=F Y F(y)+a=FcF(z)+b)+a,
using the first equation. Finally, taking y = « + -, the theorem follows. [

Remark 1. We could have defined the BCT entries of F' at (a,b) to be

CBF(aa b) =# {(33, ’7) S Fpn X Fpn

F(z+7y)—cF(z)=b }
cF(z4+y+a)—F(z+a)=cb S’

thus allowing ¢ = 0. However, in the case of ¢ = 0, we would obtain
oBr(a,b) = #{(z,7) € Fpn X Fpn | F(z +7) =b and F(z 4+ a) = 0}; when
F is a permutation, we get v = F~Y(0) —a and v = F~*(b) — F~1(0) + a,
rendering Bro = 1, regardless of the function. For this reason, we decided
to remove ¢ = 0 out of allowable multipliers.

Remark 2. For whatever reason, one can define the ¢c-DDT and c-BCT,
and the respective uniformities, even for arbitrary (n,m)-functions. That is
the reason why in some of our results, when it makes no difference for the
proofs (except tracking carefully the parameters, of course), we take arbitrary
(n, m)-functions.

While we already knew that, in general, the c-differential uniformity
of F, F~! are not the same, we show below a connection (that we did not
observe in [2I]) between some of the entries in the c-Differential Distribution
Table of a permutation monomial F' and the one of the inverse of F'.

Proposition 4. Let F(x) = 2¢ be a permutation (hence, ged(d, p" —1) = 1)
monomial function on Fyn and ¢ # 0. Then,

Ap-i(a,b) = —aAp(bet, —ac™?).
Proof. Observe that, in general (assuming ¢ # 0),
Flz4a)—cF 1 z)=be=
F(F Yz +a))=F(cF ' (z) +b) <

F(cF Y z)+b) —2 =0+
F(FY(z)) — F(cF~!(z) 4+ b) = a.



If F is the monomial 2%, then the last equation above becomes

F(FY(2)) = F(F Y (2) + be™!) = 0 =
F(F_l(x) + bc_l) — c_dF(F_l(x)) = —ac™,

and the proposition will follow easily. O

We next show a connection between c-differential and c-boomerang uni-
formities.

Theorem 5. Let F' be a permutation function on Fyn, (a,b) € Fpn X Fyn
and ¢ # 0,1. Then Br(0,b) = :Ap(0,b). If p =2, then

D~ F(x)=b
Brla,b) = Ar(a,b)+ Y #{e€Fp| _Drras)
a#’YEFpn

if either c = —1 or b = 0. Consequently, fr—1 > 61, for all permuta-
tions F' (it is known [6] that Bp1 > 0F1).

Proof. If a =0 and ¢ # 0,1, then

_ F(x+v)—cF(x)=b }
cBF(07 b) - # {(-%7) € ]Fp" X IF‘p" F(;v—i—’y)—c_lF(:E):b )
and so, F'(z) = 0 and F(z + ) = b, which has only one solution (z,v) =
(F~1(0), F71(b) — F71(0)). Further, ;Ar(0,b) = #{x € Fpn |.D,F(z) =
F(z)—cF(z) = b}, which also has one solution, and so, .Br(0,b) = :Ag(0,b).
When a = 0 and ¢ = —1, the values of the two uniformities are the same,
since

F(x+’y)+F(£c):b}
F(x4vy)+F(x)=b

F(z+9)+ F(z) =b} = 1Ar(0,b),

_1Br(0,b) = # {(ﬂfﬁ) € Fpn X Fpn

=# {(%7) € Fpn X Fpn

and the first claim is shown.
Assume now that a # 0. If v = 0, then (we use the logical conjunction
“A” to denote “and”).

{xern F(z) —cF(x) =bAF(z4a) — ¢ 'F(z +a) :b}
:{a:e]P‘pn‘F(x):lb_c/\F(x—i—a): 1_bc_1}.



1—c

Thus, for c fixed, we get =z = F_l( b > and so, a = F—1< b ) —

F1 (%), since F' is a permutation. Thus, when v = 0,

#{x € Fpr

F(2)—cF(z)=b }: 1 ifa:F—l(l_l;_l)_F—l (1%
Fla+a)—c' Flata)=b 0  otherwise.

If v=a and p = 2, then

F(z+a)—cF(x)=b | _ F(z+a)—cF(xz)=b
{o e B | i st = {7 € B | s et}

which is (), unless b = 0, or ¢ = —1, in which case we have
#{x €Fpn | F(z +a) — cF(z) =b} = :Ap(a,b),

Thus,

Brla,b) = cApab)+ Y #{zeF,
a#'yern

D~ F(x)=b
c—1D~yF(z+a)=b |

if either c= -1 or b= 0. O

4 Characterizing c-boomerang uniformity via the
Walsh transform

Using a method of Carlet [I4] and Chabaud and Vaudenay [I5] connecting
the differential uniformity of an (n,m)-function to its Walsh coefficients, we
characterized the c-differential uniformity in [21] and Li et al. [24] charac-
terized the boomerang uniformity. We can use a similar method to do the
same for the c-boomerang uniformity, in any characteristic.

Theorem 6. Let ¢ € Fym and n,m,d be fized positive integers. Let F be
an (n, m)-function, F : Fyn — Fym and ¢g(x) = 3.0 Ajx? be a polynomial
over R such that ¢g(x) = 0 for x € Z,1 < x < 3, and ¢g(x) > 0, for



r € Z,x > 3. We then have

pm+nAO+ Zp—(2j—1)(m+n)Aj Z

i>1 W e EF
215,25 €Fpn
UL,y EFpm
v1,...,05 €EFpm
o1 (witzi)=0
>0 (uitvi)=0
J
W (1
1T W (ui, z0)We(cus, —wi) We(vi, —20) W (e g, wi)) > 0,
=1

with equality if and only if F is B-uniform c-BCT.

Proof. We follow mostly [14, 21l 24], pointing out the differences, where
applicable. Let a € Fyn,d € Fym be arbitrary elements. We let np(a,b,c) =
#{(z,7) € Fpr X Fpn | Dy F(2) = cDyF(b), 1Dy F(x + a) = cDyF(b)} =
#{(,y) € Fpn x Fpn | F(y) — cF(z) = b, F(y +a) — ¢ 'F(x +a) = b} > 0.
From the definition of ¢g, for ¢ fixed, and for all a,b € Fyn, then,

S 45 (npla,bio)) > 0,

320

with equality if and only if .Bgr(a,b) = 8. Consequently, running with all
a,b € Fyn, any (n, m)-function F' satisfies

ZA]- Z (np(a,b,c)) >0,

7>0  a,beFn

with equality if and only of g, = (.
Using the well-known,

Z CTTm('UOé) _ 0 if o 7& 0 (3)
ve]Fmp p™  if a=0,
P
we see that
nr(a,b,c) =p " > ¢Trm (u(F () —eF () =b))+Tem (v(F(y-+a) =" F(a+a) b))

z,y€Fpn u,veF,m

10



which, when run for all j tuples of parameters (j > 1 is fixed) renders

Z (nF (CL, b, c))j

ae]Fpn ,be]Fpm

—pEm Yy szzgl[Trm(w(F(w)—cF(xi>—b>>+Trm<vz~(F(yi+a>—c*1F<zi+a>—b>>]'

GEFpn L1y Ty E]Fpn
bGFpm Y1y--Y5 GFpn
UL, u; EFpm
V1 ,e.0,U5 EFpm

By (3), Z Cp n(wil@i—2i=a)) _ p", if 2} = x;+a and 0, otherwise; similarly,
w; EFpn

Z Trn (i (yi—vi=a)) _ p", if y} = y; + a and 0, otherwise. Therefore,
Zle]Fpn

J _ . —2mj ,.—2nj
> (np(a,b,e))) =p= 2™ p27 3 >
a€Fyn ,beF,m a€lF,n ,beEF,m xl,...,:l:j,xll,...,w;- €Fpn

’ i
YLyl Y5l EFpr
wl,...,wj,z1,...,zje]1*‘pn
ul,...,uj,vl,...,ijF m

ST [Trm (wi (F (yi) —F () —b))+Trm (vi (F (y}) —c ™ F (@) —b)) + Trp (wi (2, —2;—a))+Trn (2 () —yi—a))|

Cp

J
= P72(m+n)J Z H WF uz; Zj WF(CUu wi)WF(Ui, )WF( vu wz))

WY ,yeenyWj,21 5eee,2§ EFpn 1=1
ULyeeey Uz, V1500 7'UJGIF

Z C_Tlrm(—a Zgzl(wi—l—zi)—b Zle(uﬁrvi))
p
(IE]Fpn ,bE]Fpm

J
= p~ 7 Dlmtn) > [T Ve (i, 20) W (cui, —wi) Wi (vi, —20) Wi (¢ v, wi))
’wl,...,wj'EIFpn =1
215,25 €Fpn
UL, u; EFpm
V150,05 EFpm

Z 1 (wi+zi)=

0
S (uivi)=0

Surely, if 7 =0, Z (np(a,b,c))’ = p™™ and the theorem follows. O
aGFPn
bE]Fpm

As a particular case, we want to characterize the 1-uniform ¢-BCT func-
tions. We can take the polynomial ¢1(x) = x — 1, which certainly satisfies

11



the conditions of Theorem [} Thus Ay = —1, A1 = 1 and the relation of
Theorem [f] simplifies to

- pn+m + p—(n+m) Z WF(“? Z)WF(CUa _w)WF(v7 _Z>WF(C_1Ua w)

w,z€Fpn
u,vEF,m
W=—2,Uu=—"1

= Z Wr(—v, 2)Wr(—cv, 2)Wr (v, —2)Wg(c tv, —2) > 0.
ZE]Fpn
UE]Fp'm

Thus, we obtain the next result.

Proposition 7. Let m,n be fized positive integers and ¢ € Fym, ¢ # 0, 1.
Let F be an (n,m)-function. Then

Z WF(_Ua Z)WF(—CU, Z)WF(U, _Z)WF(C_I’U, —Z) 2 p2(n+m)’
ZEFpn
'UG]Fpm

with equality if and only if F is a 1-uniform c-BC'T function.

5 Some needed lemmas

In the next few sections, we will investigate some known perfect nonlinear,
as well as the inverse function (in all characteristics) with respect to the
c-boomerang uniformity. We will need the following two lemmas. The proof
of Lemma [§|i) can be found in [I] and Lemma [§[ii) is easy and argued
in [21]. The proof of Lemma [J]is contained in [21].

Lemma 8. Let n be a positive integer. We have:

(i) The equation 2% +ax+b =0, with a,b € Fon, a # 0, has two solutions
in Fon if Tr (a—bg) =0, and zero solutions otherwise.

(i1) The equation z* + ax +b = 0, with a,b € Fyn, p odd, has (two,
respectively, one) solutions in Fyn if and only if the discriminant a’—4b
is a (nonzero, respectively, zero) square in Fpn.

12



Lemma 9. Let p, k,n be integers greater than or equal to 1 (we take k < n,
though the result can be shown in general). Then

2gcd(2k,n) -1

k n __ _
ged(2¥ 4+ 1,2" — 1) Seed() 1

, and if p > 2, then,

n
dipF +1,p" —1) =2, if —— is odd
gcd(pk + 1,pn _ 1) — pgcd(k,n) + 1, if m S even.

Consequently, if either n is odd, or n = 2 (mod 4) and k is even, then
ged(2F 41,27 —1) =1 and ged(p® +1,p" — 1) = 2, if p > 2.

We will be using throughout Hilbert’s Theorem 90 (see [§]), which states
that if F — K is a cyclic Galois extension and o is a generator of the Galois
group Gal(K/F), then for z € K, the relative trace Trg /p(z) = 0 if and only
if v = o(y) — y, for some y € K.

6 Perfect nonlinearity and c-boomerang uniformity

The following are some of the known (see, for instance, [18, 20]) classes of
PN functions (p must be odd).

Theorem 10. The following functions : Fyn — Fpyn are perfect nonlinear:
(1) F(x) =22 on Fpn.

(2) F(z) ="+ on Fpe is PN if and only if ;05 is odd.
(3) F(x) = 2B 1/2 s PN over Fyn if and only if ged(k,n) = 1 and n is
odd.

(4) F(x) = 2%+ 25 — 22 is PN over F3n if and only if n = 2 or n is odd.
In general, for u € Fzn, F(z) = 2'° — ux® — u?z? is PN over F3n if n
s odd.

It is known that the boomerang uniformity equals the differential uni-
formity for perfect nonlinear functions. It is, of course, a natural question
to ask what is the connection between these in the “c-context”. The reader
is pointed to [2I] where we discussed the c-differential uniformity of the
functions in Theorem We will now concentrate on the c-boomerang uni-
formity of all of these classes (for the last function we will just provide some

13



computational data in the appendix). For ¢ € Fsn, and b fixed, we let p.
denote the cardinality

2 2 2
2Tk (x+ﬂ/fl)+(c+c*1)T3k+1 (zfl)+(c’1fc)T3k71 (z—1)=0
2 -2 -2

# {(fuv)

2T g5, (e+7—1)—(c—c )T,y (2=1)+(cte )Ty (ac—l)2b} @
ELESY ELESY sk_1 7 4

where Ty(w) = u’ +u~¢, under w = u+u~"!, is the Chebyshev polynomial of
the first kind. We will be using below the trivial identity, The(w)+2 = T#(w).

Theorem 11. Let F : Fyn — Fpn (p is an odd prime number) be the mono-
mial F(x) = 2%, and ¢ # 0,1 be fized. The following statements hold:

(i) If d =2, then Br. < 4.
(i6) Ifd=pF +1, 84 := #{y € Fpn | 27" + 2+ d = 0}, then
BF,C > 51_071 : ((514_@ + 1) .

Moreover, when n/ged (n, k) is odd, then Br. > 2, and when n/ged (n, k)

is even and c~1 = zP* + z, for some z # 0, then the c-boomerang uni-
formity of f is Br. > pY, where g = ged(n, k).

3k 41

(1ii) Letp=3. Ifd= and ab # 0, then Br(a,b) > p., where . is
defined in . In particular, when ¢ = —1, then

CBF(G’7 b) > # {(xuf}/)

Tk (@+y—1)+Tgk_, (x—1)=2b
2 2 .
T3k—1 (x+’y—1)—T3k+1 (it—l):O
2 2

Proof. Let d = 2 and consider the system D F(z) = b, .1 DF(x +a) = b.
We do not care for the cases when ab = 0. If ab # 0, dividing by a? and
relabeling, we may assume that a = 1. Next, subtracting the first from the
second equation, we obtain

clz+1)2 —ca? -1
2 )

(z+7) =
which, when replaced back into the first equation, and expanded, renders

(1 -2 +cHat + (4 — 4?2 + (6 — 2¢ — 262 — 2¢%) 22
+ (4 —4e)x + (1 — 2¢+ 2 — 4bc?) = 0.
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which has at most four roots, so .Br(a,b) < 4. We will see in the appendix
that all values occur for the first few cases we considered.

We now consider the Gold case, d = p* + 1. The c-boomerang system
D F(x) =b, —1DyF(x 4+ a) = b (dividing by a?*™" £ 0 and relabeling, we
can assume that a = 1) becomes

(@ 4+ )P — ™+ = p
@+ = P (@) () + L=,

eliminating (x + v)pkﬂ and expanding the remaining powers, renders

cx?" - c_l(:rpk*'1 o bt 1)+ o+ 'ypk +x+v+1=0, or,
(c— c’l)xplchl + (11— c’l)xpk +(1—c Yo+ (’ypk +v4+(1- cfl)) =0.
(5)
The idea is to vanish the parenthesis containing -, that is, ka +y4+(1-
¢™1) = 0 and the polynomial in z, namely, (¢ — ¢~V )a?" 1 + (1 — ¢ 1)a?" +
(1 — ¢ Yz = 0, which is equivalent to x ((c+ l)a:pk +ar 4 1) = 0. By

relabeling « — 1/z, the second factor can be put into the form
o f ot (c+1) =0,

For more accurate count, we let 63 = #{y | 2#" +z+d = 0}. We casily infer
now that, if ab # 0, Br(a,b) > §1_.-1 - (d14c + 1).

Now, to show the second claim of (ii), we want to argue that for some
c# 0,1, we can always find some root v for fypk +7+ (1 —c1)=0inFpn,
p an odd prime. Let g = ged(n, k).

We recall here the result from [I7, 26] (we simplify some parameters,
though). Let f(z) = 22 — Az — B in Fpn, g = ged(n, k), m = n/ ged(n, k)
and Trp,, /F o be the relative trace from Fy» to Fpe. For 0 <¢ <m — 1, we
define t; = %, ag = A, fyp = B. If m > 1 (note that, if m = 1,

gives F(z) = 22, which was treated earlier), then, for 1 <7 < m — 1, we

k(r+1) _q .
- ) ki k(r+1) _pk(i+1)
let oy = A" 71 and § = Yo A B where s = 2 oy

p
0 <i7<r—-1and s, = 0. The trinomial f has no roots in Fy» if and
only if ay,—1 = 1 and By,—1 # 0. If a;,—1 # 1, then it has a unique root,
namely = B,—1/(1 — apm—1), and, if -1 = 1, Bi—1 = 0, it has p9 roots

in Fyn» given by x + 07, where 6 € Fj9, 7 is fixed in Fy» with Pl = g
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(that is, a (p¥ — 1)-root of a), and, for any e € F}. with Try(e) # 0, then
xr = ; mzl i epkj Abi B;D’”
e, /5,0 (€) {5\ 15
Since in our case A = —1, B = c+1, and, as we did in [21], if n/g is odd,
then ka +79+ (1 —c™!) = 0 has a unique root in Fyn, since an_; = —1,
g

independent of ¢. Now, looking at 2 o+ (c+1) =0, and by the same
argument, it has a unique root, under n/g odd, and so, .Br(a,b) > 2 in this
case (we use the prior root = = 0, too).

Let m :=n/g be even. We switch the technique now. The equation in z
already has a root, namely x = 0, so we want to show that there are values
of ¢, for which ’ypk +v+ (1 —c 1) = 0 has pJ roots. We will, in fact, find
many such classes of parameters ¢, below.

We denote by o = t (mod 2) € {0,1} the parity of t. Observe that
ag = By = —1. Since a;,—1 = 1 for equation ’y”k +y+(1—-ct) =0, we
need to show that f,,—1 = 0, to be able to use [I7]. We compute (using
the fact that the parities of s;, 0 < i < m —2, are 05, = (m —2 — i+ 1)
(mod 2) = 0;_1, since m is even),

m—1 i m—1 4 i
By = D (D =P = Y ) (1 (e )

=0 i=0
m—1 . m—1 . . .

= Z( 1)1 — (=) (P since m is even
=0 =0
m—1 ' y

= > ey
=0

Now, let z # 1 be such that 21 _1=0 (this always exists since km is a
multiple of n). Observe (we will be using that later) that 2P — 2 =0 and

2 #0,1. We now set ¢ = 2P + 2 and so, the previous displayed equation
becomes

—_

Bt = Y (1)1 4 2P

3

ki

@
Il
=)

3
L
3

(—1)1'*12”’6(”1) + (—1) 1P

i

ki

[
1M
I
o

()7 (1) 2

@
I
—
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km .
=z -2 =0, from our choice of z.

Therefore, by the result of [17, [26], we infer that the equation Pt
(1 —c¢71) = 0 has pY solutions in Fyn. Thus, the initial Equation has at
least pY solutions, and so, the c-boomerang uniformity in this case (under
m even) is at least p9, where g = ged(n, k).
Let us treat now the case of d = (3% +1)/2 in F3n, where the system is
now (recall that, since p =3, 1 = —2)
3k41 ELESE
(x+7) 2 —cz 2
3k

(z+y+1)72"

=b

sk11

—cHz+1)2 =b.

We will not use the same method as in [I7], or [2I] as permutation polyno-
mials are not visibly involved here, rather we will modify the “seed” of the
technique. Since 2|3" — 1, for all n, then we can always write v —1 = y+y !
and z +v— 1= 24 27!, for some y, z € F3n. The system becomes
k k
(2—1—271—2)3;rl —c(y—Hfl—Q)S‘z+1 =b

3k41 3k41

(z+2z'+2)72 —cly+y '+2)72 =,

that is,
(z — 1)3’“-%—1 (y — 1)3’“-&-1
3k41 - ¢ 3k41 =b
2 2 Yy 2
(2 + 1)3k+1 L+ 1)3‘%1 .
3k 41 - ¢ 3k 41 -
z 2 Yy 2

which, by expansion, renders

P A . G | y3k+1—y3k—y+1_

3k41 ¢ 3k41 b
zZ 2 Yy 2
3k4+1 3k 3k41 3k
z +22 +z4+1 Yy +yr +y+1
— —c - =b, or,
341 3F4+1
zZ 2 Yy 2

Toep (4+7—1) =T (@ +v—1)—cToey (= 1)+ T, (x—1)=b
2 2

2 2

2

2

T (z+y =D+ Ty (z+y—1) +e Ty (x—1) + e ' Tor_y (z — 1) = b,
2
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where Ty(u+u~") = uf +u~¢ is the Chebyshev polynomial of the first kind.
Adding and subtracting these two equations will give

2y (x4+7—1) = (c—c )Ty (@ — 1)+ (c+ e )T, (x — 1) = 2b
2 2 2
6
2Ty (x+y—1) +(c+e NTay(x—1)+ (¢t =) Tor_, (x—1) = 0. (6)

2 2

Thus, Br(a,b) > #{(z,7) | (z,7) satisfies ()} = pe. O

7 The c-boomerang uniformity for the inverse func-
tion

We now deal with the binary inverse function.

Theorem 12. Let n > 3 be a positive integer, 0,1 # ¢ € Fon and F : Fon —
Fon be the inverse function defined by F(x) = 22" 72, If n = 2, .Br(a,b) <
1 and if n = 3, Br(a,b) < 2. Ifn > 4, Br(a,b) < 3. Furthermore,
Br(a,ab) = 3 (so, the c-boomerang uniformity of F is fr. = 3) if and only
if any of the conditions happen:

(i) Tr(c) = 0 and there exists b such that (b*c+bc? +b+c?+1)? # 0 and

b2c? (betct1) _
Tr ((b2c+bc2+b+c2+1)2 =0.

(ii) Tr(1/c) = 0 and there exists b such that (b’c +bc® +b+c® +1)2 #£0

b2c2(betct1) o
and Tr ((b2c+bc2+b+c2+1)2 =0.

3

(797) Tr ((szw) = 0 and there exists b such that (b?>c+bc®+b+c?+1)2 #

b?c?(beted1) _
0 and Tr ((b2c+2c2-ib-ic2+1)2) =0.

(iv) 2 +c+1=0 (so, n =0 (mod 2)) and there exists b such that b* +

2C C
b+1#0 andTr<%>:O.

Proof. The claim about n = 2,3 follows from the computation displayed in
the appendix, so we now assume n > 4.
By Theorem |3| we need to investigate the system

(x4 7)2" 2 4 cx?" 2 -

Observe that if a = 0, then the system becomes (x + ’y)Qn_Q tex? 2 =p=
(z +7)2" 72 + ¢ 12?72, rendering (¢ + ¢ 1)2?"~2 = 0, and since ¢ # 0, 1,
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then = 0. Thus, v2"~2 = b, which also has one solution ~, independent
of b, so Br(0,b) = 1.

We next assume that 0 # ¢ # 1,a # 0. Dividing by a and relabeling
x/a — x, v/a — v and ab — b (all are linear equations), we are led to
investigate the system

(x+7)?" "2+ ca? 72 =0 (8)
(z4+y+1) 24+l (z+1)2"2 = b

If b = 0, the system () transforms into (z +7)*" 2 = ca?" 2, (z + v +
1272 = ¢ Yz + 1)*"~2. If x = 0, then v = 0, which renders the non-
permissible ¢ = 1. Similarly, = 1, x = v, * = v+ 1 can only happen if
¢ =1 (assuming b = 0) and that is not allowed. If none of these values of x
happen then the system becomes

c+y=clz, r+y+1=cx+c

with solutionsy = 1,2 = ;7 #0,1,s0x ¢ {0,1,~,v+1}, hence .Br(a,0) =
1 (which holds for all a, using the previous discussion). We next assume
that b # 0.

Case 1: b# 0, x = 0. The system reduces to v2" 72 = band (y+1)2" 72—
¢t =b. Since b # 0, then v = 1/b, which can only happen if Hil =b+c 1,
that is, b> + ¢ 'b+ ¢! = 0. This equation in b has two solutions, say,
bi,b) = 1/(cby), if and only if, by Lemma |8 Tr(c™!/c72) = Tr(c) = 0.
Thus, in this case, we have a contribution of 1 (the solutions are (x,v) =
(0,1/b1),(0,1/b})) to Br(a,aby), respectively, Bp(a,ab)), otherwise there
is no contribution.

Case 2: b# 0, x = 1. The system reduces to (y+1)2" "2 = b+c, 42" 2 =
b. If b=1, then v = 1 and ¢ must be 1, an impossibility. If b = ¢ # 1, then
v=1/band (y+1)2"~2 =0, so, v = 1, implying b = 1, and so, ¢ = 1, which
is not allowed. Thus, 1 # b # ¢, and so, ¥ = 1/b renders b?>+cb-+c = 0, which
has two roots, say bg, b, = ¢/be, if and only if, by Lemma [8} Tr(1/c) = 0.
Therefore, if Tr(1/¢) = 0, then we have a contribution of 1 to .Br(a, abs),
respectively, .Br(a,abl) (the solutions are (x,7) = (1,1/b2), (1,1/b5)).

Can by, b equal by, by? If that is so, then ¢ 1b; +¢~! = ¢by +¢, obtaining
b1 = 1, but that is impossible since it will not satisfy b2 +bc+c = 0 (similarly
for b] = bg, etc.). Thus, the two contributions from Case 1 and 2 will not
overlap.

Case 3: b # 0, © = . The system reduces to cx?" "2 = b, 14 c Yz +
1)2"2 =b,s0x =c¢/b. If b=rc, then z = 1, and b = 1 (from the second
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equation), an impossibility. If b # ¢, then we must have b? + CQJ“TCHIH-C =0,
and two roots b exist (b3, c/b3), under c® + ¢+ 1 # 0, by Lemma [8} if and

Only if Tr (m

0 (so, n is even), as then, b5 = ¢'/*, which always exists). Under these
circumstances, we have a contribution of 1 to .Br(a,abs), Br(a,ac/bs),
respectively, Br(a, aby).

Can any of bz, or b be equal to by, or by?

= 0 (one such b} does exist even when ¢ +c+1 =
1/2

e If b3 = by, then as above we get that by = b3 = C(Q:JJ, assuming
Tr(c) = Tr (ﬁ) = 0. If that is so, plugging this value in any of
the component equations, renders ﬁ = 0, an impossibility.

o If b3 = bo, similarly, we get that b = assuming Tr (%) = 0 and

Tr (ﬁ) = 0. Putting the value of b in any of the component

equations, gives ﬁ = 0, which is impossible.

o by = c'/2 = by (under ¢® + ¢+ 1 = 0) when plugged into the equation
of by, gives ¢ = 1, a contradiction.

o b = c!/? = by, similarly renders (under ¢? 4+ ¢ + 1 = 0) when put into
the equation of by, the value ¢ = 0, a contradiction.

Case 4: b # 0, z = v+ 1. The system reduces to 1+ cx?" =2 = b, ¢}z +
1) =b. If b =1, then 2 = 0, and so, ¢! = b = 1, a contradiction. Thus,
b#1and z =c/(b+ 1), which, when used in the first equation, gives

2 11

i i NP
c c
which renders two solutions, say by, b, = 1/(cby), if and only if Tr (W) =
0. For such a ¢, we get a contribution of 1 to .Br(a,abs), respectively,
Br(a,ab)), assuming Tr (m) = 0.
Can by (or b)) be equal to by, b), ba, by, bs, or bs?

e If by = by (or b}), then they must satisfy both cb?+b+1 = 0, cb*+(c*+
c+1)b+1 =0, from which we infer b = 0 or ¢ = 0, 1, an impossibility.

o If by = by (or b)), then they must satisfy both b2 + be + ¢ = 0, cb? +
(2 +c+1)b+1 =0, implying b = ¢ + 1, which does not satisfy
b2 +bc+c=0.
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e If by = b3, then they must satisfy both equations cb?+(c2+c+1)b+c? =
0,cb? + (2 +c+1)b+ 1 =0, inferring ¢ = 1, an impossibility.

o If by = by(= ¢/?), then 2 +c+1 = 0 (so, n = 0 (mod 2)) and
b3 + (c+1)b+ (c+ 1) = 0. Thus, ¢ = (¢ + 1)c!/2, which combined
with ¢® + ¢+ 1 = 0, renders (¢ 4+ 1)(¢'/?2 +1) = 0, that is, ¢ = 1, an
impossibility.

Case 5. Assuming now that z(z+1)(z +v)(x +7v+1) # 0, and multiplying
the first equation of by x(z + 7) and the second by ¢(x + 1)(z + v+ 1)
we obtain the new system

1+ cx+ b+ (c+bx)y=0

9
14 c+4be+ (1+c)x + bex? + (1 + be + bex)y = 0. ®)

Observe that x # ¢/b since, otherwise, ¢ = 0 (inferred from the first equa-
. Lo . bx? +cx +x
tion), a contradiction. If z # ¢/b, then using v = e found from
T+ c
the first equation and replacing it into the second, we get

vex? + (Ve + b+ b+ + 1)z +b+c* +c=0,
or 2 2 2
1 1
$2+bc—|—bc +b+c*+ x+bc+c+ _
b2c b2
If b?c + bc? + b+ c2 + 1 = 0, we have a contribution of 1 to Br(a,ab). If

b2c+bc® 4+ b+c?+1 # 0, by Lemma |8 Equation @D will have two solutions
if and only if

0. (10)

o chzigH o b2 (bc+c+1) _0 (11)
<b2c+bc2+b+c2+1>2 (b*c+bc? + b+ ¢ + 1) '
b2c

Therefore, under the above trace condition on b for a fixed ¢, we have a
contribution of 2 to .Br(a, ab).

To avoid speaking about an empty condition, we want to argue next
that will happen for a fixed ¢ # 0,1, so it will be sufficient to find a
values of b where the trace above is 0. If b = 1 (and so, 1+b-+b%c+c? +bc? #
0), then the trace becomes Tr(1) = 0, which will always happen if the
dimension is even, the Equation is then 22 + x + 1 = 0 (with two
distinct roots), so in this case we have a contribution of 2 to Br(a,ab),
where b satisfies , otherwise there is none.
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For the remainder of the proof below we assume that n is odd. Taking,
for example, b = ¢ + ¢~ # 0 (for this value, 1 + b + b%c + ¢ + bc? # 0,
since otherwise, we would get ¢® +c¢* +c+1 = (c+1)° =0, so ¢ = 1,
a contradiction), since the dimension is odd and ¢ # 0, 1, the above trace
calculation reduces to

b <W) - ((1 ot <1fc>4> -0

which is obviously true, and so there are two roots x to the Equation ([10)).

We need to make sure that the solutions xz,~y will not satisfy z(x+1)(z+
Y)(z 4+ v +1) =0, so we go back (replacing b = ¢* + ¢!) to Equation (10,
obtaining

x2+c4+c3+62+c$+ 3 —0
(2+c+1) (2 +c+1)2
If x = 0, then ¢ = 0, which is not allowed. If x = 1, then we get (czi%l)? =0,

and so, ¢ = 1, which is not allowed. If z = -, then the system @ becomes
z=0,(+ec+Dz+c+c=0,

which is impossible since ¢ # 0,1. If x =« + 1, the system is now
r+1=0,(+ec+ D+ =0,

which can only happen if ¢ +¢? + ¢+ 1 = (c+ 1)3 = 0, an impossibility.
Putting together the above cases, we see that, if n > 4, the only possi-
bility is for at most three solutions of the c-boomerang system: we get three
solutions if Case 5 is combined with any of the previous 4 cases (for (iv)
we use ¢2 + ¢ = 1 = 0 to simplify the trace expression), and therefore, the
c-boomerang uniformity is < 3, but not higher. Our theorem is shown. [

Remark 3. From the previous proof, we do get a lot more information about
the Boomerang Connectivity Table for the binary inverse function, but we
preferred to simply give just the mazimum c-BCT entries.

We now treat the case of the inverse for odd characteristic. We let
[A]? = {2?|x € A}, where A is a set with a defined multiplication on it.

Theorem 13. Let p be an odd prime, n > 1 be a positive integer, 0,1 #
c€Fpn and F : Fpn — Fyn be the inverse p-ary function defined by F(x) =
2P" 2. For any a,b € Fyn, the c-BCT entries Br(a,ab) < 4. Furthermore,
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(i) If1+2c—2c*+2c3+ct =0 and 3 —2c+3c%, 1 —4de,c® — 4c € [Fpn]?,

then Br. =4 (e.g., for such c, if b= ii—j&, then Br(a,ab) =4).

(43) If 1 —2c—2c2 =23+ c* =0 and 1 — 6¢ + 2,1 — 4c, 2 — 4c € [Fpn]?,

then Br. =4 (e.g., for such c, if b= 622;1, then Br(a,ab) = 4).

Proof. For a = 0, the corresponding system (x 4 v)?" =2 — ca?" =2 = b, (z +
7)P" =2 — ¢~12P"=2 = b has one solution (z,7). We assume now that a # 0.
Multiplying by a and relabeling, the c-boomerang system becomes

(x4 )P "2 —cat" "2 =0,

N . 12
(z+y+ 1P 2 —clz+1)P" 2 =0 (12)

If b = 0, we easily get only one solution, so we may assume below that b # 0.

Case 1. Let z = 0. The c-boomerang system is Y*" =2 = b, (y+1)P" 2 —c"1 =

b, so v = 1/b, and (% + 1P 2 =b+ % (surely, b+ % # 0, since, otherwise,
b= —1, and so, ¢ = 1, an impossibility). Thus, (0, %) is a solution assuming
b satisfies b? + %b + % = 0. By Lemma |8 a unique b} exists if and only
if the discriminant D; = ¢™2 — 4¢™' = 0, that is ¢ = 47!, Again, from
Lemma |8 two solutions by (we call these, here and in the next three cases,
by the same label, as it will not matter in our argument) exist if and only
if 1 —4c € [Fpn]?, ¢ # 471, In either case, there is a contribution of 1 to the
respective ¢-BCT entry.

Case 2. If x = —1, the c-boomerang system is now (y — 1)?" 72 4+ ¢ =
b,7*"~2 = b, so v = 1/b, which used in the first equation renders (% —
1)P"=2 = b — ¢, which simplified gives v> — bc + ¢ = 0 (again, b # c, since
otherwise 1/b = 1, and so, ¢ = 1, an impossibility). By Lemma [8| a unique
bl exists if and only if the discriminant Dy = 2 —4c¢ =0, s0 ¢ =4, and two
solutions by exist if and only if Dy € [Fpn]?, ¢ # 4 (thus, Dy € [F.]?). In
either case, there is a contribution of 1 to the respective c-BCT entry.

Case 3. Let © = —v. The c-boomerang system is now cy?" 2 = b, 1—c (1 -
Y)P"=2 = b. Thus, v = ¢/b (if b = 0, then v = 0, and the second equation
gives us, c=! = b = 0, an impossibility). Using v = ¢/b (observe that b # 1)
in the second equation we obtain b* — bcz%_l + ¢ = 0, which has a unique
1—20—ci2—203+c4 _ (1—3C+62)2(1+C+62) — 0. There

solution bj if and only if D3 = -
are two roots b if and only if Dy € [F3.]%, or equivalently, (1 — 3¢+ c¢?)(1+
c+c?) e [Fr)?

Case 4. Let © = —y — 1. The c-boomerang system becomes —1 — caP"~2 =
b,—c 1 (z+1)P""2 =b. Thenz = — 5 (if b = —1, then x = 0, and using the
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second equation, we get —c~! = b, that is, ¢ = 1, an impossibility), which
used in the second equation gives b — bcszc*l + % = 0. This equation has a

1-2c—c2—2c3+c% _ (1=3c+c?)(1+c+c?)
v) = )

root b)) if and only if Dy = - ; = 0, and two
roots by if and only if Dy € [F;n]z, or equivalently, (1 —3c+c?)(1+c+c?) €
[Fin 2.

We now need to check if overlaps exist among the b’s of various cases,
and therefore the contributions to the ¢-BCT entries will be added.

o If by (or b)) equals by (or b), then these must satisfy both b?+2b+1 =
0, b2 —bc+c = 0, that is, b = g;—ﬁ, which when used in the first equation
gives 1 4 2¢ — 2¢% + 2¢® + ¢* = 0. Observe that ¢ = 4,471 vanish this
expression if and only if p = 19. So, we have a contribution of 2 to the
respective c-BCT entry if and only if 1 + 2¢ — 2¢2 + 2¢3 + ¢* = 0 (this
includes the cases ¢ = 4,471).

o If by (or 2’1) equals bg (or b}), then these must satisfy both b +1b+1 =
0, b* — %b +c¢ =0, giving b = %, which when used in the first
equation implies 1 = 0, an impossibility.

o If by (or b)) equals by (or b)), then these must satisfy both b?+2b+1 =
0, b2 — ‘22%_% + % = 0, implying that either ¢ = 0,1, or b = 0, none
of which will work.

e If by (or bl) equals by (or b}), then these must satisfy both b —be+c = 0,
b — CQLCC_lb + ¢ = 0, which will not work (same argument as in the
previous item).

e If by (or b)) equals by (or b)), then these must satisfy both b —be+c = 0,
b2 — &%b + % =0, so b = ¢ — 1, which when replaced into the first
equation gives 1 = 0, an impossibility.

e If b3 (or b%) equals by (or b)y), then these must satisfy both bg—ﬂ%_lb—i—
c=0,0b%— 02_75_1() + % =0, and so, b = 022;1, which implies 1 — 2¢ —
2¢% —2¢° + ¢ = 0.

Observe that other combinations cannot occur above.
Case 5. Assume now that x # 0,1,v,v + 1. Multiplying the first equation
by z(x + 7) and the second by ¢(x + 1)(z + v + 1) renders

z—c(x+7) =bx(zr+7)
clz+1)—(z+~v+1) =bc(z+1)(z+~v+1).
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Solving for « in the first equation, we get v = %b_f# (observe that x #

—c/b), which used in the second equation gives us the equation

b2 +b2c+b+1—c2 be—c+1
2 _
x° 4+ Ve T+ 12 =

0,
with a unique root x if and only if

b ?Ds =1+ 2b+ b + 2b%c + 2b3¢ — 262 — 2022
+ v 4 26° — 2033 + ¢ — 20t + B3P
=(1+b—c) (1 —c+be)(14+b+2c+b*c+c—bc?) =0,

and two distinct roots x if and only if
(1+b—c)(1—c+be)(1+b+2c+b*c+c® —bc®) € [Fial.

Putting together our discussion, we see that the largest c-BCT entry can
only be 4; we do get that value if Case 5 is combined with combinations of
the other cases c-BCT namely, both Case 1 and Case 2, or both Case 3 and
Case 4.

The proof of the theorem is done. O

Remark 4. From the previous proof, we do get a lot more information about
the c-Boomerang Connectivity Table for the p-ary inverse function, but, as
for the binary case, we preferred to just give the maximum c-BCT entries.

8 Concluding remarks

We defined a new concept, we call c-boomerang uniformity based upon a pre-
viously defined multiplicative differential. We characterized the new concept
in terms of the Walsh transforms and investigated the properties of some
perfect nonlinear functions, as well as the inverse function in all character-
istics via this new concept.

It would certainly be interesting to see how other perfect nonlinear,
as well as almost perfect nonlinear functions behave under this new c-
boomerang uniformity.
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9 Appendix

We list all the uniformity values for the considered functions in the paper,
for 2 < n < 4, and some values of the parameter k, if involved, computed
via SageMath. Below, o denotes a primitive root in the respective field.
For p = 2, to construct Fan, 2 < n < 4, we take the primitive polynomials,
224+ x+ 1,23+ 2+ 1,2 + 2 + 1, respectively. If p = 3, to construct Fan,
2 < n < 5, we take the primitive polynomials, z + 2z 4+ 2, 23 + 22 + 1,24 +
23 + 2,25 + 22 + 1, respectively. If p = 5, to construct Fsn, 2 < n < 4, we
take the primitive polynomials, 22 4+ 4z + 2, 23 4+ 3z + 3, 2* + 422 + 42 + 2.

We will only mention the nonzero entries (surely, for some parameters,
a,b,c, JBr(a,b) =0, but we are not concerned with that). First, if f(z) =
22, the possible c-BCT entries (¢ # 0, 1)for f(x) = 22, 2 < n < 4, are [1,2]
for n = 2, respectively, [1,2,3,4] for n = 3,4.
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p | n | possible values of .Bp(a,b)
2 | 1]
21312
41 [1,2,3] Table 1: Possible c¢-
2| [1,2] BCT entries for the inverse
3131 1,2,3] flz) =aP"~2 2 < n < 4,
411[1,2,3,4] p=2.3¢#0,1
k | n | possible values of .Br(a,b)
2 | [1,2,4,6,9]
13|23
411,2,3,4,5,6,7,8,9]
2| [1,2]
231,23
4| [1,2,4,72,73,81,82,90,91, 100] Table 2: Possible c¢-
21 11,2,4,6,9] BCT entries for the Gold
313111,2,3,4] flz) =231, 2 < n <4,
41[1,2,3,4,5,6,7,8,9] 1<k<3,¢#0,1
k | n | possible values of .Br(a,b)
2| [1,2]
1]31[1,2,3,4]
4| 1[1,2,3,4]
2| [1,2]
2| 3 [1,2,3,4]
4 [1 2 3 4 5 6 7 8 9 10 12 18] Table 3: Possible c-
2 |1, 2] BC;ET entries for f(x) =
3131(1,2,3,4,6,7,8] 23, 2<n<4 1<
4| 1[1,2,3,4,5] k<3, c#40,1

Let f(z) = 2'° — 25 — 22 on Fs2. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 2 (all ¢-
BCT entries of [1,2] occur): (2,2aq), (a+2,a+2), (2a,2a), (a+2,2a), (2a+
1,2a), 2a+1,a + 2), (o, 200), (2,2), (2, a + 2), 2, + 2), (o,  + 2).

Let f(x) = !0 — 25 — 22 on F3s. We list all values of (c, b), for which the
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¢-DDT entry (for some a) equals the c-boomerang uniformity of 4 (all c-BCT
entries of [1,2,3,4] occur): (2a,a?), (a® +a,a? +a+1), (a? +2,a?), (2a +
La?+a+1),(2a+2,0% +2a+ 1), (a® + 2a,a? + 2a + 1).

Let f(x) = 20 — 2% — 2% on Fs4. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 6 (all
c-BCT entries of [1,2,3,4,5,6] occur): (2,202 + 2a?), (2,0 + a? + 2).

Let f(z) = 'Y — 25 — 22 on F35 (the complexity of this computation is
about 232, and if we were to go up to n = 6, it would be 240 operations, so
we stopped at n = 5). We list all values of (¢, b), for which the ¢-DDT entry

(for some a) equals the c-boomerang uniformity of 6 (all --BCT entries of
[1,2,3,4,5,6] occur):

(a* +a® 4+ a2 +2a,a* + a® + 2a + 1), (202 + 20, a* + 2a% + a® + 1),
(a4+a2+2,2a3+2a),(2a4+a3+a2+2a+2,a3+a2+a),

22+ +a+2,a*+2a% + 204+ 1), 2a+ 1,20 + % + 20 + 2),
(@®+a?+a,at +2a% +1), (a® +a® +20% + 20+ 2,0* +20° + 20 + 1),

(2ot +a® +a? +2,20% + 0% + a? + 20+ 2), (@* + 202, 0* + % + 2% + a + 1),
(20t + 0 +20% + 20+ 1,20% + 02 + 202 + a + 2), (2% + 2,0t + 202 + 20 + 1),
(a*+a+1,20" + o® +a? +2), (® + 20,0 + 2% + 20+ 1),
(a*+2a+2,a* +a®+2a2 +a+1),(a* +o® +a? + a,20* + ? + 20+ 2),
(203 +1,20* + a® + 204+ 2), (20* +20° + o+ 2,0* + a + 1),

2 +a+2,22 +a® +a?+2), (e +a® +2a%2 + 1,0t + 0% + 20 + 1),

(20t + 202 + a2 + 1,03 + o 4+ ), (2% + 202 + 2,20 + a® + 20+ 2),
(a*+2a% +1,0* +a® +1), (P + % +2a+2,0* +a® +1),

(6 +20% +a+2,a* 4+ 203 + a? 4+ 1), (o* + a® 4+ o, 202 + 20),

22 +a+2,at +a+1),(20% + 2% + a,20* + ® + 202 + o+ 2),
(@®+a+2,20*+ a4+ a?+2a+2), (a* +a® + 20, 0% +2a% +1).

Let f(z) = 20 + 25 — 22 on F52. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 2 (all
¢-BCT entries of [1, 2] occur): (2,2a+1), (2a+1,a), (2a,2a+1), (o, ), (a4
2,2a+1),2a+1,2a+1),(2,1), 2o, @), (2,a), (o, 2a+ 1), (a + 2, ).

Let f(x) = 2'0 + 2% — 22 on F43. We list all values of (c,b), for which

the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 3 (all
¢-BCT entries of [1,2, 3] occur):

(@®+a+2,02+2a+2), (202 +20,0% +2a+2), (2 +a+2,a+1),(a®+2,2), (% +1,0a),
(202, a+1), (202 + a+2,a), (&% + 20+ 2, ), (o, a® + a + 2), (20 + 1,202 4 2), (a? + @, 2),
(a? 4,202 +2), (20 + 1,2), (20, 2), (@ + a + 2,a + 2), (a® + o + 1,202 + 20 + 1),

(202 +2a+2,0), (@® 4+ 2,202 + a+1), (262 + 1,02 + a + 2), (® + 20+ 1,202 + a + 1),
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(20,202 + a+1), 20+ 2,202 + 2a + 1), (a+ 1,0 + 1), (202, a + 2), (202 4+ 2,202 + a + 1),
(@?,20% +2), (a® 4+ 20,202 + 2a + 1), (6?2 + 2a + 2,02 + 1), (a + 2,02 + 2a + 2), (2a + 2,2),
(202,02 + 200+ 2), (202 + a+ 2,02 + a +2), (2a® + 20+ 2,a + 1), (a® + 200+ 2, + 1),
(202 +a 41,202 +2a+1), (202 +a+2,a+2), (@2 +1,a+ 2), (@? + 20, 2),

(@ 41,02 +a+2),20%2 +a,a? +1),(2a% +2a+ 1,202 +2), (202 + 20 + 2,02 +1).

Let f(z) = 2'° + 25 — 22 on F5a. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 7 (all
c-BCT entries of [1,2,3,4,5,6,7] occur): (a?+42a+1,2a3 +2a2 +1), (a? +
a+2,a3+a?), (a®+2a+ 1,03 + a?), (203 + a? + a, 203 + 2.

Let f(x) = 10 + 25 — 22 on F45. There are 160 pairs (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 5 (all

c-BCT entries of 1,2, 3,4, 5] occur). We shall list here only the 140 different
values of c:

2a+a3+cx4,2+2a2+a3,1+2a3,1+a+a2,2+a2+a4,1+a+2a3,a+a2,2a+a2,1+2a,1+2a+a2,

14 2a+a? 4203 0%, 1+ a+a®, a+2a® +2a% +2a%, 2+ 20 + % + a*, 1 + 20 + 2% + 20*,1 + 20 + ° + o?,
2+a+a2+2a3+2a4,2+2a,a2+a3,2+2a+a2+2a3+a4,a4,a+2a2+2a3+a4,1+a+a3+a4,a3+2a4,
1+a3,2+a+2a2+2a3+2a4,2a+2a2+a3+a4,2a+2a2+a3,1+2a+20¢2+2a3,2a+2a2+a4,2a+a2+a3,
1+o¢2+2a4,1+a2+2a3+2a4,1+a+a2+a4,a2+oc4,oc2+a3+2a4,2+2a4,2+2a+2a4,2a+a2+a4,
a+a3+2a4,2+2a+2042+a4,1+a,2+2a2+a3+2D<4,D<2+2O<3+a4,2+a2+a3,a+a2+2a4,a2+2a3,
a+2at,1+ad+a*, 24+ 2a+2a% +2a%, 1+ 0%, 20+ a? +2a° +2a%, 24+ 20+ a*, 2+ a+ a? +2a° + o,
1+o¢+a2+a3+2a4,a+2a2+a3+2a4,2+o¢+a3,1+a+a3+2a4,a3,2+a+2a2+2a4,2+a2+o¢3+2a4,
1+2a+a2+a3,2a+a2+2a3,2a+a4,1+a+2a2+oa3+2a4,2+2a2+2a3+a4,1+2a+a2+2a3+a4,
142a% +2a%24+2a% 4225, 14222 + 0% +20%, 2+ 0% +20%,2+ 2%, 1+ a+a? +2a° + o, a +a? + % + o,
14 2a+2a% +20° 4 2a*,2 + 20 4 20% + 20,2+ o +20% + 20%,2 + a + 207 + o, a + o + %, 20 + 2a*,
a+a2+2a3,2a2,2+a+a2+2a3,1+2a+2a2+2a3+a4,1+o¢+a2+a3+a4,2+a3+a4,a+2a2+a3,
2+0¢2+2a3,a+2a2,a,1+2a+0¢2+a3+a4,a+2a2+2a4,2+2a+2a2+a3+a4,a+a3+a4,

202 £ ot 1+ a+ 202 + 204,202 + 203,20 + a2 +20% + a, 1+ 20 + 202,203 4 20,20 + o2 + o + 202,

14202 +2a% + 20t 24 a+20® + ot a+ 202 + ot 24 a+at, 20 +20° + 0?14+ 20 4+ 20% + 204, 2 + o + 245,
2+ a+2at 202 +a® +2a%, a+2a3,2+2a+2a2 + a2+ a+a?+2at a+a?+at, 2420 +a a+a?,
1+2a2+o¢4,o¢2+a3+a4,2+2a+2a2+2a3,a+2a3+a4,2+a+2a2+2a3+a4,1+2a3+a4,
2+2a+a2+a3+2a4,a+a2+2a3+2a4,2+2a+2a2+a3+2a4,1+2a4,2+a+a2,2+a2+2a3+a4,
1+at+a?+ad1+a+a?+2a*2+20% +20%, 2420 +a? +a%,14+a® +2a%, 2420 +a% +a?,

a? + 203 + 2a%,2a% + 20%, 2 + 2a + 202 + 20° +2a%,1 + 2a + o? + 2a° + 202, , 2a + 202 + 2a° + .
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