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Abstract

A recent technique of randomized smoothing has shown that the worst-case (adver-
sarial) ¢5-robustness can be transformed into the average-case Gaussian-robustness
by “smoothing” a classifier, i.e., by considering the averaged prediction over Gaus-
sian noise. In this paradigm, one should rethink the notion of adversarial robustness
in terms of generalization ability of a classifier under noisy observations. We found
that the trade-off between accuracy and certified robustness of smoothed classifiers
can be greatly controlled by simply regularizing the prediction consistency over
noise. This relationship allows us to design a robust training objective without
approximating a non-existing smoothed classifier, e.g., via soft smoothing. Our
experiments under various deep neural network architectures and datasets show
that the “certified” />-robustness can be dramatically improved with the proposed
regularization, even achieving better or comparable results to the state-of-the-art
approaches with significantly less training costs and hyperparameters.

1 Introduction

Despite achieving even super-human level performance on i.i.d. datasets [16, 33, 11], deep neural
network (DNN) classifiers usually make substantially fragile predictions than humans on the samples
not from the data-generating distribution. The broad existence of adversarial examples [35, 15] are
arguably the most crucial instance of this phenomenon: a small, adversarially-crafted perturbation on
input can easily change the prediction of a classifier, even when the perturbation does not affect the
semantic information perceived by humans at all.

This intriguing weakness of DNNs has encouraged many researchers to develop robust neural
networks, along with a parallel attempt to break them with stronger attacks [6, 38, 2]. Currently, the
community has agreed that adversarial training [15, 24, 45], i.e., augmenting the training dataset
with adversarial examples, is an effective defense method, but the “scalability” of the method is often
questionable in several aspects: (a) it is generally hard to guarantee that an adversarially-trained
classifier is indeed robust, (b) generalizing the robustness beyond the training threat model is still
challenging [36, 19], and (c) the network capacity required for robust representation seems to be
much larger than practice, e.g., a recent observation shows empirical robustness does not saturate
even at ResNet-638 on ImageNet dataset [41].

Alternatively, a growing body of the research has developed methods that can provide certified
robustness [34, 39, 46]. Randomized smoothing [22, 10] is a recent idea in this direction, which
shows that any classifier (e.g., a neural network) that performs well under Gaussian noise can be
“smoothed” into a certifiably robust classifier. This opens a new, scalable notion of adversarial
robustness: a neural network may not have to be perfectly smooth, as a proxy of another classifier.
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However, it has been relatively under-explored that how to train a good base classifier to maximize
the certified robustness of the smoothed counterpart, e.g., Cohen et al. [10] only explored the
standard training with Gaussian augmentation. A few recent works [32, 44] have shown that a
more sophisticated training algorithm can indeed improve the certified robustness, but the common
downside is that they require a sensitive choice of many hyperparameters to optimally trade-off
between accuracy and robustness, often imposing a significant amount of additional training costs.

Contribution. In this paper, we show that a simple consistency regularization term added on
a standard training scheme surprisingly improves the certified robustness of smoothed classifiers.
Maintaining the prediction consistency over a certain noise, e.g., Gaussian, can be regarded as a
natural and desirable property for a classifier under noisy observations. Indeed, for example, forcing
such consistency is now considered as one of the most popular techniques in the semi-supervised
learning literature [31, 25, 27, 3]. We examine this regularization, motivated by the observation
that perfect consistency is a sufficient condition for minimizing the robust 0-1 loss of smoothed
classifiers. This observation connects certified robustness of smoothed classifiers to the general
corruption robustness [17, 14], supporting a great potential of smoothed inference as a scalable
alternative of adversarially-trained, deterministic classifiers.

We verify the effectiveness of our proposed regularization based on extensive evaluation covering
MNIST [21], CIFAR-10 [20], and ImageNet [30] classification datasets. We show that our simple
technique upon a naive training achieves a very comparable, or even better, certified ¢5-robustness to
other recent, robust training methods [23, 32, 44]. For example, one of our models for CIFAR-10
shows a better robustness than those trained by other tested methods with 2.7 x faster training due to
its simplicity. Furthermore, we also demonstrate that applying our method upon a more sophisticated
training even further improves the certified robustness, e.g., our method applied upon state-of-the-art
training could further improve the average certified ¢5-radius 0.785 — 0.816 on CIFAR-10.

Despite its effectiveness, our proposed regularization is easy-to-use with fewer hyperparameters, and
could run significantly faster than existing approaches without additional backward computation as
in adversarial training. We observe that our method does not introduce instability in training for a
wide range of hyperparameters, offering a new, stable trade-off term between accuracy and certified
robustness of smoothed classifiers. Finally, our concept of regularizing prediction consistency can be
extended to other families of noise other than Gaussian, which are often corresponded to different
types of adversary, e.g., Laplace noise for ¢;-robustness [22, 13, 42].

2 Preliminaries

2.1 Adversarial robustness

We consider a classification task with K classes from a dataset D = {(z;,y;)}_;, where = € R and
y €)Y :={1,---, K} denote an input and the corresponding class label, respectively. Usually, D is
assumed to be i.i.d. samples from a data-generating distribution P. Let f : R? — ) be a classifier.
In many cases, e.g., neural networks, this mapping is modeled by f(x) := arg max;cy, Fj(z) with a
differentiable mapping F' : R — AX~1 for a gradient-based optimization, where AX~! denotes
the probability simplex in R¥.

In the literature of general robustness research [12, 5, 17], f is required to perform well not only

on P, but also on a certain extension of it without changing the semantics, say P. In particular,
the notion of adversarial robustness considers the worst-case distribution near P under a certain
distance metric. More concretely, a common way to define the adversarial robustness is to consider
the average minimum-distance of adversarial perturbation [26, 7, 8], namely:

R(f; P) =Ky~ min ||z’ — =z . 1
(FiP) = B | min, [la’ = all ()

Therefore, our goal is to train f that (a) performs well on P, while (b) maximizing R(f; P) as well.
2.2 Randomized smoothing

In practice, the inner minimization objective in (1) is usually not easy to optimize exactly, and
mostly results in near-zero value on standard neural network classifiers. The key idea of randomized



smoothing [10] is rather to consider the robustness of a “smoothed” transformation of the base
classifier f over Gaussian noise, namely f:

fz) = arg H;aXE(SNN(O,UQI) [1f(at8)=k] 5 )
S

where 1,4 denotes the indicator random variable, formally defined by 14(w) = 1 if w € A and
0 otherwise, and o is a hyperparameter that controls the level of smoothing. For a given input x,
Cohen et al. [10] guarantees a certified radius in {2 distance, the current state-of-the-art lower bound

of the minimum-distance of adversarial perturbation around f (x): suppose f(x + ¢) returns a class
f(z) € Y with probability p™) and the “runner-up” (i.e., the second best) class with probability
p?) = max,, i,y P(f(2 + &) = ¢). Then, the lower bound can be given as follows:

. . o _ _
R(fia,y) = min [l —all, > 2 (7 (pM) — o7 (o)) )
(@")#y

provided that f (z) = y, otherwise R( fiz, y) := 0. Here, ® denotes the standard Gaussian CDF.

Since the inequality holds for any upper bound of p?), say p(2), one could also obtain a bit loose, but
simpler bound of certified radius by letting p2) = 1 — p1) > p(2):

R(f;z,y) > o- @ (pM) = R(f,z,y). (4)

3 Consistency regularization for smoothed classifiers

Our intuition on the proposed consistency regularization is based on minimizing the 0-1 robust
classification loss, in a similar manner to the recent attempts of decomposing the training objective
with respect to the accuracy and robustness [45, 44]. Specifically, we attempt minimize the following:

E(zyep |1 = 1E(f;w,y)26] =k [1f(r)75y} +E [1f(m):y7 E(f;r,y)@}’ ©)

natural error robust error

where R is the certified lower bound of R as defined in (4), and € > 0 is a pre-defined constant.
Assuming that the natural error term can be optimized via a standard surrogate loss, e.g., cross-entropy,
we rather focus on how to minimize the robust error term. Here, the key difficulties to consider a

gradient-based optimization is that (a) computing f exactly is intractable, and more importantly, (b)

f is practically a non-differentiable object when estimated via Monte Carlo sampling (see (2)), so
that even a proper surrogate loss function would not make the optimization differentiable.

To bypass these issues, we instead concentrate on a sufficient condition to minimize the given

robust 0-1 loss. Recall that we assume f(z) = argmax;y, F'(x) for a differentiable function
F : R4 — AK-1 Here, we notice that the robust loss in (5) would anyway become zero if F'(z + §)

returns a constant output over ¢ for a given x. Indeed, this implies Ps(f(z 4+ 0) = f(z)) to become 1
regardless of what f is, and minimizes an upper bound of the robust loss in (5) due to the following:

Eeyep |1 )=y, E(f%x,y)<s] =E [1f<z>:y, 5(f;r,f(m>)<e}

<E {lﬁ(f;nf(w))@] =k {1P5<f<m+5>:f<w>><<1>(§> » ©

where the last equality is from the definition of R in (4). Therefore, we attempt to optimize the robust

training objective on f via regularizing F'(x 4 ¢) to be consistent across 0. Specifically, we propose
the following consistency regularization upon any standard training objective:

L = -, [KL(F(J:)HF(x n 5))} +n-H(E(z)), 7

where F'(x) := E[F(x + ¢)] is the mean of F'(z + ), KL(-||-) and H(-) denote the Kullback-Leibler
(KL) divergence and the entropy, respectively, and \,n > 0 are hyperparameters that control the
relative strength. In other words, this regularization enforces F', correspondingly f as well, to reduce
the variance of predictions under Gaussian noise for a given sample x, while preventing the mean
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Figure 1: Comparison of log-probabilty distributions under Gaussian noise at a fixed test sample
of MNIST. For each histogram, we use 10,000 samples of noise. “Gaussian” indicates the baseline
training with Gaussian augmentation [10], and “Consistency” indicates our proposed regularization
applied upon “Gaussian”. The left, shaded areas are where a classifier makes a misclassification.

to be too close to the uniform via the entropy penalty. Note that the proposed form (7) includes the
cross-entropy loss E[£(F (x +8), F'(z))] when A = 7. In practice, we observe A plays a more crucial
role than 7 for the trade-off between accuracy and robustness: e.g., in our experiments, we use a fixed
1 = 0.5 unless otherwise noted, and adjust A to control the robustness.

We also remark that, for a fixed x, (7) gives a family of calibrated [28, 45] surrogate losses of the 0-1
risk Es[1 1,1 ) ()] = Po(f(z +6) # f(x)), i.e., minimizers of (7) are also those of the 0-1 risk,
and thus it minimizes the upper bound in (6) when minimized across (x, y) ~ D. Similarly, one can
adopt other forms of consistency regularization as long as the regularization leads (6) to be zero: we
examine such variants in Section 4.5, and it turns out indeed they are also effective to improve the
certified robustness, while our form (7) shows a particular robustness compared to them empirically.

3.1 Comparison to prior works

There have been a few prior approaches in attempts to improve the robustness of smoothed classifiers
with a more sophisticated training method beyond that of Cohen et al. [10]. Salman et al. [32]
proposed SmoothAdv, which shows that adversarial training directly on smoothed classifiers improve
the certified robustness. More recently, Zhai et al. [44] proposed a faster training method called
MACER, via maximizing a soft approximation of the certified radius given in (3).! The essential
difference of our regularization to the previous works is at how the non-differentiable f is handled,

namely, prior works commonly approximate f directly by the inner soft-classifier F’:
Es[1f(a+a)=r] ~ Es[Fi(x + 9], ®)

for each class £ € ). A key caveat here is that, however, optimizing f with this approximation would
implicitly count out much optimal solutions of F'. More specifically, we remark that an optimal soft
classifier F' does not require to have confidence near to 1 for maximizing the certified radius (3),
which is a usual solution found by minimizing the cross-entropy based on (8). Our approach rather

considers an “indirect” regularizer of f without assuming such an approximation, thereby allows a
more flexible optimization.

On the other hand, Li et al. [23] proposed stability training, as a parallel attempt to the Gaussian
training of randomized smoothing [10] to obtain a robust smoothed classifier: namely, in order to
perform well on Gaussian noise, stability training trains F' with the following loss:

m}nE(F(x),y) + X L(F(x),F(xz+9)), )

where L is the cross-entropy loss. The regularization term used in (9) has a seemingly similar formula
to ours particularly when A = 7 in (7), but there is a fundamental difference: our method (7) does not
require F' to minimize £(F(x),y) to perform well on (x + ¢, y). Consequently, our method again
allows a more flexible solution compared to (9). In Section 4.2, we empirically show that our form of
regularization (7) attains a significantly better robustness than (9). We also show in the supplementary
material that, due to such flexibility, our method is much more robust on the choice of A.

'For the interested readers, we present a detailed overview of prior works in the supplementary material.



Log-probability gap. In Figure 1, we illustrate how the optimal classifier found by our method
differs from others, by comparing the distribution of log-probability gap over Gaussian noise ¢ for
a given (noisy) sample (z + J, y), namely log Fy (x + §) — max,, log F.(z + 6). In other words,
we compare the output margin of f at (x + J,y) to observe the input margin of f : the robustness
guarantee in (3) implies that it is enough to minimize Ps(f(x 4 §) # y) to improve the robustness
of f at . This can be also viewed under the Lipschitzness angle: Salman et al. [32] show that any
Gaussian-smoothed classifier f has an explicit Lipschitz constant, leading to a simpler proof of (3).

Overall, we observe in Figure 1 that our method learns relatively lower, yet more consistent, confi-
dences than others. We also found that MACER [44] tends to vary on much larger values in logits
(see Figure 1(b)): MACER essentially maximizes the gap between the first- and second-best logits of
E[F(x + ¢)], which leads F' to have an arbitrary large value when optimized. Finally, Figure 1(c)
supports that our method is fundamentally different to the stability training [23]: one can observe that
stability training does not give a particular consistency that our method shows.

3.2 Training with consistency regularization

Overall training objective. Combining our regularization L™ to a natural surrogate loss L"2*
leads to a full objective to minimize. Any form of L*** is possible to use, as long as it minimizes the
natural error of f in (5), e.g., the standard cross-entropy loss on f may not be proper for L*2*, As
a plain example, we use the loss proposed by Cohen et al. [10], which simply performs Gaussian
augmentation during training: for a given sample (x,y) ~ D, the authors suggest to minimize:

L™ = Es n0,021) [L(F (x4 0),y)] . (10)

The overall objective with consistency regularization is then:

L= L™ 4 [*" = [ [[,(F(m +6),y) + A-KL(F(2)||[F(z + ) +n-HF@)| A1)

~ LS (EF 4 0.) 4 A KLE@F @+ 60)) +0- HEG)) (12)

where (12) is a concrete loss of (11) via Monte Carlo sampling over d. Nevertheless, our regularization
scheme is not limited to a specific choice of L***, and one can also apply others in a similar way. In
our experiments, for example, we show that using SmoothAdv [32] as L** could further improve the
certified robustness, although it is significantly more expensive to optimize compared to (10).

Computational overhead. We use m independent samples of Gaussian noise in (12) to estimate
(11), and this is the only source of extra training costs compared to the original [10]. Nevertheless,
we empirically observe that the minimal choice’ of m = 2 is fairly enough for our method, as
demonstrated in Figure 3(b). Considering that other existing methods also use this inner-sampling
procedure, often requiring an additional outer-loop of backward computations for adversarial training
[32], or a large number of m for a stable training [44], our method offers a significantly less training
cost with less hyperparameters, as further discussed in Section 4.4.

4 Experiments

We validate the effectiveness of our proposed consistency regularization for a wide range of image
classification datasets: MNIST? [21], CIFAR-10 [20], and ImageNet [30].* Overall, our results
consistently demonstrate that simply applying our method in addition to the other baseline training
methods greatly boosts the certified ¢s-robustness via randomized smoothing. Remarkably, we show
that our method even further improves the previous state-of-the-art results of SmoothAdyv [32]. We
also perform an ablation study to further investigate the detailed components proposed in our method.

2We remark the regularization term in (12) requires m > 1 to work, as the KL term in (7) would vanish
when m = 1: with only a single sample, say 1, F'( 4 &) would be the best estimation of F'(z).

3 All the results on MNIST are provided in the supplementary material.

*Code is available at https://github.com/jh- jeong/smoothing- consistency.
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Figure 2: Comparison of approximate certified accuracy via randomized smoothing for various
training methods on CIFAR-10. A sharp drop of certified accuracy in the plots exists since there is a
hard upper bound that CERTIFY can output for a given ¢ and n = 100, 000.

4.1 Setups

Evaluation metrics. To evaluate certified robustness for a given classifier f, we aim to compute

the certified test accuracy at radius r, which is defined by the fraction of the test dataset that f
can certify the robustness of radius r with respect to the certifiable lower bound in (3). Due to the
intractability of this metric, however, we instead measure the approximate certified test accuracy [10].
More concretely, Cohen et al. [10] proposed a practical Monte Carlo based certification procedure,

namely CERTIFY, which returns the prediction of f and a “safe” lower bound of certified radius
over the randomness of n samples with probability at least 1 — «, or abstains the certification. The
approximate certified test accuracy is then defined by the fraction of the test dataset which CERTIFY
classifies correctly with radius larger than r without abstaining.

In our experiments, we use the official implementation5 of CERTIFY for evaluation, with n =
100, 000, ng = 100 and o« = 0.001, following prior works [10, 32]. We mainly report the approximate
certified test accuracy at various radii, but also report the average certified radius (ACR) considered
by Zhai et al. [44], i.e., the averaged value of certified radii returned by CERTIFY, as another metric
for better comparison of robustness under the trade-offs between accuracy and robustness [37, 45],
namely ACR := ITlestl Z(m,y)eDtm CR(f,o,x) - lf(m):u’ where Dq.q is the test dataset, and CR

denotes the certified radius returned from CERTIFY(f, o, x).

Training details. We use the same base classifier used in the prior work [10, 32, 44]: namely, we
use LeNet [21] for MNIST, ResNet-110 [16] for CIFAR-10, and ResNet-50 [16] for ImageNet. For
a fair comparison, we follow the same training details used in Cohen et al. [10] and Salman et al.
[32]. For each model configuration, we consider three different models as varying the noise level
o € {0.25,0.5,1.0}. During inference, we apply randomized smoothing with the same ¢ used in
the training. When our regularization is used, we use m = 2 and 1 = 0.5 unless otherwise specified.
More training details are specified in the supplementary material.

Baseline methods. We evaluate how consistency regularization would affect the certified robustness
when applied to a baseline training method. In our experiments, we consider two baseline methods
proposed for training smoothed classifiers to apply our regularization scheme: (a) Gaussian [10]:
training with Gaussian augmentation over N'(0, 021); (b) SmoothAdv [32]: adversarial training on
a soft approximation of the smoothed classifier. We also consider stability training [23] in (9) and
MACER [44] to compare, as other regularization-based approaches.

4.2 Results on CIFAR-10

We train CIFAR-10 models for 150 epochs following the training details of SmoothAdv [32]. When-
ever possible, we use the pre-trained models officially released by the authors for our evaluation to
reproduce the baseline results.’’® For the SmoothAdv models, we report the results for two different

https://github.com/locuslab/smoothing

®https://github.com/Hadisalman/smoothing-adversarial

"https://github.com/RuntianZ/macer

81n case of the pre-trained MACER models, we observe a slight discrepancy between our evaluation and
those reported in Zhai et al. [44]. We have verified that this is due to a sampling bias: we found [44] used 500
contiguous subsamples by default in the official code, while our evaluation uses the full CIFAR-10 test set.



Table 1: Comparison of approximate certified test accuracy (%) on CIFAR-10. Every model is
certified with o used for its training. We set our result bold-faced whenever the value improves the
baseline. For ACRs, we underline the best model per o. For the results in “+ Hyperparameter search”,
we evaluate the best model among those released by Salman et al. [32] for each o.

o Models (CIFAR-10) ACR 0.00 025 050 075 100 125 150 175 200 225

Gaussian [10] 0424 76,6 612 422 251 00 00 00 00 00 00
+ Consistency (A = 10) 0.544 77.8 68.8 574 438 00 00 00 00 00 00
+ Consistency (A =20) 0552 758 67.6 581 467 00 00 00 00 00 00

0.25 SmoothAdyv [32] 0544 734 656 570 475 00 00 00 00 00 0.0
+ Consistency (A = 2) 0548 729 656 575 485 00 00 00 00 00 00

Stability training [23] 0421 723 580 433 273 00 00 00 00 00 0.0

MACER [44] 0531 795 69.0 558 406 00 00 00 00 00 00
Gaussian [10] 0.525 657 549 428 325 220 141 83 39 00 0.0
+ Consistency (A = 10) 0720 643 57.5 50.6 432 362 295 228 161 00 0.0
SmoothAdyv [32] 0.689 644 572 490 406 336 274 218 140 00 0.0

0.50 + Hyperparameter search 0.717 53.1 492 449 41.0 372 332 291 240 00 0.0
+ Consistency (A = 1) 0.726 523 489 451 413 37.8 339 299 252 00 0.0

Stability training [23] 0.521 60.6 515 414 325 239 153 96 50 00 00
MACER [44] 0.691 642 575 499 423 348 276 202 126 00 0.0

Gaussian [10] 0.542 472 392 340 278 216 174 140 11.8 100 7.6
+ Consistency (A = 5) 0.734 481 439 393 347 299 261 221 188 154 12.2
+ Consistency (A = 10)  0.756 463 42.2 381 343 300 263 229 197 16.6 138

SmoothAdv [32] 0.682 50.2 440 37.6 338 288 240 202 158 132 10.2
+ Hyperparameter search  0.785 45.6 419 38.0 342 309 274 241 207 177 149
+ Consistency (A = 1) 0816 41.7 390 362 335 307 276 247 220 195 173

Stability training [23] 0.526 435 389 328 270 231 19.1 154 113 7.8 5.7
MACER [44] 0.744 414 385 352 323 293 264 234 202 174 145

1.00

Table 2: Comparison of approximate certified test accuracy (%) on ImageNet. We set our result
bold-faced whenever the value improves the baseline. We use 1 = 0.1 instead of 0.5 when o = 1.0.

o Models (ImageNet) ACR 00 05 1.0 15 20 25 30 35
Gaussian [10] 0733 57 46 37 29 O 0 0 0

050 +Consistency (A=5) 0822 55 50 44 34 O 0 0 0
SmoothAdv [32] 0825 54 49 43 37 0 0 0 0
Gaussian [10] 0875 44 38 33 26 19 15 12 9

1.00 +Consistency (A=5) 0982 41 37 32 28 24 21 17 14
SmoothAdv [32] 1.040 40 37 34 30 27 25 20 15

configurations: (a) for a fixed, pre-defined configuration across o, and (b) for the “best” configuration
per each o, which is heavily examined by Salman et al. [32] over hundreds of models. In case of
o = 0.25, however, we only report (b) as they show nearly identical results. For (a), we consider a
10-step PGD attack constrained in £5 ball of radius € = 1.0, using m = 8 noise samples.’ In case of
stability training [23], we report the best models in terms of ACR across varying A tested: namely, we
consider A € {1,2,5,10,20} for each o, and report A = 2 for 0 = 0.25,0.5 and A\ = 1 for o = 1.0.
The full results can be found in the supplementary material.

The results are presented in Table 1. We also plot certified accuracy over the full range of radii per o
in Figure 2. Overall, we observe that our consistency regularization significantly and consistently
improves Gaussian and SmoothAdyv baselines, both in certified test accuracy and ACR. Specifically,
when o = 0.50, we found our regularization with A = 10 applied on the naive Gaussian baseline
could surpass the best-performing SmoothAdv model reported in “SmoothAdv + Hyperparameter
search”, in terms of ACR. Furthermore, in case of o = 1.00, consistency regularization upon the
best SmoothAdv model even further improve the current state-of-the-art baseline by a significant
margin, which verifies an orthogonal contribution of our method compared to the prior work. These
observations suggest our method works better on more complex tasks, where forcing “confident”

The detailed configurations for (b), the best models, are specified in the supplementary material.
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Figure 3: Comparison of approximate certified accuracy via randomized smoothing across various
types of ablation models. A sharp drop of certified accuracy in the plots exists since there is a hard
upper bound that CERTIFY can output for a given o and n = 100, 000.

prediction (as done in the prior works) might be difficult. We also notice that, despite its similarity
with our method, the stability training [23] itself does not improve ACRs even compared to the
Gaussian baselines. This is because this training (9) would require f to perform well both in z and
x + 9, which is harder to force compared to that of (11) in the context of randomized smoothing.

4.3 Results on ImageNet

We also evaluate our regularization scheme on ImageNet classification dataset, to show that our
method is scalable on large-scale datasets. We train each model on o € {0.5,1.0} for 90 epochs. We
perform our evaluation on a subsampled test dataset of 500 samples as done by Cohen et al. [10]. As
presented in Table 2, we observe that consistency regularization still effectively improves the certified
robustness, both in terms of ACR and certified test accuracy, despite its simple and efficient nature
of our method. Compared to the best results of SmoothAdv [32], our results achieve a comparable
robustness, despite using a single fixed configuration of hyperparameter, namely A = 5.

4.4 Runtime analysis

With much effectiveness on the certified ro- Table 3: Comparison of training time statistics on
bustness, consistency regularization also of- CIFAR-10 with ¢ = 0.50. All the baselines are
fers a great efficiency in terms of training trained on their official implementations separately.

costs compared to other competitive meth-

ods. We compare our method with the base- Models #HP ACR Mem. Time (h)
lines in several training statistics, including Gaussian 0.525  29G 4.6
the number of hyper-parameter (# HP), ACR,  + Consistency 2 0.720 2.9G 8.7
memory usage in GPU on peak computation SmoothAdy 4 0717 3.0G 23.1
(Mem.), and the total training time (Time). MACER 4 0.691 9.4G 14.1

In this experiment, every model is trained on
CIFAR-10 using one GPU of NVIDIA TITAN X (Pascal). We use o = 0.5 with hyperparameters
specified in Section 4.2. In case of SmoothAdv, we choose the best-performing configuration for
training. Our method to compare runs upon the Gaussian baseline with m = 2 and A = 10.

The results in Table 3 show that our regularization indeed costs about twice the Gaussian baseline
due to additional sampling, but one can immediately notice that this overhead is far less than others,
e.g., compared to adversarial training. Furthermore, our method even achieves better ACR than other
methods, which verifies a clear efficiency of consistency regularization compared to the prior work.

4.5 Ablation study

We conduct an ablation study for a detailed analysis on our method. Unless otherwised noted, we
perform experiments on MNIST in this section. When consistency regularization is used, we assume
it is applied upon Gaussian training. We report all the detailed results in the supplementary material.

Design choices on loss. We first examine two other popular designs for consistency regularization
instead of (7), namely, mean-squared-error [31] and KL-divergence [25] as follow:

IE = )\ ||F(z+6) — F(z+6)|)2 and L=\ EfKL(F(z) || F(z +96))], (13)

where 81,55 ~ N(0,021). We evaluate certified test accuracy on o = 1.00 for these regularization
with varying A € {5, 20, 50}, and compare the results with L¢°® with A € {5,20}. The results are



Table 4: Comparison of ACR on CIFAR-10 with o = 0.5 for different architectures. Bold indicates
the best ACR value per architecture. For “+ Best HP (ResNet-110)”, we use the hyperparameters
those are optimized for ResNet-110 by Salman et al. [32], as used in Table 1.

Architecture  CIFAR-10 (o0 = 0.5) ACR 0.00 025 050 0.75 1.00 125 150 1.75
Gaussian [10] 0.524 67.0 554 428 314 220 139 8.1 3.8
+ Consistency (A = 10) 0.686 60.5 544 47.7 409 344 28.0 222 16.5
ResNet-20 SmoothAdv [32] 0.692 63.0 565 489 418 349 281 213 146

+ Best HP (ResNet-110) 0.682 50.8 47.0 43.1 39.0 351 31.6 272 227
Stability training [23] 0499 602 50.1 405 31.0 221 149 82 37

MACER [44] 0.661 630 557 482 405 326 255 187 119
Gaussian [10] 0494 650 537 412 296 196 124 69 3.1
+ Consistency (A = 10) 0.661 59.1 527 46.1 393 328 27.0 21.1 15.6
SmoothAdyv [32] 0.671 61.6 553 48.0 403 332 264 204 143

DenseNet-40 pot HP (ResNet-110)  0.659 494 458 415 376 339 302 265 22.1

Stability training [23] 0497 565 479 388 30.7 230 165 99 49
MACER [44] 0.641 620 545 467 39.1 318 248 178 114

presented in Figure 3(a). In general, we observe that both regularizers, namely L"E and LXL, are
also capable to improve the certified robustness, but they could not achieve a better ACR than L°°®
even with a moderately large A. Considering that L¥* is equivalent to L°°® when = 0 in (7), this
observation indicates the importance of regularizing the entropy of the mean prediction. Indeed, we
empirically observe that both L*E and LX" often lead the predictions to be too close to the uniform
when A is large, which may harm the discriminative performance of the base classifier.

Effect of m. As mentioned in Section 3, the computational costs for our regularization scheme
highly depends on the number of noise samples used, namely m > 1. Nevertheless, we observe
that our regularization is fairly robust on the choice of m, so that m = 2 usually leads to good
enough performance. In Figure 3(b), we compare the certified robustness of models trained with
our regularization with varying m € {2, 4, 8}. For each m, we present three different models under
various o € {0.25,0.5,1.0}. The results show that models using m = 2 perform nearly identically
to others, while one could observe slight improvements for larger m. In practice, this observation
reduces much of the hyperparameter complexity in our method: by simply letting m to be small, e.g.,
m = 2, while fixing n = 0.5, X becomes the only crucial hyperparameter.

Effect of \. We also investigate the effect of having different A in Figure 3(c). As expected, we
observe a clear trade-off between accuracy and robustness of the corresponding smoothed classifier
by controlling A. Furthermore, for a sufficiently large A, e.g., A = 50 in Figure 3(c), a classifier is
often trained to return maximal certifiable radius for any input when smoothed, even the accuracy
falls into chance-level. Nevertheless, this would be a desirable property for a trade-off term between
accuracy and robustness, which has not been explored much for smoothed classifiers.

Different architectures. In our experiments, we follow the prior works [10, 32, 44] to choose
network architectures for a fair comparison, e.g., we use ResNet-110 [16] for CIFAR-10. To explore
the effect of different architectures, we further test our method with ResNet-20 [16] and DenseNet-40
[18] on CIFAR-10, as summarized in Table 4.5. We assume o = 0.5 for this experiment, and use the
same hyperparameters specified in Section 4.2. Overall, our method also consistently outperforms
other baselines except SmoothAdv on these architectures. In particular, it is remarkable that our choice
of hyperparameter, namely A = 10, transfers well to other architectures, compared to SmoothAdv:
the best working hyperparameters for ResNet-110 could not further improve SmoothAdv from the
baseline configuration, i.e., it may require a further optimization to perform better.

5 Conclusion

In this paper, we show consistency regularization can play a key role in certifiable robustness
of smoothed classifiers. We think our work would emphasize the importance of noise-consistent
inference in deep neural networks, one of under-explored topics despite its desirable property. We
also expect our work can be a useful guideline when other researchers will study the noise-consistency
in other problems in the future. Many questions are related: how can we design a noise-invariant
neural network, or for which family of noise this would be allowed, just to name a few.



Broader Impact

The potential risk of adversarial attacks has left many practitioners hesitant to apply the latest
developments in deep learning into their systems. Adversarial robustness of deep neural networks
is one of the most important research problems toward A/ safety [1], with much impact on various
applications especially for security-concerned systems: e.g., medical diagnosis [9], speech recognition
[29], and autonomous driving [43]. Our research could be beneficial for those who design such
systems, thanks to the certifiable guarantees on adversarial robustness that randomized smoothing
can provide. Especially, we expect the simplicity of our method would encourage many practitioners
to incorporate randomized smoothing into their systems along with our work. A practical success
of systems equipped with a sufficient amount of certified robustness would be fatal for those who
maliciously attempt to break down the system via adversarial attacks.

This statement, however, presumes that many of the practical issues on the current randomized
smoothing technique would be resolved in future research. For example, (a) randomized smoothing
requires exponentially many inferences for a single reliable inference, and (b) there is still a gap
between theoretical guarantee [13, 42] and practice [40, 4] on robustness that randomized smoothing
currently gives: consequently, current randomized smoothing can be easily misused in practical
systems, and a failure of such systems may implicitly lead practitioners to have a biased, false sense
of security. We believe our research is a step toward reducing this practical gap to deploy randomized
smoothing into the real-world.
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Supplementary Material:

Consistency Regularization for Certified Robustness of
Smoothed Classifiers

A Details on experimental setups

A.1 Training details

We train every model via stochastic gradient descent (SGD) with Nesterov momentum of weight
0.9 without dampening. We set a weight decay of 10~ for all the models. We use different training
schedules for each dataset: (a) MNIST: The initial learning rate is set to 0.01; We train a model for
90 epochs with mini-batch size 256, and the learning rate is decayed by 0.1 at 30-th and 60-th epoch,
(b) CIFAR-10: The initial learning rate is set to 0.1; We train a model for 150 epochs with mini-batch
size 256, and the learning rate is decayed by 0.1 at 50-th and 100-th epoch, and (c) ImageNet: The
initial learning rate is set to 0.1; We train a model for 90 epochs with mini-batch size 200, and the
learning rate is decayed by 0.1 at 30-th and 60-th epoch. When SmoothAdyv is used, we adopt the
warm-up strategy on attack radius ¢ [8], i.e., € is initially set to zero, and linearly increased during
the first 10 epochs to a pre-defined hyperparameter.

A.2 Datasets

MNIST dataset [3] consists 70,000 gray-scale hand-written digit images of size 28 x28, 60,000 for
training and 10,000 for testing. Each of the images is labeled from 0 to 9, i.e., there are 10 classes.
When training on MNIST, we do not perform any pre-processing except for normalizing the range
of each pixel from 0-255 to 0-1. The full dataset can be downloaded at http://yann.lecun.com/
exdb/mnist/.

CIFAR-10 dataset [2] consist of 60,000 RGB images of size 32x32 pixels, 50,000 for training
and 10,000 for testing. Each of the images is labeled to one of 10 classes, and the number of data
per class is set evenly, i.e., 6,000 images per each class. We follow the same data-augmentation
scheme used in Cohen et al. [1], Salman et al. [8] for a fair comparison, namely, we use random
horizontal flip and random translation up to 4 pixels. We also normalize the images in pixel-wise by
the mean and the standard deviation calculated from the training set. Here, an important practical
point is that this normalization is done after a noise is added to input when regarding randomized
smoothing, following Cohen et al. [1]. This is to ensure that noise is given to the original image
coordinates. In practical implementations, this can be done by placing the normalization as the first
layer of base classifiers, instead of as a pre-processing step. The full dataset can be downloaded at
https://www.cs.toronto.edu/ kriz/cifar.html

ImageNet classification dataset [7] consists of 1.2 million training images and 50,000 validation
images, which are labeled by one of 1,000 classes. For data-augmentation, we perform 224 x224
random cropping with random resizing and horizontal flipping to the training images. At test
time, on the other hand, 224 X224 center cropping is performed after re-scaling the images into
256x256. This pre-processing scheme is also used in Cohen et al. [1], Salman et al. [8] as well.
Similar to CIFAR-10, all the images are normalized affer adding a noise in pixel-wise by the pre-
computed mean and standard deviation. A link for downloading the full dataset can be found in
http://image-net.org/download.

Table 1: Detailed specification of hyperparameters used in the best-performing SmoothAdv models.

Dataset o Method #steps e m

025 PGD 10 255 4

CIFAR-10 0.50 PGD 10 512 2
1.00  PGD 10 512 2
1

1

0.50  PGD 1 255

ImageNet '35 pgp 1 512




Table 2: Comparison of approximate certified test accuracy on MNIST dataset. For each model,
training and certification are done with the same smoothing factor specified in o. Each of the values
indicates the fraction of test samples those have /5 certified radius larger than the threshold specified
at the top row. We set our result bold-faced whenever the value improves the baseline. For ACR, we
underlined the best-performing model per each o.

o Models (MNIST) ACR 000 025 050 0.75 1.00 125 150 1.75 200 225 2.50
Gaussian [1] 0911 992 985 96.7 933 0.0 0.0 0.0 0.0 0.0 0.0 0.0
+ Consistency (A = 10) 0.928 99.5 989 98.0 96.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
025 SmoothAdv [8] 0932 994 990 982 968 00 00 00 00 00 00 00
) + Consistency (A=1) 0932 993 989 981 968 00 00 00 00 00 0.0 00
Stability training [4] 0915 993 986 971 938 00 00 00 00 00 00 00
MACER [9] 0.920 993 987 975 948 00 00 00 00 00 00 00
Gaussian [1] 1.553 99.2 983 96.8 943 897 819 673 436 00 00 0.0
+ Consistency (A =5) 1.657 992 98.6 97.6 959 930 878 785 60.5 00 0.0 00
050 SmoothAdv [8] 1.687 99.0 983 97.3 958 932 885 8l.1 675 00 00 0.0
) + Consistency (A =1) 1.697 98.6 98.1 97.0 953 927 885 822 705 00 0.0 0.0
Stability training [4] 1.570 99.2 98.5 97.1 948 907 832 692 454 00 00 0.0
MACER [9] 1.594 985 975 962 937 90.0 837 722 540 00 0.0 0.0
Gaussian [1] 1.620 964 944 914 870 799 71.0 59.6 462 326 19.7 10.8
+ Consistency (A =5) 1740 950 93.0 89.7 854 79.7 727 63.6 53.0 417 308 203
1.00 SmoothAdv [8] 1.779 95.8 939 90.6 865 808 737 64.6 539 433 328 222
’ + Consistency (A=1) 1.819 942 920 886 843 790 721 640 54.6 455 372 28.0
Stability training [4] 1.634 965 946 91.7 874 80.6 720 605 468 33.1 200 112
MACER [9] 1.570 92.0 88.5 840 78.1 715 638 553 463 365 262 163
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Figure 1: Comparison of approximate certified accuracy via randomized smoothing for various
training methods on MNIST. A sharp drop of certified accuracy in the plots exists since there is a
hard upper bound that CERTIFY can output for a given o and n = 100, 000.

A.3 Detailed configurations of SmoothAdv models

In Table 1, we specify the exact configurations used in our evaluation for the best-performing
SmoothAdv models. These configurations have originally explored by Salman et al. [8] via a grid
search over 4 hyperparameters: namely, (a) attack method (Method): PGD [5] or DDN [6], (b) the
number of steps (# steps), (¢) the maximum allowed /5 perturbation on the input (¢), and (d) the
number of noise samples (1m). We choose one pre-trained model per o for CIFAR-10 and ImageNet,
among those officially released and classified as the best-performing models by Salman et al. [8]. The
link to download all the pre-trained models can be found in https://github.com/Hadisalman/
smoothing-adversarial.

B Results on MNIST

We train every MNIST model for 90 epochs. We consider a fixed configuration of hyperparameters
when SmoothAdy is used in MNIST: specifically, we perform a 10-step projected gradient descent
(PGD) attack constrained in /2 ball of radius € = 1.0 for each input, while the objective is approxi-
mated with m = 4 noise samples. For the MACER models, on the other hand, we generally follow
the hyperparameters specified in the original paper [9]: we set m = 16, A = 16.0, v = 8.0 and



b= 16.0." In 0 = 1.0, however, we had to reduce ) to 6 for a successful training. Nevertheless, we
have verified that the ACRs computed from the reproduced models are comparable to those reported
in the original paper. We use A = 2 when stability training [4] is applied in this section.

We report the results in Table 2 and Figure 1. Overall, we observe that our consistency regularization
stably improve Gaussian and SmoothAdv baselines in ACR, except when applied to SmoothAdv on
o = 0.25. This corner-case is possibly due to that the model is already achieve to the best capacity
via SmoothAdyv, regarding that MNIST on ¢ = 0.25 is relatively a trivial task. For the rest non-trivial
cases, nevertheless, our regularization shows a remarkable effectiveness in two aspects: (a) applying
our consistency regularization on Gaussian, the simplest baseline, dramatically improves the certified
test accuracy and ACR even outperforming the recently proposed MACER by a large margin, and
(b) when applied to SmoothAdv, our method could further improve ACR. In particular, one could
observe that our regularization significantly improves the certified accuracy especially at large radii,
where a classifier should attain a high value of p(!) (5), i.e., a consistent prediction is required.

C Variance of results over multiple runs

In our experiments, we compare single-run results following other baselines considered in this paper
[1, 8, 4, 9]. In Table 3, we report the mean and standard deviation of ACRs across 5 seeds for the
MNIST results reported in Table 2. In general, we observe ACR of a given training method is fairly
robust to network initialization.

Table 3: Comparison of ACR for various training methods on MNIST. The reported values are
the mean and standard deviation across 5 seeds. We set our result bold-faced whenever the value
improves the baseline, and the underlined are best-performing model per o.

ACR (MNIST) o =0.25 o = 0.50 o =1.00

Gaussian [1] 0.9108+0.0003  1.5581+0.0016  1.6184+0.0021
+ Consistency  0.9279+0.0003  1.6549+0.0011  1.7376=+0.0017

SmoothAdv [8] 0.9322+0.0005 1.6872+0.0007  1.7786+0.0017
+ Consistency  0.9323+0.0001  1.6957-+0.000s  1.8163+0.0020

Stability [4] 0.915240.0007  1.5719400028  1.6341+0.0018
MACER [9] 0.9201+0.0006  1.5899+0.0069  1.5950+0.0051

D Detailed results in ablation study

We report the detailed results for the experiments performed in ablation study (see Section 4.6 in
the main text). Table 4, 5, and 6 are corresponded to Figure 4(a), 4(b), and 4(c) in the main text,
respectively.

Table 4: Comparison of approximate certified test accuracy (%) on MNIST, for varing loss functions
and A\. We set our result bold-faced whenever the value improves the baseline. For ACR, we
underlined the best-performing model.

Model A ACR 0.00 025 050 075 1.00 125 150 175 2.00 225 250
Gaussian 0 1.620 964 944 914 870 799 710 596 462 326 197 108

5 1732 949 929 893 8.0 793 717 627 525 415 312 213
MSE 20 1.677 93.6 91.0 875 83.0 77.1 699 60.8 503 395 28.6 184
50 1.603 925 90.0 86.1 813 755 67.7 58.6 474 357 241 145

5 1729 952 930 899 854 796 724 629 522 411 303 19.6
KL-divergence 20 1.713 940 91.7 882 835 77.7 705 61.5 514 412 311 214
50 1.707 934 90.7 87.1 823 768 694 60.6 509 413 31.8 22.6

5 1740 950 930 897 854 797 727 63.6 53.0 417 308 203
20 1720 93.0 903 86.6 823 77.1 702 61.6 52.0 421 325 234

Cross-entropy

"We refer the readers to Zhai et al. [9] for the details on each hyperparemeter.



Table 5: Comparison of approximate certified test accuracy on MNIST for varying m € {2,4, 8}.
For each model, training and certification are done with the same smoothing factor specified in o.

c m ACR 000 025 050 075 100 125 150 175 200 225 2.50

2 0926 994 989 978 956 00 00 00 00 00 00 00

025 4 0928 995 989 979 9.1 00 00 00 00 00 00 0.0
8§ 0929 994 990 980 961 00 00 00 00 00 00 00

2 1657 992 986 976 959 930 878 785 605 00 00 00

050 4 1.666 992 98.6 977 960 933 882 794 623 00 00 0.0
8 1.667 992 987 976 959 933 886 795 621 00 00 00

2 1740 950 930 89.7 854 797 727 63.6 530 41.7 30.8 203

1.00 4 1756 949 929 898 856 802 733 645 540 427 319 210
8 1.762 950 93.1 90.0 8.8 803 737 64.6 542 431 322 215

Table 6: Comparison of approximate certified test accuracy on MNIST for varying A. We set our
result bold-faced whenever the value improves the baseline (A = 0.0). For ACR, we underlined the
best-performing model.

A ACR 0.00 050 1.00 150 200 250 3.00 3.50
00 1619 9.3 914 798 594 325 109 24 00
1.0 1714 960 912 811 635 392 162 42 04
50 1.740 950 897 799 63.7 419 200 54 0.6

10.0 1.735 94.1 88.6 785 628 424 221 59 09
150 1731 936 877 778 623 426 229 63 1.0
20.0 1.720 930 86.6 77.1 61.6 421 234 6.7 1.2
25.0 1226 732 644 539 424 274 145 65 12
300 0.846 449 40.1 337 251 17.1 13.6 10.6 6.9
50.0 0456 152 146 138 128 11.8 106 9.8 93

Table 7: Comparison of our method to stability training [4] on CIFAR-10 dataset. Each of the values
indicates the fraction of test samples those have /5 certified radius larger than the threshold specified
at the top row. We set our result bold-faced whenever the value improves the baseline.

o Models (CIFAR-10) ACR 000 025 050 075 100 125 150 175 200 225
Gaussian [1] 0424 766 612 422 251 00 00 00 00 00 00
+ Consistency (A = 20) 0552 758 67.6 58.1 467 00 00 00 00 00 00
025 Stability [4] (A = 1) 0408 716 578 407 270 00 00 00 00 00 00
Stability [4] (A = 2) 0421 723 580 433 273 00 00 00 00 00 00
Stability [4] (A = 5,10,20) 0.102 107 107 107 107 00 00 00 00 00 00
Gaussian [1] 0525 657 549 428 325 220 141 83 39 00 00
+Consistency (\ = 10) 0720 643 57.5 50.6 432 362 295 228 161 00 00
050 Stability [4] (A = 1) 0496 61.1 515 409 298 21.1 140 83 36 00 00
Stability [4] (A = 2) 0521 60.6 515 414 325 239 153 96 50 00 00
Stability [4] (A = 5,10,20) 0.206 10.8 108 108 10.8 108 108 10.8 108 00 0.0
Gaussian [1] 0542 472 392 340 278 216 174 140 118 100 76
+Consistency (A = 10) 0756 463 422 38.1 343 300 263 229 197 166 138
100 Siability [4] (A = 1) 0526 435 389 328 270 231 191 154 113 78 57
Stability [4] (A = 2) 0414 170 163 154 146 137 126 121 112 103 98
Stability [4] (A = 5,10,20) 0.381 10.0 100 100 100 100 100 100 100 100 10.0




E Overview on prior works

For completeness, we present a brief introduction to the prior works mainly considered in our
experiments. We use the notations defined in Section 2 of the main text throughout this section.

E.1 SmoothAdv

Recall that a smoothed classifier f is defined from a hard classifier f : R — Y, namely:
fla) = arg TI;aXIP’éNN(o,am (fle+0)=k). (1
€

Here, SmoothAdv [8] attempts to perform adversarial training [5] directly on f :

min - max _ L(f;2',y), @)
Folle/—x|l2<e

where £ denotes the standard cross-entropy loss. As mentioned in the main text, however, f is
practically a non-differentiable object when (1) is approximated via Monte Carlo sampling, making
it difficult to optimize the inner maximization of (2). To bypass this, Salman et al. [8] propose to

attack the soft-smoothed classifier F' := E;[F,(x 4 0)] instead of f, as F : RY — AK~1 s rather
differentiable. Namely, SmoothAdyv finds an adversarial example via solving the following:

&= argmax L(F;z',y) = argmax (—logEs[F,(z' +9)]). 3)

[z’ —z||2<e [z’ —|[2<e

In practice, the expectation in this objective (3) is approximated via Monte Carlo integration with m
samples of &, namely 01, -+ , 6, ~ N(0,0%1):

= argmax <— log (; ZFy(x’ + (51))) . 4)

To optimize the outer minimization objective in (2), on the other hand, SmoothAdv simply minimize
the averaged loss over (& + 61,4), (& + 6, y), i€, ming = >, L(F;& + &;,y). Notice that
the noise samples d1, - - - , &, are re-used for the outer minimization as well.

E.2 MACER

On the other hand, MACER [9] attempts to improve robustness of f via directly maximizing the
certified lower bound over ¢5-adversarial perturbation [1] for (x,y) € D:

min (o’ —ally > Z (@71 (") — 07 (), )
Fahy 2

where p() := P(f(z +0) = f(z)) and p® := max,, i) P(f(2 + ) = c), as defined in Section %

in the main text. Again, directly maximizing (5) is difficult due to the non-differentiability of f,

thereby MACER instead maximizes the certified radius of F', in a similar manner to SmoothAdv [8]:

CR(Fio.y) = § (07 (EalFy (o +9)) ~ & (maxEslFia+ 0) ). ©

Motivated from the 0-1 robust classification loss (7), Zhai et al. [9] propose a robust training objective

for maximizing CR(F x,y) along with the standard cross-entropy loss £ on Fasa surrogate loss
for the natural error term:

Le(f) = E@ypep [1 - 1CR(f;r,y)Z€} =E {113(2)7631} +E [1f(x):y» CR(f;x,y)<8] @

natural error robust error
A o A
Lyacer(F52,y) = L(F(x),y) + A~ b) max{y — CR(F;z,y),0} - 1F(m):ya (8)

natural error

robust error
where 7, A are hyperparameters. Here, notice that (8) uses the hinge loss to maximize CR(F TN
only for the samples that F (z) is correctly classified to y. In addition, MACER uses an inverse
temperature 3 > 1 to calibrate F' as another hyperparameter, mainly for reducing the practical gap
between F' and f .
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