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Abstract

We propose a numerical accountant for evaluating the tight (e,d)-privacy loss for al-
gorithms with discrete one dimensional output. The method is based on the privacy loss
distribution formalism and it uses the recently introduced fast Fourier transform based ac-
counting technique. We carry out an error analysis of the method in terms of moment bounds
of the privacy loss distribution which leads to rigorous lower and upper bounds for the true
(,6)-values. As an application, we present a novel approach to accurate privacy accounting
of the subsampled Gaussian mechanism. This completes the previously proposed analysis by
giving strict lower and upper bounds for the privacy parameters. We demonstrate the per-
formance of the accountant on the binomial mechanism and show that our approach allows
decreasing noise variance up to 75 percent at equal privacy compared to existing bounds in
the literature. We also illustrate how to compute tight bounds for the exponential mechanism
applied to counting queries.

1 Introduction

Differential privacy (DP) (Dwork et al.,[2006) has been established as the standard approach
for privacy-preserving machine learning. As DP algorithms have grown increasingly complex,
accurately bounding the compound privacy loss has become more challenging as well. The
moments accountant (Abadi et all [2016) represented a major breakthrough in the accuracy
of bounding the privacy loss in compositions of subsampled Gaussian mechanisms that are
commonly used in DP stochastic gradient descent (DP-SGD). This has further been refined
through the general development of Rényi differential privacy (RDP) (Mironov} [2017) as well
as tighter RDP bounds for subsampled mechanisms (Balle et al., [2018} Wang et al.l 2019;
|Zhu and Wang} [2019; Mironov et al.| [2019). RDP enables tight analysis for compositions of
Gaussian mechanisms, but this may be difficult for other mechanisms. Moreover, conversion
of RDP guarantees back to more commonly used (e, §)-guarantees is lossy.
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In this work, we focus on an alternative approach based on the privacy loss distribution
(PLD) formalism introduced by [Sommer et al|(2019). This work directly extends the recent
Fourier accountant by Koskela et al.| (2020)) to discrete mechanisms. We provide a rigorous
error analysis which leads to strict (g,d)-bounds. This analysis is further used to obtain
strict bounds for the subsampled Gaussian mechanism.

The need to consider discrete mechanisms for rigorous DP on finite-precision computers
was first pointed out by |[Mironov]| (2012)). |Agarwal et al.| (2018) implement a communication
efficient binomial mechanism ¢cpSGD for neural network training which however cannot han-
dle compositions. |Agarwal et al.| (2018]) and Kairouz et al.| (2019) note the need for a privacy
accountant for the binomial mechanism as an important open problem, which we solve in
this paper for the case where gradients are replaced with a sign approximation.

The outline of the paper is as follows. In Sections 2 and 3 we give the basic definitions and
describe the PLD formalism used for our accountant. In Section 4 we describe the algorithm
based on the fast Fourier transform (FFT) and in Section 5 we provide an error analysis.
Section 6 concludes with experiments illustrating the efficiency and accuracy of the method.

Implementation of the methods is available in Githulﬂ

Our Contribution. We extend the work by [Koskela et al.| (2020) which considered an
FFT based method for approximating the tight (¢, §)-DP guarantees of the subsampled Gaus-
sian mechanism, however without strict lower and upper bounds. The main contributions of
this work are:

e A framework for computing tight (g,0)-DP guarantees of discrete-valued mechanisms.

e An error analysis of the proposed method using moment bounds of the mechanism at
hand, which leads to strict lower and (g, §)-upper bounds.

e Accurate lower and upper bounds for (e, §)-DP of the subsampled Gaussian mechanism.

2 Differential Privacy

We first recall some basic definitions of DP (Dwork et al., [2006). We use the following
notation. An input data set containing N data points is denoted as X = (z1,...,2x) € XV,
where x; € X, 1 <i < N.

Definition 1. We say two data sets X and Y are neighbours in remove/add relation if we
get one by removing/adding an element from/to the other and denote this with ~r. We say
X and Y are neighbours in substitute relation if we get one by substituting one element in
the other. We denote this with ~g.

Definition 2. Let e > 0 and 6 € [0,1]. Let ~ define a neighbouring relation. Mechanism
M : XN = R is (¢,6,~)-DP if for every X ~ Y and every measurable set E C R we have
that

Pr(M(X) € E) <e*Pr(M(Y) € E) + 6.

When the relation is clear from context or irrelevant, we will abbreviate it as (¢,6)-DP. We
call M tightly (e, 6,~)-DP, if there does not exist &' < 6 such that M is (g,8',~)-DP.

"https://github.com /DPBayes/PLD-Accountant /



3 Privacy Loss Distribution

We first introduce the basic tool for obtaining tight privacy bounds: the privacy loss distri-
bution (PLD). The results in Subsection [3.1| are reformulations of the results given by Meiser
and Mohammadi| (2018]) and |[Sommer et al.| (2019). Proofs of the results of this section are
given in the supplementary material.

3.1 Privacy Loss Distribution

We consider discrete-valued one-dimensional mechanisms M which can be seen as mappings
from XY to the set of discrete-valued random variables. The generalised probability density
functions of M(X) and M(Y), denoted fx(t) and fy (t), respectively, are given by

Ix (t) = ZL ax,i- 6tX,i(t)’
fY(t) = Zl Ay, §tY,i(t)7

where 0,(-), t € R, denotes the Dirac delta function centered at ¢, and tx;,ty,; € R and
ax;,ay,; > 0. Equivalently, (3.1) means that for all 4,

(3.1)

PM(X) =tx,) = ax,i,
ty:) = ay,.

Thus, we have that

/Oo fx (@) dt= Ziaxﬂ' =1,

/OO fy(t) dt = Zz ay; = 1.

If ¢ is a function such that g(X) determines a random variable, then

B.xlg(s)] = | T g fx () dt .

—00
=2, 0x. ~g(tx,i)-

More generally, we define integrals over generalised probability density functions as in (3.2)).
We prefer using the integral notation as it simplifies the analysis.
We define the privacy loss distribution as follows.

Definition 3. Let M : XN = R, R C R, be a discrete-valued randomised mechanism and
let fx(t) and fy(t) be probability density functions of the form (3.1). We define the privacy
loss distribution wy,y as

wx/y(s) = Z ax,i - ds,(s), (3:3)

tx,i=ty,j

where s; = log (ax'i)

ay,j



Notice that this definition differs slightly from the one given by [Sommer et al. (2019}
Def. 4.2): we do not include the symbol oo in w. Thus, if fx(¢) and fy(t) do not have
equal supports, we have [, wx/y(s)ds < 1. This situation is included in our Lemma
and Theorem [5] and the analysis of Section [f] also applies then. We remark that Def. [3| is
related to the KL divergence, as KL(fx||fy) = E[wx/y] = f_ 5-wx/y(s) ds in case fx
and fy have equal supports.

Evaluating (e, §)-bounds using the PLD formalism is essentially based on a result (Sup-
plements) which states that the mechanism M is tightly (e, §)-DP with

X~Y

0(g) = max { / max{ fx(t) —e®fy(t),0} dt,
: (3.4)

/Rmax{fy(t) —e®fx(t),0} dt}.

This relation holds for both continuous and discrete output mechanisms, and a more general
version of this result using so called f-divergences is given by Barthe and Olmedo (2013)). In
case fx and fy are generalised probability density functions of the form (3.1)), i.e.,

fX(t _eng Z Ci - 6t
for some coefficients ¢;,t; € R, then in (3.4) we denote

max{ fx(t) —e®fy(¢),0} = ZZ max{c;, 0} - 8y, ().

For the discrete-valued mechanisms, the relation (3.4]) was originally given by |Sommer et al.
(2019, Lemmas 5 and 10). Assuming the PLD distribution is of the form ({3.3)), the relation
(3.4) directly gives the following representation for d(e).

Lemma 4. M is tightly (¢,6)-DP for
d(e) = g@% {5X/Y(5)7 5Y/X(5)}7

where

dx/v(e) = dx/y(00) + /00(1 —e* P wxyy(s) ds,

> P(M(X) = t;),
{t: : B(M(X)=t,)>0, B(M(Y)=t;)=0}

and similarly for dy;x (€).

We remark that finding the outputs M(X) and M(Y") that give the maximum 6(¢) is
application specific and has to be carried out individually for each case, similarly as, e.g., in
the case of RDP (Mironov, [2017)).



3.2 Example: The Randomised Response

To illustrate the formalism described above, consider the randomised response mechanism (Warner|
1965|) which is described as follows. Suppose F' is a function F' : X — {0,1}. Define the
randomised mechanism M for input X € X by

M(X) = F(X), with probability p
- |1-F(X), with probability 1 — p,

where 0 < p < 1. The mechanism is e-DP for ¢ = log ﬁ (Dwork and Roth, 2014). Let
X ~Y and let F(X) =1 and F(Y) = 0. As these are the only possible outputs, X and

Y represent the worst case in Lemma [4] and give the tight d(). We see that the density
functions of M(X) and M(Y) are given by

fx(t) =p-61(t) + (1 —p) - do(?),
fy(t) = (1 =p)-1(t) +p-do().
From we see that
wx/y(8) =p-0c,(s) + (1 =p) -0, (s),
wy/x(s) =p-0-c,(s)+ (1 —p)-dc,(s),
where ¢, = log 1%}. Assume % < p < 1. Then by Lemma 4] we see that

_ aE—Cp ; <
5(6){]9(1 e ), ife<g

0, else.

As e =7 ¢p, we see that 6 — 0 as expected.

3.3 Tight (¢,)-Bounds for Compositions

Let X and Y be random variables described by generalised probability density functions fx
and fy of the form (3.1). We define the convolution fx * fy as

(fX * fY)(t) = Zl j ax,iay,j: 5tX,7‘,+tY‘j (t)

b

Notice that fx * fy describes the probability density of the random variable X + Y. The
following theorem shows that the tight (g, §)-bounds for compositions of non-adaptive mech-
anisms are obtained using convolutions of PLDs (see also [Sommer et al. 2019, Thm. 1).

Theorem 5. Consider a k-fold non-adaptive composition of a mechanism M. The compo-
sition is tightly (g,0)-DP for §(g) given by

0(e) = max{dx/y(€),0y/x(€)},

where
k

5x/y(€) =1- (1 - 5X/Y(oo)) +

/00(1 —e"7%) (wxyy P wx,y) (s) ds,
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where dx/y (00) is as defined in (3.5)) and wx,y o wx/y denotes the k-fold convolution of
the density function wx,y (an analogous expression holds for dy,x(€)).

We remark that our approach also allows computing tight privacy bounds for a composite
mechanism Mjo. ..o My, where the PLDs of the mechanisms M; vary (see the supplementary
material).

3.4 Subsampling Amplification

The subsampling amplification can be analysed similarly as by Koskela et al.|(2020) in the
case of the Gaussian mechanism. For example, considering the ~pg-neighbouring relation
and using the Poisson subsampling with subsampling ratio 0 < ¢ < 1 leads to considering
the pair of density functions

¢ - fx+(1—-q)-fy and fy,

where the density function fx corresponds to a subsample including the additional data
element. Subsampling without and with replacement using ~g-neighbouring relation can be
analysed with mixture distributions analogously (Koskela et al., 2020)).

4 Fourier Accountant for Discrete-Valued Mechanisms

We next describe the numerical method for computing tight DP guarantees for discrete one-
dimensional distributions using the PLD formalism. We will apply the fast Fourier transform
to numerically evaluate the PLD convolutions of Theorem

4.1 Fast Fourier Transform

Let - T

T = [;vo,...wn,l] LW = [w()?...,wn,l] e R™.
The discrete Fourier transform F and its inverse F~! are defined as (Stoer and Bulirsch,
2013)

n—1 . .
(fgj)k = E o $j6712ﬁkj/n’

_ 1 n—1 . .
(.F 1w)k — ﬁ Zj70 wje127rkg/n’

where i = \/—1. Evaluating Fx and F~!w naively takes O(n?) operations, however evalua-
tion using the Fast Fourier Transform (FFT) (Cooley and Tukey, [1965]) reduces the running
time complexity to O(nlogn).

For our purposes FFT will be useful as it enables evaluating the discrete convolutions
efficiently. The so-called convolution theorem (Stockham Jr, [1966) states that for periodic
discrete convolutions it holds that

n—1
Z‘—o viwg—; = FH(Fv e Fw), (4.1)

where ® denotes the elementwise product and the summation indices are modulo n. Using
(4.1)), repeated convolutions are evaluated efficiently.



4.2 Grid Approximation
In order to harness the FFT, we place the PLD on a grid
X ={z0,...sTn_1}, NEZL, (4.2)
where
x; =—L+iAz, Ax=2L/n.
Suppose the distribution w of the PLD is of the form

w(s) = Z::; a; - 05, (s),

where a¢; > 0 and —L < s; < L — Az, 0<i<n—1. We define the grid approximations

n—1

wh(s) == Zi:o ai - 0, (s),

— (4.3)
wR(s) = Zi:o a; - (535(3)7

where
st =max{r € X,, : z < s;},
st =min{zr € X, : x > s;},
i.e., s¥ and sP refer to the closest left and right grid approximation points to s;. We note
that as s;’s correspond to the log ratios of probabilities of individual events, often a moderate
L is sufficient for the condition —L < s; < L — Az to hold for all 4. In the Supplements we
provide analysis also for the case where this assumption does not hold. From (B.3|) we have:

Lemma 6. Let 6(g) be given by the integral formula of Lemma and let 6% (g) and 6% (e) be
determined analogously by W™ and w®. Then for alle >0 :

§%(e) < 6(e) < 0%(e).

Lemma [B71] directly generalises to convolutions. The following bounds for the moment
generating functions will be used in the error analysis.

Lemma 7. Let w, w® and w" also denote the random variables determined by the density
functions defined above, and let 0 < X\ < (Az)~'. Then

E[e*"] < E[e]

— )

and



4.3 Truncation of Convolutions and Periodisation

The FFT assumes that inputs are periodic over a finite range. We describe truncation of
convolutions and periodisation of distribution functions to meet this assumption. Suppose

w 1s defined such that
w(s) = a;-08,,(s), (4.4)

where a; > 0 and s; = iAz. The convolutions can then be written as
(w = UJ)(S) = Zi j a;a; - 6Si+8j (S)
=3 (X, i) -0 (9)

Let L > 0. We truncate these convolutions to the interval [—L, L] such that

wro)@~ Y (3, asain) - 3u.(s)
=: (w®w)(s).

We define @ to be a 2L-periodic extension of w, i.e., @ is of the form

w(s) = Zmez ZZ i Os;+m-20(8)-

We further approximate
(wWedw)~ (@e).

In case the distribution w is defined on an equidistant grid, FFT can be used to evaluate
w ® w as follows:

Lemma 8. Let w be of the form (B.7), such that n is even, L > 0, Az = 2L/n and
s; =—L+iAx, 0<i<n—1. Define

a=a ... an_1]T and D = [Ino/z 1"0/2} € R™*™,
Then,
~ o~ . n—1 E )
(w ® CU)(S) - Zi:(} bi 651; (S)v
where

bf = [DF 1 (F(Da)®")],,

and ©% denotes the elementwise power of vectors.



4.4 Approximation of the j(¢)-Integral

Finally, using the truncated and periodised convolutions we approximate the integral formula
in Lemma [4] for the tight d-value as

/OC(1 — o) (w #* w)(s) ds
m/La —es ) (@ ®" D) (s) ds (4.5)
-3 (e Cran) i,

where (. = min{f € Z : —L+¢Azx > ¢} and the vector b¥ € R" is given by Lemma We
describe the method in the pseudocode of Algorithm [I} In the following section we give an
error bound for the approximation with respect to the parameter L.

Algorithm 1 Fourier Accountant Algorithm for Discrete-Valued Mechanisms

Input: distribution w of the form (B.7)), such that n is even and s; = —L+iAz, 0 <i <n-—1,
Ax = 2L/n, number of compositions k.

Set

a=lag ... ana]’, D=[," "]

Evaluate the convolutions using Lemma [B.4] and FFT:

bt = [DF Y (F(Da)™)]

Determine the starting point of the integral interval:

le=min{{ € N : =L+ lAx > e},

Approximate §(¢) using Lemma [4}

3(e) ~ 1 — (1= dxyy ()
P ey

Remark 9. To evaluate ¢ as a function of §, Newton’s method can be used (Koskela
et al., |2020). Suppose w is continuous and 0(c) given by the integral (4.5). Then, &'(¢) =
—f;oes_s(w #* w)(s) ds and Newton’s method applied to the function 6(c) — & gives the



iteration _
d(eg) =9

E0+1 — €1 — W (46)

Similarly to this naturally translates to the case of discrete distributions. We use as a
stopping criterion ’(5(6g> — 5| < 1 for some prescribed tolerance parameter T and an initial
value eg = 0. In experiments, for an equal stopping criterion T, the iteration (4.6) gave more
than twice as fast convergence as the binary search algorithm.

5 Error Analysis

We next give a bound for the error induced by Algorithm [I] which is determined by the
parameter L. The total error consists of (see the supplementary material)

1. The tail integral [~ (w =" w)(s) ds.

2. The error arising from periodisation of w and truncation of the convolutions.
We obtain bounds for these two error sources using the Chernoff bound (Wainwright| [2019))
E[e AX}

PLX > < =Ty

which holds for any random variable X and all A > 0. Suppose wx/y is of the form

xr(s) = 32 axi0u (o) (5.1)

ax.,i
ay,i

where s; = log ( ) and ax i, ay,; > 0. Then, the moment generating function of wx/y is
given by

E[e?ox/v] = / eMw(s) ds

— 00
n—1 As; 5.9
im0 & X (5.2)

A
n=1 fax;
e _— a e
§ i—0 X1

ay,;

5.1 Connection to RDP

Suppose fx(t) = ax,i- 6, (t), fy(t) =, ay, - §,(t) for some coefficients ax ;,ay,;, and
suppose wy,y is of the form (5.1). Then, we have that

Ele*x/¥] = X+ Daia(fx, fy),
where D, denotes the Rényi divergence of order a (Mironov}, 2017). Further, defining
a()) = log(E[eX*/¥]),

we see that a(\) is exactly the logarithm of the moment generating function of the privacy
loss function as defined, e.g., by |Abadi et al.| (2016)) and [Mironov et al.|[(2019). Thus existing
Reényi differential privacy estimates for a(\) could be used to bound the moment generating
function of wx y .

10



5.2 Tail Bound

Denote Sy := Zle wi, where w; denotes the PLD random variable of the ith mechanism. If
w;’s are independent, we have that

k

E[e %] = E[e?¥:].

i=1
Then, if w;’s are i.i.d. and distributed as w, the Chernoff bound shows that for any A > 0
/ (w*F w)(s) ds = P[Sy > L]
L

< 1—[’c Efei]e (5.3)

where a()\) = log(E[e**]).

5.3 Total Error
We define a™(\) and o~ ()) via the moment generating function of the PLD as

at(\) = log (E[e’\“’}), a~(\) = log (E[e”\“’]).

Using the analysis given in the supplementary material, we bound the errors arising from the
periodisation of the distribution and truncation of the convolutions. As a result, combining
with (5.3]), we obtain the following bound for the total error incurred by Algorithm

Theorem 10. Let w be defined on the grid X,, as described above, let 6(¢) give the tight
(,6)-bound for w and let §(¢) be the result of Algorithm . Then, for all A >0

_ 9o (H+1)at () _ gkat () _ gat ()
‘5(5) _5(6)} << etV — 1
e(k+1)a7()\) _ eaf(k) e—LA
+ e (M) —1 1—e—LA

Given a discrete-valued PLD distribution w, we get strict lower and upper §(g)-DP bounds
as follows. Using parameter values L > 0 and n € Z*, we form a grid X, as defined in
and place w on X, to obtain w" and w® as defined in . We then approximate 67 () and
5% (¢) using Algorithm We estimate the error incurred by the approximation using Thm.
and the expressions given by Lemma [B.3] By subtracting this error from the approximation
of 6%(£) and adding it to the approximation of §¥(¢) and using Lemma we obtain strict
lower and upper bounds for §(¢).

To obtain a™(\) and a~()), we evaluate the moment generating functions E[e
Ele ~**] using the finite sum (F.8). We use A = L/2 in all experiments.

We emphasise that the error analysis is given in terms of the parameter L. The parameter
n can be increased in case the resulting lower and upper bounds for §(¢) are too far from
each other.

A9l and
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6 Examples

6.1 The Exponential Mechanism

Consider the exponential mechanism M with quality score u : X™ x ) — R and parameter
g, i.e., an outcome y is sampled with probability
cFu(X )

PM(X) =y) = ¥, er

Consider the neighbouring relation ~g. Let u be a counting query, i.e.,

U(X’ y) = ZmGX 1(z =y),

and let Y = {0,1}. Denote by m the number of elements in X which equal 0. Let Y € X"~ 1
X ~Y, be such that m — 1 elements equal 0. Then, the logarithmic ratio at y = 0 is given

by
— log [ EM(X) =0)
0 =8 BOM(Y) = 0)

4 etm eg(mfl) + eg(nfm)
=108 e&(m—1) e€7rl+e§(n—7r1)

and similarly s; = log (W) . Using the values of P(M(X) = i) and s;, i = 0,1, we
obtain the PLD. We set € = 0.05 and m = 50. Figure [I| shows the d(g)-values for ¢ = 1.0,
when computed using Algorithmfor M(X) and M(Y) and the optimal bound (Dong et al.)
2020, Thm. 2). The corresponding compute times are shown in Figure The evaluation
of the expression in (Dong et all 2020, Thm. 2) is optimised using the logarithmic gamma

function.

6.2 The Binomial Mechanism

The binomial mechanism by [Agarwal et al.| (2018) adds binomially distributed noise Z with
parameters n € N and 0 < p < 1 to the output of a query f with output space Z% as

M(X) = f(X) +(Z —np) - s,

where s = 1/j for some j € N and where for each coordinate i, Z; ~ Bin(n,p) and Z;’s are
independent.

As described in the proof of Thm. 1 of |[Agarwal et al.[(2018)), for the privacy analysis of
the binomial mechanism it is sufficient to consider the neighbouring binomial distributions
centred at 0 and A. If, for example, d = 1, it is sufficient to consider the neighbouring
binomial distributions

ey =3, (1) o aa o,

=31, (1) - prac

12



| —t— Alg.1 upper bound, m=50 ¥
>~ Dong et al. Theorem 2 —

1072 3

1076

100 200 300 400 500 600
Number of compositions k

Figure 1: Exponential mechanism with a counting query quality score and parameter value

e = 1.0. We compute d6(g) using Algorithm (1] and the optimal bound given by Dong et al. (2020,
Thm. 2), for € = 0.1.

Then, the privacy loss distribution wy,y is of the form

n—A

wX/Y(S) = Zi:A a; - 5si(5)7

Moreover,

oxr =0 (0)ra-or

1

and determining the privacy loss distribution wy,x can be done analogously.
The (g,d)-analysis of the multivariate binomial mechanism can be carried out via one-
dimensional distributions using the following observation.

Theorem 11. Consider a function f : XN — R? and a randomised mechanism M of the
form M(X) = f(X) + Z, where Z;’s are independent random variables. Suppose the data
sets X and 'Y lead to the &(g)-upper bound, and denote A = f(X) — f(Y). Then, the tight

13



—*— Alg.1
»*— Dong et al. Theorem 2

DO w = ot D ~J
o s} jes)} o o jes}
1 1 1 1 1 1

Compute time in seconds

[
e}
1
\
\
\

I
t
|

500 1000 1500 2000 2500 3000
Number of compositions k

Figure 2: Compute times for different number of compositions k, using Algorithm [If and the
expression of Dong et al. (2020, Thm. 2) §(¢). The evaluation of the expression by
(2020, Thm. 2) is optimised using the logarithmic gamma function.

(€,9)-bound for M is given by the tight (g,0)-bound for the non-adaptive compositions of
one-dimensional random variables

A+ 7Z; and Z;, 1<i<d.

Flgure [3] illustrates how Algorithm [I] gives tighter bounds than the bound of [Agarwal
1] (2018, Thm. 1), and also how the (g,§)-bound given by Algorithm [1] is close to the
tlght bound of the Gaussian mechanism for the corresponding variance (Analytical Gaussian
mechanism by Balle and Wang| [2018]). We use an example analogous to
@ Fig. 1): we set A = [10, . 1—] € R0 5 = 0.5 and vary the parameters n and
s. Using Thm. [D.1] we obtain tlght (E J)- bounds by considering a 100-fold compositions of
one-dimensional mechanisms

M(X) =5+ (Z-np)-s, MY)=(Z—np),

and thus we can use Algorithm [If to obtain tight (e, d)-bounds for a single call of M(X).
Figure [] shows results for an MNIST classification task, where we use a three-layer feed-

forward network with ReLUs and a hidden layer of width 60. DP-SGD approximation of the

gradients is carried out such that for each per example gradient we use a sign approximation:

14



—o— ¢pSGD bound, s =0.1
®— ¢pSGD bound, s = 0.01
. X~ Alg. 1, s=0.1
1071 —>X— Alg. 1, s=0.01
] —+— Analytical Gaussian Mechanism [4]
Z
—
2,
1071 1

0.5 1.0 1.5 2.0 2.5 3.0
Noise std - o = sy/np(1 — p)

Figure 3: Comparison of the cpSGD bound (Agarwal et al.| 2018, Thm. 1) and the upper bound
given by Algorithm [1] (§ = 107*, p = 0.5). The bound given by Algorithm [1]is close to that of
the Analytical Gaussian mechanism (Balle and Wang} 2018).

the 200 largest elements (by magnitude) of the input layer are approximated by their sign
and the rest are set to zero and similarly the 20 largest of the hidden layer and the largest
one of the output layer. Elementwise zero centred binomial noise with parameters n and
p = 0.5 is then added to the averaged gradients. By Thm. and subsampling ampli-
fication (Sec. [3.4), the (e,)-bound can be obtained by running Algorithm [1] for the PLD
determined by the distributions

¢ fx+(1—q)-fy, and fy,
where fx and fy are the density functions of the random variables
X~14(Z—-np) and Y ~ (Z —np),

where 1 = [1,..., 1]T € R?2! and for each i, Z; ~ Bin(n, p) and Z;’s are independent. Here
¢ denotes the subsampling ratio, i.e., ¢ = |B| /M, where |B] is the minibatch size and M the
total size of the training data. We obtain tight (e, §)-bounds for the training of the network as
follows (details in the Supplements). We obtain the PLD w determined by the distributions
q fx+(1—=¢q) fy and fy from the PLD determined by fx and fy (that is obtained using

Thm. and Alg. [1] as in the example of Figure . We then apply Algorithm [If to w, for
a given number of compositions.
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The results of Figure [4] are averages of 5 runs. We set the initial learning rate n = 0.02.
We linearly decrease the learning rate n after each epoch such that it is zero at the end of the
training (when |B| = 500 starting from epoch 13, and when |B| = 300 starting from epoch
5). We compare this method to ¢cpSGD (Agarwal et al., |2018) applied to Infinite MNIST
data set which has the same test data set as MNIST. The results for cpSGD are extracted
from [Agarwal et al| (2018 Fig. 2). For e = 2.0 we extract the result where each element of
the gradient requires 8 bits and for € = 4.0 the one requiring 16 bits. We note that when
n = 3000 our method requires 12 bits per element.

85 1
- )/X
o o
80 1
&
< 751
3
Q
3
z
= 70 1
—e— Alg.1 (MNIST), | B| = 300, n = 3000, § = 106
----- e Alg.1 (MNIST), |B| = 300, n = 3000, § = 10~°
6 - —e— Alg.1 (MNIST), | B| = 500, n = 2400, § = 106
----- e Alg.1 (MNIST), |B| = 500, n = 2400, § = 10~°
—%— ¢pSGD (Infinite MNIST), 6§ = 107°

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0
privacy-e

Figure 4: A small feedforward model run on MNIST (M = 6 - 10*) using Algorithm 1 and on
Infinite MNIST (M = 2.5 - 10%) using cpSGD (Agarwal et al.| 2018). Algorithm [1| takes into
account the subsampling amplification (Sec. .

6.3 The Subsampled Gaussian Mechanism

We next show how to compute rigorous DP bounds for the subsampled Gaussian mechanism
using the method presented here. We consider the Poisson subsampling and ~ g-neighbouring
relation. For a subsampling ratio ¢ and noise level o, the continuous PLD is given by [Koskelal

. (6.1)
otherwise,

_ J flg(s)g'(s), if s >log(1 —q),
w(s) = {O
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where

1 —(t=1? ¢2
t) = e 202 + (1 —q)e 202
f(®) Word la (1-4q) ]
and . ) )

Let L >0,n€Z", Ax =2L/n and s; = —L + iAxz for all i € Z. We define

n—1
wmin(S) = Zi:(] Ci_ : 581, (5)5

-l (6.2)
Wmax(8) = Zi:o i+ 0s,(5),
where
¢; = Az mingefs, s, wW(S),
cj' Az - maxe(s,_, s w(s).
Furthermore, we define
mln Zc : 57_ 7
i€Z
(6.3)
max ZC+ 551
1€EZL

We find that w as defined in has one stationary point which we determine numerically.
Using this fact, the numerical values of ¢; and cj' can be straightforwardly computed.

We obtain approximations for the lower and upper bounds iy (€) and dmax(€) by running
Algorithm [I] I 1] for w23, and wge . using some prescribed parameter values n and L:

Lemma 12. Let 6(g) be given by the integral formula of Thm. @ for some privacy loss
distribution w. Let 05, () and 532 . (€) be defined analogously by w3 and we,. . Then for
all e > 0 we have

min

Opmin(€) < 0(e) < Opx(e)-

max

Proof. Supplements. O

Running Alg. [I] for wg, and wgy,, is equivalent to running it for the truncated distri-
butions win and wpyax. However, to obtain the bounds of Thm. [5| (and subsequently strict
bounds for d(¢)), the analysis has to be carried out for wS and w3 .. To this end, we
need bounds for the moment generating functions of —wS , w —ws  and wy,, (where

w(s) ==, a; 0_s,(s) if w(s) = >, a; - 05,(s)). We can bound the moment generating
functlon of w3, as follows. We note that E[e*“max] can be evaluated numerically.

Lemma 13. Let0</\§Landassumea>landAx<c L,0<c< 1 Letwnax

and w . be defined as in and . The moment generating functzon of w¥ . can be
bounded as

Ele?“max] < e max] + err(), L, o),
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where

err(\, L,o) =
_ _ 2 _
ec’\LQe‘Wz;A)erfc((l c)o*L+C )\>
NS V20
and C = o? log(z—lq) -1
Proof. Supplements. O

An analogous bound holds for the moment generating functions of —wS , wS and

—w® . (see the Supplements). In the experiments, the effect of the error term err(\, L, o)
was found to be negligible.

Figure [f illustrates the convergence of the bound given by Lemma [F-1] as n grows and L
is fixed. For comparison, we also show the numerical values given by Tensorflow moments

accountant (Abadi et all [2016)).

10—2;
10—3;
104;
10*5;
O 10*6;

107 3

5]
10 / 5
109 _ —4— Omax(€), n=1-107, t=4.87 sec

1 W e Oin(€), n=1-107

710 Jd %

10 ER ¢ = Tensorflow MA, t=0.02 sec

200 300 400 500 600 700 800 900 1000
Number of compositions

Figure 5: The subsampled Gaussian mechanism and bounds for () computed using Algorithm
when € = 1.0, ¢ = 0.02, 0 = 2.0 and L = 8.0. Here n denotes the number of discretisation points.
Compute times are for each curve.
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7 Conclusions

We have presented a novel approach for computing privacy bounds for discrete-valued mech-
anisms. The method provides tools for moments-accountant-like techniques for evaluating
privacy bounds for discrete output DP-SGD algorithms. More specifically, we have shown
how to accurately bound the 6(¢)-DP for the subsampled binomial mechanism, when the
gradients are replaced with a sign approximation. Moreover, as the example of Section
shows, accurate (e, §)-bounds for continuous mechanisms can also be obtained using the pro-
posed method. Due to the rigorous error analysis the reported (e, §)-bounds are strict lower
and upper privacy bounds.
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A Proofs for the Results of Section 3

A.1 Integral Representation for Exact DP-Guarantees

Throughout this section we denote for neighbouring datasets X and Y the density func-
tion of M(X) with fx(t) and the density function of M(Y") with fy (¢). The definition of
approximate differential privacy is equivalently given as follows.

Definition A.1. A randomised algorithm M with an output of one dimensional distributions
satisfies (£,0)-DP if for every set S C R and every neighbouring datasets X and Y

fx@®)dt<e® [ fy(t)dt+6 and fy(t)dt <es [ fx(t)dt+é.
[pouse] [rowse]

We call M tightly (e,6)-DP, if there does not exist &' < § such that M is (¢,46")-DP.

The auxiliary lemma is needed for Lemma, For discrete valued distributions,
it is given in (Meiser and Mohammadi, 2018, Lemma 1) and another version of this result
using so called f-divergences is given in Barthe and Olmedo| (2013). We prove it here
for for completeness, using our formalism. In the proof, if fx and fy are discrete valued

distributions and if
Fx(t) —efy(t) = ci- 6, (t)
for some coefficients ¢;, ¢; € R, then max{fx(t) — e fy (¢),0} denotes

max{fx(t) — e fy(t),0} = Zmax{ci, 0} - 04, (t),

and the set S denotes

S={teR: fy(t) >e fx(t)} =R\ {t; : ¢; <0}.
Lemma A.2. M is tightly (c,5)-DP with
5(e) = pa { [ max{fc(e) = e i (0,0} dt. [ max{(®) - e £x(0),0) dt} (A1)
Y ;
Proof. Assume M is tightly (¢,8)-DP. Then, for every set S C R and for all X ~ Y-
[ 50 =t dt < [max{fx(®) - e (0.0} dt < [max{fx(o) — e fr(2).0)
; ; ;

We get an analogous bound for fs fy(t) —ecfx(t) dt. Since M is tightly (e, d)-DP, by
Definition [A1]

5 < max { /max{fx(t) et fy (1), 0} dt,/max{fy(t) et fx (1), 0} dt}.
R R
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To show that the above inequality is tight, consider the set
S={teR: fx(t) 2 e fy(t)}.
Then,
[ 50 =gt at = [ max{£x (@) - (0,0} a
s

S

(A.2)
= /max{fX(t) —e®fy(t),0} dt.
R
Next, consider the set S = {t € R : fy(t) > e®fx(¢)}. Similarly,
/fy(t) - eEfX(t) dt = /max{fy(t) - eEfX(t), 0} dt. (A3)
5 R

From (A.2)) and (A.3) it follows that there exists a set S C R such that either
/fx(t) dt:eg/fy(t) dt+6 or /fy(t) dt:ee/fx(t) dt+0
5 5 5 s

for § given by (A.1)). This shows that § given by (A.1]) is tight. O

Recall from the main text that if fx and fy are of the form (3.1), then the PLD distri-
bution function is given by

wx/y(s) = Z ax.,i-0s,(s), s;=log (%) . (A.4)
tx,i=ty,;

The following lemma gives an integral representation for the tight é(¢)-bound involving the
distribution function of the PLD. For discrete valued distributions, it is originally given
in (Sommer et all|2019, Lemma 5).

Lemma A.3. Let M be defined as above. M is tightly (,6)-DP for
d(¢) = max max{dx,y (), y/x(e)},

where
o0

dx/v(e) = dx/y(00) + /(1 —e" ) wx y(s) ds,

g
(oo}

5y/X(€) = 5y/X(OO) + /(1 — esis)wy/x(s) ds,

€

dx/y(o0) = Z ax.i,
{t: :P(M(X)=t,) >0, B(M(Y)=t,)=0}
dy/x(00) = > ay.

{t; : P(M(Y)=t;) >0, P(M(X)=t;)=0}
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Proof. We directly find from the definition of fx and fy and from the definition (A.4)) that
ma‘X{fX (t) - eEfY(t)7 O} = Z axq- 6tx,i (t)
{ti :P(M(X)=t;)>0, P(M(Y)=t;)=0}

+ Z max{ax; —e“ay,;,0} - d¢y (1)

tx,i=ty,;

= Z ax,- §tx,i(t)
{t; :P(M(X)=t;)>0,P(M(Y)=t;)=0}

+ 3 axamax{(1—e"%),0} 8 (1),

tx,i=ty,;j
and therefore
/max{fx(t) — et fy (1),0} dt = dx v (o) - 3 aximax{(1— "), 0}
R

tx,i=ty,;

o0

—dxpv(o0) + [ (L= e v () ds.

€

Analogously, we see that

oo

/max{fy(t) —efx(t),0} dt = dy/x(c0) + /(1 — e ) wy/x(s) ds.
R

€

The claim follows then from Lemma [A.2] O

A.2 Privacy Loss Distribution of Compositions

The following theorem shows that the PLD distribution of discrete non-adaptive compositions
is obtain using a discrete convolution. We first recall the definition of convolution of two
generalised functions as defined in the main text. Suppose the distributions fx and fy are

of the form
fx(t) = Zz ax,i Oy, (1),
fY(t) = Zl Ay, 5tY,i(t)’
where tx i, ty,; € R and ax i, ay,; > 0. We define the convolution fx * fy as
(fX * fY>(t) = Z ax,;ay;j- 5tx,i+ty,j (t) <A5>
,J

The result of the following theorem is originally given in (Sommer et al. [2019, Thm. 1).
For completeness we give a proof using our notation with generalised probability density
functions.
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Theorem A.4. Let fx(t), fy(t), fx/(t) and fy:(t) denote the density functions of M(X),
M(Y), M'(X) and M'(Y), respectively. Denote by wx,y the PLD distribution of M(X)
over M(Y') and by wx:/y+ the PLD distribution of M'(X) over M'(Y'). Denote by wx,y the
PLD of the non-adaptive composition Mo M' = (M, M"). The density function of Wxy is
given by
&X/Y == UJX/Y * wX//y/.
Moreover, B
d0x/v(00) : = P((Mo M) (X) >0, (Mo M)(Y) =0)
=1—(1-0dx/y(c0))(1 - (53</Y(oo)),

where
dx/y(00) =P(M(X) > 0, M(Y) =0), 0y (00) =P(M'(X) >0, M'(Y) = 0).
Proof. By definition of the privacy loss distribution,
Gxpy(s)= Y, P((MoM)(X)= (1)) 5(s),
(ta,t5)=(5,t5)

5 o M M) = (1))
T\ Mo M) = (6.)

Due to the independence of M and M/,

P(M(X) =t;, M'(X) =t;) = P(
ty, M'(Y) =t}) =P(

Therefore,
e [EMOO =t M) =) (BME) =1)) | (BM(X) =1)
E\PMY) =1, M) =) )~ B\ PM(Y) = 1)) B\lpm vy =¢) )

and

Sxv(s)= Y, PM(X)=t;)P(M(X)=1])04s(s), (AT)

(ti,t7)=(t;,t})

.l P(M(X) =t;) -1 P(M'(X) =t})
T PMO) =) ) TR ) =) )

We see from (A.7) that Wx/y = wx/y * wx//ys with convolution defined in (A.5). The

where

expression for §y,y (00) follows directly from its definition and from the independence of the
mechanisms . O

Theorem directly gives the following representation for tight d(¢) of compositions.
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Corollary A.5. Consider k consecutive applications of a mechanism M. Let € > 0. The
composition is tightly (¢,0)-DP for § given by

o(e) = ax max{dx,y(€),dy;x(e)},

where
o0

Sx/v(e) =1—(1—0x/y(c0))* + /(1 —e %) (wxyy *" wxyy) (s) ds,

€

where (wx/y ** wx,y)(s) denotes the density function obtained by convolving wxy by itself
k times (an analogous formula holds for éy;x (c)).

B Proofs for the Results of Section 4

B.1 Grid Approximation

Recall from Section 4 of the main text: we place the PLD distribution on a grid X,, =
{zo,...,Tn_1}, n € ZT, where

x; = —L+iAx, Ax=2L/n. (B.1)

Suppose the distribution w of the PLD is of the form

w(s) = i a; - ds,(8), (B.2)

where a; > 0and —L < s; <L — Az, 0 <i<n—1. We define the grid approximations

n—1
wh(s) = z a; - 0, (s), st =sup{z € X,, : 5; >z},

= (B.3)
wh(s) = Z a; - O r(s), sf=inf{r e X, : s; <z}

i=0

Lemma B.1. Let () be given by the integral formula of Lemma and let 6%(g) and
§R(g) be defined analogously by w" and w®. Then for all £ > 0 we have
§h(e) < 6(e) < %(e). (B.4)

Proof. The claim follows from the definition (B.3)) and from the fact that (1 —e® %) is a
monotonously increasing function of s. O

Corollary B.2. Lemma[B.]] directly generalises to convolutions. Namely, if

(w +F w)(s) = Z a;i - 05, (s)
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for some coefficients a; > 0, s; € R, then from the definition (A.5)) it follows that

(@ 4 W) (s) = Y ai b (s)

for some st such that st < s; for all i. And similarly, then

(W ** Wl (s) = Z a; - O,n(s)

for some s such that s} > s; for all i. And since (1 —e®~*%) is a monotonously increasing

function of s for s > e, the inequality (B.4) holds also in case 6(g), d%(¢) and 6%(¢) is
k

determined by w ** w, W *F W and WR £F WR, respectively.

The following bounds for the moment generating functions will be used in the error
analysis.

Lemma B.3. Let w, w® and w® be defined as in (B.2) and (B.3) and let 0 < A < (Ax)~L.
Then

E[e™’] <E[e™],  Ele ™ < —iEle ™ (B.5)
and
E[e*"] < K],  Ele '] <Efe . (B.6)

Proof. The condition E[e*"] < E[e**] follows directly from the definition (B.3):
L n—1 . n—1
E[e* ] = Zaieksi < Zaieks" = Ele™],
i=0 =0

since s¥ < s; for all 0 < i < n — 1. The proof for the condition E[e*)“*’R] < Ele =] goes
similarly.
Using the Lipschitz continuity of the exponential function, we see that

n—1
E[e)\wR] E[e)\w] _ a; (e)\s7 _ e)\sl)
=0
n—1
< ai)\|s?—si|e’\s?
=0

n—1
< Mz Z ae™t = \Az E[eA‘*’R].
i=0

Thus R
(1 —MAz)E[e* ] < E[e?]
from which the condition E[e)‘“R] < —+— E[e*] follows. The proof for the condition

1-AAz
]E[ef)\w]“] < E[ef)‘w] goes similarly. =

_ 1
1-AAz
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B.2 FFT Evaluation for Truncated Convolutions of Periodic Distri-
butions

We next prove the lemma showing that the truncated convolutions of periodic distributions
can be evaluated using FFT. Suppose w is defined on X,, such that

n—1
= Z a; - ds,(8), (B.7)
i=0
where a; > 0 and s; = iAz. The convolutions can then be written as
(w*w) Zazaj S+SJ _Z(Z%al J>. s:(8).
We define @ to be a 2L-periodic extension of w such that
= Z Zai sy +m-2L(5)-

meZ i

In case the distribution w is defined on an equidistant grid, FFT can be used to evaluate the
approximation w ® w:

Lemma B.4. Let w be of the form , such that n is even and s; = —L +iAx, 0 < i <
n — 1. Define

a=a ... an_l]T and D = [Ino/z I"b/z} e R™*",
Then,
n—1
@@"@)(s) =Y _ b - 0,(s)
i=0
where

by = [DFH(F(Da)®")],,
and ©% denotes the elementwise power of vectors.

Proof. Assume n is even and s; = —L + 1Az, 0 < i <n — 1. From the the truncation and
periodisation it follows that w & @ is of the form

3n/2-1
(W®w) Z b; - 05, (s b; = Z a; a;—; (indices modulo n). (B.8)
j=n/2

Denoting a = Da, we see that the coefficients b; in (B.8)) are given by the expression

n—1
bivns2 = Z a;j ai—; (indices modulo n),
3=0
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to which we can apply DFT and the convolution theorem Stockham Jr| (1966). I.e., when
0<i<n-—1,
bisns2 = [F ' (F(a)© F(a))], = [F ' (F(Da) ® F(Da))],, (indices modulo n) (B.9)

where ©® denotes the elementwise product of vectors. From we find that
b; = [DF ' (F(Da) ® F(Da))]., (indices modulo n).

i

By induction this generalises to k-fold compositions and we arrive at the claim. O

C Proof of Theorem 10

We next prove step by step the main theorem, i.e., Theorem 10 of the main text. We start
by splitting the error induced by Algorithm 1 into three terms.

Lemma C.1. Let w be a generalised distribution and denote by 5(5) the result of Algorithm
1. Total error of the approximation can be split as follows:

oo

/(1 — e ) (w #F w)(s) ds — 8(e)| < I1(L) + L(L) + I5(L),

where

IL(L) = /(w kW) (s) ds,
L
L

I, (L) = /(w sk w—w@f w)(s) ds,

€
L
Is(L) = / (@ w— & @ @)(s)| ds,
£
where, for a generalised density function of the form ). a;-ds,(s), the absolute value denotes

S0 (s)] = D fail - 8., (9)

Proof. By adding and subtracting terms and using the triangle inequality, we get

[ee) [ee) L
/(1 — "% (w ** w)(s) ds — &(e) = /(1 — e ) (w* w)(s) ds — /(1 — et ) (wr w)(s) ds
1> 1> . 1> .
+/(1_eH)(w +0)(s) ds—/(l—eH)(a ®" @) (s) ds.

(C.1)
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Since 0 < (1 —e®™°) < 1 for all s > ¢, we have for the first term on the right hand side of

(1)

0o L )
og/u—eﬂ)(w*%)(s) ds—/u—eﬂ)(w*m)(s) dsS/(w Fw)(s)ds. (C.2)
e 5 L

Similarly, adding and subtracting [(1 — e*~%)(w ®" w)(s) ds the second term on the right
hand side of (C.1J), we find that

L L
/(1 —e %) (w P w)(s) ds — /(1 —e %) (@ @F w)(s) ds| < Ix(L) + I3(L)
which shows the claim. O

We next consider separately each of the three terms stated in Theorem [C.I] Each of
them are bounded using the Chernoff bound Wainwright| (2019)

Ee)\X
P[X > t] = Ple™ >eM] < [e” )

which holds for any random variable X and for all A > 0. If w is of the form

n—1
w(s) = Z a; - 0s,(s), s =log (m) ,
i=0

ay,;

where ax ;,ay; >0, s; € R, 0 <7 <n—1, the moment generating function is given by

oo

n n A
]E[e/\‘”X/Y] = / e/\sw(s) ds = Ze/\s" Sax,q = Z (@u) ax,i- (C.3)
i=1

a
i=1 oY

)
— 00

C.1 Tail Bound for the Convolved PLDs

Denote Sy := Zle w;, where w; denotes the PLD random variable of the ith mechanism.
Since w;’s are independent, E[e*%] = Hle E[e**i] and the Chernoff bound shows that for
any A > 0

/Oo(w W) (s) ds = P[S, > L] < [[E[e?i]e .

L

s.
I >
— E

If w;’s are i.i.d. and distributed as w, and if a(\) = log(E[e**]), then

L(L) = /(w #* w)(s) ds < eFeNe AL (C.4)
j2
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C.2 Error Arising from the Periodisation

We define a(\) and ™~ ()) via the moment generating function of the PLD as
at(\) =log(E[e*]) and a~()\) = log(E[e **]). (C.5)

Using the Chernoff bound, the required error bounds can be obtained using a™ () and a™ (\).

Lemma C.2. Let w be defined as above and suppose s; € [—L,L] for all 0 < i < n —1.
Then,
L
k ~ ko~ kat(A) | ka— () G
g

Proof. Let w and its 2L-periodic continuation w(s) be of the form
w(s) = Zai 0s,(8) and @(s) = ZZii <05, (8)
i i

for some a;,a; > 0, s; = iAz. By definition of the truncated convolution ® (see the main
text),

((:) ®k a)(s) = Z ajl Z an s Z ajk—l Zﬂdi*jlf--~*jk—1 : 551’ (8)

~L<s; <L  —L<s;,<L —L<s;,_, <L

= E ajy E : gy« + - E : g1 E :ai*jlf‘“*]’k—l ~05,(s)
—L<s;; <L  —L<s;,<L —L<s;,_, <L i

= Zah Za’jz Z A1 Zai*j1*~~*jk—l ’ 65i (8)’
Ji J2 Jk—1 4

since a; = a; for all ¢ such that —L < s; < L. Furthermore,

weFw)s)= > ay Y. an... Y ajkflzai—jl—...—jkfl'5si(5)

—L<sj, <L —L<sj,<L —L<sj, <L
= Za’jl Zajz Z i1 Za/i_jl_'n_jk—l s, (8)
J1 J2 Jk—1 i
Thus
@D —webw)(s) =Y ay > > aj > g, s, (s), (C.6)
J1 J2 Jk—1 )
where
o~ o~ 0 if —L<s; <L
A; = a; — A; = ’ - ’ (C?)
Qimodn, €lse.
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From (C.6) we see that
L
/|(w®kw—a®ka)(s)y dsg/y(w@@kw—@@k@(s)\ ds

/Za’h Zajz' Zajk 12(11 —J1——Jk—1 '551(8) ds

J1 Jk—1
_Zahzah' Zajk 1Zal —J1—e—Jk—1"
Jk—1
(C.8)
From we see that
Zajl Zaj2 . Z @jp 4 Za, ey = Z P(2n—1)L <w+ w< (2n+1)L)
J1 J2 Jk—1 n€ezZ\{0}
=Y P(2n-1)L<ws*w< (2n+1)L)
nez-

+ Z P((2n — 1)L <w**w < (2n+1)L)
nezZ+t
<Y Pwxw<@nt+ L)+ Y Plwsw>(2n—1)L).
nez- nezZt
(C.9)
We also see that

Z P(w «Fw < (2n + L) = Z P((—w) s« (—w) > (2n — 1)L).

neL= nezt

Using the bounds (C.8)), (C.9)) and the Chernoff bound (C.4)), we find that for all A > 0

L oo
/|(w «Fw— T @ @)(S)’ ds < Zekoﬁ(,\)e—u,\ _i_eka’()\)e—éL)\
2 =1
—LX
kat (A ko™ (A e
= (MW el V)

O

C.3 Error Arising from the Truncation of the Convolution Integrals

Next, assume that the generalised distribution w of the PLD is of the form
= Zai -0, (8),

where a; > 0 and s; = iAx.

31



L
The following lemma gives a bound for the truncation error [ |(w *Fw—w ek w) (s)’ ds

€
in terms of the moment generating function of w. Notice that this result applies also for the
case where the support of the PLD distribution are outside of the interval [—L, L].

Lemma C.3. Let w be defined as above. For all A > 0,

L

kat(\) _ jat (V) a”(A\) _ ska”(N)
B ko & e e e e N
IQ(L)_/(w* Ww—w® w)(s)ds§< peEsVaE] + oo™ )e

g

Proof. By adding and subtracting (w ** w) ® w , we may write

k

wrPw—wefw= (w1

W rw— (W twew+ W lu-—we twew (C.10)

Let L € Z7. Let w be of the form w(s) = Y, a; - 5,(s) and let the convolution w x* w be of
the form (w‘ w)(s) =Y, ¢i - s, (s) for some a;,¢; > 0, s; = iAz. From the definition of the
operators * and ® it follows that

(W w)xw— (' w) ®w)(s Z(Zc]al J>- s: )—Z( Z cjai,j)ﬂsi(s)

i —L<s;<L

:Z( > Ca‘ai—j)'fssi(S)-

7 s;j<—L,s;>L

Therefore
/((w w)xw— (wx'w)®w)(s ds-/z Cjai_j) - 0s,(s) ds
R s5;<— L s;>L
RN PR
s;j<—L,s;>L
(C.11)
= Z Cj
s;j<—L,s;>L

:]P’(w*lw< —L) —l—]P’(w*szL)

< efoﬁ()\)efL)\ +ela”(Ng—LA

for all A > 0. The last inequality follows from the Chernoff bound. Similarly, let w*‘w—w®‘w
be of the form

(wHtw—w® w)(s) = Z@"(Ssi(s)
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for some ¢; > 0, s; = iAz. Then

/((w*zw—w@)lw)@w)(s) ds:/Z( Z Ejaiﬂ) - ds,(s) ds

R R —L<s;<L
= Z Ej /Zai,j . 65,;(8) ds
—L<s;<L p 1 (012)
< Z Cj

—L<s;<L

g/(w ¥t w—welw)(s)ds.
R
Using (C.10), (C.11)) and (C.12), we see that for all A > 0,
L
/(w*kw—w®kw)(s) ds < /(w*kw—w(@kw)(s) ds

R

< ehDaT N g=LA 4 o(h=D)a” (Ng =LA | /(w =y —w @t w)(s) ds.

R
(C.13)
Using (C.13)) recursively, we see that for all A > 0,
L k—1 k-1
/(w «F W—w ®k w)(s) ds < Zeéa‘*()\)eflu\ + Zela_()\)efL)\
7 =1 =1
eka+()\) _ ea+()\) eka_()\) _ ea_()\) I
= + e
< et —1 ea” (M) —1 >
O
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C.4 Proof of Theorem 10 (Total Error)

Proof of Theorem 10. Let a™()\) and o™ (\) be defined as in (C.5)). Combining the bound
(C.4) and the bounds given by Lemmas and we find that

e—L)\

1—e—LA
at at o o
. (ek (V) _ et gkaT () _g (A))e—m

‘5(5) _ g(g)‘ Sekoﬁ(x)e—u n (ek-oﬁ()\) 4 ekof(A))

T 1 T e 1

—L\ —LX

kat(n) € ka™ (X ko™ (X e
ekat(N) _gat())  gka”(N) _ga” (V) e~ LA

( eat(M) — 1 + e (M) —1 ) 1—e—LA

B (2e(k+1)a+(>\) _ekat (V) _gat(N) gkt l)aT (V) _ ea()\)) e~ LA

car ™ 1 MY Py e In

O

D Theorem 11: Tight Bound for Multidimensional Mech-
anisms via One Dimensional Distributions

The following results shows that the tight (g,0)-bound for a multidimensional mechanism
M can be obtained by analysis of one dimensional distributions, in case the neighbouring
datasets X and Y leading to the maximal d(e) are known.

Theorem D.1. Consider a function f : XN — R% and a randomised mechanism M of the
form M(X) = f(X) + Z, where Z;’s are independent random variables. Suppose the data
sets X and 'Y lead to the &(g)-upper bound, and denote A = f(X) — f(Y). Then, the tight
(e,9)-bound for M is given by the tight (g,0)-bound for the non-adaptive compositions of
one-dimensional random variables

Proof. The claim can be shown simply by observing that the privacy loss distribution gen-
erated by M(X) and M(Y) and the privacy loss distribution generated by compositions
(A1 4+ Zy,..., Mg+ Zg) and (Z1, ..., Z4) are the same. O

E Experiments of Section 6.2
We next show how to use the Fourier accountant for obtaining the (e, d)-bound of Figure
4. Essentially, we show how to obtain the PLD for a subsampled multivariate mechanism,

where the neighbouring distributions are known and fixed (i.e., A = f(X) — f(Y) is fixed
and f(X) is sampled with probability ¢ and f(Y") with probability 1 — g).
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Now denote the density functions for one-dimensional mechanisms M(X) and M(Y) by
fX (t) = ZaX’i : (Stx,i(t) and fy(t) = Zayﬂ‘ . §ty,i(t)7
respectively.
Then, for the d-fold compositions
(M(X),...,M(X)) and (M(Y),...,.M()),

the density functions are given by the convolutions

x@)= > axi axiOic, gogix,, ) and  fy(t) = avi v Oiy, gy, (1),

(i1,--y%ad) (31,-++58a)

respectively.
By definition, the PLD generated by the distributions

Q'fX‘i‘(l_Q)'fY and  fy,

is of the form

Gs) = ), (q ax, o ax,i, +(L—q) - ay, "'aY,z‘d> + 05, (), (E.1)
(i1,--s8a)
where
Ay AYig
a . e a/ .
ayiy * " Ayig
= log <q.exp (55 +...80,) + (1 —q)),

where

ax.i
s; = log ()
ay,q
for all . Thus, if we have the distributions

wl(s) Z X" AXig ° 5Si1 +...8iy (S) (EQ)
(7;1>"‘77’ld)
and
was) = D vy Ay, Os s, (9), (E.3)
(il ..... id)

we can form the PLD @ by the change of variable

s —log(q-s+(1—q))
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and summing the coefficients as in (E.1). On the other hand, we can obtain w; and ws by
using the Fourier accountant to the d-fold convolutions of the distributions

Z ax;-0s,(s) and Z ay,; - 05, (s).

Also, the §(oo)-probabilities can be evaluated straightforwardly for ¢ - fx+(1—q)- fy and
fy-

F Section 6.3: The Subsampled Gaussian Mechanism
In this Section we give an error analysis for the approximations given in Section 6.3. Recall

first the form of the PLD for the subsampled Gaussian mechanism. For a subsampling ratio
0 < g < 1 and noise level o > 0, the continuous PLD distribution is given by

uwzwmww,mwww@ F1)
, otherwise,
where
1 —t-n? 2 o, e* —(1—gq) 1
1) = <o e~ g L g =i (TS L L

In order to carry out an error analysis for the approximations given in Section 6.3, we
define the infinite extending grid approximations of wpin and wmayx. Let L > 0, n € Z7,
Ax = 2L/n and let the grid X,, be defined as in (B.1). Define

n—1 n—1
Wmin () = Z c; - 0s,(8), Wmax(8) = Z i - 85, (s),
=0 i=0
where s; = 1Az and
S =Ax- i + — Az - )
¢ T segi&l] w(s), c; T se[gfis,-]w(s) (F.3)

Define
() = e a(s), wials) = Y (9) .4)
= i€z

where c; and cj‘ are as defined in . We find that w as defined in has one stationary

point which we determine numerically. Using this, the numerical values of ¢; and cj' are
obtained.

We obtain approzimations for the lower and upper bounds dmin(€) and dmax(g) of Section

6.3 by running Algorithm 1 for wS, and wx,. using some prescribed parameter values n

and L. This is equivalent to running Algorithm 1 for the truncated distributions wyi, and

Wmax- However, to obtain the bounds of Theorem 10 (and subsequently strict lower and upper

bounds for d(€)), the error analysis has to be carried out for the distributions w3, and w,

max-’

To this end, we need bounds for the moment generating functions of —wss,, woe —we - and
wl(")noax'
However, we first show that wS  and wS  indeed give lower and upper bounds for é(g).
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Lemma F.1. Let §(¢) be given by the integral formula of Lemmafor some privacy loss
distribution w and for some §(c0) > 0. Let 625 (€) and 052, (g) be defined analogously by

min max
o0
weand wee . Then for all € > 0 we have

oo
6mm

(6) < 6(e) < Oax(e)-

— max

Proof. From the definition (| and from the fact that (1 — e®~*) is a monotonously in-
creasing function of s it follows that the discrete sums 6%, () and 652, (¢) are the lower and
upper Riemann sums for the continuous integral d(¢) on the partition {iAz : ¢ € Z}. This

shows the claim. O

Lemma directly generalises to convolutions:

Corollary F.2. Consider a single composition, i.e., suppose the PLD is given by w * w for
a distribution w of the form (F.1)). Let wS,, be defined as in (F.4). We have that

7(1 —e ) (wxw)(s)ds = 7(1 —e %) 7w(t) w(s—t)dtds
270.) 71—6 Nw(s—t)dsdt

IN

[ et [a-e)uimts - asa

:/w(t/l—e Zc 0s,+t(s) ds dt
— o0 g

i€Z

= /w(t) Z (1—es= Gty ek qy (F.5)

s si+t>e
[
< [umadn Y a-eer e a
% s;+t>e
- X -ty
sitsj>e

o0

/l—e Zc s+s] ) ds
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Showing that

7(1 —e") (wrw)(s) = 7(1 —e°7%) (Winin * winin) (8) ds

goes analogously. Inductively, bounding as in (F.5)), we also see that

oo

/(1 — ") (wHF w)(s) ds < Z (1—es=GatFsidyg, . .a
5 Siy ... tsiy, >e

o0

— Ao R i) ds

g

and similarly for the lower bound determined by the convolutions of w2

To evaluate o (\) and o~ (A) in the upper bound of Theorem 10 of the main text, we
need the moment generating functions of —ws,, w , —wex  and w, .. We first state the

min’ “min> max

following auxiliary lemma needed to bound these moment generating functions.

Lemma F.3. Foralls>1and0<q < %

2 _(?s40)?
w(s) <o —e 207

where C = o> log(%) -1

Proof. When s > 1,

and subsequently

s (1- 1 -

g(s) = o?log (e(qq)) + = >0%+0C,

where C' = o2 log(%q) + 1. We see that when 0 < ¢ < 1, we have g(s) > %. From (F.2) we
see that

1 (6254012
e 202

s)) < ,
flals) < =
Furthermore, when s > 1, from (F.6) it follows that

2,8
’ gre 2
g(s) = ——— < 20°.
) e —(1—-q)
Thus, when s > 1,
2 _(?st0)?
w(s) <oy/—e” 22 |
™
_ 2 1 1
where C' = 0% log(5.) — 3- O
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Using Lemma I3} we can bound the moment generating function of wgs,, as follows. We
note that E[e*“max] can be evaluated numerically.

Lemma F.4. Let 0 < A < L and assume 0 > 1 and Ax < c-L, 0 < ¢ < 1. The moment
generating function of wi,. can be bounded as

Efe?“me] < E[e* ] + err(\, L, o),

where

2 - 1—c)o?’L+C -\
err(\, L,o) = eC)‘Lﬁef 2 erfc <( C)Uﬁ;_ ) ) (F.7)

Here wax 18 the restriction of weX, . to the interval [—L, L] (i.e., as defined in equation (14)
of the main text) and the constant C is as defined in Lemma .

Proof. Assuming L > |logl —gq| (i.e., w(s) = 0 for all s < —L), the moment generating
function of wS, . is given by

L ')
EfeX] = / A0S, (s) ds + / w2 (5) ds

00 L
L 0o
= » eMw (s)ds+ /L eMw (s)ds (F.8)
_ E[e)\wmax + Z Az - eAzAac . C;r.
i>n

From Lemma [F.3] it follows that

n 2 (0%si_140)?
¢ = max w(s) <oy/—e 202
SE[si—1,8i] 7T

where C' = o2 log(ﬁ) — 1, s; =iAx. Thus

2
§ :e)\’LAﬁf -Cj _ e)\Aac E :e/\si,1 'Cj
i>n i>n
(d2si_1+c)2
)\AI \/72 Ax - e/\51 lg™ 2.2
i>n
A 2 —(02s;_1+C=2)2=A(2C—-)) (F9)
Loy — E Azx-e 202
™«
i>n
" A@C=-N) _ (i teoN?
= e’\A‘a\/> 202 E Ax-e 202 .

>n
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Assuming 0 > 1 and A < L, Ax < ¢- L, we further see that

_Aeo-n _(0%si_1+0-0)?
e)‘AIU\/7 2072 E Ax-e” 202

i>n
oo
2 _aeo—n _(e?stc-0)?
<eMoy /e 27 e 207 ds
T
L—Ax
oo
. 2 aec—n) (c2s+0-2)2 F.10
SGO\LJ\/>6202 e 207 ds ( )
T
(1—¢)L

(2 A — 2 —
:ec’\La\/>e o )ief ((1 ¢)o*L +C )\)
T V20

CkLleszzi;A) erfc ((1 — 9oL+ C - )\) .
ﬁ \/5(7

=e
O

Using a reasoning similar to the proof of Lemma [F.4] we get the following. We note that
E[e ~wmax] E[e*min] and E[e ~*“min] can be evaluated numerically.

Corollary F.5. The moment generating functions of —wg,., woe  and —wos, can be bounded
as

where err(\, L, o) is defined as in (F.7)).

Proof. Assuming L > |logl —q| (i.e., w(s) = 0 for all s < —L), the moment generating
function of —wgS . is given by

o0
Bl M) = [ e w0 st [e M) ds
L
o0
_ —/\s 00 —>\s 0o
= /e woo L ( ds+/e we (s) ds (F.11)
L

< /efASwronoax(s) der/e)‘swfrfux(s) ds.
L

—L

After bounding the term f;o e*w> (s)ds as in the proof of Lemma the first claim
follows. Bounding E[e*¥min] and E[e ~*“min] can be carried out analogously to (F.11)). O
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Remark F.6. In the experiments, the effect of the error term err(\, L, o) was found to be
negligible (less than 10790 in the experiments of Figure 3).

G Description of Learning Rate Cooling Used for Exper-
iments of Figure 2b.

When running the feedforward network experiment of Figure 2b, we set the initial learning
rate n = 0.02. When n = 2400 and |B| = 500, starting from epoch 13, and when n = 3000
and |B| = 300, starting from epoch 5, the learning rate n is linearly decreased after each
epoch such that it is zero at the end of the training.
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