
Photonic Integrated Quantum Key Distribution Receiver for Multiple Users

Lingwen Kong,1, ∗ Zhihao Li,1, ∗ Congxiu Li,1 Lin Cao,2 Zeyu Xing,1

Junqin Cao,1 Yaxin Wang,1 Xinlun Cai,3, † and Xiaoqi Zhou1, ‡

1State Key Laboratory of Optoelectronic Materials and Technologies and School of Physics,
Sun Yat-sen University, Guangzhou 510006, China

2School of Electronics Engineering and Computer Science, Sun Yat-sen University, Beijing 100871, China
3State Key Laboratory of Optoelectronic Materials and Technologies and School of Electronics and Information Technology,

Sun Yat-sen University, Guangzhou 510006, China
(Dated: January 18, 2022)

Integrated photonics has the advantages of miniaturization, low cost, and CMOS compatibility,
and it provides a stable, highly integrated, and practical platform for quantum key distribution
(QKD). While photonic integration of optical components has greatly reduced the overall cost of
QKD systems, single-photon detectors (SPDs) have become the most expensive part of a practical
QKD system. In order to circumvent this obstacle and make full use of SPDs, we have designed and
fabricated a QKD receiver chip for multiple users. Our chip is based on time-division multiplexing
technique and makes use of a single set of SPDs to support up to four users QKD. Our proof-of-
principle chip-based QKD system is capable of producing an average secret key rate of 13.68 kbps
for four users with a quantum bit error rate (QBER) as low as 0.51% over a simulated distance
of 20 km in fiber. Our result clearly demonstrates the feasibility of multiplexing SPDs for setting
QKD channels with different users using photonic integrated chip and may find applications in the
commercialization of quantum communication technology.

INTRODUCTION

Quantum key distribution (QKD) provides absolute se-
curity for communication between distant parties, guar-
anteed by the fundamental laws of quantum mechanics.
During the past decades, tremendous progress has been
made in experimental demonstration of QKD, which has
been realized with optical fibers[1, 2] and in free space[3],
using different degree of freedoms of photons, including
polarization[4, 5], time-bin[6–8], phase[9, 10] and energy-
time[11, 12].

Recently, integrated photonic technology comes into
play in QKD research, and a series of photonic chips
designed for QKD applications have been fabricated
and used to realize various chip-based QKD experi-
ments, such as coherent one-way QKD [13, 14], high-
dimension QKD with multicore fiber [15], measurement-
device-independent QKD [16], pass-block QKD [17] and
continuous-variable QKD [18]. In these chip-based ex-
periments, different encodings are employed, including
polarization [13, 19, 20], path [15], time-bin [13, 14, 21]
and quadrature [18]. By integrating the optical compo-
nents of QKD system on a photonic chip, the stability
of the QKD system is improved, and its cost may be
largely reduced. In this framework single-photon detec-
tors (SPDs), which can be either InGaAs avalanche pho-
todiodes or superconducting nanowire SPDs, have be-
come the most expensive part of an integrated QKD sys-
tem. In order to fully exploit SPDs and to further reduce
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the cost of QKD system in view of its commercialization,
it is thus necessary to circumvent this issue.

In a QKD network with multiple nodes, a QKD chan-
nel between two nodes may be established when one of
the two nodes has a transmitter for sending photons and
the other node has a receiver able to detect single pho-
tons. Typically, there is a one-to-one correspondence be-
tween the set of transmitters and that of receivers. On
the other hand, if a receiver is able to support multiple
transmitters, then SPDs can be multiplexed, thus greatly
reducing the cost of a QKD network.

In this letter, we describe a novel QKD receiver pho-
tonic chip able to support multiple transmitters. Upon
exploiting time-division multiplexing technique, our chip
uses a single set of SPDs to establish multiple QKD chan-
nels with four different users. We use our chip to imple-
ment a proof-of-principle QKD experiment with an av-
erage secret key rate of 13.68 kbps for four users and a
QBER as low as 0.51% over a simulated distance of 20
km in fiber.

THE CHIP FABRICATION

Figure 1a illustrates a QKD network, where Bob wants
to establish QKD channel with four different users, A1,
A2, A3 and A4. In principle, Bob would need four sets of
SPDs to implement QKD with four users. Here we design
and fabricate a QKD receiver chip using a single set of
SPDs to accomplish the same task. The schematic dia-
gram of our chip is shown in Fig.1c. To explain the func-
tionality of this one-to-four receiver chip, let us briefly
review how a one-to-one receiver chip works. Figure
1b shows the schematic diagram of a one-to-one receiver
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FIG. 1. The protocol of time-division multiplexing quantum key distribution and the chip fabrication. (a) The four-to-one
QKD network. (b) The schematic diagram of one-to-one receiver chip. (c) The schematic diagram of our four-user QKD
receiver.

chip. The incident light is coupled into the chip by a two-
dimensional grating coupler (2DGC), which is an 18*18
photonics crystal array made of small holes with a diam-
eter of 370 nm. The array converts the encoding pho-
tonic quantum state from polarization to path degree of
freedom by sending light to the upper or lower arm of
the 2DGC when the polarization of the incident photon
is horizontal, H, or vertical, V, respectively. When the
polarization of the incident photon is diagonal, D (anti-
diagonal, A), i.e. a superposition of H and V polariza-
tions with a relative phase 0 (π), the state is transformed
into a superposition state of the photon in the upper and
lower rail with a relative phase 0 (π). The photon then
goes through three multi-mode interferometers (MMIs).
MMI1 and MMI2 are used to passively select the mea-
surement basis: If the photon takes the first or the fourth
path, it means that the measurement basis is 0/1; oth-
erwise, the measurement basis is +/-. MMI3 is used to

convert the quantum state of a photon in a superposition
of path 2 and 3 with a relative phase 0 (π) to a photon
in path 2 (3). Finally, the photon is coupled out into
the fibers by the four grating couplers and eventually de-
tected by four SPDs. If the first(second/third/fourth)
SPD clicks, it means that the measurement result is 0
(1/+/-).

Let us now go back to our one-to-four receiver chip
shown in Fig. 1c. There are four 2DGCs on the leftmost
side of the chip, and each one is connected to a user
through an optical fiber. Although four users are con-
nected to this chip, at any one time, only one user can
carry out quantum communication through the chip. In
order to let the photons of the specific user get through
and, at the same time, block the photons from other
users, 8 Mach-Zehnder interferometers (MZIs) are used
to guide photons to the designated routes. An MZI, com-
posed of one thermo-optic phase shifter and its surround-
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ing two MMIs, serves as an optical switch by applying ap-
propriate voltage on its phase shifter to make the phase
shift 0 or π. Specifically, by setting the phase shifts of
MZI1, MZI2, MZI5-MZI8 to be π, User 1’s photons can
get through the receiver chip and go to the SPDs. Anal-
ogously, to communicate with User 2, the phase shifts of
MZI1 and MZI2 should be set to 0 and the phase shifts
of MZI5-MZI8 should be set to π and to communicate
with User 3 (User 4), the phase shifts of MZI3 and MZI4
should be set to π (0) and the phase shifts of MZI5-MZI8
should be set to 0.

This multiplexing chip is designed in a way that, by
properly setting the phase shifts of the 8 MZIs, the chip
serves as a standard QKD receiver for a specific user.
In order for the chip to work as designed, the extinction
ratio of MZIs needs to be high enough to suppress the
crosstalk between different users.

The extinction ratio of MZIs - The relative phase be-
tween the two arms of the MZI is proportional to the
square of the applied voltage. By continually adjusting
the voltage, we measured the transmission of the MZIs
as a function of the voltages; results are shown in Fig.
2. As it is apparent from the plot, although the extinc-
tion ratios of the four MZIs are slightly different, they
are all larger than 30 dB. This ensures that the crosstalk
between different users is negligible.

Fabrication process and characterization - The device
was fabricated on a standard 220 nm silicon-on-insulator
(SOI) wafer. Firstly, e-beam lithography and inductively
coupled plasma etching processes were used to fabricate
grating couplers and waveguides. A 1-µm layer of SiO2

was then coated above the fabricated device as insula-
tion layer. After that, 120-nm Ti was patterned above
the specific area as the heaters of MZIs. Finally, 10-
nm Ti and 190-nm Au were patterned as the electrodes.
After the fabrication of the chip, we then measured its
insertion loss at 1550 nm, which is the centering wave-
length of the chip. The overall loss of the device is 13
dB, which includes 6-dB loss at the 2DGCs, 5-dB loss at
the one-dimensional grating couplers and 2-dB loss from
the waveguides of the chip.

CHIP-BASED PROOF-OF-PRINCIPLE QKD
EXPERIMENT-

Figure 3 shows the chip-based QKD setup. The out-
put of a pulsed laser with frequency of 10MHz, pulse
width of 4 ns, and wavelength 1550 nm passes through
an intensity modulator (IM), which is used to attenuate
intensity to the single photon level. To implement the
decoy state BB84 protocol [22], three different intensities
of laser pulses are created, with average photon number
being 0.6, 0.15 and 0 for the signal and two decoy states
chosen with probabilities of 0.5, 0.25, and 0.25 respec-
tively. After this, a polarization modulator (PM), com-

posed of two quarter-wave plates and a half-wave plate,
prepares the input light to the desired BB84 polarization
state.

The pulses then need to go through an optical chan-
nel, which typically is an optical fiber. Here we use a
tunable attenuator to simulate a standard optical fiber
(0.2 dB/km) with various lengths to reduce the complex-
ity of experiment. We note that, the dispersion caused by
a 100-km-long fiber is about 220 ps, which has no effect
on a QKD system with a repetition rate of 10 MHz. As
a result, it is valid to use an attenuator to simulate the
fiber and such approach has been widely used in other
works[13, 14, 18, 21].

After going through the tunable attenuator, the input
pulses are then coupled into the chip through a V-groover
fiber array. By setting the phase shifts of the 8 MZIs in
the chip, we can choose which one of the four users is able
to communicate with. After passing through the chip,
the optical pulses are coupled out of the chip through a
fiber array to reach the superconducting SPDs. Here the
detection efficiency of superconducting SPDs at 1550 nm
is ∼80% and the dark count rate is ∼120 per second.

Figure 4 shows the estimated key rates per signal and
the QBERs for the four users. Here the error correction
efficiency used in the experiment is 1.16 [23]. To reduce
the impact of the polarization instability in optical fibers,
we shortened the time of data acquisition and used po-
larization controller (PC) for polarization compensation
before running the experiment. Taking into account that
the repetition rates of the laser is 10 MHz, we estimate
an average secret key rate of 13.68 kbps for four users
and a QBER as low as 0.51% over a simulated distance
of 20 km in fiber.

Due to the non-ideal extinction ratio of the MZIs, when
the chip is set to communicate with a specific user, a
tiny proportion of the optical signals sending from other
users can reach the SPDs. Here we implement a series
of experiments to evaluate the influence of such crosstalk
on the key rates and the QBERs. The chip is set to
communicate with A4 and the communication distance
is 20 km. At first, only A4 sends signals to Bob. In
this scenario, the key rate (per pulse) is 0.001489 and the
QBER is 0.36%. We then let both A3 and A4 send signals
to Bob. In this case, the key rate becomes 0.001443 and
the QBER becomes 0.50%. When three users A2, A3
and A4 all send signals to Bob, the key rate becomes
0.001426 and the QBER becomes 0.53%. When all four
users send signals to Bob simultaneously, the key rate
becomes 0.001417 and the QBER becomes 0.56%. From
the above results, one can see that the decrease of the
key rate caused by such crosstalk is less than 5% and the
QBER is well below 1%.
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FIG. 2. The transmission of the MZIs are shown. The extinction ratios are all larger than 30dB.

FIG. 3. The QKD demonstration experimental setup. IM: Intensity Modulator; PM: Polarization Modulator; PC: Polarization
Controller; PIC: Photonics Integrated Circuits
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FIG. 4. The estimated key rates and QBERs for the four users. (a)-(d) corresponds to the estimated key rates and QBERs of
Users 1-4. The blue circles represent the measured points in the experiment, and the blue curve is the theoretical estimation.
The estimated QBER curve is the red curve in the inset in the upper right corner of each panel. The estimated key rates (per
pulse) of the four users are 0.001205, 0.001397, 0.001339 and 0.001529, respectively, whereas the corresponding QBERs are
0.5205%, 0.5353%, 0.6185% and 0.3559% over 20 km fiber.

DISCUSSION

Although the present chip is based on polarization en-
coding, this time-division multiplexing technique is by no
means limited to this encoding, but can also be applied
to other encodings such as time-bin [13, 14, 21], path [15]
and quadrature [18].

We note that the function of the current chip can
also be realized by using a standard QKD receiver chip
[13, 14, 19, 20] combined with an off-chip optical switch.
However, by integrating the two functions of optical
switch and polarization decoding together into a single
device, our chip can reduce both the insertion loss and
the complexity of the QKD system.

CONCLUSION

In summary, we have designed and fabricated a multi-
user quantum key distribution receiver chip based on
time-division multiplexing. Our proof-of-principle chip-
based QKD system is capable of producing an average
secret key rate of 13.68 kbps and a QBER as low as
0.51% over a simulated distance of 20 km in fiber. Our
results prove the feasibility of multiplexing SPDs for set-

ting QKD channels with different users using photonic
integrated chip, and may find applications in the com-
mercialization of quantum communication technology.
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