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Abstract

This work investigates the problem of demand privacy against colluding users for shared-link
coded caching systems, where no subset of users can learn any information about the demands of the
remaining users. The notion of privacy used here is stronger than similar notions adopted in past work
and is motivated by the practical need to insure privacy regardless of the file distribution. Two scenarios
are considered: Single File Retrieval (SFR) and Linear Function Retrieval (LFR), where in the latter case
each user demands an arbitrary linear combination of the files at the server. The main contributions of
this paper are a novel achievable scheme for LFR, referred as privacy key scheme, and a new information
theoretic converse bound for SFR. Clearly, being SFR a special case of LFR, an achievable scheme for
LFR works for SFR as well, and a converse for SFR is a valid converse for LFR as well. By comparing
the performance of the achievable scheme with the converse bound derived in this paper (for the small
cache size regime) and existing converse bounds without privacy constraints (in the remaining memory
regime), the communication load of the privacy key scheme turns out to be optimal to within a constant
multiplicative gap in all parameter regimes. Numerical results show that the new privacy key scheme
outperforms in some regime known schemes based on the idea of virtual users, which also satisfy the
stronger notion of user privacy against colluding users adopted here. Moreover, the privacy key scheme
enjoys much lower subpacketization than known schemes based on virtual users.
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I. INTRODUCTION

Coded caching is a promising technique to reduce network congestion during peak times.
Consider a shared-link network consisting of a server having access to a library of N files
and being connected to K users, each equipped with a local cache memory of size M files.
The network operates in two phases. The placement phase happens when the network is not
congested, during which the server pushes some content into each user’s local cache without
knowing their future demands. Placement is said to be uncoded if all cache contents simply
contain copies of some bits of the files at the server. The delivery phase happens at peak times,
during which each user demands one fild] from the server and the server responds by sending a
signal to satisfy the users’ demands. In coded caching, the worst-case communication load (or
just load for short in the following) is reduced by creating multicast opportunities in the delivery
phase by cleverly pushing content in the caches in the placement phase.

The technique of coded caching was introduced by Maddah-Ali and Niesen (MAN) in [[I]]. The
MAN scheme was proved to achieve the optimal load among all uncoded placement schemes
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when N > K in [2]. By removing redundant transmissions in the MAN scheme, the optimal
load-memory tradeoff among all uncoded placement schemes was characterized for N < K
in [3]]. The schemes in [1]], allow each user to decode an arbitrary file from the library and
will be referred to as Single File Retrieval (SFR) schemes in the following. The load-memory
tradeoff of SFR in [3]] was showed to be achievable also for Linear Function Retrieval (LFR) with
uncoded placement in [4]], where each user is allowed to demand an arbitrary linear combination
of the files at the server. Improved achievable loads by using coded placement were obtained
in [5]-[7] and the original cut-set converse bound in [1] was improved upon in [8], [9]]; we know
however that uncoded placement for SFR is no more than a factor of 2 away from optimal [10].

Protecting demand privacy is an important aspect in practical systems. Private Information
Retrieval (PIR) was first proposed by Chor et al in [11], [12] to address this issue. In the basic
PIR setup, there are multiple non-colluding servers, each storing the same library of files, and a
single user; the user aims to retrieve a single file from the servers while keeping the index of the
demanded file private from any individual server. The capacity of basic PIR was characterized
in [13]. Since there has been a great interest in studying variations of the basic PIR model,
such as PIR against colluding servers [[14], [15], PIR against coded databases [16]-[18] or PIR
when the user has a local memory or side information [19], [20]. Privacy in PIR protects the
user’s demand against the servers. In single-server shared-link networks, there are multiple users
with a local cache but only a single server, thus demand privacy is intended to protect the identity
of the demanded file by a user against the other users, e.g., index coding [21]].

In coded caching, decoding the MAN multicast signals requires global knowledge of the
demands of the users, thus infringing the privacy of the users. Moreover, users may learn the
content of files other than the requested one, thus threatening security. Information theoretic
secure coded caching was considered in [22], for the shared link system. In [22]], secure
delivery was investigated, where a wiretapper who observes the transmitted signal can not
learn any information about the files; in [23]], secure caching was investigated, where each
user can not obtain any information on non-demanded files. Secure delivery and caching are
simultaneously considered in device-to-device and combination networks [25]]. Information
theoretic demand-private coded caching was formalized in [26], where the aim is to guarantee
that each user does not learn any information about the indices of the files demanded by the
other users. Relevant for this work is a way to ensure privacy informally referred to as scheme
with virtual users, an idea that first appeared in and was later analyzed in [26]], [28]. The
idea is that a private scheme for a system with K users and N files can be constructed from
known non-private schemes (such as [1l], [3]) for NK users and N files, that is, by introducing
K (N —1) virtual users. In the placement phase of a virtual user scheme, the users choose their
cache contents from the N/ caches of the non-private scheme without replacement, privately
and randomly; in the delivery phase, the demands of the K users are extended to demands for
NK users (including K real users and N (K — 1) virtual users) such that each file is demanded
exactly K times. The server sends multicast signals to satisfy the extended demands of NK
users according to the non-private coded caching scheme. Privacy of the real users is guaranteed
since each real user can not distinguish the demands of real and virtual users. The general idea
of transforming a non-private coded caching scheme for VK users to a private one for /' users
was further studied in [29]], [30]], and later extended to device-to-device network in [31]], where a
trusted server having no access to the file library coordinates the transmission among the users.

In this paper, we investigate the problem of Demand Privacy against Colluding Users (DPCU)
for both SFR and LFR. In DPCU, privacy is guaranteed in the sense that any subset of colluding



users, who may share their cache contents, can not learn any information about the indices
of the files demanded by the remaining users. It was noted already in [31] that the virtual
user scheme in [26], [28], which were not designed to fight colluding users, are indeed private
against colluding users as well. In this paper we further strengthen the privacy notion of [31] by
imposing that a feasible scheme should guarantee privacy for any file realization. This notion of
privacy is motivated by the fact that, in practical systems, the distribution of the files is usually
hard to characterize, or even known; in other words, files may not be identically and uniformly
distributed, as many theoretical models assume. Remarkably, it was showed in [30] that the
load R = min{/N, K} is achievable for SFR under the previously adopted privacy condition
even without local cache availability, that is, when M = (0. We will see that with our more
stringent definition of privacy the optimal load at M = 0 for SFR (and thus also for LFR) must
satisfy R > N. With our new converse we thus able to show that virtual user schemes, which
satisfy our new privacy definition, are optimal at M = 0 under the new privacy definition. One
practical challenge in designing coded caching schemes is the high subpacketization, defined
as the minimum file length needed to realize the scheme. It is well known that, with fixed
number of files and cache size at each user, the subpacketization of MAN-type schemes increase
exponentially with the number of users K [32], [33]]. This problem is more prominent in virtual
user schemes, since they are based on non-private schemes for N K users. In this work we aim
to deign schemes that guarantee DPCU and at the same time have a lower subpacketization than
virtual user schemes.

A. Paper Contributions

The main contributions of this paper are as follows.

o We propose an achievable DPCU scheme, referred to as privacy key, for both SFR and
LFR. Our privacy key scheme leverages the non-private LFR in [4], even for SFR. The
privacy key starts with the same file split and placement strategy as in MAN [1]], [4]. In
addition, each user privately caches a key that is formed as a random linear combination of
the uncached subfiles under the MAN strategy. In the delivery phase, the server broadcasts
multicast signals so that each user can decode a linear combination of the subfiles, which
can be thought of as containing a desired subfile protected by the local private key. The
difference between the SFR scheme and the LFR scheme is that the privacy key for SFR
can be restricted to lie in a linear subspace (i.e., the random coefficients satisfy a linear
relationship), which results in a load reduction in some regimes compared to the privacy
key scheme for LFR.

o We derive an information theoretic converse bound for SFR demands under the new privacy
definition, which outperforms known bounds for the small memory regime when N > K
and is not restricted to uncoded placement. The new converse for SFR is trivially also a
converse for LFR. The converse is inspired by the approach in [30], which characterized
the exact load-memory tradeoff for the case N = K = 2. In particular, we derive a lower
bound on the sum of conditional entropies, where each entropy term includes a subset
of sent signals and cache contents and is conditioned on some demands, which in turn
provides a bound on a weighted sum of the load and the memory size. We combine the
different entropy terms, i.e., different subsets of sent signals and cache contents, by using
the submodularity of entropy so as the largest number of files is determined by the combined
set of sent signals and cache contents.



o By using our new converse bound with privacy combined with known converse bounds

without privacy constraints [10], we show that our privacy key schemes are optimal to
within a constant multiplicative gap in all parameter regimes. Numerical results indicate
that the privacy key scheme outperforms the virtual user scheme in [28] for SFR demands
when the library size NV is larger than 2K + 1 and the memory size M is smaller than
N—-1- % Thus, even in the stronger sense of privacy used here, the virtual users scheme
can be improved upon when N is much larger than K.
It is also worth pointing out the superiority of our privacy key schemes compared to
virtual user schemes in terms of subpacketization. In contrast to virtual user scheme whose
complexity is exponential in K N, the subpacketization of our privacy key schemes does not
increase compared to the non-private MAN scheme since no virtual users are introduced.
In other words, we show that privacy needs not come at the expense of subpacketization.

B. Extensions

Since the submission of this work, progress has been made to extend the setup studied here
to more general scenarios. In our recent paper [34], we showed that privacy keys can be used
together with security keys [22] in a structured superposition way to guarantee both content
security and demand privacy against colluding users simultaneously. Surprisingly, we showed
that content security comes without any penalty on either the load-memory tradeoff or the
subpacketization level compared to schemes that only guarantee content security with security
keys [22].

Ongoing work includes an extension for the privacy & security key scheme in [34] to systems
with multiple colluding servers, where the files are stored accross the servers in coded form.
Some recent progress for multiple servers was recently presented at [35], [36] for SFR demands.
More generally, we are interested in characterizing the optimal performance of caching systems
with LFR demands where user-privacy (as studied in this paper) and server-privacy (as in PIR)
are simultaneously present and where any subsets of users or servers can collude. Developing
such a general framework is part of ongoing work.

C. Paper Organization

The paper is organized as follows. Section [[Il introduces the problem formulation and Sec-
tion [[TI] presents the privacy key schemes. Section [[V] contains the derivation of our new converse
bound and shows that privacy key schemes are order optimal. Section [V] presents some numerical
results. Finally, Section [VI] concludes the paper. Some proofs can be found in Appendix.

D. Notation

In this paper, we use R, to denote the set of non-negative real numbers, and [, to denote the
finite field of size ¢ where ¢ is a prime power. For a positive integer n, [y is the n dimensional
vector space over the field F, and [n] is the set of the first n positive integers {1,...,n}. For
a sequence of variables 71, ..., 7, and an index set S C [n], we use the notation Zg := {Z; :
i € S} and Zj := (). For integers m, n, we use (:1) to denote the binomial coefficient #_'m),,
and adopt the convention (::L) = 0 if m > n. The notation & is used to denote the Exclusive OR
(XOR) operation. Thoughout the paper, we will not distingush the multiplication and addition

operations on the finite field from the real field if the context is clear.



II. SYSTEM MODEL

Let N, K be positive integers. An (N, K) system with Demand Privacy against Colluding
Users (DPCU), consists of a server with N files, denoted as W, ..., Wy, and K users, denoted
as 1,..., K, where the server is connected to the users via an error-free shared link. The NV files
are independently and uniformly distributed over Ff for some prime power ¢ and some integer
BA. Each user k € [K] has a memory to cache some of the files. Since there is no problem of
protecting privacy for either N = 1 or K = 1, we assume in the following that N > 2 and
K > 2. The system operates in two phases as follows.

Placement Phase: The server privately generates a random variable P from some probability
space P and fills the cache of each user k € [K]| by using the cache function

o P x FYB s FIMBL (1)

for some M € [0, N], where M is referred to as the cache size or memory size. The cached
content of user k € [K] is denoted by

Zy = pr(P,Winy),  Vk € [K]. 2

We assume that the functions ¢, ..., @k are known to the server and all users, but the ran-
domness P is not available at the users except through the cache function in (), that is, if any
randomness is needed by user k € [K], it must be stored in or computed from Zj.

Delivery Phase: User £ € [K] demands dj, = (dj.,...,dyn)" from the server, where
d;,...,dx are independently distributed over some subset D C Fév , which means that user
k is interested in retrieving the linear combination of the files

Wa, =Y diy - W 3)
ne[N]

The files W(y), the randomness P and the demands d(g) are independent, that is,
H(d[KbP?W[N}): Z H(dk>+H<P>+ Z H(Wn) 4)
ke[K] n€e[N]

In this paper, logarithms are in base q.
Given the demands, the server creates the signal X by using the encoding function

¢ : P x DX x FI'P s FI P, 5)

for some R > 0, where R is referred to as load of the system. The server transmits to the users
via the shared link the signal

X = ¢(P,dix), Winy). (6)

Each user k € [K] must decode its demanded linear combination Wy, in (3) by using (X, Zj),
and privacy must be guaranteed against colluding users, that is, a working scheme requires

[Correctness] HWa, | X,di, Z) =0, Vke[K], (7)

2Our achievable scheme works for arbitrary distribution of W, but the converse relies on the assumption of independently
and uniformly distributed files.



Definition 1. A memory-load pair (M, R) € Ri is said to be D-achievable if there exist cache
and encoding functions such the correctness and privacy conditions are satisfied with memory
size M and load R for all demands in D. The optimal load-memory tradeoff for demands in D
is defined as

Ry (M) = lién inf{R : (M, R) is D-achievable for some B}. )
—00

In this paper, we consider the following two cases for the dead set D:

1) Single File Retrieval (SFR): Let e,,n € [N], denote the n-th standard unit vector in Fflv ,
i.e., the vector with the n-th entry being one and all other entries being zeros. When

D = {ei,...,en}, each user wants to decode a single file, since W,, = W, for all
n € [N]. The optimal load Ry, . exy Will be indicated as Ry for short in the following.

2) Linear Function Retrieval (LFR): When D = Fév , the system allows the users to decode
any linear combination of the files. The optimal load Rf;év will be indicated as R; for short
in the following.

Trivially, since the SFR demands are a subset of the LFR demands (i.e., {e;,...ey} C Fév ), let

R converse (M) be a lower bound for Ry, (M), and Ry, achievable (M) be an achievable load-memory
tradeoff for LFR demands, it must hold

RF,converse(M) S RE‘(M) S RE(M) S RL,achievable(M)a VM S [07 N] (10)

The main result of this paper is to derive novel Ry conyerse(M) and Ry, achievable (M) such that

SUP /i N % is upper bounded by a constant, that is, we design a DPCU scheme

that is optimal to within a constant gap for cache aided linear function retrieval in all memory
regimes, for any number of users and files.

Remark 1 (Transmit signal and demands are independent). The intuition behind the privacy
guarantee in (8) is that, for any file realization Wiy} = wjy; and for any non-empty set of
users S C [K], the colluding users in S can not learn any information on the demands of
the other users. Thus, the privacy is guaranteed irrespective of file realizations and the subset
of users participating the collusion. In Appendix [Al we show that, the condition (8) implies
I(dig); X | W) = 0, i.e., the equality in (8) also holds for S = (). This indicates that the
signal X is independent of the demands d[gj, irrespective of the file realization. By the fact
that the demands d) are independent of the files Wy (see ), the privacy condition in (8]
is equivalent to

I(dps: X, ds, Zs,Win) =0, VS C [K]. (11)

Remark 2 (Privacy notions). The privacy notions used in [26], [28], [30] and [29] for SFR
demands differ from the one used here, in particular

[Privacy in [26], 28], [B0)]  I(dypey: X, de, Zi) =0, Yk € [K], (12)
[Privacy in [29]] I(d;; X,dy, Z,) =0, VY (j,k)€[K]?:j#k (13)

The above two definitions are obviously implied by our equivalent privacy condition in (LI,
that is, our privacy definition in (8) is stronger than any other definition used in past work.
The definitions of privacy in (I2)), (I3) involve one user at a time, that is, users are not assumed
to be able to collude. Demand privacy against colluding users was first introduced in the device-
to-device setup [31], where the privacy condition there was defined without conditioning on the



library files 1W[y). The following Example [Il from [30] illustrates that the condition in (I2)) can
not guarantee privacy for arbitrary distribution of W y,.
Example 1 (An SFR scheme from [30] for N > K). Consider an (N, K) system where N > K
and the files are uniformly and independently distributed over FY. Let M € [0, N].

In the placement phase, the server generates

P=(Ty,....Tx, S, ..., S, Vi, ..., Vi), (14)

where (77, ...,Tk) is a random permutation of [K], which is uniformly drawn from all permu-
tations of the set [K|; the K identically and independently distributed (i.i.d.) random variables
Si,...,Sk are uniformly drawn from [K]; finally, V;,..., Vi are i.i.d. random variables uni-
formly drawn from Fgl_M/ ME The three parts Tix), Six] and Vg are independently generated.
Each file is split into two parts as W,, = (W,\?, W), n € [N], where W\ is of size X B, and
W is of size (1 —2)B. Each user k € [K] caches Z; = (S}, W[(]f,)}), where we refer to Sj, as
the key of user k € [K].

In the delivery phase, for demands d;,...,dx € {ej,...,ex}, the server first generates a
sequence of numbers Ji, ..., Jx inductively as follows

Ji:{ Jj, if d; = d; for some j <1

T, ifd, #d,,Vj<i ) (s)

and then sends a signal X = (Q[K}, Y[K]), where ()] and Y[, are recursively generated as

Q; = (Jj+5j)w), VJjelK] (16)
W if j =T, for some i € [K]

Y. — d; » ? K 17

’ { Vi otherwise Vi€ K], 17

where (-)(x) is the modulo operation defined as (mK + j)x) = j for j = 1,..., K and any
integer m. The “side information” .J;, records the position of the packet W(g:) in (Y7,...,Yx).
Since user k has the key Sy, it can find the position of packet Wéz) from (), and hence it can
decode its missing packet Wéz). Moreover, it was proved in [30] that I(dg\xy; X, dg, Zi) = 0,
where the proof relies on the fact that (Y7, ..., Yk, Wl(c), cee I/V](\,C )) is uniformly distributed over
iy PHROMNE fand s independent of (dyx, Qi Sk, Ji) for each k € [K].

Intuitively, the privacy guarantee relies on the fact that the user k£ can not distinguish if the
signal Y; is a random generated vector V; or some partial file in W[(;f\{n} where d; = e,,
since both of them are independently and uniformly distributed over FZ, and independent of the
cached packets W[(]f,)} In many practical applications, true file distributions maybe unavailable,
or even they are available, the N files may have different distributions or not independent of
the cached packets W[Sf,)] For example, consider the case that bits of file IV,, are i.i.d. random

variables with Bernoulli distribution with parameter p,, € [0, 1], where the parameters py, ..., py
are distinct. In this case, for each n € [N], any user can guess each component Y; by conducting

a hypothesis test to determine whether it is the packet W™ or not. Obviously, the scheme does
not satisfy our privacy condition in (8)).

III. PrIvACcY KEY SCHEMES

In this section we propose an achievable scheme for SFR first, referred to as privacy key.
Then we modify the scheme to allow for more general LFR demands. The results are stated in



TABLE I: Comparison of Different Schemes

Scheme Non-private Virtual users Privacy key Privacy key
Demands | SFR [3]], LFR [4] SFR SFRT LFR'
t 0<t< K 0<t< KN 0<t< K 0<t< K
N © N1 TIN_T)
M K K[fmin{N K} KN I{K*l)N K 1 _Itfmin{Nfl K} K 1 +K7min{N K}
R ()~ ( i+l ) (t+1)_1£Nt+1 ) | () ( ot ) GE)( _tt )
0] i ] 0
F (2) (%) (2) (2)

" In the privacy key schemes, the load-memory tradeoff curve was obtained by taking the lower convex envelope of
the points in this column and a trivial point (M, R) = (0, V), which can be achieved with subpacketization F' = 1.

Theorem [1] and 2] in Section [[II-Al Before proving those theorems, we provide an illustrative
example to highlight the key ingredients of the privacy key schemes in Section [II-Bl Finally,
we describe and analyze the general privacy key for SFR and LFR demands in Sections [II-C]
and respectively. Some numerical results are presented in Section [Vl

A. Main Results

Theorem 1 (SFR). For an (N, K) DPCU system with SFR demands, the lower convex envelope
of the memory-load pairs in {(0, N)} U{(M, R;) : t € [0: K|} is achievable, where

<1+

Moreover, the point (0, N) can be achieved with subpacketization 1, and the point (M, R;) can
be achieved with subpacketization F; := (It(), tel0: K]

(N —1) (4
K (%)

t

) - (AT

(M, Ry) = >>, telo: K] (18)

Theorem 2 (LFR). For an (N, K) DPCU system with LFR demands, the lower convex envelope
of the memory-load pairs in {(0, N)} U{(M, R}) : t € [0: K|} is achievable, where

=) ([5) - (<
W

t

(M, R)) = (1+ )), telo: K. (19)
Moreover, the point (0, N) can be achieved with subpacketization 1, and the point (M;, R}) can
be achieved with subpacketization F; := (It{), tel0: K|

For both Theorem [I] and [2 for the point (M, R) = (0, N), the server can trivially transmit
all the N files to the users, obviously this scheme satisfies both the correctness and the privacy
condition. For ¢t = K, the result is trivial, since all users can cache all the files. For t € [0 : K —1],
we prove the theorems by analyzing the performances of the privacy key for SFR demands in
Section [I[-( and privacy key for LFR demands in Section respectively. The other points
on the lower convex envelope can be achieved by memory-sharing between those points.

For clarity, in Table [[ we list the performance of the corner points of various schemes where,
in term of an integer parameter ¢ whose range is given in the second row, with the memory size
M in the third row one achieves load R and subpacketization F' given in the last two rows. If
N> K or N <K,t> N — K, the privacy key for SFR and LFR demands has the same load



as the MAN scheme, given by

K—1
T+l
It N< K andt < N — K, the privacy key scheme for LFR demands has slightly higher load

than that for SFR demands. Thus, allowing the users to decode any linear combination of files
slightly increase the load in this regime. Some numerical results are presented in Section [Vl

R =R = (20)

Remark 3 (Cost of Privacy). We compare the performance of the non-private schemes with that
of private schemes to quantify the cost of preserving demand privacy. We have the following
observations.

1) The virtual user scheme has extremely high subpacketization, since it is based on a non-
private scheme for KV users. It also possibly suboptimal since (i) some multicast signals
are only useful for the virtual users, and (ii) the multicast signals are from a non-private
scheme designed for the case where all possible demands can occur, while in virtual user
schemes the only demands possible are those where everyone of the NV files is requested
exactly K times.

2) The cache size of the privacy key scheme is larger than in the non-private scheme (by
1— %), and the privacy is guaranteed with same or even better load (the load of the privacy
key scheme for SFR demands is a function of N — 1, while for non-private schemes it is a
function of V). We will see that, the additional cache size is used to cache privacy keys.

3) Both the virtual user and the privacy key schemes need some randomness at the server,
while no randomness is needed in the non-private case. It is an open question to characterize
the minimum amount of randomness needed to guarantee privacy.

Remark 4 (Memory Sharing and Subpacketization). The subpacketization of a coded caching
scheme is the least number of packets each file needs to be split into, which is an important
factor affecting the complexity of the scheme. In Theorem [I] for SFR, or Theorem [2] for LFR,
for a general non-corner point (M, R), assume that it is achieved by memory-sharing two corner
points (M,, R,) and (M,, Ry,) with subpacketizations F, and Fj, respectively. That is, there exists
a unique « € (0,1) such that M = aM,+ (1 —«a)M, and R = aR, + (1 —a)R,. To achieve the
point (M, R), each file W,,,n € [N], is partitioned into two subfiles W,, , and W), ;, with sizes
aB and (1 — «)B, respectively. The schemes achieving (M,, R,) and (M,, R;) are applied to
the subfiles {W,,, : n € [N]} and {W,,,, : n € [N]}, respectively. Thus, the sub-packetization of
the scheme achieving M is given by F, + F}.

Before we give the details of the general scheme, we illustrate the idea behind the privacy
key schemes through an example.

B. The privacy key scheme for the case (N, K) = (3,2)

Consider an (N, K) = (3,2) DPCU system with t = 1. Split each file into two equal-size
packets, i.e., W1 = {Wl,b WLQ}, W2 = {WQJ, WZQ} and W3 = {W371, W372}.

We start with the case of SFR demands, in which case, without loss of generality, it suffices
to consider ¢ = 2 [1]]. In the placement phase, the server first generates two binary vectors
p1 = (p11,p12,p13)" and ps = (pa1,Pao, p23)" uniformly and independently at random from
{(1,0,0)T,(0,1,0)T,(0,0,1)T,(1,1,1)T}, i.e., the set of binary vectors of length 3 whose Ham-
ming weight is odd. Then the server generates two keys S; and Sy, one for each user, as follows

S1=p11 Wi @ p12Wao @ p13Ws o, (20
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Sy = p2iWi1 @ p2oWoi @ pasWs . (22)

The contents of the caches are given by
Zl = {W1,17W2,17W3,1751}7 (23)
Zy = Wi, Wa9, Wi, S5} (24)

In the delivery phase, assume user 1 demands WW; and and user 2 demands W5, i.e., d; =
(1,0,0)T,dy = (0,1,0)7. In the non-private MAN scheme, the server sends the signal Wy o &
W5,1. Here the server sends X = (qi,q2,Y’), where

Qi =p1Dd; = (p1,1 ®L,pia2,pr3) (25a)
Q2 =p2 ®dy = (p21,p22 D 1,p23)", (25b)
Y =Wia®S)d (Way @ Ss). (25¢)
Notice that
Wia®S1 = (p11 @ 1)Wia @ p1oWas @ p1sWsa, (26)
Wo1 @Sy =paaiWis @ (D22 @ 1)Wa1 @ pasWs . (27)

By (23) and 26) (resp. @24) and (27)), user 1 (resp. 2) can recover W, 2 & .S; (resp. Wa 1 & .S2) by
computing and canceling W5 1 ©.S5 (resp. W, 2@ .S1) from Y using the vector q (resp. q;) and the
contents of its cache. Hence user 1 and 2 can further decode their un-cached packet using their
cached keys 57 and S, respectively. The privacy is guaranteed since each user does not know
the key of the other user, and the vectors qi, q, are uninformly and independently distributed
over {(0,0,0)T,(1,1,0)T,(1,0,1)T,(0,1,1)T}, i.e., the set of binary vectors of length 3 whose
Hamming weight is even.

Notice that each user caches 4 packets, each of size % bits. In the signal X, the main payload
Y is a coded packet of length g and the vectors qi, Q2 can be sent in 6 bits, which does not
scale with B. Thus, the scheme achieves the memory-load pair (M, R) = (2, %)

Next, we consider the case of LFR demands. The demands d; = (d;1,d;2,d;3)" and dy =
(da1,ds 2, d273)T can be arbitrary vectors in IF;’ In this case, the placement phase is the same
form as 23) and (24), except that the vectors p;, po will be uniformly chosen from F3, i.e.,
we no longer restrict them to be form a linear subspace of F3. The signal X = (q;,qo,Y) is
generated similarly to 23) with q; = py @ d;, for k = 1, 2, but with

V=(@dWpes)e(@dWes) (28)
Jel3] Jj€l3]
= (D@ d )W) @ (3 (2 © do)Wia ). (29)
J€[3] jel

Similarly to the SFR demands, each user can decode its demanded linear combination of the

files. The privacy is guaranteed since the vectors q, q are uniformly distributed over 3. Notice

that the range of py, p2 can not be restricted to the odd weight vectors as we do so, for example,

user 2 may deduce the weight of d; from the weight of q;, which violates the privacy condition.
Also in this case, as for the SFR demands, the proposed scheme achieves the memory-load

pair (Ma R) = (27 %)

Remark 5 (Comparison with non-private schemes). It can be observed from the above example
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that, compared to the non-private MAN scheme [1l], the file are partitioned in the same way.
The placement phase is similar to MAN; in addition, each user also caches a random linear
combination of the uncached packets under the MAN placement, which is used as a key. The
placement is thus not uncoded. In the delivery phase, the server broadcasts a coded signal so
that each user can decode a linear combination of files as per the scheme in [4]. The linear
combination is designed such that each user can decode its demanded file with its cached key.
The reason that we constrain the vectors py, p2 for SFR demands is that in this way the query
vectors qi, q in (23) constrained in an N — 1 = 2 dimensional subspace of 3. It will be clear
later that, this constrain for SFR demands will slightly improve the achievable load over the
LFR demands in some parameter regimes.

C. Privacy Key Scheme for SFR Demands
For any ¢t € [0 : K], let
Q:={T:T C[K], |T| =t} (30)
For fixed ¢ € [0 : K — 1], the system operates as follows. The server partitions the file 1V, into

(") equal-size packets denoted as

W, ={W,7: T e}, VnelN] (31)
For notational simplicity, for any a = (a1,...,ax)" € Fflv , we will use the notation
War:= D anWar, VT €, (32)
ne[N]

to denote a linear combination of packets.

Placement Phase: The server uniformly and independently generates K vectors p1, ..., Px
from the set of all vectors in Fflv such that the sum of the components is ¢ — 1, i.e.,
P = (pk,l,...,pk7N)TNUnif{(xl,..., EIFN : Z :L'n—q—l} VEke[K]. (33)
ne[N]

The server fills the cache of user k € [K] as
Zy={Wnr:T €,k eT,ne [N} (34a)
U{Wor: T €Q, k¢ T} (34b)

The random variable P is given by P = pixj.
Delivery Phase: After receiving the users’ demands dkj, the server generates K vectors

qr = Pr + dyg, V/{JE[K]. (35)

Denote the rank of matrix composed by the vectors q) over the field F, by rank,(qx)). Let £
be a fixed subset of [K] of size rank,(qx]) such that the vectors q. are linearly independent.
Define

Y= Wasiy VS E€ Q. (36)

jes



12

The server transmits the signal

X = (£,qk),Y), where (37)
Vi={Ys:S€Q1,SNL#D}. (38)

Note that the vectors p(kj are designed such that the vectors qxj are uniformly and independently
distributed over the N — 1 dimensional subspace {(z1,...,zy) € F} : > ne[N] Tn = 0} by (3.
Thus, rank,(qx)) < min{N — 1, K}.

Proof of Correctness: By (34a)), each user k € [K] needs to decode its demanded packets
that were not cached. For each packet Wg4, 7 such that k£ ¢ T, user k can decode Wy, 7 from

the signal Y7k}, since by (33) and [B6),

Yrous = Waor + W + > Wa, mutn - 39)
JET
Notice that, W, 7 is cached by user & from (34b)), and user k can compute all the coded packets
Waq, 7oty for j € T since k € T U {k}\{j} and user k knows the coefficient vectors qix;
from the signal X = (£, qix},Y).
We still need to prove that each user can obtain all the signals

{YS :Se Qt+1,8 NL= 0}, 40)

which are not included in Y (see (38])). We note that the signals Ys in (36) in the main payload
are exactly the same as in the non-private case where each user k£ demands the linear combination
of files Wy, [4]. It has been proved in [4] that the signals in (0Q) can be obtained by linear
combinations of those in (38).

Proof of Privacy: We prove the scheme satisfy the equivalent condition in (IT)). In fact, for
any S C [K],

I(dxp\s; X, ds, Zs, Winy) (41a)
= I(dixps; £,qix), Y, ds, Zs Winy) (41b)
2 I(digps; £, qix), ds, Zs, Win) (41¢)
b
2 I(dix)\s; qixy, ds, Zs, Winy) (41d)
< I(dixps; 9k, ds, Zs, Ps, Win) (41e)
(c)
= I(dixp\s; qr)\s, ds, Ps, W) (41f)
= I(dixps;ds, Ps, Winy) + I (dixpsi aixps | dss Ps: Win) (41g)
- I(d[K}\S%Q[K}\S |ds, ps, W[N]) (41h)
= H(qixps |ds, ps, Winy) — H(aixps | dix), s, W) (411)
@ ‘
= H(qixps) — H(ppns | dix), ps, Win) (41j)
= H(qups) — H(pixps) (41k)
<o, (411)

where (a) holds since by (36) and (38), and Y is determined by L, qx, Winy; (b) holds since
L is determined by qx; (c) holds since Zs is determined by W) and ps by (B4), and g5 is
determined by ps and ds by (33); (d) holds because qx\s are independent of (ds, ps, Winj) and
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qix)\s and p(x)\s determines each other given dx\s; and (e) holds because q(x] are uniformly
distributed over an N — 1 dimension subspace of Ff]V and p(x) are uniformly distributed over the
coset of an /N — 1 dimensional subspace of IF(JIV in (33) by construction.

Performance: By (1)), each file is equally split into (If ) packets, each of size B/ (It{ ), thus
the subpacketization is ([f ) Moreover, by (34), the number of packets cached by each user is

N(It(__ll) + (Kt_l), thus the memory size is

1 K—1 K—1 B K+t(N-1)
M = — N . == . 42
= () () - “
By (36) and (38), the main payload Y contains ( tfl) — (K_mt’iql(qm)) packets, each of size B/ (If ).

Notice that the set £ and the vectors qx) can be sent in K and NK symbols, respectively.
By @3) and (33), q,...,qx are uniformly and independently distributed over the N — 1
dimensional subspace {(z1,...,zy) € FY : D oneN] Tn = 0} of FY. Thus, the worst-case
is maxrank,(qpx)) = min{N — 1, K'}. Therefore, the scheme achieves the worst-case load

o (1) (57 0 ) )

t
_ (tfl) B (K;{mliﬂl]_lﬁ}). (43)
()

This concludes the description of the general privacy key for SFR demands.

D. Privacy Key Scheme for LFR Demands

The above privacy key for SFR demands can be adapted to LFR demands as follows. The
range of the independent and uniformly distributed vectors pi,...,px in (33) is now F(]IV . In
this case, we can not constrain them to something equivalent to a coset of a subspace as in (33)
because the demand d; may takes all vectors over IE‘fIV , so the range of q; (k € [K]) needs at
least [F)Y| = ¢" distinct vectors.

The correctness and privacy can be verified following the same lines of the above proofs. The
performance analysis follows the same lines except that the largest rank of the vectors qx is
given by maxrank,(qx]) = min{N, K'} since the vectors qx] are independent and uniformly
distributed over Fév in this case, thus the worst-case load in (@3)) is replaced by

(t—Il-(l) B ([:mtii{lNK}). (44)
(%)

Remark 6 (Relationship to PIR schemes). In Private Information Retrieval (PIR), a well known
technique to decode a demanded packet from multiple servers while keeping the index of the
file the packet belongs to private is to download two or more linear combinations of packets of
different files; each linear combination is from a distinct server and such that the packet to be
decoded dominates an independent 1-dimensional subspace of the subspace spanned by the linear
combinations. The index of the demanded file is kept private from any individual server since
the server has access only to one of the linear combinations downloaded by the user. We use
a similar idea in our proposed privacy key scheme. With the privacy keys cached by each user
k € [K] in (34D) and the uncoded part (34a)), user % has access to a linear combination of the files

R, =
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W n) with coefficient vector py. In the delivery phase, user k& decodes another linear combination
with coefficient vector qi, and the demanded message W4, dominates an independent subspace
of the linear space spanned by the two linear combinations. The demand vector d is kept private
from all the other users since they know neither the other linear combination, nor the coefficient
vector pg.

IV. CONVERSE AND OPTIMALITY

In this section, we derive a converse bound for DPCU with SFR demands. The converse is
inspired by the proof in [30], which is summarized in Section [V-A] for the case K = N = 2.
Our new converse is proved Section In Section we prove that our privacy key scheme
is order optimal.

For notational simplicity, in this section use the scalar variables D1, ..., Dk to denote the
index of the demanded files by the users, that is, D, = n is equivalent to d;, = e, for all
k € [K],n € [N]. In order to establish our converse, we use the submodularity of entropy
functional as in the following lemma.

Lemma 1 (Submodularity of Entropy [37]). Let X be a set of random variables. For any
X, X C A,

H(X)) + H(X) > H(X U Xs) + H(X N &), (45)

A. Example of converse for the case N = K = 2 [30]

Consider the case N = K = 2. If user k£ € [2] demands Dy = n € [2], by the correctness
condition the file 1V, must be decodable from (X, Z), that is

H(W,) 2 HW,| D, = n) (46a)
< H(Wn,X Zy| Dy =) (46b)
Y H(X, Z | Dy = n) (46¢)
< H(X|Dy=n)+ H(Zy| Dy =n) (46d)
Y H(X)+ H(Z,) < (R+ M)B, (46e)

where the inequalities in (46)) follow from: (a) from the independence condition in (), i.e., W), is
independent of Dy; (b) from the correctness condition in (7); and (¢) from the privacy condition
in (L), i.e., X is independent of Dy, and the fact that Z; = ¢, (P, Wy)) as defined in @) is
independent of Dy, since (P, W) is independent of Dj, from the independence condition in (4)).
Thus, at this point, we have R + M > 1 from (6], which we further improve as follows.

« Step 1: Combine two terms of the form H(W;, X, Z;| D; = 1) via submodularity:

HWy, X, Zy| Dy =1)+ HW,, X, Z| Dy = 1) (47a)
W HW, X, Zy|Dy=1,Dy=1) + HW1,X,Z, | D1 =1,Ds=1)  (47b)
%H(W X|Dy=1,Dy=1)+HWy,X,Zy,Z| Dy =1,D, =1)  (47¢)
> HWy, X |Dy =1,Dy=1)+ HW1, 21, %5 | Dy = 1,Dy = 1) (47d)
O H(Wy, X) + HW, Z4, Zs) = h(1), (47¢)
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where the inequalities in follow from: (a) from ; (b) from @3); and (a) from
independence, i.e., (11), @), and (). For notation convenience we denote by h(1) to
stress the fact that it involves the first file 1.
« Step 2: Add one more term H(Wy, X, Z; | D1 = 1) to @Ze)), and combine the three terms
via submodularity:

h( )+H(W1,X,Z1|D1:1) (483)
(
H

(@) (Wi, X))+ (HW1,Z1,Z5| Dy =1,Dy =2)+ HW1, X, Z, | Dy =1,Dy = 2)) (48Db)
(b)

> HW, X))+ HW1,Zy | Dy =1,Dy =2)+ HW1, X, Z1,Zy| D1 =1, Dy = 2) (48¢)
(c)

> HWy, X | Dy =2)+ HWy, Zy | Dy = 2) + HWy, Wa, X, Zy, Zo | Dy = 1, Dy = 2)(48d)
(d)

> HWy, X, Zy | Dy =2) + HWy | Dy = 2) + HWy,Wa, Z1, Zo | Dy = 1,D5 = 2)  (48e)
O H(W., Wa, X, Zy| Dy = 2) + H(WY) + H(W1, W, Z1, Zs) (48f)
Z H(W WQ,X ‘ D1 = 2) -+ H(Wl) + H(Wl,Wg,Zl,Zg) (48g)
i H(Wl,WQ, )+H(W17W27ZI7ZQ>+H(W1> (48h)
=: h(2) + H(W,) > 5B, (481)

where the inequalities in (8)) follow from: (a) holds due to (), @), and (L1); (b) and (d)
from submodularity in @3)); (¢) and (e) from @), @), and the correctness condition (7));
and (f) from (II). Note that in (48h) we obtained the term h(2) that involves the first two
files W[g} = (Wl, WQ)
Therefore, by (6el), and (481), we obtain 3R + 3M > 5 and hence the lower bound of
R+ M is improved from 1 to 2.

Remark 7 (An Observation). Our general converse is based on the following observation from
the above proof for the case N = K = 2. The two entropy terms in the function

h(a) := HWiq, X) + HWia, 21, Z2), a € [2], (49)

can be regarded as two “boxes” of decoded files, each containing the first a files W, =
(Wh,...,W,). Compare and (48i): by combining a new entropy term H (W1, X, Z; | D1 =
1) with the two “boxes” in h(1) via submodularity, one can increase the number of decoded
files in each “box” by one, while the file W; in the new term H (Wi, X, Z; | D; = 1) can be
kept in the last term in (81). Our key idea is that we can recursively combine new terms of
the form H (W1, X, Z; | D; = 1) via submodularity until the two “boxes” are full (i.e., a = N
in @9), here N = 2).

B. New Converse Bound

Our new converse is a generalization of the example in Section from [30] based on the
“induction” observation in Remark [7l In Lemma 2l we generalize the bound in (46) to obtain
an initial lower bound for R+ ¢- M for any ¢ € [N]. In Lemma [3] we generalize the definition
of h(a) in (@9) and formalize the rules of combining used in (@8). In Theorem [3] we first obtain
a bound similar to (47¢)), and then apply the combining rule in Lemma [3 recursively to obtain
an improved lower bound for R + ¢ - M for any ¢ € [N].
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Lemma 2. For an (N, K) DPCU system, assume (M, R) € R? is achievable for SFR demands,
then for any ¢ € [N] and b € [0 : min{¢, K'}|, and for sufficiently large B, the following holds

(R+€-M)B > H(Ws,, X, Z4, | {D; = d;}jea,) (50)

for any B, C [N], Ay, C [K] such that |By| = (,|Ay| = b, and {d; : j € Ap} is a set of any b
distinct indices in By.

Lemma 3. For fixed { € [N — 1), define by := min{l, K — 1}, which satisfies b, < min{¢, K'}
and by + 1 =min{l{ + 1, K} < K. For any a € [( : N] define

bo—1
he(a) =)  HWia, X, Zy| Dy = [j]) + HWia, Zpy+n). (51)
=0
Then for any a € [( : N — 1], the following holds
hg(a) + H(Wm, X, Z[b[] | D[bd = [bg]) > hg(a + 1) + H(W[@). (52)

We are now ready to present our new converse result.
Theorem 3. For an (N, K') DPCU system, for any M € [0, N|, the optimal memory-load tradeoff
for SFR demands satisfies

RL(M) >
p( )_g%

{f min{/+ 1, K} (N — /)
N /+mn{l+1,K}

Proof: Notice that, for fixed ¢ € [N — 1] and for sufficiently large B, we have

.y M}. (53)

(N — € +b+ 1) (R + (M)B (54a)
= by(R+LM)B+ (N — (+1)(R+(M)B (54b)
(@ 2 ,
> Y HWy, X, Zy) | Dy = [5) + HWig, X, Zpp,—13, Zos1 | Dipy—1) = [be — 1], Dy 1 = €)

§=0

—|—(N — 4+ 1)H(Wm, X, Z[bd ‘ D[be] = [bz]) (54¢)

be—2

—
=
=

> H(Wig, X, Zy1| Dy = [4)) + H(Wig, X, Zpy, 1), Zogs1 | Dy = [bi], Dyya =€)
=0

+H(Wig, X, Z,) | D,y = [be], Doyr = €) + (N — ) H(Wyyy, X, Zp,) | D,y = [be])  (54d)

by—2

Z H(Wy, X, Zjj | Dyjy = [j]) + HWig, X, Zip,—1) | Dy = [be], D1 =€)
=0

—
Ve

—|—H(W[4, X, Z[bg-ﬁ-l} | D[bd = [bg], Dbe-i-l = f) + (N — f)H(Wm, X, Z[be} | D[be] = [bg]) (546)
by—2

Z HWy, X, Zjj | Dy = [j]) + HWig, X, Zip,—1) | Dy = [be], D1 =€)
=0

v

+HWie, Zipy+1 | D) = [be], Doy1 = £) + (N = O)H(Wig, X, Zpp,y | Dy = [be]) (54D
bp—2

=Y HWig, X, Zyyy | Dy = [j]) + HWig, X, Zppp—y | Dy = [be = 1])
§=0
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+HWig, Zpg1) + (N = OH Wy, X, Zp,) | Dy = [be]) (549)

< h(€) + (N = ) H(Wig, X, Ziy | Dy = [be]) (54h)

0

> he(0+1) + (N == 1)H(Wyg, X, Zpp, | Dy = [be]) + H(Wig) (54i)

@

> he(N) + (N — () H(Wy) (54j)
be—1

= H(Winy, X, Z | Dy = []) + H(Wing, Zie)) + (N = O H(Wyg) (54k)
=0
-

> > H(W| Dy = [j]) + HWiw) + (N = O H(Wyy) (541)
=0

N

N H(Wiw) + H(Win) + (N — ) H(Wiy) (54m)
=0

= (bg -+ 1)H(W[N}) —+ (N — g)H(W[@) (54[1)

where we obtain (a) by individually lower bounding each (R+¢-M)B by (30), i.e., the following
inequalities are used:
(R+0-M)B > HWy, X, Zij) | Dy = 7]), Vj €[00 = 2] U {be}, (55)
(R+{-M)B > H(Wg, X, Zp,—1)s Zoy+1 | Dpp—1) = [be — 1], Dy, ,, = 0); (56)
the equality (b) holds since (LI)) implies that D 4, is independent of (Wg, X, Z4,, D 4, B ()
follows from the submodularity property (#3); (d) follows from @), (@) and (II)); (e¢) follows
from the definition in (51); to get from (f) to (g), we recursively applied (32) by setting
a=/0L+1,....,N—1;and (h) follows from (@).
Finally, since the files are uniformly distributed over Ff , we have H (W[N]) = NB and thus
R> 0+ m1n{€+1,K}~(N—€)
N —{+min{l+ 1, K}
holds for ¢ € [N — 1]. Moreover, let { = N, B, = [N] and A, = () in (30) to obtain
(R—FNM)BZH(W[N],X)ZH(W[N]):NB. (58)

Thus the inequality (57) also holds for £ = N. Therefore, we proved (33). [ |

—0-M (57)

C. Optimality of the Privacy Key Scheme

For clarity, we use Rp(M) and Rp(M) to denote the achievable load of the privacy key
schemes for SFR demands in Section [[II-Cl and LFR demands in Section respectively, i.e.,
the lower convex envelope of the points defined in Theorem [I] and 2] respectively.

The following theorem characterizes the optimality of Rp(M) and Ry (M) by leveraging the
relationship in (I0). A more refined result can be found in Appendix [Dl and in Appendix [E for
Rp(M) and Ry (M), respectively.

*Notice that, for random variables Vi, Vo, V3, the independence between the pair (V1,Vz2) and V3 implies the independence
of V1 and V3 conditioned on any realization of V5.
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Theorem 4. From the relationship in (I0), with R converse(M) obtained from Theorem [3] and
other converse bounds without the privacy constraint and with Ry, schievabie(M) from Theorem [2]
for an (N, K) DPCU system we have

RL7aChievable (M )
RF,Convcrse (M )

that is, the privacy key scheme is optimal to within a constant gap in all parameter regimes.

< 6.3707, (59)

Remark 8 (Relations to known gap results). It was showed in [28]] that the load achieved by the
virtual users scheme for SFR demands in [28]] is optimal to within a multiplicative factor of 8
if N<K,orof4if N > K and M > %, thus leaving open the regime N > K, M < % Here,
we show that the privacy key for SFR demands is order optimal in all regimes under the the
demand privacy condition (8], due to the new converse we derived in Theorem 3 It was noticed
in that the virtual users scheme [28] satisfies the privacy against user colluding for SFR
demands. In fact, it satisfies our stronger privacy definition (8). Both privacy key and virtual user
schemes achieve the load R = N at M = 0, which is an optimal point under the new privacy
definition in (8.

Under the other privacy definitions in Remark [I} the best known converse bound at M = 0 is
min{ N, K'}. Thus, the ratio between achievable and converse bounds for those privacy definitions
is unbounded at M = 0 when N > K, M < % It was showed in that the scheme described
in Example [l achieves (M, R) = (M, K(1 — 4)), which is to within a multiplicative gap of
8 for the regime N > K, M < % As observed in Example [I} the scheme does not satisfy our
stronger privacy condition in (8)).

V. PERFORMANCE COMPARISON AND NUMERICAL RESULTS

In this section, we compare the schemes in Table [ We compare the schemes in the two regimes
N < K and N > K, where we choose parameters (N, K) = (10,30) and (N, K) = (30, 10).
For both cases, we plot two figures showing:

(a) the load-memory tradeoff curves of the schemes and the lower bounds in Theorem [3]
and [10];
(b) the subpacketization /' as a function of memory size M for the corner points.

The comparisons for N < K and N > K are presented in Fig. [Il and Fig. 2] respectively. By
observing Fig. [Il and Fig. 2 we note:

1) case N < K (Fig.[I): When M is smaller than some threshold, the privacy key scheme for
LFR demands has slightly larger load than that for SFR demands, which achieves worse
load-memory tradeoff than the virtual user SFR scheme. The virtual user scheme for SFR
demands can approach almost the same performance as the non-private schemes. However,
the privacy key schemes could maintain a similar subpacketization order as the non-private
scheme, while the virtual users scheme has a significantly larger subpacketization.

2) case N > K (Fig. 2): the privacy key for LFR demands have same performances as that
for SFR scheme, which outperforms the virtual users SFR scheme in both load-memory
tradeoff and subpacketization.

We explain intuitively the results in Fig. and[2(a) as follows. Firstly, it has been observed in
Section [Tl that the privacy key only has a slightly larger load than privacy key SFR scheme when
N < K and t < K — N. This is caused by the different range of the query vectors qi,...,qx
as explained in Section Secondly, both the privacy key and virtual user schemes are based
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on the MAN uncoded placement scheme. In the privacy key schemes, in addition each user
caches some random linear combinations of uncached MAN subfiles. This negative effect on
load-memory tradeoff becomes less significant when the number of files N becomes large. In
the virtual user scheme, the server creates multicast signals to satisfy N K users, which includes
K real users and N (K — 1) virtual users, thus some multicast signals are only useful for virtual
users, which increases the load compared to the non-private SFR scheme. This negative effect
on load-memory tradeoff becomes more significant when N becomes large.

The regime where privacy key scheme outperforms the virtual user scheme for SFR demands
can be found by the following observations:

1) Both schemes achieve the point (0, V), and their slopes at M = 0 are —maX{N —

K, 2R and — X regpectively. When N = 2K +1, the two slopes are equal, so 2K +
1 is the threshold of N such that the privacy key scheme for SFR demands outperforms
the virtual user scheme when M is close to 0.
2) It was proved in [28]] that for M > N — K the virtual user scheme achieves the cut-

set bound 1 — —, while privacy key scheme for SFR demands achieves 1 — % when
M > N — =——. Thus, the virtual users scheme eventually outperforms the privacy key
scheme for SFR demands when M increases to N. The load of virtual user scheme is
given by KM+1 ) for M € {N— —:i€[0: N - 1} Therefore, if N > K + 2 and
M = N — 1 — =, the loads of the two schemes are equal. So, M = N —1 — % is
the threshold that the virtual user scheme outperforms the privacy key scheme for SFR
demands.

These observations, together with extensive numerical results, indicate that when N > 2K + 1

and 0 < M < N — 1 — —, the privacy key scheme outperforms the virtual user scheme for SFR

demands. Notice that for the reglme N—-1- i < M < N, the multiplicative gap of privacy

key scheme (i.e., Rp(M) =1 — ) compared to the cut-set bound (i.e., R > 1 — ) 18 L,

which is very close to one for large N.

It is worthy pointing out that, the privacy key scheme is to within a constant multiplicative
gap of the optimal load-memory tradeoff in all regimes, even in the regime N < K. From
Fig. and the privacy key schemes have much lower subpacketization in all parameter
regimes, since they are designed to satisfy K users, instead of the NK users as in the virtual
user schemes.

From Fig. [I(a)] and 2(a)} the bound derived in Theorem [3] outperforms the existing bound on
an interval beginning with M = 0 in the case N > K. From Theorem H] (but see also Theorems
and [6] in Appendix [D and [E)), we know that the lower bound enable us to bound the performance
of the privacy key scheme to with a constant multiplicative gap over the interval [0, 1].

VI. CONCLUSIONS

In this paper, we investigated the coded caching shared-link problem where the demands of
users must be protected against any subset of colluding users. A privacy key scheme is proposed
for Linear Function Retrieval (LFR), and a slightly tighter version for Single File Retrieval (SFR).
The privacy key scheme is order optimal in all parameter regimes and outperforms existing virtual
user schemes for SFR demands in some parameter regime and has much lower subpacketization
in general.

APPENDIX
A. Independence Between the Transmit Signal and the Demands
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Fig. 1: Performance comparison for an (N, K) = (10, 30) system.

We prove that the privacy condition (§) implies /(dx; X | Win}) = 0. The following ‘condi-
tioned’ version of Han’s inequalities will be useful.

Lemma 4 (Han’s inequalities [38]). Let X¢, X1, Xo, ..., X,, be n + 1 random variables, define

1 H(Xs|Xo)
h(”) — S 60
S 2 o (60)
k/ sC[n):|S|=k
(’f) SC[n]:|S|=k K
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Fig. 2: Performance comparison for an (N, K) = (30, 10) system.

For any k € [K — 1],

I(dreys X [ Wivy) _ H(Dixe | _ HD [ X, Wiw)
K K K
@ H(Ds | W)  H(Ds|Digps, X, Wiwy)

k

k

I(Ds; Digps, X | Wing)

k

21

(62)

(63)

(64)
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1 I(Dg: D X, Z Wi
<L (Ds; Dixps, k, ks | Wing) 65)

20, (66)

where (a) follows from Lemma [} and () follows from the privacy condition (8).

B. Proof of Lemma

We first prove that the conclusion holds for the case b = min{/, K'} by induction on ¢. For
¢ = b =1, the inequalities in (@6b)-@6€) in Example in Section [V-A] work for any B; = {n}
and A, = {k} where n € [N],k € [K]. Thus, the conclusion holds for ¢ = 1.

Now, assume that the conclusion holds for ¢ where ¢ € [N — 1]. Consider the case ¢ + 1, let
b = min{¢+ 1, K}. Let By;; and A, be any subset of [/V] and [K| with cardinalities ¢+ 1 and
b respectively. Let {d; : j € Ay} be the demands of users in Ay, which can be any distinct
demands in By, ;. We have

1) if ¢ < K,thenb =b+1=/{¢+1, pick any k € Ay,.

(R+((+1) M)B 67)
=(R+{¢-M)B+ MB (68)
(a)
> H(Ws,, \dys Xs Zapo\ vy [ {Dj = djtiea, o) + H(Z) (69)
®)

HWs, iy Xs Zay iy [{D5 = djtjea,,) + H(Ze [{Dj = d;}jea,., }) (70)

H(WBZ+1\{dk}7X Z-Ab+1 | {D d; }jEAb+1}) (71)

H(WBZ+17 X Z-Ab+1 ‘ {D - d }]GAb+1) (72)

where (a) follows from the induction assumption; (b) follows from (LI) and @), @); and
(c) follows from the correctness condition (7).

2) if (> K, thend =b=K < {+1and Ay = A, = [K]. Pickany n € By1\{d; : j € [K]}
and k € [K], let {d} : j € [K]} be another realization of the demands of users such that

;| od;, it Ak
dj_{n, it =k 73)
Then,

(R+(¢+1)-M)B (74)
— (R+(-M)B+MB (75)

(a)
> H(Wg,, \ay> Xs Zix) | Dy = djey) + H(Z) (76)
> H(Wg,, \ay» X Zipiry | D) = die) + H(Z) (77

(®)
= HWp,\fays Xs Zispnwy | Dixy = dire)) + H(Zy | Digy = dix)) (78)
> H(Ws,, \ays X Zi | Dy = i) (79)
© H(Ws,,., X, Z) | Dy = dixq), (80)
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where (a) follows from the induction assumption; (b) follows from (LI) and @), @); and
(c) follows from the correctness condition (7).
Therefore, the conclusion holds for b = min{/, K}. N
For the case b < min{/, K'}, let A C [K] be a subset of size min{/, K'} such that A, C A
and {d; : j € A\A,} be any distinct demands of users in A\A, such that {d; : j € A\ A} C
B\{d;:je€ Ay}. Then {d; : j € A} are distinct demands of users in A. Then by the conclusion
for the case b = min{/¢, K}, for sufficiently large B,

(R+(-M)B > H(Ws,, X, Zg|{D; = d;},.) 81)
> H(Wg,, X, Za, |{D; = d;};c 2) (82)
(é) H(WBzvXa Z-Ab | {DJ = dj}jE-Ab)7 (83)

where (a) follows from the privacy condition (LI)).

C. Proof of Lemma
By the definition of hy(a) in (31I), we have
hg(&) + H(Wm, X, Z[bl] | D[bd = [bg]) (84)

be—1

= > H(Wig, X, Zjy | Dy = (1)) + H(Wiaj, Zi ) + HWig, X, Zng | D = [be]) - (85)
=0

be—1

(a) .
= HW, X, Zy | Dy = [4])
§=0

+H Wiap, Zippsay | Dy = [be]) + H(Wi, X, Zip | Dpyyy = [be], D1 = a+1)

by—1

® .

> Y H(Wia, X, Zy) | Dy = [j]) + H(Wig, Zig | Dy = [be), Dyr = a+ 1)
j=0

+H(Wia), X, Zipgay | Dy = [be), Dpya = a 1)
be—1
© .
= > HWi. X, Z)| Dy = [j]) + H(Wig, Zyy | D = [0, Do = a+ 1)
=0

+H(Wias1), X, Zp1) | Dy = [be, Dop1 = a + 1) (86)
be—1
> ) H(Wiy, X, Zy) | Dy = 1)) + H(Wig, Zpg | Dy = [bel, Doy = a+ 1)
=0

+H(Wias1)s Zipgr1) | D = [be]; Dpr1 = a + 1) (87)
be—1
() .
= Z H(Wia, X, Zi | Dy = [3]) + HWey, Zipyy) + HWiasa)s Zpgr1)), (88)
j=0

where (a) follows from @), @) and (II)); (b) follows from the submodularity property @3); (c)
follows from the correction condition (7); and (d) follows from (2) and ().
Notice that, for any j € [0 : b, — 1], we have

H(Wa, X, Z1j1| Dij) = j) + HWig, Zjjz1)) (89)
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L H(Wio, X, 2| Dy = j, Dj1 = a+ 1) + H(Wig, Zjay | Dy = j, Dy =a+1)  (90)
> H(Wia), X, Zjjy | D) = J, Dja = a+ 1) + H(Wyg, Zy | Dyjy = §, D = a+ 1) O1)
9 H(Wias, X, Zyay | Dijy = j, Dy = a+ 1) + H(Wig, Z | Dy = j, Dy =a+1) (92)
> H(Wiara), X, Zy | Dy = j, Dja = a+ 1) + HWyg, Zijy | Dy = J, Djn = a+1) - (93)
D H (Wi, X, Z3 | Dy = ) + H(Wig, Zi3), ©4)

where (a) follows from @), @) and (II)); (b) follows from the submodularity property @3); (c)
follows from the correction condition (7); and (d) follows from (II) and (), ).
Thus, we can continue with (88)),

he(a) + HWig, X, Zpp,) | D,y = [be]) (95)
(a bp—2
> ZH (Wi, X, Zj1 | Dy = [7]) + H(Wgy, Zip,—1y)
7=0
+HWias1), X Zipy—11 | Dipy—1) = [be — 1)) + HWias1), Zip41)) (96)
97)
®) “
> HWy) + > HWiasr), X, Zp—y | Dppey) = [be = 1]) + HWias1), Zpp41)  (98)
=0
9D ho(a+1) + HW), (99)

where from (a) to (b), we apply ©@4) to j = b, — 2,b — 3,...,0 sequentially; and (c¢) follows
from the definition of h(a) in (3.

D. Gap Results for SFR Demands

Theorem 5. For an (N, K) DPCU system, the ratio of the achieved communication loads of
the privacy key scheme for SFR demands Rp(M) and the optimal communication load for SFR
demands Rj:(M) is upper bounded by

(2, ifO<M<1, N>2K
2, 1fO<M§;,N<2K
Rp(M) 4, ifl<M<1, N<2K
1‘?1?(]\4)S 4, 1f1<M<NN> 1§+l> (100)
4.0177, if I< M <N,K<N < K+1)
| 54606, if 1< M < N,N<K

)
1) Case 0 < M < 1: For clarity, we denote the function in the braces of (33) by f(M, /),

1.e.,

Proof: We bound RF for 0 < M <1and 1 <M < N separately.
F

min{¢{ + 1, K} - (N — )
N —{+min{¢+1,K}
We further discuss in two subcases N > 2K and N < 2K.

f(M,0) =0+ —(-M, V{e|[N],Me]0,N]. (101)
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1) If N > 2K, Rp(M) is upper bounded by the line segment connecting (0, N') and (M, Ry) =

(1, K), ie.,
Rp(M) < L(M):=N—-(N—-K)M, Me]|0,1]. (102)
We further discuss in two sub-cases, i.e., 0 < M <1 — % and 1 — % < M<1.
a) fo<M<1-—L£
Rp(M L(M) @ L(1-ZX K
) LD @ Moy _, Ko, (103)
Ry (M) = f(M,N) — f(1-£ N) N
where in (a) we utilized the fact that % increases with M over [0,1— %].

b) If 1 -& <M <1,

Rp(M) L(M) (@ L(M) B B 5 L ©
Re(M) = JOLK) = Meﬁ?’%,l}{m} = max {2 - . — %} < 2.(104)

where (a) holds because for any fixed (N, K') such that N > 2K, the linear fractional
function =20 is either increasing or decreasing in M over [1—%, 1] , and (b) follows

FOMK]
from the fact £ < 1.

2) If N < 2K, Rp(M) is upper bounded by N. We further discuss in two sub-cases, i.e.,
0<M<iandj <M<

a) fOo< M <?i,
Re (M) N N
< = < 2. 105
Re(M) = JOLN) - N—NM = (1
by If L < M <1,
M) (a) N N +1 N (b)
fe(M) _ N 24, (106)

Ry(M) = f(1,[N/2]) — [N/2]+1 N —[N/2]

where in (a) follows since f(M, |N/2]) decreases with M, and in (b), we used the

fact 5 > [N/2] > & — 1.

2) Case 1 < M < N: Denote the optimal centralized and decentralized load for an (N, K)
system with memory size M at each user under uncoded placement without privacy constraint
by ro(M) and rp (M) respectively. By the results of [3l], 7¢(M) is the lower convex envelope

of the points (M, R) in the first column of Table [l and rp (M) is given by

rp(M) = N&M (1 - (1 - %)mm{N’K}), v M € [0, N]. (107)

Denote the optimal load for an (N, K') system with memory size M at each user without privacy
constraint by r*(M). By the results in [10],

2.00884 - (M), if N < KED
2.7 (M), if N> KB

Notice that the optimal load for SFR is no less than that without privacy constraint, i.e.,

r*(M) < Rgp(M), VM e]0,N]. (109)

re(M) <rp(M) < { (108)
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We bound RF ) for the subcases N > K and N < K separately.

HIfN > K, we bound ggg% for the sub-cases (N, K) = (3,2) and (N,K) # (3,2)
separately.

a) If (N, K) = (3, 2), the lower convex envelope of the points (0, N) = (0, 3), (Mo, Ry) =

(1, 2), (Ml, Rl) = (2, %) and (MQ,RQ) = (3,0) is given by

SM, if0< M <2

3
RF(M):{ s 1y ire<a<s

(110)

By Theorem [3 and the cut set bound NR + M > N (see [1]]), we have Rj(M) >
1 — 3 M, thus
D IfF1<M<2,

Re(M) 3-2M 21
< < — < 4. 111
Re(M) S 1— 1M = 8 (1
1) For 2 < M < 3,
Re(M) _3—iM 3
R < =<4 (112)
Ry(M) — 1—3M 2
b) If (N, K) # (3,2), we prove the following inequality in Appendix [E
M
MSQ, 1<M<N. (113)
re(M)
Therefore,
Re(M) _ Be(M) rc(M) (M) _, rc(M) (114)
Ry(M) — re(M) (M) Ry(M) = (M)
u : > K(K+1)
@ [ 4, if V> =05t p a1s)
where (a) follows from (I08).
2) If N < K, we prove the following inequality in Appendix [
R (M)
<e, 1<M<N. 116
(M) = (116)
Therefore,
Re(M) _ Re(M) ro(M) r*(M) )
Ri(M) — rp(M)  r*(M)  Rp(M)
< e x 2.00884 x 1 < 5.4606. (118)
|

E. Gap Results for LFR Demands
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Theorem 6. For an (N, K) DPCU system, the ratio of the achieved communication loads of
the privacy key scheme for LFR demands Ry (M) and the optimal communication load for LFR
demands R} (M) is upper bounded by

(2, ifO<M<1, N>2K
2, 1f0<M<1 N < 2K
Ru(M) _ ) 4, if 1 <M<1N<2K o
Ri(M) ~ | 4 1f1§M§N,N2K<f;+1> (119)
40177, if 1< M < N,K < N < KExD
| 63707, if 1< M <N,N<K

Proof: We prove the theorem in three cases.

1) Case N > K: By (18) and (I9), in this case R; = R} for all ¢t € [0 : K|. Therefore,
Ry (M) = Rp(M) for M € [0, N]. On the other hand, R; (M) > Rj:(M) for M € [0, N], then
the conclusion directly follows from the conclusion in Theorem

2) Case N < K, 0 < M < 1: The proof directly follows from the same lines as in the
proof for the subcase 0 < M < 1, N < 2K in Appendix [D] except that Rp(M) and R} (M) are
replaced by Ry (M) and R; (M) respectively.

3) Case N < K, 1 < M < N: Notice that the lower convex envelope of {(M;, R;) :

€ [0 : K]} is formed by connecting (M, Ry), (M1, Ry),...,(Mg, Rk) sequentially. Thus,
Rp(M) is formed by connecting the points (0, N), (M., Ryy), (Mipi1, Rigt1), - - - (Mg, Ri)
sequentially for some tgp € [0 : K]. Similarly, Ry (M) is formed by connecting the points
(0,N), (My,, Ry.), (MtL+1aR£L+1) . (Mg, Ry) for some ¢, € [0 : K|. As a result, the

LD must be obtalned at some point in {M; : ¢ € [0 : K]}. Notice

maximum value of

(M)
that R, = R} for t > K N + 1, therefore
RL( }
X 120
Re(M [ v (120)
K N+1
[0 —Nl (t—l—l) t+1+ )

=

{ N
)
-

Iy I (K
B ("
= max 14 S )} (123)
1
<1+ (124)

Now consider two cases.
1) If N <6, Ry,(M) is upper bounded by N — M, and Rj (M) is lower bounded by 1 — &
by cut set bound [1], thus
Ry (M) N-—-M

< =N <6 <6.3707. 125
Ri(M) = 1-M/N = (129)




28

2) If N > 7,
Ry(M)  Ru(M) Rp(M) Rp(M)

F
% = ’ * ’ * (126)
Ri(M) — Re(M) Ri(M) Rp(M)
E?(1+ ! >>< % 2.00884 x 1 (127)
< ) xex2
(0)
< 6.3707, (128)
where (a) follows from (124), (I18) and (b) follows from N > 7.
|

F. Proof of the Two Inequalities in (I13) and (116))

For notational clarity, in this subsection, we will use r¢(M, N, K) and rp(M, N, K) to denote
the function r«(M) and rp (M) in (I13) and (I16) respectively, which are defined for an (N, K)
system. We aim to prove the inequalities (I13]) and (IL6), i.e.,

Lemma 5. For an (N, K) system,
) If N > K and (N, K) # (2,3),

Rp (M)

<2 1<M<N. 129
re(M,N,K) =7 ~ =7 = (129)
2) If N <K,
Rp(M)
) <. 1<M<N. 130
M, N, K) =0 == (130)

Proof: By Theorem[I for M > 1, Rp(M) is uppper bounded by the lower convex envelope
of the points {(M;, R;) : t € [0: K]} in (18), which is exactly r¢(M — 1, N — 1, K') by Table[ll
Thus, by (108)), for 1 < M < N,

Rp(M) < re(M —1,N—1,K) < rp(M —1,N — 1,K). (131)

Therefore,
1) f N > K and (N,K) # (3,2), since Rp(M) is convex in M, and rc(M, N, K) is
piecewise linear in M with corner points such that M € {1} U{.¥ : ¢ € [K]} over [1, N],
it suffices to prove (I29) for the cases M € {1} U{& :t=1,... K}.
a) fM=11letd=1—% then M =1=0-0+(1—0)%, thus

muJWK):emdQNﬂﬁ%%1—®~m<%JmK> (132)
K+1

K-

> (134)

where we used the fact N > K + 1. Thus,
Re(1) @ rc(0,N —1,K)
Tc(l,N,K) - Tc(l,N,K) -7

(135)



b)

c)
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where (a) follows from (I31)), and (b) follows from r¢(0, N — 1, K) = K and (I34).
It M= % and N = K+1, Rp(M) is upper bounded by the line segment connecting
(Oa N) and (MlaRl) = (wa M)’ i-e',

K P
K@2N +1-K) K+N-1
M)< N — M, VM [ 7] 1
k(M) < 2K+ N —1) VMeE 0% (136)
Thus,
K@N+1-K) N
Re() N SGeNn kK1) 137
N = K1 = =4
TC(E,N, K) T 2K
where we used the fact K > 3 since (N, K) # (3,2).
If M =4, where ¢t > 2 or N > K + 2 hold, we have
(t—1)(N—-1) t(N —1)
(IO ()
9 - +(1-0) (= (138)
where § = £=L < 1. Thus,
R (M)
—_— 139
TC(Mu N7 K) ( )
@ ro(M —1,N — 1, K)
< 140
- TC(Ma N7 K) ( )
o 8 re("HE N — LK) + (1 -6) -re(Tg2 N — 1L K) 141
TC(M7 N7 K)
K-t  K—t+l | N-l-K+t K-t
N=1 & N-1 +1
= = (142)
t+1
K+1
1 143
TN (143)
(c)
< 2, (144)

where (a) follows from (I31)); (b) follows from (I38); and in (c¢), we used the fact
t>2or N> K+ 2.

2) IngK,letqzzl—%E [O,l—%],then1—lezﬁq.Hence,

N-1

Rp(M) @ rp(M —1,N—1,K)

145
TD(MaNaK) N TD(MaNaK) ( )
M—1\N-1
_ N % _1_(1_1\7—1) (146)
M—1 N
N-b 5= 1-(0-%
N 1—¢ 1_(%)N—1qN—l 7
e e e o (147)
N-14 q
N-2 n_
_ N At ghat 4 (F) (148)
N-1 l+qg+...+¢VN !
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N \N-1 1 o N=2
< (—) S (149)

N -1 1+qg+...+¢¥1
T R 150

<(t+y—)
< (1+ 57— (150)
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where in (a), we used (I31).
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