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It has previously been shown that quantum state tomography can be used to increase the key rate
of quantum key distribution (QKD) for the special case of qubits (i.e., d = 2). Here, we consider
the case of higher dimensions, i.e., qudits, and show that, for a prime number d > 2, quantum state
tomography can also improve the key rate of d-dimensional qudit-based QKD schemes, compared
to the standard (d + 1)-basis protocol. We apply our results to previous QKD experiment based
on OAM (orbital angular momentum) encoding and demonstrate the advantage of tomography-
based QKD protocols. Moreover, we compare the key rate of tomography-based QKD protocol with
reference-frame-independent QKD protocol. We show that, for a rotation channel, the two protocols
give the same key rate. However, for any other channels, tomography-based QKD protocol always
gives a higher key rate than reference-frame-independent QKD protocol.

I. INTRODUCTION

Quantum key distribution(QKD) offers a scheme
for unconditionally secure communication. The most
renown QKD protocols are BB84 protocol[1] and six-
state protocol[2]. In these protocols, Alice prepare pho-
ton in conjugate basis and send it to Bob. Bob randomly
select one of the conjugate basis to measure the received
state. After that, they pick up the measurement results
that they use the same basis, producing a shared random
key. Although these protocols are secure theoretically,
the gap between theory and experiment remains big. For
example, quantum channel in real-life applications, usu-
ally is the optical fibre or free space, changes the quantum
state of the photon during transmission. Many works has
been done to improve the key generation rate of QKD in
real-life channels. The tomography-based QKD protocol
was proposed in Ref.[3] to improve the key rate of QKD
with accurate channel estimation. In BB84 and the six-
state QKD protocols, data that are transmitted and re-
ceived with mismatched bases are simply thrown away.
For this reason, BB84 and the six-state QKD protocols
only make use of the matched measurements {σiσi} and
consider diagonal matrix elements in the Bell-basis(σis
are the Pauli matrices). In contrast, a tomography-based
QKD protocol keeps all the measurements {σiσj}, thus
allows Alice and Bob to work out of the off-diagonal el-
ements too. With the full matrix elements, one can get
a higher key rate with a tomography-based QKD pro-
tocol (when compared to BB84 and the six-state pro-
tocol). Here in this paper, we extend the tomography-
based QKD protocol to higher dimensions. We show how
to perform quantum process tomography of the channel
using the method introduced in Ref.[4]. The tomography-
based protocol also gives a higher key rate in high dimen-
sional QKD compared to previous ones. The asymptotic
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key rate bound of the conventional (d + 1)-basis proto-
col is given in Ref.[5], while we show tomography-based
protocol can achieve an improvement over their result.
By numerical simulating the two protocols in amplitude
damping channel, we find the tomography-based proto-
col can tolerate higher noise. We apply our results to
previous QKD experimental data and demonstrate the
advantage of tomography-based QKD protocols. Hence
tomography-based protocol can be utilized to improve
the key rate in future real-life QKD applications.

In Ref.[6], Anthony et. al. proposed the so-called
reference-frame-independent(RFI) QKD protocol. Their
paper aims to address the problem that the reference
frame of Alice(the sender) and Bob(the receiver) may not
be well aligned, e.g. the polarization state may change
in satellite-to-ground quantum communication due to
the rotation of satellite. They showed how to bound
the eavesdropper’s information using Alice and Bob’s
measurement results. In this paper, we briefly summa-
rize the two types of QKD protocols and compare them
in different quantum channels. We show that the key
rate of tomography-based QKD protocol is the same as
RFI-QKD protocol in rotation channel. However, for
any other channels including realistic optical fibre, the
tomography-based QKD protocol gives a higher key rate.
We come to the conclusion that the tomography-based
protocol is a better choice than RFI-QKD in real-life
QKD applications.

This paper is organized as follows. In Section.II, we
will introduce the tomography-based QKD protocol and
present a key rate formula for tomography-based QKD in
the qubit case. In Section.III, we extend the tomography-
based QKD to high-dimensional case, i.e. qudits, and
show its advantage compared to the traditional (d + 1)-
basis protocol. Then we apply the high-dimensional
tomography-based QKD to experiment using previous
experimental data in Section.IV. The reference-frame-
independent QKD protocol and high-dimensional RFI-
QKD are introduced in Section.V and Section.VI. Finally
we compare the RFI-QKD and tomography-based QKD
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in Section.VII.

II. KEY RATE IN TOMOGRAPHY-BASED
QKD PROTOCOL

Tomography-based Quantum Key Distribution[6] can
increase key rate with accurate channel estimation.
In this section, we briefly review the protocol of
tomography-based QKD and calculate the key rate of the
tomography-based six-state protocol. In six-state pro-
tocol, Alice randomly sends the bit 0 or 1 to Bob by
modulating it into a transmission basis that is randomly
chosen from the z basis(|0z〉, |1z〉), the x basis(|0x〉, |1x〉),
or the y basis(|0y〉, |1y〉). In the entanglement-based ver-
sion, Alice prepares a maximally entangled state |φ+〉 =
1√
2
(|0〉|0〉 + |1〉|1〉) and sends the second qubit to Bob.

The qubit channel EB between Alice and Bob can be de-

scribed by the affine map as follows [6–8] θzθx
θy

 7→
 Rzz Rzx Rzy

Rxz Rxx Rxy

Ryz Ryx Ryy


 θzθx
θy

+

 tztx
ty

 (1)

where (θz, θx, θy) describes a vector in the Bloch sphere.
This vector represents the state of a single qubit ρ =
1
2 (I + θxσx + θyσy + θzσz) .

For the channel EB and each pair of bases (a,b) ∈
{z, x, y}2, define the biases of the outputs as

Qab0 = 〈0b |EB (|0a〉 〈0a|)| 0b〉 − 〈1b |EB (|0a〉 〈0a|)| 1b〉
Qab1 = 〈1b |EB (|1a〉 〈1a|)| 1b〉 − 〈0b |EB (|1a〉 〈1a|)| 0b〉

(2)

then the parameters of the channel in Eq.(1) can be writ-
ten as

Rba =
1

2
(Qab0 +Qab1), tb =

1

2
(Qab0 −Qab1) (3)

After Alice send the qubit to Bob, their joint state ρAB
can be written as:
ρAB = (id⊗ EB)|φ+〉〈φ+|(id⊗ E†B) =

1

4


1 +Rzz + tz Rxz + tx + iRyz + ity Rzx − iRzy Rxx +Ryy + iRyx − iRxy

Rxz + tx − iRyz − ity 1−Rzz − tz Rxx −Ryy − iRyx − iRxy −Rzx + iRzy

Rzx + iRzy Rxx −Ryy + iRyx + iRxz 1−Rzz + tz −Rxy + tx − iRyz + ity

Rxx +Ryy − iRyx + iRxy −Rzx − iRzy −Rxz + tx + iRyz − ity 1 +Rzz − tz


(4)

That means, by analyzing the full probability distribu-
tion of their measurement results, Alice and Bob can have
the full information of the channel. We treat only Alice’s
bit transmitted in z basis and corresponding Bob’s bit se-
quence received in σz measurement. In this tomography-
based QKD protocol, the key rate of direct reconciliation
is [9]

rQST = Iρ(X|Y )− χρ(X : E) (5)

where Iρ(X|Y ) is the mutual information between Alice
and Bob, and χρ(X : E) denotes the Holevo quantity
between Alice and Eve. Here we give an explicit form of
the Devetak-Winter rate in Eq.(5) as an function of ρAB :

IρAB (X|Y ) = 1 +

4∑
i=1

δilog2δi + h(δ1 + δ3) (6)

χρAB (X : E) = S(ρAB)−1

2
S(A〈0|ρAB |0〉A)−1

2
S(A〈1|ρAB |1〉A)

(7)

rQST =IρAB (X|Y )− χρAB (X : E)

=1 +

4∑
i=1

δilog2δi + h(δ1 + δ3)

− S(ρAB) +
1

2
S(A〈0|ρAB |0〉A) +

1

2
S(A〈1|ρAB |1〉A)

(8)

where δis are the diagonal elements of the density ma-
trix in the computational basis.

δ1 = 〈00|ρAB |00〉, δ2 = 〈01|ρAB |01〉,
δ3 = 〈10|ρAB |10〉, δ4 = 〈11|ρAB |11〉

(9)

We plug the density matrix in Eq.(4) into Eq.(8) and
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get the key rate in tomography-based QKD:

rQST =1− S(ρAB) +

4∑
i=1

δilog2δi + h(
1 + tz

2
)

+
1

2
h((1 +

√
(Rzz + tz)2 + (Rxz + tx)2 + (Ryz + ty)2)/2)

+
1

2
h((1 +

√
(Rzz − tz)2 + (Rxz − tx)2 + (Ryz − ty)2)/2)

(10)

III. EXTENDING TOMOGRAPHY-BASED QKD
PROTOCOL TO HIGH DIMENSIONS

A. Security of high dimensional QKD

Traditional QKD protocols are based on two level sys-
tems, or qubits. Some QKD protocols using higher-
dimensional quantum systems(or qudits) have been pro-
posed. These qudit-based protocols can achieve higher
key rates and security tolerance to noise[10].

There are two main families of high dimensional QKD
protocols. The first protocol is (d + 1)-basis protocol,
which is the generalization of six-state protocol. In this
protocol, Alice and Bob choose one of (d + 1) mutually
unbiased basis(MUB) in d-dimensional Hilbert space to
send and measure the state independently. Then they
compare the basis they use and keep the measurement
results that they use the same basis. The second is two-
basis protocol, which is the generalization of BB84 pro-
tocol. It is similar to the (d + 1)-basis protocol except
for Alice and Bob using two MUBs to encode the infor-
mation instead of (d+ 1) MUBs. For simplicity we only
focus on the (d+ 1)-basis protocol here.

Here we briefly introduce the concept of MUB. Two or-
thonormal basis M1 =

{∣∣φ(1,i)

〉
, i = 0, 1, . . . , d− 1

}
and

M2 =
{∣∣φ(2,j)

〉
, j = 0, 1, . . . , d− 1

}
of a d-dimensional

Hilbert space Hd are said to be mutually unbiased if and
only if all pairs of basis vector satisfy∣∣〈φ(1,i)|φ(2,j)

〉∣∣2 =
1

d
(11)

Physically, this means if a state in M1 is measured
with respect to M2, all outcomes are equal probable.
This property makes them important for QKD protocols.
Wootters and Fields[11] proved that the number of MUBs
one may find for any dimension d is at most (d+ 1) and
the (d + 1) MUBs do exist whenever d is a power of a
prime. So our discussion is restricted to the cases that
the dimension d is a prime power.

The security of high dimensional QKD based on MUBs
is analyzed in Ref.[5]. Here we briefly summarize their
results. The MUBs in their QKD protocol are chosen to
be eigenbasis of Weyl operators Ujk. The Weyl operators
are generalization of Pauli operators and are defined by

Ujk =
∑d−1
s=0 ω

sk|s+ j〉〈s| for j, k ∈ {0, 1, 2, ..., d− 1} and

ω is the d-th root of unity. The choice of (d + 1) MUBs
are the eigenbasis of {U01, U1k : k ∈ [0, d − 1]}. In the
(d + 1)-basis protocol, Alice and Bob choose one of the
(d+ 1) MUBs to send and measure the state. After they
get their raw keys, they can estimate the error vectors

qjk =
{
q

(0)
jk , q

(1)
jk , . . . , q

(d−1)
jk

}
(12)

where q
(t)
jk = Prob(a−b = t mod d|j, k) is the probability

that Alice’s outcome a and Bob’s outcome b differed by
t, modulo by d, when the basis of Ujk is chosen by both.

We note that q
(0)
jk is the probability that Alice and Bob’s

measurement result matches.
They construct the density matrix of Alice and Bob’s

joint state with the estimated error vectors. The density
matrix is diagonal in the generalized Bell basis[5].

ρ′ =

d−1∑
j,k=0

λjk|Φjk〉〈Φjk| (13)

The generalized Bell basis are given by |Φjk〉 =∑d−1
s=0 ω

sk|s s + j〉 = I ⊗ Ujk|Φ00〉. The eigenvalues λjk
are given in Eq.(4) in Ref.[5], expressed by the estimated
error vectors

λjk =
1

d

(∑
s

q
(sj−k mod d)
1s + q

(j)
01 − 1

)
(14)

Although the Bell diagonal mixture may not be the
real joint state, it produces the same statistics for Alice’s
and Bob’s measurements. We can suppose without loss
of generality that Alice and Bob rather receive the state
described in Eq.(13).

The asymptotic key rate of (d+1)-basis QKD protocol
is also given in Ref.[5]. For asymptotic bounds, We can
assume that only one basis is used for generate keys and
is chosen almost always, while the other basis are chosen
with negligible probability and used to bound the eaves-
dropper’s information. In Ref.[5], They choose the key
basis to be the one of U01. The Devetak-Winter rate is

r∞ = I(A : B)− χ(A : E) (15)

We can easily get the mutual information is I(A : B) =
log2d−H(q01). In Ref.[5] they get Eve’s information

χ(A : E) = H(λ)−H(q01) (16)

where λ = {λjk} for j, k ∈ [0, d − 1] are the eigenvalues
of the density matrix ρAB .

B. High Dimensional Tomography-based QKD

In entanglement-based high dimensional QKD pro-
tocol, Alice prepare a d-dimensional entangled state
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|Φ00〉 = 1√
d

∑d−1
i=0 |i〉A|i〉B and send one of the qudit

to Bob. After Bob receive the qudit, they randomly
choose one of (d+ 1) mutual unbiased projectors(MUB-
projectors) to measure the state. The set of MUB-
projectors is given by

P(γ)
m =

∣∣∣ψ(γ)
m

〉〈
ψ(γ)
m

∣∣∣ ,m = 1, . . . , d, γ = 0, . . . , d (17)

where γ labels one of the (d+1) families of MUBs and m
denotes one of the orthogonal state in this family. Instead
of only keeping the measurement results that they use the
same basis, they use all the results to perform quantum
channel tomography.

Here we use the method introduced in Ref.[4] to per-
form quantum process reconstruction. We consider the
quantum channel as a general evolution of the qudit de-
scribed by a completely positive linear map:

E(ρ) =
∑
i

AiρA
†
i (18)

Here ρ is the state that Alice sends to Bob and Ais are
the Kraus operators. We use the overcomplete basis of
(d2 +d) MUB-projectors to expand the Kraus operators:

Ai =

d∑
α=0

d∑
m=1

a
(α)
imP

(α)
m (19)

Then the complete linear map E(ρ) of the quantum chan-
nel can be expressed in the following manner:

E(ρ) =

d∑
α,β=0

d∑
m,n=1

χ(α,β)
mn P(α)

m ρP(β)
n (20)

where χ
(α,β)
mn ≡

∑
i a

(α)
im a

(β)∗
in is the process matrix. This

equation is Eq.(6) in Ref.[4]. We can do full tomography
of the quantum channel by determining all elements of
the process matrix. Next we show how Alice and Bob
perform quantum channel tomography with their mea-
surement results.

We consider the full probability distribution of Alice’s
and Bob’s data. The probability of Alice and Bob choos-
ing each family of MUBs is 1/(d+ 1). If Alice choose the
l-th family and Bob choose the s-th family, the probabil-

ity of Alice getting
∣∣∣ψ(γ)
l

〉
and Bob getting

∣∣∣ψ(η)
s

〉
is

p(γ,l)
ηs = Tr(E(ρ)P(η)

s )

=

d∑
α,β=0

d∑
m,n=1

χ(α,β)
mn Tr

(
P(α)
m P

(γ)
l P

(β)
n P(η)

s

) (21)

This equation is Eq.(11) in Ref.[4]. Alice and Bob can

provide a good estimation of p
(γ,l)
ηs using their measure-

ment results. There are d2(d + 1)2 unknown elements

χ
(α,β)
mn and d2(d+1)2 linear equations in total. By solving

these linear equations, they can reconstruct the quantum
channel.

After Alice and Bob reconstruct the quantum channel,
they can find all the elements of the density matrix of
their joint state ρAB .

ρ =

d−1∑
j,k,m,n=0

ρmnjk |Φjk〉〈Φmn| (22)

The matrix elements ρmnjk are given by ρmnjk =∑
i〈Φjk|(I ⊗ Ai)|Φ00〉〈Φ00|(I ⊗ A†i )|Φmn〉. They can es-

timate Eve’s information and perform postprocessing of
their raw key in a similar way as the original tomography-
based protocol[3].

C. Asymptotic key rate of High Dimensional
Tomography-based QKD

Alice and Bob can reconstruct the quantum state ρ
they share through quantum channel tomography. Sim-
ilar to the two dimensional case in Section.II, we can
calculate the asymptotic key rate of high dimensional
tomography-based QKD. The classical mutual informa-
tion and the Holevo quantity are

Iρ = log2d+

d−1∑
i,j=0

δij log2δij +H(δ) (23)

χρ = S(ρ)− 1

d

d−1∑
i=0

S(A〈i|ρ|i〉A) (24)

where δij are the diagonal elements of ρ in the computa-
tional basis

δij = 〈ij|ρ|ij〉 (25)

and δ = {
∑d
j=1 δij} for i ∈ [0, d − 1]. Once we get the

mutual information and the Holevo quantity, we can cal-
culate the key rate using the Devetak-Winter rate for-
mula.

D. Comparison of tomography-based protocol and
(d+ 1)-basis protocol

In conventional (d + 1)-basis protocol, Alice and Bob
can find out the diagonal elements of the density matrix
in generalized Bell basis. However, in tomography-based
protocol, they can perform quantum channel tomogra-
phy and find out all the elements of the density matrix.
With the full information of their quantum state, they
can make a better estimation of Eve’s information com-
pared to conventional (d+1)-basis protocol, thus improv-
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ing the key rate.
In tomography-based QKD protocol, Eve’s informa-

tion is quantified by the Holevo quantity χρ, which is
given in Eq.(24) in previous section. In (d+1)-basis pro-
tocol, Eve’s information is

χρ′ = S(ρ′)− 1

d

d−1∑
i=0

S(A〈i|ρ′|i〉A) (26)

We can prove that

χρ ≤ χρ′ (27)

The classical mutual information I(A : B) are the same
for both protocols. So we come to the conclusion that the
tomography-based protocol gives a higher key rate than
the (d+ 1)-basis protocol.

Here we compare the tomography-based protocol and
conventional (d + 1)-basis protocol in three dimensional
amplitude damping channel as an example. The ampli-
tude damping channel is a model describing the decay
process of multi-level atoms[12]. It can be described by
a completely positive linear map in Eq.(18). The super-
operators are[12]

A0 = |0〉〈0|+
√

1− α|1〉〈1|+ (1− α)|2〉〈2|
A1 =

√
α|0〉〈1|+

√
2α(1− α)|1〉〈2|

A2 = α|0〉〈2|
(28)

parametrized by a real parameter 0 ≤ α ≤ 1.
We calculate the asymptotic key rates for tomography-

based protocol and conventional (d + 1)-basis protocol
using the schemes described in Section.III.A and Sec-
tion.III.C. The explicit formulas are very complicate so
I don’t present them here. The key rates of both pro-
tocols are plotted in Figure.1. We find the key rate
of tomography-based protocol is always higher than the
conventional (d+ 1)-basis protocol.

IV. HIGH DIMENSIONAL
TOMOGRAPHY-BASED QKD IN EXPERIMENT

There are multiple experimental implementation of
RFI-QKD[13–16]. However, to our knowledge, the
tomography-based QKD protocol hasn’t been imple-
mented yet. Here we try to demonstrate the high di-
mensional tomography-based QKD in experiment.

In Ref.[17] the authors present an experimental study
of higher-dimensional quantum key distribution proto-
cols based on mutually unbiased bases. The qudits are re-
alized by the orbital angular momentum state of photons.
They perform (d + 1) mutually unbiased measurements
on a pair of entangled photons for dimensions ranging
from d =2 to 5. For simplicity we only focus on d = 3
case in this paper. In the high dimensional QKD pro-

FIG. 1. The key rate of high dimensional tomography-based
protocol and traditional (d + 1)-basis protocol as a function
of α in qutrit amplitude damping channel. The horizontal
coordinate is α and the vertical coordinate is the key rate.
We find the key rate of tomography-based protocol reach zero
when α ≈ 0.5. For traditional (d+1)-basis protocol, the value
is about 0.4. The tomography-based protocol gives a higher
key rate and is more robust to noise.

tocol, the probability of Alice and Bob choosing each
family of MUBs is 1/(d + 1). If Alice choose the l-th
family and Bob choose the s-th family, the probability of

Alice getting
∣∣∣ψ(γ)
l

〉
and Bob getting

∣∣∣ψ(η)
s

〉
is p

(γ,l)
ηs in

Eq.(21). In d = 3 case, the full probability distribution

of Alice’s and Bob’s data p
(γ,l)
ηs is a 12×12 matrix. They

measured the matrix in experiment and their result is de-
picted in Figure.2. We note that the diagonal elements
are approximately equal to 1/3 and the elements corre-
sponding to different bases are found to be approximately
1/9. That corresponds to the property of MUBs which
we mentioned in Section.III.A .Figure.3 contains their
measured secret key rate in the experiment. Then they
made a comparison between their experimental data and
theoretical key rate in the qudit depolarizing channel.
We note that it is only a coincidence that the measured
results seems fit precisely the theory curve in d = 3 case.
They did the QKD experiment in d = 2, 3, 4, 5 cases and
the measured results fit not very well with the theory
curve when d = 2, 4, 5.

In fact, we can apply the tomography-based proto-
col with the full probability distribution of Alice’s and
Bob’s data. Using the schemes described in Section.III.A,
we can perform quantum channel tomography based on
MUBs. Based on the equations in Section.III.C, we
then calculate the key rate of tomography-based pro-
tocol, which was contained in Figure.3. We find the
tomography-based protocol yields a higher key rate than
conventional (d+ 1)-basis protocol.

V. KEY RATE IN RFI-QKD PROTOCOL[3]

In this section, we briefly review the RFI-QKD pro-
tocol which was introduced in Ref.[6]. In the RFI-QKD
protocol, we assume one of the three directions is well
aligned and the other two directions are rotating depen-
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FIG. 2. The normalized joint probabilities of Alice and Bob’s
data. The numbers on the horizontal/vertical axis labels
the MUB that Alice/Bob choose. In the entanglement-based
scheme, Alice and Bob’s measurement results are one of the
three states in one of the four basis.

FIG. 3. The secret key rate as a function of the average er-
ror rate in the qutrit depolarizing channel. The horizontal
coordinate is the average error rate and the vertical coordi-
nate is the key rate. The solid black data points denote the
measured values in Ref.[17] and the dashed curves the theo-
retical values. The solid red data points is the key rate of the
tomography-based protocol.

dent of time. Take satellite-to-ground QKD as an exam-
ple. Vertical and horizontal polarization state may vary
in time because of the rotation of the satellite but the
circular state is stable. For the well-aligned direction we
set ZA = ZB . The other two directions are related by
XB = cosβXA + sinβYA and YB = cosβYA − sinβXA

and β may change in time. We assume that the frames
are varying very slowly that Alice and Bob can collect
enough signals to create a key above the finite-size effect
in a time interval that β does not vary too much. In this
protocol we consider the worst-case scenario that the two
directions are fixed and known to Eve. In each run, Alice
prepares a maximally entangled state |φ+〉 and sends the

second qubit to Bob. We assume that Alice and Bob only
use the Z basis to generate the key. So the quantum bit
error rate(QBER) is given by

Q =
1− 〈ZAZB〉

2
(29)

Alice and Bob use another quantity to bound Eve’s
knowledge, which reads

C = 〈XAXB〉2 + 〈XAYB〉2 + 〈YAXB〉2 + 〈YAYB〉2 (30)

We note that C is invariant under the transformation
XA → −XA, YA → −YA, XB → −XB and YB → −YB .
In the presence of such a symmetry, we can replace ρAB
by ρ̃AB = 1

2 (ρAB + ZAZBρABZAZB), so we have

ρ̃AB =µ1PΦ+ + µ2PΦ− +
(a

2

∣∣Φ−〉 〈Φ+
∣∣+ H.c.

)
+ µ3PΨ+ + µ4PΨ− +

(
b

2

∣∣Ψ−〉 〈Ψ+
∣∣+ H.c.

)
(31)

where Pψ = |ψ〉〈ψ| and the four states represent the
Bell basis. For convenience of notation, let us call this
state ρ(a, b), we find C and Q are the same for state
ρ(−a∗,−b∗). So by the same argument, we can study
the mixture ρ′AB = 1

2 (ρ(a, b) + ρ(−a∗,−b∗)). This state
is:

ρ′AB =µ1PΦ+ + µ2PΦ− +

(
Im(a)

2

∣∣Φ−〉 〈Φ+
∣∣+ H.c.

)
+ µ3PΨ+ + µ4PΨ− +

(
Im(b)

2

∣∣Ψ−〉 〈Ψ+
∣∣+ H.c.

)
(32)

This state can be written as Bell diagonal:

ρ′AB =

4∑
i=1

λ′i|Φi〉〈Φi| (33)

Since we only consider collective attacks, the key rate of
RFI-QKD protocol can also be calculated using Eq.(5),
while the density matrix we are studying is ρ′AB :

rRFI = Iρ′AB (X|Y )− χρ′AB (X : E)

= 1− S(ρ′AB) +

4∑
i=1

δ′ilog2δ
′
i + h(δ′1 + δ′3)

+
1

2
S(A〈0|ρ′AB |0〉A) +

1

2
S(A〈1|ρ′AB |1〉A)

(34)

where δis are the diagonal elements of ρ′AB in the com-
putational basis. We find the latter four terms in Eq.(34)
cancel out, so we have

rRFI = 1− S(ρ′AB) (35)

The two protocols have the same formula of key rate but
for different density matrix. In the RFI-QKD protocol,
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Alice and Bob have less information about their joint
state, so intuitively we have

rQST ≥ rRFI (36)

We will give a rigorous proof of this in the appendix.

VI. EXTENDING RFI-QKD PROTOCOL TO
HIGHER DIMENSIONS

The original RFI-QKD paper[6] also discussed high di-
mensional RFI-QKD protocols. I didn’t make any mean-
ingful progress in this topic, so I just write a brief sum-
mary of their results here.

In qubit case, we use the constant C in Eq.(30) to
quantify the entanglement and bound Eve’s knowledge.
Similarly, we can calculate a phase-invariant constant Cd
using our measurement result in high dimensional case.

For example, in three-dimensional case, they find

C3 =

4∑
i=2

4∑
j=2

eije
∗
ij +

4∑
i=2

−4∑
j=−2

eije
∗
ij 6 3 (37)

where eij is defined by

eij = Tr (τi ⊗ τjρAB) (38)

and τi is the i-th so-called Weyl operators. The maxi-
mum value of C3 is 3, achievable only by two qutrit max-
imally entangled states. In order to calculate the lower
bound of the key rate, we have to consider the worst case
and do the optimization. However, there is no analytical
optimization for high dimensional RFI-QKD protocols.

In practical cases, we recommend the tomography-
based protocol rather than the RFI-QKD protocol be-
cause we still don’t know how to measure the phase in-
variant Cd in Eq.(37) in experiment because it contains
expectation value of non-Hermitian operators and eij
may not be real, which makes the high dimensional RFI-
QKD protocol difficult to implement. The tomography-
based protocol not only gives a higher key rate but
also has an analytical key rate formula. However, the
tomography-based protocol has defect when compared
to the conventional (d + 1)-basis protocol. Although it
gives a higher key rate, it requires more measurements
to perform precise channel tomography. It is better to
choose the (d + 1)-basis protocol when we do not have
enough measurement results. For future high-rate QKD
applications, we should use the tomography-based pro-
tocol instead.

FIG. 4. The key rate of Tomography-based QKD and RFI-
QKD in amplitude damping channel. The horizontal coordi-
nate is p and the vertical coordinate is key rate.

VII. COMPARISON OF KEY RATES IN
DIFFERENT CHANNELS

A. Amplitude damping channel

The key rates of the above two protocols are multi-
variable functions which makes it difficult to make a di-
rect comparison. We consider applying the two proto-
cols in amplitude damping channel. This channel Ep is
given by the affine map parametrized by a real parameter
0 ≤ p ≤ 1. θzθx

θy

 7→
 1− p 0 0

0
√

1− p 0

0 0
√

1− p


 θzθx
θy

+

 p0
0


(39)

The key rate of tomography-based QKD protocol is
given by Ref.[3]:

rQST = 1 +
1

2
h(p)− h

(p
2

)
− 1 + p

2
h

(
1

1 + p

)
(40)

We derive the key rate of RFI-QKD protocol, which is:

rRFI =1 +
p

2
log2

p

4
+

2− p− 2
√

1− p
4

log2
2− p− 2

√
1− p

4

+
2− p+ 2

√
1− p

4
log2

2− p+ 2
√

1− p
4

(41)
which we plotted in Figure.4. Clearly we can see the key
rate of tomography-based QKD is higher than RFI-QKD.
Next we calculated the mutual information between Alice
and Bob I(X|Y ) and the Holevo quantity between Alice
and Eve χ(X : E) in the above two protocols.

For tomography-based QKD:

IρAB (X|Y ) =
1

2
+ h(

1 + p

2
) +

p

2
log2

p

2
+

1− p
2

log2
1− p

2

χρAB (X : E) =h(
p

2
)− 1

2
h(p)
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FIG. 5. The upper panel is the mutual information between
Alice and Bob I(X|Y ) of tomography-based QKD and RFI-
QKD in amplitude damping channel. The bottom panel is
the Holevo quantity between Alice and Eve χ(X : E). The
horizontal coordinate is p and the vertical coordinate is the
amount of information in both panels. We can clearly see
IρAB (X|Y ) > Iρ′

AB
(X|Y ) and χρAB (X : E) < χρ′

AB
(X : E)

when 0 < p < 1.

For RFI-QKD:

Iρ′AB (X|Y ) =1− h(
p

2
)

χρ′AB (X : E) =− h(
p

2
)− p

2
log2

p

4

− 2− p− 2
√

1− p
4

log2
2− p− 2

√
1− p

4

− 2− p+ 2
√

1− p
4

log2
2− p+ 2

√
1− p

4

We then plot them in Figure.5 for comparison. Clearly
we can see IρAB (X|Y ) > Iρ′AB (X|Y ) and χρAB (X : E) <

χρ′AB (X : E) when 0 < p < 1, which leads to rQST >
rRFI in amplitude damping channel for the region 0 <
p < 1. In a word, the key rate for QST-based QKD is
all strictly higher than that for RFI-QKD for non-trivial
values of p (0 < p < 1).

B. Rotation channel

In this part we will show that for any unitary rotation
channel, the key rate of the two protocols are the same.
Since any rotation matrix in three dimensional space can
be decomposed as R−→n (θ) = Ry(αy)Rx(αx)Rz(αz), where
R−→n (θ) denotes a rotation by angle θ along the −→n axis,
the general rotation channel can be defined as

 θzθx
θy

 7→
 cosαy −sinαy 0

sinαy cosαy 0

0 0 1


 cosαx 0 −sinαx

0 1 0

sinαx 0 cosαx


 1 0 0

0 cosαz −sinαz
0 sinαz cosαz


 θzθx
θy

 (42)

We plug Eq.(42) into the key rate formula in Section.II
and V and get

rQST = rRFI = 1− h(
1 + cosαxcosαy

2
) (43)

The key rates of the tomography-based QKD and RFI-
QKD are the same in this situation. Next we calculate
the mutual information between Alice and Bob I(X|Y )
of the Holevo quantity between Alice and Eve χ(X : E)
of the two protocols. We find

Iρ′AB (X|Y ) = IρAB (X|Y ) = 1− h(
1 + cosαxcosαy

2
)

χρ′AB (X : E) = χρAB (X : E) = 0

The Holevo quantity χ(X : E) is zero in both proto-
cols, which means Eve can not gain any information as
the channel applies a unitary rotaion to the transmit-
ted state. This leads to rQST = rRFI in Eq.(43). Take

αz = 0, αy = 0 for an example, this rotation channel was
defined as θzθx

θy

 7→
 cosαx 0 −sinαx

0 1 0

sinαx 0 cosαx


 θzθx
θy

 (44)

which means the Bloch vector was rotated by α along the
x axis. we have

rQST = rRFI = 1− h(
1 + cosαx

2
) (45)

This key rate is plotted in Figure.6.

C. Probabilistic rotation channel

Assuming the channel between Alice and Bob rotates
the state in a probabilistic way. The probability of rotat-
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FIG. 6. The key rates of Tomography-based QKD and RFI-
QKD in rotation channel. The horizontal coordinate is the
rotation angle β and the vertical coordinate is key rate(Direct
reconciliation).

ing the Bloch vector along the x axis or y axis are both
1/2. For simplicity we assume the rotation angles are
both α. This channel can be written as θzθx

θy

 7→ 1

2

 2cosα −sinα −sinα
sinα 1 + cosα 0

sinα 0 1 + cosα


 θzθx
θy

 (46)

In this situation, the entropy of the joint state of Alice
and Bob is S(ρAB) = h((1 − cosα)/4). The key rate of
tomography-based QKD and RFI-QKD are calculated as

rQST = 1−h(
1− cosα

4
)−h(

1− cosα
2

)+h(
1 +

√
(1 + cos2α)/2

2
)

(47)
and

rRFI =
1 + cosα

2
− h(

1 + cosα

2
) (48)

which we plotted in Figure.7. Then we calculated the
mutual information I(X|Y ) and the Holevo quantity
χ(X : E) of the two protocols.

For tomography-based QKD:

IρAB (X|Y ) =1− h(
1− cosα

2
)

χρAB (X : E) =h(
1− cosα

4
)− h(

1−
√

(1 + cos2α)/2

2
)

For RFI-QKD:

Iρ′AB (X|Y ) =1− h(
1− cosα

2
)

χρ′AB (X : E) =
1− cosα

2

We then plot them in Figure.8 for comparison. We can
see that IρAB (X|Y ) = Iρ′AB (X|Y ) and χρAB (X : E) <

χρ′AB (X : E) when 0 < α < π, which lead to rQST >
rRFI in probabilistic rotation channel for 0 < α < π.

FIG. 7. The key rates of Tomography-based QKD and RFI-
QKD in probabilistic rotation channel. The horizontal coor-
dinate is the rotation angle α and the vertical coordinate is
key rate(Direct reconciliation).

FIG. 8. The upper panel is the mutual information between
Alice and Bob I(X|Y ) of Tomography-based QKD and RFI-
QKD in probabilistic rotating channel. The bottom panel is
the Holevo quantity between Alice and Eve χ(X : E). The
horizontal coordinate is α and the vertical coordinate is the
amount of information in both panels. We can clearly see
IρAB (X|Y ) = Iρ′

AB
(X|Y ) and χρAB (X : E) < χρ′

AB
(X : E)

when 0 < α < π.

VIII. COMPARISON IN EXPERIMENT

There are multiple experimental implementation of
RFI-QKD[13–16]. However, no QST-QKD experiment
has been done yet. The difference of the two protocol
is that QST-QKD includes full tomography of the quan-
tum channel while RFI-QKD does not. So if we want to
investigate the differences of the two protocols in exper-
imental implementation, we just have to find their dif-
ferences in dealing with the defects in real life quantum
channels(optical fibre).
Photon loss
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Usually the channel loss is related to the transmission
distance by a loss coefficient βc in dB/km. The trans-
mittance η is given by

η = ηB10−
βcl
10 (49)

where ηB denotes the transmittance on Bob’s side.

The QST-QKD and RFI-QKD protocols are both post-
processing protocols. So the key rate of both protocols
are not affected by photon loss. The transmittance of the
quantum channel is reduced by η.

Polarization misalignment

Many commonly used fibres are made of birefringent
crystals. It is difficult to maintain the polarization in
these fibres. As we have analyzed in Section VII.B, RFI-
QKD and QST-QKD protocols have the same key rate
if the quantum channel applies a unitary rotation to the
transmitted qubit.

Polarization stability

Randoms changes of birefringence in optical fibre due
to enviromental variations lead to slow random unitary
transformations. This random unitary transformations
can be described as: R(t) = Ry(γ + ∆γ(t))Rx(β +
∆β(t))Rz(α+ ∆α(t)), where

Ry(γ+∆γ(t)) =

 cos(γ + ∆γ(t)) −sin(γ + ∆γ(t)) 0

sin(γ + ∆γ(t)) cos(γ + ∆γ(t)) 0

0 0 1


(50)

Rx(β+∆β(t)) =

 cos(β + ∆β(t)) 0 −sin(β + ∆β(t))

0 1 0

sin(β + ∆β(t)) 0 cos(β + ∆β(t))


(51)

Rz(α+∆α(t)) =

 1 0 0

0 cos(α+ ∆α(t)) −sin(α+ ∆α(t))

0 sin(α+ ∆α(t)) cos(α+ ∆α(t))


(52)

The average transformation is

R̄ =
1

T

∫ T

0

Ry(γ+∆γ(t))Rx(β+∆β(t))Rz(α+∆α(t))dt

(53)
This is a generalized version of probabilistic rotation
channel, which we have analyzed in part 4.3. We guess
that rQST > rRFI always holds.

We take α = β = γ = π/6,∆α ∼
N(0, (π/12)2)(∆α,∆β,∆γ, i.i.d.) for an example. In this
case, rQST = 0.412 > rRFI = 0.367.

Polarization mode dispersion(PMD)

For polarization-entangled photon pairs transmitted in
optical fibre, PMD is the chief polarization decoherence
mechanism[18]. Alice prepare the entangled photon pair
before sending one of them to Bob. The initial state of

the photon pair is:

|ψ〉 =

∫∫
dtAdtBf (tA − tB) |tA, tB〉⊗

|uAuB〉+ |u′Au′B〉√
2

(54)

where uA(uB) and u′A(u′B) denote the orthonormal ba-
sis of the polarization state of photon A(B). We then
represent the polarization dependent part in the basis of
principal states of the PMD in the two arms.

|ψp〉 =(|uAuB〉+ |u′Au′B〉)/
√

2

=η1

(
|sA, sB〉+ eiα̃1 |s′A, s′B〉

)
/
√

2

+ η2

(
|sA, s′B〉 − eiα̃2 |s′A, sB〉

)
/
√

2

(55)

where sA(sB) and s′A(s′B) denote the principle states
of polarization along the path of photon A(B). The coef-
ficients are given by

η1 = (sA · uA) (sB · uB) + (sA · u′A) (sB · u′B)

η2 = (sA · uA) (s′B · uB) + (sA · u′A) (s′B · u′B)
(56)

The phase factor α̃i is defined through ηi =
|ηi| exp(−iα̃i/2). The final state of two entangled pho-
tons after propagating through the media is

|ψout 〉 =
η1√

2

∣∣∣∣f (tA − tB − τA − τB
2

)〉
⊗ |sA, sB〉

+
η2√

2

∣∣∣∣f (tA − tB − τA + τB
2

)〉
⊗ |sA, s′B〉

− η∗2e
iα̃2

√
2

∣∣∣∣f (tA − tB +
τA + τB

2

)〉
⊗ |s′A, sB〉

+
η∗1e

iα̃1

√
2

∣∣∣∣f (tA − tB +
τA − τB

2

)〉
⊗ |s′A, s′B〉

(57)
The analysis of PMD effect above is given in Ref.[18].
Now we consider how PMD effect affects the key rate of
quantum communication.

The density matrix of the final state is

ρAB =

∫∫
dtAdtB |ψout〉〈ψout| (58)

Note that the QST-QKD and RFI-QKD protocol have
same key rate formula but for different density matrix
ρAB and ρ′AB . For the density matrix in Eq.(58), gener-
ally ρAB 6= ρ′AB , which means the key rate for the two
protocols are different. The proof of ρAB 6= ρ′AB is not
given here because the explicit form of ρAB is compli-
cated.

Take a simple case for example. We assume that uA
and uB are horizontal polarized state, denoted by |0〉,
and u′A and u′B are vertical polarized state, denoted by
|1〉. Alice holds her photon and sends another photon to
Bob, i.e. τA = 0. The principle state of polarization in
the optical fibre is slightly shifted from Alice’s basis by
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an angle β, which means:

|sA〉 = |0〉
|s′A〉 = |1〉
|sB〉 = cosβ|0〉+ sinβ|1〉
|s′B〉 = −sinβ|0〉+ cosβ|1〉

(59)

We define an autocorrelation function R(τB) as
R(τB) =

∫
dtf∗(t)f(t + τB) where τB is the time dif-

ference between signals propagating in different polar-
ization modes. We calculate and depict the key rates of
RFI-QKD and QST-QKD protocols as a function of β in
Fig.6. The explicit form of the key rates are complicated
so we didn’t present them here. The result shows that
usually rQST−QKD is higher than rRFI−QKD, especially
when R is small, i.e. the time difference is big.

Polarization dependent loss(PDL)[19, 20]
We assume the transmmittance of |0〉(|1〉) is η0(η1) in

the quantum channel with PDL effect. In the case of that
input state is Bell state, the output state is

|Ψfinal〉 = (
√
η0 |00〉+

√
η1 |11〉)/

√
η0 + η1 (60)

The key rate of QST-QKD and RFI-QKD protocols are

rQST = rRFI = h(η0/(η0 + η1)) (61)

The two protocols have the same key rate in quantum
channels with PDL effect.

IX. CONCLUSION

In this paper we extend the tomography-based QKD
to high dimensional cases. We show how to perform full
channel tomography using Alice and Bob’s measurement
results. Compared to the traditional (d + 1)-basis pro-
tocol, the high-dimensional tomography-based protocol
can achieve higher key rate. We demonstrate that by
both theoretical analysis and applying our protocol to
previous experimental data.

Then we compare the tomography-based QKD pro-
tocol to RFI-QKD protocol. By numerical calculating
the two protocols in different channels, we show that the
tomography-based QKD protocol is a better choice for
real-life QKD implementation for it can achieve higher
key rate.
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XI. APPENDIX

Here we give a rigorous proof of Eq.(36) by showing
IρAB (X|Y ) ≥ Iρ′AB (X|Y ) and χρAB (X : E) ≤ χρ′AB (X :

E).
Proof for IρAB (X|Y ) ≥ Iρ′AB (X|Y ):
We have

IρAB (X|Y ) = h(
1 + tz

2
)−1

2
h(

1−Rzz + tz
2

)−1

2
h(

1 +Rzz + tz
2

)

(62)

Iρ′AB (X|Y ) = 1− h(
1−Rzz

2
) (63)

We can rewrite Eq.(30) as

Iρ′AB (X|Y ) = h(
1

2
)− 1

2
h(

1−Rzz
2

)− 1

2
h(

1−Rzz
2

) (64)

Define a function f(x):

f(x) = h(
1 + x

2
)− 1

2
h(

1−Rzz + x

2
)− 1

2
h(

1 +Rzz + x

2
)

(65)
It is easy to prove f(x) is a decreasing function when
x < 0 and a increasing function when x > 0. x = 0 is the
minimum point of f(x), so we have f(0) ≤ f(tz), which
is IρAB (X|Y ) ≥ Iρ′AB (X|Y ).

Proof for χρAB (X : E) ≤ χρ′AB (X : E):
We have

χρAB (X : E) = S(ρAB)−1

2
S(A〈0|ρAB |0〉A)−1

2
S(A〈1|ρAB |1〉A)

(66)

χρ′AB (X : E) = S(ρ′AB)−1

2
S(A〈0|ρ′AB |0〉A)−1

2
S(A〈1|ρ′AB |1〉A)

(67)
The conditional von Neumann entropy Hρ(X|E) can be
expressed as

Hρ(X|E) =H(ρXE)−H(ρE)

=H(X) +
1

2
H(EB(|0〉〈0|)) +

1

2
H(EB(|1〉〈1|))−H(ρAB)

So we have χρAB (X : E) = HρAB (X|E) − 1, χρ′AB (X :

E) = Hρ′AB
(X|E)− 1.

We use the Lemma 2 in Appendix A in Ref.[3] and get

Hρ̃AB (X|E) ≤ Hρ′AB
(X|E) (68)

HρAB (X|E) ≤ Hρ̃AB (X|E) (69)

Hence we have HρAB (X|E) ≤ Hρ′AB
(X|E), which is

χρAB (X : E) ≤ χρ′AB (X : E).
Proof of χρ′ ≤ χρ For simplicity we only prove the

d = 2 case here. For higher dimensions, the proof is
similar.

We use the Lemma 2 in Appendix A in Ref.[3].
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FIG. 9. The key rate of Tomography-based QKD and RFI-QKD as a function of β in quantum channel with PMD effect. The
horizontal coordinate is β and the vertical coordinate is key rate. In panel.(a), R = 0.85. In panel.(b), R = 0.9. In panel.(c),
R = 0.95.

Lemma: For two channels E1
B and E2

B and a proba-
bilistically mixed channel E ′B := λE1

B + (1− λ)E2
B , Eve’s

ambiguity is convex, i.e. we have

χρ′ 6 λχρ1 + (1− λ)χρ2 (70)

Define σ1 = diag(1, 1, 1,−1), σ2 = diag(1,−1, 1, 1), we
have

ρ̃ =
1

2
(ρ+ ZAZBρZAZB) (71)

ρ′ =
1

2
(σ1ρσ1 + σ2ρσ2) (72)

where ZA and ZB are Pauli Z operators. Using the
lemma mentioned above, we get

χρ′ 6 χρ̃ (73)

χρ̃ 6 χρ (74)

So χρ′ ≤ χρ.

Amplitude Damping Channel

In previous sections we show that if Alice and Bob’s
joint state is not Bell-diagonal, the tomography-based
protocol gives a higher key rate than (d + 1)-basis pro-
tocol. Here we give an example of Alice and Bob’s joint
state in qubit amplitude damping channel. The channel
is described by Eq.(39) in Section VII.A. The joint state

of Alice and Bob in computational basis is

ρAB =
1

4


2 0 0 2

√
1− p

0 0 0 0

0 0 2p 0

2
√

1− p 0 0 2− 2p

 (75)

The density matrix in Bell basis is

FIG. 10. The key rate of tomography-based QKD protocol
and six-state protocol in amplitude damping channel. The
vertical axis is p and the horizontal axis is the secret key rate.

ρAB =
1

4


2− p+ 2

√
1− p 0 0 p

0 p −p 0

0 −p p 0

p 0 0 2− p− 2
√

1− p


(76)

We can clearly see that the density matrix is not diago-
nal in Bell basis, that’s why the tomography-based QKD
protocol gives a higher key rate than six-state protocol
in qubit amplitude damping channel, as we have shown
in Figure.10.
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