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Abstract

The problem of finding APN permutations of Fa» where n is even
and n > 6 has been called the Big APN Problem. Li, Li, Helleseth and
Qu recently characterized APN functions defined on . of the form
flx) = 237 + a12%9F! + 42972 + az23, where ¢ = 2™ and m > 4.
We will call functions of this form Kim-type functions because they
generalize the form of the Kim function that was used to construct an
APN permutation of Fys. We extend the result of Li, Li, Helleseth
and Qu by proving that if a Kim-type function f is APN and m > 4,
then f is affine equivalent to one of two Gold functions G (z) = 2°
or Ga(z) = 22" "' +1. Combined with the recent result of Géloglu and
Langevin who proved that, for even n, Gold APN functions are never
CCZ equivalent to permutations, it follows that for m > 4 Kim-type
APN functions on Fy2m are never CCZ equivalent to permutations.

1 Background

Let Fyr denote the finite field with 2¥ elements and let 5. be the set of its
nonzero elements. Let Tr; denote the absolute trace from For to Fa.
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We say that a function f : Fon — Fon is almost perfect nonlinear (APN)
if for any a € 5, and any b € Fo» the equation

flx+a)+ flz) =0

has at most two solutions x € Fon. We say that functions f : Fon — Fon
and g : Fon — Fon are extended affine (EA) equivalent if there exist affine
permutations L, Ly of Fon and an affine mapping Lg : Fan — Fon such that
g(x) = L1(f(L2(x))) + L3(x). If Ly(x) = 0 we will say that f and g are
affine equivalent; this is the kind of equivalence that we will be using in the
present paper. EA equivalence is a special case of Carlet-Charpin-Zinoviev
(CCZ) equivalence [5]. CCZ equivalence preserves the property whether the
function is APN or not.

Many infinite families of APN functions are known. A recent account of
the known families is given in [3]. In the present paper we will encounter
the Gold APN functions G(z) = 22"t where ged(k,n) = 1.

APN functions are of great interest in cryptography as components of
S-boxes in block ciphers, where they provide optimal protection against dif-
ferential cryptanalysis. They also have connections to combinatorial objects
such as finite geometries and combinatorial designs [10].

In some designs of block ciphers, such as substitution-permutation net-
works, it is desirable that the APN function is also a permutation of Fan.
While many APN permutations are known for odd n, the situation is very
different when n is even. It is known that no APN permutations of Fan
exist when n = 2,4. An APN permutation of Fos was announced at the Fq9
conference in 2009 [2]. Its construction is based on the APN function

k(z) = 25 + 210 + uz®

where u is a suitable primitive element of Fys. The function x is known
as Kim function. APN permutations of Fys are then constructed by apply-
ing a suitable CCZ equivalence transformation to the Kim function [2]; all
examples constructed in [2] are mutually CCZ equivalent.

The question of existence of APN permutations of Fon for even n > 6
was posed as the Big APN Problem in [2], and it has attracted lot of interest
since then.

By generalizing the form of the Kim function, Carlet in [4] posed the
following open problem:

Problem 1.1. [4, Section 3.7] Find more APN functions or, better, infinite
classes of APN functions of the form X3 + aX?%9 4+ bX29+! 4 cX37 where



g = 2"/? with n even, or more generally of the form X Ly x4
bX2 0+ 4 X2+ where ged(k,n) = 1.

The motivation for solving this problem is given by possibly applying a
suitable CCZ transformation to the resulting APN functions to obtain APN
permutations, in analogy to the approach of [2]. There have been several
lines of attack to approach Problem [[.T] and similar problems; we refer to
the Introduction section of [9] for a detailed account of them.

Most recently, Li, Li, Helleseth and Qu [9] solved the first part of Prob-
lem [LIby proving Theorem [[.4]stated below, in which they completely char-
acterize APN functions on Fan of the form f(z) = 237 4+ ay 229! 4 agz T2 +
azx3, where ¢ = 2™ and m = n/2, m > 4. We will call functions of this
form Kim-type functions in the present paper. We extend the result of [J]
by proving that if a Kim-type function f is APN and m > 4, then f is affine
equivalent to one of two Gold functions Gy (z) = 23 or Go(z) = 22" ' +L.
Combined with the recent result of Gologlu and Langevin [7] which states
that, for even n, Gold APN functions are never CCZ equivalent to permuta-
tions, it follows that for m > 4 Kim-type functions are never CCZ equivalent
to permutations.

1.1 Preliminaries

Throughout the paper we assume that m > 4 is an integer and ¢ = 2. For
z € F2 we denote z = 27. The set

U={z€Fp |z =1}

will play an important role. Since z9t! = 2% is the norm of z € g2 with
respect to [y, the set U is sometimes called the “unit circle” in Fp. A well
known fact is that every z € IE‘ZQ can be written uniquely as z = xy where

z € Fyand y € U. Of course, for z € U we have 29 = % This computational
rule will come handy in many proofs in this paper. Some of the calculations
in this paper, in particular factorization of polynomials and the computation
of a resultant of polynomials, were done with the support of the computer
algebra system Magma [I].

We will need a condition for solubility of certain quadratic equations by
elements of U distinct from 1.

Lemma 1.2. Assume that A, B,C € F, and the equation Az*+ Bz+C =0
has a solution z € U\ {1}. Then A= C.



Proof. Suppose A2?>+Bz+C = 0and z € U\{1}. After raising the equation
to the g-th power and simplifying we get A + Bz + Cz?> = 0. Adding the
equations yields (A+C)(22+1) = 0. Since z # 1, the conclusion follows. [

1.2 Characterizations of Kim-type APN functions

In Section .2 we summarize the most important results of the recent preprints
[9] and [6].

We start with an observation which is not stated as a numbered item in
[9] but we want to give it a label for our future reference, and we also state
it in a slightly different form.

Lemma 1.3. Any function f :Fp2 — Fpe given by f(x) = 23 + ayz®t! +
azx® where ay,a3 € F.2 is affine equivalent to a function f'(x) = 239 4
ah a1t + aba® where o) € Fy and af € Fo.

Proof. This is proved at the bottom of page 2 in [9]. The proof given there
applies to the general case when f(z) also contains the term aoz9"2. Denote
the function obtained in the proof by f/(z) = 237+ a} 227! + afx9+2 + afa3.
It follows from the proof that if ag = 0, then af, = 0. O

The following constants are introduced in [9]:

01 =1+ a? + asdz + asas

0y = ay + agag (1)
03 = as + aias

0, = CL% + agas.

The following theorem is the main result of [9].

Theorem 1.4. [0, Theorem 1.2] Let n = 2m with m > 4 and f(z) =
72+ a17%x + asZaz® + azx®, where ay € Fom, ag, a3 € Fon. Let 0;’s be defined
as in ([dl) and define

_ 0202 _ o g2 S 020 4 320 —
I'y =4 (ar,a2,a3) | 01 #0, Tr,, - )= 0, 0704 + 010202 + 0503 + 0505 = 0

1
(2)

and
92@2
01

I'y = {(al,ag,ag) ‘ 0, #0, Tr,, < ) =0, 9%93 +9193 —l—@%@g —l—é%ég = 0}.

(3)
Then f is APN over Fon if and only if



(1) m is even, (ay,a2,a3) € I'1 UTs; or
(2) m is odd, (a1,az2,a3) € I'y.

Prior to the appearance of the manuscript [9], a characterization of the
Kim-type APN functions for the special case when the coefficients a; lie in
the subfield F, was given in [§], and then the following result on equivalence
with Gold functions was proved in [6].

Theorem 1.5. [6/ Suppose that m > 4 is an integer and let ¢ = 2™. Let
[ Fp — Fp be given by f(x) = 231+ a2 4 apxdt? 4 azx® where
ai,ag,a3 € Fy. If f is APN, then f is affine equivalent to Gy(z) = 2° or
f is affine equivalent to Go(x) = 22"

In order to make the present paper self-contained, in the remainder of
Section [[L2 we include the proof of Theorem [ using Theorem [[L4 and some
ideas of [6].

Assume that ag,a2,a3 € Fy. Then 61 = (1+a1+a +a3)? and equations
@) and (@) factorize as #;.5? = 0 and 6, ST = 0 respectively, where

S =a? + ajaz + a3 + ap

and

T:a1a3+a2+a§—|—1.
If f is APN, then 0y # 0, thus we must have S = 0 for equation (2] to hold,
and we must have ST = 0 for equation (3)) to hold.

Recall that a linear map from Fg . to Fg 2 is a bijection if and only if it
has no nonzero roots in Fg 2. In the following proof of Theorem we will
often use linear maps of the form L(z) = 27 + tx which are bijections if and
only if ¢ ¢ U. For the case of t € F; we only need to check that ¢ # 1 for L
to be a bijection.

First we will show that if the function f given in Theorem is APN,
then f is affine equivalent to a function that has one of the following forms:

(i) fi(z) = 239 + 22! + cpa9t2
() fale) = 2%+ cpat*? 4 %

with ¢1,c9 € Fq.

If a3 = 0 then we are done. Assume a3z = 1. If a; = 0 then we are done.
If a; = ay then f(z) € F, for all z € Fp2, which contradicts f being APN.
If a1 ¢ {0,a2} then let r = as/ay, and let

u? +ru
r+1°

L(u) =



The function fo(z) = L(f(x)) is affine equivalent to f, and f5 is of the form
(ii) given above.
Now assume a3 ¢ {0,1}. Let

asu? +u

L(u) = .
() a§+1

The function fi(x) = L(f(x)) is affine equivalent to f, and f; is of the form
(i) given above. Therefore, if f is APN, it must be affine equivalent to a
function of the form (i) or (ii).

Now we will show that APN functions of the form f; or fy are affine
equivalent to G1 or . First consider fi. Suppose

S:C%+C%+C2:0.

If cg = 0 then ¢; = 0 and f1(x)? = G1(x). If cg = 1 then S = ¢} = 0, but
by Theorem [[4], we require that §; = ¢? # 0. So assume cz ¢ {0,1}. Let
b € F, \ Fa be such that co = (b + 1)%. Then it follows from S = 0 that
c1 =b?>+0b. So f is of the form

fi(z) = 237 + (b 4+ b)x®T™ 4 (b + 1)%2972, (4)

Let 7 € F, \ Fy so that r® # 1 and the linear maps Li(z) = 29 + rz and
Lo(z) = 7329 + x are bijections. We have

Ly(G1(Li(x))) = (r® + )23 + (5 + r)x?0T 4 (91 4 12)2972,

Dividing by (7% 4 1), we see that G is affine equivalent to

o +7r rd + r2
F — 34 2g+1 a+2
1(x) ==z +T6+1x r6+1x
Letting
Y- (r+1)3
i1
we have

Fy(x) = 2% 4 (0% + )2 + (0 4 1)%27F2,

From the trace condition of Theorem [[.4] applied to function f; in equation

@) we have
at! 0o b2 +b
Trm (0—% == Trm (6_1 == Trm b—2 = 0,



equivalently

Trm <%> = Tr,n (1)

To show that f; is affine equivalent to G, we must show that o’ takes all
values from F, \ Fy such that Tr,(0'"!) = Tr,,(1) as r runs through F, \ Fy.
Let " =7+ 1. Then as r runs through F, \ F4, so does 7/, and

B 7‘3—|— 1 7’/3—|-7‘/2+7’/
Trn () = Tty <m> =Tr,, <T>

= Trpn (1) + Trm <%> + T (%2) = o, (1).

Therefore, if S = 0, then f; is affine equivalent to G;.
Now suppose S # 0, that is, m is even and T'=c¢o +1 = 0. Then ¢ =1
and
f1($) _ x3q + 61:E2q+1 + xq+2‘

By Theorem [[L4] we require §; = ¢ # 0, that is, ¢; # 0. We also require

the trace condition
g+t 1
T, | 22— | =Tr (— ) =0.
" < 03 " <61>

Let r € F; \ Fy and let L(x) = 29 + rz. We have
L(Go(L(z)?0) = (3 + r)a3 4+ (r + D)2 4 (13 4 )20+,
After dividing by 73 + 7, we see that Gy is affine equivalent to
Fi(x) = 231 4 gt 4 a2

where
de (r+ 1)2'
r

Let " =7+ 1 so that 7’ is also in F, \ Fo. We have

1 r 41 1 1
e (3) = T (Gap) = e () = (34 (55) =

which means that d takes all values in F}; such that Tr,(d~') = 0. Thus f;
is affine equivalent to Go when S # 0.



Considering fo, we note that 6; = c% must be nonzero. Since T = ¢y we
must also have S = ¢2 +cy = 0. Therefore ¢, = 1. From the trace condition,

we have
634—1 92
Trp | %= =T | = )| = Tr, (1) = 0.
' 03 ' <91> @

Therefore m must be even, so F, contains a primitive cube root of unity w.
We have

L(G1(L(2))) = (1 + w)fa(x)

where L(x) = 2?4 wzx which is a bijection since w ¢ U when m is even. This
completes the proof of Theorem

2 Main result

Theorem 2.1. Suppose that m > 4 is an integer and let ¢ = 2™. Let
[ Fp — Fp be given by f(r) = 239 + a1 2?9+ aoxdt? 4 azx® where
ar,az,a3 € Fpe. If f is APN, then [ is affine equivalent to G1(x) = z3 or f

is affine equivalent to Go(z) = 22" ' +1.

Proof. The proof of the theorem is obtained by combining the results of
Lemma [[.3] Theorem [[L4] and Propositions through O

Proposition 2.2. Let f : F 2 — Fp be given by f(z) = 231 + a2?7T! +
asx?? + agx® where a; € Fy, as € FZQ and a3 € Fp. If ay/ag ¢ U and
ai/ay # a3, then f is affine equivalent to h(x) = 234+ a/ 227! + aa® where
ay € Fy and ay € Fpo.

Proof. Let t = aj/ag and let ho(z) = L(f(z)) where L(z) = 27 + tz. Then

2
ho(z) = M ad) B4 (D 8 ) g2t (D98 4 1) g3
ag = ° ag as

Since a1 /ay ¢ U, functions f and hg are affine equivalent. Now let

h(z) = <ﬂ + ag> o)

a
and apply Lemma [I.3] to function hq. O

We first deal with the special cases when two coefficients of the function
vanish.



Proposition 2.3. Let f : F,2 — F 2 be given by f(z) = 234 a2*9 - aga®
where ay,a3 € Fpe and ay = 0 or azg = 0. If f is APN, then f is affine
equivalent to Gq(x) = x3.
Proof. Assume a; = ao = 0. Then 6, = a§+1 + 1. If a3 € U, then 61 = 0
and f is not APN. If a3 ¢ U, let L(z) = 29+ tz where t = a. Then L is a
permutation of F2 and L(f(z)) = (ag,Jrl + 1)a3.

Next assume ag = a3 = 0. Then 0; = (a; + 1)?. After plugging into (2
we get aj(a; +1)2 = 0, and after plugging into ([B) we get a?(a; +1)? = 0.
If fis APN, then 6; # 0, hence a; = 0 and f(z) = 3¢ which is affine
equivalent to Gy (z) = . O
Proposition 2.4. Let f : F 2 — F 2 be given by f(x) = 23+ a2 faga’
where a; € Fq and a3 € Fpe. If (a1,0,a3) € 'y as defined in equation
@) then f is affine equivalent to Gi(z) = x® or f is affine equivalent to
Go(z) = 22" 'L,

Proof. We will show that a3 € F, or a; = 0 and then the conclusion will
follow by applying Theorem or Proposition accordingly.

If ag = 0 or az = 0, then the conclusion follows immediately. Hence
assume that a; # 0 and a3 # 0. Let a3 = yz where y € Fj and 2z € U.
After plugging this along with ay = 0 into equation (&), dividing by a? and
simplifying we get

a1y22 + (a‘l1 + a% + y4 + yz)z + a1y =0. (5)

By the definition of set I'; we have

e () - e (i) - e () -
r ——— | = —— | =Tr — ) =
"\ 62 "\ (a] +y2+1)? "\ai+yr+1

Hence there exist t € I, such that
(2 +)(a? +° +1) + a1 = 0. (6)

The resultant of the left-hand sides of (B]) and (@) with respect to y is
a?(Az?+B)(Bz*+A) where A = (a;t+t+1)t3 and B = (ayt+a; +1t)(t+1)3.

If z =1, then a3 € F,. Otherwise, we have A,B € F, but z ¢ F,.
Then the resultant can vanish only if A = B = 0. This occurs only if
(a1,t) = (0,0) or (ai,t) = (0,1). This completes the proof. O



Proposition 2.5. Let f : F,2 — F 2 be given by f(z) = 234 a,2*7 - aga®
where a1 € Fy and a3 € Fpe. If (a1,0,a3) € 'y as defined in equation
@3) then f is affine equivalent to Gy(x) = a3 or f is affine equivalent to
Go(z) = 22" 'L,

Proof. We will show that az € F, and then the conclusion will follow by
applying Theorem

Again let a3 = yz where y € F, and z € U. After plugging this along
with as = 0 into equation (B]) and simplifying we get

(a%y)z2 + (a‘i’ +a1y? + a1)z + aily + a%y +y°+y=0.

If z =1 then a3z € F; and we are done. Otherwise, by Lemma we must
have
(afy) + (ay + afy +v° +y) = ylar +y +1)* = 0.

If y =0, then a3 € F,. If (a1 +y+1)* =0, then 6; = (a3 +y+1)> =0 and
(a1,0,a3) € 'y by the first condition of equation (3. O

Proposition 2.6. Let f : F 2 — Fp be given by f(z) = 31 + a2?7T! +
a2 + azx3 where a; € Fy, a2 € FZZ and az € Fp2, and assume that
aifay € U. If f is APN, then m is even, and furthermore a1, az,as3 € Fy or
there exist u,z € U such that

(ud + 2)?
@ = —
u(u? + z)?
(ud 4 2)?
a9 -
(u? + 2)?
uz?(u+1)2
a3 = —e 0.
(u? + 2)?

Proof. Under the assumptions listed in the proposition, we first prove that
(a1,a2,a3) ¢ 'y, and then we prove that (aj,as,as) € I'y implies the con-
clusions given in the statement.

From ay/as € U it follows that a; # 0.

Let ao = aju where u € U, and let a3 = yz where y € F, and 2z € U.
After substituting this into (2)), simplifying and clearing denominators we
get

a2 (aruty + arudz + u?yPz + aryz2? + ajuz + u2) (yz + u)(uy + 2) = 0.

10



Since u/z € U, any of the last two factors can vanish only if y = 1, but then
61 =y>+1 =0 and (ay,az,a3) € I'1. Since a; # 0, the second factor must
vanish, hence

ar(uty +udz +y2? +uz) = w2 (y? +1).

The right-hand side can not vanish, hence we have

20,2
1
o — u?z(y* + 1)

= . 7
uty +udz + y2? + uz (™)

We will obtain the desired conclusion by invoking the condition
a+1
Tro, (92

o7

= 0 from the definition of set I'; in equation ([2]). After substi-

tuting the formula (@) for a; into O we get

05 wBz(yz 4 u)(uy + 2)
07 (uly+utz +y22 4 uz)?

For the trace value condition to hold there must exist w € F, such that
(w? +w)(uty + vz + yz? +uz)? +udz(yz +u)(uy + 2) = 0.
This equation factors as
(Dw + 2(yz + u)(Dw + u(uy + 2)) = 0

where D = uty +u3z+ y22 +uz is the denominator in (7). We already know
that D # 0. Hence the values of w are

~ z2(yz4u) WP (uy + 2)
“m=Tp o M= p

Let
a vy +1)

w1 Yz +u

Since a1, w; € Fy, we must have r € F,. However

(y+1)2D

r+rl=
u(yz + u)(uy + z)

which finishes the proof that (a1,a2,as) € I'y.
Thus, if f is APN, then we must have (aj,a2,a3) € 'y and m must be
even. We will analyze this case now.

11



Again assume that as = aju and a3 = yz where y € F, and v,z € U.
By Proposition 23] we can assume a3 # 0, hence y # 0. After plugging the
expressions for ag and ag into [B]) and simplifying we get

a1 (uy + 2)(Aa? + Ba; + C) =0

where A = D(yz +u), D = (u*+ 2)?y +uz(u? + 1), B = (y + 1)?v*(uy + 2)
and C = (y + 1)*u?z. Since 6; = 1 + y2, we have y # 1, hence uy + z # 0
and yz +u # 0.

We will distinguish two cases: A = 0 and A # 0, equivalently, D = 0
and D # 0.

First let us assume that D = 0. If 4> = 2, then v = z = 1 and
ai,az, a3 € Fy. Otherwise

~uz(u® +1)
C(u? + 2)2

and
(y+1)32%2  (u®+2)?

w(uy +2)  u(u? + 2)?

a=C -
1=5=

Then
(ud + 2)?
a = qQtu=-———-:
2 ! (u? + 2)?

and
uz?(u+ 1)?

=y (u?2 +2)2 °

With these values of a1, as, az we get after simplifications 03“ /63 = 1, hence
Trm(HgH/H%) = 0 since m is even, and (a1, a2, as3) € I's.

We complete the proof by analyzing the case A # 0. We note that a; is
also a root of

A
Aa? + Bay + C + E(Aqaf + Blay + C9) = 0,
which after simplifications becomes u(Ra; + S) = 0 where
R = (u+2)*(y+1)%y? and S = (y+1)*(uyz? +u’z+uy+2)uz. If u = 2, then
it must be S = 23(y+1)°(2+1)2 = 0. Since §; = (y+1)?, weget u = 2z = 1
and a1, az,a3 € Fy. If y = 0, then we must have S = z2u(u+ 1)? = 0, hence
u =1 and ay,az,a3 € F,. Otherwise we get
S (y+ 1)} (uy2? +u?z + uy + 2)uz

MTRT (u+ z)4y?

(8)

12



After plugging this into ([B]) we get

22y + D4 (u+ 12 (u+y2)(u+ 22)y + 2(u+1))2D

(y(u -+ 2)2) =00
If w =1 then
z(y +1)°
a] = —2—~-
y(z+1)2
and

057 (yz+ )y +2)2

0 P+

For the trace condition to be satisfied there must exist w € F, such that

(w? +w) (P2 (z+ DY)+ (yz+ Dy +2)2=0 (10)
which factors as
(wyz* +wy +y + 2)(wyz? + wy + yz*> 4+ 2) =0

and the root of the first factor is

wi — y+z
! y(z2 +1)
for which we get

w1 + ’wtll = 1.

Hence w; ¢ F,;. Of course for the other root of (I0]) we have wy = w;+1 ¢ F,.
Therefore the case u = 1 can not occur.
Otherwise, u # 1 and since we are also assuming D # 0, we get from ()

z(u+1)
u+ 22

and after plugging this into () we get

u(z + 1)

“= (u+1)(u+ 22)

and after plugging the last two formulas into 0‘21+1 /0% and simplifying we get
eg-i-l

o
07 (u+1)?

13



Since we require Trm(HgJrl /63) = 0, there must exist w € F, such that
(w? +w)(u +1)? +u = 0. This factors as

(vw+w+ 1) (uw +u+w) =0

and the roots are w; = 1/(u+ 1) and we = u/(u + 1). However wy + w] =
wy + wl = 1 which means that wy,ws & F, and Tr,, (027" /62) # 0. Hence
the case A # 0 does not produce APN functions, and the entire proof of the
proposition is now completed. O

Proposition 2.7. Let f : F 2 — Fp2 be given by f(z) = 231 + a2?7T! +
asx9t? + asx® where

(ud + 2)?
a -
u(u? + z)?
(ud 4 2)?
a9 -
(u? + 2)?
uz?(u+ 1)3
as —_
(u? + 2)?

for some u,z € U such that u® # z, and m is even. If f is APN, then f is
affine equivalent to G1(x) = x> or f is affine equivalent to Go(x) = g2

Proof. Since m is even, F, contains a primitive cube root of unity, which we
will denote w, that is, w? +w + 1 = 0.
Let D = (w?u?® + (u +w)2)?. Let Li(z) = 27 + tx where

(wud + (u+ w?)z)?
uD

t =

(11)
and let Lo(z) = %0 + sa? where s = wu?.

Let us consider the cases when the denominator of (IIl) may vanish. This
happens when z; € U where

w?u?
zZ1 = .
U+ w
We have
1, w(u+1)?
21 u(w+u+1)

hence z; € U only if u = 1, but then z; = 1 and u? = 21, hence this case
can not occur.

14



Let Ga(z) = 22" +1 be a Gold APN function. Denote
F(z) = L1(Ga(La(2))) = coz® + c12® + 2™ + c2®. (12)

A calculation shows that

(u? + 2)?
o = —
D
(ud + 2)?
o = —
uD
(ud 4 2)?
cg = ~——
D
uz?(u+ 1)?
cg = ——.
D

Since u? # z, we have cg # 0. Since ¢;/co = a; for all i = 1,2, 3, we get that
F(z) =cof(x).

We need to show that Ly and Ls are permutations of F.. For L; this is
the case if and only if ¢t ¢ U. We can assume without loss of generality that
t # 0 and compute

g L W + 2)*(u+ z)?
t w4+ wuz + wz)?(ud + wu? + wz)?’

Hence t9t! # 1 unless u® = z or w = z. If u® = 2z then a; = ay = 0 and f
is affine equivalent to G(z) = 23 by Proposition 23} If u = z then §; = 0
and f is not APN.

To show that Ly is a permutation of F 2 we need to show that the only
root of Ly(z) = 2?(2?7? + s) in F 2 is 0, equivalently, that there does not
exist © € F 2 such that 22972 = 5. After raising this equation to power g+ 1
the left-hand side becomes (z2472)4+! = (z9°~1)2 = 1 but the right-hand
side becomes s9T! = (wu?)it! = wIt! = w2 since m is even. Hence the
equation can not hold, and Ls is a permutation of F. O

Proposition 2.8. Let f : F 2 — Fp be given by f(z) = 231 + a2?7T! +
asx?? + aszxd where ay € Fy, as € IF‘Z2 and a3 € Fp2, and assume that
ai/ay = al. If f is APN, then f is affine equivalent to Gy(x) = 3.

Proof. Assume a; = asai. There exist v,y € F, and z € U such that a; =
vy, as = vz and az = yz. After simplifications we get 0 = (v +1)%(y + 1)2.
After plugging into (2]) and simplifications we get

v v+ 14y +1)°% =o0.
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Since 07 # 0, we must have v = 0. Then a; = as = 0 and the conclusion fol-
lows from Proposition 2.3l Finally after plugging into (3]) and simplifications

we get
ot DMy 1
. =
and the conclusion is the same as in the previous case. O
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