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Abstract

Finding permutation polynomials with low differential and boomerang uniformity is an im-
portant topic in S-box designs of many block ciphers. For example, AES chooses the inverse
function as its S-box, which is differentially 4-uniform and boomerang 6-uniform. Also there has
been considerable research on many non-quadratic permutations which are obtained by modifying
certain set of points from the inverse function. In this paper, we give a novel approach that shows
that plenty of existing modifications of the inverse function are in fact affine equivalent to per-
mutations of low Carlitz rank and those modifications cannot be APN (almost perfect nonlinear)
unless the Carlitz rank is very large. Using nice properties of the permutations of Carlitz form, we
present the complete list of permutations of Carlitz rank 3 having the boomerang uniformity six,
and also give the complete classification of the differential uniformity of permutations of Carlitz
rank 3. We also provide, up to affine equivalence, all the involutory permutations of Carlitz rank
3 having the boomerang uniformity six.

1 Introduction

Substitution boxes (S-Boxes) are the only nonlinear part in block ciphers, thus they play important
roles to resist several attacks on block ciphers. Mathematically, S-boxes are vectorial (multi-output)
Boolean functions and rigorous analysis of the Boolean functions is possible. The boomerang attack
is one of the well-known cryptanalysis proposed by Wagner [35]. In Eurocrypt 2018, Cid et al. [14]
proposed a new cryptanalysis tool called the Boomerang Connectivity Table(BCT), which measures
the resistance against various styles of boomerang attacks, where it is heuristically shown that finding
permutations with maximum BCT value < 4 is very difficult. Shortly afterwards, Dunkelman [16]
improved the complexity for BCT construction.

By formalizing the concept of BCT, Boura and Canteaut [3] introduced a new invariant, the
boomerang uniformity, which is the maximum value of nontrivial parts of the BCT. They did in-
depth study on the boomerang uniformity of many differentially 4-uniform permutations such as
the inverse function and some quadratic permutations including Gold function. Later, Li et al. [20]
gave an alternative definition of the boomerang uniformity, which reveals the connection between
the boomerang and the differential uniformity more clear. They also showed that some family of
quadratic binomial permutations have the boomerang uniformity 4. In [33], Tian et al. studied
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the boomerang uniformity of some popular S-boxes and also derived the result that the boomerang
uniformity does not change under EA equivalence for Gold function and the inverse function.

Recently, several researchers, including the above mentioned [3,20L[33], studied quadratic permu-
tations of boomerang uniformity 4 over Fon with n = 2 (mod 4). In [25], Mesnager et al. studied
boomerang properties of quadratic permutations when n is even which generalized some previous
results on quadratic permutations. In particular, they proved that the boomerang uniformity of the
differentially 4-uniform quadratic permutation presented in [4] equals 4. Very recently, Tu et al. [34]
proved that a class of quadratic quadrinomials has the boomerang uniformity 4. Also, Li et al. [21]
proposed permutations from generalized butterfly structure with the boomerang uniformity 4. All
these quadratic permutations have the optimal boomerang uniformity 4 for n = 2 (mod 4), but they
are rather impractical to be applied in construction of S-boxes because they are quadratic. It is
known that permutations with low algebraic degree is vulnerable at high order differential attack,
and is also known that quadratic permutations have the maximal differential-linear uniformity [9].

Therefore it is necessary to consider permutations with low boomerang uniformity and high al-
gebraic degree. The boomerang uniformity of a modification of the inverse function swapping the
image of 0 and 1 was investigated by Li et al. [20]. Recently, Calderini and Villa [7] computed
the boomerang uniformity of three classes of differentially 4-uniform permutations which are mod-
ifications of the inverse function. There are many known results [7,,20}22]27H301132.37,38] on the
modifications of the inverse function which have good cryptographic properties such as high alge-
braic degree, high nonlinearity and low differential uniformity. However, it was not studied enough
on the boomerang uniformity of these classes of permutations, and hence it is necessary to be further
studied.

The Carlitz rank, first introduced in [I], is the concept based on known result that all permu-
tations can be expressed by a composition of the inverse function and linear polynomials (see [24]).
Differential uniformity of permutations with Carlitz rank 1 or 2 in some finite fields of odd charac-
teristic can be found in [I3], but for even characteristic there was no further observation connecting
Carlitz rank with cryptographic properties such as differential and boomerang uniformity. It is easy
to see that permutations of Carlitz rank 1 are affine equivalent to the inverse function. Also, permu-
tations with Carlitz rank 2 are affine equivalent to a modification of the inverse function swapping the
image of 0 and 1, whose cryptographic properties are already studied in [22] for differential uniformity
and in [20] for boomerang uniformity. For permutations of Carlitz rank 3, the boomerang uniformity
of some class of permutations (with coefficients in F4) has been studied in [7]. Also, differentially
4-uniform permutations of Carlitz rank 3 with even n were studied in [22], but not completely clas-
sified for arbitrary permutation of Carlitz rank 3 and for arbitrary dimension n. Therefore, even if
it is not explicitly mentioned in the above literature, the authors of the above articles in fact studied
cryptographic properties of permutations of low Carlitz rank, where the case rank 3 is not completely
settled yet.

In this paper, we give a complete characterization of the condition that the boomerang uni-
formity equals six for permutations of Carlitz rank 3, which is minimal in this class, and give the
complete classification of the differential uniformity of permutations of Carlitz rank 3. It should be
mentioned that, among all existing modifications of the inverse function over the field Fon with even
n, boomerang uniformity six is the lowest value known at this moment. We also provide, up to affine
equivalence, all the involutory permutations of Carlitz rank 3 having the boomerang uniformity six.
Moreover, using nice properties of the permutations of Carlitz form, we show that plenty of existing
modifications of the inverse function are in fact affine equivalent to permutations of low Carlitz rank



and those modifications cannot be APN (almost perfect nonlinear) unless the Carlitz rank is very
large.

The rest of this paper is organized as follows. In Section 2, we give some basic notions of vectorial
Boolean functions and Carlitz rank, which will be used in this paper. In Section 3, we discuss affine
equivalence of permutations of Carlitz form and explain the connections between previous works on
boomerang uniformity and Carlitz form. In Section 4, we introduce the notion of convergents and
poles of Carlitz form, and prove that APN permutation on even dimension must have a very large
Carlitz rank. In Section 5, we explain fundamentals of permutations of Carlitz rank 3 which will
be discussed in detail in subsequent sections. In Section 6, We give a complete characterization of
the differential uniformity of the permutations with Carlitz rank 3. In Section 7, we give a complete
characterization of the permutations of Carlitz rank 3 having the boomerang uniformity six. In
Section 8, as an application, we explain that involutions are very easy to find in Carlitz form, and
provide all the involutions of Carlitz rank 3 having the boomerang uniformity six. We also show
implementation results using SageMath. Finally, in Section 9, we give the concluding remarks.

2 Preliminaries

Let ¢ = 2" with positive integer n and let F;, = Fa» be a finite field with ¢ elements. A function
F : Fon — Fon is called an (n,n)-function or a vectorial Boolean function on Fan. For a given
(n,n)-function F' : Fan — Fon, there is a unique polynomial representation for F' such that F'(x) =
22225 ;2 with ¢; € Fan. In case when F is a permutation, we call ' a permutation polynomial. For
a given F': Fon — Fan, the difference distribution table, DDT, consists of elements at each position
(a,b) € Fon x Fon given by

DDTr(a,b) = #{x € Fon : F(z) + F(x + a) = b}
The differential uniformity Ag of F' is defined as

Ap = max DDT(a, b),
a€Fyn\{0}, beFon
and such F' is said to be differentially Ap-uniform. Note that the least possible value of Ap is two,
in which case the function is called almost perfect nonlinear (APN).
For a given permutation F : Fon —> Fon, the boomerang connectivity table, BCT, consists of
elements at each position (a,b) € Fan x Fon given by

BCTr(a,b) = #{x € Fon : F"Y(F(x) +b) + F~Y(F(z +a) +b) = a}
The boomerang uniformity dz of F' is defined as

0p = max BCT(a,b),
a,b€F5n \{0}
and such F' is said to be boomerang dp-uniform. For any permutation F', it is well known that
Ap < dp, and 0 = 2 if and only if F' is APN. (See [14]) In particular, 07 = 4 implies Ap = 4.
However, many permutation polynomials in [3}[7,20] turned out to be Ap =4 but dp > 6.
The absolute field trace Tr : Fon — Fo is defined by Tr(z) = E?:_ol 2?". Two functions F :
Fon — Fon and F’ : Fon — Fon are called affine equivalent if there exist affine permutations



A, A" Fon — Fon satisfying F/ = A’ o F o A”. Tt is well-known that two affine equivalent functions
are of same differential uniformity and boomerang uniformity. (for details, see [6,&,10,15])

We define a finite field analogue of continued fraction of real numbers, which is useful to study
permutation polynomials of Carlitz form soon to be discussed.

Definition 2.1. For given ay,as,---as € Fon not necessarily distinct, we define
a1, a9, as) = (- (@82 +ae 1)+ )T +ag)”  +ar with g =2"

Note that the usual continued fraction of positive real numbers replaces a?~2 with a~' and is always
well defined since the convergents are well defined, i.e., the denominators of the convergents are never
zero for the case of real numbers. In the case of finite field, although the above definition is well
defined since there is no division, one should be very careful when extending the above notation to
the convergents because the denominator of convergents may be zero in finite fields.

It is known [I.24] that, for any permutation F : Fon — Fon, there is m > 0 and a; € Fan (0 <
i < m) such that
F(x)= (- ((apx +a1)T 2 +a2)" %+ am)™2 + am1 (1)

where ag, ag, -+ ,a;, # 0. The above expression means that any permutation on Fan is generated by
inverse function 7972 and linear function ax + b (a # 0). Using our definition of continued fraction,
equation (IJ) can be expressed as

F(x) = [am+1, Qm, - - -, G2, a1 + apx] (2)

For a given permutation F', the above expression is not unique in general. However there is
the least m > 0 among all possible expressions of F'. The Carlitz rank of F' (denoted Crk(F)
) is the least nonnegative integer m satisfying the above expression. Suppose that a permutation
F : Fon — Fan has Carlitz rank m. Then one may write F' as the form of the equation (2]). For every
0 < k < m, we define

Fk(ﬂf) = [ak+17ak7 ..., 02,01 + aox]

(- ((aoz +a1)T % + a2)?™% - + @)% + ap

(3)

Then one has Fj,(z) = Fp_1(2)9 24+ apy1 where Fo(x) = apr+a1, F1(x) = (apz+a1)? 2 +ag, Fo(z) =
((apx +a1)? 2 +az)? 2 +as, -, F,(z) = F(x). Also we define Ry, (z) for 0 < k <m as

Ri(z) = (- ((apx +a1) 4 ag) - 4+ ap) L + apet, (4)

where the domain of definition of Ry (x) is the set of all € Fon satisfying F;(x) # 0 for all 0 < j < k.
Since Fj itself is a permutation, Fj(xz) = 0 has a unique root and it is trivial to check the unique
root is x = %[al,@, -+ ,a;41]. Also note that Ri(z) = Rg—1(z) ™! + agy1. It is known [12] that Ry
has the following form of fraction

k12 + Bra1
Ri(g) = — - 5
k(7) orT + B 5)
where
Qg1 = 10k + 0p—1, Brpp1 = a1 B+ Br—1 (1 <k <m) (6)



with the initial conditions oy = 0,7 = ag and Sy = 1,51 = a1. The above recurrence relation can
easily be derived using induction since

_ 12 + Br_1 (akr10k + ag—1)x + (ak118k + Br—1)
Ri(2) = Ry_1(2) " + appq = F2ETPRL 4 =
k() k—1(x) k+1 ot + Br k+1 R + B

From the constructions of F), and Ry, one concludes
F(z) = Ry (z) forall x ¢ {%[al,ag,...,ai] |i=1,2,...,m} (7)

One can also easily verify

F (%[al,ag,...,aiD = [@mt1, my -+ ,ai41] foralli=1,2,....,m (8)

3 Carlitz Form and Connection with Previous Works on Boomerang
and Differential Uniformity

3.1 Carlitz Form and Affine Equivalence

The following lemma explains some properties of continued fractions over finite fields.

Lemma 3.1. Let by, b1,...,by, € Fon. Then the followings are satisfied.

(a) For0<i<j<m, one has [by,b1,...,b]] = [bo,b1,...,b;] if and only if [bit1,bit2,...,b;] =0.

(b) One has [by,b1,...,bj] =0 if and only if [bj,bj—1,...,bo] = 0. More generally, for 0 <i < j <m,
one has [bo,b1,...,bj] =0 if and only if [bit1,biv2,...,b;]972 = [bi,bi—1,...,bo].

Proof. From [bg,by,...,b;] = by + [b1,..., bi]q—Q and [bg, by, ... ,bj] = by + [b1,-.., bj]q—2’ one has
[bo,b1,...,b;) = [bo,b1,...,b;] if and only if [by,...,b;] = [b1,...,b;]. Inductively, we get the claim
(a). The claim (b) follows in a similar way.

[bo,bl, A ,bj] =0& [bl,. .. ,bj]q_2 = b(] = [bQ,. .. ,bj]q_2 = [bl,bo]
&= b;l»_2 = [bj_l,bj_g,... ,b()] 0= [bj,bj_l,... ,bo]
|

Many of the cryptographic parameters such as differential and boomerang uniformities are in-
variant under affine equivalence, and we will choose a standard expression of each permutation with
Carlitz rank m up to affine equivalence.

Proposition 3.2. Let F(z) = [am+1, Gm, - - - , a2, a1+agpx] be a permutation on Fon with ag, ag, . .., ay #
0.

(1) If m = 1, then F is affine equivalent to the inverse function x972.



2) If m > 2, then F is affine equivalent to F' where
(2) : q

qyidl
F'(x) =[0,by,...,b3, 1,x] with b; = ag V" (2<i<m)
Therefore, to study cryptographic properties of a permutation F(x) = [am+1,@m, - - - , a2, a1 +apx]
with m > 2, one may assume am+1 = 0,a0 = 1,a1 = 0 and ag = 1 so that one only needs to
consider the following form
F(x)=10,apm,...,as,1,x]

of permutations.
Proof. If m = 1, then F(x) = (apz +a1)? % +az and we have F <x i a1> +ag = x972. Now suppose
ap
m > 2. Then it holds that
oSV R L T+ Gl +ai V" 1
2 apas ao 2 m-+
(272 1 1)72 02 4 g=lo a2, .. 4 DT yg-2
- m
(- (@7 + 1777 + aga3)?™" + ay " aa) + ay )
_1\ym+1
= [O,aé o am,...,a51a4,a2a3,1,x]

O

Many of the previous works [7,20}22] 27-30,[32],[37,38] on cryptographic parameters discuss on
the functions which are modifications of the inverse function at some set of points. Although not
explicitly mentioned, some of the above articles in fact discuss permutations of low Carlitz rank.
Since one of the natural approaches is the study of inverse functions modified at some (small)
set of points, and these functions can be expressed as permutations of (low) Carlitz rank under
simple types of affine equivalences (which will be stated here) using the equations (Bl), (7) and
[®), plenty of the previous works can be rephrased in the language of Carlitz form. To be more
specific, we present the following lemma which gives a connection between Carlitz form and previous
works on differential and boomerang uniformity. Please note that, although our main interest is the
reduced form F(z) = [0,ay,,...,as, 1, x], we state the following lemma for arbitrary F for the sake
of generality.

Lemma 3.3. Let F(x) = [ami1, Gm, - - -, a2, a1+aoz] be a permutation on Fon with ag,ag, ..., am # 0.
Then the followings are satisfied.

(a) If apy # 0, then there is a subset P C Fon with #P < m and affine permutations {1, 0y : Fon —
Fon satisfying ({2 0 F o ly)(z) =+ for all x ¢ P.

Tz

(b) If auyy = 0, then there is a subset P C Fon with #P < m and affine permutations ¢ : Fan — Fon
satisfying (Lo F)(x) = x for all x & P.

Proof. Recall that, from the equation (),

Am+12 + Bm—i—l

F(z) = am + B

for all:pgé{%[al,ag,--- a;] | i=1,2,--- ,m}



Let us first consider the case a,, # 0. It is trivial to check o;8;11 + a;118; = ag for all 0 < i < m
(in particular, au,Bm+1 + am+1Pm = ap). Using this property, one has

Q1T + Byl ao Q41
= -
amT + Bm am(amx + /Bm) (0775
Thus defining ¢1(z) = M and l5(r) = amT + appmi1, we have
Qm,
1 1 1
lyoFoli(x)=— forall x & {— <am-—[a1,a2,...,a,~] +Bm> | i = 1,...,m} df p
x ap ao
Now consider the case oy, = 0. In this case, both «;,,11 and (3, are nonzero because ay,1+18m =
mBm+1 + Qmt18m = ag # 0. Therefore defining ¢(z) = M,
Am+1

EoF(m):E(W) =z forall:z:g{{%[al,ag,...,ai] | izl,...,m} © p

Remark 3.1. Lemmal3.3 implies that a permutation F with Crk(F') = m is affine equivalent to the
verse function or identity function except on a subset P of Fon with #P < m.

3.2 Carlitz Form in Previous Works

Now we explain the connections between Lemma B.3] and previous works.

When Crk(F) =1 : from the Proposition B.2}(1), F' is affine equivalent to inverse function, which
has been extensively studied.

When Crk(F) = 2 : from the Proposition B.2H2), we may assume F(z) = [0,1,2] = (2972 +1)772.
Using Lemma B.3}(a), it is easy to check ¢1(z) = x + 1 = fo(x) such that

lyoFoli(z)=F(z+1)+1=((z+1)72+1)7 241 = fy(x)

where
0 ifx=1
fo(x)=<1 ifx=0
% otherwise

The differential uniformity of fo is well known in [22/138]. Also the boomerang uniformity of fo
is recently classified in [20] completely. For example, it is shown in [20] that one has the lowest
boomerang uniformity 6 in this family if and only if n £ 0 (mod 3).

When Crk(F) = 3 : from the same proposition, we may assume F(z) = [0,7,1,z] for some
v # 0 € Fon. Since v # 0, one has either v =1 or v € Fan \ Fo.



Case : 7 =1 with Crk(F) =3
0 itez=0
Then F(z) =[0,1,1,2] = ((x972 +1)772 + 1)972 is written as F(z) = 1 ifx=1

z+1 otherwise.

This is the case where a3 = 0 such that F(z) = x4+ 1 = %ﬁ:ﬁ“ for = ¢ {0,1}. One easily checks
that F(x) + F(z + 1) = 1 for all x € Fan. Therefore we have the value 2" as the differential and
boomerang uniformity, which is uninteresting.

Now assume 7 # 0,1. Then from the information of ag = 1,a; = 0,a2 = 1,a3 = 7, a4 = 0, using the
recurrences in (), one gets {(as, 5;) = (0,1),(1,0), (1,1), (y+1,7v),(1,1) | i =0,1,2,3,4}. Therefore
by the equations (B), (@), (), on gets

asr+ 0By x+1
asz+ P  (v+1lz+y
Also, from the Lemma [33] one has

fl(l‘) =

F(z) = R3(z) =

for x ¢ {[a1,...,a;] | i =1,2,3} = {0717#}

apx + B3 T+
a3 y+1’

l(r) =3z +ag=(y+ 1)z +1
and

forx¢{a3[a17"'vai]+53 | Z:17273}:{77170}

1
lhyoFoli(z)=¢7%
0,—,1 for z =,1,0, respectively

2=

That is, letting f3(x) = f3 0 F o l1(z), F(x) = 0,7, 1,x] is affine equivalent to
Case : v € Fan \ Fo with Crk(F) =3

1 ifz=0
1 .
= ifxz=1
)=+ 1DF(E2)+1=47"
fa(@) = (v + DF(5) 0 tos
1 ifz#£0,1,9

When v € Fy (i.e., ¥24++v+1 = 0), the differential uniformity of f3 is well known in [22,[38]. Also the
boomerang uniformity s, of f3 with Ay, = 4 is recently computed in [7] completely. For example,
it is shown in [7] that one has 67, = 6 and Ay, =4 if and only if n =2 (mod 4) with 6 jn.

However for general v € Fan \ Fy, no satisfactory answer exist so far. The boomerang uniformity is
unknown for this general case. Also, some plenty cases of differential uniformity of f3 is dealt in [22]
but no complete classification exist so far. Especially, there is no known polynomial time algorithm
for determining the differential uniformity of f3 with arbitrary v € Fan \ Fy. In Section [6] and [7, we
will give satisfactory answers for the differential and the boomerang uniformity of arbitrary f3 (i.e.,
permutations of Carlitz rank 3).

Related to the function f3, there are some approach [7,20,22] to study cryptographic parameters
of the permutations of the form F(z) = 7(x)?"2 with 7 = (c1ca ... cx) a (cyclic) k-cycle, i.e.,
7(c;) = ciy1 and 7(z) = z for = ¢ {c1,...,cx}. For example, f3(z) = 7(x)?"2 with 7 = (017). We
briefly show that these are (as expected) special cases of permutations of Carlitz form.



Proposition 3.4. Let F(z) = 7w(x)9"2 with k-cycle 7 = (c1¢ca ... ck), k > 3. Then one has the
Carlitz rank Crk(F') < 3k 4 2 when 7 contains no zero, and Crk(F') < 3k — 4 when 7 contains zero.

Proof. Let ¢ # 0 € Fan. Then it is easy to check (See p. 358 in [24])

fe(z) =0, %,c, % + C%:E] = (((C%;E + %)4—2 + C)q—z N %>

is a transposition (0c). If ¢; and co are nonzero, then (c;c2) = (0¢1)(0c2)(0c1) = fey © fey © fey-
Then, any k-cycle m = (c1 ¢a ... ¢) containing no zero is written as

q—2

™ = (Cl ck)(cl Ck—l) cee (Cl 02)
= (fc1 ofc;c ofc1) © (fC1 ofck,1 qu) ©---0 (fC1 Osz OfCl)
:fc1ofckofck,1 O"'Ofczofcl

Therefore 7(x)1™? = e 0fenOf e 0 -0 fe,0 fe, with fl = [%,c, %—i—c%a:] and one finds Crk(nw(z)472) <
3k + 2. When 7 = (¢q ¢2 ... ¢) contains 0, say ¢; = 0, then the same method shows

™= (OCk)(OCk_l) e (062) = ka © fckfl ©--+0 f62
and one concludes Crk(rm(x)?"2) < 3k — 4. O

Although not the exact form of F(z) = m(x)7~2 is discussed, the articles [27,129]30,132,38] also
study the differential uniformity of modifications of the inverse function, and it is also possible to
describe their constructions via Carlitz form with Carlitz rank depending on the size of exceptional
sets. However, when the exceptional set is large, we do not have a satisfactory method for computing
the differential uniformity other than the approach provided in [271,29,[30,32.38].

Remark 3.2. Any permutation on F, with ¢ = 2" can be regarded as an element of Sy, a symmetric
group on q letters, and any permutation in Sy is a composition of at most 3—2‘1 transpositions of the
orm (0¢) with ¢ . Therefore an obvious upper bound of the Carlitz rank of permutations on F, is

0 ith 0. Th bvi bound of the Carlit k tati F,
92—[1. We will show, in next section, that when a permutation F on even dimension (i.e., ¢ = 2™ with

n even) has Carlitz rank not too large (i.e., if Crk(F) < ), then F' is not APN.

4 New Cryptographic Tool using Convergents of Continued Frac-
tion over Finite Fields

4.1 Notion of Poles and Convergents

Most of the articles [1.12,[I3] on permutation F(z) = [am+1,Am,---,a2,a1 + apz] of Carlitz form
define poles as the set of elements % (which is in fact an analogue of convergent of continued fraction
of real numbers), where «; and §; are defined via recurrence relations in the equation ([@). However a
natural definition of poles would be the set of all x € Fon where the linear fractional transformation
approximation by R,,(x) differs from F'(x). That is, the set of all z = %[al, as, - ,a;|for1 <i<m
in the equation (7). Since F is a permutation, the inverse permutation F~! also has poles, and both
poles have one to one correspondence with each other, which is explained in the equation (§]). To
summarize, one may guess that there are some relations between the two sets

{Llar,a,-+ e [i=1,2,---,m} and {Z]i=1,2-- m}

ao

9



Bi

Remark 4.1. Unlike the real number case, the expression o

may be zero multiple times for some 0 < i <m + 1.

maybe undefined for some i because o

Our aim in this section is to show that the two sets above are (if well defined) the same sets
(excluding multiplicities), and also to show that there is well defined correspondence between the
two sets. For given ag, ay,...,amt+1 € Fon with ag, ag, ..., ay, # 0 and sequences a;, 5; (0 <i < m+1)
satisfying the recurrences in (@) with initial conditions oy = 0, a1 = ap and 5y = 1, 1 = a1, we define
as follows.

Definition 4.1.
A= Llaaz,-- 0] 1<i<m+1)  and  Kij=aifj+a;f (0<i,j <m+1)

Definition 4.2.

1. For a set Zjj my1) dof {1,2,...,m + 1}, we define a relation ~ on i,j € Zp my1) a8 i ~ j if
A = Aj.

2. For a set Zjp mi1] dof {0,1,2,...,m + 1}, we define a relation =~ on i,j € Zjgms1) asi =~ j if
Ki,j =0.

Using the above definitions, we obtain the following simple lemma.
Lemma 4.3.

(a
(b

Both the relations ~ and = are the equivalence relations on Zy ;1) and on Zjg 1] respectively.
For all 0 <14, <m+1 with j > 2, one has the recurrence K; ; = a; K; j_1 + K; j_o.

(c) Foralll<i<m+1, K;;—1 =ag (i.e, a;Bi—1+ Bici—1 = ao)
(
(e
(f

(g

Forall1<i<m+1, a; or o;_1 is nonzero.

)
)
)
d) For all0<i<m+1, o; or B; is nonzero.
)
) Let 1 <i<m+1. Then for all1 <j<m+1, K; ; or K; j_1 is nonzero.
)

Suppose ap = 0 = «; for some 0 < k <i<m+1, and suppose as # 0 for all k < s < i. Then
[ai,ai_l, - ,ak+2] =0 with k+ 2 <.

(h) Suppose K;, =0 = K;j for some1 <i<m+1and1 <k <j<m+1, and suppose K;, # 0
forall k < s <j. Then [aj,a;—1,...,ak12] =0 with k + 2 < i.

Proof. By the Lemma [3.I]and by the definitions of «;, §;, the assertion (a) is trivial. For the assertion
(b), KZ’J = Oéiﬂj + B,aj = ai(a]’,@j_l + Bj_Q) + ﬁi(ajaj_l + aj_g) = CLjKi,j_l + KZ’J_Q. For the
statement (c), we use induction. That is, K19 = a1 + fiao = ap - 1 + a1 - 0 = ap, and inductively,
Kit1i = 1B + Birici = (@ip106 + ai-1)Bi + (@i 1Bi + Bic1)oy = ai1fi + Bic1os = K1,
Assertions (d), (e) are clear from the assertion (¢) : «;8;—1 + Biai—1 = ag # 0. For the assertion
(f), if K;; =0 = K;;_1, then from the recurrence in the statement (b), one gets K; ; = 0 for all

10



0 < j <m+ 1 which is a contradiction to the assertion (c) : K;;—1 = ag # 0. For the statement (g),
starting from the recurrence 0 = o; = a;a—1 + a;j—1 with a;—1 # 0 by (e),

&7} G2 Q1 Q2

0= =a; + = la;, —] = [as, a1, ]

Q1 a1 Q2 Q3
Of42
= [ai,ai—l,---aams, —]
A1

.. Ok+2 (e%3 .
= [aj, Gi—1,. .., 043, Qp42] " —— = Qpyo + —— with oy, =0
A41 Ok+1

The proof of (h) is exactly same to that of (¢g) because K ; satisfies the same recurrence with «; in
view of (b). O

Remark 4.2. From the above lemma, let us denote the equivalent class of i € Zjy 1) as i, and

~

denote the equivalent class of j € Zjo my1] as ;

Proposition 4.4. We have the followings.

(1) Suppose a; # 0 for some 1 <i < m-+1. Let 0 < j be the least integer satisfying K; ; = 0 (i.e.,
je 7 is the least element in the equivalent class of i). Then one has o;j # 0 and

B _ B

(67 ay

:Aj

(2) Conversely, for given A; with 1 < i < m+1, let 1 < j be the least integer satisfying A; = A;

(i.e., j € i is the least element in the equivalent class of i). Then one has a; # 0 and

Proof.

(1) Such j exists and j < ¢ because K;; = 0. From 0 = K; ; = o;8; + fic;; with o # 0 and from
Lemma [£3}(d), one has oj # 0 and thus g—z = % Now, since K; j = 0and K; s # 0 forall 0 < s < j,
using the recurrence in Lemma [£.3}(b) repeatedly,

0= = a; + A = [a;, 2] = [a;,a;-1, —
K;j 1 K;j 1 Kij o Kij 3
la;, aj_1 ag, =24 = [a;, aj_1 as M]
= [aj, a;— = 1aj,05-1,- ..
M ) M 7Ki70 ) M M M ai
Therefore using Lemma [3.11(a),
a;ay + Biag

0= ,Q2, ... A1, a5,

(67}
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which implies

&:i[al as,...,a;]
i ao ) ) s Uy

(2) First we show o # 0. If a; = 0, then choose the greatest 0 < k < j satisfying o = 0. Such
k exists because ag = 0. Then, since o, # 0 for all k < s < j, we get [aj,aj—1,...,a542] = 0 =
[@kt2, .- ,aj—1,a;] with k42 < j by the Lemma 3}(g) and the Lemma BI}(b). Therefore by the
Lemma [B.I}a), we have Ay = A; with £+ 1 < j which is a contradiction to the minimality of
Jj in the equivalent class of ¢. Now we show A; = g—; By the assertion (a) in this Proposition, we
have 21 = Zio _ Aj, where 1 < jg is the least integer satisfying Kj ;, = 0. We claim jo = j which

Ty
completes the proof. If jo < j, choose the greatest jo < k < j satisfying K;; = 0. Then, since
K;s# 0 forall k < s < j, we have [aj,a;j_1,...,akt2) = 0 = [agt2,...,aj-1,a;] with k+2 < j by
the Lemma E.3}(h) and the Lemma B.I}(b). In the same way, we have Ay = A; with k+1 < j

which is a contradiction to the minimality of j in the equivalent class of 7. O

The implication of the above proposition is as follows. In general, A; # g_: even if a; # 0. However

if one chooses the minimal index j satisfying A; = A;, then one has A4; = A; = g—j and this j is the

minimal index in the equivalent class of ; (i.e., s = j is the minimal for all s satisfying K ; = 0).
Also, if one chooses the minimal index j satisfying 5—; = g—z (i.e., minimal j satisfying K; ; = 0),

then one has % = 5—; = Aj and this j is the minimal index in the equivalent class of j (i.e., s = j

is the minimal for all s satisfying Ay = Aj). Therefore, if one excludes the equivalent class 0 which
corresponds all the indices ¢ with a; = 0 (in particular, oy = 0), the number of equivalent classes

of Z1 m41) and that of Zpy 44 \6 are the same, and the set of minimal indices (representatives)
among all equivalent classes of Zy ,,11) and that of Zg ;1] \6 are the same set.

Example. Let us give an example to briefly explain the above proposition. Let m = 8 and let

F(z) = [ag, as, ..., a2,a1 + agzx] = [0, g'92, g3, 164, ¢23* g™ 1,1, 2] over Fos with primitive element

g € Fys having the minimal polynomial 28 + z* 4 23 + 22 + 1. Then we have
Al =A3=0, Ay=Ar=1, Ay=¢"" A5=¢%, As=Az3=A49=g""

such that Z g is written as a disjoint union

Zig = {1,3} U{2,7} U{4} U {5} U{6,8,9} = {1} U{2} U{4} U{B} U {6}
Also one has

Bi _ Bz _ Bo _ B2 _ Ba _ 236  Bs _ Bs _ 65  Ps _ 251
_1__7_(1_2_0’ =2 1 = g 9 __a_z_g’ . g

ap=0a3=0, T-=7 = - b —

a2 ) oy

such that Zy g is expressed as a disjoint union

Ziow = {0,3} U{1,7,9} U{2} U{4} U {5,8} U {6} = {0} U{T} U{2} U {4} U{5} U {6}

12



4.2 Classifying Solutions of DU Equations

From Proposition B.2] every permutation of Carlitz rank m can be written, up to affine equivalence,
as

F(z) = [am+1,@m, - - - ,a2,a1 + apx] = [0, am, ..., a3, 1, 2] 9)
with apy1 = 0,a2 = 1,07 = 0 and ag = 1. Letting y = [0, s, . .., a3, 1, x|, using Lemma Bl one
has [y,am,...,a3,1,2] = 0 = [x,1,a3,...,am,y]. Therefore the (compositional) inverse function

G(x) = F~'(x) is written as
G(z)=10,1,as,...,am,x] (10)

with the same ag = 1,a; = 0,a3 = 1 and a,,+1 = 0. Since the expression [a1, ag,as, ..., an,x] has
the form of increasing indices and it is closely related with the equation (&), we will be interested in
the cryptographic properties of G(x) of this form. Having that in mind, we introduce new definitions
of differential and boomerang uniformities, which are in fact swapped versions from the original ones.

Definition 4.5. Let G be any permutation on Fon and let a,b,c € Fon \ {0}. Then we define

DUg(a,b) = #{(x,y) € Fon X Fon | G(x) + G(y)
BUg(a,c) = #{(z,y) € Fon x Fon | G(z) + G(y)

a and z +y = b}
a=Gx+c)+Gly+co)}

We will call the simultaneous equation a = G(x) + G(y), b=z +y as DU equation, and also call the
simultaneous equation G(z) + G(y) = a = G(x + ¢) + G(y + ¢) as BU equation.

Please note that our (equivalent) definition of boomerang uniformity comes from the result of
theorem 2.3 in [20]. When G and F are inverse to each other, one has DUg(a,b) = DDTr(a,b) and
BUg(a,b) = BCTr(a,b). We also define the maximum values among all DUg(a,b) and BUg(a,b) as
follows.

Definition 4.6.

DUs = max DUg(a,b), BUg = max BUg(a,b
6= (pdi oy 2D O = s BE gy PO D)

Remark 4.3. DUg and BUg are same to the original differential and boomerang uniformities of G
(and also F). That is, DUg = DUp = Ap = Ag and BUg = BUp = dp = dg-

If (u,v) is a solution of DU equation G(z) + G(x 4+ b) = a, then
a=Gu)+Gw)=[0,1,as3,...,am,u]l +1[0,1,a3,...,am,v], withu+v="> (11)

By the symmetric nature of the above equation with respect to u,v, we will use the notion of
unordered solution pair {u, v}, where one unordered solution pair {u, v} corresponds to two (ordered)
solution pairs (u,v) and (v,u). Note that (u,v) # (v,u) because a # 0 # b.

Definition 4.7. We define a domain pole set P (of G) consisting of all p; (1 < i < m) satisfying
A; = G(p;) (i-e., [0,1,a3,a4,...,a;] = [0,1,a3,...,am,p;] ). That is, a set consisting of all p; =
[0, @, Gm—1, -5 Giy1]-
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Remark 4.4. When G(z) = [0,1,~,x] with v # 0,1, then one has

plz[ovlyvl]zfy—_}_lv p2:[077]:% and p3:[0]:0

Remark 4.5. In general, when Crk(G) > 3, p; are not distinct since A; are not. When duplication

happens, we exclude multiplicities by considering minimal index i in the equivalent class 1 for A;, so
that we assume P consists of all distinct elements.

If {u,v} is a solution pair of the DU equation (IIl), there are two possibilities for u (resp. v). That
is, either u = p; € & for some i or u ¢ P. If u=p; € P, then G(u) = A; = [0,1,a3,...,a;]. If
u ¢ P, then we have the following,.

_ /Bmu + Bm—l

Lemma 4.8. If u ¢ &P, then one has G(u) n
Al + Q1

. In particular, amu+ ay,_1 # 0 for all

Proof. Since G(u) = [0,1,a3,...,am,u] # A; for 1 <i < m, by the Proposition [£4+(2), Ayt1.4 def

G(u) =10,1,as,...,any,u] itself gives a single equivalence class of the index m + 1 such that G(u) =
a, + Bm— _

Am+17u = ;’n+1ﬁm ﬁm ! = IBmu + Bm ! with CL;n+l = U. ]

A 1%m + am—1 QmU + Q1

Definition 4.9. Let u # v be in Fon. For a pair {u,v} (resp. an ordered pair (u,v)), we say {u,v}
18

- of Class o if u,v € P, and the set consisting of all {u,v} (resp. (u,v)) of Class o is denoted
by of. (i.e., {u,v} € o means u € P,v € P.)

— of Class A if only one of u and v is in P, and the set consisting of all {u,v} (resp. (u,v)) of
Class A is denoted by AB. (i.e., {u,v} € B means u € P,v ¢ P oru g P,v e P.)

— of Class € if none of u and v is in P, and the set consisting of all {u,v} (resp. (u,v)) of Class €
is denoted by € (i.e., {u,v} € € means u ¢ P,v & P.)

For a given permutation G : Fon — Fon, define a map

’l/JG . FQn X ]F‘2TL — ]an X FQn (12)
(u,v) =  (G(u)+Gv),u+v)
Then, for given nonzero a,b € Fon, 1/)51(&, b) is the set consisting of (u,v) € Fan x Fan satisfying

a = G(u) + G(v), b=u+ v so that one has DUg(a, b) = #¢;'(a, b).

Definition 4.10. For a given permutation G on Fon and a map g on Fon X Fon, we define
A8 = o st (a,0), BEY = Bngs (ab), ELY =B Nnes (a,b)

Remark 4.6. From the above definition, one has the following disjoint union and the formula for
DUG(av b)

G 0h) = 5 LBV UEED, D) = S 4 B 1 pefe?
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Now from the equation (1), Definition 4.7 and Lemma [.8] one finds that

- szf((;a ) consists of all ordered pair (u,v) € o satisfying the equation (II]). In this case, one has
u = p;, v = pj for some 1 < i # j < m such that a = G(p;) + G(p;) = Ai + Aj with b = p; + p;.

- 95’8 ) consists of all ordered pair (u,v) € & satisfying the equation (I1J). In this case, since only
one of u,v is in P, say u = p; € P, using Lemma L] one has the equation a = G(p;) +G(v) =

v _
Ai + Bm + /Bm 1
QmU + Qp—1

- gl ) consists of all ordered pair (u,v) € € satisfying the equation (II]). In this case, since

(U) _ /Bmu + Bm—l + Bmv + Bm—l

with b = p; + v.

u,v ¢ P, using Lemma (4.8, one has a = G(u) + G with
AU + Q-1 QmU + Qup—1
b=u+wv.
Again, by the symmetry of the mapping ¥¢ (i.e., ¥g(u,v) = ¥g(v,u)), the cardinality of &Yé?’b), %’g’b)
and ‘(g(Ga ) are even, and one can also define analogue versions for unordered sets for Méa’b),%g )
and %”éa ) S6 when we say {u,v} is in szf((;a ’b), we are abusing our notations so that it implies both

. a,b
(u,v) and (v,u) are in Qié ),

Proposition 4.11. Suppose that a permutation G(x) = [0,1,as3,...,am,z] has a,, # 0. Then one
has #‘(g((;a’b) =0 or 2, and one gets #‘(g((;a’b) = 2 if and only if Tr(ﬁg) =0 and z2 + bay,x + 3 #£0
for all € 0y, P + 1.

Proof. Suppose {u,v} € %”gl’b). Since u,v ¢ P, by the Lemma [L.8] one has

_ uBm + Bm-1 + VBm + Bm-1

a:G(u)—I—G(v)  uay, +a -1 VO, + Qum—1
(’LL + U)(amﬁm—l + ﬁmam—l) b

(worm + Q1) (Ve + 1) (U, + 1) (V, + Q1)

where the last equality comes from Lemma [£3}(c). Therefore, letting M = ua,, + am,m-1 and
N = vy, + a1, the following quadratic equation

b
0=(X+M)(X+N) :X2+bamX+a € Fon[X]

has unique solutions M, N € Fy» and thus Tr(m) = 0. Since u,v ¢ P, the roots M, N are

not in o, P + aun_1, which means % + bau,z + 3 # 0 for all x € P + am—1. Conversely when
Tr(——2—) = 0 with 22 + bay,z + g # 0 for all x € @, P + a1, then the solution {M, N} of the

abam
quadratic equation satisfies M, N ¢ «;, P + ;;,—1. Therefore u = MJ;Z‘;"”,U = N+O?mm’1 are not in
2, and thus {u,v} € €. O

Remark 4.7. Letting v; = qmp; + @m_1 for each p; € P, the last condition xf + bay,x; + 3 #£0 in

b .
P for all i.

the above proposition can be rephrased as a parametrized form a #

Remark 4.8. Consequence of the above proposition is that, if a, # 0 and #w&l(a, b) = DUg(a,b) is
greater than two, then those extra solutions (u,v) are ALL from Class & or Class & (i.e., at least
one of u,v are in P).
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Since the number #% is the number of distinct A; (1 < ¢ < m), it is at most m. Therefore,
when m is small, we can do enumerative counting or we may even use an algorithmic approach for
relatively small m, which is mechanical in nature and can be implemented on software.

4.3 Carlitz Rank of APN Permutation

Using Proposition .17, we present a simple result on the relation between APN and Carlitz rank.
Theorem 4.12. Let n be even and let G(x) = [0,1,as,...,am,z] be a permutation of Carlitz rank

2n—1
m over Fon with #P = (. If L < , then G is not APN.

Proof. Let us first suppose a,, = 0, then by Lemma [1.8, we have G(z) = % for all © ¢ 9.
Therefore fixing any nonzero b € Fan, one has

uﬂm + /Bm—l + (b + u)/Bm + Bm—l _ b/Bm ?é 0

Qm—1 Q1 Qm—1

Gu)+Gu+b) =

for all u € Fan satisfying u,u + b ¢ . Since there are at most 2¢ possible values of u € Fan such
that either u or b+ u are in %, there exists at least 2" — 2¢ > 2"~ 4 ¢ > 8 number of solutions for
the DU equation a = G(z) + G(x + b) with a = % and b. Now let us consider the case a;, # 0.
Using Proposition 4], one chooses pr € & such that G(px) = 2—:1 Then, for all b with b+ p ¢ P,
one has

Bm (b + pk)ﬁm + Bm—l 1
a=Gpr)+Gb+py) = —+ = )
(p ) ( P ) O (b + pk)am + am—1 am(bam + Prom + am—l)
and thus n
aboyy,? + ac, (Proom + 1) =1 ie., — 14 DEOm T Qmo1
abay,? bayy,
If pro + a1 # 0, then 1 + ’)’“a"g;’% takes all the values of Fon \ {1} and T‘r(ﬁ) = 0 for

271 values of b. Because a =
1<i</{t a=

amGamTpamTan D) 18 expressed as a parametrization of b, for each

#W is possible only (if they exist) for two values of b € Fan since b is a root of

nontrivial quadratic equation afnb2 + U (PO + Q1 + ;)b + x? = 0, where z; = amp; + m_1.
Thus, by removing these 2¢ values of b, one can use Proposition [£T1] and also removing at most £
values of b where b+ p, € P, we conclude that, assuming 3¢ < 2”71, there exist a,b € Fon with
b+ pr ¢ P and u,v ¢ P such that

G(px) + G0 +pr) = a = G(u) + G(v)

Therefore one has DUg(a,b) > 4 and G is not APN. If pray, + ayp—1 = 0, then one has ﬁg =1 for

all b and thus Tr(m) = 0 because n is even. O

Remark 4.9.

n—1

1. Since £ < m where m = Crk(G), if m < then G is not APN. That is, any APN

n—1

2
permutation G on Fon with n =0 (mod 2) must have Crk(G) >
permutation on Fos found by Dillon [5] has Carlitz rank > 11.

. In particular, the APN
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2. No APN permutation on Fas is found at this moment. However, if it exists, it must have
7

2
Carlitz rank > 5 ~ 42.67

5 Permutations of Carlitz Rank Three and o, § of Convergents

Using the tools that we presented in previous sections, we now show how the cryptographic properties
such as boomerang and differential uniformities of a permutation of Carlitz rank 3 can be computed.
Therefore let us consider Carlitz rank 3 case, i.e. G(x) = [0,1,8,2] = (772 + 8)?772 4+ 1)7~2 with
B # 0, 1. Please note that G(x) is a (compositional) inverse of F'(z) = [0, 3, 1,z] and they are affine
equivalent to each other via the relation G(x) = BF(Bz). When g # 0,1, it is trivial to check
Crk(G) = 3 (i.e., Crk(G) < 3 is not possible.) As we already mentioned in Remark A4, we have
p1=10,5,1] = ﬁ,pg =10,0] = %,pg = 0. We now introduce a new constant « defined as oo = S+1,
which will make our subsequent computations much easier. Then we can rewrite the lists of pole set
P and image pole set G(P) as

P = {p17p27p2} = {[07 Ba 1]7 [07 5]7 [0]} = {év %70} (13)
G(P) = {G(p1), G(p2). G(ps)} = {A1, A2, A5} = {0,1, 5} (14)
Since all A; are distinct, one has the following nice correspondence by Proposition 4],
A1:02&7 A2:1:@, A3:é:&
(&3] (65) (% Qs

Also, since G has the form of fraction when = ¢ 9 by Lemma [£.8] we have

A; ifr=p, €P
G = 15
@ =48t (15
ar +1

where a = 8 + 1.

Remark 5.1. Although our main interest in this article is about the boomerang and differential
uniformity, the permutation G(z) = [0,1, 8, z] has other nice cryptographic properties such as high
algebraic degree and high nonlinearity. For the definitions and fundamentals of the above motions,
please refer [6,[8,[10,[11,[15]. By Lagrange interpolation, one has
Ga)=L2+Laz+ 1) 2+ L@+ 1)+ @+ 3)¥ 7+ L
= ﬁxznd + lower terms,

so that the algebraic degree of G is n — 1. It is shown in [22] that the nonlinearity of G is >
on—1 9% — 3, but using a refined technique, one can prove that the nonlinearity is > 271 — 25 — 9.

For given nonzero a,b € Fon, let us consider the quadratic polynomial (for the case m = 3) in
the proof of Proposition 1],

f(X) = X2+ baX + g =X +ou+1)(X+av+1)eFn[X] (16)

where a = G(u) + G(v), b = u+v. Now we rephrase Proposition .11l for the case G(z) = [0, 1, 3, z]
of Carlitz rank three.
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Corollary 5.1. For G(z) = 0,1, 8,z], one always has #%”(Ga’b) < 2, and one has #%”gl’b) =2 if and

only if Tr(ﬁ) = 0 with a,b satisfying a # (aa + 1)b and a # B(aa + B)b.

Proof. In view of Proposition .11} one only needs to check the condition f(z) # 0 for all z €

aP + 1. Since P = é, %,0}, one has a2 + 1 = {0, %,1}. One can easily check f(0) = g # 0,

f(1) =1+ba+ L #£0is equivalent to a # (aa + 1)b, and f(%) = % + %O‘ + 2 £ 0 is equivalent to
a # B(aa + B)b. O
By replacing X by aX + 1 from f(X), we get
(@b)(x) ¢t xv2  px ﬁ i i:X X 1
7\ (X)) +b +a+a2a+a2 (X +u)(X +v) (17)

For each domain pole p; € P = {p1,p2,p3} = {é, %, 0}, we define three polynomials

(ab) — z(ab) 1y 2 b _ 1 1 +
X 4+ )= X X+ —=(z+—+ X + 1
hi"7(X) =2#"""(X + oz) +bX + - (z 5 u)( 5 v) (18)
a 1 1
hg ’b)(X)_—ﬁ(a’b)(‘X—FB) _—}(2+bx +i+i+

(a,b) _ p(ab) _ 2 b b
h3 (X)—}% (.X—I—U)—X —|—bX—|———|——2 +

1 1
af " oZa a2—62:($+5+u)(X+B+U) (19)
% =(z+u)(X +v) (20)

Remark 5.2. One easily checks fa(“’b)(é) = ﬁ # 0. Also fa(“’b)(%) = 0 if and only if a =
B(aa + B)b, and A1) (0) = 0 if and only if a = (aa + 1)b. Therefore Corollary [51 can be restated
as follows; one has #‘(g(Ga’b) = 2 if and only if A(%P) (X) = 0 has solutions in Fan none of which is a
pole. Also note that the reducibility of % is equivalent to the reducibility of h; for anyi=1,2,3.

We also define bivariate polynomial H,(X,Y) as
9 Y
Hy(X,Y) =X+ XY + —
a?a

Note that we have a very natural relation (which we will use repeatedly in analyzing BU equations
in Section [7) between H,(X,Y") and hga’t) (X) = £@)(X + 1), That is, if X = s is a solution of
r{*Y(X), then

“ t
0=h"(s) = 8" + st + - = Hy(s.1) (21)

We will check whether the above equation holds when s,t are given as translations of b; which are
linear fractional transformations of a, and checking H,(s,t) = 0 is equivalent of finding a root in Fan
of certain polynomials with indeterminate a.

6 Differential Uniformity of G

By utilizing the methods that were introduced in previous sections, we want to derive information of
the boomerang and differential uniformity of G(z) = [0,1, 8, z] on Fon. Our first goal is a complete
classification of the differential uniformity of G, which will be needed when we discuss boomerang
uniformity in Section [7l
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Theorem 6.1. Let B € Fon \Fy with a = B+1 and let G(z) = [0,1, 8, 2] = (2" 24+8)2" 2 +1)2"2
be a permutation of Carlitz rank three. Then one has the differential uniformity DUg € {4, 6,8} where
DUg = 8 if and only if B2+ B2 +1=0. If 34+ B> +1 # 0, then by defining the following polynomials
m FQn [Z] B

Loy o, o
f1202) =2 +5Z +6Z+5,
f13(2) = Z* + aZ? + BZ + 1,

the following holds.
1 If at least one of f12(Z) and f13(Z) has a root in Fan, then DUg = 6.
2 If none of f12(Z) and fi13(Z) has a root in Fan, then DUg = 4.

Remark 6.1. The proof of the above theorem will be given at the end of this section. One novel
property of the above theorem is that one can determine DUg very quickly. In other words, letting
f(2) = f12(Z) f13(2), one can compute ged(f(Z), Z*" —Z) in just O(n3) bit operations using repeated

squaring Z* (mod f). The gcd is nontrivial if and only if f has a root in Fon.

Remark 6.2. Please note that we replaced the trace conditions of many previous works with the
solvability of quartic polynomials. (In fact, the trace condition is equivalent to the solvability of
quadratic polynomials.) We will derive a similar theorem on boomerang uniformity later.

From the information of 2 and G(2) in the equations (I3]) and (I4]), there are only 3 possibilities
of {u,v} € o and corresponding values of (a,b). Namely

azlzG(é)—FG(%), b= ﬁ when {u,v} :{é,%} (22)
a=2=G1L)+G0), b=L when {u,v} = {1 0} (23)
a=1= G(%) + G(0), b= % when {u,v} = {%,0} (24)

Lemma 6.2. Suppose that one has two pairs of {u,v} # {u',v'} satisfying
G(u) + G(v) = a =G+ GH)

such that {u,v} is of Class of. Then one has the followings.

(a) {u',v'} is not of Class o, i.e., {u/,v'} € B or {u',v'} € F.

(b) If {u',v'} is of Class B, say v’ € P and v & P, then one has {u,v,u'} = P (i.e., {u,v,u'}

and {é, %,0} are the same set), and v’ is uniquely determined as v' = %

() Ifu+v=1u+7, then {u',v'} € B if and only if § € Fy.
Proof.
(a). Suppose on the contrary that both u/,v" € P. Then, since there are only three poles, among

u,v,u', v, two of them must be the same pole, say u = v/, then from G(u) + G(v) = G(u') + G(v')
and since G is a permutation, one has v = v’ which contradict {u,v} # {u/,v'}.
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(b). Tt is clear (similarly as in the first statement) that all three u, v, are distinct. Therefore the
equation G(u) + G(v) = G(u') + G(V') is written as

L_0+14+2 =G +GW)+GH)=GW)
LB
Then one can check v/ = % is a unique solution, since v' ¢ & implies G(v') = i o’ il =1
a2

(c). We use (b) so that {u/,v'} € & if and only if {u v,u, v’} = {12 3 ,QQ} Therefore u + v =
w4+ ifandonly if 0 = u+v+u +0 = E + 3 + 5 = a@;g , which happens exactly when

a?

O=a+pB2=1+p8+p3% =

Proposition 6.3. For (a,b) € {(1, a—lﬁ), (8,1 (L, %)}, i.e., when a,b are expressed as

a=G(pi)+Gpj), b=pi+p;
one has DUg(a,b) = 2,4, or 6, and is classified as
(1) DUg(a,b) = 6 when (i) B € Fy and (ii) h(a b)( X) = X%+ bX + 3 has a solution in Fon.
(2) DUg(a,b) =4 if only one of the conditions among (i), (ii) is satzsﬁed.
(3) DUg(a,b) =2 if none of the conditions among (i), (ii) is satisfied.
Proof. From Lemma[6.2}(a), one gets #Méa’b) = 2. From Lemma [6.2}(b) and (c), one has #%g’b) =
0 or 2, and #%gl’b) = 2 happens exactly when 8 € F4 such that p; + p; + pr + % = 0 and
b=p;+p;j=0pr+ % with {p;,p;} € & and {py, a2} € A. Since one can easily check a # (aa + 1)b
and a # B(aa + B)b for all (a,b) € {(1, a—lﬁ), (g, é) (a, B)} from Corollary [£.1], one has #%(ab =0

or 2, and #%(a ¥ = 2 if and only if Tr(—L5) = 0 which is equivalent to the solvability of hg )( X)=0
in Fon from the equation (I8]). O

The above proposition explains all possible values of DUg(a, b) when the set .sziéa’b) is not empty
(i.e., when there are poles p;, p; such that a = G(p;) +G(p;) and b = p; +p;). Now we will discuss the
other cases of a, b satisfying DU equation. Consider the following DU equation, a = G(z) + G(y), b=
x + y, where there is no solution {z,y} = {u,v} € & (i.e., no solution satisfying u,v € ). Then
any possible solution {u,v} is either of Class % or Class . From Corollary 5.1l and Remark
we know #%”gl’b) =0 or 2, and #‘g((;a’b) = 2 if and only if £(*?)(X) = X2 +bX + % + % + Elg has
two solutions u,v in Fon such that u,v ¢ P (i.e., a # (aa + 1)b and a # B(aa + B)b). Note that the
reducibility of (%% (X) in Fon is also equivalent to Tr(ab%xz) =0.

The case for Class & can be explained as follows. When {u,v} € 93’81 ’b), then since only one of
u,v is in P = {p1,p2,p3} = {é, %,0}, one may write {u,v} = {p;, b+ p;} such that

a=G(p;)+GOb+p;) with b+p; ¢ P (25)

For given nonzero a and pole p;, there is unique b = b (depending on a and p;) satisfying the above
equation because G is a permutation. For each pole , 5,0 one can easily find such b; as

B(1):  a=GE)+Gli+31) with b = ol (26)
B(2) : a= G(%) + G(b2 + %) with by = 5(Zﬂrl) (27)
B3):  a=G(0)+ G(bs) with by = 2%t (28)
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where %B(i) means that {p;,b; + p;} € %B. Note that the denominators of b; are never zero because
b; + Di ¢ P.
Remark 6.3. When we have {u,v} € %g’b) such that one of u,v is p;, we simply say {u,v} satisfies

DU equations of type B(i) : a = G(u) + G(v), b; = u+v. Also, throughout this paper, we will fix the
values by, by and bg as above.

) > 2 because there is an obvious
solution pair {p;, b; + p;} € B. Conversely, if there exists (a,b) such that #938 b) > 2, then there is
{u,v} € %gl’b) =%N Q,Z)C_;l(a, b) satisfying DU equation with {u,v} € 98, which implies exactly one of

u,v (say u) is in P so that u = p; for some ¢ and b = b; because a = G(p;) + G(b + p;).
(a,b)
G

For every (a,b) = (a,b;) parametrized by a, one has #%’g b

Using the same argument, #3% > 4 is possible only when b = b; = b; for different ¢,j. In
other words, if there exists a € Fon satisfying b; = b;, then letting b = b;(= b;), one has 2 solutions
of unordered pairs {u,v} = {p;, b+ p;}, {pj,b+ p;} (or 4 solutions of ordered pairs) satisfying

a=Gu)+Gw), b=u+v

We summarize the conditions on a satisfying b; = b; as follows,

a € Fyn such that by = by &  rirgy = gy & @ +a+ -0 o Tr(¢)=0 (29
@ € Fon such that by =by & ol =2l o ®+La+5-0 & T(}) =0 (30)
@ € Fansuch that by =by & giHp =24l o d®+la+5=0 & T(d)=0 (31

Finally, #%’g b — 6 s possible only when b; = bs = b3, which implies that three quadratic
equations in a (29),(30),(31) have a common root. By solving 3 simultaneous quadratic equations,
we find that a common solution exists if and only if 8% + 52 +1 =0, and a = 3 is a unique solution
with corresponding b = 1. In this case, letting (a,b) = (3, 1), one has

BOX) = X2 +bX + 2 = X2+ X+ =X+ X + 4,
where
Tr(gr) =Tr(3+ ) =0 (A +5°+1=0)
Therefore hga’b) (X) = 0 has a solution in Fon, which implies one also has a solution {u,v} in %”éﬁ b

by Corollary B.11
To summarize, we have the following.

Proposition 6.4. For a given permutation G(x) = [0,1, 8, x] on Fon of Carlitz rank three, one has
DUq = 8 if and only if B>+ B2 +1 = 0.

Remark 6.4. It should be mentioned that (a,b) = (5,1) is the unique pair having the maximum
DUG(B,1) = 8 when B2 + B2 +1 = 0, and the four pairs {u,v} of solutions satisfying DU equation
B =Gu)+Gw), 1 =u+v can be computed explicitly using the equation [26)), 27),[28)) and they
are

{u,v}: {BA B+ 1} e B(1), {B*+B,82+B+1} € B(2), {01} € B(3), {B,8+1} €%,

where % = é,ﬁZ + 5 = % € P. Also note that the set of all u and v appearing in the above list
covers all the elements of Fg.
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Among the three basic equations (26]),([27),([28) related to the Class %, two equations (26) and
([28)) have the following important properties which will be used repeatedly when one needs to compute

Tr(gpe)-
Lemma 6.5.

(a) Suppose a =G(L)+ G(b+ L) for some a,b € Fon, then one has

3 1
N |
aa  aba? +

(b) Suppose a = G(0) + G(b) for some a,b € Fon, then one has

S
ab  aba?

Proof. The above two equations are, in fact, the same equations as in (28) and (28]), however we will
give proofs for clarity. For the first statement,
Blb+2)+1 pb++1 5 1

= l b l: a - Of__ 7 9
B A e e (e Y S R

By multiplying % to the above equation, one gets desired expression. For the second statement,

5 JAbEl_ 1
ab—i—l alab+1)  ba?+a

a=G0)+G((0b) =

Therefore by multiplying ba? + a to the above equation,
aba? +ao =1
and we get the desired expression dividing both sides of the above equation by aba?. O

Now we are ready to state our complete classification of differential uniformity of a permutation
G of Carlitz rank three. We already mentioned that DUg = 8 is the maximum value possible

and this happens exactly when % + 82 + 1 = 0, where DUg = 8 is obtained as 8 = #d (ab
#%gl’b) + #%gl’b) =0+4+6+2 with ( b) = (B,1). It is obvious that, for any nonzero a, b and

B ¢ Fy, one has #szf((;a’ =0if #9]3 > 2 by Lemma [6.2}(c). Therefore, by assuming 5 ¢ F, and
B3+ B2 +14#0, if one has DU = 6, then the only possible case is that there exists (a,b) such that

DUg(a,b) = #.Qi(a ) + #99 a.b) + #‘5 a.b) = 044+ 2. Since one has #93’ @5 _ 4 if and only if exactly

two of by, bo, by are the same, to find the conditions for which #%(a - = 2, we only need to check
Tr(—1>) at these points (a,b).

When b = b; = by, then from the equation (29),

2
0=a? +a—|—5—2—1+ <5>+<£>
8\ aa aa
B\, a(B (1 > a1
() *5(a) 1= (@ 1) +5 (@) 2
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where the last equality comes from Lemma [6.5H(a). For b = by = be, one can easily check the

conditions a # (aa + 1)b, B(ca + B)b in Corollary 511 are satisfied. Therefore, one has #%é? b _ 9
if and only if Tr(ﬁ) = 0 and this happens when ﬁ = 2+ 22 for some z € Fan. Thus by defining
the following polynomial

f12(2) = (Z? + Z 4+ 1)? +%
:Z4+%22+%Z+%, (32)

DUg(a,b) = 6 at (a,b) (with a satisfying the equation in (29]) and b = b; = by) implies that the above
quartic polynomial f15(Z) has a root z € Fon satisfying fi2(z) = 0. Conversely, if there is z € Fan
with fi2(2) = 0, then letting a = and b= one finds DUg(a,b) = 6.

(Z2+Z+1)+1 €Fa[Z]

__ B8 _ 1
a(+2+1) a(aatp)’

When b = b; = b3, then from the equation (30),
1 2
« a? aa B \aa

2 2
() o2 () () o )2

where the last equality again comes from Lemma [6.5+(a). For b = b; = b3, one can also easily check

the conditions a # (aa + 1)b, B(ca + ()b in Corollary [B.1] are satisfied. Since one has #%gl’b) =2
if and only if Tr(ab%xz) = 0 and this happens when ab%xz = 2z + 22 for some z € Fgn, by defining the

following polynomial

f13(2) = (Z? + Z+ 1>+ B(Z* + Z+1) + B3
=7 v+ aZ? + BZ +1, (33)
DUg(a,b) = 6 at (a,b) (with a satisfying the equation in ([B0]) and b = b; = b3) implies that the above

quartic polynomial f13(Z) has a root z € Faon satisfying fi3(z) = 0. Conversely, if there is z € Fon

with fi3(z) = 0, then letting a = WQ_EZ—H) and b= m, one finds DUg(a,b) = 6.

When b = by = b3, then by using the equations ([27) and (28]), one gets

i = G(3) + G+ %) =a=G(0) + Gb) = s

and solving the above equation in terms of b, one has
I Y R P R (34)
N B a? B\ ab ab
1\? a/1 1 2 a1
=(— =) +1=(—=+1 Sl t1)+1
<ab> * B (ab) * <aba2 * > * B <aba2 * > b (35)

where the last equality come from Lemmal6.5l(b). Since one has #‘(géa Y = 2if and only if Tr(—13) =
0, we get the same polynomial f12(Z) by replacing —~ with z 4 2z from the expression (B3).

aba?
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Therefore, DUg(a,b) = 6 at (a,b) (with b satisfying the equation in (34]) and b = by = b3) implies that

f12(Z) has a root z € Fon. Conversely, if there is z € Fon with fi2(2) = 0, then letting b = WQ}FZ—H)

and a = m, one finds DUg(a,b) = 6.

Proof of Theorem :

Everything is already shown except that G is not APN. That is, we must show that there do exist
a and b such that DUg(a,b) > 4. By the equation (26)), one has #@g’b) > 2 for every (a,b) = (a,b1)

parametrized by a. Also, the parametrized a = a and b = m must satisfy, by Lemma [6.5}(a),

aba2 =1+ B . The exceptional values of a where Corollary |5:|] is not applicable (i.e., the a Satlsfymg

— 1 1 —
b= o or b 6(aa+ﬁ)) is at most two, since a(Gath) = B(aa+ﬁ) is impossible and @ath) = ST

is possible only when there is a € Fon satisfying a? + a + O}Q = 0. Since half of the trace values
Tr(1 + %) take zero, there exist a,b such that Tr(abzz) =Tr(1+ %) = 0, so that #%”gl’b) = 2 and
one concludes DUg(a, b) > 4. O

7 Boomerang Uniformity of G

Our goal in this section is to classify all G(x) = [0, 1, 8, 2] having the boomerang uniformity 6, which
is the least possible case for a permutation of Carlitz rank three. We first state the following main
theorem.

Theorem 7.1. Let 3 € Fou \Fy with a = B+1 and let G(z) = 0,1, 8,z] = (¥ 2+ p)2" "2 4+1)2" 2
be a permutation of Carlitz rank three. Define the following polynomials in Fon[Z].

4
h12( ) Z4+23+Z2 5

hi3(Z) = Z* +

gl(Z):Z6+Z5+Z3+Z+1+§(Z4+Z2),
@(2) =2+ 25+ 24+ Z3 + BZ? + BZ +1,

B B
¢(Z):ZQ+EZ+§

Then BUg = 6 if and only if none of the above five polynomials has a root in Fon.

Remark 7.1. The proof of the above theorem will be given through a series of steps by eliminating
possible cases of (a,c) € Fon xFon where BUg(a, c) > 8 happen. In fact, if one of the above polynomials
has a root in Fon, then the root is in the list of a or ¢ with the property BUg(a,c) > 8. That is why
we stick to the expression of ¢(Z) even if we may replace it by simpler form Z? + Z + % or even by

the condition on Tr(%).

Remark 7.2. As in the case of differential uniformity, our method determines, in polynomial time,
whether a given G has boomerang uniformity 6. That is, letting g(Z) be the product of all the above
five polynomials, ged(g(Z), Z*" — Z) is computed using repeated squaring Z> (mod g) in O(n?) bit
operations.

24



Remark 7.3. To the authors’ knowledge, on Fon with even n, nobody so far found a permutation
which is a modification of the inverse function having the boomerang uniformity 4. Therefore our
result on boomerang uniformity 6 is the lowest in this class of permutations.

To give a proof of Theorem [7.I] we will repeatedly use the following definition of boomerang
uniformity, which is in fact obtained in [20] (Theorem 2.3) as an equivalent statement of the original
boomerang uniformity. That is, BUg(a, ¢) is the number of (a,c) € Fon x Fon satisfying the following
BU equation,

Gx)+Gly) =a=G(x+c)+Gy+c) (36)

An alternative formula for BUg(a, ¢) is also obtained in [3] (Prop. 3), and the boomerang formulaes
in [3] and [20] imply that any solution {z,y} = {u,v} of the above BU equation falls in one of the
two cases depending on whether u +v # cor u+v = c.

1. If u+ v # ¢, then {u,v} generates 2 solutions {u,v},{u + ¢,v + ¢} of unordered pairs for the
BU equation. That is, (z,y) = (u,v), (v,u), (u + ¢,v +¢), (v + ¢,u+ ¢) are 4 solutions of the BU
equation.

2. If u+ v = ¢, then {u,v} in fact is a solution of the DU equation G(z) + G(y) = a, z+y = ¢
which gives only 2 solutions of ordered pair (u,v), (v,u) for the BU equation G(z)+ G(y) = a =
G(z + ¢) + G(y + ¢), because the last equation a = G(z + ¢) + G(y + ¢) becomes redundant
when (z,y) = (u,v). However when DUg(a,c) > 4 and if {u,v}, {v/,v'} are two (unordered
pairs of) solutions of the DU equation G(z) + G(y) = a, * + y = ¢, then we can also say
that {u,v}, {u/,v'} are two solutions of G(z) + G(y) = a = G(z + ¢) + G(y + ¢) arising from
DUs(a, c) > 4.

Therefore, when BUg(a,c) > 4, we may say {u,v},{u,v'} are two solutions of the BU equation
G(r)+Gy) =a=G(x+c)+G(y + ), and we may assume {u',v'} = {u+c,v+c} in the first case
where u + v # c.

Also, we can classify the two solutions {u, v}, {u/,v'} depending on whether they are of Class &,
Class & or Class €. In other words, when we say the BU equation G(u) + G(v) = a = G(u +
¢) + G(v + ¢) of type {%B, €}, it means that {u,v} € B and {u + ¢,v + ¢} € €. Since {u,v} € B
means only one of u,v are in &, when we say the BU equation is of type {%(i), €}, then it means
that {u,v} € @ with v = p; and {u + ¢,v + ¢} € €. Similarly, when we say the BU equation
Gu) + Gv) = a = Glu+ ¢) + G(v + ¢) of type {H(i,7),€}, it means that {u,v} € & with
{u,v} ={pi,p;} and {u+c,v+¢c} € 6.

Similarly as in the analysis of the differential uniformity, we will classify possible solutions {u, v}
of the BU equation in (B6) depending on whether {u,v} is of Class of/,Class % or Class €. When
BUg(a,c) > 8 at some point (a,c), then there are 4 different pairs of solutions {u;,v;} (1 < i < 4)
and we will give a detailed analysis for each possible case. Fortunately it will turn out that there are
only three possible cases

{d, 6} +{B,¢}, {B,6}+{B,¢} and {B,B}+{AB, ¢},

whose meaning will be explained soon.

25



71 {o,6) +{B,6)
Lemma 7.2. Suppose B & Fy and suppose that one has the following relations satisfied by 4 different
pairs of {u1,v1}, {uz, va}, {z1,y1}, {2, 92},
G(u1) + G(vq)
G(z1) + G(y1)

G(UQ) + G(’Ug), Uy + v = ug + v9
=G(22) + G(y2), x1+y1 =22+

a
a
such that {uy,v1} is of Class &. Then a € {1, g, 13 and one has the followings.
(a) {ug,va} is of Class €. That is, uz,vo & P.

(b) Among two paz'rs {xlvyl}a {$2792}7 one 1s Of Class B (Say {x1,y1}) such that {ul,vl,xl,yl} =
é, %,0, %} and the other is of Class €.

Proof. a € {1, g, é} is obvious since a = G(p;) + G(p;) with {p1,p2,p3} = {é, %,0}.
(a). This comes from Lemma [6.2}(a), (¢).
(b). This comes from Lemma[6.2}(a), (b), where {z1,y1} € & is uniquely determined as 0 = G(u;) +

G(v1) + G(x1) + G(y1) = G(p1) + G(p2) + G(p3) + G(22). O

From Lemma and Lemma [[.2] we conclude that, assuming 3 ¢ Fy, if one has BUg(a,c) > 8 such
that the BU equation G(z) + G(y) = a = G(x + ¢) + G(y + ¢) has a solution {p;,p;} € &, then we
have a combination two BU equations of type {&/, €} + {%#,€}. That is, one has

G(pi) + G(p;)
G(pr) + G(%)

G(u)+G(v), pi+pj=u+v with {p;,p;} €, {u,v} €€
G)+GW), p+Z=u+v with {p, 5} € B, {u W} €@

a

a
where {p;, p;, pr} = 9 such that one of the following holds;
(i) {u+c,v+c} ={pi,p;} and {v' + ¢,v + ¢} = {px, %} : In this case, one has
ce{pi+u,pi+vyN{pp+u pp+0'}
because {p; +u,p; + v} = {c,p; + pj + ¢} and {py + v, pr + '} = {c,pr + Eﬁg + c}.
(i) {u+c,v+c} ={pi,p;} with ¢ =p; + Eﬁg : In this case, one has
P+ % € {pi +u,p; + v}
because {p; + u,p; + v} = {c,pi + p; + ¢} with ¢ = p, + %
(iii) {u' +c,v' +c} = {py, 2} with ¢ = p; + p; : In this case, one has
pi+pj € {pr+ ', pp + '}

because {pr + v, pr +v'} = {c,pr + % + ¢} with ¢ = p; + p;.
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4 with b =u+wv
4 with b = u + v
4 with ¢ = u + v
# u' + v because

To summarize, BUg(a,c) > 8 for the case the case (i) comes from DUg(a,b) >
and DUg(a,b’) > 4 with ¥/ = « + ¢/, and the case (ii) comes from DUg(a,b) >
and DUg(a,c) > 4 with ¢ = v/ + ¢/, and the case (iii) comes from DUg(a,c) >
and DUg(a,b’) > 4 with ¥/ = u/ 4+ /. Also note that one always have u + v
pi +pj # pe + 2 when 3 ¢ Fy.

Now will discuss three possible combinations of {</, €} + {%,€}.

{(1,2),8} + {B(3),%} : (a,0,6) = (1, 25, 2)
{ng(l,Q),%”}:G( )"’_G(%): = ( ) (U), U‘i"l):%
{B(3),6}:G(0)+G(L)=1=GW)+GW), v+ =5

where one of the following three cases holds;

(i) {u+ecv+c}={1, %} and {v' +c,v' + ¢} = {0, 5}
1 B
= c¢€ {é + u, é +opn{d v} = Res(hilmﬂ),hél’“)) =0

1,-L
() futco+e={tftwithe=% = He{l+ul+v} = B aﬁ)(%):o

(1.5)

(iii) {u’—l—c,v’%—c}:{o,%}wi‘chc:a—lﬁ = ﬁe{u’,v’} = hy (ﬁ):o

where h; and hg defined in Section [l can be written as

(1)

o (X) = AT+ D) = (X L h (X 4L o) = X2+ LX 4

B
hy e (x) = A (X) = (X + /) (X +0) = X2+ £ X + L,

B?

and Res means the resultant of two polynomials. When the given two polynomials f(X) = fo X2 +
fiX + fo and g(X) = goX? + g1 X + go are quadratic, the resultant Res(f, g) is defined as

fo 0 go O

f1 fo g1 9o
Res(f,9) = fo fi 92 0 (37)

0 fo 0 g

the determinant of the 4 by 4 matrix. Direct computations using the above two quadratic polynomials
show

(L) , (1,5) 1 /03 . 2
Res(hl h3 « ):(XTB(’B +B +1),
(1,35)
h (L) = 582+ 87+ 1),

(L) 1y 1 a3, a2
hy " (55) = z12(B° + 67+ 1)

Therefore, if one has BUg(a,c) > 8 with the combination of {&/(1,2), €} + {ZA(3), €}, then one has
B+ p2+1=0.

27



{o(1,3),6} +{B(2), 6} : (a,b,0)) =
{(1,3),6}: G(5) +G(0) =
{#(2),%6}:G(3) +G(5) =2

where one of the following three cases holds

(i) {u+c,v+c}= {é,O} and {u' +c,v' + ¢} = {37 21
= ce{;tug+uvin {% + % +'} = Res(h(g é),h(g’é_ﬁ)

1
£+
(iii) {u/—l—C,U’_‘_C}:{%’gg}wjthC:a = ée{%‘Ful,%—I—’Ul} - h a25 (i)zO
where
_X2 1“)(*_’_0{267

X+Lit+w)(X+21+0)=

N __ 2
=X azﬁX‘i‘ azﬁz

1
() = AED(X 1+ 4 =
(X + 5+ u)(X + 4 +)

B
h(a7a

B 1 1
hy” ™ (x) = ) (x 1+ 1) =

Direct computations using the above two polynomials show

21y (£,52)
) = qogn (6% + 6% +1),

Res(hy®" ", hy
B3, 1y _ 1 (a3 2
h*"* (z5) = qag (B”+ 87+ 1),
(2,5
hy (1) = = (8°+ B+ 1)

Therefore, if one has BUg(a,c) > 8 with the combination of {/(1,3),€} + {%(2), €}, then one has

B3+ B2 t1=0.
{(2,3),¢} +{%(1),€} : (a,b,V)

{4(2,3),} : G(4) +G(0) =
(#(1),6}:G(E)+G(L) =L =G+ GW), v+ =4

where one of the following three cases holds;

(i) {U+C”+C}—{B,0}and{u —i—cv—l—c}_{a,az}
11y (L1
= ce{gtu,g+oin{i+u, L +v} = Res(h a5 (‘*’a2)):0

(i) {fu+cv+c}= {%,0} with ¢ = 2

(i) {u' +cv' +c} ={%, 5} withe=% = %
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where
11
(X) = AKX+ 5) = (X4 F+ (X4 f+0) = X2+ 5X 4+ o,

1 1
e (X) = AR (X + 1) = (X4 24 u)(X 2 40) = X2 4 BX 1

(8% + 6% + 1),
B (L) = —gwi” L8,
L (8% + 8%+ 1)

Therefore, if one has BUg(a,c) > 8 with the combination of {&/(2,3), €} + {Z(1), €}, then one has
B+ p2+1=0.

>
iy
2
DM|,_.
—
@l
SN—
|
Q:‘

From the above observations regarding {</, €} + {%, €}, one obtains the following result.

Proposition 7.3. Let 8 € Fy and let G(z) = ((#2" 2+ 3)2"72+1)2""2 = [0, 1, B, 7] be a permutation
with Carlitz rank three. Suppose that BUg(a,c) > 8 for some (a,c) € Fan X Fon such that the BU
equation G(x) + G(y) =a = G(z +c¢)+ G(y +¢) has a solution {z,y} = {pi,p;} € &. Then one has
B+ B2 +1=0.

Remark 7.4. Since the case 2 4+ B2 + 1 = 0 is uninteresting in the sense that DUg = 8 which we
already showed in Section [0 and since the above proposition settled the case where the BUg(a,c) > 8
with one of the solutions of the BU equation in Class &, from mow on, we always assume that
B3+ B2 4+1+#0 and no Class o solution exist when we discuss the BU equation G(x) + G(y) = a =
G(x+c)+G(y+c).

7.2 {B.C}+{B,C)

Since the BU equation with a solution {u,v} € & is settled in previous section, and since {&, €} is not
possible by Proposition 11l or by Corollary 5] the only remaining types are {%, €} + {3, €} and
{ B, B} +{B,€}. We will first discuss the type { B, €}+{%,€}. Similarly as in the previous section,
we divide the cases into Case (i) and Case (ii), (iii). By the symmetry of the type {%, €} + {%, €},
the case (ii), (iii) can be discussed together.

7.2.1 {%B,¢6}+{%B,€}: Case (i)

In this subsection, we will show that, if BUg(a, c¢) > 8 happens, then either h12(Z) or hi3(Z) intro-
duced in Theorem [.1] has a root in Fan.

{#(1),%} +{8(2),} :

{B(1),6}:G(2)+G(b +
{#(2), %} : G(5) + G(b2 +

= G(u1) + G(v1), {1 +c,v1+c} = {éybl 4 é}
= G(ug) + G(v2), {uz+c,va+c}= {%752 + %}



In this case, one has ¢ € {u; + é, v + é} N {ug + %, v + %} Therefore ¢ is a common root of two
polynomials

BO(X) = ACP(X + L) = (X +un + D)X +or+4) = X2+ 01X + B
WP (X) = A (X + D) = (Xt + DX+ +3) =X+ X + 2+ Bt L

Since by # by and two quadratic polynomials hga’bl)(X ), hga’b2)(X ) have a unique common root ¢, the
resultant of two polynomials must be zero. Therefore, after a routine computation with b; =

and by =

1
alaatB)

m (See the expression of by, by, b3 in the equations (26]),(27) and (28))), one has

2 4
_ (ab1) (ab2)y _ 1 5
0 = Res(hy , ha )_{aﬁa(aa—l—ﬁ)(aa—l—l)} <a +a®+a®+ >

Since a(aa 4 B)(ca + 1) # 0 because by + £, by + % ¢ P, one must have

4
0=a'+d®+d? + B
Therefore by defining
54
hio(Z2) = Z* + 23 + Z* + i €F 1Z], (38)

one concludes that, if there are a, ¢ with BU(a, ¢) > 8 which come from the combination {%(1), €} +
{%(2), €}, then one has his(a) = 0. Conversely, the existence of a root z € Fan satisfying hy2(z) =0
guarantees the existence of a,c € Fon having BUg(a,c) > 8. Note that one can explicitly construct
such point (a, ¢) from a root of his(Z) = 0. Namely, if h12(2) = 0 for some z € Fon, then the common

solution ¢ satisfying hga’bl)(c) =0= hga’bz)(c) can be expressed as ¢ = a2z(a2o;§ii 222 57y SO that one
. 2
has BUg(a, c) > 8 with (a,c) = (z, a2z(a2‘);§:ﬁ2z+52)).

{B(1),6} +{AB(3),6} :
{B(1),6}:G(E)+G1+ 1) =a=Gw)+G(v1), {ur+c,o1+c}={1 b +1}
{B(3),€} : G(0) + G(b3) = a = G(us) + G(vs), {us+c,v3+ct ={0,b3}

In this case, one has ¢ € {u; + é, v+ é} N{us,vs}. Therefore ¢ is a common root of two polynomials

RO (X) = 20X+ L) = (X tu + (X +o+ L) = X2+ blx - b—la
S (X) = A1) (X) = (X +ug) (X +o3) = X2+ b3 X + 8 By

Since the two quadratic polynomials hga’bl) (X), héa’b3) (X) have a unique common root ¢, the resultant
of two polynomials must be zero. Therefore, after a routine computation with b; = m and

by = a—;’;’—l one has

a a 1 2
0= Res(hg ’bl),hé ’b3)) = {—a2a2(aa " 5)} <a 4 éa?’ + £a2 + B )
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which implies

2
0=a4+§a3+%a2+ﬁ—4
[0 o (0
By defining
2
hi3(Z) :Z4+§Z3+%22+% € Fon[2), (39)

one concludes that, if there are a,c¢ with BUg(a,c) > 8 coming from the combination {%(1),€} +
{%(3), €}, then one has hi3(a) = 0. Conversely, the existence of a root z € Fan satisfying hi3(z) =0
guarantees the existence of a,c € Fon having BUg(a,c) > 8. Note that one can explicitly construct

such point (a, ¢) from a root of hj2(Z) = 0. Namely, if h13(z) = 0 for some z € Fan, then the common

solution ¢ satisfying hga’bl)(c) =0= héa’bs)(c) can be expressed as ¢ = mrzf—iﬂiﬁz-‘rﬁ) so that one

has BUg(a,c) > 8 with (a,c) = (z, - P zﬁ—kaﬁerB))’

{#(2),6} +{5(3),¢} :
{B(2),6}:G(5) +Gb2+ §) = a=Guz) + G(va), {ug+c,v9+c}={5b2+ 5}
{#(3), %} : G(0) + G(b3) = a = G(uz) + G(uv3), {us+c,v3+ct={0,b3}

In this case, one has ¢ € {ug+ %, vg + %} N{us,v3}. Therefore ¢ is a common root of two polynomials
W (X) = A (X + L) = (X +ua+ (X +3) = X2+ X + 22+ 2+ L
R (X) = A9 (X) = (X +ug) (X +vs) = X2+ by X + 24 By L

Since the two quadratic polynomials hga’bQ) (X), h:(,)a’b?’) (X)) have a unique common root ¢, the resultant

of two polynomials must be zero. Therefore, after a routine computation with by = B(ij_j—l) and
by = O‘s;; L one has
2
e () (b )
which implies
0:a4—|—la3+ia2+£
@ af ab
By defining
hos(Z) = Z* + Lo Loy A Fan[Z], (40)
« af ad

one concludes that the existence of a root z € Fan satisfying hos(z) = 0 guarantees the existence
of a,c¢ € Fon having BUg(a,c) > 8. However, it should be mentioned that hgs(Z) is birationally
isomorphic to hj2(Z) over Fan in the sense that

2
hgg(Z) = QLB?(CMZ +5)4h12 <a§ fﬂ)

such that the existence of a root of hi2(Z) in Fon is equivalent to the existence of a root of ha3(Z)
in Fon. Therefore the polynomial hy3(Z) is redundant in our analysis of the boomerang uniformity
and will not be used later.
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Remark 7.5. More precisely, the two polynomials hi2(Z) and hes(Z) are isomorphic via linear
transformation between homogeneous versions. That is, letting

_ 4

hio(Z,W) = Z* + Z3W + Z°W? + %W‘*,

5 1 1

ho3(Z,W) = Z4 + = Z3W + = Z°W? + EWA‘,
« af ad

it holds that
B

1
£ S 7+ W)
o

B23(Z7 W) = 52 B

hi2(Z,

7.2.2 {%A,¢}+{AB,€} : Case (ii),(iii)

In this subsection, we will show that, if BUg(a, ¢) > 8 happens, then either g;(Z) or g2(Z) introduced
in Theorem [7.1] has a root in Fon.

We consider the situation BUg(a, ¢) > 8 where this happens as a combination of { %, € }+{%, €} :
Case (ii),(iil), where the prime symbol is used at {%(j), €}’ to emphasize that DUg(a, c) > 4 happens
at the second BU equation. That is,

{RB(1),€} +{AB(j), 6} :
{RB(i),€} : G(pi) + G(bi +pi) = a = G(u;) + G(vi), {u; +c,vi +c} = {pi, bi + pi}
{$(), €} : G(p;) + G(pj +¢) = a=Guy) + G(v;), uj+v;=c

where the two equations {p;, b; + p;} and {p;,b; + p;} are of Class B (i.e., b+ p;,c+p; ¢ P), and
{u;,v;} and {u;,v;} are of Class € (i.e., u;,v;,uj,v; ¢ P).

Note that such ¢ satisfying the above system of simultaneous BU equations, if it exists, is uniquely
determined as ¢ = b; satisfying a = G(p;) + G(pj + b;), and the solutions of the second BU equation
account for DUg(a,c) > 4. Since i # j, there are exactly 6 types of such combination {3(i), €} +
(B),BY for (i) = (1,2),(2.1), (1,3),(3,1), (2,3), (3,2).

For each of the six types of combinations, we will repeatedly use the following bivariate equation

Hq(X,Y) :X2+XY+§
a“a

which was introduced in the equation (2I), and we will derive that X and Y can be parametrized in
terms of either a of ¢ such that H,(X,Y) becomes a polynomial of one variable and the existence
of a,c with BUg(a,c) > 8 is equivalent of solvability of the polynomial in Fan. In this way, we will
use the equation H,(X,Y) = 0 repeatedly for each of six types of {#,€} + {B, €} so that we will
derive the following corresponding equations as follows;

D {B(2).%}+{B(1).6Y = Halbi+L.b) =0
(2) {BB3).%} +{B1).GY = Halbi+2,b3)=0
(B) {B(2).6} +{B(3).6Y = Halbs+ 5.b2) =0
(4) {B(1).%}+{B(3), 6} = Halbs,b1)=0
(5) {B(1),6} +{B(2),6Y = Halbs,b1) =0
(6) {B(3).%}+{B(2),6Y = Hilbo+Lb5)=0
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Now we will discuss the above six types of {8, €} + {%,€} and will conclude that one only
needs to consider solvability of the polynomials ¢1(Z) and go(Z), and other polynomials arising in
this subsection are all isomorphic to one of g;(Z), g2(Z) or h12(Z).

D) {B(2).8} + {B(1),%) :
{B(2),%}:GL)+ G2+ 1) =a

{(B(1),¢} :GL)+Gc+ 1)
In this case, one has by = ¢ € {% + UQ,% + va} because {ug + %,’02 + %} = {c¢,by + ¢}. Since
% + ug, % 4 vy are two roots of fé(“’b”(X + %) with b1 € {% + ug, % + va},

G(u2) + G(ve), {us+c,va+c}= {%752 + %}
a=Gu)+Gv), up +vr=c

0= ﬁ(a’bQ)(lh + %) — ﬁ(a,bg)(bl + a_lﬁ + é) _ hga,bz)(bl + o%ﬁ)

- 1 _ +1 0y _ 1 3 2 B2
= Hu(b + gi5.b2) = Ho ey metny) = maarsraasy (o + a0+ 5) (41)
with by + a—lﬁ = m and by = B(%j—l) Therefore, the existence of a satisfying the above cubic

polynomial determines c via the relation ¢ = b; = m such that BUg(a,c) > 6 is satisfied. To

guarantee BUg(a,c) > 8, one must have uj,v; € Fon with uj, v ¢ P satisfying
G(u1) +G(v1) =a, wi+ov=c

Since 0 = a?’—l-g—za—l—g—i from the equation (4I]) and since ¢ = by = m, one finds ¢ # 45, m

Therefore the existence of such ui,v1 in For is equivalent of having Tr(a;ﬂ) = 0 by Corollary B.11
One can re-express the cubic polynomial in ([#I)) as

2 3 3 2
«@ Q@ aa B \aa aa a \ aa «

/1 o1 S
_<aca2+1> +a<aca2+1> +E 42)

1 =
aca?

22 + 2 for some z € Fon if and only

where the last equality comes from Lemma [6.5}+(a). Since
if Tr(—L5) = 0, by defining

aca?

g

a(2) = (ZQ+Z+1)3+E(ZQ+Z+1)2+

g

(07

é € Fon [Z]
o

=24 725+ 23+ Z + 14+ 5(24 + 77, (43)

the existence of a, ¢ with BUg(a, c) > 8 for the case {%B(2),€}+{%(1), €} guarantees the existence
of a root of g1(Z) = 0 in Fon. Conversely, if there is z € Fan such that g;(z) = 0, then by defining

G 1 ) 1
a:—-77 C = =0,
a 224+z+1 ' a(aa + B)

one has BUg(a,c) > 8
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@) {8(3).%} +{8(1).5} :

{%(3),€} : G(0) + G(b3) = a = G(u3) + G(v3), {us+c,v3+c}={0,b3}

{8(1),6} :GE)+Glc+L1)=a=GCw)+Gv), wi+v =c
In this case, one has by = ¢ € {us,vs} because {us,v3} = {c, b3 + c¢}. Therefore ¢ = b; is a root of
#@3)(X) = (X 4 u3)(X 4 v3), and one has

0= @) (b)) =A@ (b + L 4 Ly — plot)(p, 4 1)

2
= Ha(b + 4.bs) = (555, 2550) = o (¥ + @+ Gra+ ) (44)

ao?

The cubic polynomial in the above equations can be rewritten as
1 2 3 3 2
0:1_’_g ﬂ + = ﬁ + — ﬁ — ﬂ + ﬁ + « ﬁ _|_5
B\ aa 8\ aa 8\ aa aa aa aa
1 s 1 2 1
= s+1) +(—5+1) +al—5+1)+5, (45)
aco aco aco

where the last equality again comes from Lemma [6.5+(a). In a similar way, by defining

2(2) = (2> +Z+ 13+ (2 + Z+1)° + 2>+ Z+1)+ B € Fa[Z]

=754+ 22+ 24+ 23+ BZ2 + BZ + 1, (46)

the existence of a, ¢ with BUg(a, c) > 8 for the case {%(3),€}+{%(1), €} guarantees the existence
of a root of go(Z) = 0 in Fan. Conversely, the existence of a solution z € Fon satisfying go(z) = 0
guarantees the existence of a, ¢ € Fan such that BUg(a, ¢) > 8, and such point (a, ¢) can be constructed
explicitly using z.
(3) {B(2).8}+{583),%} :

{A(2),6} : G(%) +G(b2 + %) =a=G(u2) + G(va), {us+c,vg+c}= {%,bg + %}

{RB(3),€} : G(0) + G(c) = a = G(uz) + G(v3), uz+v3=c
In this case, one has b3 = ¢ € {ug + %,’Ug + %} because {ug + %,UQ + %} = {¢,by + ¢}. Therefore
¢ = by is a root of A(®b2)(X + %) = (X 4ug+ %)(X + vy + %), and one has

0 =A%) by + 5) = £ (b3 + L+ L) = B (b3 + L) = Halbs + 25.2)

Now we want to express the input values bg + O%B and b of the bivariate polynomial H, using the

parameter ¢ to derive the same polynomial that we considered before. Using ¢ = b3 = “jﬁl, one has
— 41  _ o%c+B
by = B(Za-H) = %8¢ - Therefore
2
0= Ha(bs + 55.b2) = Ha(c+ ﬁ’%%ﬁ):%(‘fua%ﬁalﬁ) )

In a similar way to previous cases, one may use Lemma [6.5+(b) to rewrite the above cubic polynomial

as
1 1 12 I 1\? 1\?
0=+ e+ —==1+(—] +2 (=) = (= A
« o?p ac B \ ac ac a \ ac «

1 3 1 2
() L () s
aco e} aco o))
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where the last expression is exactly same to the expression in the equation (42]). Therefore we have
exactly the same polynomial

B
a
as in the case {%(2), €} + {A(1),€} so that the existence of a root z € Fon satisfying g;(z) = 0 is
equivalent to the existence of a, ¢ € Fan satisfying BUg(a, ¢) > 8 with the type {%(2), €}+{%(3), €} .
Note that such a and c¢ are explicitly given as

1 1 1

=Y Trad1T ‘T afern s FOH+GO)

0(2)=2+Z2°+ 23+ Z+ 1+ =(Z2* + Z?)

@ {20).6) +{5(3).6) -
{%(1),€} : G(é) + G(b + é) =a=Gu)+G(v), {ur+c,v1+c}= {é,bl + é}
{A(3),€} : G0) + G(c) = a = G(uz) + G(v3), uz+v3=c

In this case, one has by = ¢ € {u; + 2,v1 + 1} because {u1 + 2,01 + 1} = {c,b; + ¢}. Since

1+, L + vy are two roots of Alab) (X 4 1y = hga’bl)(X) with ¢ = b3 € {1 +uy, L + 01}, one gets

a,b ac
0= hg 1)(()3) = Ha(bg, bl) = Ha(c, Ocz(ﬁ—ci_-il-l)) = Bcﬁ—i-l <c3 + %02 + aTlﬁc + aTlﬁ) (48)

and, using Lemma [6.5+(b), the above cubic polynomial is rewritten as
1 1 1 a1 1/1)\?
O — 3 - 2 — 1 _ I — -
c+5c +—a2ﬁc+a3ﬁ +ﬁ<ac>+ﬁ<ac> +
1)* 1)? 1
NOREOOR
ac ac ac
1 3 1 2 1
() s () () s
acx acx acx

where the last expression is exactly same to the expression in the equation (@3]). Therefore we have
the exactly same polynomial

02(2)=2°+2°+Z* + Z3 + BZ* + BZ + 1

as in the combination {#(3), €}+{%(1), €}, and the existence of a root 2z € Fan satisfying go(z) = 0
is equivalent to the existence of a, ¢ € Faon satisfying BUg(a, ¢) > 8 of the type {%(1), €} +{%(3), €} .

B {B(1)F) +(H2),6}
{B(1),6}:G(3) +G(bi + 2) =a=G(u1) + G(v1), {u+c,o1+ch={3,b+21}
{RB(2),€} : G(%) + G(c+ %) =a = G(uz) + G(v2), ug+v2=c
In this case, one has by = ¢ € {u1 + 2,v1 + 1} because {us + 2,01 + 1} = {c,b; + ¢}. Since
L 4wy, L+ v are two roots of £(@0)(X 4 1) = hga’bl)(X) with by € {1 +u1, L +v1},

0= h{™*(bs) = Ha(b2,b1) = srataariyaarye (o + 0% + o+ ) (49)
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with b, = m and by = B(#—il-l) The above quartic polynomial (of a) has a close connection
with h12(Z) (See the equation (38])) that we defined in Section [[21l In fact, by defining

2
fl(Z):Z4+Z2+B Z+B

f1 <522+1> ﬁ4Z4h12 <;>

which implies that there is one to one correspondence between the roots of f; and the roots of hys,
and f; can be discarded in our analysis. Note that the above isomorphism can also be given using
homogeneous polynomials in view of Remark

©) {#(3)%} +{B(2).6} :
{%(3),€} : G(0) + G(b3) = a = G(u3) + G(v3), {us+c,v3+c}={0,b3}
{%(2),€)} : G(%) + G(c+ %) =a=G(u2) + G(ve), ug +v9 =c

In this case, one has by = ¢ € {ug, vs} because {us,vs} = {c,bs + c}. Since us,vs are two roots of
ﬁ(a’bs)(X) = (X + U3)(X + 1)3) with by = c € {U3,’U3},

it is straightforward to verify

0= @b (by) = s@b)(hy + L 4 1)

= Ho(bo+ 1,by) = Ho(s2tls omtl) — o (a4+ S+ La?+ Bat ) (50)

We claim that the above quartic polynomial (of a) is also isomorphic to the polynomial h12(Z). That
is, by defining

B 1 B, B
F(2) =2+ 20+ 527+ 24

7 3
ofe)-5em(2)

and f5 can also be eliminated in our analysis.

it is straightforward to verify

73 {B,RB}+{B, €}

In Section [6] we showed that DUg(a,b) > 4 can happen when both (p;,b + p;), (p;,b + p;) are of
Class & (i.e., b+ p;, b+ pj ¢ P) such that

G(p;) + G(b+pi) = a = G(p;) + G(b+p;), (51)

where {pz, b+pi},{pj,b+p;} € B and the above BU equation is called of type {&,RB}. For given

a¢{1,2 £ 11 the DU equation G(p;) + G(b+ p;) = a has a unique solution b = b; with {b;,bs, b3} =

{a(aa 7 B(Zz}rl)’ a1} and the conditions on a for which the above simultaneous equation (BII)

has a solution are stated in the equations (29)), (30) and (31I).
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In this section, we will show that the only possible case having BUg(a, c) > 8 of the type {&, B} +
{B, €} is the case where the polynomial ¢(Z) = Z2 + gZ + % (defined in Theorem [T1)) has a root
in Fon. When we consider {%, %} + {AB, €} where BUg(a,c) > 8 happens, we only need to consider
three different cases of {7, j,k} = {1,2,3},{1,3,2},{2,3,1} such that

{B(i), B(j)} : G(pi) + G(b+pi) = a=G(pj) + G(b+pj), b="bi=b;
{%B(k), €} : G(pr) + Gbk, +pr) = a = G(u) + G(v), by =u+v

and, for each {7, j,k} = {1,2,3},{1,3,2},{2,3,1}, one of the following holds;
(i) {pj +c,b+pj+c} ={pi,b+pi} and {u+ c,v + c} = {pk, by, + pi} : In this case, one has
c € {pi +pj,pi +pj + 0} N {pr +u,pr +v}
because {p; + p;,pi +pj + b} = {c, b+ c} and {py + u,pr + v} = {c, by + c}.
(i) {pj +c,b+pj+c} ={pi,b+p;} with ¢ = by = u+ v : In this case, one has
bk € {pi +pj. pi +p; + b}
because {p; + p;,pi +p; + b} = {c, b+ ¢} with ¢ = by.
(ili) {u+ ¢, v +c} = {pk,br + pi} with ¢ = b = b; = b; : In this case, one has
be {px +u,pr +v}
because {pr + u, pr + v} = {¢, by, + ¢} with ¢ = b.
Now letting
rij(X) = (X +pi +pj)(X +p;i +pj +b) with b = b; = by,

we will discuss three possible combinations of {3, B} + {%,€}. Our subsequent arguments have
certain similarity with the case of {&/, €} + {%, €} but involve much delicate computations so that

we will give rather detailed explanations if necessary.
{(1),28(3)} +{%4(2), €} :

{B(1),B(3)} :GE)+Gb1+21)=a=G(0)+G(b1), b=by =bs
{%(2),¢} : G(%) + G(by + %) =a=G(ug) + G(v2), by = ug + vo

Letting r13(X) = (X + 2)(X +by + 1) and b (X) = £@0) (X + 1) = (X + L +up) (X + 5 +12),
one of the following three cases holds;

(i) {e,b1+c} ={L,b1+ 1} and {u2+C,’U2—|—C}:{%’b2+%}
= Ce{é,lh-l-é}ﬂ{uz-l-%,vz—l-%} = Res(rlg,hga’bQ)):()

(ii) {C,bl—i-C}:{é,bl—i-é} with c=by, = bQE{é,bl—i-é} = 7r13(b2) =0

(iii) {UQ—i-C,Ug—l-C}:{%,bg—i-%}withC:b:bl:bg = bE{U2+%,U2+%} = héa7b2)(b)20
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{B(1),B(3)} + {B(2),€} Case (i) :
Since the resultant is invariant under the translation of X, one needs to check 0 = Res(r3(X), %(®2) (X +
%)) = Res(r13(X + a—lﬁ),fé(“’bQ)(X + 1)) where
ris(X 4 55) = X2+ b X + 5(5 +b1) = X° 44X + &l
AP (X + 1) = X2 40X + B = X2+ (a+ 50X + EhRat ]

Note that the linear expression of b; = % and by = a + B i;a come from by = a(a; i ag;; L — pgy

(ie., a?a® + aBa + B = 0). Via explicit computations, one has

Res(r13(X + o5), ") (X + 1)) =z (a®a® + aBa+8) =0
Conversely, if the following polynomial

B B
0(2)=2%+ EZ + (52)

has a root z € Fon satisfying ¢(z) = 0, then letting (a, c) = (z, O‘ZEB) where ¢ = by + 1 is the common

root of r13(X) and hga’b2)(X ), one gets BUg(a,c) > 8. So, in this case, the necessary and sufficient
condition for BUg(a,c) > 8 is the existence of solution of ¢(Z) = 0 in Fan, and a solution exists if
and only Tr(%) =0.

Remark 7.6. Note that we are always assuming 32+ 32+1 # 0 throughout sections after Remark|[7.])]
in Section[7.1l However when 33+ 32+1 =0, then from 32+ = %, one has Tr(%) = Tr(B%43) = 0.
Therefore 33+ 5% +1 = 0 implies Tr(%) =0, and eliminating the case Tr(%) = 0 also eliminates the
case B3+ 3% +1=0.

{B(1), B(3)} + {B(2), €} Case (i) :
Using the (linear) expression of by = %a, by =a -+ B?;g’, r13(b2) = (bo + L)(ba + b1 + 1) = 0 implies
3%+ 4% + 1 = 0 which cannot happen.

{B(1),B(3)} + {AB(2),€} Case (iii) :
One has 0 = Ay (b) = £ (b + 1) = AR (b + L + 1) = Hy(b+ 25.b) with b = b = b3

which implies that the three simultaneous equations ([@I),[d7)) and (B0) must be satisfied, and it is
straightforward to show the common solution does not exist.

{(2),83)} +{x01),¢} :
{%(2),%3)} : G(%) + G(b2 + %) =a=G(0)+ G(b2), b=by = b3
{B(1),6}:GE)+Gb1+2)=a=Gw)+G(v1), b =u+v1
Letting ro3(X) = (X—i—%)(X—l—bg—F%) and hga’bl)(X) =A)(X+ ) = (X +L+u)(X+14v)=
X2+ X + %, one of the following three cases holds;
(i) {e;b2+ ¢} = {F,b2+ 5} and {u1 +¢,01 + ¢} = {L, 01 + 1}
= c€ {%,bg + %} N{u + v +11 = ReS(ng,hga’bl)) =0
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(ii) {C,bQ"‘C}:{%,bQ—“%} withec=0b6; = ble{%,bQ—F%} = T’Qg(bl)zo

(iii) {U1+C,U1+C}:{é,b1+é}WithC:b:b2:b3 = be{u1+§,v1+§} = h&“’bl)(b):o

{B(2), B(3)} + {B(1),6} Case (i) :

Please note that the resultant has a multiplicative expression Res(ras, hga’bl)) = h&a’bl)(%)hg‘l’bl)(@ +
%) We will show that hga’bl)(%) #0 # hga’bl)(bg + %) (i.e., Res(rgg,hga’bl)) # 0) under our basic
assumption 3% + 24+ 1# 0. When ¢ = %,

a,b
MG = B+ + ) = F + s (b )

= wataary (@ alaa + B) + o’ Ba+ %) = Gpamargy (o' + a2+ §7)

_ 2, B2, .8
—m@ "'?‘H'J)

By using the relation a? + éa + ag = 0 (i.e., the condition by = b3 in the equation (3I)), the last
expression in the above equations can be written as

ot ot £ —a+ Bt £ (e +1a) = 2o+ o = La(at P
Thus hga’bl)(%) = 0 can happen only if a = 3, however again from by = bs,

0=a’+ a+a3—52+ —i—ag:%(a?’ﬂ—kaz—l—l):i—i(a3+ﬂ):§—§(ﬂ3+ﬂ2+l)7&0,

a
aa+1?

which is a contradiction. In a similar manner, when ¢ = by + % =

ab
P by + ) = e + 0 (e + k) = G + e (e +aa)

— 1 4 3 N 1
— ala(aatpf)(aat+1)? (a a' +a'a’ + 1) = W (a +a® + F)

Thus hga’bl)(bg + %) = 0 can happen only when a* + a3 + % = 0, however using the same relation

a’ + éa—l— % = 0 again,

2
0:a4+a3+$:a4+$a2+a3+ia2+i—(aQ—I—éa) +a<a2+éa+%a>+$

a? ot T
2
z%—i-a(%—k%a)—i-%:aza +a3a+a6—fz(a2+éa)+$
=z Gt = a8+ 1) #0

which is a contradiction.

{%(2),%83)}+{%(1),€} Case (ii) :

Using bs = b3, one finds the linear expression by = b3 = %a + ﬁ and b; = %(a + 1). From this, one
concludes ro3(b1) = (b1 + )(b1 + b2+ ) =0 implies 8% + B2 +1 = 0 when by + % = 0, which is not
possible. Also, by + by + =0 1mphes a=a,bj =p>+B+1,by =b3 =% and 8% = 1. This last
case gives DUg(a, by) = 2 < 4 (i.e., there is no uy,v1 € € satisfying a = G(u1) + G(v1), by = ug +v1)
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because by = ;%= and one has #%(Ga b _ by Corollary 5.1l Therefore BUg(a, ¢) > 8 is not possible
in this case.

{B(2),B(3)} +{AB(1),¢} Case (iii) :

One has 0 = h{**(b) = @) (b + L) = H,(b,b1) with b = by = by which implies that the three
simultaneous equations (48)),([@9) and (B1I) must be satisfied, and it is easy to show the common
solution does not exist.

{8(1),%(2)} + {£(3),¢} :
(1), B@)} : G(1) + Gy + 1) =a = G(3) + Gy + ). b=b =b
{93(3), %} : G(O) + G(b3) =a= G(’ng) + G(’Ug), b3 =u3 + v3
Letting m2(X) = (X + QLB)(X + b1 + ﬁ) and héa’bs)(X) = @) (X) = (X + u3)(X + v3), one of

the following three cases holds;

(i) {%—i—c,bl—l—%—i-c}:{é,bl—i-é} and {us + c,v3 +c} = {0,b3}

= c¢€ {ﬁvln + ﬁ} N{uz, vz} = ReS(T‘m,h:(aa’bS)) =0

(i) {F+eh+g+ct={3h+2itwithe=by = bye{ggb+ 55} = rab)=0
(iii) {U3 +c,v3 + C} = {0, bg} withc=b=by=by = b€ {U3,U3} = h§a7b3)(b) =0
{(1),%82)}+{%3),€} Case (i) :

Since the resultant is invariant under the translation of X, one needs to check 0 = Res(r12(X), £(*)(X) =
Res(r12(X + 1), £(@%)(X + 1)) where

ro(X +5) = X+ X + (5 +b1) = X+ 2%HL X + aa+f?

2B a2p2
2 2 2 2
ﬁ(a7b3)(X + é) — X2 +b3X+ % — X2 + aa—ggQ—i—aX"i_ (a +aﬁa2)gi-aﬁ +1
Note that the linear expression of b; = a—;’% and b3 = %ﬁﬂ come from b; = a(ai = B(Zj;}rl) =

by (i.e., a?a? + a?a + 3% = 0 from the equation (29)). Via explicit computations, one has

Res(ria(X + ), #“"(X + 2)) = o (aa + o® + %) (afa+ af +1)

The above resultant is zero if and only if a € {O‘SZB ’ , O‘g El }, however in this case, one has 3 +/3%+1 =
a3 +ﬁ2

0 which is a contradiction. That is, when a = , one may proceed as

0= 0%’ +a*a+ = (@’ + 5%’ + a(a® + °) + 67
=+ B +at+af’+ 82 =al 1+
=B+ 1+ 504 57 = B8+ (B0 + 6%+ 1)

The case a = O‘ggl can be dealt in a similar manner.

{#B(1),%(2)} +{%(3),¢} Case (i) :
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Again using the linear expression of by = by and b3, one finds ry3(b3) = 0 implies 8% + B2 +1 =0
when b3 + ﬁ = 0, which is not possible. When b3 + b1 + ﬁ =0, one finds a = a* = b3, by = by =
B2+ B+ 1 and 3° = 1. Similarly one has DUg(a, b3) = 2 < 4 (i.e., there is no us3,v3 € € satisfying
a = G(uz) + G(v3), bs = ug + v3) because by = m and one has #%gl’b) = 0 by Corollary G.11
Therefore BUg(a, ¢) > 8 is not possible in this case.

{B(1),B(2)} +{AB(3),€} Case (iii) :

One has 0 = h{"")(b) = £@0)(b) = A@b)(b+ L 4 1y — H,(b+ L bs) with b = b = by which
implies that the three simultaneous equations (44)),([50) and (29) must be satisfied, and it is easy to
show the common solution does not exist.

Proof of Theorem [7.1] :

From our previous analysis of all possible types of combinations of differential uniformities producing
BUg(a,c) > 8, we already showed that one has BUg < 6 if and only if none of the above mentioned
five polynomials his, h13, g1, g2 and ¢ have a root in Fon. Therefore it remains to show that there do
exist a,c € Fon such that BUg(a,c) > 6. We will start from the following BU equation,

GO0)+G(b) =a=Gu)+Gw), b=u+v with b= 2% (53)

a“a

The equation a = G(0) + G(b) (b ¢ P) is always satisfied with the parametrization b = 941 —

a“a
é + ﬁ, which gives one to one correspondence between a € Fon \ {0, é, g} and b € Fon \ &P. To
satisfy the second equation a = G(u) + G(v) for some u,v ¢ P with v + v = b, one needs to have
Tr(--7) = 0. Since the equation a = G(0)+G(b) implies 5 +1 = —L; as is already mentioned in the
Lemma [6.51(b), one gets Tr(ﬁ) = 0 if and only if Tr(% + 1) = 0. Via one to one correspondence,
% + 1 takes all values of Fon except 3 values, and half of Fyn take zero trace value. Therefore one
has Tr(Z; + 1) = 0 for approximately 2"~ ! values of a (or b). That is, one has DUg(a,b) > 4 with
b= a(;l;(_z for approximately 277! values of a € Fon. Now letting ¢ = u or ¢ = v, the BU equation
G(z) + G(y) = a = G(z + ¢) + G(y + ¢) has 2 solutions {z,y} = {0,b}, {u,v} (i.e., 4 solutions of
ordered pair (x,y)), which means BUg(a,c) > 4. We claim that there exists a € Fan, among those
2"~! values producing u, v, such that DUg(a,c) > 2 for some ¢ = u or v. More precisely we will show

that there is a satisfying Tlr(ac1 ) = 0. From the equation (I0), one has

2

b= a(ua +1)(va + 1) = a(uva® +ba + 1) = au(b + u)a? + aba + a

2 aa+1

= aua® + uaba® + aba + a = au*a® + u(aa + 1) +

+a
2 2 1
=au‘o” +u(aa+ 1) + —
«

1

a2 (i.e., aba®? = aa + 1) is used. Therefore, using the same equation again, it

where % +1 =
follows that
2 2

1 1
0 =au“a —|—u(aa+1)+—+b:au2a2+u(aa+1)+—2
a ac

1
:u<aua2+(aa+1)+ 2)
aua
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which implies
1
aua?

0= aua® + (aa + 1) +
Using the symmetry between u and v, we get the same equation for v and a so that

=aa+1=ava® +

2
54
aues + auo? ava? (54)

(Note that the above equation can also be derived using the fact aua? - ava? =1 (i.e., uv = a2—1a4)

which can be derived directly from the equation (I7]) by comparing constant terms.) Now, for the
moment, suppose that there is a € Fon such that

Tr(aa+1)=1 and Tr(om_l) 0 (55)
Then one has Tr(aba?) = 1 and Tr(abLZ) = 0 because aba? = aa + 1. From the equation (54)), one
gets
1 = Tr(abo?) = Tr(aua?) + Tr(cwa ) = Tr(=25) + Tr(=1>)

Therefore the existence of a € Fan satisfying Tr(——) = 0 and Tr(aa + 1) = 1 implies

aa—l—l )

Tr(~ 0 and Tr(==

) + Tr(

ava2) =1

aba? ) auo?

Thus, choosing ¢ = u or v satisfying Tr(a;ﬂ) = 0, one has BUg(a, ) > 6. Finally, it remains to show

that there exists such a satisfying (55]). The result on Koolsterman sum (See [18]) implies —22F1l <
Z (—1)Tr(z+%) < 2371 Letting k be the number of z € Fyn \ {0} satisfying Tr(z + =1,

2#0€Fon

the result on Koolsterman sum implies k is bounded as 21 — 22 — 1 < k < 2"~1 4+ 25, Therefore

there are plenty of z € Fan satisfying Tr(z + %) = 1 and one can choose aa + 1 = z or % satisfying

Tr(aa+1) = 1. O

8 Application to Involutions with Boomerang Uniformity 6 and
Implementations

An involution F' is a permutation whose compositional inverse is itself, i.e., F o F(x) = x for all z €
Fan. Due to the natural (sequence like) structure of the permutations with Carlitz form, one can easily
construct involutions in Carlitz form. For example, we easily see that F(x) = [am+1, Gm, - - -, G2, a1 +
apz] is an involution if ap = 1 and a,,4+1—; = aj4; for 0 < i < m (i.e., palindromic structure). Now let
us consider involutions of Carlitz rank three of the form F(z) = [aq4, a3, a2, a1 +apzx] = [, 8, 5,7+ x],
or equivalently,

F(z)= (((z+0)" 2+ 8" 2+ 8)" 7 +4 (56)

where 3 # 0. From Proposition B.2+(2), F(x) is affine equivalent to [0, 32,1, z]. Also since

0,82, 1,2] =220 0,8,1,2] 0 2*" -
we see that [0, 32,1, z] is affine equivalent to [0,,1,z]. We already mentioned in Section [ that
[0,53,1,2] and [0, 1, 8, z] are affine equivalent via the relation S0, 3,1, 8x] = [0,1,3,z]. Therefore,
F(z) with any v € Fon in (B0) is affine equivalent to [0, 1, 3, 2] whose boomerang and differential
uniformity are investigated in Section [l and [[l We summarize this result in the following theorem.
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Theorem 8.1. Let  # 0 € Fon. Then the involution F(x) = [v,5,8,v + x] with any v € Fan
is affine equivalent to [0,1, 3, x], hence the involution F has the same boomerang uniformity with

[07 17571:]'

Corollary 8.2. Up to affine equivalence, there is one to one correspondence between permutations
of Carlitz rank 3 and involutory permutations of Carlitz rank 3. In other words, any permutation of
Carlitz rank 3 can be expressed as an involution via affine equivalence.

Remark 8.1. One may choose v = 0 such that the involution F(xz) = [0, 3, 3,x]| can be written as

& ifr =0

1 fp =1
Fla)=1{7 A

0 if v =5

S e #0455

where o = [+ 1. Therefore the above involutions with 5 satisfying Theorem [7.1] provide a COM-
PLETE LIST of involutions (up to affine equivalence) with boomerang uniformity siz. Please note
that 0,1, 3, x] that we considered in Section [0, [7 is a compositional inverse of [0,[,1,x], while
[0, 8,8, x] is an involution which is affine equivalent to both [0, 3,1, x] and [0,1, B, z].

It should be mentioned that, in [I722], involutions of the form 7(z)2" =2 with 3-cycle 7(z) = (08 87!)
are considered and some conditions for which 7(z)2"~2 becomes differentially 4-uniform are stated
in terms of trace conditions of 3. Since Crk(m(x)?"~2) = 3, they found some classes of differentially
4-uniform involutions of Carlitz rank 3. However, using Theorem and the above theorem, we
have a complete answer for the conditions for which an involution F with Crk(F) = 3 becomes
differentially 4-uniform. Also, using Theorem [T.J]and the above theorem, we have a complete answer
for the conditions for which an involution F' with Crk(F) = 3 becomes boomerang 6-uniform.

By using Theorem [6.1] and Theorem [(.T], we did implementations using a software SageMath for
the permutation G(z) = [0,1,3,x] on Fon for even 4 < n < 22. The result is shown in Table [T,

the number of § € Fon \ Fy with | the number of § € Fon \ Fy with | Timing
n BUg =6 DUg = 4 and BUg = 6 (seconds)
4 4 0 0.013
6 6 6 0.006
8 16 8 0.035
10 80 50 0.149
12 264 180 0.676
14 1148 784 3.456
16 3696 2080 21.1
18 16020 9828 244.5
20 63760 38120 3346.7
22 252538 152020 57T17.7

Table 1: Number of 5 € Fon \ Fy having optimal BUg and DUg
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where the number of § € Fon \ F4 such that BUg = 6 and the number of § € Fon \ F4 such that
BUg = 6,DUg = 4 are listed in the second and third column respectively. In our experiments, it is
enough to try 27" number of 3 € Fan for each n, because [0,1, 3, ] is affine equivalent to [0, 1, 32", 2]

(1 <i < n—1) from the equivalence [0,3%,1,2] = 22 0 [0,8,1,z] o 22" ". Please note that we
have not checked the equivalences such as EA or CCZ equivalences among the permutations that
we found. Our experiments were performed via SageMath on Intel Core i7-4770 3.40GHz with 8GB
memory processor.

9 Conclusion

In this paper, we presented a new methodology for computing boomerang and differential uniformity
of permutations of low Carlitz rank. We applied our method to permutations of Carlitz rank 3,
and obtained a complete list of permutations having the boomerang uniformity six, which is the
least possible case. We also gave complete classifications of all possible differential uniformities of
permutations of Carlitz rank 3. As a consequence, we discovered new classes of permutations having
the boomerang uniformity six and differential uniformity four, which were previously unknown.

Since all permutations F' on Fan of Caritz rank 3 have high algebraic degree n — 1 and also high
nonlinearity > 271 — 2% — 2, a permutation F' with low boomerang uniformity is a good example of
cryptographic S-box. In addition, due to the nice structure of Carlitz form, one can always choose
an involutory permutation F' (via affine equivalence) of boomerang uniformity six, which is also a
new result.

For future research, we hope our approach with inductive technique can be extended to per-
mutations with Carlitz rank > 4 and find new families of permutations with good cryptographic
properties.
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