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THE BINARY GOLD FUNCTION AND ITS -BOOMERANG
CONNECTIVITY TABLE

SARTAJ UL HASAN, MOHIT PAL, AND PANTELIMON STANICA

ABSTRACT. Here, we give a complete description of the c-Boomerang Connectivity Table
for the Gold function over finite fields of even characteristic, by using double Weil sums. In
the process we generalize a result of Boura and Canteaut (IACR Trans. Symmetric Cryptol.
2018(3) : 290-310, 2018) for the classical boomerang uniformity.

1. INTRODUCTION

Let IF, be the finite field with ¢ = p™ elements, where p is a prime and n is a positive
integer. The multiplicative cyclic group of nonzero elements of the finite field is denoted by
Fy = (g), where g is a primitive element of F,. A Weil sum is an important character sum
defined as follows

> X(F(),

z€lFy

where x is an additive character of Fy and F(z) is a polynomial in Fy[z]. It is well-known
that a polynomial F'(z) over finite field F,, is a permutation polynomial (PP) if and only if its
Weil sum } g X(F(2)) = 0 for all nontrivial additive characters x of Fq. Permutation poly-
nomials are a very important class of polynomials as they have applications in coding theory
and cryptography, especially in the substitution boxes (S-boxes) of the block ciphers. The
security of the S-boxes relies on certain properties of the function F(z), e.g., its differential
uniformity, boomerang uniformity, nonlinearity etc.

Recently, Cid et al. [4] introduced a “new tool” for analyzing the boomerang style attack
proposed by Wagner [17]. This new tool is usually referred to as Boomerang Connectivity
Table (BCT). Boura and Canteaut [2] further studied BCT and coined the term boomerang
uniformity, which is essentially the maximum value in the BCT. Li et al. [9] provided new
insights in the study of BCT and presented an equivalent technique to compute BCT, which
does not require the compositional inverse of the permutation polynomial F'(x) at all. In
fact, Li et al. [9] also gave a characterization of BCT in terms of Walsh transform and gave
a class of permutation polynomial with boomerang uniformity 4.

Recently, Stanica [12] extended the notion of BCT and boomerang uniformity. In fact, he
defined what he termed as ¢-BCT and c-boomerang uniformity for an arbitrary polynomial
function F' over F, and for any ¢ # 0 € F,;. Let a,b € F,, then the entry of the c-Boomerang
Connectivity Table (¢-BCT) at (a,b) € Fpyn x Fpn, denoted as Bp(a,b), is the number of
solutions in Fyn x Fyn of the following system

F(z)—cF(y) =5
(1) {F(:L'—{—a)—c_lF(y—i—a) =b.
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The c-boomerang uniformity of F' is defined as

B = _Inax Br(a,b).
bEFY,

In yet other recent papers, Stanica [13} [14] further studied the ¢-BCT for the swapped inverse

function and also gave an elegant description of the ¢-BCT entries of the power map in terms

of double Weil sums. He further simplified his expressions for the Gold function 2P+ over

Fyn, for all 1 < k < n and p odd. In this paper, we shall complement the work of [14] to the

finite fields of even characteristic (p = 2).

The paper is structured as follows. Section [2 contains some preliminary results that will
be used across the sections. Section [Bl contains the characterization of c-BCT entries in terms
of double Weil sums. For ¢ = 1, we further simplify this expression in Section @ In fact,
Theorem [A.1] generalizes previously known results of Boura and Canteaut [2]. In Section [5],
we consider the case when ¢ € Fae\{0,1}, where e = ged(k,n). In Section 6] we discuss the
general case. Finally, in Section [7] we discuss the affine, extended affine and CCZ-equivalence
as it relates to c-boomerang uniformity.

2. PRELIMINARIES

We begin this section by first recalling the recent notion of c-differentials introduced in [7].
We shall assume that ¢ = 2" for rest of the paper. For an (n,n)-function F : F, — F,,
and ¢ € F,, we define the (multiplicative) c-derivative of F' with respect to a € F, to be the
function

DoF(z) = F(x + a) — cF(x), for all z € F,.
Further, for a,b € F,, we let the entries of the c-Difference Distribution Table (c-DDT) be
defined by (Ap(a,b) = #{z € F,: F(x + a) — cF(x) = b}. We call the quantity

dre =max{.Ap(a,b)|a,beF,, anda #0if c =1},

the c-differential uniformity of F'. Note that the case ¢ = 1 corresponds to the usual notion
of differential uniformity. The interested reader may refer to [II, 8, 10, 15 16 18] for some
recent results concerning c-differential uniformity.

The following theorem is a “binary” analogue of [14] Theorem 1], which gives a nice
connection between ¢-BCT and ¢-DDT entries of the power map z over Fon.

Theorem 2.1. Let F(z) = 2% be a power function on Fq, ¢ =2" and c € F. Then, for fized
b € Fy, the c-Boomerang Connectivity Table entry .Br(1,b) at (1,b) is given by

S arw b bpw ) |~ 14 Y xa(bat ) Sas Saese
q wEF, N
with
Sap = Z X1 (afﬂd) X1 (ﬁ(x + 1)d>
z€Fq
q—2
= % Z G(j, x1)G Wk, x1) Z Py <(axd)j(5($ n 1)d)k) ,
(a—1)* 4=, =

where x1 s the canonical additive character of the additive group of Fy, 1y, is the k-th mul-
tiplicative character of the multiplicative group of Fy and G(v, x) is the Gauss sum.

We shall now state some lemmas that will be used in the sequel. The following lemma is
well-known and has been used in various contexts.
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Lemma 2.2. Let e = ged(k,n). Then

1 if n/e is odd,

ed(2F +1,2" —1) =
ged( ) {26—1—1 if n/e is even.

We shall also use the following lemma, which appeared in [5], describing the number of

22

roots in Fon of a linearized polynomial u?" 2" + uz, where u € F3,.

Lemma 2.3. [5, Theorem 3.1] Let g be a primitive element of Fon and let e = ged(n, k). For

any u € F5, consider the linearized polynomial L, (z) = w2 22" + ux over Fon. Then for the
equation L, (x) = 0, the following are true:

(1) If n/e is odd, then there are 2¢ solutions to this equation for any choice of u € Fs,;
(2) Ifn/e is even and u = g*C"+Y) for some t, then there are 2% solutions to the equation;
(3) Ifn/e is even and u # gt for any t, then x = 0 is the only solution.

The explicit expression for the Weil sum of the form >, Xl(ukaH +wvz), where u,v €
Fyn, is obtained in [5]. In what follows, we shall denote the Weil sum g X(uz? ! 4 vx)

by &(u,v). The following lemma gives the explicit expression for S(u,0).

Lemma 2.4. [5] Let x be any nontrivial additive character of F, and g be the primitive
element of the cyclic group Fy. The following hold:

(1) If n/e is odd, then

3 X(ua® ) = {g su=0

otherwise.
z€lF,
(2) Let n/e be even so that n = 2m for some integer m. Then

Z (uz?+) = {(—1)m/62m if u# g"® Y for any integer t,

= (=1 etlomte ifu = ¢!+ for some integer t.
q

From Lemmal[2.2] it is easy to see that when n/e is odd, the power map 22+ permutes Fon.
Therefore if u # 0, there exists a unique element v € Fy such that ’yzk“ = u and hence

S(u,v) = Z x(ua:zk*'1 + vx)

z€lF,

= Y e 4oy
z€lFy

=&(1,y7h).
The following lemma gives the expression for the Weil sum &(1,v) for v # 0 and n/e odd.
Lemma 2.5. [5, Theorem 4.2] Let v # 0 and n/e is odd. Then

0 if Tro(v) # 1,
&v) = <2> 25 if Tre(v) = 1,

nje

where <i> is the Jacobi symbol.
n/e
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In the case when u,v # 0 and n/e is even, the Weil sum S(u,v) depends whether or not

the linearized polynomial L, (z) = u2" 22”* 4+ uz is a permutation of Fon. The following lemma

gives the expression for Weil sum &(u,v) for u,v # 0 and n/e even.
Lemma 2.6. [5, Theorem 5.3] Let u,v € F; and n/e is even so n = 2m for some integer m.
Then
(1) If u # ¢" &Y for any integer t then Ly is a PP. Let x, € Fy be the unique solution
of the equation L (z) = 02 Then

S(u,v) = (—1)m/e2mxl(uxu2k+1).
(2) If u = g"'**tV) for some integer t, then &(u,v) = 0 unless the equation Ly (z) = v

2 s solvable with some solution, say x,, then

ey (e Y i Tre(u) #0,
Slu,v) = {(_1)?+12m+6><1(uxu2’“+1) if Tro(u) = 0.

is solvable. If the equation L, (z) = v

3. THE BINARY GOLD FUNCTION

In this section, we shall give the explicit expression for the ¢-BCT entries of the Gold
function 2" 1 over Fan, for all ¢ # 0. Recall that the c-boomerang uniformity of a power
function F(z) = x% over Fan is given by max Br(1,b), where Bp(1,b) is the number of

cF%,

solutions in F, x F, ¢ = 2" of the following system

{xd—l—cyd: b

(3.1) (z+1)%+c My + 1) =b.

As done in [I4], for b # 0 and fixed ¢ # 0, the number of solutions (z,y) € Fg of the
system (3.1)) is given by

CBp(l,b):ql—2 Y D) xa (a <xd+<;yd+b)) > (5((m+1)d+c—1(y+1)d+b))

z,y€lfq a€lfy BeF,
1 _
== > a@+8) Y w(ae + 8+ 1)) 3w (cay? + 1By + 1))
q a,B€eF, z€Fy y€el,
1
= 3 Z X1 (b (Oé—i'ﬁ)) Sa,ﬁsca,c*167
q a,B€F,

where S, 3 = zxqu X1 (axd + Bz + 1)d). Therefore, the problem of computing the ¢-BCT
entry Br(1,b) is reduced to the computation of the product of the Weil sums S, 3 and
Sca,c—15- Now, in the particular case when d = 2k 41, i.e., for the Gold case, we shall further
simplify the expression for S, g as follows:

Sa,p = Z X1 (ax2k+1 + Bz + 1)2k+1>

z€lF,

=x1(8) Y xal(e+ B)a*+1) xa(B2%" + Ba)

zel,

=x1(8) Y xala+ Bz ) xa((8

z€lFy

2n7k

z)?" + Bx)
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=x1(8) > xalla+ B2+ xa((B* " + B)x)

zel,

=8 Y xi((a+ B2+ (57" + B)x)

z€lFy

=x1(8) Y x1(Az? ! + Bu),
zel,

2n7k

where A=a+ fand B=p + 8. Here one may note that A = 0 if and only if a = .
Also, B =0 if and only if 5 € Fae, since
B=0&p"" =5
e pr o
@B2gcd(n7k,n)_1 _ 1
& 771 =1, (as ged(n — k,n) = e)
& [ € Fae.

Now we shall calculate S, g in two cases, namely, n/e odd and n/e even, respectively.

Case 1: n/e is odd.

In this case, if @« = § and § € Fae, then S, 53 = ¢x1(8). If @ =  and B € Fon\Fae then
Sa,p = 0. In the event of a # 3 and 8 € Fae, again we have S, 3 = 0. Finally, if o # 3 and
B € Fan\Fae, by Lemma [2.5] we have,

S 0 if Tro(By~1) # 1,
= ¢ nte . -
o <nl/e) 272 x1(B) if Tre(By~h) =1,
where v € F, is the unique element such that ’y2k+1 = A.
Case 2: n/e is even.
Let n = 2m, for some positive integer m and g be a primitive element of the finite field F,.

When a =  and § € Fae then S, g = gx1(8). If « = f and € Fon\Fae then again S, g = 0.
In the event of a # 8 and 3 € Fae, by Lemma [2.4] we have

g {(—1)’”/52’”)(1(@ if A# g">**D for any integer t,
o, =

(—1)eTlamten (B)  if A= g"®*+Y for some integer t.

Finally, when o # 8 and 8 € Fan\Fae, we shall consider two cases depending on whether
or not the linearized polynomial L4(x) = AT 22 L Az isa permutation polynomial. From
Lemma 23 L, is a permutation polynomial if and only if n/e is even and A # g+ for
any integer ¢t. Therefore, when n/e is even and A # g"2 Y for any integer ¢, the equation

Ly(x) = B2 will have a unique solution, say x 4. Therefore, by Lemma 2.6 we have

Sup = (—1)™°27x1 (B)x1 (Azd ).

Now if the linearized polynomial L4 is not permutation, i.e, n/e is even and A = g for
some integer ¢, we again have two cases depending on whether or not the equation L4(z) =

£(2°41)

B?" is solvable. In the case when equation Ly(z) = B?" is solvable, let x4 be one of its
solution. Therefore, by Lemma we have,

m k .
(—1)EH e (@ (A2 ) i Tre(A) =

(12 (B (425 ) if Tr(A) #

9

s 0
a?/B - 0
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If La(z) = B2" is not solvable, again, by Lemma [2.6] S, g = 0.
Thus we have computed S, g in all possible cases. Similarly, we can find S, .15 by putting

ca and ¢4 in place of o and 3, respectively. We shall now explicitly compute the c-BCT
entry .Bp(1,b) for ¢ =1, ¢ € Foe\{0,1} and ¢ € Fon\F2e in the forthcoming sections.

4. THE CASE ¢ =1

When ¢ =1, S, 3 and S, .15 coincide, therefore for any fixed b # 0, the c-BCT entry is
given by,
1
1Br(1,0) = — Z X1 (b(a+ B)) Sz 5.
a,B€F,
Let us denote T}, = 52

3. Now we shall consider two cases, namely, n/e odd and n/e even,
respectively.

Case 1: n/e is odd. We consider the following subcases.
(1) If « = B and S € Fae, then

.Y = x(8) = ¢
(2) If o = and B € Fan\Fae, then
7 = 0.
(3) If « # B and ( € Fae, then
7 = 0.
(4) If a # B and § € Fan\Fae then

w_ JO if Tro(By™') #1,
Tb = n+e : -1\ _
2 if Tre(By™') = 1.

Nyberg [11 Proposition 3| showed that the differential uniformity of the Gold function
z 5 22"+ over Fan is 2¢, where e = ged(k,n). Also, from [4], we know that the boomerang
uniformity of the APN function equals 2. Boura and Canteaut [2, Proposition 8] proved that
when n/eis odd and n = 2 (mod 4), then the differential as well as the boomerang uniformity
of the Gold function z — 22°+1 is 4. Our first theorem in this section generalizes the two
previously mentioned results, and gives the boomerang uniformity of the Gold function for
any parameters, when % is odd. Note that we would require the notion of Walsh-Hadamard
transform in the proof of this theorem, which is defined as follows.

For f : Fon — 9 we define the Walsh-Hadamard transform to be the integer-valued
function

Weu) = Y (1) @+ 4y € Fyn,
z€Fon

The Walsh transform Wg(a,b) of an (n, m)-function F : Fon — Fom at a € Fan,b € Fom is
the Walsh-Hadamard transform of its component function Tr{*(bF(x)) at a, that is,

Wr(a,b) = Y (—1)T¢F@)=Tri(a),

zE€Fon

Theorem 4.1. Let F(x) = 22 1<k < n, be a function on Fy, ¢ =2", n>2. Letc=1
and n/e be odd, where e = ged(k,n). Then the c-BCT entry 1Br(1,b) of F at (1,b) is

1Br(1,b) =0, or, 2°
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if Tre (b%) = 0, respectively, Tr, (b%) # 0.

Proof. For every a,8,let A=a+ 3,B = 62% + 3, and v € F; be the unique element such
that 42 ™1 = A. Further, let

= {(a,B) €F; | = € Fae },
B={(a,B) €F; |a=p¢cF,\Fa},
C={(a,8) €Fy|a# B and B € Fa},
D={(a,B) €F:|a+p and B € F,\Fa},
E={(a,B) €D | Tre(By™") # 1},
F={(a,B) €D | Tre(By™") =1}
Then,
Brh) = [ 3 b+ T+ 3 b+ HTE+ 3 xabla+ )T
T \(ap)ea (c.B)EB (aB)eC

ST b+ + Y xabla+ B)T,

(a,8)€€ a,8eF

=i2 S+ D) xalb(a+ B2t

q (a,8)€A (a,B)EF

e 2¢
2 Y e+ o)
(a,B)EF

As customary, t~! = t2"72, rendering 07! = 0. For each 3 € Fon \ Foc, we let (if 8 € Fae,
Y = Fn)

Y = {7_1 € Fon : Tr, ((524c + 5)7_1> = 1} ,
and
Ty ={deFo  Tre((82 "+ B)a) =0} = (52" + ).

We shall use below that when 2 is odd, then Tr.(1) = 1. We label by (S). the Fae-linear
subspace in Fon generate by S and we write S+¢, for the trace orthogonal (via the relative
trace Tr.) of the subspace (S). (if e = 1, we drop the subscripts). Since Tr.(1) = 1, then,
B2+ Bt e Y. If 47,751 € Y, then 47! + 951 € T, of cardinality [T = 27~
Reciprocally, if y™! € Y3 and d € T, it is easy to see that v~ +d € Yj. Therefore, Y is the
affine subspace Yz = vg + T3, where g = (52% +p)7!

Next, we observe that the kernel of ¢ : 5 ﬂsz + 3, say ker(¢), is an Fo-linear space of
dimension e (in fact, it is exactly Fae) and the image of ¢, say Im(¢), is an Fy-linear space
of dimension n — e. Further, we show that Im(¢)'c = ker(¢). We use below the fact that
Tre(22°) = Tre(x) and e | k. Let u € Im(¢)te, that is, for all B € Fan,

0= Tre(u(ﬂzik +8)) = Tre(uﬂrk) + Tre(uB) = Tre(uzkﬂ) + Tre(uf) = Tre((u + u2k)5),
and so, u? +u= 0, which shows the claim. For easy referral, if we speak of the dimension
of an Fye-linear space S, we shall be using the notation dim, .S (no subscript if e = 1).
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We will be using below the Poisson summation formula (see [3l Corollary 8.9] and [6,
Theorem 2.15]), which states that if f : Fon — R and S is a subspace of Fon of dimension
dim S, then

Z Wf Tr(Bu) _ 2d1mS Tr(aB Z f Tr(au
u€a+S uef+S+
and in particular,
D> Wi(u) =285 3" f(u)
u€eS uesS+

Now, we are able to compute our sum (labelling o = 5+ ’y2k+1, and writing ¢~ 1(¢) = {8 :
¢(B) = t}; we also note that when 2 is odd, ged(2F 41,2 — 1) = 1, and so v — ,sz+1 isa
permutation)

26
Br(Lb) =2+ ) 1 <b72k+1)
BEFan \Foe ,yEFn

Tre (82 +6)y)=1

2¢ k
I YT )
BEFon \]Fge -y*leYB

e

=2°+ ;—n Z Z X1 (b:n_2k_1)

BEFan ze(B27F +8)1+(B27F 4 B)Le
(we used here that Y3 = (82 + 8)~' + T; we also added

B € [Fye, as it contributes 0 to the inner sum)

_ Tr 5271‘74_6 -1
— 9€ _|_ = Z 9—dim S Z Wgﬁ(u)(—l) (u( ) )
66F2” <<52*Ic_i_6>1_€>L
(by Poisson summation with S+ = (Brk + B)*te, and gs(x) = xa (bx_2k_1)).

We now analyze the Fa-linear space
2~k 1 - . o~k
<<5 +B8) ) = {z € Fyn : Tr(dz) = 0,¥d with Tr.(d(52 " + B)) = 0}.

Further, Fon has dimension n/e as an Foe-linear space and so, dim, (ﬁsz + B>l‘i =2-1

as an Foe-linear space, and since Foe has dimension e as an Fo-linear space, then dim(ﬁrk +
B)*te = n — e as an Fy-linear space. Thus, dim ((ﬁT]c + B>l‘5>l = e. Moreover, Tre(BTk +
B) =0 and if u € Fae then Tre( (82" + B) = uTr. (6% " + B) = 0, and consequently (since
the dimensions match and (82" + 8)Fqe C S)
s=(8" 1) ="+ o
We are now ready to continue the computation, thus,

9€e w(p2 "k -1
Br ) =2+ 22 S Y W)

BEFon ue(ﬁsz +8)Fae

=2 o2 S W@+ ) ()

BEFyn d'€Fge
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— ¢ 4 ——2* >N Xl(&n -+dhiﬁ2*—+5)+d0

BEFon d'€Fge x€Fon

=2¢ 4 —2_6 Z Z X1 (b:z:_2 -1 +d/> <d/m >
d'€Fge x€Fon BEFon
2¢ _ok_
=2+ 2270 3 S (P d) Y (@) + da) 8)
d'€Fge x€Fon BEFon

(since Tr (d’x(ﬁrk + B)) = 'I‘r(((d’:v)2k +d'z)B) = Tr(d (2% + z)B))

26
— 26 + 2_n2n—e Z Xl <bx_2k_1 +d/>
d'€lFge,x€Fon

d’(m2k +z)=0
26
=2+ 2—n2”_6 Z xi(bz ™2 +d) + Z xa (b2
d'€Fse ,x€Fze T€Fon

2¢ _
= 26 + 2—n2n ¢ Z Xl(b$ 2 + d/)
d/€F2e,ZB€]FQe

= 2° — 2% (Tr (%)),

where p is the Dirac symbol, defined by dp(c) = 1, if ¢ = 0, and 0, otherwise. Thus,
1Br(1,b) € {0,2¢}, and the claim of our theorem is shown. O

Case 2: n/e is even.
(1) If « = B and ( € Fye, then
1Y = xa(8)* = ¢
(2) If @« = B and 8 € Fan\Fae, then

7 = 0.
(3) If « # B and ( € Fae, then
3] 2" if A# ¢!+ for any integer ¢,
T =
ont2e  if A = ¢t2°+1) for some integer t.

(4) If o ?é 6 and /8 S ]FQn\FQe, then
(a) If A# ¢g">**D for any integer ¢, then

T _ on,

(b) If A = g"***+1 for some integer ¢, then

(i) If the equation L 4(z) = B2 is not solvable, where L4(z) = A2 22" + Az,
then '
Tb[4(b)(l)} —0

(ii) If the equation La(z) = B%" is solvable, then

rlae) _ 2" if Tre(A) # 0,
b 2nt2eif Tr,(A) = 0.

Now we shall summarize the above discussion in the following theorem.
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Theorem 4.2. Let F(x) = :E2k+1, 1 <k < n bea function on Fon, n > 2. Let ¢ = 1 and
n/e be even, where e = ged(k,n). Then the c-BCT entry 1Br(1,b) of F at (1,b) is given by

2e
D DU R) B S CN)

(o, 8)EGUIUK (a,B)EHUL

with A=a+ 8, B=p3%"+8, Ly(x) = A2 22" 4 Az, and

G ={(o, B) €C | A# ¢g"**Y for any integer t}

H={(a,8) € C| A= g"®*V for some integer t},

Z={(a,B)€eD|A# ¢ Y for any integer t},

K ={(o, ) € D| A= g"®*V for some integer t, Tro(A) # 0, La(z) = B is solvable},

L={(c,8) €D | A= g"®*V for some integer t, Tro(A) =0, La(x) = B is solvable}.
Proof. For the proof, we need to define
J ={(o,8) € D| A= g"®*V for an integer ¢, Lo(z) = B is not solvable}.
Then

1Bp(1,b) = ig ( xa(b(a+ BT + > xab (b(a+ BT,

(a,8)€A (a,8)€B
+ 3 b+ T+ Y xila+ BT,
(,8)€G (a,B)EH
+ x1(b(a + B))T, T 4 Z x1(b(a + B))T, T
(a,B)€Z (a,B)ET

+ xi(bla+ AT LSy (b(o+ B)T, db(m])

(a, )eK (a,8)eL

12< S e Y e+t Y X1<b<a+ﬁ>>)
_|_

(a B)eA (a,8)EGUIUK (a,B)EHUL
226
2— able+m) +5 Y, b))
(a ,B)eguZulC (a,B)EHUL
This completes the proof. O

Corollary 4.3. Let F(x) = x2k+1, 1 <k <n, be a function on Fy, n > 2. Letc=1 andn/e
be even, where e = ged(k,n). With the notations of the previous theorem, the c-boomerang
uniformity of F satisfies

Bre. <24+ 27 "|GUIUK|+2* "HUL|

5. THE CASE c € Foe\{0, 1}.

Since the case ¢ = 1 has already been considered in the previous section, throughout this
section we assume that ¢ # 1. Notice that when ¢ € F, 8 € Foe < B¢~ € Fae. Recall that
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for any fixed b # 0, the ¢-BCT entry is given by,
1
CBF(l, b) =— Z X1 (b (a + ﬁ)) Sa,gsmflﬁ.
a,BeF,
Let us denote T, = So 5500018 (we will use superscripts to point out the case we are in, for

1
its value). Recall that A = a4+ and B = B2"" 4+ 8. Let us denote v = A%+1, A’ = ca+c1j

and B' = (¢718)2" " 4 ¢71B. It is easy to observe that the conditions B = 0 and B’ = 0 are
equivalent. Now we shall consider two cases namely, Z odd and Z even, respectively.
Case 1: 7 is odd.

(1) Let A=0,B = 0.
(a) If A" =0,B' =0, then
" = a1+ 7)),
(b) If A" #0,B' =0, then S, .~15 = 0 and hence
LI
(2) Let A=0,B # 0. In this case S, g = 0 and hence
(2] _
7 =o.
(3) Let A#0,B =0. Again S, 3 = 0 and hence
B _
¥ =0
(4) Let A#0,B #0.
a) Assume A’ =0,B’ # 0, then S, .-153 = 0 and hence
k) /6
7@l o,

(b) Assume A’ # 0, B’ # 0. In this case, recall that A2+l = A and let + € F, such
that (/)21 = A'.
(i) If Tre(By~ ') # 1, then S, 5 = 0 and hence
OO o,
(ii) If Tre(By~!) =1 and Tre(B'(7/)1) # 1, then S, .-15 = 0 and hence
O _ o
(iii) If Tre(By~ 1) =1 and Tr.(B'(7/)~!) = 1, then
O ey (14 ).
We now use the above discussion in the following theorem.

Theorem 5.1. Let F(x) = x2k+1’ 1 <k <nbea function on Fon, n > 2. Let ¢ € Fae\{0,1}
and n/e be odd, where ¢ = ged(k,n). Then the c-BCT entry [Br(1,b) of F' at (1,b) is given
by
2¢ .
Ltgr > xalba++c +)p),
(a,B)eFNF!

where

F={(o,8) €F2| A,B#0 and Tr(By™') =1},

F'={(a,8) €F2| A", B' # 0 and Tr.(B'()™") = 1},
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k ok 1
and A=a+8, B=8"4+8 A =ca+c '8 and B = (c71B)? " e, v = A1,
"}/:A/Qk—il.

Proof. Let
A" ={(, ) € Fi | ca=c 1B and ¢71B € Fo. },
B ={(a,) €F2 | ca=c"'f and ¢ f € F,\Fae},
C'={(a,B) €F2 | ca# c B and ¢! B € Fae},
D' ={(a,0) € F§ |ca# c 1B and c718 € F,\Fae},
€' = {(a.B) € D' | Tre(B'(¢) ™) # 1).
Then,
1 a
Br(L,0) = — abla+ T+ 3T ke + 8T
q (e, ) ANA’ (a,8)€ANC
+ xilbla+ BT+ 3 xabla+ B)T,”
(a,8)EB (a,8)eC
Y ablat L Y b+ /0
(e, )EDNB! (o,B)€E
(a.p)eFne! (a,8)EFNF’
= Y xba+r @+ +b)p)
(a,8)€ANA’
2¢ 1
T on > xalba+(1+c+0)8))
(a,B)eFNF’
9¢ B
=1+ Yo xilba+ (L+c+D)B)).
(a,B)eFNF!
This completes the proof. O

Corollary 5.2. Let F(z) = 22 ™1, 1 < k < n, be a function on F,, n>2. Let c € Foe \ {0, 1}
and n/e be odd, where e = ged(k,n). With the notations of the previous theorem, the c-

boomerang uniformity of F satisfies
Bre<1+2"FNF|.

Case 2: n/e is even.

(1) Let A=0,B = 0.
(a) If A =0,B" =0, then

T = (1 + ) ¢
(b) If A’ £ 0,B' =0, let
G ={(a,B) eC | A # ¢"**Y for any integer t},

H = {(a, 8) € C' | A = ¢"** for some integer ¢}.
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Then,
pie) _ f CDE2 (14 c7hB) if (a,8) € ANG,
’ (—netraminten (14 ¢ 1)B)  if (o, 8) € ANH.

(2) Let A=0,B #0.
In this case S, 3 = 0 and hence

T = 0.
(3) Let A+ 0,B = 0.
(a) If A" =0,B' =0, then Tb[g(a)] is given by
(~D)E2m (L4 7h)B) if (a,8) € ANG,
(~1)EFlamErtey (14 e 1)B) if (o) € ANH.
(b) If A" #£0,B’ =0, then

21 ((1+¢ 1) (a,8) €GnNG,

7o) _ ) =2 (L)) if (o, 8) e GNH
’ —2m ey, (14 ¢ 1)B) (,B) eHNG,
272 (1 + ¢ 1)B) (a0, B) e HNH.

(4) Let A+ 0,B #0.

(a) If A" =0,B" #0, then S, .15 = 0 and hence
4(a
7 <o,
(b) If A #0,B' # 0, let
7' :{( B) e D | A # ¢ FD for any integer ¢},

—{(o, B) € D' | A’ = ¢*'* ) for some integer t,
Ly(z) = (B")? 2" is not solvable},
={(o, ) € D' | A = ¢ FV for some integer t,

Tre(A') # 0, Ly(x) = (B/)zlc is solvable},
L ={(a,8) e D' | A’ = ¢"***1) for some integer ¢,
Tre(A') = 0, La(z) = (B')?" is solvable}.

Then,
2" M (o, ) e (ZUK)N (UK,
0 (a, ) e (ZUKUL)NT,
Tla0) _ —2mte. M (a,8) e (ZUK)N L,
> o if (0, ) e TN(TUT UK UL,
—2nte . M (a, ) e LN (UK,
ont2e . )y (a,8) e LN L,

where M = x1((1+ ¢ HB)x1 (AA/ 2k+1xz,+1> and x4,z 4 are the solutions of

the equations L(z) = B2 and L (z) = (B)?", respectively.
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We now summarize the above discussion in the following theorem.

Theorem 5.3. Let F(z) = 221, 1 < k < n be a function on Fan, n > 2. Let ¢ € Fo\{0,1}
and n/e be even, where e = ged(k,n). With the previous notations, the c-BCT entry Br(1,b)
of F' at (1,b) is given by

1 a
2 > xabla+ BT, + > xalbla+ 8)ri )

+ Y b+ L + > xalb(e+ BT )

(a,B)EANH/! (a,8)€A'NG

t Z xa(bo+ B)T ) + Z xa(b(a + BT

(a,B)eAH (a,8)€EGNG’
+ > b+ ST e+ )1

(a,8)eGNH’ (a,B)EHNG’

+ 3 b+ BT 4+ 3 xi(b(a + B) T
(o, B)EHNH' (a,B)E(ZUK)N(Z'UK)

> abermn e 3T b+ /)n

(a,B)e(ZUK)NL! (a,B)ELN(T'UKY)

> b+ s)nY

(a,8)€LNL!

6. THE GENERAL CASE

Since the case ¢ € Foe has already been considered in previous sections, throughout this
section we assume that ¢ € Fon\[Fae. Recall that for any fixed b # 0, the ¢-BCT entry is given

by,
1
Br(1,0) == 3 X1 (0(a+5)) SapSec1s

o,B€Fy
Let us denote Ty, = Sq 8Scq 15 Recall that A= o+, B = B 4B, A = ca+c 18 and
B = (c_lﬂ)?ik +c71B. Notice that, when ¢ € Fgn\Foe then 8 € Fie, and so, Sc™! € Fan\Fae,
otherwise ¢ € Foe. Thus B = 0 = B’ if and only if 3 = 0. Also, observe that the conditions

A=0=A"if and only if &« = 0 = 3. Now we shall consider two cases namely, 2 is odd and

 is even, respectively.
Case 1: 7 is odd.
(1) Let A=0,B =0.
Notice that the cases A’ = 0,B’ # 0, and A’ # 0, B’ = 0 would not arise, therefore,
we shall calculate T}, in remaining two cases only.
(a) If A/ =0,B" =0, then
1 _
T = (1 + )
(b) If A’ #0,B" # 0, then

gen_ Y, if Tre(B'(v)™1) #1,
TR P e s i TB ) =1,
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(2) Let A=0,B # 0. In this case S, g = 0 and hence

7 = 0.
(3) Let A #0,B = 0. Again, S, g = 0 and hence
7 = 0.
(4) Let A #0,B #0.
(a) If A" =0,B' =0, then
pae )0 if Tre(By™) # 1,
’ (%) 27 (L +ehB)  if Tre(By ™) =1.

(b) If A" =0,B" #0, then S,, .~15 = 0 and hence

7Ol = o,

(c) If A" #0,B' =0, then again S, .~15 = 0 and hence

rien _ g
(d) If A" # 0, B’ # 0, then the only relevant case is and

T — {2’”%((1 +c ) if (a,B) e FNF,

0 otherwise.

We now summarize the above discussion in the following theorem.

Theorem 6.1. Let F(z) = x2k+1, 1 <k <n be a function on Fan, n > 2. Let ¢ € Fan\Fae

and n/e be odd, where e = ged(k,n). Then the c-BCT entry Br(1,b) of F at (1,b) is given
by

25

1+ > x1(ba+ (14 ¢ +0)3))
(a,B)E(ANF")U(A'NF)
2¢ .
+or >, b+ 1+ +0)8).
(a,8)eFNF!

Proof.

Br(1,0) = % ( > b ST xaela+ g

(o,B)EANA! (o, B) € ANF!
+ Y b+ e S b+ )Y
(a,ﬁ)efﬂA’ (a,ﬁ)e}'ﬂ}"

—u () 2 Y et i)

(a,B)E(ANFU(A'NF)

+2¢7" Z x1(ba+ (1 +c7 1 +b)p)).
(a,B)eFNF'
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Corollary 6.2. Let F(x) = 22"+ 1 < k < n, be a function on F,, n>2. Let ¢ € Fan\Fae
and n/e be odd, where e = ged(k,n). With the notations of the previous theorem, the c-
boomerang uniformity of F satisfies

Bre <1+ <ni/e> 2T (ANF)U (A N F)| + 22| FnF.

Case 2: n/e is even.
(1) Let A =0,B = 0. Notice that the cases A’ =0, B’ # 0, and A" # 0, B’ = 0 would not
arise, therefore, we shall calculate Tj in remaining two cases only.
(a) If A’ =0,B" =0, then

T = (1 +¢H)B) o
(b) If A’ £ 0,B' # 0, then
(—1)2mtn M’ if (o, ) € AN (T'UK),
7, =0 if (a,8) € AN,
( 1)m+12m+n+eM/ ’Lf (Oé,ﬂ) e Aﬂﬁl,

where M" = x1((1+ c_l)ﬁ)xl(A/xi,H).
(2) Let A=0,B # 0. In this case S, g = 0 and hence
T =0

(3) Let A # 0, B = 0. Notice that the case A’ =0, B’ = 0 would not arise. Now we shall

calculate Ty in the remaining cases.
(a) If A”=0,B" #0, then S, .~15 = 0 and hence

7o) _ g,
(b) If A’ #£ 0, B’ =0, then

21 ((1+c7h)B) (,8)egng,
o) _ ) =2 al(+ehp) if (a,8) € GNH,
o (. )
(. B)

9

=2y ((1+ ¢ HP) EHNG,
22y (14 c¢1)B) EHNH.

(c) If A’ #0,B" #0, then

)

)

(om0 if (a,) €GN (T'UK),
0 if (a,8) € (GUH)NT,
T = L —omtenr’if (a,8) €GN L
=2"tepM if (o, B) e HN(Z'UK'),
(2" Mif (e, 8) e HNL).

(4) Let A#0,B #0.

(a) If A’ =0,B' =0, then
(—1)comtnpg” if (,8) € AN (ZUK),
0 if (,8)e ANJ,
(=1)ettgmtntens”  Gif (a,8) € ANL,
(

@) _

where M" = x1((1 +c¢1)B )Xl(A:E2 .
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(b) If A* =0,B" #0, then S, .~15 = 0 and hence

7o) _ g
(c) If A’ £0,B’ =0, then
2" M if (o,8) € G N(ZUK),
0 if (.)€ (@UH)INT,
Tb[4(C)] — _on+te g Zf (Oé,ﬁ) e gl N £7
—2ntep” if (o, 8) € H' N (ZUK),
k2“+26M” if (a,8) € H' NL.
(d) If A’ #0,B" # 0, then
2" M if (a,8) € (ZUK)N(Z'UK),
0 if (@,8)€e(ZUKkUL)NT,
T[4(d)} B —onrep" G f (a,B) € (ZUK)N L,
o if (,)eTNT'UT UK UL,
—2nrep” gf (o, B) € LN (Z'UK)
22N Gif (a,B) € LN L,

where M = x1((1+ ™)) (A + A, ).
We now summarize the above discussion in the form of followmg theorem.

Theorem 6.3. Let F(z) = x2k+1, 1 <k <n bea function on Fon, n > 2. Let ¢ € Fan\Fae
and n/e be even, where e = ged(k,n). With the prior notations, the c-BCT entry Br(1,b)
of F' at (1,b) is given by

. ( > xR 3 aer s
(a8

2
q B)eAnA! (a,8)€AN(Z'UK")

+ >, xal+ N+ > xalbla+ BTN

(a,8)eANL! (e, B)EGNG’

+ Y e+ Y et )T
(e, B)€EGNH/ (e, B)EHNG'

b TI30) b 713()

+ Y e+ S b+ 8T
(a,B)eHNH’ (a,8)€GN(Z'UK)

+ Y b)Y S e+ B)TE)
(a,B)€GNL’ (a,B)EHN(T'UK!)

+ Y b+ S (e + )T
(a,B)EHNL! (a,8)€A'N(ZUK)

> aber/R 3T e+ a1
(a,8)eA'NL (e, B)€G'N(ZUK)

+ Y a9 ST xabla+s)TH
(a,3)EG'NL (a,B)EH'N(ZUK)

D IEENCCEO D DI UCE N

(,B)eH'NL (a,B)E(ZUK)N(Z'UK)
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LD DI ICCR): SR DR ICCE L

(ar,B)E(TUK)NL! (a,B)E(T'UK)NL

+ Y e+ gyt

(,B)eL'nL

7. DISCUSSION ON EQUIVALENCE

Boura and Canteaut [2] showed that the BCT table is preserved under the affine equivalence
but not under the extended affine equivalence (and consequently under the CCZ-equivalence).
It is quite natural to ask a similar question in the context of ¢-BCT. It is straightforward to
see that in the case of even characteristic, c-BCT and ¢~!-BCT entries of an (n,n)-function
F : Fon — Fon are the same under the transformations = +— x 4+ a and y — y + a, since the
c-boomerang system

F(z)+cF(y) =0
Flz+a)+c'F(y+a)=b

becomes

F(z)+c 'F(y)=b
F(zx+a)+cF(y+a)=h.

We consider the binomial G(z) = 22! + uz?" " +1 € Fyn[z], which is a PP if and only if L
e

is odd and u # gD where e = ged(n, k) = ged(n — k, k) and g is the primitive element
of Fan. Notice that G(x) = (L o F)(x) where L(z) = 22" 4+ uz and F(x) = 22" 7" +1. When
n =6,k =2 and u = g, where g is a root of the primitive polynomial 3% + y* + 3 +y + 1
over Fy, then L(z) and G(z) are PP. It is easy to see from the Table [Tl in the Appendix [Al
that the ¢-BCT is not preserved under the (output applied) affine equivalence. However, if
the affine transformation is applied to the input, that is, G(x) = (¥ o L)(z), then the ¢-BCT
spectrum is preserved, as was the case for the c-differential uniformity.
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APPENDIX A.

Let G(z) = 25 + g2'" = (2* + ga) o 2'7 € Fys[x], where g is a root of the primitive

polynomial 4% + y* + y> + 4y + 1 over Fy. The following Table [ gives the set of the ¢-BCT
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entries for 2'7 as well as G(z) = 2° + gz'7 for all ¢ € Fon\Fa. In view of the discussion in

Section [ it is sufficient to compute the set of c-BCT entries for either of ¢ or ¢! as they

are going to be exactly the same.
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Set of ¢-BCT entries of 217

c Set of ¢-BCT entries of G(z)
g {0,1,2,3,4} {0,1,2,3,4,5}
g’ {0,1,2,3,4} {0,1,2,3,4,5}
> {0,1,2,3,5} {0,1,2,3,4,5}
gt {0,1,2,3,4} {0,1,2,3,4,5}
95 {071727374} {0717273747576}
g() {071727375} {0717273747576}
g’ {0,1,2,3,4,5} {0,1,2,3,4,5,6}
° {0,1,2,3,4} {0,1,2,3,4,5}
99 {071727374} {0717273747576}
g"° {0,1,2,3,4} {0,1,2,3,4,5}
gl {0,1,2,3} {0,1,2,3,4,5}
g2 {0,1,2,3,5} {0,1,2,3,4,5}
g" {0,1,2,3} {0,1,2,3,4,5}
914 {07172737475} {0717273747576}
g {0,1,2,3,5} {0,1,2,3,4,5}
g'® {0,1,2,3,4} {0,1,2,3,4,5}
917 {071727374} {0717273747576}
g8 {0,1,2,3,4} {0,1,2,3,4,5,6}
g™ {0,1,2,3} {0,1,2,3,4,5}
gZU {071727374} {0717273747576}
g {0,1,4} {0,1,4}
g2 {0,1,2,3} {0,1,2,3,4,5}
g% {0,1,2,3,4} {0,1,2,3,4,5}
924 {071727375} {0717273747576}
9> {0,1,2,3} {0,1,2,3,4,5}
RS {0,1,2,3} {0,1,2,3,4,5}
g7 {0,1,2,3,4} {0,1,2,3,4,5,6}
gz8 {07172737475} {0717273747576}
9> {0,1,2,3,4} {0,1,2,3,4,5}
gV {0,1,2,3,5} {0,1,2,3,4,5,6}
Pk {0,1,2,3,4} {0,1,2,3,4,5}

Table 1. ¢-BCT entries of z'7 and z° + gz!”
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