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Abstract

Robust optimization has been widely used in nowadays data science, especially in adversarial
training. However, little research has been done to quantify how robust optimization changes
the optimizers and the prediction losses comparing to standard training. In this paper, inspired
by the influence function in robust statistics, we introduce the Adversarial Influence Function
(AIF) as a tool to investigate the solution produced by robust optimization. The proposed
ATF enjoys a closed-form and can be calculated efficiently. To illustrate the usage of AIF, we
apply it to study model sensitivity — a quantity defined to capture the change of prediction
losses on the natural data after implementing robust optimization. We use AIF to analyze how
model complexity and randomized smoothing affect the model sensitivity with respect to specific
models. We further derive AIF for kernel regressions, with a particular application to neural
tangent kernels, and experimentally demonstrate the effectiveness of the proposed AIF. Lastly,
the theories of AIF will be extended to distributional robust optimization.

1 Introduction

Robust optimization is a classic field of optimization theory that seeks to achieve a certain
measure of robustness against uncertainty in the parameters or inputs involved . Recently,
it has been used to address a concern in deep neural networks — the deep neural networks are
vulnerable to adversarial perturbations [1431].

In supervised learning, given input z, output y and a certain loss function [, adversarial

training through robust optimization for a model M is formulated as

a%ien@ Eay sER(2) oMo+ 6.y, M), (1)
where R(x) is some constrained set, which is usually taken as a small neighborhood of z in
robust optimization. For example, in image recognition , an adversarial attack should be
small so that it is visually imperceptible.

Although adversarial training through robust optimization has achieved great success in de-
fending against adversarial attacks , the influence of such adversarial training on predictions
is under-explored, even for a simple model M. In particular, let us define the regular optimizer
and the robust optimizer respectively:

oM, == argminE, ,1(0M, 2,y, M),

oMee
OM i = argminE, , max (6™, z+§,y, M). (2)
’ oMeco SER(z,e)
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It is unclear how ]Ez,yl(ﬂgmin,x,y, M) — the prediction loss on the original data with robust

optimizer— performs compared to the optimal prediction loss Em’yl(ﬁﬁﬁn, x,y, M). The difficulty
for studying this questions is the underlying NP-hardness of solving robust optimization. Even
for the simple models, say quadratic models, the robust optimization problem is NP-hard if the
constraint set is polyhedral [26].

To address this problem, drawing inspiration from the idea of influence function in robust
statistics [8l15l/16}[18], which characterizes how the prediction loss changes when a small fraction
of data points being contaminated, we propose the Adversarial Influence Function (AIF) to
investigate the influence of robust optimization on prediction loss. Taking advantage of small
perturbations, AIF has a closed-form expression and can be calculated efficiently. Moreover,
AIF enables us to analyze the prediction error without implementing the robust optimization,
which typically takes long time due to the computational burden of searching adversaries.

The rest of the paper is organized as follows. Section [2| lays out the setup and notation.
Section [3| defines model sensitivity, which is used to understand how robust optimization affects
the predictions. To efficiently approximate the model sensitivity, Section [ introduces the AIF.
Further, in Section [5] we show several case studies, by applying the proposed AIF to theoreti-
cally analyze the relationship between model sensitivity and model complexity and randomized
smoothing. In Section [6] we extend the AIF theory to kernel regressions and distributional
robust optimization.

1.1 Related work

Adversarial training and robust optimization Since [14] proposed adversarial training,
many innovative methods have been invented to improve the performance of adversarial train-
ing, such as [1,/23},29}33]. Earlier work only added adversarial examples in a few rounds during
training, and many of them have been evaded by new attacks [2]. In [25], the authors pro-
posed to use projected gradient ascent and obtain the state-of-art result. They further pointed
out that the adversarial training can be formulated through the lens of robust optimization.
Nevertheless, robust optimization has a very deep root in engineering [32] , but many robust
optimization problems are NP- hard [26], and solving such problems heavily relies on high-speed
computers and their exponentially increasing FLOPS-rates |27]. Our adversarial influence func-
tion may bridge the gap between theoretical analysis and engineering implementation of robust
optimization to a certain degree, and improve our understanding of robust optimization.

Robust Staistics Robust statistics has been recently applied to machine learning and achieves
impressive successes. [20] used the influence function to understand the prediction of a black-
box model. [9,24] and [6] used the influence function for model selections and cross-validations
in kernel methods. Recently, [3] extended the influence function to the adversarial setting,
and investigated the adversarial robustness of multivariate M-Estimators. We remark here that
their adversarial influence function is different from ours, where they focused on the influence on
parameter inference, while ours focus on the influence of robust optimization on the prediction.

2 Setup and Notation

In this paper, we consider the task of mapping m-dimensional input z € X C R™ to a scalar
output y € Y, with joint distribution (x,y) ~ P, , and marginal distributions z ~ P, y ~
P, . We have training dataset (X*,Y") = {(z},4{),---,(},,9h,)} and evaluation dataset
(X, Y°) = {(2%,99),---, (x5, ,y5,)}. For a given model architecture M, the loss function is
denoted as I(6M,x,y, M) with parameter 6™ € © C R? (we will omit M in [ sometimes
if not causing confusions). For robust optimization, we focus on studying the constraint set
R(z,e) ={w € X : |w—=z|, < e-Epup,|z|lp} with small e, where || - ||, is the l, norm.
Such type of constraint set is also called [,-attack in adversarial learning, which implies the
adversaries are allowed to observe the whole dataset and are able to contaminate each data
point z; a little bit. This is commonly used in adversarial training for image classifications in



machine learning and the constant factor E,p, ||z], is for scale considerationﬂ
Further, we denote the empirical version of the minimizers for regular optimization and
robust optimizers in Eq. :
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= argmin—z max (0™, zt 4 6;, 4l M),
oMeco T i—1 0i€R(x}.e)
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where R(zt,e) = {u € X : ||u — 2|, < eBype|z||,}, with E, being the expectation with respect
to the empirical probability distribution of z*.

We use sgn(z) to denote the sign function: sgn(z) = 1 if z > 0, sgn(z) = 0 if z = 0,
and —1 otherwise. We also use [n] to denote the set {1,2---,n}. Further, we use the notion
op and O,, where for a sequence of random variables X,,, X, = op(a,) means X, /a, — 0
in probability, and X,, = O,(b,) means that for any ¢ > 0, there is a constant K, such that
P(| X, < K- bp)>1—c¢.

3 Model Sensitivity

In order to quantify how robust optimization affects predictions, we first define the model
sensitivity with respect to the robust optimization.

Definition 3.1 (e-sensitivity /adversarial cost). For a given model M, the e-sensitivity/adversarial
cost is defined as

SE(M) = Ez,yl(eé\,/tmimxﬂva) - (Qﬁmxvyﬂ M)

The e-sensitivity /adversarial cost quantifies how robust optimization increases the expected
loss, and this loss also indicates the additional cost of being adversarially robust. Besides this
straightforward interpretation, one can also interpret Sc(M) as a trade-off between the predic-

tion loss and robustness for model architecture M — the optimizer 95 nin 15 more adversarially

robust but inflates the prediction loss comparing to 8! . For fixed &, an architecture M with
small e-sensitivity implies that such an architecture can achieve adversarial robustness by robust
optimization without sacrificing the performance on the original data too much. We also say an
architecture M with smaller e-sensitivity is more stable.

Since 92! is the minimizer of E, (6™, z,y, M) over 6™, if we further have 0 € ©°,
where ©° denotes the interior of © and [ is twice differentiable, by Taylor expansion, we Would

have

SE (M) (AGEAAmln)T]EI,yV2 (enj\:ltn7 z,y, M)Aeé\,/tmin
+ o(|| AOM

Emln” )’

where Aﬂé‘/‘mm = Qé\’tmm — oM and the remainder is negligible if  is small enough. Given the

training set (X*,Y?) and the evaluation set (X, Y*), we define the empirical e-sensitivity:

SE (M) ~ 7(A9'6A/lm1n)TE]l3>zc_1 e VQ (anj\ﬁna z,y, M)Aasjwmm? (3)
by omitting the remainder o([| A2, [I3), where AM, = 62 — 6M . Notice that Eq.

involves AGM

mins the solution of robust optimization, which, even for simple models with loss

1For standard MNIST, the average ls norm of z is 9.21 with dimension m = 28 x 28. The attack size does not
have to be small, but ¢, as the ratio of the magnitude of adversarial attacks and average magnitude of images, is
small.



functions (such as linear regression with quadratic loss), does not have a closed-form expression
and is computationally heavy to obtain. In the following sections, we will address this problem
by introducing AIF, which provides an efficient way to approximate and analyze S.(M). For
simplicity of illustration, we remove the superscripts t,e and use generic notation (X,Y) =
{(z1,91), -, (xn,yn)} for general dataset in the following sections when there is no ambiguity.

4 Adversarial Influence Function

Unless explicitly stated, we mainly consider the case where the empirical risk Y. 1 (M, xt yts M)
is twice differentiable and strongly convex in this paper. A relaxation of such conditions

will be discussed in Section In order to approximate 95 1 — M for small e, we use
HjM HM jM
"M "M (95 min emln) « des min
6'5 min emln ~e” d&‘—a|€:0+ =& - de ‘5:0+

for approximation, where o > 0 is the smallest positive real number such that the limit
lim. 04 (éé/‘min mm) /€% is nonzero. Throughout this section, all the cases we consider
later have o = 1, while more general cases will be discussed in Section Formally,
we define the adversarial influence function as follows.

Definition 4.1 (Adversarial Influence Function). For a given model M, the adversarial
influence function (AIF) is defined as

da;_'Mmln
I(M) = I |€:0. (4)

The AIF measures the changing trend of the optimizer under robust optimization in
the limiting sense. With the help of AIF, we then approximate S.(M) by

Se(M) = 52I(M)TEx,yv2l(0r¢ﬁn’ T,Y, M)I(M)’

e=0

DO | =

when € is small.
Next we provide a specific characterization of the empirical adversarial influence
functions. We denote (M) = dfM . /de|._o as the empirical version of AIF. Besides,

13 mm

we denote the perturbation vector as A = (67,---,80)T. Further, for given (X,Y)
and M, we define g(0M, A) = 1/n 3" | 1(0™, z; + 6;, yi; M) when we only consider the
optimization over (M A).

Theorem 4.1. Suppose X, Y and © are compact spaces, the loss function 1(0,x,y)
is three times continuously dzﬁerentzable on (0,x) € ©® x X for any given y € ), and
the empirical Hessian matriz HM = 1/ndY ", Vil (Hmm,xz,yl) is positive definite.

mln

Further, we assume the empirical risk ;. 1(oM, zt yt; M) is twice differentiable and
strongly convex and g(-,A) is differentiable for every A, Vog(0M, A) is continuous on
O x X, Hmm lies in the interior of ©, and V l(@mm,xl,yl, ) # 0 for all i € [n], then
we have

(M) = —H L, (5)

mln

where ® =1/n> " |V, gl(Gmm,xz,yZ) xN]@,ZHprqﬁi and ¢; = (1,02, ,bm)T, with

it o .
v = mk g sgn(a:E l(@rﬁn,xi,yi,/\/l))
( k=1 bk)p k



Here, we have by, = ‘6£kl(é%n,$i,yia/\4)

, X.) s the k-th coordinate of vector x, for

instance, Tj = (Tj1,%j2, ,Zjm) ; p > 0 and ¢ > 0 are conjugate such that 1/p +
1/¢g=1.

Remark 1. The compactness condition is easy to satisfy. Since for any distributions
D and integer n, we can take a sufficiently large constant R > 0, which is allowed
to depend on n, such that all n samples are contained in the ball B(0, R) with high
probability. Besides, if the input x is of high dimension, the computational bottleneck
is mainly on inverting the empirical Hessian. We can use techniques such as conjugate
gradients and stochastic estimation suggested in [20] to reduce the computational cost.

The above theorem provides a closed-form expression for the first order AIF, and
therefore a closed-form approximation of the model sensitivity S.(M). One nice prop-
erty of such an approximation is that it does not depend on optimization algorithms,
but only depends on the model M and the distribution of (z,y). This attribute makes
model sensitivity an inherent property of model M and data distribution, making it a
potential new rule for model selection. Model sensitivity can help us pick those models
whose prediction result will not be greatly affected after robust optimization.

We show the effectiveness of approximation by AIF in Figure [l We plot two error
curves for Al(n,e) == ||(0M . — M Y/e — T(M)|]y and AS(n,e) = [|Sc(M)/e2 —

€,min min

(j(M))TEﬂSIde V2l(én/\1’iln,:z,y,/\/l)f(/\/l)||2, where the sample size is n. Theoretically,

we expect Al(n,e) and AS(n,e) go to 0 as € goes to 0. In all the experiments in
the paper, we use projected gradient descent (PGD) for robust optimization
to obtain é?’fmn. In Figure 1, we can sce that as e become smaller, Al(n,e) and
Ag(n,s) gradually go to 0. We remark here that we do not let £ be exactly 0 in
our experiments, since PGD cannot obtain the exact optimal solutions for énj\ﬂn and
éé\’/‘min. The existing system error will become dominating if € is too small and return
abnormally large value after divided by . This also motivates us to introduce the AIF
to have an accurate approximation. The model we use is a linear regression model with
500 inputs drawn from a two-dimensional standard Gaussian, i.e. z ~ N (0,7). We fit

y with y = 221 — 3.4z +n and n ~ 0.1 - N(0, ).
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Figure 1: Effectiveness of AIF and model sensitivity for linear regression model. From the mono-
tonicity relationship between ¢ and Al(n,e), AS(n,¢e), we verify the effectiveness of AIF and model
sensitivity. Here, the sample size n = 500.



Remark 2. [t is straightforward to derive asymptotic normality for AIF by central limit
theorem [11], which can be used to construct confidence intervals for Z(M). Specifically,
if we denote (; = —H v Vo ml(@é‘l’l’n,xi,yi)ExN]@XHpr@, i, :=1/0>"0 Gy and X, =

m

1/n >0 (G — fn)(G — fin)T, then by classic statistical theory, we obtain

VS VHI(M) — fin) B N0, 1),

as n goes to infinity, where N'(0,I) denotes standard multivariate normal distribution

D .
and = denotes convergence in distribution.

4.1 Non-convex, non-convergence cases

In the previous discussions, we talked about the case where the empirical loss is strongly
convex. Now we briefly discuss about non-convex and non-convergence cases.

Well-separated condition. In the proof of Theorem actually we only need 8 to

min
be the global minimum and at the point Gmm, the empirical Hessian matrix is positive

definite and the landscape are allowed to have many local minimums. The unique-
ness assumption can also be formulated in a more elementary way: if we assume the
smoothness of loss function [ over X x ©, compactness of © and we only have one global
minimum for E(, ,)p, ! (6M, z,y, M) which lies in the interior of ©, with positive def-
inite Hessian matrix, and it is well-separated, which means that Vw > 0, there exists
x > 0, such that V@M if |oM — M || > w, we have

min
By l(0M, 2, y, M) — B, L(OM 2, y, M)| > K.
By classic statistical theory, Gé\ﬁln will be a global minimum if sample size is large enough.

The well-separated condition relaxes the convexity condition in Theorem How-
ever, the validity of Theorem |4.1f still requires the condition that Hmm is the global
minimum of the empirical risk, Wthh in practice, is hard to find. Another alternative
relaxation is to use a surrogate loss.

Surrogate losses. In practice, we may obtain oM by running SGD with early stopping

min

or on non-convex objectives, and get a solution 91/1\]/1111 which is different from Hn/\ﬁ‘n As

in [20], we can form a convex quadratic approximation of the loss around Hmm, ie.,

[(9/\/[, ) _l(emm? €z y) + vel(emma x y)(GM - Hnj\l/lln)
(O — )T (VRGN ) + AT) (M — ),

where A is a damping term to remove the negative eigenvalues of the Hessian. One can
show the results of Theorem hold with this surrogate loss.

5 Case studies of Adversarial Influence Functions

To illustrate the usage of adversarial influence functions, we use it to explore the rela-
tionship between model complexity, randomized smoothing and model sensitivity.



5.1 Model Complexity and Model Sensitivity

Throughout this paper, we use the term “model complexity” as a general term referring
to 1) the number of features included in the predictive model, and 2) the model capacity,
such as whether the model being linear, non-linear, and so on.

As observed in the prior literature [12,21,125], model complexity is closely related to
adversarial robustness, that is, when the model capacity increases, the e-sensitivity /adversarial
cost will increase first and then decrease. However, such a phenomenon is only emporical
and lack of theoretical justification. In this subsection, we will theoretically explore how
the model complexity model affect the model sensitivity/adversarial cost by studying
specific models with different model capacity and different number of features included
in the predictive model.

5.1.1 Model Capacity and Model Sensitivity

We start with the relationship between model capacity and model sensitivity via two
simple and commonly used models, with the dimension of inputs being fixed.

Linear regression models (£) and quadratic models (Q) We consider the class
of linear models £ = {fz(z) = T2 : 2,8 € R™} and the class of quadratic models
Q= {fsa(z)=pTs+aTAx,x,3 € R™ A € Rm*m},

Apparently, the class of quadratic models has a larger model capacity and is more
flexible than that of linear models. In the following theorem, we will show that larger
model capacity does not necessarily lead to smaller sensitivity.

Theorem 5.1. We fit the data (x;,y;) by L and Q. For the simplicity of presentation,
assume the sample sizes of both the training and testing sample are n. Suppose the
underlying true generating process is y = x1 B + (851 x)? + &, where x ~ N'(0,021,,) €
R™, & ~ N(0, Ug) and independent with x. For ly or ls attack,

L when(||B3]|302 — \/ 20¢)? > Hi;f{;w o gag, we have

SE(E) > SE(Q) + Op(52ﬁ)5

II. when (||B3]|302 + \[05 < m(l—i—mag — 202 -logm) - 202, then

S.(£) < 8.(Q) + op(sQ\/T).

From Theorem unlike adversarial robustness, we can see that the model sensi-
tivity does not have monotonic relationship with the model capacity. Such a monotonic
relationship only holds when the model has high complexity (when ||35]| is large). There-
fore, when n is sufficiently large, the result implies that a larger model capacity does
not necessarily lead to a model with smaller sensitivity.

5.1.2 Number of features and model sensitivity

Another important aspect of model complexity is the number of features included in the
predictive model. There have been many model selection techniques, such as LASSO,



AIC and BIC, developed over years. Given the newly introduced concept of model
sensitivity, it is interesting to take model sensitivity into consideration during model
selection. For example, if for a specific model, including more features results in a
smaller model sensitivity, then for the sake of adversarial robustness, we should include
more features even if it leads to feature redundancy.

For instance, the following results study when z; follows some structures such as
Cov(z;) = J:%Im for some constant o, the relationship between model sensitivity and
number of features included in linear models.

Theorem 5.2. Suppose that the data (x;,y;)’s are i.i.d. samples drawn from a joint
distribution Py ,. Denote the sample sizes of the training and testing sample by nirain
and niest Tespectively. Let m be the dimension of input x, and

B = arggnin Ep, ,(y — fTx)%

Define n* = y; — BE] x;, and assume E[z; - sgn(nF)] = 0 and Cov(z;) = 021, then for
Uy attack

1 m?2

+ .
Ntrain Ntest

Se(L) = (B, p, llzll2) - (Bluf)? - 07 + Op(e -

x~ P,

Given this theorem, we now consider a specific case where we apply this result to
random effect model.

Corollary 5.1. Consider the random effect model y = 'z + &, where v € RM,

By -y B i (0,1), and & ~ N(O,ag). Further, we assume x is a random de-
sign with distribution x4, ..., S (0,021n). Then when we only include m features

in the linear predictive model, the resulting model sensitivity is

2

. 6
Ntrain ~ MNtest ( )
where I'(+) is the Gamma function such that T'(z) = [;°t*"te™" dt.

2/ m+1 N
Since Frg(é)) =< 1m, there is a universal constant C, such that Se(£) < Cm((M —
2

m)o2 + 02) =—Co2m?+ C(M + ag)m. This also implies that a larger model capacity
does not necessarily lead to a model with smaller sensitivity. Specifically, when m is
small, including more features in the linear model results in larger model sensitivity. In
contrast, when m is large, i.e. in the high-complexity regime, including more features
leads to smaller model sensitivity.

Next, we consider a broader class of functions — general regression models.

General regression models (G£) In general regression models, suppose we use a
d-dimensional basis v9%(z) = (v~ (), ...,vgc(a:))T € R? to approximate y (d can be a
function of m), and get the coefficients by solving

n

i 1
0%k, = argmin o Z;(y — "0 ()%,
1=



where the loss function is (0, i, y;,GL) = 3(yi — 07v9%(2;))%. By Theorem it is
straightforward to obtain

7(G6) = ik = ~Conu%= ()~ + 0p(y %),

min

where Cov(v9*(x)) is the covariance matrix of v9*(z) and

:przfnﬁ v () — il 909" (x )(3vg‘(ﬂfi))Tégg

S on)(@95)r 2 0r  de T
GL
it 2 058 ) - )]
Thus,
S:(GL) =< ®"Cov(v(z))"'® + Op(éz\/g)- (7)

Notice that the linear regression model is a special case if we take v(z) = x. However,
the expression of model sensitivity for the general regression models is very complex
and hard to analyze directly most of the time. Instead of directly studying Eq. , we
further simplify the expression by providing an upper bound to shed some light.

Theorem 5.3. Suppose that the data (x;,y;)’s are i.i.d. samples drawn from a joint
distribution Py ,. Let m be the dimension of input x, and

99L — arg min Epw (y — GTUgl:(xi))Q'
6

min

Let mgc (ngn)T gg( i) and assume E|x; - sgn(nigﬁ)] =0, then
8.(GL) <X, _p |la]l2)? ! B (o9 )T 2 )} Bl
: - e~ by Amin (E[v(x;)v(x ox i)ll2 i
d
+ Op(e? 5)

The following example illustrates how our upper bound is used to demonstrate the
trend of change between model sensitivity and number of features included.

Example 5.1. Suppose v(z) = (27, (2 ® £)1)T. If x consists of random features,
such that each coordinate of x is i.i.d drawn from uniform distribution on (—1,1). y =

T8y + B3TE © L 4+ &, where & ~ (O,Ug) and independent with x. As a result, the
etgenvalue satzsﬁes

Ml )09 )T 2 25
B[]S0 (@) e )] = 1,

regardless of the number of features m. Besides, E\U?L\ decreases as m increases, and
thus the upper bound will decrease as m increases.

In the experiments in Figure we show the trend for S’e(gﬁ) by taking sample
size n = 5000, o = 0.1. We take the average result for 1000 repetitions.
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(a) Illustration of the relationship between the fea-  (b) Effectiveness of AIF for kernel regression with
ture number and model sensitivity for the model in ~ NTK on MNIST.

Example [5.1]

Figure 2: a) Experimentally, the general trend for SE(QL) with respect to m is decreasing (though
not strict for every m) as the upper bound suggests. b) The monotonic trend of ¢ is still clearly
observed, though thevalues are larger than the previous example in Figure [I] due to the high
dimensionality of MNIST.

5.2 Randomized Smoothing and Model Sensitivity

As the last case study of AIF, we investigate the effect of randomized smoothing |[7],
a technique inspired by differential privacy, in adversarial robustness. Randomized
smoothing has achieved impressive empirical success as a defense mechanism of adver-
sarial attacks for [y attack. The core techniques is adding isotropic noise ¥ ~ N (0, 021
to the inputs so that for any output range O,

IP’(% zn:l(HM,xi + i, i, M) € O)
=1

is close to

P(i;z(eM,wi 40+ 05,5, M) €0)

for constrained |d;]|2.
The following theorem provides an insight into how randomized smoothing affects
model sensitivity regarding linear regression models.

Theorem 5.4. Use the same notation as that in Theorem [5.3. Suppose that the data
(zi,y:)’s are i.i.d. samples drawn from a joint distribution P, and Elz;-sgn(nF)] =0,
Cov(x;) = 02I, and Var(nf) = o When we fit y with & = x + 9, where 9 is
distributed as N(0,02%L,,), then

llwo) _ Gl (2R 1t 1 +02) + 0,0,/ )
min n ‘

S.(L) 02402 \ok+o?

Here, Lyoise denotes the linear model with randomized smoothing by adding input
noise. This theorem informs us that when o, is large, we have Ss(ﬁnoise) < SE(E)
asymptotically, and Sg(ﬁnoise) becomes smaller with larger o,.. In other words, the
randomized smoothing helps reduce the sensitivity in this case.

772.
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6 Further Extensions

In this section, we extend the theories of IFA to kernel regressions and distributional
robust optimization. First, we derive the AIF for kernel regressions in Section In
particular, we are interested in how well AIF characterizes the change of optimizers with
neural tangent kernels (NTK), whose equivalence to infinitely wide neural networks has
been well-established in recent literatures [10,19]. In Section we further extend our
theory to compute the AIF for distributional robust optimization.

6.1 AIF of the kernel regressions

We consider the kernel regression model in the following form
n

" 2
Lo(0,X,Y) == (yi— Y K(xi,;)05)" + M6]3. (8)
7j=1

3\'—‘

=1

where 6 = (6,---,0,)", and A > 0. Now let us denote g(0, A) = ﬁn(O,X +A,Y), and
we will calculate the empirical adversarial influence function Z(K) for kernel K.

Notice that in kernel regression, the loss function (y; — > iy K(wi, mj)ﬂj)Q includes
all the data points in one single term, which is different from the summation-form of
loss function in Theorem Fortunately, the technique of proving Theorem can
still be used here with slight modification. We obtain the following corollary for the
adversarial influence function Z(K) in kernel regression.

Corollary 6.1. Suppose X, Y and © are compact spaces, the kernel L, is three times
continuously differentiable on © x X. g(-, A) is differentiable for every A and Vgg(6, A)
s continuous on © x X, the minimizer Qmm lies in the interior of ©, with non-zero
Ve, L (Omin, X, Y) for all i € [n)], then we have

ZK ) K +n)\I) !

n

(D2 (K@) bin + K @) = 50) K ).

kyi=1
In the above formula,
K(x’b) = (K(xi,xl),K(in7$2), e 7K(xi7$n))T7
OK (x;,21) 8K(xi,xn))T

i

Kaier = (
And the z-th coordinate of By is

8xk a$k

—1
c?

(Crticd)
with ¢, = \mGﬁn(émin,zﬂ, where Vzkﬁn(émin,z) is short for the z-th coordinate of

A~

vxkzn(eminv X: Y)

Bis = 397(VarLn(Ounin: 2) ) E, 5, ]

=

. 2 . .
Var Ln(0,X,Y) = =3~ (K (@) Omin = 9:) K7, 2, B
=1
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Neural tangent kernels The intimate connection between kernel regression and
overparametrized two-layer neural networks has been studied in the literature, see |10,
19]. In this section, we are going to apply Corollary to the two-layer neural networks
in the over-parametrized setting.

Specifically, we consider a two-layer ReLLU activated neural network with b neurons
in the hidden layer:

b
fival@) = 2 > arotuls)
r=1

where x € R™ denotes the input, wy, ..., w, € R™ are weight vectors in the first layer,
ay,...,ap € R are weights in the second layer. Further we denote W = (wq,...,wp) €
R™*? and a = (ay, ..., am)" € R™.

Suppose we have n samples S = {(x;,y;)}/_; and assume ||z;]]2 = 1 for simplicity.
We train the neural network by randomly initialized gradient descent on the quadratic
loss over data S. In particular, we initialize the parameters randomly: w, ~ N (0, 1),
ar ~ U(—1,1), for all » € [m], then Jacot et al. [2018] showed that, such a resulting
network converges to the solution produced by the kernel regression with the so called
Neural Tangent Kernel (NTK) matrix:

z] zj(m — arccos(z; x;))

NTK = G
2

i,j€[n]
In Figure we experimentally demonstrate the effectiveness of the approximation

of AIF in kernel regressions with neural tangent kernel on MNIST. The estimation is
based on the average of randomly drawn 300 examples from MNIST for 10 times.

6.2 Distributional adversarial influence function

Another popular way to formulate adversarial attack is through distributional robust
optimization (DRO), where instead of perturbing x with certain distance, one perturbs
(z,y) in a distributional sense. For a model M, the corresponding distributional robust
optimization with respect to u-Wasserstein distance W, for v € [1, 00) regarding /,-norm
is formulated as:

min OPT(e; M),

oM
where OPT(g; M) is defined as

OPT(e;6M) := max Es 1M, 2, y; M).
Py y: Wy (Ps,y,Pr,y)<e &Y
Here, W, (D, D) = inf{ [ ||z — yllpdy(z,y) : v € II(D, D)}/ for two distributions D, D,
and II(D, f)) are couplings of D, D. However, it is not clear whether

M,DRO ,__ : .
O i = ar%j/lnln OPT({—:EEH:EHP,HM),
is well-defined since the optimizer may not be unique. Moreover, the corresponding
. iy M,DRO . o N
sample version of the optimizer 62" ':"™" is not easy to obtain via regular optimization
methods if we just replace the distribution P, , by its empirical distribution since it

12



is hard to get the corresponding worst form of @x7y. As a result, we focus on defining
empirical distributional adversarial influence function for a special approximation algo-
rithm and state its limit. Interested readers are refered to the following result in [30]
and [13] to properly find an approximation for Pz,y-

Lemma 6.1 (A variation of Corollary 2(iv) in [13]). Suppose for all y, 1(6*, x,y; M)
is L-Lipschitz as a function of x. Define

1 1
EMP(e) := ;max —Zl(ﬁiji—i—éi,yi,M), s.t. (EZH@Hg)l/u <e.
i=1

Then, we have EM P(g) > OPT(;0™M)—LD/n where D bounds the mazimum deviation
of a single point.

Lemmal[6.1] provides a direction to define an algorithm dependent empirical DAIF
IPRO(M). We define ZPEO (M) similarly as before. For a given model M, the corre-
sponding empirical distributional adversarial influence function is defined as

J§M-DRO

IPRO(M) = &‘870—}—’ s.t. éﬁ’lgRO € argminEMP(aEﬂa, Hpr>
dE - ’ oMco x

We use € argmin here since there may not be a unique minimizer, but the limit
IPRO(M) is still unique and well-defined. Similarly, we can provide a closed form
of distributional adversarial influence function.

Theorem 6.1. Under the settings of Theorem [{.1],

B b 1-u
IPRO(M) = —H L on'e", (9)

min

A~

where o = nyal(QnAﬁn,fUJa yJ)E[f»x
index:

|z||p¢s and ¢; is defined as in Theorem J is the
J = argmax HVCEL(énj\;ltna xhyi)HfI'
(2

We remark here from Eq. [9] we can see that if u > 1, more training data will result
in a smaller norm of ZPR9 (M) since there is a factor n(1=4)/%,

7 Conclusions and Future Work

To achieve adversarial robustness, robust optimization has been widely used in the
training of deep neural networks, while their theoretical aspects are under-explored.
In this work we first propose the AIF to quantify the influence of robust optimization
theoretically. The proposed AIF is then used to efficiently approximate the model
sensitivity, which is usually NP-hard to compute in practice. We then apply the AIF to
study the relationship between model sensitivity and model complexity. Moreover, the
ATF is applied to randomized smoothing and found that adding noise to the input during
training would help reduce the model sensitivity. Further, the theories are extended to
the kernel regression models and distributional robust optimization. Based on the newly
introduced tool AIF, we suggest two main directions for future research.

First, we can study how to use AIF to select model with the greatest adversarial
robustness. Due to the computational effectiveness of AIF, it is a natural idea to use

13



ATF for model selection. Such an idea can be used for tuning parameter selection in
statistical models such as high-dimensional regression and factor analysis, and further
extended to the neural network depth and width selection.

Second, AIF can be extended to study more phenomena in adversarial training.
For instance, the relationship between low-dimensional representations and adversarial
robustness. Recently, [22,28] empirically observed that using learned low-dimensional
representations as the input in neural networks is substantially more adversarially ro-
bust, but a theoretical exploration of this phenomenon is still lacking.
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Appendix

A  Omitted Proofs

A.1 Proof of Theorem
In order to prove Theorem let us first state the Danskin theorem.

Lemma A.1 (Danskin). Let B be nonempty compact topological space and h : R* x B —
R be such that h(-,0) is differentiable for every § € B and Vgh(0,9) is continuous on
RY x B. Also, let §*(0) = {6 € argmaxseg h(6,6)}.

Then, the corresponding maz-function

<(9) = maxh(6,)

is locally Lipschitz continuous, directionally differentiable, and its directional derivatives

satisfy
J(0,7) = sup r7Vyh(8,9).
55%(0)

In particular, if for some 6 € R the set §*(0) = {5} is a singleton, the maz-function
is differentiable at 6 and
Vs(8) = Voh(8,0p).

By this lemma, we can easily obtain the following lemma:

Lemma A.2. For any 6 that minimize ¢(0) and lying in the interior, we can obtain
Voh(8,8) = 0.
Proof. Since § minimizes ¢(#) and lies in the interior of © , we can obtain
(0,7r) =0

for any direction vector 7.
If thereis a & € 6*(0), such that Vgh(6, ) # 0, then we take r = Vgh (6, ) /|| Voh(0, )],
we have
J(0,r) = sup rTVgh(8,8) > ||[Veh(d,d)|2 >0,
des*(0)

which is contradictory to the fact ¢/(6,r) = 0. O

[Proof of Theorem 1] Now we are ready to give the formal proof. In order for

simplicity, we here use L(#M, z,7) instead of L(6M, z,y, M). With lemma we can
obtain that

1 n
- Z V@L(QM, x; + 0i, yi)|9M:éé\/‘ ~=0.
P ,min
With Taylor expansion and under the assumption of Lemma we can obtain
1 & AM yM 2
0=72 > IVoL(O i iy yi) + Vg L0 i, i, 4i)6: + O(1|8]13)).
i=1
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Here the assumption of compactness and continuity can help us to write the remainder
267 Hz6; into O(||6;]|3) since we can bound every entry of H;. We use the same property
repeatedly and will not reiterate it.

Now, let us perform taylor expansion on VgL(HQlein, x;,y;) and V%gL(Héfnin, Tiy Yi)-

VGL(eemln’:Cl’yZ) VGL(0m1mxl7y1)+v9 (emmvxlﬂyl)(eéwmln anﬂl/lln)+0(||95mm IIllIlH)

and
VIE 9L(95 min» L, yl) - Vx 9L(0m1n7 L, yl) + O(Hes min mlnH )

By simple algebra,

n
e A
92\/1[1’1111 HH/\I/IIH+O(”96 min mlnHZ - 7Zv9 mln?xlvyl (ﬁzv%al’(eﬁﬁn?x%yl)él
=1

1024 — Ok ll2 i) ).

We know if we divided € on both sides, we know when ¢ goes to 0, the limit of the
right handside exists if we assume the limit of lim._,¢ ;/¢ exist (notice §; is a implicit
function of ). Thus, [|§M M || /e cannot goes to infinity as € goes to 0. In orther
words, AIF must exist.

Now the only thing left is to prove lim._,( J; /e exist. We prove that

g, min 1’1’111’1

lim
im — =
e—=0 € =
where )
bl o .
Yik = mk q ngn<8m’ L(Gﬁl/lln7x27yz>>v

(2ok=1 bR)? Wk

with b, = |—L(9ﬁﬁn, x;,y;)|. By Holder inequality, we know

Vo LGty 205 9i) - 6il < el Vo LBt iy yillg
the equality holds if and only if §; = ev; . Since
L(02 i i + 61, 9i) = L0 i @i, 9s) + Va L0 i, i, 958 + O((|6:]]3),
we know the reminder is ignorable

O([15:]13)

~ — 0
| L6250 i, yi) i

as € goes to 0. So, we must have

As a result,

as described in the theorem.
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A.2 Proof of Theorem [5.1]

Let us first compute the AIF for linear models.

Specifically, let us consider the regression setting (z;,7;) € R x R are 4.i.d. draws
from a joint distribution P, ,, for i = 1,2,...,n. Note that we don’t assume linear
relationship, but the linear regression model tries to find the best linear approximation
by solving

1 « 1 «
0= in— Y (0, z;,y) = in — ;— 07x;)?
arg melﬂ n ZZ_; ( » Lis yl) arg Hbln 2n ;(yl xl) )

where we use [(0, z;,y;) = 3(y; — 07 2;)? as the loss function.
Further, let us define

1
0" = inEp, [-(Y — 07 X)?
argminEp, ,[5( )],
denoting the best population linear approximation to Y.
When the true model is Y = X "85 4+ (X T83)2 + ¢, and X ~ N(0,021), we have
0" = (E[XX])'E[XY] = (E[XX ])""(E[XX 1] + E[X(X53)%) = ;.

Further, denote ¢; = y; — 6* T z;, and

and we have [|0 — 6% ||, = Op(/2).
By definition, for k € [m],

o) ~ o A
by, :’87%1(9%“’%’%]\4)’ = !yi - QT%" : |9k\:

and therefore, by letting p = ¢ = 2, in Eqn (5) of Theorem 4.1,

bt ;
- sgn(———1(BM, wiyi, M) = ——%_sg
(Sd_ by Or (S0, b2)1/2

TN h ) .
Wi =9 ) b _ O en(y; — 0" ;).

b ~ .
, n((yi — 0" x;) - O)

%

~ ~— S
lyi = 0Tl - 0] [16]

As a result

¢i = (@Z)iﬂﬁ%, e 7¢:‘n)T = Sgn(yi - é—rl‘l) . m . 9,
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and

n

) 1 & R 1 R . . 1
- = 2ol (OM 3y ;= — 0 a; — ;) I+ 0z - =0z ——
EszxH-T’b n ;v ,0 ( mins i, Y aM)¢ n ;[( T y) d+6x; ] Sgn(y T ) H(9||

_7z\|19|| (07 s = yi) - 0 + 0] 0] - sen(yi — 0 ;)
i=1
1< - -
=— — Z(yl -0) -sgn(y; — 0 ;)
nl|6]| i=1
=— L En:y -sgn(y; — 0" ;)
nl|ol =
é - *T N1
nllol =
= i ; 0 Tx; - sgn(y; — 0 x;) — i zn:e- -sgn(y; — 0 xy)
nl|6]| i=1 nl|6]] i=1
I I
=— Y 0 Txi-sgn(e) — —— Y € -sgn(e)
nl|ol = n|6]] ;
é " * N *
+ — ZH Ta; - (sgn(e;) —sgn(e; — (0 — %) T a;))
nl|ol =
é . N *\ T
+—— ) € -(sgn(e;) —sgn(e; — (0 —0%) ' x;)).
nl|6]| i=1
) * ) * 1
P(sgn(ei) # sgn(e; — (0= 07) ") < P(lel < [(0 - 07) ") = O(y/ ) = o(1).

Recall that ¢; = y; — 0" "z; = (] 85)? + &, then we obtain z;sgn((z] 83)% + &)
—xisgn((xjﬁak)z +&i). As a result, we have E[z;sgn(e;)] = E[l‘isgn((w;ﬂ;)Z +&)] =
yielding

4
0,

1 = *T o 1
n;Q T sgn(el)—Op(\/ﬁ)_
Then, we have
¢ 0 1 1 0 1
7:—7A(* €; +O 7) = —— EEi +O 7)

Moreover, the Hessian matrix

’

$ 5 1
Hy(X,Y) = 1/n" Y Vi, «f 45 A) =~ XTX = 071 + Oy /%_

i=1
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Then

L))Qé—r(o’%[ +0,(/2) 710
vn 1612

= (o1 (Bl + On( )] - 7 + Ol ™)

Then, let us consider the quadratic basis of the regression setting (x;,y;) € R™ x R
are 7.i.d. draws from a joint distribution P, ,, for ¢ = 1,2,...,n. Suppose we use the
basis v(z) = (v1(2), ..., va(®)) = (T1, e, Ty, 3/2, ..., 22, /2, {22} } j<k), tO approximate
y, and try to solve

Se(L) = @THF (X5, Y)D = (B, _p ||7]l2)* (Elei| + Op(

n

6 = arg min — Zl 0, zi,y;) == argmln % Z(yz — 0T v(x))>.

geR™ N,
=1

Further, let us define
1
0* = argminEp, , [ (¥ — 070(X)),

denoting the best population linear approximation to Y.
Denote ¢; = y; — 0*Tv(z;). Since the true model is Y = X Tgf + (X7 35)% + ¢, and
X ~ N(0,021), then ¢; = & and we have E[sgn(e;)z;] = 0.

Further, denote
1

j_ —— T ()2
0 = argmin - ;(yz 0 v (i)
We have [0 — 0*|| = O, (/).
By definition, for k € [ 1,
AT ;7 0 AT AR
bi —Iil( b i yi)| = i — 0T w(:)] - |0 %v(xz‘ﬂ: i = 0" v(za)] - 10 5-v(zi)ex].

Therefore, by letting p = ¢ = 2 in Eqn (5) of Theorem 4.1,

o (2w = (20, )
k — (Zz_l bz)%sg 8-75-,]g min> LisYi)) = (Zzzl bz)1/2sg 81’-,k mins Lis Yi
(éT ( ')_ )éT%v(xZ)ek GT 8U(xz)ek AT
= =% - 8 -sgn(0 ' v(z;) — yi)-
g = 0To()| 10T 2oz 107 Lola)|
As a result
i i A 1 ~ O
¢ = (V1,95 - y,) = sgn(0 (@) —yi) - W‘HT%U(@),
| (i)
and

A~ A~

Vol (0,2, yi) = (0 v(x) — i) - (5v(@)) "0

R O ~ 0
C ) — N T . T N o). )
Vx,gl(e,.%,yz) ’U(.’EZ>9 8xv<xl) + (9 ’U(l’l) yz) axv(xz)
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Then

E%;W’Hz —% Zn: Vool (Ot i i) i
L Z ) () o) () -sen(@T o) — y)
m o))"
STz T iué%(xi) — )+ Ao (o)) T8+ o)

a A
~H€T7;U($z' I1P] - sen(0 " o(xs) — vi)

il Z 07 o) — il () (o) O

anTB
+ - Z v(w;) |9T*U(xz)|| sgn(0"v(z) — i)

i |9Tv(x1) il 0 o ﬁv 2N T m?
B e e i+ 0,0 ™)

Then we have

0 o) =il O, D yao
107 Lo (a)| axv(%)(&cv(%)) ol
0T o(w) il 0
10T Lv(a;)|| Ox

SE[H(%v(xi)W%v(wi)Hz 7o) — i)

B o)™ L oGeola- 10T o(e:) — ] + Oply ™)

Bl ()T Lot (BN + 0,02+ 0,0 )

By similar argument, we have

Bl g o) o)) B B i (v (w) T ()] - (Eled)?

67 o)) 92
+o,y/ Ty + 0,0/,

Recall that v(z) = (21, ..., Tm, 23/2, .., 12, /2, {xj21 }j<k), and the quadratic term in
the true model is (35 "x)? (so then El|e| is easy to compute), then

[

<E[|

I,
gv( ) = (I, diag (1, ..., ), Perm(ziz;)) T = D, e RO Hm)xm
v Perm(zix;)
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where D, = diag(x1,...,x4), and Perm(z;z;) € R™X(m*=m) with each column being
zjer + xpej for 1 < j <k <m.
Then we have

d 0
(2 o@)™ Lv(ws) = I + Do,
where (Dq);; = (22 + ... + 22), (Dg)jr = zjzg. As aresult, Dg = zz' + (2 + ... +
22,)In — D

HlIle v (zz’ + (22 + .. 4 2)I)v = (22 + ... + 22) + inf(z Tv)?
v:l|v||=1 v

Therefore,
14 (234 ... 427) - maxx? < Amin(Za + Do) < Amax(Ia + Dg) < 14 2(zf + ... + 23).

Moreover,

Hp(X°,Y¢) = L ZU(%’)U(%)T = Ev(zi)v(z) ] + Op(ﬁ)

. 3 /
= dzag(cri[m, Zailm, Uijm(m—l)) + Op( 7)

Then

5(Q) S B (- 0(w)) ()] - (Bl + 0p<\/:>> + op<ﬁ>

~max{oZ, 0}
! 2 2 2 1 m2
—mmwmﬁmﬂcmﬂ-((E!&\) +0p(y/ ) + Op(y/ )
L 1 2
S ooy (1 2mod) - (Elal)? + op(\/;)) F o,y
Similarly,

800 > s Bl o) ()] - (Bl + 0/ 2n+ 0,0/
Fon L+ () - maxa?] - (Elg])? + op(\/g)) + o,,q/f)

> min{o?, 503}
> O 2logm)ad) - (El&DR + 0y 1) + 0,y ™)
“min{o2, 354 & ¥ ! PVn L

Recall that for linear model,

07 (02 O my)=19
Jell)? (Elel + O ””Hné’[ém)

= &l (Elel)? + O] (7 + Ol )

S(L) =0 " H' (X%, V) = (E

z~ Py
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Since the true model is y = Bz + (85"z)? + & with & ~ N(O,ag), and r ~
N(0,021,,), we have

* * 2 2
(Elei])® = (BI(85T2)* +£1)? € (15311307 — \/; )% (1831307 + \/> a¢)?)-
Therefore, when %(HﬁQHQU —\/gog) > W(H—ng?) ag,that is, (||B5]1302—
\/205)2 = 15;2{?5’1} 208,
. ~ m?2
ALY > A©Q) + 0,/ ™)

On the other hand, 2 (| 35302 + \/705 < m(l +mo?2 — 202 -logm) - =02

2w e
that iS ||52H (o +\/70'§ Sm(l‘i‘mO’ —20'2 logm) 2?;,0'62,

A(L) < A(Q)+0, q/f).

Then let us consider the case where p = 0co,q = 1 in Eqn (5) of Theorem 4.1,

i b 0
Vi = dk T Sgn(a (6% i, 92)) = Sgn(ail(gnﬁﬁlm i, Yi))
(Zkzl bZ)p Tk .k

= sg(07 L p(a)er) - s (0T (r) — yi).

A~ ~

Then
1 — AM
:E Z vac,@l(gmin? L yz)@

i=1

- Z 0 v(x;) — i) aaxv(:ci) + v(wi)GT%v(zi)] . sgn(@Tv(azi) — ;) -sgn((%v(mi))TG)

S ) — - Lot Ceoe) ) + £ S o) 107 Lot s - sl o)
=1

; ox
=1

“E[0 v(x0) — il - o (esan(( o) )] + Op( )

vn

By similar argument, since ||sgn((zg; < Lu(z;)) "0|| = V/d we have

B0 0(r0) il - o v)sen((2-v(ee)) 0P/

b () o)) (Ele + O,y 21)+ 0,0 2.

B8 v(r) — yil - 5o )sen(oo()) 0%/

Bl ()" Lot - (Bl + Oy 1) + 0 /2.
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In addition, for the class of linear models, we have

A(Aiin) = d - (E[(B3 2)* + €])? € [(||BalI30% — \/Zaeﬂ (18211307 + \/zaef]-

Therefore, using the exact same statement as the previous case where p = ¢ = 2, we
get the desired result.

A.3 Proof of Theorem and Corollary

Now let us first compute the AIF for linear models.

Specifically, let us consider the regression setting (x;,y;) € R™ x R are i.i.d. draws
from a joint distribution P, ,, for ¢ = 1,2, ..., N¢rein. Note that we don’t assume linear
relationship, but the linear regression model tries to find the best linear approximation
by solving

n 1 Nitrain

1(0, x;,y;) := arg min

T 2
(yi — 0" 2:)%,
Ntrain i—1 0 Ntrain i—1

6 = arg min

where we use [(0, z;,y;) = 3(y; — 07 2;)? as the loss function.
Further, let us define

1
Brflin = arg mglnEPx,y[§(Y - QTX)QL

denoting the best population linear approximation to Y, which makes Cov(x;,y; —

0*Tx;) = 0. Denote nf =y — ﬂrﬁ;xi, we then have E[nfml] =0.

Further, denote nf =y — ﬁé;ffia and

B = arg mein

(yl - HT:L‘Z')Qv
Ntrain im1

and we have |a' (6 — BE,.| = Oy( lall_y.

min Ntrain

By definition, for k € [m],

0 A . R
bi :’ml(ﬂ>$i7yi7£)| = ‘yi - BTxl‘ : |6k”7

)

and therefore, by letting p = ¢ = 2 in Eqn (5) of Theorem 4.1,

. bit o - bi 5 )
Y = e rsgn( 18, 21,91, M) = —————sen((y; — B i) - Br)
(D by 0Tk (S BV
= . .
i — P xq) - 5
- ’f L Ok _ B n(y,— BT,
lyi — 0" x| - |IBll2 (182
As a result

¢Z:(¢i7w%7 7¢%)T:Sgn(yi—BTxi)' ~ '57
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and

d 1 Ntrain

Eprx HQQ'H2 _ntram =1

vxﬁl(éa Ti, Yi, M)(Z)Z

1 Ntrain

. ; (8@ — i) - Lo+ B} ] - sgn(y; — B ;) - HBH B

1 Nirain

= A Z [(BT%' — i) B+ Bx;.rﬁ] -sgn(y; — BTxi)
ntrainH,BH i=1

1 Ntrain . .

- - LAY . . AT,
= ntmmHB” ; (yi - B) -sgn(y; — B x;)

Ntrain

AT
= Yi- — B i)
ntram”ﬁ” Z ' '

= - LA Z ( ﬁmln ) : Sgn(yi - BTxl)

ntrain”ﬁ” i=1

B Ntrain Ntrain
== — Z BET x; - sgn(y; — BT ;) Z - sgn(y
Nrain|Bll = nHBH =1
B Ntrain Nitrain
:—725‘?@%@) Zn n(nf
Ntrain HBH e ‘ Ntrain H/BH ’ !
Ntrain

Z Bl - (sgn(nf) — sen(nf — (B — Bin) " 21)

Ntrain

Z 771 771 _Sgn( (/8 Bmm) ))

ntrazn”ﬁ”

ntram”ﬂ”

Then we have

Plsgn(nf) 7 sgn(nf — (5 - 5) ) < Pl <13~ ) Taul) = Oy
Recall that E[z;sgn(nf)] = Elzisgn((z] 85)% + &)] = 0, we have
LS G sen(nf) = Op(———),
Nirain 5= Vtrain
Then, we have
LA B o ST R S S N

E;pNﬁZHxH? B ||/3’” Ntrain

Moreover, the Hessian matrix

i1 vV train ||ﬂ” vV Mtrain

— BTa;)

o(1).

)

Ntest
~ 1 m
HO(X V%) = Vnear >+ V330,55 4) = — XTX0 = 021 4 0y, [T,
TNtest Ntest

=1
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Then, we have

RPTAT O [

1
Se(£) = Hy{(X V)P = (E, 5 ||l2]2)*(Elnf| + Op( )
0 P PYMirain 113]12

1 m
E, g, lala) - (BWE? + O] (02 + O, [ )
_ 1 m
= (B, _p [12]12)” - (Elnf])* - 072 + Oy + : (10)
* Ntrain Ntest

Now, let us consider the random effect model in Corollary 5.1, when the true model
isy=p"zr+¢& where z € RM, By, ..., Bmr g N(0,1), & ~ NY(0, ag) and z1,...,% “'d'
N(0,021)). Then when we only include m features in the linear predictive model the

residual
=&+ Tim+1Bma1 + - + T M B

Then conditional on 3, we have
nf ~ N(0, Ug+( i1+t BA)oR).

We then have E[|nﬂ] (ag + (82,1 + ... + B3,)02) Take expectation w.r.t 3, we
have E[|nf||* = 2(og + (M — m)a3).
For E__ p [z[l2, we have

m+1

E, p lzlle =El/B} + ...+ B2] = [ 2.

2

Plug into , we get

4¢? I‘Q(mTH) 1 m
= V2 ) (M- 2 2 19) 2
770'326 1—\2(%) (( m)ax + O—ﬁ) + P(€

E[S:(£)] =

Ntrain Ntest

A.4 Proof of Theorem [5.3

Now let us consider the general basis of the regression setting (z;,y;) € R™ x R are
i.1.d. draws from a joint distribution P, ,, for ¢ = 1,2,...,n. Suppose we use the basis
v(z) = (v1(2), ooy va(2)) = (T1, ooy T, /2, ..y 22, /2, {27k } j<k), to approximate y, and
try to solve

n

1
0 = arg min — Zl 0,2, y;) := argmln? Z(yz — 0T v(x))>.

geR™ N
=1
Further, let us define

1
0" = argminEp, , [ (Y — 0T0(X))?],

denoting the best population linear approximation to Y.
Denote & = y; — 0" Tv(x;), and let

s 1
0 = argmin — Z(yl —0Tv(x))2

0 2n
=1
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We have [|6 — 6*|| = Op(\/2).
By definition, for k € [ s

. ~r 0 p -1 O
bi —Iil( Do s i) = lyi — 0T o()] 07 o)l =y = 0 (@) 107 o-v(@i)er].

)

Therefore, by letting p = ¢ = 2 in Eqn (5) of Theorem 4.1,

g—1
bk

) by, o .
(Zzil bZ)% sgn(ax'k ( min> Lir Y )) (Zizl bi)1/2 Sgn(aSC.’k ( nins LTis Y ))

(éT ( ) ) é'l' 6 (xz)ek GT 8U($z)ek AT
en(0' v(x;) — y;).
ly— 0T ()] ||9T vl 1072 (%)II (0 vl) =)

As a result

i i j 1 j7 0
gbz—r = (¢17¢27 T 7wm) = sgn(HTU(lEi) a yl) m ‘ QT%U($i)’

and
n 0 ~

Val(0, @i yi) = (0T () — 1) - (5-v(@:) "0

Vol (0, x,y:) = v(:c,)QTaaxv(a:Z) + (0T v(zi) — i) - ;Ev(:zz)

Then

d 1 & R
== > Vol (05t i, i)
E, plzl: n& " o

=S I o) 1) o) )T )] s o) — i)

1 o s

-
m ) (%’U(xz)) 0

1 =
m Z[(GTU(%’) — Vi)

ﬁvm)(%vmw +oe) ||éTa%v<mi>H2] (@ o) — 1)

Ox
- 9 9 ;
T i N T
Z\e v(w:) = il - 5ov(@i) (5 -v(w:) 0

6T o) &

S5 o ||éT(.fxv<xi>u sgn(0Tv(a) 1)
=1

Recall that we assume E[sgn(e;)z;] = 0, then we have

P 10T () — il o 0 v
E, p el T Lot 02 ae V) O O <\/;>
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Then, since

wavx- gvxo 41112
67 Zoog) 02" gz

|9 v(z;) — yil 8@ . QU 2N T2
Bl Gt g 5 )OI

<E[) (o) 5 o)l 16T o(w) — il

B o) o)l 10T~ )+ Oyl

1]

Bl (o) Lol ))] - (B + 0,04/ 1)+ 0,04/
Moreover,
1< d
Ho(X%,Y®) = =) v(z)v(z;)" = Eu(z)v(z) "]+ 0p(1/ =)
9 /i
Then

5 1 0 T O W (Bl 1 m?
Se(gﬁ)S)\min(E['U(in)'U(fL'i)T])E[Amax(%rl)(mi)) %U(mz))] ((El&]) +Op(\/;))+0p(\/:)~

A.5 Proof of Theorem [5.4]

Now let us first recall the AIF for linear models.

Specifically, let us consider the regression setting (z;,7;) € RY x R are 4.i.d. draws
from a joint distribution P, ,, for i = 1,2,...,n. Note that we don’t assume linear
relationship, but the linear regression model tries to find the best linear approximation
by solving

5 I, - 1 -
f = argmin Z U0, T, y) = argmin - Z(yz- —077,)?,
i=1 i=1
where Z; = x; + 9; we use (0, Z;,y;) = %( —07%;)? as the loss function.
Further, let us define

Ly = 672)?) = (Elza ™)) Elry] = (02)'Elzy),

* — : ]:E
3 argmeln pw[Q(

Ly - 072 = (B33 T]) " Effy] = (02 +02) 'Elry] =

6m1n = arg mein pr,y [2

—l— 02 ’
denoting the best population linear approximation to Y, which makes Cov(mi,yi —
0*Tx;) = 0. Denote n~ = y; — BE] 2;, we then have IE[nZ z;] = 0.

Suppose Yi = /8 z; + fz’ then Yi — m;;xz =Y — ﬁmm 551];119 = (/8 Bmm)
& — Brmdi

E([y; — B85 #:)%;]) = 0
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0.2

* T
Var( Bmm ) VaT(yi 02+026 wz)
o * T * 1
o2
_ * T * 1 * T
=Var(8* z; + & — 2+ 25 $z)+VC”"(%+025 ;)
o2
_ *T .. . *T
=Var( p 025 wz)+Var(§,)+Var(02+02,8 ;)
olo? o202
(0 +oi+
=D + o+ (I8
29 2 2
7" CU +
=281 + of
— o). LT ..
Further, denote ni =y — B, %i, and
A 1 T, \2
B=argmem2n;(yz-—0 i)’
and we have || — 85, ||z = Op(w/m). Then, we have
¢ b
151+ Op(—=)) = === (Bl | + Op(—=))
£ A S O = i 7

Moreover, the Hessian matrix on the test data

- . 1
Hy(X, V) = 1/n' Y V3I(B,a5,y5A) = —XTX = 021 + Oy

BE

).

Then we have

))gﬁT( o2 + Op(/ 7)) 1B
vn 15112

022 +0,04 /7).

Se(L) =T H, (X, Y)® = (B, _p [l2ll2)*Elnf| + Op(—=

= (E,.p, lIzll2)* - € - [(Elnf])* + Oy

sl

and

A~

))QBT«J +02) I+ O0y(/2)) 1B
vn 1312

= (E,ep, lll2)* - € - [(Blnimose])? + opwla)] (@2 + oD+ op<ﬁ>>.

Se(Lnoise) = ®THy (XY ) = (E,_p [|zll2)* Bl | + Op(—=

Then

ge(ﬁnoise) . O—:% (520+(;2)||5m1n”2+0-g —|—O( m)
S.(£)  oi+o} of n

2/.2
:ggﬂg'((% Bl +02) + 0 ™)
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A.6 Proof of Corollary

We consider kernel regression in the following form:
La(6,X,Y) = Z ZK zi,7)05)" + A6]3.
2:1

Let us denote K (z;) := (K(mi,xl),K(xi,xg), e ,K(xi,xn)) . The proof of Corollary
is almost the same as Theorem with slightly modification. Actually, the loss
can be in a general form as £, (6, X,Y), our proof for Theorem an still be applied.
Since

Voln(0,X,Y) = % Zn: 2(K(xi)T9 - yi)K(a:i) +2)0,
i=1
we have
Vo 0Ln(6,X,Y) vak( 7Y~ i) K ()

- Z xz TH]CwL Tk + K($Z)0 chi,xk - yilcxi,xk)u

where Ky, z, is a n X m matrix in the following form:

(BK(xi,:tzl))T

oxy,

]Cwi,xk = :
OK (zi,00) \ L
a:lik
Meanwhile,

A 2
20L,(0,X,Y) ==Y K(x)K(x)T +2)1.
VGG‘C(’ ) ) nz (:C) (I) +
Thus, we have
N n N 2 2\ __ 2 A .
ae,min - Hmin + O(H&e,min - 0minH2> *( - vgeﬁn(ammv X Y <Z vxlﬂﬁ min» X7 Y)(sz

+ 110 mmin — émin\|2H5z‘H2>~

Besides,
. 2 —
Var£n0.X,Y) = =37 (K@) = i) KT, 0.
i=1
By the argument in Theorem we know
S5
lim ~ = §;
e—0 €
where
c%fl A A
Bz,k = m g\ 1 S H(Vrlﬁ (emlna k))a
Xk ) ”

D>
£
2

Ny
SN—

7

w0

=

o

=

-+

o

=

-+

=

¢

El

-+

=

(@)

o

o

=

[

—

=}

93

=

@D

o

=

with ¢ = |Va,Ln(0min, k)| and Vg, Ln(
Vo, Ln(0,X,Y).
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A.7 Proof of Theorem [6.1]
We still have

n n

SM.DRO 1 A 171 A

eé\jnﬁR - 91/1\1/1111 %( - E Z ng(en'Al/llnv L, yl)) (; Z vﬂ?veL(ele\l/itnv Zi, yl)51> .
=1 =1

Notice, we can put all the mass in [6.1| on one of §;, so, we can put all on the §; with
largest ||V, L(0M , 2;,y:)|4 in order to achieve the maximum. The rest follows directly
from the proof of Theorem
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